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Abstract. There is a need among researchers for the easy discoverability of biobank 
samples. Currently, there is no uniform way for finding samples and negotiate access. 
Instead, researchers have to communicate with each biobank separately. We present 
the architecture for the BBMRI-CS IT platform, whose goal is to facilitate sample 
location and access. We chose a decentral approach, which allows for strong data 
protection and provides the high flexibility needed in the highly heterogeneous 
landscape of European biobanks. This is the first implementation of a decentral 
search in the biobank field. With the addition of a Negotiator component, it also 
allows for easy communication and a follow-through of the lengthy approval 
process for accessing samples.    

Keywords. Biological specimen banks, Information storage and retrieval, Decentral 
search, European research infrastructure 

1. Introduction 

Biobanks are an essential part of the research infrastructure in the life sciences. They 
offer access to human biological samples, as well as the associated epidemiological, 
clinical, biological, genealogical and molecular information, which is critical for 
researchers who work on the major challenges that medical science is facing today.  

The European biobank landscape is highly heterogeneous. Each biobank uses its 
own process for sample requests. Researchers have to first locate candidate biobanks, 
then, if the needed samples are available, negotiate access with each biobank separately. 
Biobanks desire more external cooperation, but find that few requests reach them.  

BBMRI-ERIC is a distributed research infrastructure of biobanks and biomedical 
resources [1]. One of its aims is to provide the Common Service IT (CS-IT) platform, 
which supports researchers in locating samples and gaining access to them, providing a 
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unified search process, while being flexible enough to account for the differences 
between biobanks. It allows for focused searches on the sample level, cutting down on 
the inefficiencies inherent in sending and processing queries to biobanks which might or 
might not have the desired material.  

In work with stakeholders, Lablans [2] identified the major requirements:  
• Technical heterogeneity. The system should be able to represent sample data 

from different source systems without the need for manual reentry.  
• Semantic interoperability. The system has to make the sample descriptions 

from different organizations comparable to each other.  
• Minimal effort. Participating in the system should require minimal effort. 
• Data minimization. The system should avoid saving sample data outside of the 

biobank where possible.  
• Data sovereignty. The biobanker should control which data leaves the biobank, 

and there should be no pressure to justify a decision to deny access.   

2. State of the art 

Several platforms already facilitate to some degree sample access to biobanks. They all 
offer partial solution of the access problem, but cannot function as a comprehensive 
solution on the European level.  

Some biobanks provide a sample search on the Internet, for example the Auria 
biobank [3]. This type of system best represents the dataset of one biobank, and grants 
perfect data sovereignty, but is not interoperable with other biobanks and requires the 
researcher to actively seek out a biobank.  

A more interconnected approach is seen in biobank registries such as the German 
biobank registry [4]. The registry approach requires the biobanker to preemptively 
provide data, which hurts the requirements of minimal effort, data minimization and 
sovereignty. Its minimal dataset only allows a search with low precision and recall. For 
situations where this is sufficient, the registry-based approach offers an attractive option 
for low-friction data access. Centralized search systems such as CRIP [5] work on a 
similar principle and have similar advantages and disadvantages.  

All these options are focused on discovering potentially collaborating biobanks. To 
our knowledge, none of them supports the subsequent negotiation process.  

3. Concept 

The BBMRI CS-IT platform allows for the connection of large numbers of biobanks. Its 
architecture follows the principles of the “decentral search” [6] developed in the German 
Cancer Consortium [7]. Its main advantage is that the information never leaves the 
biobank uncontrolled, allowing the biobanks to retain data sovereignty and implement 
privacy protection, unlike the central solutions discussed in the previous section. Figure 
1 shows a diagram of the architecture.  

To address the problem of semantic interoperability, BBMRI-ERIC supports a set 
of data models. The central one is the BBMRI-ERIC core terminology, which 
encompasses a minimal list of data elements, related to the MIABIS dataset [8, 8]. It is 
extended by optional purpose-specific data models. The core terminology and the 
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extension data models are defined as data dictionaries contained in a Metadata repository 
(MDR) based on the ISO/IEC 11179 standard [9].  
When a biobank joins the platform, its data has to be harmonized. BBMRI-ERIC 
provides a suite of Mapping & ETL tools, with which the biobanker maps the source data 
structure to one or more of the data dictionaries supported by the platform. After the 
mapping of the metadata, the data itself is uploaded into a local data silo. Unlike the 
source systems, it contains harmonized data. The biobank also installs a Connector. It 
can execute queries against the dataset in the data silo, but does not actively send 
information to the outside.  

 

 
Figure 1. Architecture of the BBMRI-ERIC CS-IT platform 

When a researcher needs samples, he or she first interacts with the Sample Locator 
component, which offers an interface for the construction of search queries based on the 
data elements provided by the MDR. The next step is to enrich the request by composing 
a short description in the Negotiator. The connectors fetch the query from the Sample 
Locator and execute it locally. If the data silo has matching samples, the Connector 
notifies the biobanker that a request is waiting. At that point, nobody outside of the 
biobank knows which biobanks matched the query.  

  The biobanker visits the Negotiator and uses the freetext description and the query 
criteria to determine if his or her biobank can actually provide the desired samples. As 
the request can be underdefined, the Negotiator allows the biobanker to ask for 
clarification and guide the researcher in improving the query criteria to better match his 
or her research question. When a biobank is confident that it can provide the samples, 
the biobanker can start a confidential conversation with the researcher to discuss the 
logistical, organizational and legal details.  

This process offers high data protection, but may become cumbersome to the users. 
Its complexity is only needed when sample access is desired. Sometimes researchers or 
members of the public need non-sensitive information only, and the overhead of the 
sample request process is not necessary. For this use case, the platform also incorporates 
the Directory [10]. This is a registry-based service, offering low-detail information not 
violating the donors' privacy. It has a search interface that delivers immediate search 
results. For the convenience of biobankers, they can update their biobank's information 
in the Directory through the Connector.  
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4. Implementation 

The implementation of the BBMRI-ERIC CS-IT platform follows an agile approach, 
stepwise releasing the components in a way that the system can be used to some extent 
even before the planned scope has been completed. All components are released as free 
and open source software.  

At the time of this writing, the Directory is in active use and contains the data of 
over 1000 biobanks. The Negotiator is in a rollout phase, and in use by a small number 
of piloting biobanks, allowing for negotiation after a Directory search. The MDR is 
completed and contains two datasets: a first version of the BBMRI core terminology, and 
a colon cancer data dictionary as a first example of an extension data dictionary.  

The connector, the local data silo, and ETL tools for a user-friendly mapping process 
are under active development. The public release is planned in fall 2017.  

The Sample Locator is not yet implemented. It is expected to be released in 2018. 
Until then, users can locate biobanks with candidate samples by using the Directory, and 
proceed from here to negotiation.  

5. Discussion 

The architecture presented here meets the five major requirements elicited from 
stakeholders. Transferring the source data into a data silo using a unified structure solves 
the problem of technical interoperability. The MDR-driven approach with a core dataset 
and extensions is a scalable approach to the semantic interoperability problem. As both 
the data silo and the connector remain within the biobank, the principles of data 
sovereignty and data minimization are upheld – information is only transmitted with 
regard to a request, following approval of a biobanker.  

The effort needed to setup the system is not trivial, but we argue that it is still small 
in comparison to the gains from participation. The highest additional effort for the 
biobank is the one-time process of mapping the source data to the provided data 
dictionaries. The ETL tools are usable by domain experts without IT background.  So 
while the goal of minimal effort is not completely reached, it is still at a very good level 
and allows for realistic system adoption.   

The decentral search approach is not as convenient for the requester as the immediate 
serving of search results familiar from other domains. We chose this solution as a 
response to the need for confidentiality and data protection inherent in biological sample 
data, since even non-identifying information such as a diagnosis is subject to some 
confidentiality under current social and legal norms. The non-sensitive data about 
biobanks and their samples can be found in the Directory, which offers a conventional 
search with immediate results.  

The Negotiator is a novel component, which has not been employed in previous 
search systems. It lets humans take over the communication after the search has 
discovered which potential communication partners have relevant samples. This adds 
flexibility to the system, allowing it to support a large variety of collaboration models, 
and making it robust to imperfect search queries and missing data sources.  

System success is highly dependent on gaining acceptance from biobanks and 
ensuring high data quality. To achieve this, we are engaged in dialogue with selected 
biobanks and BBMRI’s national nodes since the earliest project phases. We  rely on their 
feedback for creating a system which they are willing and capable of using.   
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6. Conclusion 

In this paper, we present an architecture for a platform which allows researchers to locate 
and request samples from biobanks. It is an implementation of a decentral search 
approach, enriched by a Negotiator component which supports a flexible approval and 
collaboration process between biobankers and researchers.  

Some components of the future system are already released and are well-received 
among users. Close work with stakeholders ensures that the remaining components will 
also meet the users' needs and allows us to overcome the challenges inherent in the 
creation of a system of this scale.  
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