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Safeguards and security (S&S) systems for nuclaailitfes include material
control and accounting (MC&A) and a physical protat system (PPS) to protect
nuclear materials from theft, sabotage and othdewvo&nt human acts. The PPS for a
facility is evaluated using probabilistic analyw$ adversary paths on the basis of
detection, delay, and response timelines to determmnely detection. The path analysis
methodology focuses on systematic, quantitativdueti@an of the physical protection
component for potential external threats, and ofoulates the probability that the PPS
is effective (R) in defeating an adversary who uses that attattk pBy monitoring and
tracking critical materials, MC&A activities prowadadditional protection against inside
adversaries, but have been difficult to characterzways that are compatible with the
existing path analysis methods that are used tersyically evaluate the effectiveness
of a site’s protection system. This research dessrand demonstrates a new method to
incorporate MC&A protection elements explicitly hih the existing probabilistic path
analysis methodology. MCG&A activities, from momnitgg to inventory measurements,
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provide many, often recurring opportunities to deliee the status of critical items,
including detection of missing materials. Humalmi®lity analysis methods are applied
to determine human error probabilities to charamethe detection capabilities of
MC&A activities. An object-based state machine goigm was developed to
characterize the path elements of an insider tbednario as a race against MC&A
activities that can move a facility from a normgdte to a heightened alert state having
additional detection opportunities. This paradigntoupled with nuclear power plant
probabilistic risk assessment techniques to inaateahe evaluation of MC&A activities
in the existing path analysis methodology. Evesguence diagrams describe insider
paths through the PPS and also incorporate MC&Avides as path elements. This
work establishes a probabilistic basis for incogpiog MC&A activities explicitly within
the existing path analysis methodology to extendo itaddress insider threats. The
analysis results for this new method provide aegrdated effectiveness measure for a
safeguards and security system that addresseststhrean both outside and inside

adversaries.
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Chapter 1: Introduction

Safeguards and security (S&S) systems for nucleailites are required to
protect nuclear materials from theft, sabotage, atider malevolent human acts.
Generally, a site’s S&S system is comprised of fowerlapping components: physical
protection, material control and accounting (MC&pgrsonnel security and information
security. The physical protection system (PPS) dorfacility is evaluated using
probabilistic analysis of adversary paths on thsishaf detection, delay, and response
timelines to determine timely detection. The patfalysis methodology focuses on a
systematic, quantitative evaluation of the physgratection component of the system for
potential external threats, and often calculatespitobability that the PPS is effective in
defeating an adversary who uses that attack patibgpility of effectivenes$e). This
effectiveness measure is the degree to which ti& ¢ protect a broad spectrum of
targets against a wide range of potential thre@ither qualitative approaches have been
used for MC&A, personnel security, and informatsecurity components of the S&S
protection system [1-4].

Insider adversaries represent formidable threatiseigrotection of critical assets,
including information and materials. This threakd¢s many forms ranging from petty
theft and fraud to theft of critical assets to espge and terrorism. Depending on their
positions, insiders can be very capable securityatis because they have knowledge of
operations and the opportunity to access targetnmads. For facilities that have security
systems in place to protect critical assets, thed&iduals have access “inside” the
protective measures. They can take advantage pdromities that arise to circumvent
system elements or to exploit system vulneralsliaed access a target directly without
being detected. The detection and delay timelaresnot as relevant because insiders

1



can choose the most opportune times and optimuaegies, often using protracted or
discontinuous attacks. One strategy for addressieg insider threat would be to
optimize the control and accountability of mateyiadand to more fully account for

MC&A elements in the evaluation of the effectiveme$the S&S protection system.
1.1  MATERIAL CONTROL AND ACCOUNTING PROTECTION SYSTEM

S&S requirements for MC&A primarily address contrahd accountability
functions including access control, surveillancetenial transfers, measurements, and
physical inventories. MC&A operations that trackdaaccount for critical assets at
nuclear facilities provide a key protection apptodor defeating insider adversaries.
MC&A functions such as personnel access control amnwdmated surveillance overlap
with PPS functions and are addressed by curreht gralysis methods. Some MC&A
protections are already incorporated, althoughagesimot explicitly identified as such, in
the current approach to evaluating the effectiveridsa PPS. For example, procedures
and authorizations for material transfers are axtd@ within PPS elements that provide
access between protection layers, such as a pelsemvehicle portal. Other operational
activities, such as measurements and physical toxes, have been difficult to
characterize in ways that are compatible with thih @nalysis methods that are currently
used to systematically evaluate the effectivendss site’s protection system. “At the
very least, the effectiveness of certain elemeassrot been rigorously quantified; worse,
those elements are sometimes ignored, or simplynaess to be effective” [5]. One
approach for addressing this gap uses determimidterial Assurance Indicators (MAIS)
as a metric to evaluate MC&A activities that areoived in protecting nuclear materials
[6, 7]. Initial testing successfully demonstratidht the MAI algorithm is useful for
evaluating characteristics of MC&A system capayilibut it is not truly probabilistic.

Thus, the MAI algorithm is not compatible with peddilistic path analysis methods.
2



Early in the development of the MAI algorithm, #dame apparent that MC&A
activities at an item level could be consideregetof sensor system, with both alarm
and assessment capabilities that are necessadgtiection. The MAI also provides an
approach for evaluating an MC&A system capabil@yprovide detection of an insider
attempting theft of nuclear material [7]. In adult, MC&A activities, from monitoring
to inventory measurements, include a variety ofhmés for providing information about
the attributes and location of target materials #orddefining security elements useful
against insider threats. These activities can akwe to discourage insiders from
engaging in malevolent activity and provide manytem recurring opportunities to
determine the status of critical items.

Given this characterization of MC&A activities arile formulation of the
existing path analysis methodology, it is reasomatiol investigate probabilistic risk
assessment (PRA) methods that may be applicalifeetdevelopment of a probabilistic
approach to characterize MC&A activities and to leage the MC&A component to
provide an overall effectiveness measure of the $lfbection system to address threats

from both insider and outsider adversaries.
1.2 GOAL AND OBJECTIVES

The goal of this research is to develop a probstlwlbasis and a new method to
incorporate MC&A protection elements explicitly hih the existing probabilistic path
analysis methodology that is used to systemati@ilbluate the effectiveness of a site’'s
protection system. To accomplish this, three mwbhreas need to be addressed:

» “Detection” capabilities of MC&A protections and ajutitative probabilities of
detection — individually, in combination, and afuaction of time;
» Competing delay and detection timelines for insitheft versus facility detection;

and



* Scenario development to integrate the evaluatioRR$ and MC&A protections
within physical protection layers.

The objectives of this work include applying PRAchriques to develop
approaches to address these problems. Humanilliabalysis (HRA) techniques are
investigated for characterizing and providing qitative measures for MC&A elements
in a manner compatible with probabilistic analyseAn object-based state machine
paradigm is developed to characterize insider thef race against detection by facility
MC&A activities. This paradigm is coupled with ¢lear power plant PRA techniques
to characterize detection and delay timelines fo€C&A protection elements and
provides the framework for applying convolution tenhatics to calculate timely
detection. Event sequence diagrams (ESDs) aréedppl develop evaluation scenarios
for insider paths through the PPS and also incatpdviC&A activities as path elements.
The objectives also include demonstrating the neathod with an analysis for several
hypothetical theft scenarios.

The development of such a probabilistic approadhemable security analysts to
explicitly evaluate the effectiveness of MC&A pratiens against insider threats similar
to the evaluation of outsider threats performedeunighe existing probabilistic path
analysis methodology. Along with tli& for the PPS, the overall result is an integrated
effectiveness measure of a protection system ttidteases threats from both outsider

and insider adversaries.
1.3 DISSERTATION ORGANIZATION

This section provides an introduction, overviewaof MC&A protection system,
and the goals and objectives of this research. rEneainder of this dissertation is

organized as follows:



Chapter 2 presents background material on phyproaéction, MC&A, the path
analysis methodology, characterization and evalnatif the insider threat, and
risk analysis tools.

Chapter 3 presents the details of the extendedadelbgy for one MC&A daily
activity in one physical protection layer.

Chapter 4 presents the analyses used to demonstmteew methodology for
multiple physical protection layers.

Chapter 5 presents conclusions and recommenddtioaslditional work.



Chapter 2: Background

The background for this research covers severagpmcluding:
» S&S system assessment methodology,
* Physical protection,
* MC&A,
» Design and evaluation of a PPS,
* Insider studies, and
* Risk assessment tools.

Each of these topics is discussed in the follovgiegtions.
2.1  SAFEGUARDS AND SECURITY SYSTEM ASSESSMENTM ETHODOLOGY

Design and evaluation of S&S protection systemsegaly follows a tailored
systems engineering process. The system assessmatmdology, shown in Figure 1,
has evolved as a framework for assessing S&S sgstemrotect nuclear assets within
the U.S. Department of Energy (DOE) over 30 ye&is [This framework has been
adopted in some form by many organizations botthéU.S. and around the world for

nuclear and other critical infrastructure faciktig9-15].
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Figure 1.  The system assessment methodology useet by.S. DOE for the design
and evaluation of S&S protection systems [8].
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Generally, a site’s S&S system is comprised of fouerlapping components:
physical protection, MC&A, personnel security amdormation security. The three
integrated functions of all S&S protection systemsluding the physical protection and
MC&A components, are detection, delay, and respoBstection is determining that an
unauthorized action has occurred or is occurribgtection includes sensing the action,
generating an alarm signal, communicating the glamad assessing that unauthorized
actions has occurred. Assessment is when a pdetermines the cause of an alarm and
judges it to be valid or invalid (a false or nuisaralarm). Delay is the slowing down of
the adversary’s progress toward the objective ftbefsabotage). Characterization of
delay establishes the time required by the adwersarbypass or defeat each delay
protection element. Common physical delay eleminisde fences, wall, doors, locks,
safes, and active and passive barriers. In combmadelay and detection elements
provide layers of protection that extend from @éaro the exterior of the sitdResponse
primarily consists of the actions taken by the ectve force to prevent adversary
success. In this physical response situatiors, important to characterize the response
force time (RFT), which is the time elapsed fronteddon to the response team arriving
at the adversary’s location with sufficient capiies to interrupt the adversary’s tasks
and ultimately neutralize the attack.

2.1.1 Physical Protection

For the U.S. DOE S&S program, physical protect®defined as:

“PHYSICAL PROTECTION. The application of physicat technical methods

designed to protect personnel; prevent or detemtitinorized access to facilities,

material, and documents; protect against espiorssimtage, damage, and theft;

respond to any such acts should they occur.” [16]



Garcia [17, 18] discusses the design and evaluati@gnPPS in detail. The purpose of a
PPS is to protect important assets from theft, tsajey or other malevolent attacks. The
design of a PPS considers how to combine physietdydelements with sensors,

procedures, communication devices, and securitgopeel to best achieve the overall
detection, delay and response functions to meebgegiion objective. Evaluation of a

PPS design or an existing PPS includes charactgrihysical protection elements and
their detection, delay, and response functions @etérmining the PPS effectiveness,

usually through a probabilistic path analysis.
2.1.2 Nuclear Material Control and Accountability

For the U.S. DOE S&S program, MC&A, nuclear matsriaccountability, and
nuclear materials control are defined as follows:

MATERIAL CONTROL AND ACCOUNTING (MC&A). “Those pats of the

safeguards program designed to provide informatigrcontrol of, and assurance

of the presence of nuclear materials, includingséheystems necessary to

establish and track nuclear material inventoriesitrol access to and detect loss

or diversion of nuclear material, and ensure thegirity of those systems and

measures.” [16]

‘“NUCLEAR MATERIALS ACCOUNTABILITY. The part of theMaterial

Control and Accountability program encompassing phecedures and systems

to:

1. perform nuclear material measurements,

2. verify the locations and quantities of nuclear matethrough physical

inventories,

3. maintain records and provide reports,



4. perform data analyses to account for nuclear naseand to detect losses,
and

5. investigate and resolve apparent losses of nuntegerial.” [16]

‘“NUCLEAR MATERIALS CONTROL. The part of the safegus program

encompassing management and process controls to:

1. assign and exercise responsibility for nuclear nee

2. maintain vigilance over the materials;

3. govern movement, location, and use of the materials

4. monitor inventory and process status;

5. detect unauthorized activities for all nuclear mats; and

6. help to investigate and resolve apparent lossesdéar materials.” [16]
Over the years, various technologies and methods haen developed and applied to
enhance nuclear material control [19-31]. Theshrelogies range from software and
systems for continuous monitoring and inventoryifigation to personnel tracking to
monitoring weight and radiation attributes to reale process monitoring. These
technologies are evaluated through testing and dstraiion exercises that do not
generally address the overall system effectivenéshe MC&A component of an S&S
protection system. MC&A procedures and technolgieom monitoring to inventory
measurements, include a variety of methods thatigeeanformation about the attributes
and location of target materials.

More recently, the U.S. DOE’s National Nuclear SeéguAgency (NNSA) has
been working to implement the Safeguards First difyies Initiative (SFPI) as a
principle-based, risk-management standard for MCgrdgrams [20-22]. The SFPI
focuses on the effectiveness of the plan and proesdhat are developed to implement

the requirements of an MC&A program at an individM&ISA site. The Comprehensive
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Analysis of Safeguards Strategies (COMPASS) madahiMC&A system effectiveness
evaluation tool that has been developed as pahec$FPI initiative to compile site input
about nine MC&A program elements and their respecsub-elements and their ratings
for effectiveness weighted by a contribution factitven provides an overall weighted
average that reflects the overall health of the MCBrogram [20]. The COMPASS

effectiveness ratings are based on performance aladaassessments of the MC&A
program elements and are reviewed by an evalubtard. The effectiveness ratings of
the 10-point scale are determined by objectiveegatand reflect qualitative ratings of
high (8-10), medium (5-7) and low (1-4). The cdnition factors are applied as an
indication of the relative importance of an elementl are determined from a 0-4 point
scale, where a factor of 4 is assigned to an elertiet “provides loss detection or
accounts for material” [22]. The SFPI efforts fecon evaluation of the overall

programmatic effectiveness of an MC&A program, tbguirements of which include the
detection and deterrence of theft and diversionmaterial [21]. While the SFPI

evaluation addresses detection of theft as path@fprogrammatic requirements, the
effectiveness ratings do not reflect the deternomabf a probability of detection that

material is missing or do not specifically addr@ssider theft scenarios or integration

with PPS elements.

2.2 DESIGN AND EVALUATION OF A PHYSICAL PROTECTION SYSTEM

Garcia [17, 18] provides a comprehensive discussibmethods and their
application for designing a PPS and evaluatingftsctiveness. Figure 1 illustrates the
overall systems engineering process for an S&SrystThe parallel process flow for the
PPS component is the Design and Evaluation Pré2egme (DEPO) shown in Figure 2.
The effectiveness of a site’'s protection systemssystematically evaluated using

gualitative and/or quantitative techniques andtisrocalculated as the probability of PPS
10



effectivenessKg), which is a measure of the degree to which tlstesy can protect a
broad spectrum of targets against a wide range odénpial threats. The DEPO
methodology focuses on a systematic quantitatiaduation of the physical protection
component of the S&S system for attack by potewotdsider adversaries, whereas other
gualitative approaches have been used for MC&Asqarel security and information

security protection systems.

. Final
Determine PPS . Analyze PPS
Objectives Design PPS Design PP_S
| | | \ Design
Facility Physical Protection Systems Analysis/Evaluation

Characterization

| i | Scenario and

Threat Definition Path Analysis

Detection Delay Response
| I | EASI M
odel
Te_\r_get_ Exterior Access Response
Identification
Sensors Delay Force Adversary Sequence
Diagrams
Interior Response
Sensors Force Computer Models
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Alarm Risk Assessment
Assessment
Alarm
Communication
& Display
Entry Control

Figure 2.  Design and evaluation process outlingfysical protection systems [17].

The goal of DEPO is to systematically evaluatedfiectiveness of a site’s S&S
PPS using objective performance criteria. In tlustext, an effective PPS consists of
protection elements that provide
» timely and accurate detection and assessment esuerd acts,
* timely communication of this information to a respe component,
* mechanisms that delay adversaries long enoughhtrdsponse component to

intervene, and
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* a response component capable of preventing adiess#om completing
undesired acts.

The overall effectiveness of the system depends upe performance of each of the
components individually, as well as the interact@oml performance of the system as a
whole. If the site does not meet the protectiojedives, a vulnerability assessment [18,
32] identifies specific PPS weaknesses that coatémially be exploited by malevolent
threats. PPS upgrades are then implemented tevachisystem effectiveness that meets
the protection objectives.

The remainder of this section focuses on the quaive analysis methods to
evaluate system effectiveness for the PPS comporientetermine the effectiveness of
a PPS, path analysis is performed to evaluate samerpaths and the associated
detection, delay and response timelines. Theitfacsl characterized in terms of physical
areas, protection layers, protection elements, pments, path segments, and target
locations. Each protection layer contains delay detection protection elements that
define the path elements and path segments of h@sasdversary paths. Figure 3
illustrates the physical areas of a facility andludes an example of adversary paths.
Figure 4 illustrates the physical areas and prmtectlements as an adversary sequence
diagram (ASD). P, is the probability of interruption of the advengarprogress. Path
analysis determind® as a quantitative measure of timely detectionroadversary path.
“Timely detection is the principle that system effeeness is measured by the
cumulative probability of detection at the pointexé there is still enough time remaining
for the response force to interrupt the adversdty]. This point in the timeline is

defined as the critical detection point (CDP).
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Figure 3.  Representation of an example facilityiggcal areas and possible
adversary paths to a target [17].
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13



For each adversary path, path element data aretassdculate a delay tim@g,

(calculated as a sum) and a probability of detactg, (calculated as a product,):

m

Tr=2T>Ts 1)
=
K

H>=1—E]Rm (2)
where:
m = the total number of protection system elemelasgathe path
k = the point at which the delay timg, just exceeds the response force time,
T, = the minimum time delay provided by element i

Panoi = the nondetection probability provided by elemmiefthat is, the probability that
element i will not detect the defined adversary)johl is the complement &%

For example, a nondetection probability of 0.2 nsetdnat there is a 20% probability the
adversary will not be detected; hence there isG#% Brobability that the adversary will
be detected. Note that the analysis models usprtimbility of nondetection, whilep
is the performance measure for detection elemdbdétection at each element is assumed
to be an independent variableR,, the probability of interruption, is the cumulaiv
probability of detection for all elements up to tBBP.

Depending on the target(s) of interest, protecataments, adversary objectives,
and response tactics, among other things, manyrsalyepaths can be defined for a
given facility. The critical path for a systemtise path with the lowes®?. The overall

system effectiveness, then, is determined byPther this critical path:
Pe =R xR 3
wherePy is an estimated probability of neutralization, easure of the response to the

attack. Figure 5 illustrates an example adversasnt timeline. In this example, the
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adversary must penetrate two protection layersptrtal and the vault wall, to reach the

target material.

Entry > —Exit ————
Penetrate HCI"n?b\‘;Ut "
Vault Wall olen vau
Climb over portal Force way
D out portal
L L Cross Area ’—\] Grab SNM ’—\] Cross Area (][] R
| >
Start Finish
T2
-
T 6

T ’ LN T

[ T I

Pp: 3 99 8

(at portal) (at vault) _

Time Remaining: Portal (Exit) _,
(TR) Vault (Entry) N ,
Portal (Entry) ¢ >

Timely Yes Yes No

Detection? | RFT |
Figure 5. Example adversary event timeline [32].

The actual path analysis for a facility can prowvéé& complex given the range of
targets, objectives, protection elements, and pathbinations that must be considered.
Several tools have been developed to automatesatiegmalysis. The EASI (Estimate of
Adversary Sequence Interruption) approach to physsecurity evaluation [33] was
developed to be executed on a hand-held calcula@urrently, a Microsoft® Excel
spreadsheet template is available to implement BRBI SAVI (Systematic Analysis of
Vulnerability to Intrusion) is another modeling ®dhat provides a comprehensive
analysis of adversary paths into a facility [34The ASSESS (Analytical System and

Software for Evaluating Safeguards and Securityfjwswe includes modules and a
15



baseline performance database to characterizeRBeefements of a facility as well as
perform the path analysis calculations [35]. THELAS (Adversary Time-Line Analysis
System) software [36] uses the same models as ASSESends some of those
capabilities in the Facility and Outsider assessnmandules, and provides updated
graphics, computational algorithms, and documematapabilities. ATLAS, however,
does not yet include a complete capability fordesianalysis.

The risk equations associated with the calculabbrsystem effectiveness are
defined as follows [17]. First, the risk is defihm terms of the probability of an attack
occurring Pa), the probability of success of the attabk)( and the consequence?) (of

the attack:

R=P,xP,xC (4)
Because of the difficulties and uncertainties itedmining probabilities of adversary
attacks, the conditional riskR¢) was adopted, that i&c is conditional on an attack
occurring. In addition, using the complement & gnobability of an adversary attack in

terms of the system effectiveness gives:

R.=@1-FR)xC (5)
Once the system effectiveness has been deterntimedyverall conditional risk can be
determined incorporating consequences of the aaneastack for the critical path.

2.3  INSIDER STUDIES AND EVALUATION OF INSIDER THREATS

Insiders are the most capable of security threaésy organization. An insider is
defined as anyone with knowledge of, access to,aandority at a facility [17]. This
definition implies that every employee in an orgation is an insider, and any employee
may pose an insider threat. For facilities thatehsecurity systems in place to protect

critical assets, insiders have access “inside” phetective measures. In addition,
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contractors, suppliers, vendors, visitors, and rstiegho are not direct employees of an
organization may also be considered a part of tymilation that has access inside an
organization and pose an insider threat. Of congera malicious insider who might
attempt theft of critical assets, sabotage of egaift or operations, or other criminal
activities. The insider threat is a critical comcéecause successful attacks at secure
facilities almost always require the participat@fra willing insider.

For theft or diversion of material, malicious insid are formidable threats
because they have knowledge of operations and s¢oesritical areas where target
materials may be located. They can take advamfgbnormal conditions (e.g., alarms)
or opportunities that arise to circumvent systeemgnts and to access a target directly
without being detected. Detection and delay tinedi are not as relevant because
insiders can choose the most opportune times anighwmp strategies, often using
protracted or discontinuous attacks. One strafeggddressing the insider threat would
be to optimize the control and accountability oftensls, and to more fully incorporate
MC&A elements into the evaluation of the S&S proi@t system.

Analysis of and protection against insider thref@s-41] can be challenging
because insiders have knowledge of operations ppdrtunity to access critical areas.
They can exploit this knowledge, opportunity andess to plan and implement an
attack. They are willing to abuse their acces$idadle material or monitor alarms.
Insider studies demonstrate that property thefirevalent, and a majority of incidents
involve a single insider or insiders in collusiommany cases with outsiders [37-39].

Malevolent insiders may be internally motivated externally coerced [32].
Figure 6 illustrates characterization of malevolergiders. Categories of malevolent
insiders include “passive” individuals who are waf) only to provide information or

“active” individuals who will facilitate access dwypass or disable equipment. Active,
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non-violent individuals actively participate in tldtack, but are unwilling to use force,
while active, violent individuals are willing to @isforce to achieve their goals. All
malevolent insiders use stealth and deceit and @owant to have their activities
detected. They may also be rational or irratioaal;irrational insider may not seem to

use clear decision rules.

Malevolent
Insider

Passive

Figure 6.  Categories of malevolent insiders.

2.3.1 Insider Analysis with the Current Path Analysis Methodology

The path analysis described in Section 2.2 for@sider threat can also be used
for the active, violent insider threat. Variation$ this analysis, quantitative and
gualitative, are used for various other types dcfider threats. For insider attacks,
detection and delay timelines are not as relevanaise insiders can choose the most
opportune times and optimum strategies, often ugngiracted and discontinuous
attacks. Inthe case of Equation 2 above, deténmitie probability of detection can be
difficult for insider attack scenarios. In manysesa, qualitative information about the
level of access, knowledge, detection likeliho@as] the resulting effectiveness are rated
as low, medium, or high. In other cases, subjeatiten experts can be used to estimate

guantitative detection probabilities.
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Generally, for an insidepR is the probability of detection, so, from Equat®in
P. =P, xP, (6)
where:

Pb conditional probability of detection given thhbth sensing and assessing the

adversary have occurred

Pn conditional probability of neutralization byethresponse force given that the
attack has been interrupted
In the case of the passive or active nonviolentlers the adversary does not put
up a fight, so the threat is neutralized as sootkessction occurs Py is certain, that is
equal to 1, so,
Pe=F (7)
While the insider analysis method does provide ralysis of the insider threat

within the framework for evaluating the effectiveseof the PPS, it does not specifically

address the effectiveness of the MC&A componeno$&S protection system.

2.3.2 Other Insider Assessment Methods

In the late 1970s, the U.S. DOE developed and tisediversion Path Analysis
(DPA) methodology [42] specifically to evaluate tegpability of the MC&A subsystem
to detect the diversion of nuclear material by awledgeable insider. The methodology
used an iterative process to analyze general dovergaths for each material in each
process area of a facility to derive a relativehpakeight based on attributes of the
diversion path. The relative path weight is a mea®f the complexity of the path rather
than a measure of the probability that the inswi#rchose that path. Of concern was

theft of amounts of material attractive for makiagcrude nuclear explosive device.
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Theft of other types and quantities of nuclear miat@nd performance of the PPS were
not addressed by the DPA.

The Insider Safeguards Effectiveness Model is arothodel developed in the
late 1970s [43] to evaluate the effectiveness faicdity’s safeguards against a group of
insiders attempting theft or sabotage. The maoeglires user input, which in most cases
is very subjective. Safeguards Evaluation Tool)(E®] was another methodology and
computer tool that was developed as part of theseylent Safeguards Evaluation
Method for nonviolent insider adversaries. Thehpatalysis tools described in Section
2.2 (EASI, SAVI, and ASSESS) have also been appberhsider analyses, specifically

for a non-violent insider adversary on an exit gedim the facility.
2.3.3 Material Assurance Indicator Algorithm Development

Prior to the work of Dawson and Hester [6, 7], neasures or standards for
comparison were defined to determine whether aeptioin system provided effective
control of nuclear materials, that is, the effeetigss of an MC&A system. The
development of the MAI for evaluating the MC&A adties involved in protecting
nuclear materials has shown promise for providimg type of metric [6, 7]. A perfect
materials control system would ensure that all #teibutes and each location of
materials in a system are known all the time. He tase of evaluating the MC&A
component of an S&S system, the materials informmatvould be evaluated within the
timeline for an adversary attack. The MAI algamitltomputes an MAI on a per-item
basis and indicates material assurance at any dgiwen Items can be defined as the
container of a group of items or the physical comeent of multiple items, such as a
vault configuration. The two-part formulation acots for the attributes, locations, and

time interval of materials:
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iMCFi x[(H 5, Ay, Ry )X LF ]

MAI = N (8)

LF, = (9)

At
" maxt,At)
where:
MAI = Material Assurance Indicator — the metricdssessed detection

MCF = Material Characterization Factor — what isiteen to be protected

Hr = Handling — where the item is located

Ar = Attribute Monitoring — where the item is locdte

Rr = Gamma/Neutron Monitoring — where the item saked

LF = Latency Factor — when the material was lastlel or monitored
At = Critical time — based on protection strategies

t = Time when the last handling/monitoring occurm@abtracted fromt
N = Number of items defined

Values forMCF, handling, and monitoring are determined by reéatankings of
various MC&A procedures and technologies, on aescdl[0, 1], yielding an overall
measure between [0, 1]. The relative ranking temeined by subject-matter experts and
verified through experimental results. An infornedititation was used to determine an
initial set of values for initial algorithm develownt and testing.

The algorithm was tested for four different scemmat hypothetical facilities: to
use real-time information on an item basis to impralecision making on response
methods, to track unauthorized movement of mataridlheighten alert to increase t®
determine the frequency of a physical inventoryegithe failure probability of sensors in
a monitoring system, and to address the performah84C&A protections. The initial
testing demonstrated that the algorithm shows mimgicapabilities to provide positive
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responses for each of the four scenarios. Alsdy @&athe development of the MAI
algorithm, it became apparent that activities aitem level could be considered a type of
sensor system, with both alarm and assessment iligpslthat are necessary for
detection. The MAI algorithm can also evaluate MEC&ystem capability to provide
detection of an active non-violent insider attemgtitheft or diversion of nuclear
material.

The algorithm is currently formulated as a deterstio point estimate for an
individual item or group of items, separate frome tpath analysis methods for
determining system effectiveness of a PPS. A pmbésac analogue for the MAI will
enable security analysts to explicitly incorpord#®C&A protections into thePg
calculations performed for the existing probahgdispath analysis methodology to
provide an effectiveness measure of both the palypiotection and MC&A systems to

address outsider and insider threats.
2.4  RISK ASSESSMENTTOOLS

Given the techniques used in the probabilistic patalysis methodology, it is
reasonable to investigate other applications of PiR& may be applicable to the
development of a probabilistic analogue for the MAlince the WASH-1400 study [45],
PRA methods have been developed for and applieidrtohe assessment of nuclear
power plant safety. A summary of these methodshersubsequent severe accident risk
study (NUREG-1150) is provided in Breeding, et [@6]; the South Texas Project
nuclear power plant also describes the detailsRA Phethods [47]. In the early 1990s,
the U.S. Nuclear Regulatory Commission (NRC) dgwedband adopted in 1995 a policy
statement regarding the expanded use of PRA aondias=d analyses [48] that has led to

a wider implementation of risk-informed decisionkimg. PRA techniques have also
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been widely applied in the chemical processingos@ace, aviation, and maritime safety
industries [49-52].

More recent work has applied PRA approaches tetaduation of proliferation
resistance evaluation [53-56]. These efforts lewaployed a Markov modeling approach
for proliferation resistance in advanced fuel cgcleonsistent with the evaluation
framework being developed by the Proliferation Regice and Physical Protection
Expert Group of the Generation 1V International rar[57]. The initial efforts [53, 54]
investigated the application of a Markov chain meltho perform detailed proliferation
scenario and pathway analysis and to quantify nmeasof proliferation resistance,
including proliferation success, probability of eéeting proliferation, technical difficulty,
and proliferation time. Analyses have been perémrfor misuse, diversion from the
front-end and back end of the fuel cycle, and a&tiog scenarios for an advanced light-
water reactor [53, 54], different reprocessing lfaes [53], and an example sodium fast
reactor [53, 55]. The Markov chain method hasdeability to account for some of the
dynamic features of proliferation, including therge number of uncertainties, the
unpredictability of human performance, and theatffef changing conditions with time
[54, 56]. More recently, safeguards approachdse falarms, concealment, and human
performance have been incorporated in the Markodatnag [54], and four different fuel
cycle arrangements have been analyzed to deterpioéferation success and
proliferation risk, where consequence is represehiea material type index [56]. The
proliferation resistance problem has many similaaracteristics to insider theft. The
Markov models described in these papers, however¢c@ntinuous-time models that are
solved as a system of continuous differential @qoatin time. With this solution
approach, hard delays that are characteristic s¢odtinuous insider theft scenarios

would be difficult to model. In addition, the Mark modeling approach is less

23



compatible than other approaches to the existitly a@alysis methods used to evaluation
system effectiveness of a PPS.

Other recent work has applied PRA techniques tceldpva fault tree for a
functional MC&A model, including basic event prollales determined by a Delphi
expert judgment process to evaluate MC&A effectassnand relative risk calculations
performed using PRA software [58-62]. The funciibmodel for the MC&A System
Effectiveness Tool (MSET) details 144 fundamentlnments of a comprehensive
MC&A system, including key functions to deter, d#teand mitigate potential insider
threats [59, 60]. Quantitative values for the basient probabilities are converted from
gualitative responses to a survey questionnaireitallc&A elements at a facility [60]
using a Delphi process to combine values providednbltiple experts. The fault tree,
based on the functional model, along with basicneverobabilities indicative of
“operational quality” derived by experts are usedassess the basic reliability of the
MC&A system at a nuclear facility [59]. The resulif the PRA calculations using the
fault tree provide relative risk measures, andstmate of the overall failure probability
“to maintain nuclear material under the purview’tlod MC&A system [59]. Addressing
the insider threat using the MSET model has beguloeed by examining “those
elements, which based on expert judgment, are m@sictive to and vulnerable to
insiders,” [59] but determination of detection pabbities, analysis of insider theft
scenarios analyses, or integration with PPS elesrametnot addressed.

Of the many applications of PRA that were invesgdathe techniques that were
identified to support the probabilistic basis focarporating MC&A protections into the
existing path analysis methodology include techesjdor variable event sequence
ordering and HRA techniques for determining detectprobabilities for MC&A

activities.
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2.4.1 Techniques for Variable Event Sequence Ordering

The path analysis performed to evaluate a PPS eaedresented by a traditional
PRA event tree with binary branching for detectemmd non-detection through each
protection element of an adversary’s path. Torpomte MC&A activities that may be
characterized as having recurring “detection” opyaties, techniques for variable event
ordering need to be applied. The Object-based tESequence Tree methodology [63]
combines the best features of traditional evert arealysis and Monte Carlo-based event
simulation with concepts from object-oriented asayinto a PRA technique that easily
supports recurring or variable event ordering. é@wing an object model provides a
framework for characterizing insider theft scensrithat include recurring MC&A
activities. The set of possible scenarios to duated can be deduced by analyzing the
object model as an event sequence diagram (ESDexbends the traditional event tree
representation of insider theft to include MC&A iaittes. ESDs are another PRA
technique that are used to represent the varialilid uncertainty of events in accident

scenarios analyzed for safety analyses of spaftelanaches [50].
2.4.2 Human Reliability Analysis Techniques

Since the early 1970s, HRA has been considered smhntegral part of PRA for
a nuclear power plant (NPP). Human performandeR® operations continues to be an
important element for reactor safety. Swain andti@ann [64] developed a handbook
that includes methods, models, and estimated huemesr probabilities (HEPS) to
address human performance of operations for PRANONPP. The methods in the
handbook describe various approaches for repregehtiman error in a PRA. The
frameworks for incorporating HRA in a PRA has ew\rom Swain’s and Guttmann’s
Technique for Human Error Rate Prediction [64] ttatsiders how performance shaping

factors (stress, workload, training) influence thecurrence and type of human error
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mechanisms to more multi-disciplinary approachest tnore fully consider the how

human factors, behavioral science and plant engingeeontribute to plant conditions

that influence not only performance shaping factbrg also specific error mechanisms
and unsafe actions (“errors of commission”) thattabute to accidents [65, 66].

Most applicable to establishing a probabilistic ibaer incorporating MC&A
activities with physical protection are Swain’s a@dittmann’s methods for checking
operations as recovery factors. A recovery fagatefined as “an element of an NPP
system that acts to prevent deviant conditions fpsoducing unwanted effects” [64, p.
19-1]. Human redundancy is a type of recoverydiathat occurs when one person
checks his or her own work or another person’s wdetects an error that has occurred
and corrects it. The handbook describes a vaoiethecking operations used in an NPP.
Some may involve checking routine tasks that recua regular basis performed by the
same or different persons with or without a writtdrecklist. Others may involve one
person checking another person’s work; specialtgkom, one-of-a-kind checking with
alert factors; or special measurement tasks. HR&hads for evaluating operator
attention to unannuciated alarm signals during earclpower plant operations also
provide insights for addressing MC&A activities. hélse methods also show how the
effectiveness of repeated inspections decreasegimesif an anomalous condition is not

recognized the first time it occurs.
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Chapter 3: Methods for Extended Path Analysis — One Daily MC&
Activity in One Physical Protection Layer

This work focused on a new method to incorporate8@rotection elements
within the existing probabilistic path analysis medology to estimatée for insider
threats. The approaches taken to complete thik imoluded:

* The use of available path analysis modeling tealesq

The characterization of MC&A activities

* The investigation of safety PRA methods as thesb&si possible applicable

analogues

» The use of applicable statistical analysis techesquto investigate the

development of detection distributions for MC&A mlents

* The development of data sets for representativethgpical facilities

» The use of available path analysis modeling and pcdational tools to

demonstrate comparati¥ calculations

Three important insights resulted from the initialvestigation of MC&A
protection elements. These insights and how theght be incorporated in existing path
analysis modeling techniques include:

1. MC&A protection elements are interwoven within egdtysical protection layer,
and provide additional detection and delay oppatieswithin the S&S system.
In their MAI work, Dawson and Hester [6, 7] obsatvéhat many MC&A
activities provide sensing and detection capaédjtsimilar to other sensors in a
PPS. In addition, MC&A activities that discouraigsiders provide many, often
recurring opportunities to determine the statusriical items (for exampledaily

administrative checks).
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2. MC&A protection elements can act as a “switch” tbhainges the state of the
facility from normal operation to one of heightenatert when material is
discovered “missing.”

3. Insider theft can be characterized as a “race” eetwinsider theft stages that
move target material from internal to external ptgtsprotection layers and the
MC&A protection elements that detect that matasalot where it should be.

These insights along with the identified PRA tequeis provided a basis for
characterizing MC&A activities in a way that is cpatible with the existing path

analysis methodology.
3.1 OBJECT-BASED PARADIGM FOR INSIDER THEFT

Considering the insights and observations about M@&otection elements as
well as the characteristic differences with respectielay and detection timelines for
insider scenarios and the relationship to protactayers, an object-oriented modeling
approach [63] was applied to develop an objectsbasimte machine paradigm to
characterize insider theft scenarios. An exampkuoh an object-based state machine is
shown in Figures 7a and 7b. The “system” is charaed by two objects: an Insider
Theft object and a Facility Status object. Theurfes illustrate the state transition
diagrams for each object: the Insider Theft obf@e) and the Facility Status object (7b)
and their interrelation. Each box in the diagrasna possible “state” of the object at a
given point in time. The arcs between each stegesgents that can occur to move the
object from one state to another.

The Insider Theft object generally describes thesfide steps in a specific insider

theft scenario. In this example, the adversarytmus
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Figure 7b. State transition diagram for Faciitatus Object.
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1. defeat safeguards at the target to obtain the rakter

2. defeat safeguards in the material access area (Ma#) move the material

through the protected area (PA),

3. defeat safeguards in the PA and move material tirdle facility boundary,

and then

4. defeat safeguards at the facility boundary and ntbeematerial out of the

facility.
The Facility object indicates how MC&A protectiofements act as a “switch” that
changes the state of the facility from normal taghtened alert when the facility is
searching for material that is discovered “missing.

This model is specifically constructed for eachaeltt scenario, and the defined
states and state transitions will vary as approgpria the modeled scenario. The
analytical examples presented in this work enchatstate where material is out of the
facility, although modeling additional steps in @gack is also possible. This approach
characterizes insider theft as a “race” betweendeénstheft stages from internal to
external physical protection layers and the MC&Ateyn elements that detect that the
material is not where it should be. This charaza¢on of an insider theft is similar to
the characterization of an outsider attack forRRS as a race between the adversary and
facility response team after detection has occurred

This modeling approach was used to develop an bvwenderstanding of the
insider theft and its relationship to the facikitate. This state machine could be modeled
using discrete event simulation methods that wautt/ide relative probabilities of the
final end-states of all possible scenarios. Iis thork, however, it was important to

model, in detalil, the intermediate steps of thedmistheft scenarios to investigate the
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importance of each MC&A activity and PPS elementdetecting the insider theft

actions.
3.2 INCORPORATING AN ASSESSMENT OFMC&A ACTIVITIES

Event trees are often used in evaluating PPS sosnaut are difficult to use here
because traditional event trees do not show depegd@mong events in a way that is
easily summarized by the analyst for a reviewehar@cterizing the protection system to
include MC&A elements interwoven within each phgsiprotection layer provides a
basis for extending the traditional event tree @spntation with detection or no detection
of insider theft through the PPS (Figure 8) to uded MC&A activities. The set of
possible scenarios to be evaluated can be dedycedddyzing the object model as an
ESD that incorporates MC&A detection with PPS dibdec Figure 9 illustrates this
extension as an ESD where detection by MC&A (yellbexes) and PPS protection
elements (white boxes) are considered in each girotelayer. The ESD allows a more
detailed representation of the steps of insideit,tttge incorporation of MC&A activities
within each layer, and event sequence progresswnttfe differing facility state
conditions of normal or heightened alert. The E&Bo provides a framework for
propagating probability values to determine effeatiess for detecting missing material.
Figure 9 indicates where MC&A activities triggeclaange of facility state from normal
to “heightened alert,” when the facility is searghifor material that is unaccounted for
and may be missing. This state change is modetaag udifferent PPS detection
probabilities for the normal and heightened alatility states at each detection
opportunity. Detection probabilities for a “Norrhacility state can be enhanced if an
MC&A alert has occurred and the facility state Bearching for Missing Material.”

Logically, if an MC&A alert has occurred, the failhas a higher probability of
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detecting and finding the material, and the adwgrdaas a lower probability of

successfully removing the material from a physpratection layer.
3.3  INSIDER THEFT AND MC&A DETECTION TIMELINES

One of the challenges for evaluating the effectssnof an S&S protection
system against an insider adversary is that thectien and delay timelines determined
for the outside adversary and the PPS are nolesarg because an insider adversary can
choose the most opportune time to take advantaggstém vulnerabilities. The various
theft events may be separated by large gaps in (@ilseontinuous or protracted theft).
The object-based state machine provides a framevarkrepresenting the time of
occurrence for each step in the theft as well asiE&A detection time that changes the
facility state as probability distributions. Detening whether theft or detection occurs
first, that is who wins the race, is accomplishgcdcbnvolution of the theft and detection
distributions for each scenario.
Time variables are defined for the insider thefidiine and the MC&A detection
timeline. As an insider theft is initiated and peeds through the physical protection
layers of a facility, the insider theft timelinedsfined by two (or more) time variables:
Tr1 — Part of the insider theft timeline that repreésehe time for the adversary to
successfully remove target material from Physicakdttion Layer 1. The
time interval begins when the adversary obtainsmwheerial and ends when
the adversary removes target material from Phy§ioatiection Layer 1.

Tri — Part of the insider theft timeline that repreésehe time for the adversary to
successfully remove target material from tfiePhysical Protection Layer.
The time interval begins whengf.1) ends and ends when the adversary
removes the target material from tfePhysical Protection Layer for layers

2 through n.
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Additional time variables are defined as needecetarh stage of an insider theft through
additional physical protection layers. Each ofsthéimes is represented as a probability
distribution in order to represent the variation bath the time before a removal
opportunity presents itself and the time to accashghe removal task. The distributions
for the adversary theft timeline [R{l), P(Tri), ..., P(Trn)] depend on the defeat methods
available to an adversary (e.g., removal throughSBM monitor after disabling the
monitor) and when the adversary may take advarmég@portunities to exploit system
vulnerabilities or to circumvent protection elengent

The MC&A detection timeline is defined by the dei@a opportunities provided
by MC&A activities as they are performed in eaclygbal protection layer and is
defined as:

Tmceaner — The time when MC&A activities may indicate thetrget material is
missing. The time interval begins when theft oscamd ends when MC&A
alert occurs.

Tmceanern 1S the time when the Facility state transitiormirthe “Normal” state to the

“Searching for Missing Material” state (Alert). niés and associated probabilities

[P(Tmceanlert)] are dependent on specific MC&A activities inohadin a scenario. The

distribution for the MC&A detection timeline can leveloped considering specific

MC&A activities and associated operational constiens of when and how these

activities are performed. In a well-designed MC&Ad security system,uteaaiert <<

Trn to allow for the maximum opportunity to interditie adversary and stop the theft. If

Tmceanenr > Trn then the material has been stolen before thetfasleven aware that it

IS missing.
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3.4 CONVOLUTION INTEGRAL1?

MC&A activities contribute to the effectivenesstbg facility protection system
by providing alerts that material may be missifghe effectiveness of MC&A activities
can be determined by comparing the probabilityritstions for the time for MC&A
alerts [Tuceaatert | With the probability distributions for the tinfer removal of material
by the adversary [Ri, Tri, ..., Trrl USINg probabilistic convolution to determine the
probability that detection occurs before theft. gkesented in Appendix A, convolution
is a method of combining probability distributiotigat has been used in nuclear power
plant PRA [47] and security timeline analyses [33].

As a general example considering removal of mdideaTy and Tr be random
variables over time, wherfBy is the timing for MC&A alerts andr is timing for insider
theft (removal of material). Ldfy andtr be specific values of these random variables.
The range oy andTr s [0, «).

Let P(tw) denote the probability density function foy and letP(tg) denote the
probability density function foffr. Let P(tw, tr) denote the joint probability density
function forTy andTr.

A random variable for time of possible “detectias’defined adp = Ty - Tr and

tp is a specific value of this random variable. Pphebability density function fofp is:
P(to) = [{P(tw.ta) [tz =ty ~to}dt, (12)
0
If Tw andTg are independent, thét{tu, tr)= P(tm)- P(tr), and

P(to) = [ P(ty) TPt —to )dt, (13)

The range ofp is [-»0, «0]. The probability thalp is less than zero is:

1 The formulation for convolution of insider theftd MC&A detection was developed with the assistanc
of John Darby of Sandia National Laboratories.

35



Plty <0) = [ P(to)cto (14)

This is the probability that an MC&A alert occumdathe Facility transitions from the
“‘Normal” state to the “Searching for Missing Matdti state before the insider is

successful in moving the material past that phygioatection layer.
3.5 HUMAN RELIABILITY MODELS FOR MC&A ACTIVITIES

The characterization of MC&A activities as havingtection capabilities was a
first step for incorporating MC&A activities as atidnal sensors in a site’s protection
system. In addition, a probabilistic basis is mekdo determine an appropriate
probability of detectionRp) for MC&A protection elements. HRA methods of Swa
and Guttmann [64], specifically NPP checking operet as recovery factors and the
associated HEPs, were applied as a basis to pfisbablly characterize MC&A

detection.
3.5.1 MC&A Activities as NPP Checking Operations

MC&A activities have many similar characteristiosdperator tasks performed in
an NPP in that the reliability of these activitieepends significantly on human
performance. Many of the procedures involve humanformance in checking for
anomalous conditions. As an example, checkingtiieis of a valve in an NPP is similar
to checking the status of a nuclear material target vault. The respective associated
anomalous conditions are that a valve should beedldut is partially or completely open
(perhaps after a maintenance activity), and th@rget in a vault is not where it should
be located. Both can be characterized as chegiiogedures, in which an identified
checking opportunity exists, and a person discoweerfails to discover an anomalous

condition. Further characterization of MC&A actigs as procedures that check the
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status of critical assets provides a basis for yapgpl HRA models and methods to
determine probabilities of detection for MC&A proten elements — the probability of
detection is defined as the complement of the HEEPé&rforming an operation.

Table 1 identifies typical MC&A activities and silani characteristics of operator
tasks identified by Swain and Guttman [64 Tablel]l9-The table also includes an
estimated baseline HEP (BHEP) associated with B Bperator tasks as determined by
the HRA work of Swain and Guttman [64]. Thesereated BHEPs can be applied to
MC&A protection elements by using the complemenagsobability of detection for a

given MC&A activity.
3.5.2 Dependence Models for Recurring MC&A Activities

Within a PPS, sensor elements are designed totdetaathorized activity. This
work has provided additional insights to charaeteerMC&A activities as additional
sensors within a site’s protection system. MC&aAidiies are interwoven within each
protection layer of the PPS and provide additiothedection and delay opportunities
within the S&S protection system. These activigge important protection elements
against insider theft and can serve to discouragieiovus insider activity. They provide
many, often recurring opportunities to determine status of critical items (for example,
daily administrative checks). As an example, Tablests Isome key administrative
MC&A activities that are performed on a recurringsis. A year-long detection
opportunity timeline can be constructed from thenpdation of the recurrence of these
activities, which demonstrates the importance etéhactivities as protection elements
against insider threats.

In this work, MC&A activities have been charactedzas a type of human
redundancy recovery factor. Generally, MC&A ad¢tes would be considered

independent events. However, because many of b&AVRctivities are recurring, it is
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Table 1: Characterization of MC&A activities asfdient types of NPP checking
operations with estimated probabilities (HEPs) thahecker will fail to
detect an error (columns 2 and 3 from [64, Tabld])9

MC&A Activity Nuclear Power Plant Checking Operation BHEP

Plan of the Day Checking routine tasks using wmitteaterials 0.10

Material Measurement Checking that involves active participation, sush a 0.01
special measurements

Forms Reconciliation Special short-term, one-of-a-kind checking with 0.05
alerting factors

Process Call Special short-term, one-of-a-kind checking with 0.05
alerting factors

Material Request Checking routine tasks using amithaterials 0.10

Material Transfer Checking by reader/checker of the task performer ir0.50

a two-man team, or checking by a second checker,
routine task

Product Storage Checking by reader/checker of the task performer ir0.50
a two-man team, or checking by a second checker,
routine task

Daily Administrative Check Checking routine taslssng written materials 0.10

Physical Inventory Checking that involves active participation, sush a 0.01
special measurements

Inventory Audit Checking that involves active participation, sush a 0.01

special measurements

Table 2: Frequencies of key administrative MC&atiaties (representative)

MC&A Activity Activity

(Examples of Key Frequency

Administrative Controls) (days)

Plan of the Day 1

Daily Administrative Check 1

Forms Reconciliation 3

Process Call 15

Physical Inventory 30

Inventory Audit 365

important to consider and understand the dependbetgeen the recurrences of the
same activity or between the occurrences of twierdint activities and whether they are

performed by the same or different persons. Deperelis a characteristic used in HRA
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methods to consider how the success or failure sifilasequent task depends on the
success or failure of the immediately preceding.tas

The failure to address the issue of dependence “leagt to an optimistic
assessment of joint HEPs for NPP tasks” [64, pl1]10-One method for assessing
dependence is a positive dependence model for agtgnconditional probabilities for
two tasks. Positive dependence implies a posmationship between events, that is
“...failure on the first task increases the prob#&pitif failure on the second task” [64, p.
10-4]. The positive dependence model can be applisituations where actual data on
conditional probabilities of success or failureghe performance of tasks is not available.

Equation 15 provides the failure equation that seduto calculate conditional
probabilities of failure on Task M given failure ¢ime previous Task M-1 for different

levels of dependence. The general formulatiotHerfailure equation is:

1+ahk,_,

P(F, |Fy) =
(Fu IRy == 1

(15)

where a ranges from 0 too. Values ofa equal to 0, 1, 6, 19, and correspond,
respectively, to points of complete, high, moder&ie, and zero positive dependence
[64, Equations 10-14 through 10-18].

To explore the dependence that may be generallgca$sd with recurring
MC&A activities, the failure equation for the posé dependence model from Swain and
Guttmann [64] was applied for one MC&A activity thaccurs once per day over a 30-
day period. Figures 10, 11, and 12 show how thig deobability of MC&A detection
varies across five different levels of dependerareaf low (0.02), medium (0.50), and
high (0.99) initial probability of detection (congphent of a BHEP for a type of NPP
operation associated with a specific MC&A activityJhese plots demonstrate how, in

most cases of human performance, it is expectédmian a person performs a recurring
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activity, if he or she does not detect an anonmale first one or two opportunities, then
the likelihood that the anomaly will be detectedl decrease significantly for subsequent
opportunities. Generally, with recurring activitjeeach subsequent opportunity has a
decreasing likelihood of successfully detecting ammomaly given that the previous
opportunity has failed. With no dependence betwesnirring MC&A activities (for
example, a different person performing the opemnafmr each recurrence), the initial
probability of detection can be maintained over 3@ day timeline. The decrease in
probability of detection for each subsequent resnge of the same activity or of two
activities, however, will vary with the level of gendence between the recurrences of the
activities, as shown in Figures 10, 11, and 12e plots differ only in the scale on the y-
axis, which reflects the low, medium and high valueespectively, for the initial

probability of detection (0.02, 0.50, and 0.99).
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Figure 10: Daily probability of detection oveB@-day period for one MC&A activity
performed once a day based on a BHEP of 0.98, onitéad probability of
detection of 0.02, for five different levels of eeence.
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3.6 TIMELY DETECTION

The existing path analysis methodology evaluatesRRS for a facility on the
basis of detection, delay and response timelinegysobabilistic analysis of adversary
paths to determine a quantitative probabilistic snea of timely detection. The path
analysis methodology calculates the probabRitythat the PPS achieves timely detection
and is effective in defeating an attack by an oleétsidversary. This work has developed
several elements to provide a probabilistic basisektending the existing path analysis
methodology to incorporate timely MC&A detection.

MC&A activities contribute to the effectivenesstbg facility protection system
by providing alerts that material may be missing/hile timely detection for a PPS
depends on detection, delay and response thatupterand neutralizes an attack from an
outside adversary, timely detection for MC&A adi®s depends on detecting that
material is not where it should be and providing aart. The mathematics for
probabilistic convolution provide a basis to detierthe probability that an MC&A alert
(detection) causes the Facility to transition te t8earching for Missing Material” state
before the insider moves the material past a gipbwysical protection layer. The
effectiveness of MC&A activities can be determinkeg convolving the probability
distributions for the MC&A detection timeline withe insider theft timeline to determine

the probability that detection occurs before tredtthf material can be completed.

3.6.1 Formulation of Timely MC&A Detection

In demonstrating the application of HRA methodsdetermining a probability of
detection for MC&A activities (Section 3.5.2), ortlye daily MC&A detection timeline,
specifically for a 30-day scenario, was describeihaut considering the insider
adversary theft stages. To determine timely detecthe MC&A detection timeline

must be convolved with the insider adversary thefeline. MC&A activities provide
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recurring opportunities to detect that material'ngssing” such that the facility state
transition occurs from normal state to alert staBecause MC&A activities are usually
discrete observations, discrete mathematics ancreties probability distributions are
appropriate. Because the frequency of recurrenceMiC&A activities (Table 2) is
determined in days, this formulation used one datha discretization time step. Other
discretization time steps could also be used (grapriate) based on the frequency of
MC&A activities or theft opportunities. If matelties detected as missing on daynd
the material has not been removed from the fadiéfore dayn, then detection will be
timely. To formulate the probability of timely @stion by MC&A activities Pp timay IS

the overall cumulative daily probability of detectiover the scenario timeline Nfdays:
N

Po mimay = z Po Timely.n (16)
n=1

This is the sum of MC&A detection that occurs ekaoin dayn and is timely, that is,
detection happens before the insider moves theriabdet of a physical protection layer.

Po,timety,n, the probability of timely detection on a giveryda is defined as:

Po timey.n = Poen % Pum (17)
where:
Poen = the probability that the facility detects m@ikis missing on exactly day
Pnn = the probability that the material has not beemoved from the facility

before dayn

Pnmn is the complementary cumulative probability theg theft occurred on day Py

n-

1
Parn =1- z P (18)

i=1
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P is the daily probability of theft and is deternmahfeom the theft opportunity timeline.
For example, if an insider has an opportunity tetenaterial once a day over a 30-day

time period, then

1

P, =—-= 0033 19
™ =30 (19)

n

P is determined for various timeline scenarios basedhe type of insider and his or
her access to the target material.
Further, because detection on exactly damyplies that the material has not been

detected as missing before dagndis detected as missing dayn, Ppen is defined as:

Poen = Po mcaan X Pup -1 (20)
where:
Ppo.mcean = the probability of detection for the MC&A adgties on thenth day
Pnpon-1 = the probability that the material has not beetected as missing before

dayn

The detection probabilities for MC&A activities céve determined as described
in Section 3.6.2 by characterizing individual ati®s as associated NPP operations and
defining applicable BHEPs and dependency relatipssh The MC&A detection
probabilities are the complements of the BHEPs. M@®&A detection timeline for a
given scenario is defined as the set of MC&A atigi that are performed on a day-to-
day basis.

Pno -1, the probability that the material has not beetected as missing before

dayn, is defined as:

PND 1= 1-PR

D<n

(21)
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Pb<n is the cumulative probability that the facilitytdets material is missing (cumulative

Ppen) up to dayn-1:
n-1
Pon = z Pos (22)
i=1
Thus, combining Equations 16 through 22 leads to:

N n-1 n-1
Po timay = z Pomcaan X (1_ z Poei ] X (1_ z P ] (23)
n=1

i=1 i=1
3.6.2 Example Calculation of Timely MC&A Detection

Table 3 provides the values for each of the prdisabi parameters required to
calculate the probability of timely detection byeoMC&A activity performed once a day
in one physical protection layer over a 30-day tjpeeiod. In this scenario, the insider
adversary’'s opportunity to remove target materiatuns once every day, and the
adversary will decide during this time period whidy will be most advantageous to
remove the material from this physical protectiagelr. For this scenario, then, the
insider theft opportunity timeline is defined asumiform distribution function, so the

daily probability of theft, B, is:

; :io = 0033 (24)

I:)T
Column 1 of Table 3 is the dag, Column 2 has the daily values Bxm, the
probability that the material has not been remoivenh the facility before day, and is
calculated as the complementary cumulative proibalbiiat the theft occurred on day

For the uniform insider theft opportunity timelirt@js calculation is:

_ _(n-1
NTn =1- ZPTI - 30 (25)

45



Table 3: Calculation of timely detection over ady scenario for a uniform insider
theft timeline and one MC&A activity performed orgelay based on an

initial probability of detection of 0.02, for a mewdte level of dependence

[():)y I:)NTn I:)D, MC&AN I:)ND,n-l I:)DEn I:)D<n (PEEDHTIn llaaly'\’:rn)
1 1.00( 0.02( 1.00( 0.02( 0.02( 0.02(
2 0.96 0.017 0.98( 0.01% 0.03: 0.01¢
3 0.933 0.015 0.963 0.014 0.051 0.013
4 0.900 0.013 0.949 0.012 0.063 0.011
5 0.86 0.011 0.937 0.01( 0.07: 0.00¢
6 0.83¢ 0.00¢ 0.927 0.00¢ 0.08: 0.00:
7 0.80( 0.00¢ 0.91¢ 0.00: 0.08¢ 0.00¢
8 0.767 0.007 0.911 0.006 0.095 0.005
9 0.733 0.006 0.905 0.005 0.100 0.004
1C 0.70( 0.00¢ 0.90( 0.00¢ 0.10¢ 0.00:
11 0.66 0.00¢ 0.89¢ 0.00¢ 0.10¢ 0.0(3
12 0.63: 0.00¢ 0.891 0.00: 0.11: 0.00z
13 0.600 0.003 0.888 0.003 0.115 0.002
14 0.56 0.00: 0.88¢ 0.00z 0.117 0.001
15 0.53: 0.00z 0.88: 0.00z 0.11¢ 0.001
16 0.50( 0.00z 0.881 0.00z 0.121 0.001
17 0.467 0.00z 0.87¢ 0.001 0.12: 0.001
18 0.433 0.001 0.878 0.001 0.124 0.001
19 0.40( 0.001 0.87¢ 0.001 0.12¢ 4.4E-04
20 0.36 0.001 0.87¢ 0.001 0.12¢ 3.4E-04
21 0.33: 0.001 0.87¢ 0.001 0.12% 2.7E-04
22 0.300 0.001 0.873 0.001 0.127 2.1E-04
23 0.267 0.001 0.873 0.001 0.128 1.6E-04
24 0.23: 0.001 0.872 0.001 0.12¢ 1.2E-04
25 0.20( 4.9E-04 0.87: 4.3E-04 0.12¢ 8.6E-04
26 0.16% 4.2E-04 0.871 3.7E-04 0.12¢ 6.2E-04
27 0.133 3.6E-04 0.871 3.2E-04 0.124 4.2E-04
28 0.100 3.1E-04 0.871 2.7E-04 0.13( 2.7E-04
29 0.06% 2.7E-04 0.87( 2.3E-04 0.13( 1.6E-04
30 0.03: 2.3E-04 0.87( 2.0E-04 0.13( 6.6E-04
Cumulative Probability of Timely Detectic 0.10¢

For the example scenario, one MC&A activity is penied once a day over the
30-day scenario, with a moderate level of depereléatween recurrences and a BHEP
of 0.98. Column 3 has the daily MC&A probability @etection that is calculated from

Equation 15 witha=6 and an initial probability of detection equald®2 (1-BHEP). As
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expected from the dependence model, the probabditydetection decreases for
subsequent daily recurrences. Columns 4 throuayle alculated as described in Section
3.6.1.

The cumulative probability of MC&A detection is calated by summing all the
daily values in Column 7, and this is the valuet thaused as the event probability for
timely MC&A detection for the 30-day scenario ofeollC&A activity performed in one
physical protection layer once a day and a unifonsider theft timeline. For this
scenario, calculations for the probability of timéllIC&A detection were completed for
the five different levels of dependence, for a k02), medium (0.50), and high (0.99)
initial probability of detection. Figures 13, 1&8nd 17 show the relationship of daily
probability of timely MC&A detection and dependender the different initial
probabilities of detection, respectively.

Additionally, Figures 14, 16, and 18 show the cuatiué probability of detection
that could be achieved by one daily MC&A activitytlmn one physical protection layer
over the scenario timeline. The cumulative proligbof detection is the value that is
used in the ESD for the MC&A detection events ichephysical protection layer to
calculate the overall effectiveness for each adwgrgath scenario.

Note that in each case, while the daily probabitifytimely detection decreases
with time, the cumulative probability of detectianproves significantly over the initial
individual MC&A probability of detection. Table gummarizes the increase in the
cumulative probability of detection after 30 dags €ach of the initial probabilities of
detection and for each of the five dependence devdBecause of the multiple daily
detection opportunities, even an MC&A activity wit low initial probability of
detection can achieve a significantly higher cunivga detection probability if the

adversary timeline is extended and the dependesteesbn recurrences of activities is
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Figure 13: Daily probability of timely detecti@ver a 30-day scenario for one MC&A
activity performed once a day based on a BHEPS8,@r a 0.02 initial
probability of detection, for five different levetd dependence.
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Figure 14: Cumulative probability of timely detien over a 30-day scenario for one
MC&A activity performed once a day based on a BHEB.98, or a 0.02
initial probability of detection, for five differénevels of dependence.
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Figure 15: Daily probability of timely detecti@ver a 30-day scenario for one MC&A
activity performed once a day based on a BHEP%8,(r a 0.50 initial
probability of detection, for five different levetd dependence.
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Figure 16: Cumulative probability of timely detiect over a 30-day scenario for one
MC&A activity performed once a day based on a BHEB.50, or a 0.50
initial probability of detection, for five differénevels of dependence.
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Figure 17: Daily probability of timely detecti@ver a 30-day scenario for one MC&A
activity performed once a day based on a BHEP@f,(r a 0.99 initial
probability of detection, for five different levetd dependence.
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Figure 18: Cumulative probability of timely detien over a 30-day scenario for one
MC&A activity performed once a day based on a BHEB.O1, or a 0.99
initial probability of detection, for five differénevels of dependence.
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Table 4: 30-day cumulative probability of MC&A det®n for five dependence
levels for low (0.20), medium (0.50), and high @.¢hitial probability of
detection

Initial Level of Dependence
Probability of
Detection Complete High Moderate Low Zero
0.02 0.020 0.038 0.106 0.180 0.258
0.50 0.500 0.699 0.939 0.963 0.967
0.99 0.990 0.997 0.999 0.999 0.999

reduced. A more than ten-fold increase (0.02 258). is evident for an activity that has
0.02 initial probability of detection and zero degence between recurrences of MC&A
observations. It is evident that even one MC&ANaiGt can provide significant

additional detection capabilities; this substaesathe importance of MC&A activities to
protect against suspicious or unauthorized insidgéivities. This analysis also points to
three factors that can be used to “design” MC&A rapiens so that theft by a
knowledgeable insider is more difficult: developiMC&A activities that have low
BHEPs; reducing the dependency between recurrenéeMC&A activities; and

extending the adversary’s theft timeline.

3.7 SUMMARY OF METHODS DEVELOPMENT FOR A SINGLE PHYSICAL
PROTECTION LAYER

A focus of this research has been to investigaté& Pkethods that may be
applicable to the development of a probabilistiprapch for characterizing MC&A
activities and incorporating an evaluation of th€&A component to provide an overall
effectiveness measure of the S&S protection syst&ire methods in this chapter have
applied several PRA techniques and describe theslingdand quantification elements
for insider theft and MC&A characterization. Thetimds have been demonstrated for

the formulation and calculations of timely MC&A éetion by one daily MC&A event in
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a single physical protection layer for a singleftheneline. The calculation for the

insider theft timelines and MC&A detection beconmsre complex as the number of
protection layers increases and more MC&A detectiotivities are considered. This
will be illustrated in analyses that follow in tinext chapter for several scenarios with

different theft and MC&A detection timelines and ltiple protection layers.
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Chapter 4: Methods for Extended Path Analysis — Daily and Comined
MC&A Detection and Multiple Physical Protection Layers

To demonstrate the extended path analysis metreasld a single daily MC&A
activity in a single physical protection layer, #@gichal methods development was
required. The calculation for the insider thefbeiines and MC&A detection become
more complex as the number of protection layerseames and more MC&A detection
activities are considered. Methods are requiregdofobabilistic inference to determine
values of timely MC&A detection in subsequent phbgs$iprotection layers and for
composite timelines determined from the timelines dach physical protection layer.
Calculations were completed for several combinatiaf timelines for multiple
protection layers, with both uniform and varialdkeft timeline distributions, including a
geometric distribution developed using Latin Hypdre Sampling (LHS). In addition,
probability of detection calculations for sets oCBIA activities that occur at different
time intervals were completed.

To facilitate this phase of methods developmengjder theft scenarios were
developed for a hypothetical facility. An overview of the facility is provided in the xte
section, followed by a description of and calcwlas for the insider theft scenarios for

the various theft and detection timelines.

4.1 FACILITY OVERVIEW

The hypothetical nuclear manufacturing facility (RMrecycles nuclear material
from old dismantled systems into parts for new eayst The dismantled parts are

shipped to the NMF where they are broken into ¢hipsast for machining into new

2 The facility description used here is adaptedhfiame used in training exercises for the Advanced
Vulnerability Assessment Overview and Insider TiragnCourses developed by Sandia National
Laboratories [32].
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parts, then packaged and shipped out to be assgrmiite new systems. Figure 19
provides an overview of the NMF layout. The NMFEludes two MAAs, the main

process facility (26) and storage bunker (20), nith PA inside a two-fence perimeter
with lights and towers. Two entrances allow vetscinto the PA, one (6) for non-
commercial vehicles (mostly the management’s pailspoowned vehicles) and the other
(4) for shipments of materials, chemicals, and emrcimaterial. The processing facility
workers park in a lot (3) outside the PA fence enter on foot through the entry control
point (ECP) building (5). A rail entrance on tlwuth of the facility allows for infrequent

rail shipments. Along with the process facilitydastorage bunker, six buildings are

inside the PA perimeter, including a cafeteria (1ee support buildings that house
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Figure 19: Overview of Nuclear Manufacturing Fagilayout [32].
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offices and light laboratory facilities (17, 18,)18 shipping and receiving facility (23),
an X-ray facility (24), The PA perimeter consisfstwo 2.5-m high chain-link fences
installed five meters apart; the fences are undbsemvation primarily by the guards in
towers at each corner of the PA perimeter (7, 201%). Random patrols inside the PA
perimeter are conducted by an officer on foot. ghards in the ECP also provide some
observation of the PA perimeter within viewing diste of the ECP building.

The outer perimeter of the site is enclosed byglsifence (1). The north fence
surrounding the external administrative campus {4%)2.5-m high with standard chain-
link fabric. The site entrance gate on the nortde ©f the site (2) is unlocked during
normal working hours and is locked the rest oftthee. The area outside the perimeter
has a 20-m cleared zone which is bounded by tressveral locations. The terrain is
relatively flat. Random patrols are conducted adbthe site on a road around the
outside of the perimeter.

The process facility near the center of the PAlere the bulk of the processing
work is performed. The ECP building straddlesRiAeperimeter and houses some of the
guard force. The ECP into the PA (5) is the maitmyepoint for pedestrian and vehicular
traffic where checks are conducted on entry anéssgr The outer gate (6) and the ECP
are unlocked and open during the normal five-daykwmurs, which are 7 AM to 6 PM,
but locked the rest of the time. Upon entry inte ECP, personnel must show their
badge, place their personal items on an X-ray macbelt, and walk through a metal
detector. Personnel exiting the processing aréax ¢ime ECP through the double doors
and pass through a nuclear material monitoringghorManagement and some visitors
may enter in personal vehicles through the outée ga park in the PA. All vehicles

entering the PA are subject to search upon entdy p@ass through a nuclear material
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detector upon exit. Commercial vehicles entering ECP must present written
authorization.

Within the process facility, chipping, melting, tag, and machining operations
are performed. The process facility is the primawgterial area and includes vaults that
contain in-process materials (chips, billets, anglied product). The finished products
normally weigh between 2 and 3 kg (depending on plaeticular product being
manufactured). In preparation for off-site shipmemoducts are packaged in shipping
containers and moved to the bunker for storageipgrahipment.

The storage bunker is used for storage of nucledemal shipped in for recycling
and for storage of finished products packed andyréa ship. The material for recycling
is received in approved shipping containers thagwé&00 kg. The product containers
weigh 50 or 100 kg (depending on the type). Th@-K® product containers are
essentially the same as the containers for recanatrial. The 50-kg containers are
designed to fit inside a larger shipping overpacktainer and are not as robust as the
100-kg container. They are about one half asatadl the lids snap on with three quick
release levers. The same type of inner contagesed for all items (there will be some
variations in shape/size).

The processing area has an extensive material measnot and control system in
place, including procedures to receive materiahfiaff-site, to transfer material from the
storage bunker to processing, to repackage andhweaerial in-process, and to move
product within the site for X-ray and storage. Alleasurements and container
identification are documented at each process st€his information is sent to the
MC&A recording area where it is examined, storea] ased to derive a weekly book

inventory and material balance. In addition, agitsd inventory is conducted monthly.
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The personnel at the NMF include managers, shiftesusors, operators,
maintenance staff, technician, guards, and admatirg® support. The Material Control
Manager (MCM) is assigned responsibility for teckhicoordination of the overall
MC&A program and has specific duties associatett vateipt of recycling material onto
the site, shipments of finished product off-sited aecords for materials in the PA
outside the processing facility (storage bunkerra)(- and sampling). The Material
Custodian (MC) reports directly to the MCM and hasponsibility for materials in the
processing facility. Both these positions have igh Hevel of access to materials,
equipment and tools in the PA; authority to requestcument, and approve material
transfers and measurement records; and knowledgé plocessing and material control

operations.
4.2  BASIC INSIDER THEFT SCENARIO

The basic scenario used for the demonstration s@eslynvolves theft of feed
material or finished product from the storage bunkithin the PA and removal through
the personal vehicle entrance. The MCM is thedersiadversary and has authorized
access through the outer gate to park in the PAtarehter to all buildings and areas
within the PA. Inventory in the bunker is conduti@n a monthly basis, and transfers
from the bunker to the processing building occuraoregular basis. In addition, the
nuclear material detector on the outer gate inloRA has maintenance scheduled on a
monthly basis. While maintenance occurs, use ef rthclear material detector is
replaced by a general random vehicle search. Tde is to acquire target material
during authorized access at the bunker, conceal lhis person, move it to an office in
the laboratory/office building nearest the PA pagkarea, and then move it to his vehicle
to exit the PA when maintenance is occurring onribelear material detector on the

outer gate.
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4.3 SCENARIOS FOR ONE DAILY MC&A DETECTION ACTIVITY AND VARYING
TIMELINES

This set of scenarios will consider varying timebnfor the MAA and PA
physical protection layers and one daily MC&A déitat activity. The MCM has daily
access to the storage bunker. In these scentdr@B|CM’s opportunity to remove target
material occurs once every day, and this insiddr make a decision during a given
timeline as to which day will be most advantagetmusemove the material from each
physical protection layer. His decision to tak&aacis based on his knowledge of when
certain operational conditions (material transfersdetector maintenance) might occur
and to what extent he can exploit these. Eacleption layer considers both PPS and

MC&A detection elements.
4.3.1 30-Day Timeline for the MAA and for the PA

This scenario involves a 30-day theft timeline otibthe MAA and PA, for a
total scenario timeline of 60 days. Inventory efprmed once a month in the storage
bunker, and because of his access and authoy@®M knows he has an opportunity
to use deceit to hide any inventory discrepanciedhe MAA. Material transfers between
the bunker and the process building MAA occur aegular basis, although the MCM
may not know specifically when a transfer may occiihis timeline also considers the
30-day window between maintenance of the nucledenah detector at the outer gate.
Because the opportunity to remove target matera} occur on any given day in both
the MAA and PA, for this example the insider thefhelines are defined as uniform
discrete distributions for each of these theft etag

This example tracks the theft and detection fas Huenario through an ESD (see
Figure 20). The scenario begins with detectiotheft by the PPS protection elements in

the MAA, Event 1 in the ESD. Because the adversargn insider with authorized
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access and operational knowledge, it is assumedhéhavill be able to circumvent the

PPS protection elements. The only PPS protectement that may provide detection in

this situation is general observation of suspiciousinauthorized activity by guards or

other personnel in the area. Garcia [17] discubses general observation has a very

low probability of detection activity, so the prdidity of detection for this event is

estimated to be 0.02, and its complement of 0.898eiprobability of non-detection.
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Figure 20. ESD for tracking theft and detection.

Figure 21 illustrates Event 1 in the ESD. If détecoccurs and material is recovered,
the end state for this event sequence is “Mat&edovered,” and the overall sequence

probability is 0.020. With no detection for thigeat, the sequence continues to Event 2.
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Figure 21: Event 1 of the ESD — Detection of tredar taking the material by the PPS
in the MAA

Event 2 is an MC&A detection that occurs while gtelen material is still in the
MAA. This scenario begins with the 30-day scenaadculations described in Section
3.6 for removal of material from the MAA. From thalculations in Section 3.6 for an
MC&A activity with a low initial probability of dezction of 0.02 and a moderate level of
dependence, the probability of timely MC&A deteantis 0.106, and the probability of
non-detection is 0.894. If timely MC&A detectioraurs, then the facility moves to an
alert state in which it is known that material & where it should be. Also, in this case,
the insider adversary has not been able to remuwenaterial from the MAA into the
PA. Figure 22 illustrates the ESD through Evenwith the possible paths to an alert

state or continued normal operations.

Attempt
Theft

Detected Material
) Py, = 0.02
Taking — » Recovered
Material? Py, P =0.02
Pyo1 = 0.98 ;
ND1 Material Po,= 0.106
»/ Detected as ——  Alert
Missing? Pp,
Pyo2 = 0.894
> Normal

Figure 22: The ESD through Event 2 — Timely MC&Aelktion in the MAA
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Events 3 and 4 will be for detection in the PA. eBv3 is for detection by PPS
protection elements of material moving into the PRwo conditions and paths through
the ESD are possible here depending on whetheffaitigty is in the alert state or
continued normal operations. If no alert occungntdetection of unauthorized activity
again is provided only by general observation ared grobability of detection is 0.02.
Once the MCM has taken the target material outefdunker, he will have to move it
across the PA into the laboratory/office buildirgarest the PA parking lot. If detection
occurs, the end state for this event sequence mteéNal Recovered,” and the overall
sequence probability is 0.018 (0.28.894x 0.02). With no detection for this event, the
sequence continues onto Event 4.

For the second condition for Event 3, when thelifgds in an alert state and it is
known that material is not where it should bes iexpected that additional efforts will be
made throughout the facility to locate the missimaterial. The probability for detection
then can be increased because of these additifioeke If detection does not occur, the
MCM is able to successfully move the material outhe PA, but the facility remains in
the alert state. The probability of detection dgran alert state is set at 0.50 to reflect
increased efforts (significantly greater than medyon general observation) to locate the
missing material. If detection occurs, the endesfar this event sequence is “Material
Recovered,” and the overall sequence probability0.852 (0.98x 0.106 x 0.50);
otherwise the event sequence skips Event 4 (bedsi@z®A detection has already
occurred) and continues on to Event 5 with thelifgcin the alert state. Figure 23

illustrates the ESD through Event 3.
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Figure 23: The ESD through Event 3 — Detectiorhefinsider moving the material by
the PPS in the PA

Event 4 is MC&A detection that occurs while matkisain the PA. To calculate
the probability of timely MC&A detection in the PAirst the probability of timely
MC&A detection any time before the material leathse PA during the composite
timeline is calculatedPp comp.  This value then is used with the probabilitytimfiely
MC&A detection in the MAA Ppy) to infer the probability of timely MC&A detectioin
the PA Pps). The calculation method for probabilistic infece is described later in this
section after a discussion of the composite thefeline during which the MCM can
move material from the MAA and then the PA. Otloe theft has progressed into the
PA, the scenario timeline is the sum of the indrgttimelines in the MAA and the PA,
in this case up to 30 days each for a total sceriamieline of up to 60 days. The theft
timeline includes every possible composite timelower the 60-day duration. For this
scenario, the timeline for each physical protectayer ranges from 1 to 30 days, and so
30x 30 = 900 composite timelines are possible. Terdehe the probability distribution

for theft over the complete 60-day scenario, the itvdividual uniform distributions have
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to be summed to determine the probability of theftthe possible composite timelines
for each day. The individual timelines are indege discrete random variablds,and
T,, with uniform distribution functions, antk is their sum. The distribution function for
the composite timeline is determined by convolutidrihe distribution functions fof;

andT,, as follows:
P(Ts = ts) = z P(Tl = tl)x P(Tz = tz) (26)

where
to=tz3-ty for T3= T1 + Ta.

To calculate timely MC&A detection with Equation,,, the probability that
the material has not been removed from the fachiéyore dayn is calculated as the
complementary cumulative probability distributiohtbe composite theft timeline. The
MC&A detection timeline is also determined for #@day duration of the theft timeline.
The calculation of timely MC&A detection then folls the same steps outlined for the
30-day scenario in Section 3.6. For an MC&A atyiwvith an initial probability of
detection of 0.20 and a moderate level of depereleihe probability of timely MC&A
detection for the composite timeline is 0.126. sTlealculation of timely MC&A
detection considers the total 60-day timeline asdaicomposite of timely MC&A
detection for both the MAA and the PA. The portibat applies to timely detection in
the PA must be inferred from the composite detaciind timely detection in the MAA.
The method for this probabilistic inference is désexl as follows. Figure 24 shows a
condensed event tree with the two MC&A detectioargs, one in the MAA and one in
the PA, along with the sequence probabilities frheof the three possible end states, as

follows:
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X=PF,,
Y= (1_ PDZ)X Poa (27)
Z= (1_ PDZ)X (1_ PD4)
Material| MC&A Detection| MC&A Detection| End State
Taken in MAA in PA Probability
Ppy Y
1'PD2
1-Pp, V4

Figure 24: Event tree for MC&A events in the commsmeline.

The sum of the probabilities for the three endestamust equal one. The required value

is Ppa, which from the sequence probability for Y is:

b o= Y _(X+Y)-X_(x+Y)-PR,
o (1_PD2) (1_PD2) ) (1_P|32)

The value for (X + Y) is 0.126 and was calculatéd\e as the probability of timely

(28)

MC&A detection for the composite 60-day timelinbetvalue ofPp, was calculated for

Event 2. The value

P, -P,, 0126- 0106
P — D,Comp D2 — - 0022 29
“ (1-p,) (1- 0106) (29)

is the value for the probability of timely MC&A dadtion for Event 4; the probability of
non-detection is 0.978. If timely MC&A detectiortaurs here, then the facility has
another opportunity to move to an alert state incthit is known that material is not

where it should be. Again, in this case, the iesadversary has not been able to remove
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the material out of the PA. Figure 25 illustratee ESD through Event 4 with the

possible paths to an alert state or continued niosperations.

Attempt
Theft

Detected Material
. Pp; = 0.02
Taking D1 » Recovered
Material? Py, P =0.02
Pp1=0.98 [ \1aterial Detected Material
| Detected as |22~ 21% Alert » Removing Mat'l Posa= 050, pecovered
Missing? Py, out of PA? Py, P =0.052
Pp2 = 0.894 Prpsa = 0.50
Detected in P...=0.02 Material
PA Removing 22— » Recovered
Mat'l? P, Alert P=0.018
l Pupay = 0.98 v
Material
Pp, = 0.022
Detected as [—=———— Alert
Missing? Py,
Pyps = 0.978
Normal

Figure 25: The ESD through Event 4 — Timely MC&Aelgtion in the PA

Event 5 is for detection by PPS protection elemehtsaterial moving out of the
PA through the outer gate, which the MCM will plemdo when the nuclear material
detector is in maintenance so his vehicle is salbjpety to a random vehicle search.
Similarly to the case for Event 3, two conditiomsl gpaths through the ESD are possible
here depending on whether the facility is in thextadtate or continued normal operations.
If no alert occurs, then detection of unauthorizadivity again is provided only by
detection of the material during a random vehielareh. Once the MCM has moved the
target material across the PA into the laboratdfigeo building nearest the PA parking
lot, he will look for an opportunity to take it tos vehicle when the detector at the gate is
undergoing maintenance. Again, detection reliegemeral observation of suspicious or
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unauthorized activity, and the probability of deime is set to 0.02. The final end states
for the two sequences from this event are “Mat&mtovered,” with an overall sequence
probability of 0.017 (0.9& 0.894x 0.98x 0.978x 0.02), and “Material Lost” with a
sequence probability of 0.823 (0.98.894x 0.98x 0.978x 0.98).

For the second condition for Event 5, when thelifgds in an alert state and it is
known that material is not where it should bes iexpected that additional efforts will be
made throughout the facility to locate the missingterial. This is another opportunity
to increase the probability for detection becau$ethese additional efforts. The
probability of detection during alert is set at@.@gain to reflect increased efforts to
locate missing material. If detection occurs, #mel state for this event sequence is
“Material Recovered,” and the overall sequence abdlty is 0.009 (0.9& 0.894x 0.98
x 0.022x 0.50). Otherwise two event sequences end in dert’Astate: the sequence
that continues from Event 3 with a sequence prdbabif 0.026 (0.98x 0.106x 0.50x
0.50) and the sequence from Event 4 with a sequenodebility of 0.009 (0.98 0.894x
0.98x 0.022x 0.50). Figure 26 illustrates the ESD through En

If detection does not occur and the MCM is ablsuocessfully move the material
out of the PA, the facility remains in the aleratst This is an important distinction in
terms of information a site has about the statuscrdfcal items. The “Material
Recovered” end state indicates that the theft vedsated or an MC&A activity alerted
the facility that material was not where it shob&land that subsequent actions recovered
the material before it could be taken out of thelifg. The “Material Lost” end state
indicates that no MC&A alert occurred and the facihas no information at the end of
the scenario timeline that material is missing e- ¢thse of where you do not know what
you do not know. An end state of “Alert” indicatdsit although material may have been

successfully removed from the site, the facilityolus that material is missing and can
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continue efforts to recover the material, purswséhresponsible for the theft and address

system vulnerabilities to prevent future thetft.

Attempt
Theft

Detected Material
. Pp:=0.02
Taking — » Recovered
Material? Py, P =0.02
Pros = 0.98 [T Vaterial b 0106 Alert Detected p_ —os0 Material
» Detected as —2— »{ Removing Mat'| —=£ Recovered
Missing? Py, out of PA? P, P =0.052
Pypz = 0.894 Pynpsa = 0.50
Detected in P...=0.02 Material
» PA Removing |—2— » Recovered
Mat'l? Ppgy Alert P =0.018
l Pyoan = 0.98 ‘
Material _ Detected _ Material
Pp, = 0.022 - Posa=0.50
Detected as > » Removing Mat'| —22——» Recovered
Missing? Pp, | Alert out of PA? P, P =0.009
Pnps=0.978 Pnpsa = 0.50 Alert
» P =0.026
P =0.009
Detected P...= 0.02 Material
Removing Mat'| 22— » Recovered
out of PA? Py P =0.017
| Proa = 0.98 . Material Lost

" P=0.823

Figure 26: The ESD through Event 5 — DetectionHeyRPS of the insider moving the
material out of the PA
This set of calculations for the 30-day MAA/30-d&y timeline scenario was
performed for each level of dependence and the hoidgle, and high initial probability
of MC&A detection. Figure 27 shows the event seqgeecalculations in which Events 2
and 4 represent the timely MC&A detection probaibesi for each of the five dependence
levels for low probabilities of detection for thatial theft action, MC&A observations,

and the detection of moving materials. Some ageéh@robabilities should be considered
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Figure 27:

68



artificially low because no real facility would lpermitted to operate with such poor PPS
and MC&A performance. In this figure, the everftaded in blue are for detection and
result in an end state of “Material Recovered,sthon purple are for MC&A “Alert”
states, and those in pink are for “Material LostAs expected from the dependence
relationships, except for the first end state, thies for the individual sequence end
states increase as dependence among MC&A obsersaliecreases from complete to
zero dependence. This decrease factor variesdtmmt 9 to about 12.

The end state summary results are also providedhfsrscenario in Figure 27.
The total probability for the “Material Recoveredhd states increases from 0.073 to
0.321 (over 3 and a half times) as dependence amlG®A observations moves from
complete to zero dependence. The total probabiditythe “Alert” end states increases
from 0.005 to 0.150 (almost 30 times). The proligbthat the facility knows the
material is missing before it is taken offsite, ahhicombines the “Material Recovered”
and the “Alert” end states, increases from 0.078.4Y1 (over 5 times) as independence
among MC&A observations is achieved.

It is also important to note how the consideratdMC&A observations affects
the analyst’'s perception of the likelihood of aday success for an insider theft
scenario. For this scenario, with no MC&A detegatithe total sequence probabilities for
the “Material Recovered” and “Material Lost” woulte 0.059 and 0.941, respectively.
Including in each physical protection layer onelfd8C&A activity with a low initial
probability of detection improves the probability recovering the material from over
20% for complete dependence to more than four timegero dependence for MC&A
observations. Including MC&A detection improves tprobability that the facility
knows material is missing before it is taken offidtom over 30% to almost seven times

as dependence among MC&A observations decreasesctvmplete to zero dependence.
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Figures 28 and 29 show similar event sequence lasitmos for the medium
(0.50) and high (0.99) initial probabilities of M@&detection, respectively. In each
case, the same type of increases with decreaspgndence among MC&A observations
are evident for the individual event sequences el as for the “Material Recovered”
and “Alert” end state summaries. For the 0.50ahiMC&A detection probability, the
“Material Recovered,” and “Alert” end states almakiuble (increase from 0.529 to
0.998). Including in each physical protection alaly MC&A activity with a medium
initial probability of detection improves the prdiilgy of recovering the material from
about 8 times to about 16 times with decreasingdégnce among MC&A observations.
For the 0.99 initial MC&A detection probability, éhtotal probability for the “Material
Recovered” and “Alert” end states increases abéutiries over not including MC&A

detection.
4.3.2 Variations of Timelines in the MAA and PA

The previous section described the analysis ofdaeraary timeline in which the
time delay between each of the discontinuous evevds defined as a uniform
distribution over 30 days. This section and thet m&o explore how the characteristics
of the adversary timeline and the MC&A detectiomeline affect the security system
effectiveness computed by this method.

The characteristics of the adversary timeline dfected by the scheduling of
events that the adversary chooses to use or vbiiiees he chooses to exploit in an
attack scenario, as well as the adversary’s knayeled when the events occur. Both of
these effects are captured in the probability ithstions used to represent the adversary
timelines. For this work, three types of timeline® used, each of which represent

different conditions:
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Event sequence calculations for the 80MAA/30-day PA timeline
scenarios for 0.50 initial probability of MC&A detigon and five levels of

dependence.
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* Uniform timeline — timeline for a condition that @ags at regular intervals; the
interval is known to the insider, but the spec#ichedule is not; timeline is
represented by a uniform probability distribution.
» Fixed timeline — timeline for a condition that ocgwa fixed duration after a
previous enabling condition; the enabling conditzom fixed duration are known
to the insider; the timeline is represented byadidelay time.
* Uncertain timeline — timeline for a condition tleatcurs randomly with a specific
(estimated) likelihood each day; the timeline ipresented by a geometric
probability distribution.
The duration of the delay between discontinuoukstés captured in the parameters of
the distribution. Convolution must be used to chlte the values used in the model from
the distributions. This section examines four aiddal adversary theft timelines that
make use of different delays that are modeledxasl flurations and uniform durations in
order to demonstrate how the MC&A detection proldzs and overall event sequence
probabilities vary for changes in the delays theveashry will encounter between
discontinuous scenario events. The next two sest@xamines a more realistic facility
analysis by using a set of activities to deternime MC&A detection probabilities, first
with a uniform adversary theft timeline (Sectior8.8) and then with a geometric
distribution for the adversary theft timeline (Sent4.3.4). Table 5 presents the four
adversary timelines evaluated in this section. &kemple from Section 4.3.1 (Timeline
2) is included as a point of comparison.

Timely MC&A detection for Event 2 is determined described in Section 3.6.2.
Table 6 presents the MC&A detection probabilities Event 2 for each of the five
different timeline scenarios. Comparing the thtimeeline durations within a single
dependence level, with the exception of complepeeddence, the longer the timeline for
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Table 5: Five adversary timelines

Timeline Event 2 Delay 2 Event 4 Delay 2
1 5 days — uniform 30 days — uniform
distribution distribution
> 30 days — uniform 30 days — uniform
distribution distribution
: 90 days — uniform , 30 days — uniform
3 |MCEAINMAA T " distribution | MCEAINPA | distribution
5 days — uniform .
4 distribution 5 days — fixed delay
5 5 days — uniform 30 days — fixed
distribution delay

Table 6: Event 2 probability of timely MC&A deteati for the five scenario
timelines for five dependence levels and low (0.@2&dium (0.50), and
high (0.99) initial probability of detection

Timeline Initial Dependence
MAA/PA Pomcaa | Complete High Moderate Low Zero
1. 5-day Uniform/| 0.02 0.020 0.032 0.049 0.055 0.058
30-day Uniform| 0.50 0.500 0.638 0.764 0.792 0.806
0.99 0.990 0.995 0.998 0.998 0.998
2. 30-day Uniform{ 0.02 0.020 0.038 0.106 0.180 0.258
30-day Uniform| 0.50 0.500 0.699 0.939 0.962 0.967
0.99 0.990 0.997 1.000 1.000 1.000
3. 90-day Uniform{ 0.02 0.020 0.039 0.123 0.269 0.544
30-day Uniform| 0.50 0.500 0.707 0.969 0.987 0.989
0.99 0.990 0.997 0.999 0.999 0.999
4. 5-day Uniform/ | 0.02 0.020 0.032 0.049 0.055 0.058
5-day Fixed 0.50 0.500 0.638 0.764 0.792 0.806
0.99 0.990 0.995 0.998 0.998 0.998
5. 5-day Uniform/ | 0.02 0.020 0.032 0.049 0.055 0.058
30-day Fixed 0.50 0.500 0.638 0.764 0.792 0.806
0.99 0.990 0.995 0.998 0.998 0.998

MC&A detection in the MAA, the higher the probabjliof timely MC&A detection.
Similarly, across dependence levels, the probgbdit detection increases more with
decreasing dependence between MC&A observationa fonger timeline in the MAA.
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These results again emphasize the importance ehéixig an insider’s theft timeline to
increase the facility’s probability of detectingspicious or unauthorized actions.

The other significant difference among the timeleenarios is the one-time theft
opportunity in the PA for the last two timeline seeios listed above. Having only one
opportunity to move the material in the PA redusigmificantly the calculations for the
number of possible composite timelines, each ofctwhhas a higher individual
probability (1/5 for the 5-day uniform/30-fixed t@fine compared to 1/150 for the 5-day
uniform/30-day uniform timeline). With a fixed tetfine in the PA, the total duration of
the composite timelines will vary from six to teayd for the 5-day uniform/5-day fixed
timeline and from 31 to 35 days for the 5-day umiit80-day fixed timeline. For MC&A
detection in the PA, Table 7 presents the MC&A dibe probabilities for Event 4 in the
ESD. Reducing the opportunity for moving matemathe PA essentially removes theft
scenarios of two to five days for the 5-day unifdsrday fixed timeline and two to 30
days for the 5-day uniform/30-day fixed timelin€hus, the shortest adversary scenarios
timelines are prevented, so there is greater oppibytfor MC&A observations to detect
the material as missing before it is removed frém facility. The resulting MC&A
detection probabilities in the PA generally inceasmpared to a uniform timeline in the
PA — for example 0.086, 0.931, and 0.999 for the, lonoderate and high initial
probability of detection, for moderate dependeneevben MC&A observations for the
5-day uniform/30-day fixed composite timeline comgghto 0.067, 0.831, and 0.956,
respectively, for the 5-day uniform/30-day unifocomposite timeline.

Another point to note for the Event 4 MC&A detedatiprobabilities is the very
low values for complete and high dependence. ™he \‘alues are independent of

distribution type and somewhat independent of dumadnd initial probability of MC&A
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Table 7: Event 4 probability of timely MC&A deteati for the five scenario
timelines for five dependence levels and low (0.02&dium (0.50), and
high (0.99) initial probability of detection

Timeline Initial Dependence of MC&A Detection Activities
MAA/PA Pomcaa | Complete High Moderate Low Zero
1. 5-day Uniform/ | 0.02 0.000 0.007 0.067 0.149 0.242
30-day Uniform| 0.50 0.000 0.189 0.831 0.920 0.933
0.99 0.000 0.397 0.956 0.964 0.966
2. 30-day Uniform{ 0.02 0.000 0.001 0.022 0.092 0.242
30-day Uniform| 0.50 0.000 0.039 0.648 0.917 0.933
0.99 0.000 0.103 0.952 0.964 0.966
3. 90-day Uniform{ 0.02 0.000 4E-04 0.007 0.042 0.242
30-day Uniform| 0.50 0.000 0.013 0.426 0.916 0.933
0.99 0.000 0.037 0.944 0.964 0.966
4. 5-day Uniform/ | 0.02 0.000 0.007 0.041 0.062 0.078
5-day Fixed 0.50 0.000 0.192 0.745 0.886 0.938
0.99 0.000 0.406 0.987 1.000 1.000Q
5. 5-day Uniform/ | 0.02 0.000 0.008 0.086 0.235 0.443
30-day Fixed 0.50 0.000 0.202 0.931 1.000 1.000Q
0.99 0.000 0.420 0.999 1.000 1.000Q

detection. These

effective (in fact, MC&A detection probability irhé PA is O for complete dependence).

higher levels of dependence ntatlee MC&A observations less

If material has not been detected missing by thme tit is moved out of the MAA, it is

unlikely that it will be detected as missing whtlés still in the PA.

Tables 8 through 12 present the end state summéoieshe five different

timelines. It is evident from these results thaC&A detection as an alert provides an
additional significant contribution to overall deten of an insider theft. Figure 30 is a
plot of the results for the three uniform compositeelines that shows the general trends
of increasing probability for the alert and materecovered end states with decreasing
dependence between MC&A observations and incredsnaiines for the PA. Figure 31

is a plot of the results for the three 5-day MAAilines with the respective uniform or

fixed PA timelines.
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Table 8: End state summary results for TimelineStday MAA/30-day PA timeline

Initial End State Dependence of MC&A Detection Activities
Pomcaa Complete| High | Moderate Low Zero
Material Recovered 0.073 0.084 0.122 0.16Q 0.205
Alert 0.005 0.011 0.043 0.081 0.124
0.02 | Material Recovered ) 7q 0.096 0.165 0.243 0.329
+ Alert
Material Lost 0.922 0.904 0.835 0.757 0.671
Material Recovered 0.407 0.535 0.681 0.699 0.703
Alert 0.123 0.189 0.281 0.286 0.284
0-50 | Material Recovered , 5 0.724 0.963 0.984 0.988
+ Alert
Material Lost 0.471 0.276 0.037 0.016 0.012
Material Recovered 0.748 0.752 0.754 0.754 0.7%4
Alert 0.243 0.245 0.246 0.246 0.246
099 | MaterialRecovered 5 99) | 0997 | -~0.999| ~1.000  ~1.000
+ Alert
Material Lost 0.009 0.003 1E-04 7E-05 6E-05%

These results further reinforce the insights frdme finalysis in the previous
section, namely:

» Decreasing dependence among MC&A observations aserethe sequence
probabilities for the Material Recovered and Alend states. MC&A activities
with at most a moderate level of dependence betwbservations can provide
significant improvement in overall effectiveness.

* Longer timelines improve detection effectivenes®rcing the adversary to keep
material in a physical protection layer longer pde¢ more opportunity for
detection so that even low initial probabilitiesME&A detection can result in a
significantly higher cumulative probability of det@n.

» Higher initial probabilities of MC&A detection fan activity can accommodate a
higher level of dependence between MC&A observatioalthough less

opportunity is available to improve overall cumudatprobability of detection.
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Table 9:

End state summary results for Timeline3D-day MAA/30-day PA

timeline
Initial End State Dependenc of MC&A Detection Activities
Pomcan Complete High Moderate Low Zero
Material Recovere 0.07: 0.08¢ 0.14: 0.21¢ 0.321]
Alert 0.00¢ 0.01(C 0.03¢ 0.08( 0.15(
0.02 '\ﬂaﬁ:r?l Recovere | 575 0.096 0.177 0300 0471
Material Los 0.92: 0.90¢ 0.82¢ 0.70( 0.52¢
Material Recovere 0.407 0.557 0.731 0.74¢ 0.74¢
Alert 0.12¢ 0.177 0.24¢ 0.25: 0.25:
0.50 '\ﬂaﬁ:r?l Recovere | 59 0.727 0.980 0.997 0.998
Material Los 0.471 0.27¢ 0.02( 0.00¢ 0.00:
Material Recovere 0.74¢ 0.75: 0.75¢ 0.75¢ 0.75¢
Alert 0.24: 0.24¢ 0.24r 0.24r 0.24r
0.99 '\ﬂaﬁ:r?l Recovere | 991 0997 | ~1.000| ~1.000  ~1.00
Material Los 0.00¢ 0.00¢ 2E-05 1E-05 1E-05
Table 10:  End state summary results for Timelire®-day MAA/30-day PA
timeline
Initial End State Dependenc of MC&A Detection Activities
Pomcan Complete High Moderate Low Zero
Material Recovere 0.07: 0.08¢ 0.147 0.26( 0.48¢
Alert 0.00¢ 0.01(C 0.03¢ 0.081 0.18¢
0.02 '\ﬂaﬁ:r?l Recovere | h7g 0.096 0.180 0.341 0.674
Material Los 0.92: 0.90¢ 0.82( 0.65¢ 0.32¢
Material Recovere 0.407 0.55: 0.73¢ 0.75: 0.75:
Alert 0.12¢ 0.17¢ 0.24¢ 0.247 0.247
0.50 '\ﬂaﬁ:r?l Recovere | 539 0.728 0.983 0.999 0.999
Material Los 0.47( 0.27: 0.017 0.001 0.001
Material Recovere 0.74¢ 0.75¢ 0.75¢ 0.75¢ 0.75¢
Alert 0.24: 0.24¢ 0.24r 0.24r 0.24r
0.99 '\ﬂaﬁ:r?l Recovere | 5 991 0997 | ~1.000] ~1.000 ~1.00
Material Los 0.00¢ 0.00¢ 7E-06 4E-06 4E-06
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Table 11:

End state summary results for TimelireS4day MAA/5-day fixed PA

timeline
Initial End State Dependenc of MC&A Detection Activities
Pomcan Complete High Moderate Low Zero
Material Recovere 0.07: 0.08¢ 0.117 0.12¢ 0.13:
Alert 0.00¢ 0.01] 0.031] 0.04: 0.04¢
0.02 '\ﬂaﬁ:r?l Recovere | h7g 0.096 0.142 0.166 0.182
Material Los 0.92: 0.90¢ 0.85¢ 0.83¢ 0.81¢
Material Recovere 0.407 0.53¢ 0.67: 0.69¢ 0.70¢
Alert 0.12¢ 0.19( 0.27: 0.28: 0.28¢
0.50 '\ﬂaﬁ:r?l Recovere | 539 0.725 0.944 0.977 0.989
Material Los 0.47( 0.27¢ 0.05¢ 0.02: 0.01]
Material Recovere 0.74¢ 0.75: 0.75¢ 0.75¢ 0.75¢
Alert 0.24: 0.24r 0.24¢ 0.24¢ 0.24r
0.99 '\ﬂaﬁ:r?l Recovere | 991 0997 | ~1.000| ~1.000  ~1.00
Material Los 0.00¢ 0.00:¢ 3E-05 5E-07 2E-11
Table 12:  End state summary results for Timelire3sday MAA/30-day fixed PA
timeline
Initial End State Dependenc of MC&A Detection Activities
Pomcan Complete High Moderate Low Zero
Material Recovere 0.07: 0.08t 0.1%0 0.19¢ 0.29:
Alert 0.00¢ 0.011 0.051 0.12C 0.21¢
0.02 '\ﬂaﬁ:r?l Recovere | h7g 0.096 0.181 0.319 0.507
Material Los 0.92: 0.90¢ 0.81¢ 0.681 0.49:
Material Recovere 0.407 0.531 0.69: 0.70¢ 0.70¢
Alert 0.12¢ 0.191 0.29: 0.29¢ 0.291
0.50 '\f'raj\?gr";" Recovere | 55 0.728 0985 | ~1.000  ~1.00
Material Los 0.471 0.27: 0.01¢ 6E-05 3E-10
Material Recovere 0.757 0.75¢ 0.75¢ 0.75¢ 0.75¢
Alert 0.24: 0.24r 0.24¢ 0.24¢ 0.24r
0.99 '\ﬂaﬁ:r?l Recovere | 5990 | ~1.000| ~1.000 ~1.004  1.00d
Material Los 0.00¢ 0.00¢ 2E-06 1E-13 0.00(
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Figure 30: Plot of material recovered + alert etadlessummary results for the three
uniform composite timelines
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Figure 31: Plot of material recovered + alert etadlessummary results for the three
5-day MAA timelines and respective uniform and @xXeA timelines
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4.3.3 Analysis for Facility-level MC&A Operations

To explore the proposed methods, the previous seslgemonstrate the extended
path analysis methodology for the following limitednditions:
* One daily MC&A activity
* Low, medium and high initial probabilities of MC&#etection (complements of
BHEPs associated with certain types of NPP operstio
» Detection timelines based on the dependency raktiips between MC&A
observations
* Uniform and fixed timelines of varying durationsdan
* Multiple physical protection layers.
Actual facility-level MC&A operations are much momdmplex and involve many
MC&A activities that are performed at various iM&s. To demonstrate the extended
path analysis methodology for scenarios that areemepresentative of the complexity of
actual facility MC&A operations, additional analgseere done for a 5-day MAA/30-day
PA scenario timeline for a set of MC&A activitidsat occur at different intervals.

Table 13 presents a detection opportunity timefiimex notional set of six MC&A
activities at a facility. Each of the six actiesi occurs at a different interval and has been
assigned a BHEP as determined in Table 1. Alsth eetivity has been assigned a given
level of dependence, and the day-to-day calculatadrihe BHEP reflect this dependence
relationship. For example, the Forms Reconcilsativity, which occurs every three
days, has a high level of dependence between eaébrmance of this activity. The

Process Call, which occurs every 14 days, has eemtallevel of dependence between

81



0€0°0 0L6°0 000°1 0L6°0 000°T | 81
0000 000°1 000°1 000°T | LI
0000 000°1 000°1 000°1 | 91
090°0 0r6'0 000°1 I+6'0 000°'T | ST
0560 050°0 000°1 0500 0001 | 1
0000 000°1 000°1 000°T | €1
6IT'0 188°0 000°1 188°0 000°T | €1
0000 000'T 000°T 000°T | TT
0000 000°1 000°1 000°1 | Ol
8€T0 9L°0 000°1 €9L°0 000'T 6
YO-HI 6660 000°1 000°1L 8
PO-HE 6660 000°1 000°1 L
9LY'O ¥Ze0 000°1 €780 666'0 9
€000 €660 86670 9660 ¢
1200 6L6°0 £66°0 9860 14
¥S6'0 9%0'0 TL6'0 0€0°0 Y60 t
ZIE0 8890 8880 SLLO [
S¥6'0 €C00 0sS°0 0or'0 1
mMMM sdep og Aep Jad BAEp sAep 1 Aep Jad
00 | ciarp | 10O | &E383 | 0T°0 | 0 | SO0 |€4m0A3 00 | A1dad | 010 | .0
- 3suo 3Juo 35U0
FEINC J diHY (u)
poumiquio)y | JAHY ([eAdU]] JHHH [[eALIU]] JHHY |[eAU]| JAHY ([eato)u]| JAHYI ([eAdU]) JHHE |[eA93U]] feq
A101udAuf P UONEBI[I2U0IY Aeq
nwpny oA - 9 [eIIsAyg - § Janensiuupy SuLIo - € I8 $8320.dd - T a1 Jo ueld - 1
Aneq - ¢
SINIANDY VR DN
SONIATIOR V29D XIS JO 128 [RUOTIOU B JOJ QUI[SWI] UOTI012(] €T 9IqeL

82



0000 0001 000°L Q00T | &€
100°0 666'0 000°1 66670 000°T | ¥€
0000 000°1 000°1 0001 | €€
0000 0001 0001 000'T | C€
2000 866°0 0001 866°0 000°T | 1€
0660 0100 0100 000°L 000°'T | 0€
0000 000°1 000°1 000°T | 6T
180 9810 000°1 981°0 0001 | 8T
+00°0 9660 0001 9660 000'T | LT
0000 0001 0001 000°T | 9T
0000 000°1 000°1 000°T | §C
L00°0 £66°0 0001 £66°0 0001 | ¥T
0000 0001 000°L 0001 | €T
0000 000°1 000°1 000°T | €¢
€100 €860 000°L $R6°0 000°T | 1T
0000 0001 000°L 000 | 0T
0000 0001 000°L 000°T | ol
mMMM sdep og Aep Jad shvy REER 4] Aep Jgad
100 | caxy | 100 | AB282 | 010 | 0| S0°0 [€A4943f So0 | Addsd | 010 | o
3U0 aduo aduo 20U0
yRORd g dAHY (u)
paulquo)y | JHHY [[eadau]| JHHY [leaddiu]] JHHY |[eaU]) JHHY ([BadU]) JHHY ([eAdU]) JHHY ([2at2yu] R
K1ojuaaug 13D UoNRI[IDU0IIY feq
upny 40d -9 [E1SAY - aAnenstuupy SWIoq - ¢ [1e) §83301d - T a1 Jo uvd -
Ajreq - ¢
SANANY VRN
(papnouocs) sANIANSE V2T XIS JO 128 [RUOTIOU B IOJ SUI[AWT) UOTIONN( €T 9[qRl.

83



each performance of this activity. In this examglee Plan of the Day and Daily
Administrative Check are performed once a day lgydme person, so these activities
are assigned a high level of dependence betweempdhHermance of each of these
activities.
The daily probability of detection can be determdity combining the BHEPS as
non-detection probabilities and taking the compleime
M

=1-[] BHEP, (30)

m=

P

Dayn

For example, on Day 3, the set of MC&A activitiesludes:
* 1 - Plan of the Day,
» 3 — Forms Reconciliation, and
* 4 — Daily Administrative Check.

and the daily probability of detectioRucea s, is calculated as:
M

Pucean =1—| | BHER,

m=.

Pucens =1-|(BHER,(BHER, JBHER ]

Pucens =1-[(0944) 0050)(0972)] (31)

Pucens =1-[0048

Puceas = 0954
The probability of MC&A detection on day three igler than that for the previous two
days because additional MC&A activities have ocediron this day to contribute to a
higher level of detection for the set of MC&A adties. The MC&A detection timeline
for the scenario is determined from the daily pioliges of MC&A detection. This
detection timeline for 35 days is illustrated ilgtiie 32. Over the course of the 35-day

timeline, the daily probability of MC&A detectiomareases as additional activities occur

to contribute to detection, or decreases as theralmce relationships reduce detection
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between observations. The underlying effect of dependency relationships is also
evident in Figure 32.
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Figure 32:  Daily probability of detection over a@8ay period for a set of MC&A
activities

The detection timeline for the set of MC&A actiei was evaluated against an
adversary timeline in which Delay 1 for MC&A in tiMAA was represented as a 5-day
uniform distribution and Delay 2 for MC&A in the P#Was represented as a 30-day
uniform distribution. For the 5-day MAA timelinthe daily values of MC&A detection
for the first five days (Table 14) are used in devolution calculation. For this case,
timely MC&A detection for Event 2 in the ESD is calated to be 0.98. For the
composite MAA/PA timelines, the daily values of MB&detection for the 35-day
composite timeline are used in the convolutionwakion, and timely MC&A detection
for Event 4 in the ESD is calculated to be 0.93Bhe sequence probabilities for the

Material Recovered and Alert end states are 0.A800a249, respectively. Thus, the set
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of MC&A activities result in a level of MC&A deteion similar to that for a single
MC&A activity with a high initial probability of deection, even though some of the
MC&A activities in the set have high and moderadgels of dependence between
observations and across activities.

This analysis demonstrates the applicability ofakiended path analysis methods
for more realistic facility conditions. The daifyrobability of detection in Figure 32
provides insights for evaluating the protectioneleprovided by MC&A activities over
time and identifying gaps in that protection levefor example, daily probability of
detection from days 15 through 27 indicate thaitaddhl protection is needed and action
should be taken to reduce dependency in the peafczenof MC&A activities, or to add
other activities that would increase the protectievel during that time period. The
importance of MC&A activities is also evident — \eha single MC&A activity has the
potential to contribute significantly to cumulatigetection, a set of activities has the

potential to maintain cumulative detection overeim
4.3.4 Addressing Uncertainty in Insider Theft Timelines

To further address the complexity of actual insitheft scenarios, the detection
timeline for the set of MC&A activities described Section 4.3.3 was used with an
insider theft timeline composed of geometric disitions. The convolution of these
distributions was computed using LHS sampling. sTdpproach to determine an insider
theft timeline reflects the uncertainty in an iresid theft timeline as well as an analyst’s
lack of knowledge about possible insider theft times.

In LHS, the convolution for the composite MAA/PAnigline was determined by
sampling 2000 observations for two each of theritistions (MAATHEFT and
PATHEFT) for a geometric distribution with threeffdient values for probability of

failure. The geometric distribution was selectextduse it represents the number of
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successful trials that might be observed beforailaré occurs. For insider theft, the
probability of failure is the probability that thacility will be in a vulnerable state that

the malicious insider will find favorable enoughdtiempt to move material to the next
physical protection layer. Figure 33 is a ploeath of the three geometric distributions
over their first 30 days. In each composite thiefeline, the distributions for the MAA

and PA theft timelines are the same. Thus theethmmposite timelines considered in
this analysis are each composed of two identiecdlubcorrelated geometric distributions

with failure probabilities of 0.20, 0.50, and 0.8@spectively.
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Figure 33: Geometric distributions for theft tinmsligenerated from LHS.

To perform the calculations for timely MC&A detemti in the MAA, each

geometric distribution was used in the calculatiassdescribed in Section 3.6.2. The
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calculations for timely detection in the PA requianvolution of the distributions for the
MAA theft timeline and the PA theft timeline, whiakas done as follows. LHS was
used to draw 2000 observations for each distribytmd the values for each distribution
were summed on an observation-by-observation basibtain observations for the total
duration of the theft timeline. The probability each unique theft timeline value was
determined through a frequency analysis of theltiaguobservation set. The resulting
set of probabilities was used to represent the tiekline in the calculation of timely
MC&A detection in the PA with an MC&A detection tefine for a set of MC&A
activities as describe in Section 4.3.3. Tablepfiavides the values for timely MC&A
detection in the MAA and PA. Table 15 provides ¢mel state summary results from the

ESD calculations for the three geometric timelioerarios.

Table 14:  Timely MC&A detection in the MAA (Even} 2nd the PA (Event 4) for a
set of MC&A activities and geometric distributiofeg theft timeline

Composite MAA/PA Timeline Timely MC&A Detection
MAA - Event 2 PA - Event 4
ngggtric Distribution 0.629 0.702
ngggtric Distribution 0.241 0328
ngggtric Distribution 0.038 0.064

4.3.5 Mitigating Potential Malicious Insider Activity

The application of HRA methods has provided a pbodiséic basis for
incorporating MC&A activities in an extended patmbysis methodology. One purpose
for analyzing a PPS is to identify vulnerabilitesgain insights on the possible impacts
of additional protection elements. The final apgifion of HRA methods for
characterizing MC&A activities was an exercise temwbnstrate how these methods

might be used to explore strategies for mitigatmgjicious insider activity. This
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Table 15: Comparison of end state summary resuitS-tlay MAA/30-day PA
timeline and geometric distributions for theft time for a set of MC&A

activities
Composite MAA/PA Timeline FI)BI:/II?;A End State P?gg:lfiﬂf;
Material Recovere 0.617
Geometric Distribution 1 Alert 0.27¢
P=0.20 (mean time before material s 0.945 | Material Recovere 0.996
removed — 4 days) + Alert '
Material Los 0.00¢
Material Recovere 0.341
Geometric Distribution 2 Alert 0.17¢
P=0.50 (mean time before material s 0.945 | Material Recovere 0.520
removed — 1 day) + Alert '
Material Lcst 0.48(
Material Recovere 0.11¢
Geometric Distribution 3 Alert 0.03¢
P=0.80 (mean time before material s 0.945 | Material Recovere 0.153
removed — < 1 day) + Alert '
Material Los 0.84
Material Recovere 0.7%0
Alert 0.24¢
5-day Uniform/30-day Uniform 0.945 | Material Recovere 0.999
+ Alert '
Material Los 0.001

analysis used the 5-day MAA/5-day PA scenario tingelvith uniform distributions for
the theft timelines and the detection timeline deved for a set of MC&A activities.
This scenario timeline has a two-day to ten-daysibes duration and 25 possible
composite timelines. Three cases for the MC&A date timeline were addressed: one
for the baseline set of combined MC&A activitiessdebed in Table 13; a second
assuming a malicious insider performs activitieant 4, which have a high level of
dependence; and a third assuming the dependerationship is removed for activity 4.
The baseline case assumes that the insider hassattcéhe material, but is not in a
position of performing MC&A tasks.

For the first ten-day composite timeline, the detectimeline used the daily
MC&A detection probabilities for the first ten daf®m the baseline set of combined

89



MC&A activities (Table 13). In this baseline set activities, it was assumed that
activities 1 and 4 are performed by the same peosoa daily basis, and therefore they
are assigned a high level of dependence betweearreeces of these activities. The next
variation for this timeline assumes that the peratwo performs activities 1 and 4 is a
malicious insider who is seeking to steal materi@onsequently, the BHEP for these
activities is set to 1 and the probability of deie is O because the thief is concealing
the activities by misstating the results of the MEC&asks. In the third variation, the
facility does not know about any malicious insidetivity, but an operational change is
made to remove the dependency relationship amoesgthctivities — instead of one
person performing both activities, two people perfdhese activities. The person who
performs activity 1 is still assumed to be the mialis insider, and activity 4 is assumed
to have the high level of dependence, the samerdbd baseline set of activities because
a single person (but not the malicious insider)ag®vperforms these tasks.

Tables 16 and 17 provide the detection timelinestif@ variations with the
malicious insider and the insider mitigation, regpely. Figure 34 is a plot of these
detection timelines. The original BHEPs for ad¢ies 1 and 4 provided in Table 13 for
the set of MC&A activities no longer apply. Foetbase of the malicious insider, these
values in Table 16 are set to 1.0, as the insides performs both these activities is
trying to conceal malicious activity. The probdlilof detection for these individual
activities is zero. Because activities 1 and 4tleeonly ones performed on days 1 and 2,
the daily probability of MC&A detection is also zer Over the ten-day timeline for this
case MC&A detection occurs only on days 3, 6 amh8n an activity other than 1 or 4 is
performed. Activity 3 is performed on these dagd & defined to have a high level of
dependence for its performance. For the case wdhcious insider mitigation for

activity 4, the daily BHEP values reflect the rerabef the dependency between activity
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H Baseline Set
B Malicious Insider |—
M Insider Mitigation

1 2 3 4 5 6 7 8 9 10

Figure 34: Detection timelines for baseline seM@f&A activities, malicious insider,

and insider mitigation.
1 and activity 4, but there is still a high levdl dependence for the performance of
activity 4 because the same person (although moal&cious insider) always performs
this task. The operational change to remove tpemntience between activities 1 and 4 to
mitigate possible malicious insider actions resuitadditional daily MC&A detection
that is at least as high as or higher than thelibasease.

Table 18 provides the values for timely MC&A detewtin the MAA and PA and
the end state summaries for each of the three.cadesse results show that the case for
malicious insider mitigation allows overall detectito recover up to the baseline case.
These analyses demonstrate the application ofiem@ed path analysis methodology to

evaluate the effectiveness of a set of MC&A adgeit to identify possible vulnerabilities

93



and to provide insights for operational stratedesddress possible malicious insider

activity.

Table 18:  Timely MC&A detection in the MAA (Evenj 2nd the PA (Event 4) and
end state summary for baseline set of MC&A acegitimalicious insider
activity and insider mitigation

5-day MAA/5-day PA T'”E)elil N![C&A End State Summary
tim_eline scena_rio yvith VAA etec 'OTDA —
uniform theft distributions Event 2 | Event 4 End State Probability
Material Recovere 0.74¢
MC&A detection timeline for Alert 0.24r
baseline set of activities and| 0.980 0.507 | Material Recovere 0.991
dependency relationships + Alert '
Material Los 0.00¢
MC&A detection timeline Material Recovere 0.58¢
assuming malicious insider Alert 0.27:
for daily activities 1 and 4 0.570 0.641 | Material Recovere 0.855
with high dependence + Alert '
relationship Material Los 0.14¢
Material Recovere 0.74:
MC&A detection timelines Alert 0.24¢
assuming insider mitigation 0.968 0.699 | Material Recovere 0.991
for activity 4 + Alert '
Material Los 0.00¢

4.4 SUMMARY OF METHODS DEVELOPMENT FOR DAILY AND COMBINED MC&A
DETECTION AND MULTIPLE PHYSICAL PROTECTION LAYERS

The analyses presented in this chapter further dstraie the use of the extended
path analysis to model insider theft and integr&@®®$ and MC&A protection elements
and to quantify the effectiveness of these prateciélements against an insider threat.
The methods provide tools to evaluate the protedawel MC&A activities provide over
time, identify gaps, and model potential insidetivaty. The results provide insights on
how MC&A activities can be implemented in facilipperations to provide a desired

level of protection over time.
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Chapter 5: Conclusions and Recommendations

The goal of this research was to develop a proistibibasis and a new method to
incorporate MC&A protection elements explicitly hih the existing probabilistic path
analysis methodology to address insider theft. acomplish this, three problem areas
were addressed:

» “Detection” capabilities of MC&A protections and ajutitative probabilities of
detection — individually, in combination, and afuaction of time;
» Competing delay and detection timelines for insitheft versus facility detection;
and
» Scenario development to integrate the evaluatioRR$ and MC&A protections
within physical protection layers.
This work applied PRA methods to develop and demnates three key methods for
incorporating MC&A protection elements in to theisting probabilistic path analysis
methodology, as follows:

1. HRA methods and HEPs for human performance of NPpEradions to

develop detection probabilities for MC&A activities
2. An object-based state paradigm to model the stagdstiming for insider
theft and to characterize insider theft as a raganat detection by facility
MC&A activities; and

3. ESDs to incorporate MC&A activities within the pection layers of a PPS, to
develop insider theft scenarios, and to propagatection probabilities for a
theft scenario.

Using these approaches to characterize and evaM&&A activities has
demonstrated the importance of these activitiepragection elements for insider theft.
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The application of HRA methods to define MC&A déter probabilities also identified
three key factors for “designing” MC&A activities taddress insider theft scenarios: (1)
the type of operation based on a desired probgabdit detection, (2) the level of
dependence in the performance of the operation(@nithe scenario timelines of interest
for achieving timely detection. While MC&A actitas do not indicate actual detection
of an insider adversary, the timely detection aféa by MC&A activities provides an
alert that material is not where it should be. Pphssible end states (Material Recovered,
Alert, and Material Lost) for each theft scenarimpde additional insights about the
status and recovery of critical assets. The “Makétecovered” end state indicates that
an MCG&A activity alerted the facility that materialas not where it should be and that
subsequent actions recovered the material befe@ilt be taken out of the facility. The
“Material Lost” end state indicates that no MC&ZAedloccurred, and the facility has no
information that material is missing even at thd ehthe scenario timeline.

The demonstration analysis provides calculationsafeange of initial MC&A
detection probabilities and several scenarios witferent theft and MC&A detection
timelines. These calculations indicate that theéhods developed in this work provide
flexibility for application to a wide range of imir theft scenarios. In evaluating the
results of the analysis, however, it is evident tiese methods are likely to be most
applicable for discontinuous timeline and protredteeft scenarios. Current methods are
adequate for abrupt theft scenarios because tles®arsos assume detection occurs
almost immediately and thus can be analyzed u$iegxit path for an outside adversary
attack.

The methods resulting from this work have been ldg@esl within the framework

of the existing path analysis methodology, anduwh scan be integrated with existing
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methods and tools in a fairly straightforward mannéadditional work in the following

areas will be required to accomplish this fully.

Explore other approaches for developing insidereesbry timelines and develop
more concrete guidance for this part of the method.

Develop a comprehensive MC&A performance databaseentify all possible
MC&A activities and the corresponding BHEPs, simita the performance
database that has been developed for PPS proteetements. Explore
complementary aspects of the SFPI [20-22], Markioairt [53-56], and MSET
[58-62] approaches that might provide the basis gerformance data. The
database would include the initial probabilities d#tection, and would relate
these activities to insider positions and theiroagged performance, as well as
access, knowledge and authority. Development ai@&A performance data
base will facilitate automation of this method ieaitware tool.

Investigate the application of other HRA techniqueghis methodology (e.g.,
Swain [64] and the NRC multidisciplinary framewd@b]). These techniques
could support more detailed characterization of essoWiC&A activities to
determine detection probabilities, as well as tleetbpment of the MC&A
performance data base. In addition, other HRA owthdentify “error forcing
contexts” and consider errors of omission as welleerors of commission for
human operators. An insider who could create &or éorcing context in an area
of facility operations may be able to establishrsgstem vulnerability that would
facilitate a theft or diversion path.

Develop metrics to be applied with the extended @atalysis methodology to
show the relative importance of particular MC&A igitles to preventing

different types of insider theft scenarios. Thethnd has provided significant
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insight for characterizing and evaluating a specMC&A program against

specific theft scenarios. Importance metrics waaxtend these insights to allow

analysts to better understand which MC&A operatiares useful and which may
be an added burden or expense and support deomsiking to improve efficiency
and save money.

* Analyze additional types of systems using this métho determine if more
design heuristics for MC&A systems could be ideadtif

* Use Monte Carle discrete event simulation methodsirectly solve the problem
for more complex timelines or MC&A inspection regis

* Incorporate this method into a tool like ASSESSAGLAS to automate insider
path identification and link those paths to the egation of a discontinuous
timeline and MC&A activities in the performance @diase to form more realistic
estimates of Pwithout hand-crafting every scenario. Automatedl@ation may
also require linking with LHS so that the analysshaccess to several types of
probability distributions with which to represehetadversary timeline.

The methods developed in this work support the giodistic basis for and have
enabled the development of an extended path asatysthodology in which MC&A
protections can be combined with traditional sendata in the calculation of PPS
effectiveness. Explicitly incorporating MC&A pration into the existing S&S system
evaluation provides a basis to measure the effotiss measure of the PPS against
insider threats. The resulting: Ralculations will provide an integrated effectiess

measure that addresses both outsider and insicd&tsh
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Appendix A: Combining Probability Distributions, A nalytic, or
Continuous Variable Case

Let x and y be independent variables having théaitdity density functionsgx), p,(y).
If z=x + vy, then the density function for z ispe&ssed by the convolution integral

p.(2)= [ p.()p, (2~ )ix (132
Similarly, if

Z2=XYy (A.3.3)
then

p.(2)= [ o9, o (n34)

(with any ambiguity at x = 0 handled by limit opgoas from both sides in the obvious
way).

More generally, let

7= f(X, y) (A35)
where, for any specific values of z and x, y hapecific value denoted by

y=f(zx) (A.3.6)
that is

z= fl(x, f '1(2, x))J (A.3.7)
Then

_ 0 ,_
p.(2)=[ p.(x) py[f Yz, X)]E f (z, x)dx (A.3.8)

which may be thought of as a more general fornoatolution. Again, there are
obvious further generalizations possible but thisufficient for our purposes.

In real life applied work, we rarely have the luxwf dealing with analytic forms and
even in those rare cases may be unable to perfeintegrations [Equation (A.3.8)]
analytically. We are therefore led to seek appnate procedures.

% The content here is an excerpt of Section A.2hftAppendix A. PRA Methodology Detail” [47].
The equation numbers cited here correspond toghatien number from this reference
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