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ABSTRACT

Today, people use many connected devices to make people’s lives easier in a connected
environment. Devices like fitness trackers, smartwatches, smart home appliances, and other
devices make people’s lives easier. People can use their smartphones to control the thermostat,
television, vacuum cleaner, and other connected devices. While loT devices make their lives
easier, they also concern security threats like privacy. Organizations like the U.S. DoD forbid
having fitness trackers on some of their buildings, while other organizations discourage patrons

from using them in their spaces.

The question of how to use 10T devices and simultaneously safeguard users' privacy is a
big challenge. Let’s look at a couple of different ways to secure 10T devices' privacy. Since 10T
devices are very vast and very different, no universal scheme exists to prevent privacy attacks;
thus, a variety of techniques need to be used. Some blockchain applications and transformations

will be used to protect privacy in 10T devices.

These algorithms that transform data or use blockchain to manage the data or the flow
can prevent privacy attacks. Using such algorithms protects the data of 1oT/Smart devices and
secures them so that people do not have to worry about not being safe while these devices are

being used.
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CHAPTER |

BACKGROUND

The evolution of humans over the years gave the world new technologies that make lives
easier, from metal tools to wheels to industrial revolutions to electrical advancement to the
invention of computing devices. Each generation invents or discovers new devices to make
communications, work, entertainment, and accessing information more manageable. The
computing devices like desktops, laptops, cellphones, and tablets make people’s lives easier to

access information and entertainment. One such device is the Internet of Things (loT).

loT devices exist in all areas of people’s lives. Healthcare, hospitality, information
gathering, security, data communications, etc. In healthcare, 10T devices provide doctors and
other medical representatives the information about 'patient's health and other essential
knowledge required to treat the patients. Insecurity and information gathering 1oT devices can
act as sensors to get information from various devices. Smart meters, temperature sensors,
pressure sensors, gas, and air quality sensors, and proximity sensors convey information about
the environment. One of the most common examples of such devices is smartwatches and fitness
trackers. Smartwatches like Samsung watches or Apple Watches combine smart sensors like
gyroscope, accelerometer, heart-rate, and many others to give the user better information about

the environment and health.



There are various benefits to using an 10T system. The benefits of 10T can be categorized
into multiple factors like communication, automation and control, information, monitoring, time,
money, and better quality of life. IoT encourages communication between various devices,
known as Machine-to-Machine (M2M) communication. Using M2M, the physical devices can
stay connected. Since 10T is designed to function as fully automated, this can lead to better
outputs. 10T leads to a better quality of life by saving time money and becoming more efficient

in getting information and monitoring data.

loT devices make people’s lives easier, but they also come with a considerable security
risk. All these devices get people’s personal information or other sensitive information. Privacy
is critical when these devices are used. Suppose bad actors can gain access to one’s private
information stored or transmitted through these devices. In that case, they will be able to steal
one’s identity and/or use that information to hurt user or their family. Therefore, protecting these

devices from unauthorized access is extremely important.

This research aims to (i) show how valuable IoT data are to malicious attackers and how
they can use it to destroy people’s lives. (i) Find how the privacy of the data can be maintained
using various algorithms or mathematical techniques. (iii) How effective are blockchain for

preventing privacy attacks on IoT devices.

The current architecture of 10T is represented by four (4) main areas: things, gateways,
Network infrastructure, and Cloud infrastructure. Things are uniquely identifiable modes,
primarily made of sensors that communicate without interaction from humans using various
connectivity protocols. Gateways are the middleman between things and the cloud to provide

connectivity, security, and manageability. The Network Infrastructure is a device that controls
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and secures the data flow. Examples of these devices are routers, gateways, repeaters, etc. The
cloud infrastructure consists of pools of virtual servers and storage networked together with

computing and analytical capabilities.

Figure 1 shows how these four (4) areas are connected to each other.

Figure 1 Current Architecture

The security of 10T systems deals with multi factors like hardware, operating systems,
software, networking, and data. Privacy attacks can occur anywhere in these factors [31]. Figure

2 shows the intersection of these factors.
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Figure 2 Aspects of 10T Security

If bad actors have physical access to the 10T devices, then that device is compromised;

thus, ' 'it's critical to have hardware security.

Privacy attacks come in many different directions in an loT device. These attacks come
from hardware, OS, and network. One privacy attack happened on October 21, 2016; a huge
DDosS attack was deployed against Dyn DNS servers and shut down many web services,
including Twitter [40]. Hackers also exploited the default passwords and usernames installed on
compromised 0T devices by the Mirai botnet [41]. Phillips Hue Lightbulbs were attacked
through its Zigbee link protocol, and Belkin 10T devices were compromised by SQL devices [43-

44).

If one look at some of the devices, one can see how much data is transferred and how
much personal data is in the transmitted data. Smart meters record the current electric usage in a
household; they can also distinguish between the usage of different appliances. If a bad actor
could get into the smart meter data, they can use it to determine when the house is occupied. If

they sell the data, that data can aid in theft or other malicious attacks. To prevent this, one can



mask the data or transform it so that data is not distinguishable. Some mathematical models can

be used to convert the data.

Differential Mechanism for Privacy
Differential Mechanism for privacy is a mechanism for quantifying privacy using a
mathematical model. Differential privacy is said to be e-differentially private. The definition of

e-differentially is

let € be a positive real number and A be a random algorithm that takes a dataset as the

input. Let A be the image of A. The algorithm provides

e-differential privacy if for all datasets D;, D, and datasets D, D, that differ by one

element and all the subsets S of A.

Pr[{A}(D1) €{S}] < exp(e)- Pr[A(D;) €S

Laplace Mechanism
The Laplace mechanism is a technique to add noise to the data to achieve differential
privacy. The Laplace mechanism uses the Laplace distribution to add noise. The Laplace
distribution has a mean of 0 (u = 0) and has a scale value of b.The Laplace distribution is a
symmetrical version of the exponential distribution, and it adds the noise from a symmetric

continuous distribution. The Laplace distribution is

1 |x|
Lap(x|b) = ﬁexp <— T)



The Laplace mechanism states that for any given function f: N'XI — R* the Laplace
mechanism is defined as: M_L(x, f(e = f(x) + (Y_1, ..., Y_k)), where Y; are the random variables

from the Laplace distribution defined as

Lap ().

e
The Laplace mechanism adds noise to the data if and only if the data is accessible. It will
not work in a decentralized system. In order to secure privacy in data, blockchain technology can
be used. Since the principle of blockchain is to work on a decentralized ledger than a centralized
server, the blockchain is perfect. One of the best ways to use blockchain to combat the lack of
privacy is to introduce a hierarchy model which can also increase network stability and optimize

resource consumption.

Lagrange Interpolation
This new hierarchy model uses the math of bilinearity pairing, secret sharing, and
Lagrange Interpolation. Lagrange Interpolation is a polynomial interpolation that gives a certain
value according to the characteristics of the polynomial. The general form for the Lagrange

interpolation is:
n
PG = ) PO,
i=1

The advantages of using Lagrange Interpolation are this can be used when the divisions
are not spaced equally. One can find the value of the independent variable when the
corresponding value is given. The disadvantages of this technique are it can be slow for higher-

order polynomials, and if the order changes, then new calculations are needed.



Bilinear Pairing
Bilinearity pairing is a technique used in cryptography that can be used to pair two

groups to form a map. The generalized form of bilinearity pairing is
f:GXG- Gy
where G, Gy are both cyclic of prime order r.

Privacy is one of the most important rights of all civilized beings. 10T devices make
people’s lives much easier to interact with the world. While that interaction is significant, 'it's
also essential to keep the data safe while interacting with the world. If the data is not safeguarded
when the 10T devices are used, personal identifiable information, personal health information, or
financial information can be leaked to bad actors and used to maliciously attack users. The

algorithms and techniques in this paper help to prevent attacks on privacy.

Attacks on Blockchain
There are various threats to traditional 10T security and also against the blockchain. The
threats against blockchain include 51%, Sybil attacks, Eclipse attacks, Vulnerable signatures,

Double spending, and others.

51% attack is also known as majority attacks. The 51% attack occurs when an individual
gains control over 50% of the blockchain's hashing power. Sybil attack is arranged by having
multiple miners on the same node. Eclipse attacks is a version of the Sybil attack where the

attacker uses a botnet and uses it to overwrites the user's IP address.



Vulnerable signature attacks are where cryptographic technology uses a weak signature
like the ECDSA algorithm. A double-spending attack is an attack that exploits the transaction
verification [48-49]. While there are many attacks against blockchain technology, many

safeguards prevent it from getting attacked.

Questions
1. The questions answered in this research are about how to safeguard privacy while

using 10T devices.

2. Is blockchain capable of securing privacy for 0T devices?

Limitations
The limitations of this research were: access to data like smart devices, data, and
blockchain data to do analysis. To overcome the limitations, a sample data is created on the

blockchain and used for testing.

Overview

This research is divided into Six (6) chapters. Chapter 1 introduces the 10T devices and
some keywords and function that helps to solve the questions asked in the research. Chapter 2
consists of related works, which take some research work done by others relevant to the research
and compare this research with theirs. Chapter 3 shows one way to protect 10T devices using an
algorithm’s data transformation. Chapters 4 and 5 show how people can use blockchain
technology to prevent privacy attacks on 10T devices. Chapter 4 uses a blockchain method for
managing devices and thus preserving privacy, and chapter 5 uses a blockchain technique that
preserves privacy in 10T devices. Chapter 6 concludes the research, answering the questions

raised in the introduction and showing the future research path.
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CHAPTER II

RELATED WORKS

Wearable 10T devices gained popularity over the last few years. It also led to a massive
scale of personal data since wearable 10T devices gained popularity and a rise in personal data to
preserve the privacy of the data. Liu and Li chose a k-anonymity method to share the data. K-
anonymity is a general conception to share data in a privacy-preserving way. The dataset could
be divided into several equivalent sets according to K-anonymity, and each set contains at least
K and less than 2K records. To calculate the two 'records’ similarity, the distance between the
two records is calculated and then clustered or grouped together. This type of privacy-preserving

algorithm is suitable against attacks like the link attack on privacy [1].

Blockchain-based credibility verification method for 10T entities is a research article that
discusses the challenges in security and privacy and how to overcome those challenges. In this
article, blockchain structure is used to verify 10T entities. The traditional security and privacy
policies based on asymmetric encryption are challenging to implement in 10T due to needing a
centralized management system, and they tend to be expensive in terms of energy consumption.
In this credibility verification structure framework, the structure is made of several blockchains
with different layers, and the blockchain node in the upper layer manages a blockchain of the
lower level. The register data in the lower level is transmitted to the upper blockchain

sequentially and recorded in each blockchain in the path. The verification process records the



addition or deletion of entities, and also checks the credibility verification process of the

accessing entity. Then, credibility verification of data is achieved [28].

In the traditional sense of 10T security, CA server authentication is used. In this paper,

they use public-key cryptography to authenticate 10T entities, and they introduce a peer-
to-peer authentication methodology. The blockchain uses smart contracts to interact with the
system and uses CSPENG-based key generation. The consensus algorithm in the blockchain is
Practical Byzantine Fault Tolerance, which helps discover abnormal behavior, and data
synchronization of data in the ledger. The idea of blockchain for authentication gives better
security like preventing malicious actors from tampering with data, preventing backdoors in the

firmware, and resisting DDos Attacks [2].

While exciting, 10T technologies are littered with challenges for achieving security and
privacy. The characteristics of 10T are low processing power, distributed nature, and the lack of
standardization. Using blockchain fundamentals, these challenges can be overcome. A proposed

hierarchical structure to optimize resources and increase network scalability [33].

The works of [37] exploits blockchain technology to avoid a central server. Since the
blockchain uses decentralized servers, the sensor data can be stored in those decentralized
servers. Similar to how individuals manage cryptocurrencies, the blockchain supports the devices
and users to maintain a distributed database that contains sensor data. The attribute-based
encryption (ABE) technique addresses the privacy and confidentiality of the data shared in
blockchain-based 10T ecosystems. This technique is known for the simplicity where a single
encryption provides both the confidentiality and access control, and it can be used for sharing

data in decentralized networks like blockchain systems [32].
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CHAPTER Il

SMART METER PRIVACY

In a connected environment today, peopleuse many connected devices to make people’s
lives easier. Devices like fitness trackers, smartwatches, and smart meters make people’s lives
easier, but they also give concern to security threats like privacy. All the connected devices ease
people’s lives, but they keep track of personal data like movements, locations, and energy uses.
Smart meters give the ability to accurately and remotely measure the watts usage of a house by
measuring the usage of appliances. There are many advantages to the smart meter, but the
disadvantages are also very concerning. If a malicious user were able to access the data, they
could detect the occupancy of the household based on the peak times of the utility usage. Since
the smart meter data can distinguish between different appliances and their usage on a given day,
this data contains useful information such as peak times, which can lead to detecting the
occupancy of a household. Privacy among smart devices is a high-security threat. If a malicious
user were able to detect the occupancy from the data, they would be able to do a more malicious

activity in the household.

There are various researches done in the area of smart meters and privacy. Most will
require extra hardwire or another energy source to safeguard privacy [45-47]. While the above
approaches work, they also include either an additional vector of attack surfaces or extra

computation to safeguard the data, neither of which is ideal.
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A privacy mechanism is an algorithm that takes an input and produces an output of a
string. One of the most common privacy mechanisms is the differential privacy mechanism.

Differential mechanism is defined as a randomized algorithm M with domain

NXlis (¢, 8) -differentially private if for all S c Range(M)Vx,y € N'*l such that

lx =yl < 1:
Pr(M(x) €S <exp(e) Pr(M(y) €S) + 6

One of the most common types of differential privacy algorithm is Laplace Mechanism.
The Laplace Mechanism is based on the Laplace distribution. The Laplace distribution is a
distribution with the probability density function:

| x|

1
Lap(x|b) = o5 &*P <— ?>

where b is the scale with a mean of 0.

The Laplace mechanism states that for any given function f: NIXI - R¥ the Laplace

mechanism is defined as: M_L(x, f(e = f(x) + (Y_1,...,Y_k)), where Y; are the random

variables from the Laplace distribution defined as Lap (%)

| propose an algorithm called exponential additive that works with the exponential
distribution and the additive method to guarantee the privacy of data. The algorithm (Algorithm
1) is defined as (e, 8)-differentially private with probability of at least 1 — 8. The algorithm

returns a data y such that: {f € Q}axlf (x) — f(¥) < «, where

12



16 Jlog(lxD)log  log (%‘Wﬂ)
a<

< Tre

The dataset was gained from the University of Massachusetts Trace Repository. This
repository contains smart meter data between 2014 and 2016 with usage for individual outlets
and appliances. The figures below show the voltage used for the year 2014 with every 30 min
usage. The first figure (3) shows the overall usage, while the second figure (4) shows the usage

for lights in various rooms and the appliances.

Smart Data
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1 ® .
o
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0z
Q
1122/2010 0200 1/13/2014 0:00  3/2/20140:00 4/21/2014 000 G/IC/2014 000 7/30/2014 000 5/18/2014 0:00 11/7/2024 0:00 12/27/2014 0:00 2/15,/2015 0:00
® use kW) ® gen (kW) ® Furnaoe =RV [kW) @ CollarDuticts (kW * WabirgMachine (2]
» tncgeRange kW] ® Uispezaiishwa sher 1Ew] @ Kitcheslights [kw] ® tedroomCutlets (kw] @ Sedroom Lghes kW]
® Masterlutiets [kw! ® Nazterlighes (k] ® DuctHesterHRY [kKwl

Figure 3 Overall Usage
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Smart Data
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Figure 4 Appliance + Lights Usage

The implementation of this method is taking all data points and transforming the data
with the aid of the algorithm 1. The 8, € are small values and f is value from the results are
compared methods will prevent occupancy detection by either adding noise to the data or
masking the peak points of the data (algorithm 3). When the additive noise method is applied to

the dataset, it is transformed to the figures (5 & 6) below.
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Voltage Usage: Additive Noise
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Figure 5 Overall Usage: Additive Noise
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Voltage Usage: Additive Noise

o
1102202000 0:00 A/
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Figure 6 Usage of Lights+ Appliances: Additive Noise

Algorithm 1 Additive Algorithm

function CALCULATE
mean, standard deviation
end function
Add noise with mean and standard deviation

Algorithm 2 Laplace Algorithm

Input: b
Transform the data using Lap(z|b) = fpexp (—l—i—l:]
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Algorithm 3 exponential additive Algorithm

Input: 8,¢, 4
16/Tog([=|)log Flog | 22521X1 )
Ve

Transform the data using a <

It is not different than the original data. When the Laplace method is applied (Algorithm

2), the data is transformed into the figure (7 & 8) below.

Data
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Figure 7 Overall Usage: Laplace Transform

17



Data

Figure 8 Usage of Lights + App: Laplace Mechanism

The Laplace mechanism masked the data better than the additive noise method. When the
data is transformed by the algorithm, the data becomes The Laplace mechanism masks the data

better than the additive noise method and the exponential additive algorithm.
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Voltage Usage
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Figure 9 Overall Usage: Algorithm
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Voitage Usage
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CHAPTER IV

Blockchain-based Management and Authentication

Since there are many different loT devices, it can be hard to manage them all. If these

devices can be managed and authenticated using a secure system, privacy attacks can be reduced.

Using blockchain to authenticate and manage devices has some advantages. Since all
transactions are visible to the public, it will be easier to identify if some changes are made to the
blocks. Using blockchain for 10T devices to address security and privacy is attractive for several
reasons. The lack of central control ensures the scalability and sturdiness by using all of the
resources of the participating nodes and thus eliminating the many to one traffic flows, which
will decrease delay and avoid a single point of failure. The blockchain also gives anonymity. The

blockchain uses a secure network which is suitable for many loT devices.

Ethereum is a blockchain-based distributed computing platform. Ethereum combines the
computing system with blockchain. The Ethereum can be described as a transaction-based state
machine. A state machine is defined as something capable of getting inputs and changing to a
new state based on the inputs. When the execution of the transaction occurs, the machine
changes to a new state. A smart contract is a program that is written in Ethereum. The smart
contract contains the protocols that allow the contract to be executed based on the predefined
conditions. Since the blockchain network is formed around the principle of consensus, fraudulent

activity cannot occur without forming a new fork.
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In order to secure the data, two types of encryption techniques are used. The symmetric
key algorithm, also known as the private key encryption, uses the same key for both encryption
and decryption. The asymmetric algorithm, also known as public-key encryption, uses different
keys for encryption and decryption. SPECK is a lightweight algorithm developed by National
Security Agency (NSA) [31]. SPECK uses ARX algorithms, which uses the simple operations
such as Addition, Rotation, and XOR. In SPECK, each block size is divided into two parts, the
left, and the right. The SPECK Round function uses three (3) basic functions on the n-bit word in
each round. The operations are bitwise XOR, addition modulo 2™ and the left/right circular shift
by r; and r; bits. The left n-bit word is denoted by X,_, ; and the right n-bit word is denoted by
Xy_1r to the rrth round and n-bit round key. The rrth round is denoted by k,, X, and X, . The
computation of the output words from the round r is

Xr,L = ((Xr—l,L > rl)ZnX‘r—l,R) @ k‘r

XA{r,R} = ((Xr—l,R < 7"2) @D X,

The key sizes of the SPECK family vary, and the total number of rounds depends on the

key size. The ry,r, are specifiedasr, = 7,1, = 2o0rr, =8,r, = 3.

Algorithm 4 is used to encrypt the data using the symmetric key k. and it produce a
ciphertext C;. A double encryption technique is used to encrypt the k after encryption. The

public key k., is used to encrypt the symmetric key k, and the encrypted key is send with the

ciphertext C;.
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Algorithm 4 Encryption Algorithm

function E(n)crypt(df)
if user confirmation of data on blockchain then
(Generate symetric key &,
Cy +— Encrypt,(df. k)
s, + Encrypta. k.. kpue)
end if
end function

To authenticate the data, a digital signature is added. A lightweight digital signature is
needed because of the limit in resources in 10T devices. Digital Signatures are the primitives of
message authentication. Each user has a separate private/public key pair. The keys are denoted as
sk

sk,p and rk,,., Tk, for sender/receiver private/public key.

pr’ pr’

The sender’s private key is used to sign the data and is also called the signature key. The
public key of the sender is used for the verification key. The signer sends the plaintext to the

Hash function and generates the hash value h,. The hash value (h,) of the plaintext and the
signature key (sk,,) is sent to the signature algorithm and sent along with the encrypted data.

During the verification algorithm, the public key of the signer, the original hash value is

extracted and matched the data is verified.

Since there are limitations of the resources of existing 10T devices, a lightweight digital
signature like the ring digital signature is used. The ring digital signature allows the signer to
sign the data anonymously. The signature is mixed with other groups, and everyone except the
signer is unaware of who signed the message. In a ring digital signature, a user who wants to mix

the transaction sends a request to the blockchain network. The request will contain sk,;,. Once

the network receives the request, it will send back a fixed number of public keys

skyp., Sk ., Sky,p Which comes from other users. The ring signature allows for signers'

pby» > Fpby

anonymity and signature correctness [28-29].
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Diffie-Hellman key exchange protocol for exchanging the public/private key. Diffie-
Hellman Key Exchange (DHKE) is a cryptographic method to securely exchange cryptographic
keys over a public network in a way that overheard communication does not reveal the keys. The
exchanged keys are used later for encrypted communication [30]. Figure 13 explains the Diffie-

Hellman Key Exchange protocol.

Agrea on 2 numbers
P Prima Number 11
K Key Gan of P 7

Alice
Bob
) Randomly Generales a Private Key
il ™
i b
Private Key =3
i Calculate Public Kay Private Key = 5
{GAPTV) MOD P
- -
T f:,;j v,
(7%3) Mod 11
343 Mod 1 (7*5) Mod 11
Public = 2 16807 Mod 11
§ J| = Public = 10
(10%3) Mod 11 '
1000 Mod 11 (2"5) Mod 11
Shared Secret =10 Calculate Sharad Secrat 32 Mod 11
{Sharad Public*Prv} MOD P Shared Secret=10

Figure 11 Diffie-Hellman Explanation
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Algorithm 5 Ring Signature and sharing

function 5(ijgnature(df)
if nser anonvmity on the blockchain then
(enerate asymetric keypair skp,. sk,
fiy + calculate hash of df
Create the digital signature using b, and private key sk,
Share the public key to the receiver using DH key exchange
mix the signature with another network group form a ring
end if
end function

Algorithm 5 is used to preserve the user's anonymity. The user will ask the network for
other accounts that also want to use the ring signature. The sender’s transaction is then mixed with
the other transactions and sent over the network. Since the message is mixed with others, no one

can identify the sender. This can be seen in figure 14.

Sender (s) MNetwork Receiver (r)
[y
v
Plaintext p . Plaintext p

J 5 S

C, = Encrypt(p) Add digital : P= Decrypt(Cy) verify digital
3 . - 5 "
Key (k) Signature d : Key (k) Signature d
\l Y k =DecryptiCy | /.
Ca=Encopily)] | RING < : Key (1) | RING.
Key (Is) v : 4 ' 4 '
d1.d2l ..... dn .
. : Ciphertext (C,) d1.d2.....dn
Ciphertext (Cy) i ; . Cipherkey (Cy)
Cipherkey (Cg) il s A A T
i : Ring Signature

Y

Figure 12 Block diagram of Ring Signature model

The data (df) which was encrypted using the encryption algorithm (4) can be decrypted

using the decryption algorithm (6). In the decryption algorithm, the symmetric key k,,,,, which




was encrypted using the public key rk,,;, of the receiver. The private key rk,, can only decrypt
the symmetric key. The C;, is decrypted using the private key rk,,. get the original symmetric

key. The key is applied to the ciphertext C;, revealing the original text.

Algorithm 6 Decryption Algorithm

Input: Encrypted file O, Encrypted symetric key Oy,
Output: Decrypted df
function Diejcryption (. Oy orkp,, )
ks Decrypto (Chp, mhpe)
df +— Decrypt(Ce k)
end function

The verification process (algorithm 7) the verifier generates the hash value h,, of the
received data using the same hash function. The verifier also sends the digital signature and

verification key to the verification algorithm and the h,, is extracted. If both hash values match,

then the files have not been modified between the exchange.

Algorithm T Verification Algorithm

Input: Encrypted file . signer public key sk,
function V{e|rification (. skp)
1, + calculate the hash of the encrypted file
using skyy extract the by of the senders file
if h,, = hy; then
return
else
return " Incorrect”
end if
end function

In order for any security system to be successful, it needs to address the basic principles
of Information Security, the CIA model. Confidentiality, Integrity, and Availability.
Confidentiality makes sure that only authorized users can access any systems or files. Integrity is
responsible for messages sent to the destination without any change in the data. Availability

means the data is always available to authorized users when the users request it.
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Table 1 Security Requirements

Requirements Solution
Confidentiality | Public Key

Integrity Hashing of blocks

Availability Limitations of transactions
Authorization Use of Public Key and Ring Signature
Anonymity Ring Signature

Table 1 shows how this security model deals with the CIA security model. The public
key encryption guarantees Confidentiality. The integrity is guaranteed by hashing of the blocks.
The hash will create a unique value that needs to be matched in the verification process. During
verification, if the hashes do not match, the user will know that the integrity of the blocks has
been compromised. Since there are limitations to the transactions within a blockchain,
availability is guaranteed. While not part of the CIA model, anonymity and authentication are
extremely important. The ring signature guarantees both anonymity and authentication.

Authentication is also given by the use of public-key encryption.
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CHAPTER V

Blockchain-based Privacy Preserving for 10T Devices

Internet Of Things (10T) devices are very prevalent these days. They come with different
functions. Let's take a Samsung Galaxy watch as an example. The watch will let a person call,
text, check the weather, read the news, and listen to music. These watches also record a ‘person’s
steps heart rate, track a ‘person’s sleep pattern, and many more activities. While I0T devices are
great for tracking and getting information, they also process a great security risk. A malicious
actor can get this information, or the privacy of these devices can be breached. Privacy in 10T is
very challenging because of the lack of standardization, low power, and distributed nature. To

meet the challenge, one can create a customized blockchain-based model.

In order to increase network stability and optimize resource consumption, a
hierarchy model can be used. This hierarchy model consists of three (3) hierarchies. The
hierarchies are cluster head, miners, and attribute authorities. The cluster heads are used to
process data and for encryption. The 10T records the data and transmits to the cluster head for
processing and transmission. The miners verify transactions and contribute to the blockchain.

The attribute authorities are used to provide Attribute-based Encryption.

The four parties involved in ABE are the cluster head, miners, attribute authorities, and

the distributed ledger. The cluster head processes the data from different sensors and encrypts it
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before the transaction. This encryption lets the miners see the transactions and verify if they have

the right attributes. The data owners can control the privacy through fine-grained access control.
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The attribute authority will verify and issue credentials to different miners and other users
based on the attributes. A decentralized version of the Attribute-based Encryption will allow the
authority attribute to issue credentials for miners and users. The decentralized ABE uses the five
protocols: setup, attribute authority (AA) setup, Key Issuing, Encryption, and Decryption

The setup (algorithm 8) takes a security parameter as input and outputs system

parameters that can be used by the AA who join the system. The AA setup (algorithm 9) will
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take the security parameters to generate a pair of public and private keys for the attributes that it

will maintain.

Algorithm 8 Setup

Input: A

function (GENERATE (5]
bilinear groups (z;, and 2 with prime order of p.
Gy, Ga +— GS5(14)
end function
Let e I3y = z; — (72 be a linear map and g, h and &, be the generators of {z;
such that ¥z, y € 5y and ¥a.b £ Ep.rf_r“.y"] = r:[.z‘._:;}"".
There are N number of authorities{ 4, ..., Aw}: Ay monitors ny attributes

Algorithm 9 AA Setup
input Security parameters A4,
Ap  SKy = {op Bk, and [tp ..., thm, |} — Ep. Wk
Public parameters of Ay : PKy = {Yi = e(g.9)". Zy = g™ and [T = g™, ... Tk, = g™~} Yk
Aj. specifies my as the minimum number of attributes required to satisfies the access structure (my < ng)

The key issuing protocol (algorithm 10) allows the miner or users and the authority
attributes in order to determine the set of attributes belonging to the user. The attribute authority

generates the decryption credentials for the user and transmits them to the user.

Algorithm 10 Key Issning

input Hash Function H :0,1" — &,
function GENERATE(u)
Attribute Set of miner is A, : A, N A = .41‘;%".#
A generates ri,, ©x L, and polynomial g, for each node
For root node r, g.(0) = rg,
For any other node x, g:(0)) = qparens (o) (index(z))
end function
function GENERATE(Decryption Keys)
- Fag
-'-'5 11 i R —_— —
— = o . AL +u 1 _— s [ ey T k
D=Dg,=g " chmeut ™ Dy =hmeet™ D] =h; "Wag ; £ A
end function
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The encryption protocol (algorithm 11) is used by the cluster heads; the cluster heads take
the set of attributes from the AA and the data from the sensors as input. The output will be the

ciphertext of the data, which is added to the transaction.

Algorithm 11 Encryption

E attribute set for the transaction m is A, : A,, N AL = _-lff:,. wK

The cluster heads of m randomly chooses s xp EZ,, and outputs the ciphertext as ' = ) =
i e T __ & v Bg . 1 — £ . . . H

m - ]_[L.EI(_ elg, gt Oy g* . Oy ]_[L.H(__q E and {(.,_.__J Tﬁ._J.}.__,,_.:__,I ap AL where [~ is the index

set of attributes.

The Decryption protocol (algorithm 12) is used by miners/blockchain users. The miners
will take decryption credentials from the AA and the ciphertext from the transaction. In order for
the decryption to be successful, the miner attributes satisfy the access structure of the ciphertext.

The ABE uses bilinear sharing, secret sharing, and the Lagrangian interpolation.

Algorithm 12 Decryption

input miner u computes XY, Q%
function COMPUTATION(XY .0 )

X= n.ﬁ'&.l’.;- £ [(.13. D_g-. i)

Y = e(Cy, D}) _

g = ]_[r”m cAE € (Crj. DE :-:;___J. Al
end function

s b E T HE T ) X

Miner n decrypts m as m TTho O

Bilinear Pairing: let Gy, G, be two multiplicative groups of prime order g and let g, and
g be generators of G; and G5, respectively. A bilinear map e: Gy X Gy = Gy. The map has the

following three properties:
1. Bilinearity: V,.€ G1,V, € Gy, and a,b € Z, there is é(x?, y") = é(x, y)*.
2. Non-degeneracy: For V,€ Gy, V, € Gy, there is é(x,y) # 1.

3. Computability: é is an efficient computation.
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Lagrange Interpolation: The secret sharing uses the Lagrange interpolation technique to

obtain secret from shared-secrets. Suppose that p(x) € Z,[x] is a (k — 1) degree polynomial and

secret s = p(0). Let us denote S = x4, x,,, x;, and the Lagrange coefficient for x; in S as

B S(x) = 1_[ X; — X;
L

. s ]
XjESXj#EX;

For a given k different number of values p(x;)p(x,) -, p(xy),the polynomial p(x) can be

reconstructed as follows,

p@ =) peo || L= posasw.

Xi€ES XjESXjFX; XiES

hence the secret s can be obtained as:

s =p(0) = z p(x;) 1_[ :C)l__fcjj

X;ES XjESXj#X;

Assume that there are $N$ number of attribute authorities (4,, 4,,-, A;) and denote the
set of attributes for A, as Ay = {ay 1, Axni}Vk. dy is the value which a miner must have at least

d; number of attributes of this authority to obtain the private key associated with this attribute

authority.

Initially, for a given security parameter A, the setup algorithm S generates the bilinear
groups G; and G, with the prime order p, {Gy, Gy} < GS(17‘). The authority setup algorithm AS
is executed by each attribute authority to randomly generate public Keys and private keys (PKs

and SK). The key pars for A, are given as {(Yy, Zi, [Ti.1% Tienic))s (@ Bros [t Eromic]) -
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The attribute set belonging to user u as 4, and the common attribute set between user u

and authority k as ZIEZIE = A, n 4. The key generation X G algorithm is used to issue the

decryption keys to the user u with a set of attributes 4,,.

The set of attributes used to encrypt messages m as A,, and the common attribute set

between message m and the authority k as ;12‘;217,1 = {EH%AE Let's denote the index set
of authorities involved in the ciphertext of message m as I.. The encryption algorithm & encrypts

the message m € G, using an attribute set A,,,. To encrypt the message, the message owner
randomly generates s and computes the ciphertext as C = [Cl, C2,C3,Ch Vo ;€ Z’;l] The

Decryption Algorithm D can be used to obtain the message $m$ from the cipher text if the user

has the decryption keys.

Using blockchain technology in 10T has three security advantages: (1) The number of
miners in the network verifies the sensor data generated by the 10T before the data is accepted.
Since the data is verified, the adversary cannot manipulate the data. (2) The data cannot be
tampered with once the data is accepted and added to the blocks. (3) The trust of each node is
built by reputation since the lack of central authority. Since each node has its own reputation if

the data on that node is damaged, the ' 'node’s reputation is damaged.

The cluster head generates transaction data. The cluster head can be a smartphone or
router, or a combination of both. The Process owner can determine what kind of sensors the
frequency of collection. During the registration, the cluster data receives a unique ID. The cluster
data create a pair of public and private keys. The public key is sent to the data process ' 'owner's

server, where it is stored against the unique identifier. The miners can retrieve the unique
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identifier, public key, and the types of sensors. The unique identifier cannot be used to obtain

private information.

Once the setup is completed, the cluster head collects the sensor data and distributes the
transaction to peers for validation. Once the transaction data is verified, the application type is
appended, and based on that data, the cluster head will decide the attribute for encryption. Once
the access structure is decided based on the attribute, the cluster head will apply the Attribute-
Based Encryption to encrypt the data and append the ciphertext in the transaction. The hash
value of the transaction data is signed by the private key of the cluster head to generate a digital
signature, and this is added to the transaction data. The transaction data is announced to the

blockchain network by the cluster head.

The verification is done by the miners who are directly connected with the cluster head.
The first miner will send the transaction data to others until all the miners in the network receive
it. The miner will check if they have the right attributes to verify the transaction. If they have the
right attributes, they will retrieve the public key and other details to the 1D. The miner will use
the attribute to decrypt the data, and they will cross-check the types of sensor data, and if it's in
the range, then it will be accepted. When the transaction is verified by most of the miners, then

'it's passed and added to the block.

The new blocks are mined in the 10T system, similar to how the new blocks are mined in
blockchain currency systems. In the blockchain currency systems, new blocks are mined
periodically. The new blocks are mined with the verified transaction data. The miners will find

the new hash value for the pending transaction data, which is subject to restrictions. The
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restrictions are increased in relation to the increment of computation power by the miners in the

network. The miners will get tokens to get access the data in the future as rewards.

The security of this solution depends on the number of miners. If the cluster head chooses
too many attributes, then the number of qualified miners is few, and that can impact the
security. To avoid this issue, the blockchain will need to specify the minimum number of miners
needed for verification. If there are only a small number of miners who are qualified, then the

attribute authority will need to wait until the minimum number of miners are met.

To compare the performance of ABE, AES encryption can be used. If AES is used for
encryption, then the number of keys used in the system is proportional to the number of cluster
heads times the number of unique keys used by the cluster heads. This leads to the key
management complexity. For example, if the system consists of 10000 sensors, then the cluster
heads need to manage 10000 AES keys. In ABE, the 10T system with 10000 sensors with 25
attributes, with only 25 attributes. While the key management is minimal with ABE, the
computation time will increase when compared to AES. In ABE, only the decryption protocol

and encryption protocol are needed for computation.
The encryption time of the attribute based technique is given by
(2+n)k+1)c, + ((2k + Dcyp )2
and the decryption time is given by
((n+ Dk +1)c, + nkc, + (3+ (2 +n))k +cm

The Java Pairing-based Cryptographic library is a library used to perform pairing-based

cryptographic systems. Two testbeds are used to test the ABE results. The benchmarks record the
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value of pairing (c,), exponential function (c.), and multiplication (c,,). The benchmarks for

both testbeds are given below.

Table 2 Testbed 1

Operation Times (ms)
Exponential (c,) 2.623
Pairing (c,) 15.72
Multiplication (c,,) | 1.593

Table 3 Testbed 2

Operation Times (ms)
Exponential (c,) 15.323
Pairing (c,) 250.042
Multiplication (c,,) | 125.241
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Figure 14 Encryption/Decryption times for 1 Attribute Authorities
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Figure 15 Encryption/Decryption times for 5 Attribute Authorities

From the figures 16 and 17, the encryption and decryption time have grown linearly with
the increase of the number of attributes, and when more attribute authorities are present, the

times go up by a factor of 50.
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CHAPTER VI

Conclusion

Cyber attacks are increasing in people’s lives every day. While the attacks against
traditional computing devices can be blocked to a certain degree, attacks against 10T devices are
hard to prevent. The attacks are more challenging to prevent due to various reasons such as
hardware of IT, connection protocols, the architecture of the devices, and others. Three (3)

different ways to secure the private data on the 10T devices are explored in this research.

The first technique to hide private data on smart meters is to obfuscate the exciting data
points to the reminder of data adding noise to the data. The addition of noise in the data and
translating the data using the Laplace mechanism hides the data so that the original data cannot
be identified. This is important because if the bad actor were looking at peak times to find out
when the house or building is occupied, this would prevent it because it  will "flatten™ the
peaks. Since the "peaks™ are not available, the bad actors will not use occupancy detection to

access the personal data.

The second and third technique uses blockchain techniques to safeguard the data. The
two methods are different, one uses a hierarchical design, and the other uses symmetric
encryption and ring digital signature on blockchain to protect the data. One method is used for
managing devices and using the device information to safeguard the data, while the ABE

blockchain model uses the data on the blockchain to protect privacy. In both blockchain
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techniques, verification is essential. In the attribute system, the verification process is the miner
who has the correct attribute to verify the transaction is given the public key and other details to
verify. The miner will decrypt the data and check the types of sensor data, and if the data is
within range, it will be accepted. Once a majority of users/miners verify the verification, then it's
added to the block. In management and authentication, verification is done with hash values. The
verification algorithm receives the encrypted file and the ' 'sender’s public key. The hash value of
the encrypted file is extracted, and using the ' 'sender’s public key, the hash value of the ' 'sender's
file is extracted. Once the extraction is completed, both files are compared; if the hash values

match, then the encrypted file is passed and sent to the decryption algorithm to decrypt the file.

Both algorithms with the blockchain mentioned above have significant computation time
associated with them. Both algorithms have significant encryption, decryption, and verification
time associated with them. In the ABE, the increase in the number of attributes per attribute
authorities will provide better security, the time of encryption and decryption will also increase.

The generation and verification using the ring signature does not take any additional time.

Both blockchain solutions are designed with 10T in mind, with the limitations of
resources in 10T devices. Since the limitations of resources are an issue, using blockchain

principles is the best solution for 10T Devices.

The two questions asked in the beginning were (1) how to safeguard privacy while using

l0T devices (2). Is blockchain capable of securing privacy for 10T devices?

Blockchain can secure privacy in 10T devices, and this work showed three (3) different
ways to secure privacy while using 10T devices. How do these algorithms perform against

attacks and threats?
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Both blockchain-based device management and attribute authority algorithms resist the
Syhbil attacks. Since many miners verify the data before the transaction is accepted, the
transaction must be added to a new block for Sybil to have any large impact. Since random users
cannot join the network without the correct authority, a DoS attack will fail. These algorithms
are strong against the storage attack because the has is used to verify the transaction and the user.
These algorithms are very strong against most attacks on traditional 10T system attacks and

attacks against the blockchain.

The two questions asked in the beginning were (1). how to safeguard privacy while using
loT devices. (2). Is blockchain capable of securing privacy for 10T devices? Blockchain can
secure privacy in 10T devices, and this work showed three (3) different ways to secure privacy
while using 10T devices. There is much more work that can be done with blockchain and 10T
devices to protect privacy. One particular question is, can both blockchain technigques be
combined to have a stronger, faster protocol? In the techniques mentioned above, the underlying
algorithm for blockchain is Proof of Work (PoW). Would Proof of Stake or Proof of History

work better to prevent privacy leakage?
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Equations

The Laplace Distribution

1 x|
Lap(x|b) = o5 &P <— ?)

The Lagrange Interpolation
n
PG = ) POV,
i=1

Differential Privacy Mechanism

Pr(M(x) €S <exp(e) Pr(M(y) €S) + 6

Bilinearity Pairing

f:GXG- Gy

Exponential additive

16 [log(IxDiog glog (221901X1)
a<

< Tre

SPECK Output Computation

Xrp = ((Xrorn » 1) 2,1 0) D Ky

XA{r,R} = ((Xr—l,R < 7”2) @D X,
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