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Resumo

As comunicagdes sem fios em meios aquéticos e subaqudticos revelaram desde sempre uma grande
dificuldade de implementacdo devido as grandes limitacdes e caracteristicas adversas dos ambi-
entes maritimos. Nos ultimos anos, o interesse pelo desenvolvimento de solucdes tecnoldgicas
que permitem realizar comunicagdes sem fios eficientes e com custo reduzido nestes meios tem
aumentado substancialmente, motivado por varias aplicagdes praticas, tais como estagdes de mon-
itorizacdo ambiental, atividade da inddstria petrolifera ou recolha de dados oceanogrificos, in-
cluindo filmagens subaquaticas, utilizando veiculos subaquéticos auténomos (AUVs). Em meio
subaquadtico, existem atualmente trés tecnologias que sdo utilizadas para comunicag¢des sem fios:
comunicagdes Oticas, ondas acusticas e radio frequéncia. Apesar de cada uma delas possuir vanta-
gens distintas, as suas limita¢des, em termos de alcance ou débito, fazem com que ndo seja possivel
construir um sistema fidvel e de banda larga, principalmente a distincias de centenas ou milhares
de metros. Nio existe, por isso, uma solucdo para transferéncia de video em alta definicdo em
tempo real para ambientes subaquaticos nas distancias praticadas pelos AUVs.

Este trabalho pretende colmatar estas dificuldades de comunicag¢do sem fios abordando, de
maneira mais especifica, o problema de transmissao de video de alta definicdo para distancias el-
evadas, na ordem dos quilémetros, e com débitos na ordem dos Mbit/s, utilizando o conceito de
mulas subaquéticas auténomas, baseando-nos na solu¢do GROW. Estas mulas transportam dados
entre duas unidades, uma que recolhe dados de video em profundidade, como um AUV (Survey
Unit), e outra que recebe os dados para serem exibidos a superficie (Central Station Unit), tirando
partido das caracteristicas de cada uma das tecnologias de comunicagdes subaquéticas. A rede
utilizada para executar as comunicagdes e transferéncia de dados é baseada no conceito de redes
tolerantes ao atraso (DTNs), um tipo de redes que é capaz de lidar com elevados atrasos e conec-
tividade intermitente. A contribui¢do desta dissertacdo consiste num mecanismo que permite a
transferéncia de video de forma continua, fidvel e adaptativa em ambientes subaquaticos.

Para alcancar este objetivo, foi desenvolvido uma mecanismo de ligacdo fiavel, capaz de re-
transmitir os pacotes que sdo perdidos devido a falhas ou atrasos durante a viagem das mulas
permitindo, assim, complementar a ligacdo de streaming com caracteristicas best-effort e abrindo
a possibilidade ao utilizador de rever, mais tarde, o video de forma completa. Foi também desen-
hada uma versdo melhorada do protocolo de comunicacio fora de banda da solucio GROW que
permite o controlo, escalonamento e sincronismo entre as varias mulas. O sistema desenvolvido
foi testado em ambiente subaqudtico laboratorial nas instalacdes da FEUP/INESC-TEC, de forma
a validar a solucao proposta. Os testes realizados consistiram em medir virios parametros relativos
aos dois tipos ligacdo propostos (best-effort e fidvel). Para isso, foram submergidos 3 nés (Survey
Unit e duas mulas) num tanque com dgua doce, tendo para a Central Station Unit sido usado um
PC colocado a superficie. Os resultados obtidos demonstraram que é possivel obter uma transmis-
sdo de video de forma continua apds poucas viagens das mulas assim como obter, com um atraso
aceitdvel, os pacotes que falham para reproducio posterior, oferencendo uma solu¢do com melhor
Qualidade de Experiéncia para o utilizador quando comparada as utilizadas atualmente.
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Abstract

Wireless communications in underwater scenarios have always revealed hard to implement due to
the harsh characteristics of the maritime environment. Over the past years, the interest in develop-
ing technological solutions to perform efficient and cost-effective broadband wireless underwater
communications has substantially increased motivated by practical applications such as environ-
mental monitoring, oil and gas industry or ocean data collection, especially video recorded by
Autonomous Underwater Vehicles (AUVs). There are three technologies that are currently being
used in underwater wireless communications: optical communications, acoustic waves and radio-
frequency. Despite the advantages of each technology, their limitations regarding data rate or range
of operation make high-definition underwater video transfer unfeasible for distances greater than a
few meters. Therefore, there is no solution for real-time high-definition wireless video transfer for
underwater scenarios in the order of hundreds to thousands of meters, where AUVs are typically
used.

In this dissertation, we aim to develop a system capable of performing adaptive high definition
video streaming in a long range (in the order of the kilometers) and with data rates in the order
of Mbit/s, taking advantage of the GROW concept of underwater autonomous data mules. These
mules are able to transport data between two units, one that records the video data in deep water,
such as an AUV (Survey Unit), and other that is at surface receiving and displaying the video
(Central Station Unit), taking advantage of the characteristics of each underwater communications
technology. The network used to perform the communication and data transfer between the mules
and the other units is based on the concept of Delay-Tolerant Network (DTN), a type of network
that can handle high delays and intermittent connectivity between network nodes. The contribution
of this dissertation consist in a mechanism that allows continuous, reliable and adaptive video
streaming in underwater scenarios.

To achieve this goal, we developed a new mechanism for reliable connection, capable of per-
forming the retransmission of lost video chunks due to mule failure, thus complementing the close
to real-time video streaming link. Also, it was developed and implemented an enhanced ver-
sion of the out-of-band protocol presented in GROW solution that allows the control, scheduling
and syncronization of different mules. The system was tested in an underwater environment in
FEUP/INESC-TEC laboratory, in order to validate our proposed solution. The experimental tests
consisted in measuring several parameters concerning both connections (best-effort and reliable).
To do this, we have submerged three nodes (Survey Unit and two data mules) in a freshwater tank
and used a PC to emulate the Central Station Unit, placing it at surface near the tank. The results
obtained demonstrate that it is possible to obtain continuous video streaming after a few data mule
travels and that the lost bundles are transmitted with an acceptable delay through the new reliable
virtual connection, offering a new solution with better Quality of Experience for the user when
compared with currently used systems.
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Chapter 1

Introduction

1.1 Context

The interest in providing reliable solutions to perform underwater communications has increased
substantially over the past years, motivated by applications such as environmental monitoring, oil
and gas industries or marine information gathered by Autonomous Underwater Vehicles (AUVs),
where video capture is frequent. The harshness of the ocean makes it very hard to implement a
viable broadband communications system, namely to perform video transfer collected from the
AUVs. Although there are three technologies for underwater communications, they can not pro-
vide high quality video transfer with real-time characteristics in a range of hundreds to thousands
of meters. Optical Communications allow very high bitrates but they require line-of-sight and are
affected by water turbidity. In the case of the Radio-Frequency, the bitrates obtained are generally
high enough for video transfer, but a strong attenuation limits the effective range. Finally, acoustic
communications provide a higher range of operation but the bandwidth is low due to the frequency
of operation and the propagation of sound underwater, making them unsuitable to be used in video
transfer, even at low resolutions. Among all the possible scenarios for using these type of com-
munications, streaming video is a relevant one that requires high bitrates and involves the transfer
of large amounts of data, making the use of existing approaches unfeasible. The GROW Data
Muling approach [2], where data mules are used to carry data from a survey AUV and a station at
the surface, offers a better solution to underwater scenarios, enabling broadband communications

at hundreds to thousands of meters.

1.2 Motivation

The limits to existing solutions make imperative to find a new reliable strategy to provide underwa-
ter communications, especially for high-definition video streaming services. The GROW solution
offers a new approach to solve this problem. The system is based in a data muling approach for
broadband and wireless underwater communications. The data mules, which in this case are a type

of AUVs, collect data from the underwater source AUV (Survey Unit) and travel to the surface to
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deliver it to the Central Station Unit that made the request. The network is based on a Delay Toler-
ant Network (DTN) [3], a type of network designed for environments characterized by intermittent
connectivity, allowing to cope with high delays in the response of the network nodes. A great deal
of progress has already been achieved in [4], where the authors proved that the use of data mules
to transfer large files is much more efficient than the traditional acoustic based solutions. In Figure

1.1 we can see an illustration for the GROW proposed solution.

Despite the advances to the state of the art, the previous work is not focused on streaming data,
where a constant flow of data should be received to avoid buffer underruns and a bad Quality of
Experience. The need for video streaming in this environments covers several practical applica-
tions such as environmental monitoring and object recovery in shipwrecks. If we take as example
the recovery of a flight recorder (commonly known as black box of an airplane), the time we have
to wait to get the first video images collected from the survey AUV should be the shortest possible.
In the same way, the results of environmental monitoring have to be gathered in a short period of
time to maintain an updated environmental characterisation. Considering these aspects, the solu-
tion proposed in this dissertation aims to offer a better performance for video streaming in these

scenarios.

Figure 1.1: GROW solution for broadband underwater wireless communications [5]
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1.3 Goals

Based on previous work developed at INESC TEC, the main goal of this dissertation is to provide
a video streaming service using a data muling approach that enables a constant flow of video and
avoid buffer underruns and low Quality of Experience. For this purpose, since the work developed
so far is only designed to deal with regular files and not to stream video data, we intend to extend
it to schedule the data mules properly for video streaming and to prepare the entire system for this

objective. To achieve this goal, the following main objectives will be presented:
* Design of a retransmission mechanism for reliable data exchange;

* Develop an adaptive bitrate video streaming mechanism to cope with the variable capacity

provided by the data mule network;

* Design and implement an enhanced version of the Underwater Data Muling Protocol (UDMP)
presented in [2] to enable control and execution of a scheduling mechanism of underwater
data mules in a DTN;

* Perform tests in a lab testbed composed of one Survey Unit, one Central Station Unit and
two Data Mule Units.

1.4 Contributions

The main contribution of this MSc dissertation is the design and implementation of a mechanism
that allows high-definition, continuous, reliable and adaptive videostreaming in underwater sce-
narios over a DTN network. The solution intends to offer a step forward in maritime environment

missions providing a faster and more reliable way to stream video data in underwater environment.

1.5 Document Structure

This document is structured in six chapters. Chapter 2 presents the current state of the art concern-
ing underwater wireless communications, Delay-Tolerant Networks and adaptive video streaming
techniques. In Chapter 3, the concept and details of the proposed solution are described and anal-
ysed. Theoretical assumptions are also presented in order to serve as a comparison point with the
experimental results. The testbed design, the implementation specifications and the experimental
planning are depicted in Chapter 4. Chapter 5 contains the experimental results and discussion.

Finally, in Chapter 6, we draw the conclusions and present the future work.
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Chapter 2

State of the Art

In this chapter, we present the state of the art related to the underwater wireless communications
technologies, the usage of Delay-Tolerant Networks for transferring high amounts of data, and
the principles of adaptive video streaming. We also provide an overview of existing solutions for

streaming using DTNSs.

2.1 Principles of Underwater Wireless Communications

For several years, underwater wireless communications have been limited to ranges of just a few
meters or to applications that use low data rates. This is due to the communication challenges
offered by maritime environments.In [6], several limitations in underwater and maritime commu-
nications are presented in order to establish a foundation to motivate a new research interest in this
area. The authors show that, although developing of maritime networks is more needed than ever,
there are only a few solutions that are truly practical but more research in this field is needed.
There are, essentially, three main technologies that are used to implement underwater wireless
communication systems: Radio-Frequency (RF), acoustic waves and optical communications. Ev-
ery approach has advantages and limitations. In [7] a list of the characteristics of this 3 approaches
is presented and we have summarised them in form of a table that ca be seen Table in 2.1.
Acoustic communications is a proven technology for underwater communications having trans-

mission ranges up to 20 km. It is not a cost-effective solution due to the cost of the transceivers

Table 2.1: Main characteristics of each underwater wireless communications technology

(el E e Acceptable Range e r:?ehsdata High data rates

Low bandwidth Easly afected by ~ Low range due to
and efficiency external factors electromagnetic
and Line-of-Sight properties

Main Disadvantage
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and the high power consumption. Also, they provide a limited bandwidth and they can be eas-
ily affected by maritime environment characteristics such as turbidity, ambient noise, salinity and
pressure gradients. In addition, acoustic waves can have an adverse impact on marine life, which
should not be neglected. In the case of the RF solutions, a higher bandwidth can be achieved
and aspects like turbidity, ambient noise, salinity or pressure gradients do not affect the com-
munications performance. Nonetheless, RF communications are susceptible to electromagnetic
interference and have a limited range through water due to strong attenuation. Finally, optical
communications have the great advantage of ultra-high bandwidth: up to gigabits per second. De-
spite this benefit, optical systems systems are still applicable to short range scenarios, do not cross
water/air boundary easily and require line-of-sight.

In the next 3 subsections we analyze in more detail each of these types of underwater wireless

communications, presenting simple characterizations and models for comparison.

2.1.1 Acoustic Communications

As stated previously, acoustic underwater communications have an acceptable range of operation,
but they also suffer from low bitrates and high delays. To evaluate the performance of this type
of communications we should look into a characterization model. Khan ef al. [8], show that the
speed of sound in underwater mainly depends on a few aspects such as the pressure, salinity and
temperature. The variation of sound speed due to temperature and pressure is high in shallow and
deep water respectively. A key parameter to evaluate this type of technology is explained in [8]
and refers the Propagation Delay (T, ) that represents the time taken to reach the destination from
the sender. T, can be calculated through the quotient between the distance d, (in meters) from the
destination from the sender and the speed of sound underwater ¢ (in meters/second) as we can see
in Eq. 2.1.

T, == 2.1

o

The speed of sound c is obtained through a formula depicted in Eq. 2.2 that depends on Tem-
perature T in degrees Celsius, Salinity S in parts per thousand and Depth of the water D in meters.

This formula was proposed by Medwin in [9].

¢ = 1449 + 4.6T + 0.0055T% x 107272 +2.374 x 107473 +1.340(S — 35) +1.630 x 1072D
+1.675x 107'D> —1.025 x 10727 (S —35) — 7.139 x 10~ 3T D? (2.2)

In [10], other two parameters are analyzed concerning the performance of acoustic underwater
communications: Transmission Loss (T} ), which represents the decrease in sound intensity from
sender to receiver and Spreading Loss (Pr) that can be considered a type of transmission loss,
which occurs at the time when sound travels away from the source to destination . The T, can be

obtained using Eq. 2.3.

T, =SS+ox1073 (2.3)
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SS is the spreading factor and can be calculated through Eq. 2.4 and « is the Attenuation

factor that is given by Eq. 2.5, where r is the range in meters and f the frequency in kHz.

01172 44 f?
=107 Y i [dB/km] (2.4
SS = 10log(r); (2.5)

The Spreading Loss Py is given by Eq. 2.6. It can be of two types: spherical spreading (k = 2)
and cylindrical spreading (k = 1). Once again, r is the range in meters.

P, =k xlog(r); (2.6)

There are a few other aspects that can be found for modeling acoustic communications that
are presented in ([10]), such as Signal to Noise Ratio (SNR) or Absorption Loss but are out of the
scope of this work.

A list of some acoustic modems available on the market is depicted in Table 2.2 [11, 12],
showing the characteristics of each modem. It is possible to see that the maximum distance is 10
km at a maximum rate of 5 kbps. On the other hand, the maximum rate obtained is 31.2 kbps at a

range of 1000 m.

Table 2.2: Available acoustic modems and their characteristics

. Rate Operatin Power Depth
Model Distance (m) Freqllfency(l:gHz) (Watts) (£)
LinkQuest UWM1000 350 9.6t019.2 26.77 to 44.62 2 Up to 200
LinkQuest UWM2000 1500 9.6t019.2 26.77 to 44.62 8 Up to 4000
LinkQuest UWM3000 5000 25105 7.5t012.5 12 Up to 7000
LinkQuest UWM4000 4000 4.8t09.6 12.75 to 21.25 7 Up to 7000
LinkQuest UWM10000 10000 25105 7.5t012.5 40 Up to 7000
EvoLogics S2CR 48/78 1000 31.2 48 to 78 60 Up to 2000
EvoLogics S2CR 42/65 1000 31.2 42 to 65 60 Up to 2000
EvoLogics S2CR 18/34 3500 13.9 18 to 34 80 Up to 2000
EvoLogics S2CR 7/17 8000 6.9 7to017 80 Up to 6000

These characteristics let us conclude that acoustic communications are not suitable to transfer
large amounts of data such as videos, pictures or bathymetric information in long-range scenarios.
Despite all these limitations, acoustics allow the establishment of a out-of-band channel for control

purposes.

2.1.2 RF Communications

Since the beginning of wireless connections, Radio-Frequency (RF) communications [13], have
been one of the most used technologies to establish links to exchanged data: Wi-Fi, analog radio

or television broadcasting are some application examples of this technology.
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Although this kind of communications is accepted as the main solution for wireless connec-
tions on terrestrial scenarios, in underwater environments it has been considered not very effective
because electromagnetic radiation has limited range underwater [7].

To evaluate underwater RF performance we can pick a few parameters that affect the prop-
agation of EM waves such as conductivity ¢ and wavelength A. Pure Water is a pure insulator
[14]. However, this is not the case of water found in its natural state because it contains dissolved
salts and other particles that makes its conductivity not null. In [14], the authors state that the
higher water’s conductivity, the greater the attenuation of the radio signals that pass through it.
The attenuation of radio waves in underwater environments, & (in dB/m) - Eq. 2.7, increases with

both frequency of the wave/signal f (in Hz) and conductivity ¢ (in S/m):

a=0.0173,/fc 2.7

We can also consider the wavelength A referred above. To obtain this variable (in meters) we can

use Eq. 2.8
10
A =1000 | — 2.8
wao (2.8)

As we can see, the wavelength, unlike the attenuation, reduces its value with both frequency
and conductivity. These considerations lead to the conclusion that the values of wavelength in
terrestrial and underwater environments will differ much from each other making the design of
antennas for these two scenarios very different. In a project developed also at INESC TEC [15],
the tests and simulations performed in a dipole antenna designed for underwater use concluded
that the input impedance and resonance frequency of the antenna increased when the conductivity
of the water also increases, meaning that lower frequencies can be used in seawater for the same
antenna size.

In summary, RF underwater communications are useful for broadband short-range communi-
cations provided that sub-GHz values are used, to cope with the increase of wave/signal attenua-
tion. This reasoning lead to consider its future use in this work for the short-range link between

the mule unit and the survey/station units as a viable solution.

2.1.3 Optical Wireless Communications

Optical communications take advantage of the properties of light (optics) to transmit information.
Similar to RF solutions, optical communications also allow high throughput in the order of several
Mbit/s and even Gbit/s at short-range links. In [16], it was proved that the use of Light Emit-
ting Diodes (LEDs) can be used for high-speed underwater visible light communications. This
approach has also the benefits of low latency thanks to the high propagation speed of light in the
underwater and a possible lower cost when compared to acoustic based systems [17]. Despite
these advantages, optical communications suffer from several limitations such as the need of line-
of-sight (LOS) and the attenuation that, although it is generally low in optical signals, it increases

considerably with distance. Attenuation, measured by the Attenuation Coefficient, can fluctuate
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with different factors, such as the type of water in the deploymed scenario. In [18], the Propaga-
tion Loss Factor in optical communications was measured for different types of water at different

distances as depicted in Figure 2.1.
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Figure 2.1: Attenuation of the optical signal considering water types and distance [18]

As we can observe, the type of water can be a factor that causes a strong influence in the
performance of optical communications in underwater scenarios due to phenomenons called ab-
sorption and scattering, that depend both on the biological and chemical structures of the water
[17].

Concerning the wavelength used for transmission, we may see in Figure 2.2 the variation of the
absorption coefficient of electromagnetic radiation at different wavelength values. The conclusion
obtained by the inspection of this graphic is that visible light frequencies are the ones that suffer
less attenuation, making them the best choice to use in this type of communications.

In summary, optical wireless communications can provide data rates in the order of Mbit/s
and generally systems based on this approach can be designed with a lower cost than acoustic
communications. Despite these benefits, optical technologies also suffer from big limitations being

the need of LOS the main one, making this solution only suitable for a limited set of applications.

2.2 Delay-Tolerant Networks

Nowadays, almost every electronic device has some kind of Internet connection as one of its main
features. The notion that these connections have to be available even in the most remote scenarios
lead to the concept of Delay-Tolerant Network (DTN), defined by the Internet Engineering Task-
force (IETF) in [3]. As we will see later in this section, a DTN is a network of smaller networks
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Figure 2.2: Absorption coefficient of optical waves in the aquatic medium [17]

that support connections between network nodes with long delays and/or disruption, making it an

important principle for the solution presented in this dissertation.

2.2.1 Principles

Originally, DTNs were developed for interplanetary use where even the speed of light seems slow
[19]. However, currently DTNs are used for a large set of applications here on Earth where disrup-
tion and delay-tolerance are most needed. This is the case of underwater wireless communications
due to the limitations we have shown in Sec. 2.1. The Internet expects short round-trips, con-
tinuous and bidirectional end-to-end path, low and symmetric bit rates. This is not the case in
underwater wireless networks, so the protocols usually used for communications as, for example,

TCP/IP are not designed for these scenarios.

2.2.2 Routing in DTNs

DTNs offer an solution to deal with problems like intermittent connectivity and temporarily broken
links as well as momentaneous high error rates. For this purpose, DTNs use a method known as
store-and forward message switching [20]. This method started to be used decades before Internet
at postal systems and consists in moving entire data packets (or fragments) from one storage place
in one node to other storage place in another node. Based in this method, a DTN router needs to
have persistent storage to hold messages for a considerable amount of time for several reasons,
such as [19]:

* A link to the next hop may not be available for a long time;
* One node may send or receive data much faster or more reliably than other node;

* A message may need to be retransmitted if an error occurs or if a receiving node declines

acceptance of a forwarded message.
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2.2.3 Intermittent Connectivity

Today, communications devices such as smartphones are constantly in motion and operate on lim-
ited power. This can cause connection losses due to the obstructions [19]. When this occurs over
the Internet, the data is lost and later, when the connection is re-established, TCP/IP mechanisms
perform the retransmission of the lost packets. However, this does not happen when we are us-
ing DTNs. These networks support communications between intermittently connected nodes by
isolating delay and disruptions with the store-and-forward technique as referred above. We can

consider two types of intermittent connectivity:

* Opportunistic Contacts: in this case, two nodes make a contact that was not scheduled i.e.

two nodes that happen "by chance" to be in line-of-sight exchange information.

* Scheduled Contacts: these contacts take place when we know that two nodes can be un-
reachable for a long time but with predictable future positions in space, allowing to schedule
information exchange taking into account the delay expected. This type of contacts require

time-synchronization throughout the DTN.

2.2.4 Bundle Protocol

Now that we have presented the main characteristics of a DTN, we must take a look on some details
of its protocol architecture. To implement the store-and-forward message switching technique,
DTNs use a new protocol - the bundle protocol (BP) [21]. This new protocol stays between the
application layer and the other lower layers in the protocol stack as depicted in Figure 2.3. The

interface defined between the BP and the internetwork protocol suite is called convergence layer

adapter.
Application
"] common across
Bundle _|aDTN
Transport
Lower-layer
Network protocols,
optionally
Link specific to each
DTN node
Physical

Figure 2.3: DTN Protocol Stack [19]

The BP data unit is called a bundle that includes: 1) a header consisting of one or more DTN
blocks inserted by the BP agent, 2) a source-application’s user data, including control information
sent from source node to destination node defining how to process, store, dispose of and otherwise
handle the user data, and 3) an optional bundle trailer, composed of zero or more DTN blocks,
inserted by the bundle protocol agent [19]. The size of a bundle is arbitrary. Since in intermittently

connected links long delays are expected, DTN nodes communicate with each other using minimal
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or even without roundtrip. Any acknowledgement from the receiver is optional, depending on the
service selected.

Concerning DTN nodes, they are an entity with a BP agent overlaid on lower-layer commu-
nication protocols and their identification is done using Endpoint Identifiers (EIDs), that can be
treated as Uniform Resource Identifiers (URIs) [22]. They can act as source, destination or for-

warding node. In the case of being a forwarding node, DTN nodes can be of 2 types:

* Routing-equivalent Forwarding: the node forwards bundles between two or more nodes

that implement the same lower protocols;

* Gateway-equivalent Forwarding: the node forwards bundles between two or more nodes

that implement different lower protocols.

DTNs support node-to-node retransmission of lost data at both the transport and the bundle
protocols. This process is done using a technique know as Custody Transfer. Using this technique,
when a node forwards a bundle to another it also sends a custody transfer request. If the next node
accepts the request, the custody is now of this second node and the data should be stored in
persistent memory until the custody is transferred to another node.

The Bundle Protocol and DTNs were the basis for several works concerning these networks
that face challenges because of several natural and non-natural limitations (called challenged net-
works). One example is the system developed in [23] that consisted in bringing the Internet con-
nection from a city to an isolated village, relying on the data transmission from the vehicle travel-
ing between the two places. Another application that was tested in simulation was a "car-to-car"

communication system in [24].

2.2.5 Bundle Protocol Implementations

Since the BP was defined in [21], several implementations were proposed, mainly open-source
and developed for Linux/UNIX based systems. The three main open-source implementations that

were studied and tested in [25] are:

* DTN2 [26]: developed by the Delay Tolerant Networking Research Group (DTNRG), is
the reference implementation of the Bundle Protocol. It provides a flexible framework for
DTN experiments and extensions for routing, storage and convergence layers can be easily
installed through XML interfaces;

* ION (Interplanetary Overlay Network) [27]: a BP implementation designed to run in robotic
spacecrafts on a Real-time operating systems by Jet Propulsion Laboratory (JPL). The sys-

tem is based on shared memory concept and it is much like a database;

e IBR-DTN [28]: a lightweight, modular and highly portable Bundle Protocol implementa-
tion designed for embedded systems running OpenWRT [29].
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In [25] the authors concluded that, in a general overview, IBR-DTN outcomes the other two
implementations, specially in terms of throughput. For this reason and because IBR-DTN already
have a streaming application that can be explored, it was the implementation chosen for this work.

In Figure 2.4 we can observe the IBR-DTN architecture overview.
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Figure 2.4: IBR-DTN architecture overview [28]

2.2.6 DTNs in underwater scenarios

In previous subsections, we have seen that the concept of DTN can be used in environments
where we can not maintain a constant and permanent end-to-end path between the communications
nodes. The conditions of an underwater wireless communications system, like the one proposed
in this dissertation, is identical of the ones where DTNs were used previously.

In [30] it was demonstrated that data muling using AUV in underwater scenarios is a very use-
ful approach for long-term environmental monitoring or surveillance. In [31] and [32], the authors
present experimental results related to underwater communications systems using two different
bundle protocol implementations. Both use acoustic modems to perform the communications be-
tween the underwater nodes. The use of the DTN concept in these environments was proven to
improve the communications performance with either of the two tested implementations. It was
also proven, specially in [31] and [33], that the routing algorithms are also important in the perfor-
mance of an underwater DTN. In [34], the author evaluated and studied the use of data mules to
transfer data in an underwater scenario using the concept of DTN. This work showed that this so-
lution to exchange data between underwater nodes has a better performance, i.e. better equivalent
throughput and range when compared with existing solutions.

Following the reasoning of the previous referred work, the mechanism and the implementation
were revisited in [4] where, as mentioned previously in 2.2.1, a new protocol was developed. The
Underwater data Muling Protocol (UDMP) consists in a communications protocol that enables the
control an execution of the scheduling of the data mules. The results have shown that, even using
just one data mule, this solution is better than a traditional acoustic link and that the transfer of
large amounts of data with this approach is preferable because most time is spent in the data mules

travel between sender node and receiver node. As explained before, it is in this context that this
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dissertation appears, in order to go beyond of the successful transport of regular files and perform
high definition video streaming using an identical system based in data muling in an underwater
DTN.

2.3 Adaptive Video Streaming

Video streaming applications and services are truly sensitive to changes in the link quality between
the sender and the receiver. Since nowadays most traffic in the Internet consists of video streaming
and VoD (Video on Demand) services, a new approach was developed in order to contour these
unpredictable changes on the video transfer: adaptive streaming.

Adaptive Streaming techniques aim to improve user’s QoE, analyzing both network properties,
such as bandwidth, and the user’s device characteristics, such as CPU capabilities in order to adapt
the video streaming properties as, for example, bitrate or frame rate.

Although there are several video characteristics that can be changed in adaptive streaming
technologies, hereafter we will focus only on the adaptive bitrate ones, which are the most com-
monly used. Before we show existing solutions for this kind of applications, we start by presenting

the basic concepts of video coding.

2.3.1 H.264/AVC (Advanced Video Coding)

Created by the International Organisation for Standardisation/International Electrotechnical Com-
mission (ISO/IEC) and International Telecommunication Union (ITU-T), H.264 or Advanced
Video Coding (AVC) defines a format for video compression and decompression that is currently
used across the world [35]. Published in 2003, it was based in MPEG-2 and MPEG-4 standards
and the main objective was to provide a more reliable and efficient solution to compress video.

H.264 syntax definition is based on two concepts: profiles and levels [36]. Profiles are intended
to define which techniques or algorithms are going to be used to generate the bitstream, making a
convenient meeting point for device manufactures or video producers. On the other hand, levels
are meant to specify the maximum data rate and video resolution that a device can play back.

Now, considering the compression process itself, we have to consider two types of compres-
sion techniques. The first is prediction, which computes only the frame values that have changed
since the last frame. The other one is transformation that essentially performs a frequency analy-
sis, using Discrete Cosine Transform (DCT) for example, in order to reduce sample repeatability.
AVC enables to use a combination of multiple encoding techniques and algorithms to compress a
video file.

H.264 format divides the video compression in two different layers [37]: Video Coding Layer
(VCL), which is the one responsible for truly preforming the coding process, and the Network
Abstraction Layer (NAL), which works with information related to the video data. VCL units
are encapsulated into NAT units, in order enable the existence of inter-prediction encoding, i.e.

analyze the previous units in order to have a better and efficient compression.
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A coded video sequence in H.264/AVC consists in a group of coded pictures. Every picture is
partitioned into fixed size macroblocks that are basic building blocks for the decoding process is
specified. These macroblocks are organized into slices, which represent regions of a given image
that ca be decoded independently. A picture can have one or more slices and they do not need to
be ordered. A schematic structure for the coding process using H.264 can be seen bellow in Figure
2.5.
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Figure 2.5: Basic coding structure for H.264/AVC for a macroblock [36]

In short, as we can see in [36], although H.264 is similar to previous video coding standards,
its performance is superior and presents several improvements, such as the use of spatial transform
coding for both inter-prediction (between frames/units) and intra-prediction (between samples of

the same frame/unit).

2.3.2 Adaptive Bitrate Streaming Solutions

As stated previously, live streaming is a delay sensitive service and its time critical characteristics
make the implementation of such services way more complex that similar ones like VoD systems
[38]. The difficulties found to guarantee user’s QoE lead to the adaptive streaming approaches, as
we have seen before in the beginning of this section.

One of the concepts that have emerged for adaptive bitrate solutions is the Scalable Video
Coding (SVC). It was defined in the Annex G of the H.264 standard ([35]) and it is a layered
coding technique where the video is distributed across different layers. Each of these layers or
subsets can be recombined to obtain different bitrates. The lower layer is the first to be transmitted
and consists in the lowest bitrate video data in a initial phase called Initial Quality Adaptation
(IQA). After verifying the quality of the transmission using different parameters, more layers

can be added, increasing the bitrate, and consequently improving the quality of the video. This
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latter phase is denominated Progressive Quality Adaptation (PQA). If the transmission resources

decrease, layers are removed, in order to establish a effective video streaming again.

In [39] the most recent implementations and solutions for this kind of systems are presented.
Since it is the most common protocol used in the Internet nowadays, all these solutions relay
on Hypertext Transfer Protocol (HTTP), becoming known as HTTP Adaptive Streaming (HAS)
services. Before HAS approaches became standard use, protocols such as Real-Time Transport
Protocol (RTP) or Real-Time Messaging Protocol (RTMP) were the choices for most of these
systems. The use of these two latter protocols have decayed in adaptive streaming services due to

the fact of being connection-oriented protocols.

HAS implementations follow a typical session pattern. First, after the session is started, the
client receives what is called the manifest where the metadata of the video, audio, subtitles, and
other features are contained. Then, the service constantly keeps track of certain parameters such
as available network bandwidth, buffer status, device battery, CPU levels and others. According
to the measurements results, the HAS client fetches, several times, the most suitable of the video

representations among the one available at the server.

HAS-based solutions can be splitted in four categories considering the place where they are
implemented, i.e. where the adaptation decisions are made: client-based, server-based, network-
based or hybrid-based. On the Internet, client-based solutions are the favourite choice [39]. The
most used implementations are HTTP Live Streaming (HLS) [40] and Dynamic Adaptive Stream-
ing over HTTP (MPEG-DASH) [41]. The first one is property of Apple, Inc. and the second is
open source. MPEG-DASH have conquered a lot of trust lately due to the simplicity and to the
fact that no license is required for its use.

Several problems concerning HAS systems, such as the frequent bitrate switching or the com-
petition for the available network bandwidth, can decrease the user’s QoE. Since there is a lack of
models to evaluate QoE in adaptive streaming services, a study to obtain some conclusions was
performed in [42]. In this paper, the authors have obtained a list of the best parameters and some
conclusions to evaluate the performance of adaptive streaming systems and to define QoE. To ob-
tain such data, objective parameters like Peak signal-to-noise ratio (PSNR), and subjective ones
like Mean Opinion Score (MOS) were used. According to the results in [42], the characteristics
that can better suit as QoE parameters in this type of services are: bitrate distribution, average
bitrate, number of bitrate changes, stall time, etc. The authors have also reached some conclu-
sions, namely that the fluency of the video service influences much more the QoE than the video
definition/quality; the client prefers to have a good startup bitrate even it decreases later; frequent

switching bitrates severally influences QoE.

To close this section and analyzing every peace of bibliography read, the conclusion is that
the adaptive bitrate video streaming results are better than for fixed bitrate. For this reason, it is
our objective to develop a mechanism for adaptive video streaming for underwater data muling

systems.
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2.4 Streaming using Delay-Tolerant Networks

Data streaming services, especially video streaming services, are everywhere these days. When
we think about this type of services, we tend to imagine them with real-time characteristics, i.e.
live video streaming. Certainly this is not the case when we talk about streaming in underwater
scenarios. In last sections we have seen how difficult it can be to maintain simple communications
between underwater nodes and, because of that, a streaming service is still a challenge in these
environments. In this section, we provide some examples of streaming solutions over DTNs found

in the literature, including adaptive streaming solutions for these networks.

2.4.1 Viability of a streaming system using DTNs

Several works support the use of DTNs to implement streaming services where the communication
suffers from great limitations. In [1] a testbed was designed to demonstrate that streaming a large
amount of data can be feasible in a DTN. In this system, a video was captured by a camera and
streamed over four DTN nodes: a sender connected to the camera, two other nodes connected to it
and a receiver also connected with the previous two. Two network links are provided to guarantee
that the video is only interrupted if both nodes are unavailable. A picture of this system can be
seen in Figure 2.6. At the destination node, the stream is received and displayed with a delay
that depends on the local video buffer size. The camera provides a constant real-time transport
protocol (RTP) and both the receiver and the sender are regular PCs running Linux while the other

nodes are are embedded devices running OpenWRT [29].
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Figure 2.6: Proposed Streaming System Architecture [1]
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The implementation of the bundle protocol used was the IBR-DTN and the application imple-
mented on this paper is now part of the IBR-DTN Tools [43]. The operation of the application can
be resumed in a few steps:

* In the sender, the data is gathered for a short time, encapsulated into bundles and then

forwarded;
* The receiver re-orders the bundles using the sequence number of the stream-block;

* Optionally, a timeout can be defined to the lost bundles. Since there is no retransmission of

lost bundles, this is the only way to deal with this issue.
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The authors conclude that the implementation of streaming systems in DTN is feasible with-

out any losses and the reliability is also increased.

2.4.2 Solutions and Guidelines for Streaming in DTNs

Although the idea of streaming data in challenged networks implemented by DTNs is a concept
that was not widely explored, several authors have already proposed some concepts and guidelines

to design a system with this characteristics.

a) Robust Streaming in DTNs

If we take a look to [44], a on-the-fly coding mechanism called Tetrys was proposed and tested
with the objective of providing fast and full reliability without retransmission in-order bundle
delivery in comparison to classical erasure coding schemes. In this paper it was also studied how
the DTN characteristics impact on the overall performance of streaming applications. As results,
despite of a relatively stable average transmission delay, the standard deviation of the delay of each
bundle in a given flow can be very large. The authors also argue that the way to design robust and
reliable streaming services in DTNSs is to prevent Automatic Repeat Request (ARQ) mechanisms,

proposing Tetrys as possible solution.

b) Bundle Streaming Service

Another important existing work in this context was presented in both [45] and [46] and consists
in a new framework implementation of the BP, specially designed for streaming purposes called
the Bundle Streaming Service (BSS). Designed for Interplanetary Internet (IPN), BSS enables
streaming data to be conveyed via DTN bundles supporting 2 parallel approaches:

* In-order Stream Processing with minimal latency (“real-time”) — best-effort option;
* Reliable delivery of all data (to replay later) — reliable transport option.

All network functionality of BSS is confined within the bundle layer except for the re-ordering
of the packets that happens at the application layer. The bundles creation time is stored and every
bundle sent by a BSS-enabled node must be custodially acknowledged. We can consider two
basic components in BSS: a library for building streaming-oriented applications and a forwarder
daemon. A test scenario was developed and the results presented in [45]. The scenario consisted
of a network stack emulated on the DTN testbed of Space Internetworking Center (SPICE) and
a streaming process that was simulated by developing: bssStreamingApp (an emitter application)
and bssRecV (a receiver application). The results consisted in the evaluation of the values of
two parameters - Propagation Delays (PD) and Packet Error Rates (PER) - in both the reliable
connection that used TCP and the best-effort connection that used Licklider Transmission Protocol
(LPD), which is equivalent to UDP but for space networks. These results can be seen in Figure
2.7.
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Figure 2.7: Results for PD and PER concerning the use of BSS [45]

It was then proved that BSS achieves better results only in cases where the error rate of the
channel is above 10%, not being very effective when the error rate is lower.

This framework is a good approach if we want to maintain both a reliable and best-effort
option in our streaming service but it is also not very explored when compared to regular BP
implementations like DTN2 or IBR-DTN.

¢) IBR-DTN: dtnstream() tool

To close this section about the related work concerning streaming in DTN, a quick presentation
of one of the IBR-DTN framework tools is given: the dtnstream() tool.

As described in its specification [47], this application allows to receive an internet radio stream
on one DTN node and receive it with another node. A quick tutorial proposed to use it can be

depicted in few steps:

1. Set up the receiver, pipe the incoming stream into a suitable player like mp /23 or VLC:
user@host2: dtnstream -s streamReceiver | mpgl23 -
2. On the sending node, we use wget to get the stream and pipe it into dtnstream:

user@hostl: wget -O - http://stream.laut.fm:80/jazzloft |

dtnstream -d dtn://host2/streamReceiver —-s streamSource

3. The stream is then received on host2 via DTN.

Despite the lack of documentation concerning this tool, it is a application provided by one of
the most used frameworks that implement the bundle protocol i.e. IBR-DTN.
2.4.3 Adaptive Streaming in DTNs

In the previous section regarding current adaptive streaming solutions, we have referred our inten-
tion to implement this type of mechanism in this dissertation. Following this reasoning we have

looked for state-of-art works concerning the implementing of adaptive streaming techniques in
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DTN scenarios. Despite the lack of work in this field, we have found two related works that will
be described in more detail.

In [48], since both HAS-based services and DTN nodes split multimedia data in segments, the
authors believe that HAS-based multimedia delivery approaches can be suitable to use in DTNs.
Also, they considered that although video streaming is time critical, in emergency situations the
responders can not immediately watch the videos and have few time to lose. These considerations
lead to the assumption that the videos should be short-duration and that it is better to wait a little
longer for the first packet and having a better receiving quality. The main objective of this paper
is to offer a concept-implementation for a HAS-based system in this scenarios called Disruption-
Tolerant Multimedia Delivery System (DT-MDS). Basically, additional headers are considered in
the messages, defining priorities for the representations of the video (lower bitrate representations
have higher priority) and other properties for the video streaming.

Another work that explores the implementation of adaptive streaming in DTNs is shown in
[49]. The proposed system is called SORT (System for Adaptive Transmission of Video Over De-
lay Tolerant Networks) and provides an end-to-end adaptation that only involves the application
layer at the source and destination nodes. It uses the SVC concept and a notion called cumula-
tive acknowledgment i.e. the acknowledgments have the delivery delay for the last few bundles,
decreasing the impact when some bundles are lost. It is also proposed a Congestion and Delay Es-
timation algorithm (only between source and destination, not on the overall DTN network). Giving
the results of the algorithm the system takes some measures. For instance, in the presence of severe
congestion, the source does not transmit one or more of the higher layers. The TTL (Time-to-live)
of higher layers can be reduced to ensure that they spend less time in the buffers in order to give
priority to lower layers that are more urgent. At the end of the paper, it was shown that this system

can provide significant performance gains when implemented in DTN video streaming scenarios.

2.5 Summary

Through the review of the state of the art, we can conclude that streaming high definition video
underwater without cables for long distances is not possible with current solutions due either
bandwith or range limitations. The use of DTNs has been successfully tested previously, and
different solutions and concepts have already been evaluated, namely through IBR-DTN or BSS
frameworks. The reliability of the connection over a DTN can be achieved through the use of
two connections - one for best-effort and other for reliability, like in BSS. However, a proper
retransmission mechanism is required. The data mule approach in underwater scenarios has been
previously explored in several works, but there is still a lack of solutions regarding underwater
communications that demand close to real-time operation. We can also conclude that an adaptive
video streaming mechanism can improve the performance of such system, although this kind of

approach has not been widely investigated in these scenarios.



Chapter 3

Proposed Solution

In this chapter we present the proposed solution for an adaptive and reliable broadband video
stream for underwater networks based on data mules. All parts and details of the system architec-
ture will be explained, including the Underwater Data Muling Protocol for Streaming (UDMP-S),

the reliable mechanism and the adaptive bitrate mechanism.

3.1 Overview

Nowadays, there is a lack of solutions for reliable and long-range broadband wireless video trans-
fer with real-time characteristics. The main reason for this gap are the limitations of current
technologies for underwater communications, which can either provide long-range or broadband
communications, and not both simultaneously.

An innovative solution for long-range broadband underwater wireless communications was
designed in GROW [5]. This solution takes advantage of concepts such as DTN and AUVs to
implement a system in which a Survey Unit (stationary or mobile) gathers data in the underwater,
a Central Station Unit at surface works as a final receiver, and one or more Data Mules, which
consist of fast and agile AUVs that travel between the previous two nodes, creating a virtual
connection between . High bitrate short-range wireless communications are used to transfer the
data between the data mules and the other nodes, and there are long-range acoustic out-of-band
control link connects all nodes for control and scheduling purposes.

In this work we aim to build a solution for adaptive high definition video streaming in un-
derwater scenarios, improving the system that have already been used for regular file transfer in
[2]. Before we present a more detailed explanation for our proposed solution and the design of
the testbed that was built to perform the tests, we start by providing an overview of how the sys-
tem will work and how we can measure some parameters of its operation. Figure 3.1 depicts a
two-dimensional representation of the general scenario where the GROW project is applied, and
in concrete, the solution being presented in this work. In the model represented we can see that in
GROW, the survey can be a mobile or a stationary node. This work will tackle the fixed position

survey unit problem.
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Figure 3.1: Two-dimensional model for a typical application scenario in GROW

Data muling has been successfully used for transferring large amounts of data in underwater
communications. The solution for the adaptive and reliable streaming takes advantage of the
GROW solution, which considers the usage of a DTN and AUVs.

In the same way as in GROW, the system considers three types of communication nodes: a
Survey Unit that collects video data in, Data Mule Units that transport the video from the Survey
Unit to the surface and a Central Station Unit that receives and displays the video stream.

The video data is transported through a DTN implementation using a RF based link for short-
range communications and an acoustic based solution for long range control messages. We con-
sider two virtual connections: one for adaptive best-effort purposes (video streaming) and other
with reliable characteristics, i.e. to be replayed later, similarly to a VoD service and capable of
handling a mule loss or excessive delay. The control of the data mules was done through an
enhanced version of the Underwater Data Muling Protocol (UDMP) [4] tailored for the high def-
inition streaming requirements. Since the data mules have to be scheduled correctly in order to
maintain both virtual connections, this new version of the protocol is essential for the proposed
system operation. Also, an adaptive bitrate video streaming mechanism is specified and takes into

consideration the distance and the short-range speed to compute the recommended video bitrate.
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3.2 Reliable Virtual Connection

Understanding the best-effort connection that supports the basic video streaming is easy, but the
fact we have also implemented a second and reliable connection can be confusing to the reader, so

in this section we will better explain why and how we have designed such approach.

This second connection, differs from the first since it is not time sensitive. The best-effort
connection intends to offer the video data as quick as possible to the user, for example, for an
emergency situation where we can not lose time or even for climacteric purposes, where the data
has to be always updated. The reliable connection works very differently, like a VoD service, i.e.
the video data is meant to be replayed and processed later, for applications where the user can wait

a little longer in order to see more accurate video images such as in an ocean monitoring mission.

In our solution this is achieved as follows: the video streaming being transported by the data
mules using the best-effort connection is temporarily stored as individual files (one for each IBR-
DTN bundle) at the Station unit. Every time we detect a certain number of bundles was lost due to
a mule failure, for instance, another data mule is sent to the Survey unit to retransmit the chunks

of the video that were lost.

In the end, after receiving all bundles that were generated until the user closes the session,
the individual bundle files are assembled into one unique file and it can be reproduced as a video

content.

3.3 Adaptive Video Streaming Mechanism

The adaptive video streaming mechanism was conceptually designed, in the best-effort connection,
as follows: first, the video would be coded in different bitrates at the Survey Unit. Then, we
use the Control Channel (acoustic link) to send the Mule-Station connection parameters to the
Survey Unit. The crucial estimator we wanted to use was the Effective Throughput - R, ., - of this
connection between the Mule Units and the Station Unit. Considering this Station message, the
Survey Unit runs an algorithm that computes the best suitable bitrate to send to the Data Mule. At
every Data Mule Unit arrival at the Station Unit, one of these messages containing the connection

parameters (Ry, .4, etc.) should be sent.

3.4 Underwater Data Muling Protocol for Streaming

As stated previously, we have designed an enhanced version of the Underwater Data Muling Pro-
tocol, initially defined in in [4]. The Underwater Data Muling Protocol for Streaming (UDMP-S)
have the same properties and structure of UDMP but we added messages concerning the control
of the new reliable connection. Also, we adapted some of the messages that were used to retrieve

files in order to accommodate them for video streaming purposes.
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3.4.1 UDMP-S Specifications

The Underwater Data Muling Protocol (UDMP) which was previously designed in [4] is a commu-
nications protocol for data muling scenarios that enables the control and execution of the schedul-
ing of the Data Mule Units. The API and messages of such protocol are prepared for scenarios
where we want to exchange static files between nodes. In this dissertation, we decided to make
some few modifications in this specifications in order to obtain the correct operation for video
streaming, including new control messages for the best-effort link, the reliable connection and for
the adaptive streaming mechanism. For simplicity we have called this new version of the protocol
Underwater Data Muling Protocol for Streaming (UDMP-S).

Similar to the original UDMP, the UDMP-S protocol will be running in every of the 3 types
of nodes in the DTN and runs in two wireless interfaces: 1) short-range high speed DTN imple-
mented using the state-of-the-art framework IBR-DTN [28]; 2) a permanent long-range out-of-
band acoustic link that connects all nodes to send and receive control commands.

UDMP already had ten message types defined for almost every basic operation needed in these
scenarios (docking requests, mule requests, etc.). We decided to add 4 new types of messages for

streaming purposes:

* Type 11: req_new_video_stream() - Used to request a new video streaming session by the

user.

* Type 12: resp_video_stream_available() - Used to inform the Central Station that the Survey

is available to start a new video stream.

* Type 13: req_mule_recover() - Used to request the lost Data Mule to return to the Survey
Unit.

* Type 14: req_lost_bundle(seq_nr) - Used to request to the Survey a lost bundle with the

sequence number specified.

* Type 15: send_bandwidth_estimator() - Used to send an estimation parameter of the band-

width connection between Central Station Unit and the Data Mule to the Survey.

3.4.2 UDMP-S Diagrams

The control messages that were specified in the last subsection are sent by an out-of-band acoustic
link in our solution implementation. In order to better understand the operation of the new protocol
adaptation we will go through a series of diagrams, showing how every type of node behaves when
running it. First, we will take a look to the sequence diagram displayed in Figure 3.2.

We have considered a situation where a data mule failure occurs in one of the Data Mule Units
and a set of video chunks are lost. If this situation occurs, the Central Station waits a specified
time interval - Tyineonr - and if the Data Mule does not arrive after that period time elapsed, it sends

a request to recover that mule or to send a new one to the survey.
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The video streaming session starts when the user at the Central Station Unit requests a new
video stream. The server answers affirmatively if it is available to perform video streaming or
negatively if it is busy. After the affirmative response, the Central Station sends the number of
data mules, as it was part of original UDMP, and together with that information it also sends a new
message containing the bandwidth estimator to regulate the adaptive streaming mechanism we
designed at the Survey Unit. The mule travels between the station and the survey transporting the
video chunks, being Docking and Undocking requests exchanged between the mule and the other
two nodes. Considering that at a certain point, the Data Mule failed to respond in a predefined
time interval (Ttjpmeonr) the system assumes that it got lost somewhere in the underwater. After
that, a request is sent to the mule in order to make it return to the Survey Unit. After completing
the new travel to the Central Station, the receiver notices that some bundles were lost and sends a
message request to the Survey Unit, asking for those chunks. In the next travel, the Survey reliable
connection script sends the lost bundles to the mule, that delivers them to the Central Station.

We decided to give an example where it is the same Data Mule Unit that will gather the data
that was lost, but it could have been sent a second Data Mule after the detection of losing the first.
In that case, there was no need to sent a request for lost bundles because when the second mule
reaches the survey, it will bring every chunk that was generated until there, making those bundles

arrive in time to be displayed in the best-effort streaming connection.
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Figure 3.3: Survey Unit State Machine

We will now move on to the State Machine diagrams. Similarly to regular UDMP, the UDMP-
S version has three different state machines, one for every type of node considered in our network.
The state machine related to the Survey Unit is in Figure 3.3. After initializing the several
processes needed to perform a new video streaming session, it begins a waiting phase until a
new request from the Central Station Unit arrives. After that, it informs the Central Station of

its availability status and goes to the recording or processing of local video data. After receiving
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Figure 3.4: Central Station Unit State Machine

the scheduling parameters and the bandwidth estimator from the Central Station Unit, it selects
the most suitable bitrate stream to send and waits for a new mule dock request. Following the
mule docking, video transfer and undocking, the survey state machine returns the state where it is

recording or processing video data to send, until a new value for the estimator arrives.

In Figure 3.4 we can see the state machine for the Central Station Unit. It starts by waiting for a
new user request followed by a request for a new video streaming session to the Survey Unit. After
the affirmative response of the survey, it goes to a state where the bandwidth is estimated and the
mules scheduled, sending these parameters to the Survey Unit. After sending the Data Mule to the
survey, it waits for its arrival with new video data. When the mule arrives, it handles the docking
request and then forwards the received bundles to the correct application of IBR-DTN framework
(some go to the close to real-time video streaming, the others go to the reliable connection to
replay later). Next, it returns to the state where the parameters are estimated to repeat the process

described.

Finally, we have the state machine of the Data Mule Units represented in Figure 3.5. The
reasoning behind this state machine is very straightforward. First, the mule initializes the processes
needed to perform the communications and process the DTN bundles forwarding. Then, it keeps
waiting until the Central Station Unit sends a request asking to travel to the Survey Unit to gather
the video stream chunks. The Data Mule goes then to the survey, gets the video data after the
docking and undocking process, and returns to the Station Unit to deliver the video stream bundles
after a new docking/undocking procedure. After this, the Data Mule returns to the state where it

waits for new instructions from the central station, repeating the process.
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3.5 Delay and Time Diagrams

A good way to understand how our proposed solution works is through sequence diagrams. These
diagrams display the data mule units traveling in both directions between the Central Station and
the Survey, allowing to know the size of every video chunk transported and to calculate maximum
stall time or delays, for example. The theoretical assumptions being presented here serve as a
start and a comparison point to evaluate the experimental results, later in this document. In Figure
3.6 we can see a Time Diagram for a very simple scenario where we are using just one data
mule, remembering that we are considering the Survey Unit to be in a fixed position. We have
also defined the data mule travel time to be fixed (30 minutes) and the transfer time to be also
constant (10 minutes). With this diagram, we can conclude that, in this case, the user has to wait
70 minutes after he first made the request to see the first images, which is the time spent by the
data mule to travel from Station Unit to the Survey Unit and then back to the station, and that the
video streaming will be stalled for 40 minutes before the mule reaches the Central Station unit
for a second time. The only way to reduce the first byte time is to start the Data Mule Unit travel
prior to the start of the recording. Nonetheless, after the mule arrives for the second time at the
Station Unit, the streaming will not experience any more problems and the video will continue to
be displayed continuously at the Station unit.

Now, considering again the same simple scenario, where the survey node still motionless in
a steady position, and using the same constant values for data mule travel time and transfer time,
we can study a case where the data mule gets lost, similar to the one presented in the message
sequence diagram of the Figure 3.2. Considering that when the message sent to the data mule
is received, it is halfway from the Survey Unit, the next video chunk will be received at t = 270
min. Similar to the last studied case after the mule arrives for the second time at the Station Unit,
the streaming will not experience any more problems and the video will continue to be displayed
continuously at the Station unit, although it has taken almost 3 complete travels in contrast with

the 2 of the previous situation.
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Chapter 4

Implementation and Experimental
Planning
In this chapter we will undertake the details regarding the implementation of the video streaming

solution. The focus is on the presentation of the aspects and design of the testbed, followed by the

step-by-step implementation in hardware and software of our proposed system.

4.1 Testbed Design

In order to obtain an experimental validation of our solution, a testbed was designed and built. A

representation diagram of the testbed is depicted in Figure 4.1.
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Figure 4.1: Proposed Testbed
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According to the testbed diagram, we have emulated four underwater (DTN) nodes: one rep-
resenting the Central Station Unit, other representing the Survey Unit and two representing Data
Mule Units that transport the video data. The first of the Data Mule Units guarantees the best-
effort connection and the second is reserved for the reliable mechanism, i.e. for retransmission of
the lost data due to excessive data mule delay, or data mule malfunction. The short-range commu-
nications for video streaming purposes were based on RF solutions and the control messages were
exchanged with a simulated out-of-band acoustic link, in this case using an Ethernet connection.

The four nodes were equipped with Wi-Fi cards to implement the short-range RF communi-
cations and were connected to a network packet switch by Ethernet cable to allow the emulation
of the out-of-band acoustic link. Every node ran a modified version of IBR-DTN framework that
we developed in order to meet the needs of our solution. Such modifications will be explained and
justified later in this chapter. A picture of the testbed deployed at the FEUP lab is shown in Figure
4.2.

Figure 4.2: Testbed implemented at FEUP freshwater tank.

4.2 Hardware and Software Specifications

With the testbed schematic illustrated in Figure 4.1, we must now identify the hardware and soft-
ware specifications for each element represented.

The Central Station Unit, i.e. our receiver node, was simulated using a PC running one of the
regular Linux distributions - Ubuntu - and placed near the water tank. The freshwater tank has the
following dimensions: length of 460 cm, width of 440 cm, and depth of 170 cm. We also used an
external IEEE 802.11n 2.4 GHz Wi-Fi network interface card to perform the RF communications.
This machine had a custom version of IBR-DTN installed in order to communicate with the other

DTN nodes, as well as the VL.C Player for the display of the received video streaming.
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Figure 4.3: One of the nodes involved in an airtight PVC cylinder

Furthermore, we used three ALIX system boards [50] with the same IBR-DTN implementa-
tion as the Station installed, running over Debian 8 and using a standard 2.4 GHz Wi-Fi module.
Two of these devices served as Data Mule units and the third as the Survey unit. All these hard-
ware was involved in airtight PVC cylinders as we can see in Figure 4.3. We have defined DTN
routes in the IBR-DTN daemon configuration file to make the Data Mules as intermediary nodes
between the previous the Central Station Unit and the Survey Unit.

As mentioned before, the acoustic link for control messages exchange purposes was emulated
by an Ethernet cable connection. All nodes were connected to an ethernet switch at the surface,
connecting them to the same local network. To implement both the best-effort virtual connection
for regular video streaming, and the reliable virtual connection for lost bundles recovery, we had to
develop several changes in IBR-DTN source code. A summary of our system software architecture

is depicted in Figure 4.4.
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For the regular video streaming implementation, we decided to use the dtnstream tool in both
the Central Station Unit acting as the receiver, and in the Survey Unit acting as the emitter in

a best-effort approach where the central Station receives and reproduces the video data that is
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brought by the Data Mule Units into the VLC Player. To order the bundles when they arrive at
their final destination and identify when a bundle was lost, the dfnstream tool checks a parame-
ter called Streaming Sequence Number. The expected operation was that the dtnstream receiver
would order the bundles with increasing Streaming Sequence Number and ignore a certain bundle
or set of bundles if new bundle arrives with higher sequence number than expected or if a pre-
specified timeout elapses. Although this was the expected behaviour in IBR-DTN documentation
for dtnstream tool, we have realized this was not the case and the application always kept wait-
ing for the next consecutive sequence number, even when bundles with higher sequence numbers
arrived. After several tests and some analysis of the source code, we have detected a small logic
error in one of the methods concerning the handling of the bundles that arrive out of order at the
receiver. We have corrected this problem and reported it to one of the IBR-DTN developers, being
this documented in Issue #283 in the IBR-DTN repository main page [51].

Furthermore, after handling with these problems respecting the best-effort streaming connec-
tion, we moved to the implementation of the reliable retransmission mechanism. As mentioned in
previous sections, the objective of this new reliable virtual connection was to give the user the op-
tion to locally replay the complete video content later, containing not only the bundles received by
the best-effort communication link, but also the ones that were lost. To implement such approach,
we started by changing, once again, the source code of dtnstream tool to store the video data that
arrives in a local directory instead of flushing it after reproduction and also to write the sequence
numbers of the bundles in three different files, looking upon their classification in arriving time

terms:

* The bundles that arrive on time to be reproduced have their Streaming Sequence Numbers

written in a file called success.txt;

* The bundles that arrive too late to be reproduced but are received by the best-effort connec-
tion (and so, they are stored locally) have their Streaming Sequence Numbers written in a
file called tooLate.txt;

* The bundles that never arrive in the best-effort connection have their Streaming Sequence

Numbers written in a file called failed.txt.

We have forced every bundle to be saved as an individual file with the respective Streaming
Sequence Number as the file name. After that, we needed a way to recover the bundles that never
arrived in the best-effort connection. To do this, we have implemented the reliable mechanism we
have specified in section 3.2. To achieve that, we have developed two scripts in Python, one to be
run at the Central Station Unit and the other to be run at the Survey Unit.

Additionally, we modified the source code of IBR-DTN dtnrecv tool in order to make it to
write the bundles that are received into individual files, instead of concatenate them into a single
file. The script at the Central Station Unit reads the file that contains the sequence numbers of
the bundles that have been lost (failed.txt) and using the out-of-band acoustic link it sends an

UDMP-S message request to the Survey Unit (defined in Section 3.4.1) requesting the bundles
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with the sequence numbers specified. The lost bundles are then gathered by the next Data Mule
that approaches the Survey Unit, being the new information for the best-effort part also transported
by this mule. At the Central Station, a session of IBR-DTN dtnrecv is kept always on, in order
to receive the bundles that will be retransmitted and transported by the Data Mules. On the other
hand, the script on the Survey Unit side waits for the request messages and sends the bundle files
that have the sequence numbers requested through the IBR-DTN application dtnsend. Since the
dtnsend+dtnrecy use does not consider the sending of the Streaming Sequence Number within the
bundle as it is in dinstream, we had to find a way to know the corresponding sequence number
of every bundle received at the Central Station through the reliable connection. To do this, the
Python 3 script that runs at the Survey Unit generates a md5sum hash for every bundle generated
by dtnstream and stores it together with the correspondent sequence number in a shared file with
the Station Unit, using the out-of-band acoustic link (here emulated by Ethernet cable). After
that, the Central Station Python script also generates a md5sum hash for every bundle received
by the retransmission mechanism and reads this shared file created by the Survey, obtaining the
correspondent Streaming Sequence Numbers for all bundles, changing their names to the sequence
numbers, as dtnstream does for the bundles that it receives. After all bundles that were generated
by the sender since the request for new video stream session until the user closes the session are
received, the individual bundle files are concatenated into a single file which can be reproduced as

a video content.

4.3 Network Architecture and Configuration

As stated before, the implementation of the connection between nodes was implemented using
RF communications for the short-range link and an Ethernet cable connection for simulation of
the out-of-band acoustic link. The RF connection consisted in a IEEE 802.11n Network, us-
ing the IP addressing scheme 10.0.0.X with a netmask of 255.255.255.0. The Ethernet Network
was obtained connecting every node to a switch at the surface, using the IP addressing scheme
192.168.0.1XX with a netmask of 255.255.255.0. The IP addresses for every machine in both

networks are depicted in Figure 4.5.

To control the allowed input addresses at every node allowing a better management of the
networks being used we implemented several scripts containing iptables commands. This tool
is a command line interface application for Linux systems that allow to open or block network

connections regarding a determined interface or a set of addresses.

Every node represented is considered a DTN node, since we used a DTN framework to per-
form the communications (IBR-DTN) and because of that, every one of them has a DTN node
identification in the form of dtn://"hostname". The correspondent DTN addresses for every node
are shown in Table 4.1. The address routes to guarantee that all DTN bundles that are exchanged
between the Central Station and the Survey are forwarded through the Data Mules are defined at
DTN level in the IBR-DTN daemon configuration file.



36 Implementation and Experimental Planning

Table 4.1: DTN nodes Identification

Node DTN Identification
Central Station Unit dtn://stationUnit
Survey Unit dtn://surveyUnit
Data Mule #1 dtn://dataMule1
Data Mule #2 dtn://dataMule?2
(a) SURVEY UNIT (b) DATA MULE 1 (c) DATA MULE 2
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Figure 4.5: Network structure designed for the experimental tests

Due to the limited amount of time to perform the lab tests due to COVID-19 pandemic, the
adaptive video streaming mechanism was not tested in lab. However, it is implemented through
the usage of UDMP-S messages. In short, this mechanism was made to be executed in two nodes,
the Central Station and the Survey Unit, and it has the following implementation: first, the video
stream is coded in two different bitrates, one with Standard Definition (SD) and other with High
Definition (HD), at the Survey Unit. Then, there is a script, also at the survey, that pipes one
of these streams into dtnstream sender. To choose which stream is being piped to the sender
application, receiver i.e. the Central Station Unit has to send a message to the survey indicating a
bandwidth estimator for the short-range link between the Data Mule and the Central Station using
iperf capabilities (this message was defined in UDMP-S, in the previous chapter). Finally, the
survey receives this parameter estimator and compares it to a pre-defined value and chooses the

suitable stream to pipe to dtnstream the sender application.
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Experimental Evaluation Results

In this chapter, we present and evaluate the experimental results that were obtained during the
laboratory tests. We explain how each test was performed, how the results were measured and

discuss the major outcomes for every parameter.

5.1 Evaluation Metrics

To evaluate the performance and robustness of our underwater video streaming system, we have

considered different evaluation metrics:
* Average short-range throughput;

¢ Performance of the new UDMP-S;

Initial delay to receive the first video chunk;

* Average recovery time (average time elapsed between the moment we lost a data mule and

the moment where the normal operation of the system is recovered).

Also, as our solution is an adaptive bitrate video streaming system with a "replay later" option,
we have studied some QoS and QoE evaluation metrics that are associated with these kind of

services, including:
* Percentage of total time waiting for new video chunks;
* Number of Data Mule travels needed to prevent buffer underrun;

e Maximum stall time, i.e., the maximum amount of time in which the video image stays

"frozen";
* Average time to recover all lost bundles in the reliable connection.

The values collected concerning these metrics during the laboratory experiments are evaluated

in the next sections. Also, we explain the procedures and how we achieved such practical results.
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5.2 Average Short-Range Link Throughput and QoE/QoS Consider-

ations

During the experimental tests execution, a set of parameters were considered fixed, such as the
Data Mule Docking Time and Undocking time. Concerning the Travel Time, i.e., the time it takes
for the mules to travel between the Survey Unit and the Central Station Unit and vice-versa, we
have considered an approximated value driven from the average of the travel times of our exper-
iments. If we consider our Data Mule Units to have a speed of 1m/s, they would have traveled
approximately 160m between nodes, in our targeted maritime scenario. Of course, we could have
simulated a bigger travel time that would consequently correspond to a bigger distance, but for
validation purposes, the values we considered are sufficient. In the case of the Average Short-
Range Link Throughput, a practical speed test was performed, using the iperf tool with actual

measurements from our testbed. The resume for these values can be seen in Table 5.1.

Table 5.1: Testbed Parameters.

Parameter Value
Docking Time 5s
Undocking Time 5s
Average Travel Time 2min40s
Average Short-Range Link Throughput 16,55 Mbit/s

Table 5.2: RF Short Link iperf results.

Average Throughput between
Test# underwater nodes (Mbit/s)
1 16,5
2 16,4
3 16,0
4 16,2
5 16,5
6 16,8
7 16,7
8 17,0
9 16,6
10 16,7
Average 16,55
c 0,29
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The value for the Average Short-Range Link Throughput was calculated using measurements
of iperf [52] which is a network measurement tool that allows to perform speed tests between
nodes using TCP/UDP injection packets. The measurements consisted in a set of 10 transfer
speed test repetitions between two of the underwater nodes, being the values depicted in Table
5.2. After this benchmark test, the average value and the standard deviation of these results were
calculated.

We have already mentioned previously that the consideration of QoE and QoS metrics are very
important when we evaluate the performance of video content based systems. In order to have a
starting point relative to an existing solution on the market to compare with the results that will
be presented in the next sections, a short description of a hypothetical acoustic communications
solution will be provided subsequently.

Let’s then consider that this hypothetical acoustic solution meets the average acoustic modem
transfer speed, which as we have seen in Chapter 2 rounds the 30Kbit/s, and that the communi-
cation is directly maintained between Central Station Unit and Survey Unit. Considering that the
video chunks being transferred have 500 kbits corresponding to approximately 3 seconds of video
in the stream we used in our solution tests, and that the video is only displayed when the complete

chunk is received, we can evaluate the behaviour in questions of delay using the Figure 5.1.

t [Available video time to
display in receiver buffer]

N

3s =~
o [time elapsed since user
1SI : : I | I I i ] L{ : i ]l >t request a new video
|163 19s 305 35 streaming session]

0Os

3s

Figure 5.1: Buffer time available in function of time
(Hypothetical Acoustic Solution)

Using these considerations we will discuss the improvements that our solution offers when

compared to the current systems like this defined acoustic communications.

5.3 One Data Mule Unit Operation without Failure

This experimental test consisted in using a PC as Central Station Unit at surface and submerging
two nodes involved in airtight PVC cylinders in the freshwater tank, one to work as Survey Unit
and other as a Data Mule Unit, simulating several successful mule travels between the sender

and receiver nodes. The objective was to test the viability of our solution in a real underwater
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scenario and to measure several parameters such as delays and maximum video stall time in order
to evaluate the performance for this situation. In the delay / time diagram in Figure 5.2 and in the

Table 5.3 we can see the important delays and timing results measured during the experiment.

Station Survey
Unit Unit

[t]

0 <4 REC @
3min0ls
3minlbs

I 5min36s <—4

5min5ls

8ming8s

9min09s

II 9mini9s

; NImin58s
12min53s

15min29s

15min53s

18min26s

18min43s

21min45s

22min02s

24min2 051—0.

Figure 5.2: Delay / Time Diagram with experimental timing results (Exp.#1)

Using the values in the Table 5.3 we were able to plot the graph in Figure 5.3. This enables
us to better perform an analysis of our experimental results both in performance of the system and
QoE/QoS parameters. As we can see, the time elapsed to receive the first chunk of video by the
user and display it on VLC is equal to the time that takes the Data Mule to travel from the Central
Station to the Survey Unit, to upload the video data being streamed, and then to travel again to the

Central Station Unit to deliver the new chunks, which in this case was:
LrecFirstChunk = ttravelToSurvey + tuploadStream + liravelToCentralStation = Smin36s (51)

Also, we can easily get the value for the maximum stall time (¢5,47,n4.)- In this case, fsia11max

is the interval between the moment where the part of the video streaming that was delivered in the
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Table 5.3: Experimental timing results (Exp.#1)

t Remaining videotime in
receiver node buffer
OminOs OminOs
Data Mule Unit arrives bringing +3min43s
Smin36s 3mind3s
9minl9s OminOs
Data Mule Unit arrives bringing +6min40s
11min58s 6min40s
18min25s* Ominl3s
Data Mule Unit arrives bringing +6min03s
18min26s 6minl5ss
24minl9s* Omin22s
Data Mule Unit arrives bringing +6min03s
24min20s | 6min24s

* Refers to the immediate moment before the new chunks are transferred by the data mule that arrived

first Data Mule arrival to the Central Station ended after displaying, and the moment that the Data
Mule arrives again at the Central Station bringing new video data:

tstallmax = 18min26s — 9minl19s = 9min07s 5.2)

[ T[Available video time to
display in receiver buffer]

6min24sT|
6min15s | 4

I

3min43s
. T [time elapsed since user
Ml N L e roquest aiw vidoo
omin I 5min36s 9min19s | 18min26s | 24min20s| streaming session]
1min

Figure 5.3: Available video time in receiver buffer
(Situation with one mule and no fails)

Finally, we can verify that after two Data Mule Unit complete travels, that can be translated to
approximately 18 minutes and 26 seconds, the video streaming service became stabilized. In other
words, after that moment we got continuous video streaming and the user no longer experienced
video stalling or "frozen" video image. This was the expected result that we predicted in our

theoretical assumptions, presented in Chapter 3.
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5.4 One Data Mule Unit Operation with Failure

In the second experiment, we followed the same reasoning of the previous test, but this time we
have simulated a failure in the Data Mule Unit, causing bundles to get lost and force our reliable
connection solution to retransmit them again. The Data Mule Unit, after it was reached by the
out-of-band link, returned to the Survey Unit bringing the new bundles and the ones that were
lost. In this case, at protocol and software level there was a need to request the lost bundles to
the Survey Unit because since dtnstream already sent these packets to the mule, it has to be our
reliable connection to ensure the retransmission of such lost chunks. The dela y /time diagram for
this experimental situation is shown in Figure 5.4 and in Table 5.4 we can see the delay and timing

results measured during this second experiment.

Station Survey
Unit Unit
[t]
0 < REC @

2min54s
3min20s

8ming5s

i ‘ 9min53s <44 gminzls

TIMEOUT | 15minls €~~~ ---------- -~ X

16min50s

17mini7s

l' 19min25s «—4

20min50s’

23min52s

25min28s

27min37s‘—'

Figure 5.4: Delay/Time Diagram with experimental timing results (Exp.#2)

It is also relevant to mention that we defined out timeout to assume that the Data Mule was lost
(Tiimeour) to be 150% of the time it will normally take to the mule to return to the Central Station

Unit for every experiment that evolves mule failure. 7;imeout can be calculated using Eq. 5.3.
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Table 5.4: Resume of experimental timing results (Exp.#2)

t Remaining videotime in
receiver node buffer
Omin0Os Omin0Os
Data Mule Unit arrives bringing +3minl7s
6min36 3minl7s
9min53s OminOs
Data Mule Unit arrives bringing 13min43s
19min25s 13min43s
27min36s* Smin32s
Data Mule Unit arrives bringing +9minl7s
27min37s | 14min49s

* Refers to the immediate moment before the new chunks are transferred by the data mule that arrived

Ttimeout =15x (ttravelToSurvey + tuploadStream + ttravelToCentmlStation) (53)

As we may see in Figure 5.5, the time elapsed to receive the first chunk of video by the user

and display it on VLC in this case was:
recFirstChunk = ttravelT()Survey + tuploadStream + ltravelToCentralStation = 6min36s (54)

Again, we can easily get the value for the maximum stall time:

tstalimax = 19min25s — 9minS3s = 9min32s (5.5

Now, since in this situation we simulated a fail in the Data Mule Unit, we also measured
another parameter: ty.coery Which is the time to recover the system normal functioning after a

Data Mule is lost. In this experiment it is:

trecovery = 19min25s — 15min31s = 3minS4s (5.6)

We verified that our developed retransmission mechanism worked as expected, requesting and
receiving the lost bundles successfully. In Figure 5.6 we show a preview of the output in the Central
Station Unit terminal where our reliable connection script was running, performing requests for
the lost bundles. It is important to remember that the Central Station Unit only knows that some
bundles were lost because the Data Mule arrives again and brings new video data with Streaming
Sequence Numbers higher than the ones expected. This makes the reliable connection script to
send requests to the survey through the out-of-band link, being these lost chunks brought by the
Data Mule in the next travel. So, in conclusion regarding this matter, the delay to recover the lost

bundles can be seen in Eq. 5.7.
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t [Available video time to
display in receiver buffer]

14min49s
13mind3s |-

5min32s >

3mint7s |- N
. T [time elapsed since user
1m|nI I | 1 | 1 : } : | - | 1 1 | | | ol—1 l I - t request a new video

! L 1
1 . LU | I I — &1 L — : "
l o |6m\"n36‘s 5mxr|153; | 19min25s | | 27min36s [ streaming session]

Figure 5.5: Available video time in receiver buffer
(Situation with one mule with failure)

trecoverLostBundles = 27min371s — 19min25s = 8minl2s 5.7

Concerning the stabilization of the video streaming service, we can see that almost three Data
Mule Unit complete travels were needed to achieve such behaviour, being the time interval slightly
different from the last experiment being approximately 19 minutes and 25 seconds. This is still

the expected result that we predicted in our theoretical assumptions.

5.5 One Data Mule Unit Operation with a Second Data Mule for Re-

transmission

We will proceed now to the exploration of the third and last experiment. Here, we also followed
some of the same reasoning and procedure of the previous tests, but in this case when we simulated
a failure in the Data Mule Unit, we had a second mule ready to enter in action and replace the first
and lost Data Mule, not only to recover the bundles that got lost but also to get newer streaming
data. In this case, at protocol and software levels, there was no need to request the lost bundles to
the Survey Unit because since all bundles generated from the beginning are transferred every time
a new node (the second mule) reaches Survey Unit, even if they were transmitted previously to
other nodes due to IBR-DTN implementation. We have only noticed this behaviour during these
experiments and we give some analysis and implications that this caused in our tests in the last

section of the current chapter. Similar to the other operation situations, the delay / time diagram
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root@loureiro-X542URR: /home/loureiro# python3 reliableStation.py
UDMP-S (Underwater Data Muling Protocel fer Streaming) vBeta
Module 1 - Reliable Connection Implementation

THIS IS THE CENTRAL STATION UNIT

PRESS 'CTRL+C' TO QUIT

Network IP addresses and names defined.

You can start the best-effort connection!

requests. txt .2KB/s
Requesting bundle with seq. nr. oo

requests. txt .1KB/s
Requesting bundle with seq. nr. ooo

requests. txt .2KB/s
Requesting bundle with seq. nr. coo

requests. txt 1 .TKB/s
Requesting bundle with seq. nr. ooo

requests. txt 1 .3KB/s
Requesting bundle with seq. nr. coo

requests. txt 1 11.6KB/s
Requesting bundle with seq. nr. ooo

requests. txt 12.1KB/s
Requesting bundle with seq. nr.

Figure 5.6: Preview of the Output in the Central Station Unit
(Reliable Connection Script Terminal)

for this experimental test is shown in Figure 5.7 and in Table 5.5 we can see the important delays

and timing results measured during this last experiment.

Looking to the Figure 5.8, we can verify that the time elapsed to receive the first chunk of

video by the user and display it on VLC in this case was:

recFirstChunk = YtravelToSurvey T tuploadStream =+ ttravelToCentralStation = 6min00s (5.8)

Table 5.5: Experimental timing results (Exp.#3)

t Remaining videotime in
receiver node buffer
OminOs OminOs
Data Mule Unit arrives bringing +3min47s
6min00s 3mind7s
9min47s OminOs
Data Mule Unit arrives bringing 17min51s
25min27s 17min51s
35min26s* 7min52s
Data Mule Unit arrives bringing +11min26s
35min27s | 19min18s

* Refers to the immediate moment before the new chunks are transferred by the data mule that arrived

Once more, we can easily get the value for the maximum stall time:

tstallmax = 29min27s — 9mind7s = 15mindQs (5.9
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Figure 5.7: Delay/Time Diagram with experimental timing results (Exp.#3)
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‘ 6min00s «—4
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TIMEOUT | 16ming7 ----________________x

20min0ls

2Imin33s

' 25min27s4—4
28mini2s

3Imin06s

33min59s

35min27sﬂ—'

As this situation has a simulation of a failure in one of the Data Mule Units, we also measured

the system recovery time:

trecovery = 25min27s — 16mind7s = 8min40s (5.10)

Concerning the stabilility of the video streaming service, we should consider that two complete
travels were needed from the first Data Mule (even though one of the travels was not effective)
and one from the second Data Mule Unit, making up to three complete mule travels translated in
approximately 25 minutes and 27 seconds to achieve stable continuous video streaming. This also
agrees with the expected result that we predicted in our theoretical assumptions for this situation
although the delay was considerably bigger. In the next section we will present our reasoning to

explain such result as well as for others acquired in the previous experimental situations.
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t [Available video time to
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Figure 5.8: Available video time in receiver buffer
(Situation with one mule with failure and another mule for retransmission)

5.6 Discussion

In this section we conclude the analysis on the experimental results obtained and compare against
the hypothetical acoustic solution we mentioned in the beginning of this chapter.

First we can say that the delay to receive the first chunk of video using our solution is indepen-
dent from the factors we changed in every situation, being only dependent on the success, failure
or even delay of the Data Mule Unit during the travel between the two nodes. Nonetheless, the
average time that the user will wait to see the first chunk of video using the solution developed in

this dissertation is given by Eq. 5.11.

recFirstChunkl + trecFirstChunk2 + trecFirstChunk3 .
TaverageRecFirstChunk = 3 ~2 6min0O4s (5.11)

Another parameter that is interesting to our discussion of results is the maximum consecutive
stall time of the video streaming i.e. the maximum successive time interval where the receiver
experienced "frozen" image, waiting for new data. The results for each of our experiments are
summarized in Figure 5.9. As we can see, against the expected result, using our solution with
two Data Mule Units, one for best-effort purposes and other for retransmission purposes has a
higher experimental value for this parameter. This is basically due to two reasons. The first is that
during our last experimental test, the second mule PVC cylinder was damaged and the simulation
of the travels between Central Station Unit and Survey Unit took more than in the other cases. The

second and most important reason for the evaluation of this solution is that the implementation
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of IBR-DTN, as said above, transfers all bundles generated from the beginning of the dtnstream
every time a new node approaches the Survey Unit, even if they were transmitted previously to
other nodes, making the time to upload video to the second Data Mule much bigger. This is one

of the upgrades that can be done as future work to improve our system’s performance.

Cne Mule with no
fails

One mule with fails

Situation

One mule for best-
effort +

Second mule for
retransmission

0 250 500 750 1000

Max. Consecuitive Stall Time (in seconds)

Figure 5.9: Maximum Consecutive Video Stall Time in different situations

To better show how much the solution developed in this dissertation is valuable and better
alternative when compared with actual systems, we must look to the results in Figure 5.10. These
charts represent the percentage of time where the video stream is effectively being displayed versus
the time were the video is stalled. As we can see, even if we consider a mule failure, our solution
has a clearly better exploitation of the time elapsed since the user requests a new video stream when
compared to the theoretical acoustic system. This values were obtained through Eq. 5.12, using
our experimental results in the three situations we tested and theoretical values already explained

in previous sections for the hypothetical acoustic situation.

t .
YostaliTime = salllime x 100 (5.12)

totalStreamingSession

It should be noted that these experimental results collected in a freshwater tank and conclusions
that we have derived from them can also prove our system viability in real underwater scenarios.
Of course, the initial delay to receive the first chunk will be much higher in real environments,
since this initial delay depends directly of the distance between nodes that will be much bigger
in that case. But, for example, the number of data mule complete travels demanded to achieve
continuous video stream receiving at Central Station Unit is independent of the distance between
nodes, even if we are talking about distances in the order of a few kilometers. This is because,
despite the longer time interval spent traveling between receiver and sender, the amount of video
being recorded at sender side will be also much higher, making the Data Mule to bring more
minutes of video content to the buffer in the receiver side. Besides, the percentage of operation

time where there is effective video streaming it will be very similar to the values obtained in our
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One Mule with no fails

@ Percentage of stalled time @ Percentage of effective time displaying video

51% 49%

One mule with fails
@ Percentage of stalled time @ Percentage of effective time displaying video

43% 57%

Hypothetical Acoustic Solution
@ Percentage of stalled time @ Percentage of effective time displaying video

17%

83%

One mule for best-effort + Second mule for retransmission

@ Percentage of stalled time @ Percentage of effective time displaying video

62%

49

Figure 5.10: Percentage of Video Stall Time Vs Percentage of Effective Video Displaying Time

testbed. In short, our solution is capable of delivering video streaming in order of the hundreds of

Kbit/s to few Mbit/s at a distance in the order of the km.
After evaluating the results we obtained and comparing them to existing systems for video

streaming in underwater scenarios, we can conclude that the solution developed in this dissertation

is certainly an evolution in this area, creating a new viable alternative with better QoE and QoS

performance results than the average conventional solutions.
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Chapter 6

Conclusions and Future Work

High definition video capture in underwater scenarios is becoming increasingly important in mis-
sions where Autonomous Underwater Vehicles (AUVs) are used. An AUV can collect video in
deep water for different purposes such as emergency situations, weather analysis, and ecosystem
monitoring in maritime environments. The three most popular technologies for underwater wire-
less communications - acoustic, optical and RF communications - are not able to stream high
definition video over large distances, even if combined. This dissertation proposes a solution for
the problem of underwater wireless video streaming using the data muling concept, successfully
explored in the state of the art, to transport the video data between a Survey Unit, which collects
the video, and a Central Station Unit, where the video can be played back and stored for later
processing. Also, since these extreme environments pose significant challenges for the imple-
mentation of a wireless communications solution, we uses the concept of Delay-Tolerant Network
(DTN), which is a type of networks capable of dealing with failures, intermitent connectivity, and
high delays in the communication between sender and receiver nodes. Our system takes the ad-
vantage of the long range of acoustic communications to provide a out-of-band control channel
between the nodes, and of the high data rate of RF or optical communications for short range video

transmission between the data mules and the other nodes.

The main contribution of this dissertation is an adaptive high definition streaming-oriented
solution for underwater scenarios, combining a retransmission mechanism for reliable video ex-
change, an adaptive video mechanism to cope with the available throughput provided at each
moment by the data mule network, and an enhanced version of the Underwater Data Muling Pro-
tocol for streaming scenarios (UDMP-S). The new protocol was specified, including new state
machine diagrams and the sequence message diagrams and implemented in Python. The reliable
connection was designed to use the new messages types created for UDMP-S and to be run in both
nodes in the system (Central Station and Survey Units).

The streaming-oriented solution as well as the reliable virtual connection were tested in a
freshwater lab testbed through airtight enclosures. The experimental results show that the proposed
solution is a viable option for underwater high definition video streaming, with the experimental

delays and other metrics consistent with the theoretical assumptions for the considered scenario.

51



52 Conclusions and Future Work

Making a comparison with other solutions, we see a clear improvement, not just in waiting time but
also in the Quality of Experience for the user. As an example, we can recall that for a conventional
underwater acoustic communications solution only 17% of the operation time is used for streaming
video when with our solution we can achieve values higher than 50% for the same parameter.

To conclude, we present the future work that can be explored in order to advance the area of

underwater high definition video streaming:

* Optimize the IBR-DTN implementation - IBR-DTN is a framework that is still under
development and has several aspects that should be improved, such as bug corrections that
led to malfunctioning during the work of this dissertation. Also, there should exist an option
to pass the total custody to a network intermediary node using dtnstream, like our data
mules. This revealed to affect our solution performance because every time a new node
approaches the Survey Unit, all bundles generated since the beginning of the dtnstream

session are sent again to this new node, even if other node has already delivered them.

* Perform tests with several simultaneous Data Mules - In this dissertation we have only
performed tests with one and two mules, but in future experiments the use of simultaneous
mules can be tested, for example, using 2 mules for the best-effort connection and another

one reserved to retransmission purposes in order to reduce the delay of the first bit.

* Use an actual underwater acoustic solution in the testbed - We have simulated the out-
of-band acoustic link employing an Ethernet cable network, but as future work, the creation
of a testbed with a real acoustic modems can help gather more accurate results to validate

the real targeted scenario and further developments on the control network.
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