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Limitations of the new ISO standard for health and 
wellness apps

Software apps for health and wellness are proliferating 
rapidly.1 Policy makers, health-care providers, and 
consumers can benefit from assessment and standard
isation of these apps, to support decision making in a 
rapidly developing field. Recognising this unmet need, 
the International Organization for Standardization (ISO) 
published a standard in July, 2021, with the purpose 
of defining a framework for quality assessment and 
labelling of health apps.2 The framework defined by 
the standard comprises four subscales: healthy and 
safe, easy to use, secure data, and robust build, with 
corresponding questions and proposed evidence 
standards for those seeking to evaluate the apps in 
question. However, we fear that, in its current form, the 
standard could stigmatise some app users and worsen 
inequalities in access to digital health technologies. 

In particular, the proposed quality assessment method 
is insufficiently nuanced to be reliably applicable, 
taking into account the diverse characteristics of app 
users. ISO harmonises international standardisation 
in 165 countries. In the field of health and medicine, 
more than 1600 ISO standards have been published. 
The impact of ISO standards on health policy, clinical 
research, and practice is well illustrated by standard 
ISO13485 on medical devices, given that this is the basis 
of the  US Food and Drug Administration’s regulations 
on medical devices.3 The new standard for health and 
wellness apps might more directly affect clinical practice 
because it mandates quality labelling of these apps which 
are specifically targeted at the general public (analogous 
to energy certificates in the EU and UK). This labelling 
will affect all patients and clinicians working with such 
apps. We recognise that this new standard could help 
to improve the quality of health apps; however, we 
do not feel that the standard sufficiently incorporates 
the evaluation of user outcomes as opposed to design 
process, which is particularly problematic with respect to 
the proposed easy-to-use label.

Focusing primarily on the design process rather than 
empirically demonstrated outcomes is an important 
limitation. A user-centred design process should increase 
the probability that an app is easy to use, but is no 
guarantee.4 Evidence provided by app developers of 

good design process should be backed up by empirical 
evidence of user friendliness—ideally from independent 
expert-led evaluations—to justify an easy-to-use label. 
It is well established that ease of use is dependent on the 
context of use, as well as the goals and characteristics 
of the user.5 The standard attempts to account for the 
influence of user characteristics and context on ease of 
use by mandating assessment of the evidence that apps 
have been tested with intended users from the target 
population. This approach is insufficient to ensure reliable 
labelling because it assumes that users involved in testing 
are representative of all intended users. According to the 
standard, testing should include users with a particular 
condition, if the app is “geared towards…people with a 
specific health condition”.2 An app designed to support 
individuals with type 2 diabetes in monitoring their diet 
should, therefore, be tested among people with type 2 
diabetes. However, this group is highly heterogenous. 
Furthermore, a quarter of adults in the USA, and many 
more people globally, live with multiple comorbidities.6 A 
person with type 2 diabetes might be an older person (eg, 
aged ≥65 years) living with mild cognitive impairment, 
both of which are characteristics associated with specific 
requirements when using apps.7 If younger people with 
type 2 diabetes but without cognitive impairment were 
the only patient group included in design and testing 
of the app, then results will fail to represent a very large 
number of intended users. 

The lack of nuance, to account for the diversity of app 
users and user groups, is also evident with respect to the 
healthy and safe subscale of the framework. For example, 
an app designed to support weight loss by monitoring 
calorie consumption might promote healthy and safe 
eating for many people. However, weight loss is an issue 
that intersects mental health and wellbeing. The same 
app might be considered to pose serious health risks to 
users with eating disorders.8 Given the high morbidity 
associated with eating disorders, this occurrence would 
not be a trivial health and safety matter.

Comorbidity, culture, gender, sexuality, language, 
and many other factors can be expected to modulate 
the extent to which apps are healthy and safe or easy to 
use for different users or user groups. Nevertheless, it is 
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unclear how the representativeness of users involved in 
testing should be assessed using this standard, or how 
contextual information and limitations of testing should 
be communicated by the resulting quality label. Without 
such reports, labels could be unreliable or even misleading 
for users, particularly individuals living with multiple 
conditions or impairments, who have specific needs and 
might be under-represented in user testing. These people 
have the greatest need for robustly assessed and clearly 
labelled health technology; however, unreliable easy-to-
use labels might increase stigma, reduce self-efficacy (ie, 
belief in their own ability to use technology), and result 
in slow adoption of technology. A common stigmatising 
misconception among older adults, as well as those 
around them, is that, as a group or as individuals, they are 
unable to use technology. There is a real risk that people 
encountering problems when using supposedly easy 
technologies will perpetuate existing stigma when, in 
reality, the label is not justified for that user or user group. 

Given the limitations of the ISO’s proposed quality 
labels for health and wellness apps, we make three 
urgent recommendations. First, we strongly encourage 
our colleagues in research to investigate the validity 
and limitations of the proposed quality labels for 
diverse groups of users. Second, we recommend that 
the ISO revises the standard without delay. The most 
immediate solution to this problem would be for 
the ISO to add questions and evidence requirements 
around diversity and representativeness in user testing 
to the assessment framework, and corresponding 
information on the public-facing quality labels. This 
action would increase transparency, make the quality 
labels more nuanced and meaningful, and be a first 
step towards reducing the likelihood of stigmatising 
misconceptions arising. We also suggest that the ISO 
take into account the in-development ISO standard 
regarding cognitive accessibility, besides alternative 
approaches to assessing and labelling apps, such as 
the NHS Digital Technology Assessment Criteria.9,10 In 
particular, the approach to the development of the in-
development standard for cognitive accessibility seems 
to focus more on the nuanced needs of individuals and 
groups, to ensure that “products, systems, services, 
environments and facilities can be used by people 
from a population with the widest range of cognitive 
characteristics and abilities to achieve a specified goal 
in a specified context of use.”9

Third, we recommend that policy makers, health-
care providers, and consumers remain critical 
with respect to the proposed app quality labels, 
particularly in the context of users with multiple 
comorbidities or impairments. If all parties follow these 
recommendations, we hope that the result will be an 
appropriately nuanced standard, allowing the reliable 
assessment of the quality of health and wellness apps. 
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