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ABSTRACT 

Clinical trials are the cornerstone of treatment discovery because they provide 

comprehensive scientific evidence on the safety, efficacy, and optimal use of therapeutics. 

However, current clinical trials are facing multiple challenges such as patient recruitment, 

data capture, and overall management. There are various causes of patient recruitment 

challenges such as inefficient advertising models, complex protocols, and distant trial sites. 

Data inconsistency is the main challenge of the data capture process. Source data 

verification, a standard method used for data monitoring, is resource-intensive that can cost 

up to 25% of the total budget. The current clinical trial management system market is 

fragmented and lacks thorough designs with all desired features so that nearly all 

respondents to management systems from the annual global survey reported dissatisfaction 

with the current management system. Based on these challenges, disruptive technologies 

such as blockchain may provide feasible solutions by utilizing its unique features. 

Blockchain is an open-source distributed ledger technology that was first applied 

in the financial sector. Its features such as public audibility, data security, immutability, 

anonymity, and smart contracts are a good fit for the needs of many healthcare applications. 

However, there are several common challenges of blockchain technology so that most 

blockchain designs for healthcare applications are still in the early stage of implementation. 

This dissertation aims at optimizing clinical trials by developing multiple 

applications using blockchain technology to provide feasible solutions to the current 

challenges. We will use real-world data to conduct large-scale simulations to evaluate the 

feasibility and performance of proposed blockchain models for clinical trial applications. 
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CHAPTER ONE - INTRODUCTION 

1.1 Background 

Clinical trials are considered the cornerstone of the development of new drugs or 

treatments because they have investigated the safety and efficacy of the new therapeutics 

using a standard protocol [1]. However, current clinical trials are facing multiple challenges 

related to patient recruitment, persistent monitoring, and management. 86% of clinical 

trials don’t achieve their recruitment goals on time and 19% of registered clinical trials 

have been either closed or terminated due to failure to reach recruitment goals [2]. Failure 

to meet recruitment goals on time results in incomprehensible statistical results, premature 

trial termination, and delay of the study timeline that could double the planned recruitment 

period [3]. It can cost up to 8 million dollars for each day of delay [4]. Possible causes for 

patient recruitment issues are related to inefficient advertising models [16], concerns about 

the legitimacy of the clinical trials [3], unreachable clinical trial sites that deter potential 

subjects with frequent travels to the site during the trial [16], etc. The challenges of 

monitoring mainly surround data collection such as data security concerns [5, 6], data 

inconsistency caused by human error or falsification [7], and difficulties of data exchange 

across multiple healthcare facilities [8]. Source data verification (SDV), a verification of 

the conformity of the reported data with source data, is costly with an average of 25% of 

the entire clinical trial budget [9]. The Clinical Trial Management System (CTMS) is a set 

of software tools used for managing clinical trial processes. A complete design of CTMS 

needs to be secure, cost-efficient, regulation compliant, traceable, and auditable to manage 

the process for each phase of the study [10-12]. However, the current CTMS market is 

fragmented and lacks thorough designs with all needed features and management tools [12, 
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13]. According to the 2019 Unified Clinical Operations Survey provided by Veeva, a global 

life-science service, nearly all respondents (99%) had issues with their current CTMS and 

90% of the respondents reported a significant deficiency in at least one CTMS application 

[14]. With these challenges, emerging technologies, such as blockchain, may provide 

potential solutions for needed functions in clinical trials to tackle the aforementioned 

challenges. 

Blockchain is a distributed ledger technology which has been first applied in the 

financial sector [15, 16]. The success of the Bitcoin cryptocurrency, which is one of the 

blockchain’s most popular applications, shows the robustness, security, and consensus 

mechanism of the blockchain system [17]. Blockchain also has other features such as 

anonymity, decentralization, immutability, data provenance, and public auditability [16]. 

All the transactions that have occurred in the blockchain are distributively stored into each 

node which can be any active electronic device without specific hardware requirements 

inside the blockchain system [18]. Any transaction needs to be validated by the users in the 

blockchain before it is written into the system [19]. Since the system is fully decentralized, 

all the transactions can be audited publicly by all the users. The public auditability feature 

can solve many clinical trial challenges such as providing an oversight role of FDA, 

promising legitimacy of the clinical trials, and making users aware of the available trials. 

Once the record is stored in the blockchain, it cannot be modified [20]. This immutability 

feature ensures data consistency and provides trust to users. With the smart contract feature 

which is a self-executing, coded protocol agreed between senders and receivers [21], 

blockchain can solve more complex challenges that will be elaborated in each aim.  
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Despite the features of blockchain fitting most healthcare applications, there are 

several common challenges of the most current blockchain models for healthcare 

applications: (1) inadequate public/private key management systems; inability to retrieve 

any information once a user has lost the private key [22], (2) loss of privacy caused by the 

transparency of the distributed system [23, 24]; the ability of all the users in the blockchain 

to view all the data stored in the blockchain, (3) scalability constraints, considering 

Ethereum can handle roughly 15 transactions per second [24, 25], and (4) most blockchain 

applications in the healthcare area are still in the design stage and have not yet been 

implemented [26]. A practical blockchain framework for healthcare applications is needed 

to evaluate the feasibility of utilizing blockchain technology for the healthcare field. 

1.2 Study objectives 

This study aims at utilizing blockchain technology to provide multiple practical 

problem-oriented blockchain models for clinical trial optimization. We have achieved this 

objective by pursuing the following specific aims. 

Aim 1. We have built a generalized blockchain architecture that provides data 

coordination functions, including data requests, permission granting, data exchange, and 

usage tracking, for various healthcare application developments. Developers do not need 

extensive experience in blockchain to implement applications on the proposed blockchain 

architecture. 

Aim 2. We have built a blockchain architecture to achieve a patient-centric Health 

Information Exchange (HIE) which provides patients full control of their health records by 

personalizing data segmentation to regulate sharable information and authorizing “allowed 

list” for clinicians to access their data. Timely HIE can improve the healthcare outcomes 
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as well as the quality and efficiency of the clinical research process such as patient 

recruitment. Large-scale simulations have been conducted to test the feasibility of sharing 

confidential information using blockchain technology and the performance of the proposed 

architecture. 

Aim 3. We have investigated the current clinical process and implemented several 

blockchain models to tackle issues related to patient recruitment, patient engagement, data 

capture, persistent monitoring, and overall clinical trial management. We have also built a 

blockchain architecture to achieve an innovative approach to conducting clinical trials 

solely through a digital platform. 

1.3 Dissertation organization 

In this dissertation, we have provided multiple blockchain models fit for the needs 

of different clinical trial applications. Each proposed model has been tested for feasibility, 

stability, and scalability by conducting simulations. In each chapter, we have elaborated on 

the rationale of using blockchain technology to solve the current challenges. Chapter two 

gives an introduction of blockchain technology in detail along with a description of all its 

unique features. The subsequent chapters have applied many blockchain concepts without 

repeating the explanation. Chapter three describes a generalized blockchain architecture 

that provides data coordination functions for a wide spectrum of healthcare applications 

not limited to clinical trial application developments. The architecture offers health 

technology community blockchain features for application development without requiring 

developers to have extensive experience with blockchain technology. In chapter four, a 

blockchain model is built to achieve a patient-centric Health Information Exchange (HIE). 

A large-scale simulation of this patient-centric HIE process was performed, and the model's 
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feasibility, stability, security, and robustness were quantitatively evaluated. Chapter five 

presents a blockchain model to enhance clinical trial recruitment. The model contains 

multiple trial-based contracts for trial management and patient engagement and a master 

smart contract for automated subject matching, patient recruitment, and trial-based 

contracts management. Chapter six illustrates a comprehensive clinical trial management 

system implemented using blockchain. Multiple applications are designed through smart 

contracts that span all stages of clinical trials. Chapter seven describes a blockchain 

framework to achieve virtual clinical trials, an innovative approach to conduct home-based 

rather than site-based clinical trials. This chapter brings the healthcare community a fresh 

idea of conducting clinical trials by utilizing blockchain’s unique features. Chapter eight 

concludes by reviewing contributions presented in the prior chapters, and by discussing the 

limitations and future work.   
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CHAPTER TWO - BLOCKCHAIN TECHNOLOGY 

This chapter adopts partial contents with minor modifications from our previous 

publication in AMIA Annual Symposium proceedings in 2018 [27]. 

Zhuang Y, Sheets L, Shae Z, Tsai JJP, Shyu CR. Applying Blockchain Technology 

for Health Information Exchange and Persistent Monitoring for Clinical Trials. AMIA 

Annu Symp Proc. 2018 Dec 5;2018:1167-1175. PMID: 30815159; PMCID: PMC6371378. 

2.1 Introduction 

Blockchain is a distributed ledger technology that was first applied in the financial 

sector [16]. Bitcoin is one of the most popular applications of blockchain that shows its 

security, durability, and robustness. Blockchain is an open-source platform to allow all 

users to make transactions without a mediating party. It reduces the cost of transactions 

and the time of working with third parties. The entirety of the transaction and validation 

processes are performed by users inside the blockchain. When a user makes a transaction, 

all of the information from this transaction is encrypted using cryptographic algorithms 

and broadcast to every user in the blockchain network for validation [16].  

Validation processes contain two parts. The first part is the validation of the user’s 

key pair; the second part is validation that the user’s account balance is sufficient to make 

the transaction [16]. Each user has a unique key pair consisting of a public key and a private 

key. The public key is similar to a proxy user ID in the blockchain system so that no 

blockchain node, which can be any electronic device that can install the blockchain system, 

is able to know the patient’s identification. The private key is similar to the user’s signature. 

Each transaction is sent to the receiver’s blockchain account derived from the public key 
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and digitally signed by the sender’s private key. The receiver needs to validate the identity 

of the sender by checking whether or not the public key matches the sender’s digital 

signature. A user can create a username and password or use biometric information that is 

mapped to the public and private key instead of memorizing the real key’s value. Since we 

use Smart Contract to regulate all transactions executed in the blockchain, transactions only 

need to be validated through the confirmation of the sender’s identity. If there is a 

consensus of most users in the system, this transaction is written into the coming block. All 

validated transactions occurring after a previously created block are recorded in the next 

block. All transactions are secure, trusted, auditable, and immutable.  

Blockchain can be set up as a “public chain” or a “private chain.” A public chain is 

also known as a “permissionless” chain, which means anyone can join this chain and see 

all the transactions which have occurred since its beginning [28]. They can also participate 

in the validation and consensus process. Bitcoin is the cryptocurrency inside this public 

blockchain. A public chain is a fully distributed chain, which means that all transactions 

are dependent on a consensus decision of all nodes. The stability of blockchain depends on 

a mass of participating nodes; they contribute computing power to ensure the reliability of 

the consensus. A private chain is also known as a “permission chain” [28]. Users must get 

permission to join the private chain. Each node installs the specific “genesis block” of a 

private chain to join the system. The private chain is not fully decentralized since the 

creator of a private chain decides who has permission to join this chain [29]. The great 

benefit of private chains versus public chains is it is easy to regulate the users and 

transactions to ensure privacy, scalability, and security. For EHR data, making transactions 

visible only to authorized users is ideal. In this work, we utilize a private blockchain system 
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for more security and ease of regulation. Each clinical trial could have different regulations 

based on their protocols, and each hospital could have different regulations based on their 

policies. Therefore, a private chain is better than a public chain to offer customized 

functionality for HIE and clinical trial settings. 

Every blockchain will start with a genesis block which is the first block in the chain. 

We can set up multiple parameters in the genesis block which determines the characteristics 

of the private chain. A parameter called the “gas limit” restricts the transaction size. In the 

Ethereum blockchain system, each bytecode inside a transaction has a pre-defined “gas 

amount”. When users deploy Smart Contract in a system, they must pay a “gas fee” for the 

deployment. If the gas fee exceeds the gas limit, the transaction will be declined. In our 

implementation, which does not focus on the financial aspects of blockchains, we have 

assigned a sufficient balance for each user inside the private chain so that every user will 

be able to send transactions at any time. We have also set up a maximum value of the “gas 

limit” in case of some clinical information is too large to be sent through the blockchain. 

Another important parameter is called difficulty, which determines the “block generating 

rate” [29]. Private chains can set up a high generating speed that can support real-time 

transactions. In addition, private chains also have Smart Contract protocols to regulate 

transactions and validate users’ identities through coding the policies of different clinical 

sites and the protocols under different scenarios.  

There is a debate regarding private chain versus databases since a private chain is 

not a fully distributed system [30]. Shared databases could share “read” permissions with 

multiple authorized users without any issues. However, when users get shared “write” 

permissions, they can easily modify the master file which could result in unrecoverable 
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errors [31]. Private blockchains provide more secure identity validation and a higher level 

of error checking than regularly shared databases. Private chains can code any permission 

level for any user. When there is a conflict between users’ requests and protocols, Smart 

Contract uses cryptographic algorithms to ensure that invalid transactions are not added to 

the blockchain. Even if a hostile attack on a user’s account sends malicious requests, each 

user keeps a copy of the transaction history and can recover the system from any given 

timestamp [19]. Private chains can create peer-to-peer networks; any authorized party 

inside the private blockchain can query transactions from another party without changing 

the original data.  

2.2 Smart Contract 

Smart Contract is an agreed computing protocol on top of the blockchain, used 

especially in the Ethereum blockchain system. It was first proposed by Nick Szabo in 1994 

to allow distributed ledger systems to regulate contracts [32]. These contracts could be 

coded as computing protocols, stored inside blockchain systems, and self-executed. 

Ethereum is a distributed ledger that runs Smart Contract [29]. Smart Contract is written 

using Solidity, which is a Turing-complete language and is expected to encode all rules 

needed for HIE. It can also contain data exchange policies from clinical sites. 

Smart Contract is compiled using a Solidity compiler residing on a blockchain. 

After deploying Smart Contracts to the blockchain, the system returns an address [33]. 

Users who want to use other Smart Contract functions must use the application binary 

interface (ABI) of Smart Contract and Smart Contract address. Users can only check the 

ABIs for a different Smart Contract. The source code is anonymous and is believed 

unhackable [34].  
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 Smart Contract is a coded consensus protocol: all the users in a blockchain system 

must follow the protocols to make transactions. Figure 1 is an example of a Smart Contract 

showing how different permission levels are set up for different users. 

Figure 1. A smart contract example to demonstrate ownership and permission 

levels of different roles inside the blockchain system 
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The contract is deployed by the owner of the contract. In our system, we 

hypothesize and assign the FDA as the owner of the Smart Contract. As shown in Figure 

1, the “onlyOwner” modifier (line 7) ensures that functions with this modifier can only be 

executed by the owner. The “Add_pharmas” function (lines 12-18) with the “onlyOwner” 

modifier ensures that only the owner can add clinical sponsors; executions of this function 

from other users would be declined automatically. Different roles in the system have 

different privileges to execute different functions. The “set_permission” function (lines 21-

32) is a public function: any user in the system can call this function to initialize their own 

permissions. There is a pre-defined permission level giving the FDA the highest privilege. 

2.3 Blockchain adapter 

In our system design, we have converted blockchain nodes into blockchain adapters 

that abide by the local health IT policies [35]. These nodes need to take the following steps 

to build a “blockchain adapter” to communicate with the system: (1) deploy the correct 

“Genesis block” (the starting block of the blockchain), which is a JSON file containing the 

blockchain’s unique characteristics, and add the starting node as a peer node; (2) build a 

remote procedure call server which can communicate with servers outside the adapter and 

secure EHR databases inside the healthcare facility’s firewall; and (3) build a temporary 

receiving database outside the firewall to store data received from all other healthcare 

facilities’ blockchain adapters. These steps are embedded into an installation file that can 

automatically convert a node into a blockchain adapter. Once a blockchain adapter joins 

the blockchain system, a pair of keys are automatically generated for the adapter and 

managed by the local administrator. 



12 

 

2.4 Assumptions 

To conduct simulations using the proposed blockchain models, we made the 

following assumptions: (1) Each participating site, including the sponsor, trial sites, site 

institutional review boards, and the Food and Drug Administration (FDA) is required to 

provide at least one blockchain adapter, (2) each participating site’s local health IT has 

agreed on the adapter setting, (3) patients have authorized the blockchain system as well 

as the application to access their health records, (4) all participating parties have an 

administrator to operate the system, and (5) all users can operate the system properly.  
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CHAPTER THREE - GENERALIZABLE BLOCKCHAIN 

ARCHITECTURE  

We have published this chapter in the Journal of Medical Informatics Research in 

2020 [36]. This chapter adopts its main contents with minor modifications. 

Zhuang Y, Chen YW, Shae ZY, Shyu CR. Generalizable Layered Blockchain 

Architecture for Health Care Applications: Development, Case Studies, and Evaluation. J 

Med Internet Res. 2020 Jul 27;22(7):e19029. doi: 10.2196/19029. PMID: 32716300; 

PMCID: PMC7418010. 

3.1 Background 

The healthcare industry generates abundant health data from various sources [37]. 

The increasing adoption of digitalized healthcare records such as Electronic Health 

Records (EHRs) provides the opportunity for healthcare data analytics and the coordination 

of results with patients’ care [38, 39]. Many clinical research applications need to be 

designed by maximizing the potential benefits of EHR usage such as supporting drug 

development [40], expediting the recruitment process [41], and improve the clinical trial 

outcomes, [42, 43]. However, multiple barriers to data coordination exist: (1) data privacy 

and security concerns during HIE [44, 45]; (2) the limitations of institutional privacy rules 

[38, 46]; and (3) the time-consuming process of generating agreements on data exchange 

between institutions [47, 48]. There are security and privacy concerns about the exchange 

of sensitive health data [45]. Due to the Health Insurance Portability and Accountability 

Act (HIPAA), legislation limits EHR access without patient authorization [38, 49]. 

Therefore, there needs to be a sustainable and secure data collaboration mechanism by 
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which each data owner can maintain control of their data, and only if the owner of the data 

allows that to occur [50]. 

Facing the challenges of data coordination, blockchain is considered to be a 

disruptive technology that can potentially provide a solution [24, 26]. There have been 

many efforts to apply blockchain to areas of healthcare [15, 51, 52]. However, most 

blockchain applications in the healthcare area are still in the early stages of implementation 

[26]. In this chapter, we will describe a generalized layered architecture that fits a wide 

spectrum of healthcare applications not limits to clinical research with an essential 

characteristic as cross-site data coordination [36]. The layered architecture provides a 

blockchain platform with predefined functions for data collection for developers to 

implement healthcare applications including clinical research applications without 

extensive experience in blockchain. 

3.2 Methods 

The Blockchain network offers advantages in managing digital assets [53, 54]. The 

well-known digital asset managed by blockchain is Bitcoin or, in general, cryptocurrency 

[15]. In healthcare applications, EHR access is the digital asset in management. The health 

data for patients who opt to participate in the blockchain are encrypted and stored in 

secured off-blockchain databases located in healthcare facilities protected by their own 

firewalls. The foundation private blockchain is used to store all transactions referring to 

EHR requests and exchanges and the metadata that contain pertinent healthcare data with 

the identifications of patients and healthcare facilities. In addition, the following 

components are captured in the metadata: time of creation, dataset location, access 

permission and control, data decryption, and data authenticity.  
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As blockchain is a fully distributed system, we have built three layers on the top of 

the private blockchain network: transaction layer, interfacing layer, and application layer. 

As shown in Figure 2, the transaction layer consists of two types of smart contracts coded 

in Solidity, namely, EHR manager smart contracts, and user manager smart contracts, to 

manage the storage of and access to metadata that are encrypted with decentralized validity 

and authenticity checks using blockchain security [55]. These two smart contracts are fixed 

in the system and are not permitted to change. 

 

Figure 2. Overall layered blockchain architecture. The transaction layer consists of two 

smart contracts to manage data access tasks. The interfacing layer interacts with the 

blockchain environment, graphical user interfaces, and other blockchain adapters. The 

application layer provides a flexible platform for healthcare application development. The 

figure shows the general process of data requests using the architecture.  
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Data requests from one healthcare facility to another trigger certain functions of 

smart contracts through the interfacing layer. Only through the information in the trustable 

metadata can original data be retrieved and verified for authenticity by the interfacing layer. 

Applications such as subject recruitment for clinical trials, EHR management, and artificial 

intelligence (AI)–based data analytics tools can be built on the application layer. This 

layered architecture has the following benefits compared with the previous blockchain 

systems used for healthcare applications: (1) compatibility of most healthcare applications 

that require data exchange, (2) semi-publicity to fix the blockchain settings and smart 

contract functions but retain most blockchain features, (3) security settings of each layer to 

protect the identities and data of patients during an exchange, and (4) traceability of who 

have accessed the data and how they used the data. 

3.2.1 Environment Setup 

 To build the blockchain system, each healthcare facility is required to provide at 

least one blockchain adapter [56]. To ensure the security of healthcare data and meet the 

needs of current EHR operations, our blockchain system does not store patient data. There 

are two main reasons for this. First, it is not practical to store a large chunk of healthcare 

data in a blockchain because of the healthcare facilities’ policies of sharing health 

information and blockchain storage constraints [15]. Second, the healthcare industry is still 

unreceptive to allowing patient data to move across the blockchain network [49]. A 

metadata set containing pertinent information of the original EHR data is created and 

submitted to the blockchain platform. The creation and updating of metadata are recorded 

into a chain of data blocks in the blockchain. These transactions executed via smart 

contracts are immutable and traceable, thus creating a trustable metadata transaction. As 
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there are different interoperability standards, such as Fast Healthcare Interoperability 

Resources (FHIR) and Health Level 7 version 3, there will be different metadata points of 

different data stores for the receiver to choose from. The receiver can choose the 

compatible interoperability standard of their home department’s standard during the data 

coordination process [57, 58]. The metadata owner, who is the same as the dataset owner, 

can grant, reject, or revoke access permission automatically via smart contract or 

interactively by means of electronic notification and confirmation. For example, smart 

contracts can be programmed to grant or reject access permission based on time or data 

type or to delegate access permission to a specific user. In all cases, because a third-party 

intervention is not necessary for granting or rejecting permissions, the time efficiency of 

data sharing can be greatly improved.  

The patients need to go to the healthcare facilities to opt-in to the system so that 

they can claim ownership of their data. The metadata permission control carried out by 

smart contract is anonymous, which ensures privacy. The metadata used for locating 

encrypted data are communicated with the secured data stores via the HTTPS protocol, and 

the result is communicated back to the user via the same protocol; thus, it is considered to 

be a secure data transfer.  

3.3.2 Foundation Private Blockchain network 

The foundation of our layered architecture is a private Ethereum blockchain that 

involves an immutable chain of data blocks consisting of committed ledgers, and multiple 

blockchain nodes synchronously maintaining the same chain of data blocks. In the overall 

architecture, this layer ensures data immutability, decentralized consensus, data 

transparency, and traceability. The private blockchain is initiated from a starting node with 
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special settings to make the blockchain unique. The smart contracts will be deployed 

through the starting node when the private blockchain is built. All the participating nodes 

from healthcare facilities must obtain permission from the starting node to join the system. 

This procedure will disallow unauthorized parties from joining the system. As the 

participating nodes are joined into the system, the blockchain will automatically generate 

accounts for their blockchain adapters. All the other users such as patients, healthcare 

providers, etc. need to opt-in to the system through healthcare facilities. The blockchain 

accounts will be generated for the users from each healthcare facility as soon as the 

applicants’ identities are proved.  

The private blockchain stores all the transactions for (1) patients and healthcare 

facilities granting, revoking, and denying access to their EHR data; (2) authentication of 

patients and healthcare providers to retrieve the EHR data; and (3) healthcare facilities to 

store metadata for patients’ visits. The transactions will record the receiver, sender, 

contained data, and the timestamp into the blocks through blockchain adapters. Users can 

also make transactions in the backend blockchain console through the blockchain node. 

These transactions still need to pass smart contract regulations to become effective. Most 

users will interact with the Graphical User Interfaces (GUI) built on the Application Layer 

to execute functions in the blockchain system. 

3.3.3 Transaction Layer 

The transaction layer consists of two smart contracts that specify a metadata model 

for healthcare records and methods that regulate data access rights, permission policies, 

and data encryption. Two smart contracts, the EHR manager smart contract and the user 

manager smart contract, are deployed to the blockchain to securely accomplish the basic 
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EHR management tasks. The EHR manager smart contract can only be used by healthcare 

facilities to submit the EHR metadata to the blockchain. The user manager smart contract 

is used by patients or facilities to manage access to their data. Once a patient has opted into 

the system from a healthcare facility, the healthcare facility’s blockchain adapter will 

automatically encrypt his or her patient ID and public key using the blockchain adapter’s 

public key and input to the user manager smart contract. Healthcare facilities will have 

adapter IDs stored in the user manager smart contract. 

3.3.3.1 EHR manager smart contract for submitting metadata to the blockchain 

The EHR manager smart contract (as shown in Figure 3) defines several structures 

to record patient information: EHRDataID and EHRdata define the metadata components, 

PatientID stores the patient ID and healthcare facility ID for the registered patients, and 

patientData maps the different healthcare facility visit records of patients with the patients’ 

IDs. Once the blockchain adapter receives a record from the EHR system, the blockchain 

adapter automatically performs the following steps to submit the metadata to the 

blockchain through an addEHR function: (1) extract the patient ID from the EHR dataset, 

(2) find a public key associated with the patient from the user manager smart contract, (3) 

generate a random data key for encrypting the EHR dataset, (4) encrypt the EHR dataset 

using data key and store the encrypted data to an off-chain secured data store, (5) use the 

patient’s public key and adapter’s private key to encrypt the data key. Call the encrypted 

data key “key cipher.”, and (6) submit the following metadata to the blockchain: patient 

ID, encrypted dataset location as a URL, key cipher, and associated blockchain adapter ID.  

The blockchain adapters will generate public and private key pairs following the 

Diffie-Hellman protocol between the local hospital adapter and the patient using Node.js. 
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The key cipher makes the data key more secure and can only be computed when the remote 

hospital adapter’s account is validated and with the patient’s authentication. Figure 4 shows 

one patient’s decoded metadata retrieved through blockchain using the Remix integrated 

development environment, which is an open-source visualization tool used for interacting 

with blockchain nodes and smart contract development and deployment. 

 

Figure 3. The main part of the EHR manager smart contract code defines the Metadata 

structure. Blockchain adapters must extract the information and calculate the encrypted 

keys then store them into the smart contract. The record will automatically associate with 

the adapter’s Blockchain ID. 
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Figure 4. Example of a patient’s metadata retrieved through blockchain. The information 

is decoded by the Remix web-based integrated development environment, which is 

connected to the retrieving blockchain node. The patient’s metadata contains data location, 

key cipher, dataset ID, dataset description, and creation time. 

3.3.3.2 User Manager Smart Contract for the Health Information Exchange Process 

A scenario is described in this section to show the process of healthcare provider X 

retrieving patient A’s EHR. Through a mobile application or web browser with biometric 

authentication, Patient A can grant access privileges to healthcare provider X using the 

application program interface (API) to set data permission on the interface layer. In some 

cases, more than one clinician is involved in the patient’s care. The healthcare facility needs 

to create a shared blockchain account for the provider’s department so that all involved 

clinicians can access the patient’s data with one-time authentication [59]. Blockchain 

adapters will record who has accessed the data and submit it to the blockchain. The 
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blockchain adapters from the receiver’s home healthcare facility will perform the following 

steps for the data retrieval process: 

1. Verify healthcare provider X’s permission to access patient A’s records 

through the EHR manager smart contracts. 

2. Retrieve patient A’s metadata from the EHR manager smart contract. 

3. Request the encrypted EHR dataset from the remote healthcare facility via 

an HTTPS service provided by a blockchain adapter. 

4. Retrieve the encrypted data using encrypted dataset location information in 

EHR metadata. 

5. Decrypt the EHR dataset. This step involves decrypting the key cipher by 

patients to obtain the data key that decrypts the EHR dataset. 

Similar processes will be used for sharing data between healthcare facilities and for 

patients retrieving their own EHR records. The entire process will be performed 

automatically through the blockchain adapter. 

3.3.4 Interfacing Layer 

The interfacing layer provides 4 high-level methods: get the healthcare data from 

different facilities, store the encrypted data securely, post metadata or data request to the 

blockchain via smart contracts in the transaction layer, and send the encrypted data to the 

receiver who has gained permission from the data owner. Using the functions in this layer, 

application developers can implement distributed data applications (DApps) without the 

knowledge of smart contracts and the underlying blockchain network. This layer consists 

of APIs and HTTPS web services to define a set of primitive coordinate functions: (1) 

submit data, (2) set data permission, and (3) retrieve data. The data submission API will 
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extract metadata from the original data and call the transaction layer’s smart contracts to 

record it to the blockchain. It will also encrypt the original data and store the encrypted 

version in a secure off-blockchain data store. The data retrieval API will call smart 

contracts to retrieve metadata from the blockchain, verify encrypted data authenticity with 

metadata, and decrypt the encrypted data in the off-blockchain data store to obtain the 

original data. The data permission setting API will call the transaction layer’s smart 

contracts to set access policies and methods for a piece of metadata. Information contained 

in metadata is used to retrieve and decrypt data. The HTTPS web services provide secure 

data transport when data are to be transported through a channel and can potentially be 

eavesdropped on. Using the blockchain adapter to serve as a gateway to the EHR system 

minimizes the concerns of data exchange security. 

We implemented blockchain adapters as a Node.js application and used the web3.js 

package for interfacing with a blockchain node and https.js package for HTTPS secure web 

services. web3.js is also available in the Python library as web3.py. The HTTP-based web 

services are mainly used for communication among blockchain adapters. The blockchain 

adapter is embedded as software that will install the missing component automatically, 

such as node.js and web3.js. Figure 5 shows a high-level block diagram of a blockchain 

adapter. The metadata extractor extracts metadata such as patient ID and dataset ID from 

the EHR dataset for data identification purposes in the blockchain. The data and patient ID 

manager maps the patient ID to the dataset ID and records the information in both the user 

manager smart contract as well as the EHR manager smart contract. The dataset 

encryption block in Figure 5 encrypts the EHR dataset and stores it away in the secure data 

store with a URL or a data object hash for future access. 
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Figure 5. Blockchain adapter components and functions. Blockchain adapter extracts the 

metadata from the electronic health record, encrypts the electronic health record, stores the 

encrypted electronic health record into the secured data store, and maps the patient ID and 

data ID to the blockchain account. Blockchain adapters use HTTPS to interact with other 

adapters and communicate with the foundation private blockchain network through a 

blockchain interface. 

From the security and reliability point of view, the following design guidelines are 

strictly followed for the blockchain adapter: 

1. Blockchain adapter is modeled as a nonhuman blockchain user and has its 

own private and public key pair when the blockchain account or address is 

established. The public key is made public via the user manager smart contract. 

The private key is kept in a blockchain adapter. 

2. The HTTPS service uses a separate key and certificate file. 

3. The Diffie-Hellman key agreement protocol is used for dataset encryption. 

4. When one blockchain adapter fails, transactions (dataset exchange) with the 

associated organization will be interrupted, but transactions among all other 

organizations will not be affected. 
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3.3.5 Application Layer 

With the above Interfacing Layer architecture and smart contract setup, many 

healthcare applications involving data exchange can be developed in the application layer. 

This layer will rely on the interfacing layer to securely collect the data and then perform 

data analytics. Applications will not change the existing blockchain settings. These 

applications can allow researchers or data owners to have better use of the EHR data. For 

example, personal health records management can be developed on the application layer. 

A patient’s identity will be verified through smart contracts in the blockchain. All patient 

records can be retrieved through the interfacing layer. In addition to the HIE application, 

subject recruitment for clinical trials could also be developed in this layer. Clinical trial 

sponsors need to obtain permission from the patients through blockchain adapters from 

clinical trial sites before the matching process [60]. After the patients grant the sponsors 

permission to gather their data, clinical trial sponsors can use the data analytics tools 

developed in the application layer to match the patients with their recruitment criteria 

automatically. We implemented these two sample applications on our private blockchain 

system. The Results section shows the interactions of the application layer and the 

blockchain system and the simulation results. 

3.4 Case study 

To test the feasibility of our layered architecture, we built a blockchain environment 

that contains one starting node and four healthcare facility nodes. A blockchain adapter has 

been installed to each node to communicate with the blockchain and its own secured data 

store, which was implemented using MongoDB. We created 100 accounts for healthcare 

providers and 10,000 patient accounts on each healthcare facility node of patients’ records 



26 

 

from the Surveillance, Epidemiology, and End Results (SEER) dataset. A total of 2431, 

2587, and 2505 patients have multiple records distributivity stored in 2, 3, and 4 healthcare 

facility nodes, respectively. The remaining patients’ records were stored in a single facility 

node. Selected records were stored in each secured data store using an automated script 

following the same procedure described in the EHR manager smart contract. The 

ownerships have been claimed when the metadata was pushed into the blockchain using 

the smart contract in the transaction layer. After setting up the environment, we 

implemented an application as HIE to interact with our blockchain system. The application 

is an example of the potential use of layered blockchain architecture. We tested the 

accuracy, scalability, and speed of our system 

This application provides an interface for users to manage access to personal 

healthcare records through the Transaction Layer. Patients can use this application to grant 

and revoke access to their records. Patients can also track how many times their records 

have been accessed through this application. To test the accuracy, speed, and scalability of 

our system, we simulated the process of patients granting permission to healthcare 

providers of their EHR. We developed five scripts to automate the simulation process by 

(1) randomly selecting one patient to grant one healthcare provider permission to their EHR 

per second for an hour and recording the timestamp, (2) recording the timestamp when the 

healthcare providers received the permission, (3) recording the timestamp when the 

healthcare providers received the data, and (5) adding one patient per second to script one 

then repeating scripts #1 to #4 until reaching the system limitation because of the known 

scalability constraints of Ethereum [25]. 
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The simulation only contains the period of interactions with the blockchain. 

Retrieving data is an off-chain process through the HTTPS portal and varies with different 

healthcare facilities. From our simulation results, the system breaks at a certain point when 

the scale reaches 14 transactions per second (TPS). We simulated 331,142 access-granting 

transactions. All the transactions have successfully retrieved the records except the last 

second’s 14 transactions due to reaching the Ethereum scalability limitation. The average 

time of writing a transaction to a block is 11.271 (SD 2.208) seconds. We did not find a 

correlation between TPS and validation time. All healthcare providers received the 

metadata in an average of 1.73 seconds. 

In this study, the scalability of the blockchain using various transaction frequencies 

from 1 to 14 TPS through blockchain adapters was tested. Figure 6 shows the time spent 

granting permission from different scales (the 14 TPS group was excluded because of 

incomplete results). Once the permission is granted by writing the transactions into blocks, 

the receiver can retrieve the metadata from the smart contract through the blockchain 

adapter without making another transaction for users to validate the legitimacy. This means 

that the average time of receiving metadata is much shorter than the grant permission. The 

script of the 9 TPS group runs slowly compared with the former groups. All the blockchain 

nodes were restarted separately, and the script was restarted with the 10 TPS group. The 

speed is affected by the processing speed of the blockchain nodes and Ethereum 

performance. The starting node’s blockchain adapter was used to control the overall 

frequency. All transactions from the blockchain adapters of healthcare facility nodes will 

queue in the starting node’s adapter until the earlier batches of transactions have been 
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executed by each blockchain adapter. We controlled the overall frequency as 13 TPS, 

which avoids Ethereum’s scalability constraints by spacing the transactions. 

 

Figure 6. Box plot of simulation results for 1 to 13 transactions per second group. The 

boxes show the different quantiles of time costs related to different scales of transactions 

per second. 

3.5 Discussions 

This chapter described an augmented layered blockchain system in development 

for most healthcare applications involving data coordination across multiple healthcare 

facilities. The design of this layered architecture provides generic functions and methods 

for application developers to securely collect data from different sources without requiring 

extensive experience in blockchain technology. The layered architecture allows users the 

ability to audit the legitimacy of previously occurring transactions but prevents users from 

modifying any components in the blockchain. The features of blockchain provide a solution 

to current data coordination challenges. The blockchain-based approach extends the 

ownership of the EHR dataset to each patient. On the basis of decentralized features of 
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blockchain technology for peer-to-peer transactions, this approach can greatly reduce the 

healthcare dataset sign-off and release. Data security and authenticity are also guaranteed 

by the immutability of the blockchain and smart contract-regulated data exchange. Through 

our simulation process, our system empirically proved the feasibility of the architecture for 

healthcare applications. In the next chapter, we will have a comprehensive blockchain 

design to achieve the patient-centric HIE.  
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CHAPTER FOUR – PATIENT-CENTRIC HEALTH 

INFORMATION EXCHANGE 

We have published this chapter in the Journal of Biomedical and Health Informatics 

in 2020 [35]. This chapter adopts its main contents with minor modifications. 

Zhuang Y, Chen YW, Shae ZY, Shyu CR. Generalizable Layered Blockchain 

Architecture for Health Care Applications: Development, Case Studies, and Evaluation. J 

Med Internet Res. 2020 Jul 27;22(7):e19029. doi: 10.2196/19029. PMID: 32716300; 

PMCID: PMC7418010. 

4.1 Background 

Electronic health record (EHR) systems are widely used worldwide [61] with a 

more than 96% adoption rate among non-federal acute care hospitals in the USA [62]. 

Timely Health Information Exchange (HIE) across healthcare systems exhibits tremendous 

benefits in reducing healthcare costs, improving quality of care, and reinforcing disease 

surveillance [63] and also in improving the quality and efficiency of the clinical research 

process such as patient recruitment. The Office of the National Coordinator (ONC) for 

Health Information Technology has spent billions of dollars to achieve meaningful use of 

EHR and facilitate the development of HIE systems [64]. There has been some success in 

achieving HIE among business entities such as state-wide hospital systems in the same 

collaborative association [65, 66]. However, various forms of HIE, listed in Table 1, pose 

challenges related to data quality [67], data security, patient privacy [6, 68], and patient 

engagement [69]. In addition, there are recent signs of shifting to patient-centered 

interoperability [65, 70]. Although one of the three existing HIE forms, consumer-mediated 
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exchange, allows patients to access and manage their health information online, to achieve 

a true patient-centric HIE, the patients should have full control of their data. Such controls 

include authoring healthcare facilities’ data access, determining sharable information, 

acknowledging the data use [71], and approving the life cycle of shared data.  

Table 1 Three forms of Health Information Exchange 

 

There are various conceptual models for different HIE forms: (1) centralized model 

using a central repository to store and manage all patient’s health information, (2) federated 

model consists of a state-wide central HIE patient registry or record locator service (RLS) 

contains a combination of patients’ identifiers to match the patients across multiple 

regional authorities which maintain the ownership and control over the regional healthcare 

facilities’ records, and (3) hybrid model combines the centralized and federated models 

using a centralized data repository as the national central authority or RLS to locate 

patient’s records from different healthcare facilities [72, 73]. The existing models have 

HIE forms Definitions 

Directed Exchange Allowing pairs of care providers to share the patients’ 

information used for coordinated care 

Query-based Exchange Giving providers the ability to collect a specific patient’s 

records from among different providers often used for 

unplanned/ emergency care 

Consumer-mediated 

Exchange 

Letting patients control the sharing of their own electronic 

health information to assist coordinated care and unplanned 

care. 
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achieved a certain degree of success of three existing forms of HIE. However, to provide 

patients a robust and interoperable patient-centric HIE system, the existing HIE models 

have shown multiple challenges such as security and privacy concerns caused by central 

repository storage of data or patients identifiers [8], data ownership still controlled by 

authorities [74], mismatching of patients using RLS [75], and data breach caused by 

external cyberattacks and the threat of internal fraud [76]. Emerging technologies, such as 

blockchain, may provide potential solutions for the needed function in the patient-centric 

HIE system to tackle the aforementioned challenges. 

The following scenario illustrates the barriers of the current HIE process to provide 

patient-centric services: A patient lived in Los Angeles, California between 2000 and 2015 

and moved to Columbia, Missouri, where he is a resident currently. He has a medical 

history of congestive heart failure since 2010 (well managed on medications), and a prior 

history of alcohol dependency (in continuous remission since 2005). While visiting New 

York City, he is admitted to an emergency department for shortness of breath. It is critical 

for the clinicians at the healthcare facility in New York City to access his prior records 

from providers in Los Angeles, California, and Columbia, Missouri. The patient selected 

to share only cardiology data but did not want other providers to know his history of 

substance abuse for reasons of privacy, concerns about provider bias, and recent assurances 

from his current primary-care physician that his remote history of alcohol dependency has 

no current relevance for the management of his congestive heart failure. As of today, for 

the traditional HIE process, this health information exchange will start with a request to 

the Hartland Regional Health Information Organization (RHIO) and then connect to 
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Western and Midwest RHIOs to access EHR data from California and Missouri, 

respectively, through Regional Gateway Connections.  

Patient-centric exchange is needed because there are two major barriers for this 

information exchange to happen: (1) the time required for the RHIOs to locate the patient's 

prior records without knowing the patient’s protected health information (PHI) from the 

remote healthcare facilities where the patient visited previously [8]; and (2) the 

vulnerability of the patient's history of substance abuse being accessible to the provider 

against the patient's will [8, 71, 77]. However, there are three challenges to patient-centric 

exchange across institutions: (1) security and privacy concerns that may result in appalling 

financial and legal consequences [78-80]; (2) data breaches caused by unauthorized access 

of the patients’ health records [81]; and (3) data inconsistency between the remote 

provider’s EHR data and the recipient’s data [82, 83].  

4.2 Rationale Using Blockchain Model for Patient-centric HIE Applications 

Based on these barriers and challenges, disruptive technologies such as blockchain 

may provide feasible solutions by utilizing blockchain features, as shown in Table 2. This 

work demonstrates the feasibility of applying blockchain for HIE with unique settings 

using the principle that patients should have ownership of their EHR data to achieve 

patient-centric HIE. We have also conducted a large-scale patient-centric HIE simulation 

from granting permission by patients to receiving data by clinicians. 
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Table 2 Blockchain Solutions for Patient-centric HIE Challenges 

 

4.3 Methods 

To utilize the unique technological capabilities of blockchain for patient-centric 

HIE, we have implemented a private Ethereum blockchain system with multiple smart-

contract functions. A private blockchain is also called a “permissioned blockchain” which 

limits access to certain users. The system architecture, shown in Figure 7, contains two 

modules: (1) the Linkage module: a system administrator from each healthcare facility will 

create a touchpoint for each patient’s visit after the EHR is ready and input the related 

primary information into a smart contract for future indexing (as shown in Figure 8), (2) 

the Request module: patients grant clinicians permission to access their data by adding 

clinicians to the “allowed list” in the smart contract. Clinicians can select records through 

HIE Challenges Blockchain Solutions 

1. Difficulty of timely match a patient across 

different healthcare facilities 

Public/ private key pair can be used to 

represent patients’ identities 

2. Potential data inconsistency concerns due to 

integrity loss during transmission 

Immutability feature can ensure data 

consistency  

3. Locating healthcare facilities to collect the 

patient-agreeable information  

Smart contract can be utilized to store 

touchpoints for clinicians to quickly 

select 

4. Potential security and privacy concerns 

specified as data breaches caused by 

unauthorized access to health information 

“Unhackable” peer-to-peer network 

ensures every transaction needs 

patient’s authorization 
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the touchpoints after being granted access to the patient’s records without identifying the 

hospitals storing those records. The subsequent exchange of data among the involved 

remote healthcare facilities will include data encryption and the use of the blockchain 

system to send and retrieve decryption keys (as shown in Figure 9). 

 

Figure 7. System architecture with two modules (the Linkage module links the EHR 

databases with the blockchain by creating touchpoints to index the records in the future; 

the Request module allows patients to give permission to clinicians to access their data 

through blockchain and to request records by selecting touchpoints through the blockchain 

adapter). 
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Figure 8. The blockchain adapter extracts metadata and hashes the EHR reports in JSON 

format, stores this information in a smart contract, and stores the EHR data in the secure 

database. 

 

4.3.1 Linkage Module 

When the EHR data is ready for a patient’s visit, the healthcare facility’s adapter 

will hash the entire visit record in a JSON file and store the hashing value in the smart 

contract along with the touchpoint before the EHR data is stored in the secure database. 

The hashing value will be used for verifying data consistency in the data decryption step. 

Any modification of the data, even initiated from the healthcare facility adapter, 

intentionally or unintentionally, will result in unmatched hashes and security alerts after 

final decryption (Challenge 2 of Table 2). 

Figure 2. The blockchain adapter retrieves decryption keys and hashes from a smart contract 

to decrypt the received EHR data, then hash the data using the preinstalled hashing function 

and compare it with the original hash; any mismatched records will be marked. 
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Once the smart contract is deployed into the blockchain, the blockchain returns a 

smart-contract address and an ABI; this, rather than the smart-contract code or the data 

stored inside the smart contract, is viewable by all users. Using the smart contract to store 

the touchpoints can keep the touchpoints secure, immutable, anonymous, and easily 

searched by the patients and the authenticated clinicians. Figure 10 shows the source code 

for the inputting touchpoint function and its ABI in the smart contract. 

 

Figure 10. The source code of inputting touchpoint function is coded in Solidity which 

shows on the left; the ABI of this function, which only contains structure information, is 

shown on the right. 

4.3.2 Request Module 

After a patient is admitted to a healthcare facility, it is unrealistic for patients to 

authorize each of the clinicians in some situations, such as an emergency room visit when 

many clinicians are involved during the patient’s care. The healthcare facility will be 

assigned an umbrella account in the blockchain that links to all clinicians involved in the 

care. All the clinicians could access the patient’s records with one-time authentication 

(adding the shared account into the “allowed list”) from the patient. The access history will 

be recorded to the blockchain and the auditing of individual clinician’s access to the 
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patient’s record will be managed by the local access control within the healthcare facility. 

The patient can add the facility’s umbrella ID to the “allowed list” through biometric 

authentication or a web-based GUI, as shown in Figure 11. The clinician’s proxy ID should 

be automatically populated into the GUI after the patient and the clinician provides 

biometric information to authenticate the system. Only the clinicians under this umbrella 

ID can access the patient’s data through the GUI for clinicians, as shown in Figure 12.  

 

Figure 11. GUI for patients to grant clinician permission, check personal EHR reports, and 

check who has accessed their records in the past (showing the transaction ID of the 

accessing clinician ID, and the date); patients can personalize the data segmentation after 

retrieving their health records. 
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Figure 12. GUI for clinicians to check received patient records, showing a summary of 

EHR record for patient #3853 after selecting the exact visit; the flag shows “False” because 

the hash values don't match since we have intentionally modified the data. 

After the patient's consent is recorded in the blockchain, the HIE process takes the 

following steps (as enumerated in Figure 7): (1) the clinician confirms that his/her clinician 

ID has been added to the patient's allowed list; (2) the clinician receives the touchpoint list 

from the smart contract; (3) the clinician selects the touchpoints related to this visit through 

the GUI; (4) the touchpoint selections are sent to the smart contract through the healthcare 

facility's blockchain adapter; (5) the smart contract uses the recipient's healthcare facility's 

adapter to request the selected records chosen from the remote healthcare facilities’ 

adapters; (6) the remote healthcare facilities query the records inside their EHR systems; 

(7) all selected EHR data is dynamically encrypted by the remote healthcare facilities’ 
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adapters and temporarily stored outside the clinician's facility's firewall; the encrypted 

data's locations and hash values are sent to the receiving database in the adapter of the 

clinician's facility; and (8) the remote healthcare facilities’ adapters will automatically 

encrypt the decryption keys with the recipient's public key and send the encrypted 

decryption key to the smart contract. The recipients' private keys will be stored at the home 

hospital's adapters and protected by the hospital's security policy. 

Selecting touchpoints saved into blockchain from each visit, the clinician can 

quickly check the records related to the visit instead of browsing all the historical data. 

This function offers efficient information retrieval for the clinician in order to have a better 

sense of the patient's medical history (Challenge 3 of Table 2). 

Two layers of data security are implemented, at both the smart contract level and 

user application level, to the original hashing algorithm of the Ethereum blockchain. The 

smart contract level defines multiple modifiers on smart contract functions, meaning that 

only selected roles can execute certain functions. For example, after the recipient's 

blockchain adapter automatically retrieves the decryption keys from the smart contract and 

the encrypted data, only the clinicians in the “allowed list” can retrieve the decryption keys. 

The decryption process will then automatically run on the recipient's healthcare facility's 

adapter using the clinician's private key to decrypt the decryption keys. This process then 

decrypts the data using a predefined encryption algorithm and a preinstalled hashing 

algorithm to hash each decrypted visit. The adapter automatically compares the hashing 

value with the original hash that has been retrieved from the touchpoint. Any modification 

of the data from the original source, or in the transition, will result in a mismatch of the 

hash and the record will send an alert in red font. For example, as shown in Figure 12, we 
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falsified patient #3853's single record in the database (by changing the patient's value for 

the race from “2” to “1”) after the touchpoint and hash were stored in the smart contract, 

which resulted in a flag showing “False” even when the encrypted data was decrypted. 

In our scenario, the patient does not want to show his history of substance abuse 

and can choose to hide this information from the touchpoints, but the hidden records will 

not be removed from their records. Patients can always recover the original list after data 

segmentation. After the decryption process, the recipient's healthcare facility's adapter will 

hide the information from the decrypted data and will not show it to the clinician. 

The user application level is defined by the smart contract based on each role, such 

as the future access mechanism for clinicians. While intuitively the remote site could 

choose to store all exchanged data, in our design, a policy is required for each healthcare 

facility's blockchain adapter to either delete, partially keep, or set a life cycle of the shared 

data in the local facility based on patients’ permission. This mechanism ensures that all of 

the exchanged information should be only used with the patient's consent which could be 

granted for future use (permanently stored in the EHR of the remote facility) or one-time 

use (immediately revoked after care is completed and updates are sent back to the home 

facility). Furthermore, we have set up a trigger for the local databases in all the adapters; 

once the encrypted data is queried from the database for decryption, the decryption key and 

encrypted data will be deleted from the database to prevent future data access without 

patients’ consent and to clear storage space for future transactions. The smart contract will 

monitor the process in each blockchain adapter to enforce the policy, in order to minimize 

the data breach problem (Challenge 4 of Table 2). Patients can also revoke permission 
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through the GUI if they have mistakenly input a clinician's ID or an umbrella healthcare 

facility ID by removing the ID from the “allowed” list. 

4.4 Simulation 

We set up five computing nodes representing five different healthcare facilities. 

Each node was installed on an Ubuntu 16.04 system and Apache HTTP Server. The starting 

node initialized the blockchain and the smart contract was deployed. The other four nodes 

joined the blockchain by going through the setup procedure described previously. We 

created 20,000 patient accounts in total and 100 clinician accounts for each healthcare 

facility node. The simulation randomly selects patients to grant clinician access data for 

multiple healthcare facilities based on patient preferences. 

We used the Surveillance, Epidemiology, and End Results (SEER) dataset [46] for 

the simulation. We selected 80,000 records with 133 attributes from the original dataset 

and generated a PHI (date of birth and email address), visit date, healthcare facility ID and 

patient ID to be added to each record. These data were distributed and stored in four nodes 

depending on the healthcare facility ID. We created these scripts to simulate the whole HIE 

process: (1) load the touchpoints into the blockchain from different adapters depending on 

the visit location; (2) randomly select five patients to respectively grant access to five 

different clinicians from different healthcare facilities; (3) randomly select several patient's 

records from the touchpoints list and request these records by authorized clinicians from 

their healthcare facilities’ adapters; (4) query the requested records by each selected remote 

healthcare facility's adapters; and (5) encrypt all the queried records in the adapters and 

send the encrypted data to the smart contract locations as URL pointers and decryption 

keys. Scripts #2 and #3 were run every five seconds to balance the memory load for running 



43 

 

scripts on each blockchain node. Script #4 was run twice per second to detect the requests. 

These steps not only simulate the process of patient-centric HIE but also test the stability 

of the system. 

The adapters at the simulated recipients’ healthcare facilities retrieved the data 

locations and decryption keys from the smart contract, and another script decrypted the 

data and hashed each record to compare with the original hashes; but because these steps 

were performed off the blockchain, statistical summaries were not completed for them. We 

manually falsified several records to test the data integrity function (as shown in Fig. 4). 

In order to test the robustness of the system, we also randomly stopped nodes during 

the simulation. The other nodes continued to work, but all the requests sent to the stopped 

node's adapter could not be executed. The result was that the affected transactions were 

still approved and stored in the blockchain, but the recipients’ healthcare facility could not 

receive data from the remote healthcare facility simulated by the stopped node. After 

restoring the node to service, the adapter automatically found the previous peers and 

synchronized itself with the blockchain for the missing period within seconds. The 

blockchain will only stop working if all of its supporting nodes stop working 

simultaneously. 

4.5 Results 

We simulated 1,553,635 data request transactions in four months by running the 

scripts continuously. One hundred percent of the transactions were successfully approved, 

and their encrypted queried data was stored in the requesting facilities’ databases. The box 

plots in Fig. 7 report the total processing times for clinicians to receive (1) permissions 

after being added to the “allowed list” by patients and (2) the decryption keys provided by 
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different remote healthcare facilities involved in the HIE process. If a clinician requests the 

patient's records from all four other healthcare facilities, the clinician would receive four 

separate decryption keys sent by all healthcare facilities. Table III lists the statistics of the 

processing time of HIE procedures after patients grant clinicians permission to access the 

records. On average, clinicians received permissions as well as the metadata lists in 20.398s 

and retrieved the encrypted data's locations with their decryption keys in 23.844s. 

 

Figure 13. Box plots of time for clinicians to receive permission (RP) and time to receive 

decryption keys (DK) from different facilities. 

 

 

Figure 14. Time to generate new blocks containing different numbers of transactions. 
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Table 3. Results of Processing Times of HIE Procedures 

Most transactions were validated and written into a block in about 23 seconds. 

Receiving decryption keys from a different number of nodes did not significantly affect the 

receiving time. The access-granting process took insignificantly less time than retrieving 

decryption keys. Fig. 8 shows the distribution of time elapsed to generate blocks with 

different transaction volumes; most blocks required around 40 seconds. The maximum 

number of transactions occurring in one block was 274, with a validation time of 78.37 

seconds. The longest validation time is 122.54 seconds with 77 transactions occurring in 

the block. Block generation times in our experiment were varying but reasonably stable. 

4.6 Discussions 

The unique contributions of this work include providing the following practical 

characteristics to the blockchain system to achieve patient-centric HIE: (1) blockchain 

adapter setup to communicate with blockchain, process the sending/receiving healthcare 

records, and provide graphical user interfaces for users to have a better visualization of 

the interaction with the blockchain system, and (2) two layers of security settings to 

ensure that only authorized users can execute certain smart contract functions and 

minimize the data breach problem, and (3) a hashing mechanism to ensure data 

consistency and (4) personalized data segmentation gives patients the ability to control of 

their records by choosing only the information they would like to share, and (5) 

 Request # Mean Min Max Stdev 

Receive permission 1,533,620 20.398 s < 0.01s 122s 22.217 

Receive encrypted 

data, decryption key 

1,533,620 23.844 s < 0.01s 121s 19.2800 
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touchpoint selection for clinicians to select the health records that related to the visit 

without browsing through entire records, and (6) a large-scale simulation using the 

implemented proposed model to evaluate the feasibility, stability, and robustness of the 

proposed blockchain model for the HIE application. 

It is noteworthy to mention that blockchain technology is not the only solution for 

HIE. This chapter demonstrates the feasibility and robustness of using the unique features 

of blockchain technology in HIE for the health IT community to consider applying the 

variations of the blockchain technology for HIE tasks, as well as to evaluate regulations 

and policies to adopt this emerging technology. 
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CHAPTER FIVE – PATIENT RECRUITMENT 

We have published this chapter in the AMIA Annual Symposium proceedings in 

2019 [84]. This chapter adopts its main contents with minor modifications. 

Zhuang Y, Sheets LR, Shae Z, Chen YW, Tsai JJP, Shyu CR. Applying Blockchain 

Technology to Enhance Clinical Trial Recruitment. AMIA Annu Symp Proc. 2020 Mar 

4;2019:1276-1285. PMID: 32308925; PMCID: PMC7153067. 

5.1 Background 

Patient recruitment is essential to the success of clinical trials. Failure to meet 

recruitment goals in time results in a waste of funds and time, incomprehensible statistical 

results, and delay of the study timeline that could double the planned recruitment period 

[85, 86]. 86% of clinical trials don’t achieve their recruitment goals on time [87] and 19% 

of registered clinical trials were either closed or terminated due to failure to reach expected 

enrollment [88]. Barriers persist although there have been many research papers addressing 

the challenges of identifying and recruiting subjects to clinical trials over the past decades 

[85, 89-92]. 

Barriers to recruiting patients into clinical trials can be classified into three different 

categories (Table 4) based on (1) sponsor perspectives, (2) principal investigator 

perspectives, and (3) subject perspectives [2, 92]. Sponsors initially need adequate 

participants for the potential trial to file an application with the Food and Drug 

Administration (FDA) for approval [2]. Inefficient advertising models such as radio, 

newspaper, physician referrals, flyers, cold calls, etc. make it difficult to meet the 

expectations of initial recruitment on time [93]. Sponsors need to design clinical trial 
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protocols such as inclusion/exclusion criteria which can be used to check the eligibility of 

potential subjects. Detailed protocols can drastically narrow the subject population, which 

increases the difficulty of recruitment [2, 92, 94]. Sponsors need to settle on trial sites 

without knowing the geographical distribution of future subjects [91], but distant trial sites 

will deter many potential subjects [92]. For principal investigators, barriers include lack of 

awareness of available, appropriate clinical trials, excessive time spent to get the informed 

consent of participants, and insufficient trial protocols [88, 91, 94]. Subject-related barriers 

are related to participation, such as patients’ lack of awareness of the available clinical 

trials; difficulty understanding complex protocols; high expenses if the trial has no clinical 

sites nearby; and distrust in the clinical trials [2, 92, 94, 95]. With these persistent 

challenges, an efficient model is needed to enhance the recruitment process. 

Table 4. Current recruitment barriers from different perspectives 

Sponsors Principle investigators Subjects 

1. Inefficient advertising 

models 

2. Protocol limitation 

3. Beforehand trial sites 

selection 

1. Lack of awareness 

2. Time consumption 

3. Insufficient trial protocols 

 

1. Lack of awareness 

2. Complex protocol 

3. Inaccessible clinical sites 

4. Distrust of clinical trials 

5.2 Methods 

To utilize the unique technological capability of blockchain for clinical trial 

recruitment, we implemented a private Ethereum blockchain system to simulate the 

recruitment process. The authority’s node as the creator node needs to start the blockchain 

system using a unique “genesis block” file, and other nodes and adapters then join the 
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system using the blockchain identifier and IP address of the authority’s node. The whole 

system architecture (Figure 15) contains two modules: (1) A master smart contract is used 

for auto-matching of potential subjects for all trials using inclusion and exclusion criteria 

as shown on the left of the figure; (2) Multiple trial-based smart contracts are used for 

patients’ enrollments, trial management and future persistent monitoring for different 

clinical trials as shown on the right of the figure. In this setting, all the users can access the 

master smart contract so that it can reach any user in the system to perform the matching 

process. The trial-based contract is only available to the users to participate in that trial so 

that the trial-based contract cannot notice the users outside that trial. A use case is that the 

CRC can monitor the subject’s condition during the clinical trial through the trial-based 

contract, but they can’t access subjects’ records for other clinical trials in order to know 

who has participated in other clinical trials. 

 

Figure 15. System architecture master smart contract and different clinical trial smart 

contracts sponsor's account 

Only the selected group of users can execute specific functions in smart contracts. 

Users without privileges cannot see the data stored inside the smart contract (Table 5). To 
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ensure the accuracy of input data, inclusion/exclusion criteria need to be input by the 

sponsors and executed by the authority, and the patients’ primary records which include 

demographic information, previous primary diagnosis, and treatment from each visit that 

used for trial matching can only be input by the clinical sites. The authority has an oversight 

role in the system. All the clinical sites and sponsors need to get approval from the authority 

to provide a node to join the system. The authority will intervene in any inconsistent data 

such as differing patient records in the master smart contract and trial-based contract. The 

authority can trace the inputter of the records and investigate the reason. This setting can 

ensure the trial is conducted precisely under the authority’s real-time surveillance. 

Table 5. Privileges for users to use smart contract functions  

 Execute View 

Master 

Smart 

Contract 

Patient Opt-in list Clinical sites Clinical sites/ Authority/ Opted-in 

subjects/ Sponsor 

Patients’ Information Clinical sites Clinical sites/ Specific patient 

Recruitment Criteria Authority authority/ Specific sponsor 

Auto-matching Clinical sites N/A 

Trial contract info Authority Trial sites/ Authority/ Enrolled 

subjects/ Trial sponsor 

Trial 

Contract 

Sponsor information Authority All 

Patient’s trial records  CRC Trial sites/ Authority/ Specific 

subjects/ Sponsor 

Other functions Sponsor  All 
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Module 1 requires all clinical sites to input the opted-in patient list and their primary 

records. Each sponsor needs to send a transaction to the authority containing the NCT 

identifier number and its own information for validation. After the authority validates the 

sponsor’s identity and the authenticity of the requested trial, the authority will input the 

inclusion/exclusion criteria to the master smart contract. In the meantime, a trial-based 

contract for this clinical trial will be generated and the contract address will be stored in 

the master smart contract. The sponsor can request the auto-matching process after sending 

the transaction to the authority. Part of the auto-matching smart contract code and the 

returned ABI after compiling this function is shown in Figure 16.  

 

Figure 16. Sample matching function and ABI ((a) The sample code of the matching 

function. The real function is calling several matching functions based on the criteria. (b) 

The ABI of the sample function which is viewable to every user.) 

Patient matching is a two-step process. The first step is using the auto-matching 

function which can only narrow down the patient selection but cannot perform precise 

matching due to the complexity of the inclusion/exclusion criteria. The master smart 

contract will automatically match the criteria with the patients’ records stored in the smart 

contract to select potential subjects. Referring to the example shown in Figure 10, the 

master smart contract filtered out patient B due to the exclusion criteria of history of renal 
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disease. The second step is precisely matching by the clinical sites through checking the 

auto-matched subjects’ EHR in the hospital’s secured database with the patients’ consent 

and sending the result back to the blockchain through its own blockchain adapter. The 

exclusion criteria in the example in Figure 17 also have current tobacco use which is not 

recorded in patient A’s information. The master smart contract will notify patient A that 

there is a potential clinical trial that he/she might be eligible to participate in and need 

his/her authentication for the sponsor to access his/her EHR to double-check with the 

details. The sponsor can communicate with the clinical sites which patient A visited before 

to check whether he/she uses tobacco currently with patient A’s consent by E-signature 

using the private key. The clinical site will perform precise checking for the sponsor.  

 
Figure 17. An example of a matching process using smart contract and ask consent to join 

the clinical trial. 

Module 2 is about how subjects send consent to join the trial chain. If patient A has 

fully matched the criteria, sponsor A will send a transaction to patient A to ask for 

enrollment, patient A can agree to join the trial using an E-signature. Then all of patient 

A’s primary records will be stored in the trial-based contract through a private transaction 
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which means the records are only visible to the smart contract. Sponsor A can select the 

trial sites based on the density distribution after collecting all the enrolled subjects’ 

geographical information. The patients still need to go to the clinical sites to sign all 

paperwork and proceed with the trial. The sponsor can use the trial-based contract which 

can only be accessed by the participants of this trial publishing the trial detail and 

announcement. 

We have also built a web-based GUI on the RPC servers for users to better interact 

with the system instead of using plain command codes in the blockchain console. To log 

in to the GUI, all users need to set up a username and a password. The username and 

password will be stored in the local RPC and mapped to the public key and private key. 

This could potentially be implemented using personal biometric information to log in to 

the system. All the functions showed in the GUIs are sending or receiving data from the 

blockchain rather than a cloud database. Different roles of users will have different GUIs 

to operate the system. The clinical site’s GUI will have the functions as input the patient’s 

primary visit records to the smart contract; check ongoing clinical trial as a trial site; check 

requests from sponsor to check on specific patient’s eligibility and send the result back to 

the blockchain (Figure 18(a)). The potential matched clinical trials requesting 

authentication will be displayed in the patient’s GUI. After the patient clicks “approve”, a 

transaction signed by the patient’s private key will be sent to empower the sponsor to 

request precise matching from the clinical sites. Patients can also check their basic 

information and the visiting records but cannot be changed. Patients can also check 

enrolled clinical trial information the same as the trial sites (Figure 18(b)). The sponsor’s 

GUI will have a list of ongoing, recruiting and completed clinical trials. For the recruiting 
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clinical trials, they will show the list of matched subjects. Once the request is sent, it will 

deliver a transaction to the patient through the sponsor’s account requesting authentication 

(Figure 18(c)). The authority will have all the clinical trial lists and the trial details (Figure 

18(d)).  

 

 

 
Figure 18. GUIs for (a) clinical sites to input primary records and receive requests from 

sponsors, (b) patients to receive notifications and authenticate sponsors, (c) sponsors to 

request a precise match for potential subjects, (d) authority to monitor all the trials  
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5.3 Simulation  

To test the feasibility and efficiency of the system, we simulated the recruitment 

process which started from the moment that the authority registered the trial criteria to the 

master smart contract, and continuing to the end of the process when recruited subjects 

were added to the trial-based contract. We have randomly picked 10 currently recruiting 

clinical trials. Criteria such as specific medication use vary from different clinical trials. It 

is doable to code all the criteria into the master smart contract. To demonstrate the 

feasibility of using the system for recruitment, we only select the frequent criteria among 

those 10 trials for the simulation as listed in Table 6. We haven’t simulated the precisely 

matching process since it is an off-chain process that needs clinical sites to manually check 

whether the auto-matched patients’ EHR has fully matched the criteria. All the frequent 

criteria we have selected can be matched from the auto-matching function directly. Five 

blockchain adapters are set up using the Intel NUC machines: (1) Authority (simulated 

authority) node as the starting node, (2) sponsor node, and (3) three different clinical sites. 

We have set up 2,000 synthesized patient accounts on each clinical site’s node. We use the 

data from the SEER program for the simulated cases [96]. For our simulation, we randomly 

picked 6,000 patients with breast cancer from the SEER dataset and evenly distributed 

them into three clinical sites.  

Table 6. Frequent criteria for breast cancer clinical trials among ten selected recruiting 

trials with frequency 

Inclusion criteria 1. 18 years and older (9 times) 

2. Female (6 times) 
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3. Diagnosed as breast cancer (7 times) 

4. Negative metastatic involvement (3 times) 

Exclusion criteria 1. Stage IV cancer (8 times) 

2. Pregnant or breastfeeding (8 times) 

3. Persistent malignant (4 times) 

4. breast implants (3 times) 

 

We have created one database on each clinical site’s adapter. Before the simulation 

process, we have written scripts to populate all the patients’ previous primary diagnoses 

and treatments into the master smart contract through each clinical site’s administrator’s 

account. We have manually input the inclusion/exclusion criteria to the master smart 

contract through the authority’s account that comes with a trial-based contract generated 

automatically. The returned ABI and address will be stored in the master smart contract 

associated with the NCT number. After the sponsor executes the matching function, it will 

take several seconds to run the function and for users to validate and write into the coming 

block. Matched subjects will receive a notification asking for enrollment. We have 

randomly selected a list of patients to agree to join the trial, then all of their information 

such as geographical location, patient ID, and demographic data will be sent to the sponsor. 

The sponsor can select the appropriate trial sites after receiving the enrolled patient’s 

geographical distribution. Assuming all the matched patients have agreed to join the trial, 

we have written a script to register all the patients to the trial-based contract through the 

sponsor’s adapter. 
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5.4 Results 

 Due to the limited information of the SEER database, we cannot check the 

pregnancy in the exclusion criteria or whether the breast cancer is persistent malignant. 

After executing the auto-matching function in the master smart contract, 1,145 patients out 

of 6,000 patients are matched in 2.13 seconds. We have used SQL to query the databases 

on the same criteria and got the same results. We have randomly selected 100 matched 

patients to join the trial smart contract using the trial address stored in the master smart 

contract by sending the consensus transaction from their patient account. We created a 

control script in each adapter to only send five transactions from different patient IDs to 

the blockchain every second. All the 

patients have been successfully registered in 

the trial-based contract without breaking the 

chain. Figure 5 shows the results of calling 

the master smart contract and trial-based 

contract’s functions through the trial 

sponsor’s account as: (1) checking the total matched patients for the trial NCT 103200704; 

(2) getting the trial-based contract address (the ABIs of trial-based contracts are the same 

and pre-stored in the adapters for deployment); (3) checking whether the trial-based 

contract address got matched with the address stored in the master contract; (4) receiving 

the amount of enrollment for this trial; (5) obtaining the geographical information of all 

enrolled subjects (only showing part of the 100 enrolled subject’s zip codes) for the trial 

NCT 103200704. The results are from the blockchain console that shows the response of 

calling smart contracts functions from plain codes. Users will use the GUIs (Figure 11) 
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rather than the blockchain console to send requests and receive results in practical use. The 

NCT103200704_contract which is a trial-based contract shown in Figure 12 is 

automatically generated by the master smart contract.  

5.5 Discussions  

The blockchain features are a good fit for the clinical trial recruitment process. 

From the simulation we have done, all the users can see all the recruiting trials’ information. 

Sponsors and clinical sites need to get the authority’s approval to join the blockchain 

system and all the patients’ identities are verified by the clinical sites. The transactions are 

public auditable and also under the surveillance of the authority. The data component in 

the transactions is encrypted and can only be decrypted by a certain group of users. These 

features ensure the authenticity of the clinical trial, data security of the transactions, and 

the accuracy of data exchange that has occurred during the clinical trial. After integrating 

with the smart contract functions, the blockchain system becomes more feasible for 

recruitment. The auto-matching function is 

expected to provide the patients an efficient 

tool to search potential clinical trials. Only 

auto-matched patients will get notifications from the sponsors. The patients can 

comprehend the details of the clinical trial after receiving the notification. The auto-

matching process also saves time for the patients to understand the complex recruitment 

protocol. This process shows how blockchain solves the issue of lack of awareness of the 

eligible clinical trials. Since the criteria are inputted by the authority and all the clinical 

sites share the same version of the protocol, there won’t be an insufficient trial protocol. 

Figure 3. Calling smart contract functions to 

check the trial NCT103200704's info from 

the sponsor's account 
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Using the blockchain system, the patients only need to opt-in and wait for notifications of 

the matched potential eligible clinical trials. 

The trial-based contract mechanism optimizes clinical trial management. Only the 

trial participants can access the data in the trial-based contracts. Each trial-based contract 

is isolated from the other. From the simulation results, we have narrowed down the patients’ 

selection pool. Selected patients have been successfully added to the trial-based contract 

after sending their consent using a private key. The transaction processing time depends on 

the block generating rate which is defined in the genesis block file. In our system, a new 

block will be generated around every 30 seconds. The time consumption is acceptable for 

the subject matching process, solving the issue for clinical sites matching with potential 

subjects. 

The sponsor has received the subjects’ list after all the subjects have been registered 

to the trial-based contract. Then the sponsor can get the subjects’ geographical distribution 

by simply calling the smart contract function. Then the sponsor can select trial sites after 

considering the subjects’ geographical distribution. This approach could potentially reduce 

some opportunities for clinical sites to join the clinical trials but provides benefits for 

patients to access the clinical trial easier and sponsors to set efficient sites for the 

recruitment. 

Our design also provides potential solutions to the current challenges for healthcare 

applications involving the blockchain. The username and password setting is a potential 

solution to the key management vulnerability. The user can also contact the authority to 

rebuild a new account and remove the original one. To empirically prove that only 

legitimate trials can be accessed and matched with qualified patients, we have intentionally 
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tested malicious behaviors, such as manually changing patient’s record to meet a trial 

criterion, registering a fake clinical trial that does not exist in the authority’s database 

through a sponsor’s account, and executing auto-matching process through a clinical site’s 

node, we found that all of these transactions were rejected by the smart contract as expected. 

These experiments ensure that only transactions that follow the rules listed in smart 

contracts will be executed. 

The user can audit all the transactions theoretically through the blockchain console. 

However, there are three reasons that there will not be any loss of privacy: (1) the data 

contained in the transactions sent to the smart contract cannot be decrypted by users; (2) 

users can only see that all the transactions are sent to different blockchain addresses but 

cannot know the receivers’ identities or decrypt the data contained in the transactions; and 

(3) users can only call the smart function to retrieve their own data stored in the smart 

contract; other actions will be discarded automatically. 

To demonstrate the scalability of our implementation, we have simulated a clinical 

trial recruitment process which contains one request from a sponsor with a 2.13 second 

transaction time and 100 consensus transactions, as discussed previously in the Results 

section, from 100 patient accounts with a 24.69 second total transaction time. Using the 

latest report of global participation in clinical trials by the FDA, there were 131,749 total 

participants during 2015-2016. Our simulation result with a controlled input transaction 

frequency for five transactions per second through the RPC node leads us to project that it 

would take several hours for both matching requests and sending the consensus for the 

entire year. It is noteworthy to mention that our system setting could avoid Ethereum’s 
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scalability limitation by spacing the transactions, but it is not to solve the known scalability 

issue of Ethereum. 
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CHAPTER SIX – CLINICAL TRIAL MANAGEMENT 

SYSTEM 

6.1 Background 

Because conducting clinical trials involves complex processes, good management 

is critical to success [13]. The Clinical Trial Management System (CTMS) is a set of 

software tools used for managing clinical trial processes including but not limited to 

protocol development, site selections, patient recruitment, study conduct, data collection, 

data analysis, and study closeout. With the increasing adoption of the CTMS, many 

substantial benefits such as accessing up-to-date information, improving data quality, and 

boosting overall study efficiency have simplified the traditional labor-intensive 

management process [10, 97, 98]. A complete  CTMS design must be secure, cost-efficient, 

compliant with regulations, traceable, and auditable to manage the process for each phase 

of the study [10-12]. However, the current CTMS market is fragmented and lacks thorough 

designs with all needed features and management tools [12, 13]. According to the 2019 

Unified Clinical Operations Survey provided by Veeva (a global life-science service), 

nearly all respondents (99%) had issues with their current CTMS and 90% of the 

respondents reported a significant deficiency on at least one CTMS application [14]. 

Emerging technologies, such as blockchain, are believed to potentially reengineer CTMS 

and provide a comprehensive solution [99] since it has unique features such as immutability 

to ensure data consistency, a peer-to-peer system with public auditability (all blockchain 

transactions can be audited by any user at any time) to provide regulatory compliance, 

anonymity (all users are represented by a unique hash string) to protect patient privacy, and 

a smart contract which is a self-executing programable computer protocol that can be 
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designed for different applications. Quorum blockchain, a private blockchain developed by 

J.P. Morgan that requires participating users to gain permissions from the blockchain 

initiator before joining, has enhanced security, scalability, and efficiency based on the 

original blockchain [100, 101]. The performance of the Quorum blockchain in areas such 

as transaction throughput and transaction latency have been evaluated as extraordinarily 

improved (compared to the original blockchain) using the Raft consensus mechanism for 

the validation process without compromising its unique properties [100]. 

We have implemented a blockchain platform that provides the unprecedented 

software designs for key components of CTMS to achieve better management and 

monitoring of clinical trials with the following applications: 1) an auditable, sharable, and 

transparent electronic Trial Master File (eTMF); 2) a fast patient recruitment model with 

an automated matching mechanism through the smart contract; 3) simplified enrollment by 

using a digital signature validated by blockchain; 4) a timely Electronic Data Capture (EDC) 

system that ensures data consistency, traceability, and security through blockchain’s 

properties; 5) a reproducible data analytics module that keeps records of data and code 

usage; and, 6) a secure, auditable, and efficient payment and reimbursement model. We 

have conducted case studies for each application to empirically prove its feasibility and test 

its scalability, stability, and efficiency. 

6.2 Methods 

The overall architecture, as shown in Figure 20, covers study finance and four 

different stages (e.g., study planning, study startup, study conduct, and study closeout) 

throughout the entire clinical trial process. This architecture is generalizable to all different 

clinical trials so that the participating site can use the same CTMS to manage simultaneous 
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clinical trials by switching trial IDs obtained by the sponsors while the registration on the 

blockchain-based CTMS remains constant. It is noteworthy to mention that CTMS may 

require more functions such as protocol development which are not included in our system 

design as the current procedures for protocol development are sophisticated enough [102] 

with no need to adopt a new approach such as blockchain to reinstate the existing process 

although most present tools can be integrated with our proposed blockchain-based CTMS 

without extensive arrangement.  

 

Figure 20. The overall architecture of five different clinical trial processes. Different 

applications are implemented by smart contracts defined from the blockchain initiation. 

Participating sites need blockchain adapters to interact with the blockchain system and the 

secure database protected by local health IT. 

6.2.1 Environment Setup 

Each blockchain adapter, as shown in Figure 21, installed the Ubuntu operating 

system, which in turn runs GoQuorum, an Ethereum-based Quorum blockchain client. The 

blockchain adapter will be added to the blockchain by the authority, and will be able to 

communicate with other blockchain adapters and the local secured database protected by 
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the health IT once the participating site obtains permission to join the system. Tools can be 

installed on the blockchain adapter and integrated with the blockchain through a Remote 

Procedure Call server. For example, a team of professionals such as medical experts, 

statisticians, clinical research coordinators, and medical writers can use blockchain 

adapters for protocol development. The existing tools can still be used as anticipated. The 

sole exception (limited to development scenarios) is the ability to store a log file in the 

blockchain after each use. In all other aspects, the users can take advantage of blockchain's 

unique features such as immutability to ensure file consistency, traceability to acknowledge 

the users who edited the file, and decentralization to improve the efficiency of working 

distributively without changing the existing legacy process. Each adapter has installed an 

InterPlanetary File System (IPFS) 

which is an innovative, peer-to-peer, 

distributed file system. Each file 

stored in IPFS is given a unique 

cryptographic hash for indexing and 

ensuring consistency. Compared to 

other distributed file systems, IPFS 

has shown great improvement in 

efficiency, scalability, and stability 

[103]. However, the design concept of 

IPFS lacks the capability of access 

control and tracking of file use [104] 

but this makes it a perfect match for 

Figure 4. Blockchain adapters’ design and 

connections. All adapters have the same setup 

with an RPC server connecting local 

applications and databases, an IPFS that 

connects to other IPFS on each adapter, and a 

GoQuorum API that connects to the 

blockchain. 
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blockchain. IPFS can be used as data storage while blockchain serves as a content 

management system. 

A unique public-private key pair will be generated for each user such as subjects, 

investigator, sponsor, and others after the user registers a blockchain account through a 

site’s blockchain adapter. Patients and potential subjects need to register on-site so that the 

administrators from trial sites can prove their identities and map their local patient ID to 

the blockchain account with their consent. A hash value of the public key, also known as 

the blockchain account address, will be used to represent the user’s identity and the private 

key will be used as a digital signature. All transactions need to be signed by the sender’s 

private key before they can be recorded into the blockchain. Each group such as the 

financial management team has an umbrella account in addition to separate individual user 

accounts, each of which that maps to the umbrella account for each member so that the 

whole group can share the permission once the authentication to the group is made. 

Potential subjects need to go to the trial sites to opt-in to the system and generate their 

blockchain account so that the trial site can verify their identities. Instead of memorizing 

the key pair, a username and password or biometric authentication mechanism can be used 

on a GUI for users to log in to the blockchain system. 

6.2.2 Study planning 

With the increasing adoption of electronic documents for clinical trials, planning, 

sharing, and managing the documents becomes increasingly critical and intricate [105]. 

The eTMF is a form of the content management system used to manage and collaborate in 

a timely fashion on essential clinical documents throughout the lifecycle of clinical trials. 

However, several persistent challenges such as inability to audit the unlocatable files, 
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inaccurate metrics for timeliness, quality, or completeness, inconsistency caused by loss or 

alteration of the information, and collaboration issues caused by different Trial Master File 

(TMF) standards exist in most eTMF designs [106]. Our eTMF design contains a smart 

contract used to control file access, validate file consistency, and manage collaboration on 

TMF development and the IPFS network used for file storage and file indexing. Figure 22 

shows part of the source code of the smart contract in each function.  

 

Figure 22. Part of the source code of the eTMF contract design. These codes show the main 

logic of each function. All smart contract functions are predefined and users can use GUIs 

to call the functions.  

 

The TMF document list and other expected artifacts list need to be identified in the 

eTMF smart contract at the beginning of the study planning phase. Sponsors need to assign 

the files to team members so that they can work jointly by adding their blockchain accounts 

to the smart contract associated with the file ID from each TMF. All the TMFs are 

encrypted using OpenSSL and a randomly generated key pair before being stored in the 

IPFS [107]. All users can download the file from the IPFS using the file hash but only the 
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users who have permission from the sponsor can retrieve the decrypt key from the smart 

contract to decrypt the file. When a team member is working on a certain file, the 

blockchain adapter from the member’s site will automatically send a flag to the smart 

contract to block other team members from working on the same file. When the team 

member finishes editing the file, the blockchain adapter will encrypt the new version of the 

file with a random new pair of keys, upload the encrypted file to the IPFS, obtain a new 

hash value from the IPFS, and send the decrypt key, the hash value, and negative flag to 

the blockchain to update the file registration information. The completeness metric (the 

percentage of completed artifacts of the expected artifacts) will be updated automatically. 

Using blockchain technology for eTMF can provide the following unique features: 

(1) consistency - each version of a file will have a hash value stored in the blockchain, and 

any changes to the file will result in a mismatch of its new hash with the original hash; (2) 

traceability and auditability - each team member must work on the file sequentially so that 

any changes can be traceable to the editing user through blockchain transaction history 

(users can audit who has changed the file by checking the log files in the blockchain but 

only the sponsors, or the authority, knows the real identity of the user); (3) efficiency - 

using IPFS as file storage is efficient compared to other file transferring processes because 

team members can collaboratively work on the same file; and, (4) security - with 

blockchain’s security setting, all transactions are considered secure so that only the 

recipients can receive the correct decrypt key for the file. 
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6.2.3 Study startup 

After the study team has selected the trial sites and defined target enrollment 

metrics, clinical trials need 

to meet the recruitment 

goal. Patient recruitment 

has been recognized as a 

key to success. However, 

86% of clinical trials fail 

to meet their recruitment 

goals on time. We have 

refined our earlier work 

which is a blockchain-based recruitment model using a smart contract for automated 

matching described in Chapter Five [84] for use under the CTMS study startup scheme, as 

shown in Figure 23.  

Users who want to participate in clinical trials must follow the same procedure 

outlined for patients and subjects; they also need to give permission for the use of their 

EHR for future matching purposes. The hospital’s administrator needs to input the user’s 

basic information into the Recruitment contract, including demographic information and 

primary diagnoses from past visits. Once the sponsor inputs the recruitment inclusion and 

exclusion criteria into the smart contract, the smart contract can automatically screen the 

potential subjects by matching the basic information. After that initial screening is 

accomplished, hospitals can perform precise matching by checking the matched users’ full 

EHR. Once a user is fully matched, the sponsor will send a transaction to the user to ask 

Figure 5. Trial sites must register subjects and input primary 

medical history to the smart contract. The smart contract will 

automatically send notifications to the matched patients 

asking for authentication through their mobile device using 

their fingerprint. 
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for enrollment. Future on-site visits are still needed, but the enrollment process can be 

operated by sending out the consent form and asking the user to sign using their private 

key, which will send a confirmation transaction to the smart contract. The smart contract 

also contains personalized metrics such as time consumption, cost, and retention used for 

evaluating the performance of the team performing the recruitment process and the 

timeliness of decisions to increase productivity.  

The features of blockchain technology are a great fit for the needs of recruitment 

and enrollment for the following reasons: (1) transparency can improve the awareness of 

the clinical trials for patients, (2) auditability ensures the legitimacy of clinical trials, (3) 

anonymity protects patient’s privacy, (4) asymmetric encryption eases the process for 

patient enrollment, and (5) the automated matching mechanism operating via a smart 

contract can significantly reduce the time-consumption of recruitment.   

6.2.4 Study conduct 

During the conduct of clinical trials, data collection is one of the most important 

processes for the evaluation and monitoring of aspects of the experimental condition (e.g., 

a drug effect). Compared to the traditional paper-based Case Report Form (CRF), which 

served only the purpose of recording information, EDC systems are used to collect data 

electronically, to reduce data errors, to improve the efficiency of the collation process, and 

to enable faster access to the data. However, there are several challenges faced by both the 

paper form and an EDC system such as security concerns, data inconsistency, and untimely 

(slow) data input. All clinical trials are monitored, which is a process of data monitoring 

and safety monitoring. The Data and Safety Monitoring Board (DSMB) is a group of 

professionals from different fields such as biostatistics, medicine, and ethics, who monitor 
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patient safety and treatment efficacy. The legacy data monitoring method is Source Data 

Verification (SDV) which is resource-intensive and can take up to 30% of the total clinical 

trial budget. We have designed the EDC contract to effectively collect data, reduce the 

need for SDV, and monitor patient safety persistently. 

After subjects send a consent to the blockchain from the recruitment phase, the 

system administrator from each trial site must register them in the subject list in the EDC 

contract to map their blockchain account to the trial ID and their local patient IDs. Sponsors 

need to customize their CRF on the smart contract to identify the data fields used for 

collection. After each subject’s site visit, the investigator needs to input the records into 

the eCRF. The records will then be automatically encrypted, hashed, and stored in IPFS by 

the site’s blockchain adapter. Figure 24 shows the GUI for investigators and the hashes 

returned by the IPFS after storing the encrypted data and Figure 25 shows the encryption, 

storing, and retrieving process after the data is input through the GUI. The smart contract 

will validate whether the trial site has permission to store the subject’s data after which the 

visit ID and decrypt key will be sent through Quorum blockchain’s private transaction. 

This ensures that the data contained in the private transaction are encrypted and only the 

recipient can decrypt using their private key, or the information can be made available to 

the sponsor by the site’s administrator. The sponsor’s blockchain adapter will 

automatically retrieve the decrypt key and hash from the blockchain, decrypt the records 

and hash the records to compare with the hash stored in the blockchain. Mismatching 

hashes will create an alert to the trial site and for the sponsor so that further investigation 

begins. This can eliminate the data inconsistency caused by falsification. However, most 

EDC needs manual input and human data errors can also cause a data inconsistency issue. 
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We have implemented a data extraction application on each blockchain adapter to 

automatically extract CRF required data from the visit records before storing it in the 

secured EHR database to reduce the risk of human error. However, most CRFs have partial 

data fields that are trial oriented and not included in the EHR, meaning that manual input 

is still needed. Although blockchain’s immutability features were intended to be designed 

as unchangeable for all records, some modifications may still occur due to unintentional 

human error. However, the updated (erroneous) records cannot replace the previous input 

and will contain a pointer to the former hash of the data record for future validation. In this 

blockchain-based CTMS system, safety monitoring relies on the investigators to report 

through EDC so that the safety monitor team may evaluate only true issues of data and 

safety. 

 

Figure 24. The GUI for sponsors contains a sample eCRF coded through the smart contract 

and a sample timeline for the subject. After submitting the input, the data will be retrieved 

by the blockchain adapter. 
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Figure 25. (a) The investigator’s blockchain adapter retrieves the data through GUI, 

encrypts the data using the investigator’s public key, and stores the encrypted data into 

IPFS. (b) The sponsor’s blockchain adapter retrieves the encrypted data through IPFS and 

decrypts the data using the private key.  

In this module, using blockchain and IPFS for EDC has the following benefits: (1) 

immutability ensures data consistency from the data input through to the data analysis to 

reduce the need for SDV, (2) traceability improves the auditability as to who, when, and 

how the records were changed, (3) the efficiency of IPFS permits fast data retrieval, and 

(4) the security property of blockchain protects patient privacy and data security. With the 

automated extraction mechanism added to the blockchain adapters, the efficiency and 

accuracy of the data collection process have been significantly enhanced.  

6.2.5 Study closeout 

When the last subject completes their site visit, the clinical trial will enter the 

closeout phase. There will be a closeout checklist that can be collaboratively completed by 

sponsors and the team using the eTMF. The clinical trial database can be locked to prevent 

future changes after the final data validation. Statistical analysis must be conducted to 

evaluate the outcome of the clinical trial. In the blockchain-based CTMS system, we have 
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created several R scripts for several statistical models in each blockchain adapter and added 

the names of available statistical methods in the smart contract. The statisticians can use 

the existing script or use their preferred statistical tool to analyze the final data, after which 

they can generate the final statistical report. The source code must be encrypted and stored 

in the IPFS for validation purposes. The team members or the authority can request the 

decrypt key from the sponsor and reproduce the results using the source code and clinical 

trial data.  

Barriers to analyzing clinical trials are mainly those of selective reporting [108], 

incomplete reporting data [109], and a lack of appropriate statistical methods [110]. 

Blockchain provides solutions to the challenges in this stage through its immutability and 

auditability features which help to ensure the reports' completeness. The analyzed data and 

applied methods will store a log file in the blockchain so that the study group and the 

authority can reproduce the result at any time to validate the completeness and audit 

appropriateness of the analyzing methods. 

6.2.6 Study finance 

There are numerous components that can add to the cost of a clinical trial such as 

regulatory services, start-up, and medical writing, all of which can make financial 

management challenging. In this module, we use payment and reimbursement to the trial 

sites and patients [111] as an example of the potential use of blockchain technology as a 

financial management tool. The validation of the payment or reimbursement requests as to 

when and how the recipient gets paid is a time-consuming process so that in-time payment 

is challenging [112]. In this module, we have designed a smart contract and a collaborative 

validation network in the blockchain-based CTMS. 
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Before the clinical trial begins, the study team should define a list of payable entities (as 

well as payable items) and input this list into the smart contract. This can standardize the 

payable items and reduce the risk of hidden fees. Each trial site may have different rates 

for the same payable item. The rates must also be defined through a smart contract only 

accessible by the sponsor and the trial site. Compensation to the patient is normally based 

on the subject’s time required to participate. After each visit, the trial site needs to send a 

request transaction containing the time spent and the payable items to the blockchain, store 

the encrypted proof in the IPFS, and send the decrypt key and hash to the sponsor. The 

clinical trial financial management team can validate the proof and send the payment 

request to the sponsor. A transaction that contains a payment receipt will be sent from the 

sponsor to the trial site and mark the status of the request as paid in the trial site’s GUI. 

The payment to or reimbursement of the trial site has a similar process as trial sites send 

request transactions that contain payable items to the sponsor and wait for the approval. 

However, the payable items may not cover all requested payments. Trial sites need to 

follow the same request process with “additional items” in the payable items. Sponsors can 

collaborate to validate the proof and price the additional items to make the payment. 

Using blockchain technology for financial management has the following benefits: 

(1) a customizable charging standard for different trial sites as long as the sponsor agrees 

(all payable items and rates are preferred to be defined in the smart contract for an expedited 

validation process); (2) the traceability feature ensures all requests and payments are 

traceable by the requester and the recipient (all the proof needs to be stored in the IPFS); 

(3) the immutability feature ensures the request, the payment, and the proof of payment are 



76 

 

not modifiable after the payment is made; and, (4) the security property of blockchain 

protects users' privacy. 

6.3 Case study 

We have implemented the blockchain-based CTMS and installed it on six 

blockchain nodes representing one authority, two sponsors, and three trial sites. Each 

blockchain node has been converted into a blockchain adapter. We have generated two 

clinical trials with 1,000 subjects on each trial site for each study. This case study simulates 

the data collection process described in the Study Conduct section.  

We have designed a sample eCRF through the smart contract. A script is created to 

mimic the data capture process: (1) to randomly generate data for the data fields defined 

by the eCRF from the three trial site adapters; (2)the trial site adapters encrypt the data file 

using a random public key, store the encrypted data file in the IPFS, then obtain the hash 

value and send decrypt key and hash value to the sponsor through a private transaction; 

and, (3) the sponsors’ adapters retrieve data from the IPFS and decrypt the data files. We 

have run the script on each subject from each blockchain adapter every second for an hour. 

There are 1.2 million transactions written into the blockchain with an average latency of 

1.73 seconds and transaction per second (TPS), a key measurement of blockchain 

scalability, of 335.4. The remainder of the transactions were held in the buffer to push into 

the blockchain sequentially. It took nearly 18 hours to send 21.6 million transactions 

generated by the script into the blockchain with a 100% success rate. Figure 26 shows 

blockchain performance after submitting 2000 transactions simultaneously. The average 

TPS is 458.9 but decreases to stable gradually during the simulation. TPS is not associated 

with the block generation time from our simulation results. 
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Figure 26. Scalability and stability test result of first 2000 simultaneous transactions. (a) 

TPS values calculated using every 1, 3, 5, and 10 blocks. (b) time consumption of 

generating a new block. 

Since script #3 is purely off-chain, the stability is based on the performance of the 

IPFS and the specifications of the adapter’s devices. We have not included script #3 in our 

stability test since many researchers have proved the performance of the IPFS [113]. To 

test system robustness, we have manually shut down the sender’s blockchain adapter after 

the transaction and found that the recipient can still retrieve the data.  

6.4 Discussions 

In this chapter, we described a blockchain-based CTMS that covers four different 

stages of clinical trials. Through our simulation process, our system empirically proved the 

feasibility of the architecture. Comparing to the scalability test on the Ethereum blockchain 

from our previous research, Quorum blockchain shows an overall better performance. The 

unique contribution of this work is exploring the benefits of blockchain technology in 

targeting the needs of CTMS. This covers several essential functions (each of which is a 

part of the clinical trial process) using a distinctive blockchain adapter design to support 

an efficient, secure, traceable, transparent, and auditable management system.   
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CHAPTER SEVEN – VIRTUAL CLINICAL TRIALS 

We have published this chapter in the Annual Symposium proceedings in 2020 

[114]. This chapter adopts its main contents with minor modifications. 

Zhuang Y, Sheets L, Gao X, Shen Y, Shae Z, Tsai JJP, Shyu CR. Development of A 

Blockchain Framework for Virtual Clinical Trials. AMIA Annu Symp Proc. 2020 

7.1 Background 

Traditional clinical trials face multiple challenges related to patient recruitment 

[115], patient engagement [116], and cost [117], as listed in Table 7. Virtual clinical trials 

(VCT) represent a relatively new approach to conducting clinical trials solely through 

digital health platforms to make participation transparent for subjects [118]. Compared to 

traditional clinical trials, VCTs have three major advantages: 1) improving recruitment by 

maximizing accessibility to opportunities for patients to participate at their homes rather 

than traveling to the clinical trial sites, which is particularly important for patients with 

mobility issues or who live far from trial sites [119], 2) keeping subjects engaged 

throughout the study and providing a patient-centered approach through real-time data 

collection [120], and 3) preserving cost-effectiveness by minimizing money and time 

patients spend traveling to clinical trial sites [121] and reducing the cost of managing 

clinical trial sites for sponsors although assistance in the registration and education of 

patients by clinical sites is still required [122]. Pfizer pioneered the VCT using web-based 

platforms to conduct randomized clinical trials [118]. The VCT has had limited success 

and has failed to recruit enough subjects [123], but has shown a degree of success on the 

feasibility of home-based VCTs by distributing drugs in a double-blind study and using 
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digital health platforms for data capture. Despite numerous benefits, VCTs remain the 

exception rather than general practice due to several persistent challenges: 1) an immature 

recruitment model reaching insufficient numbers of patients [121], 2) patient privacy and 

data security concerns caused by sharing health information over the Internet [119], 3) 

technical challenges in developing a distributed patient engagement and monitoring 

platform [121], and 4) cultural barriers such as skepticism about the technology or lack of 

computer literacy [119]. Considering these challenges and features, blockchain technology 

could be a perfect match for VCT. 

Table 7. Traditional clinical trials challenges and causes. 

Challenges Patient recruitment Patient engagement Cost 

Causes 1. Lack of awareness 

2. Distrust of the trials 

3. Protocol limitation 

4.Inaccessible clinical 

sites 

1. Inaccessible clinical sites 

2. Lack of literacy on the 

clinical trial 

3. Passive role in clinical 

trials 

1. Staff and 

administrators 

2. Site monitoring 

3. Site retention 

 

Applying the original blockchain for the VCTs can protect data security and patient 

privacy, ensure data consistency, and publicize the information to all the users. The 

Ethereum blockchain keeps all original blockchain features and adds a new function called 

a “smart contract” which makes blockchain more suitable for healthcare applications. A 

smart contract is a self-executing protocol running on blockchain to regulate 

transactions[21]. Smart contracts in Ethereum can be coded to solve any computational 

problems since they are coded using Solidity, a Turing-complete language[124]. For 

example, a data analytics tool can be coded inside the smart contract to do real-time 
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anomaly detection during the VCT. Sponsors or the VCT authority (such as the FDA) can 

ensure timely medical assistance for patients.  

This work demonstrates the feasibility and robustness of applying blockchain to 

VCT by implementing a functional blockchain system with multiple smart contracts. We 

have also conducted simulations of the VCT process, from patient recruitment to persistent 

monitoring of anomalous patient outcomes.  

7.2 System Design 

We implemented a private Ethereum blockchain framework, shown in Figure 27, 

consisting of three different modules to simulate the VCT process: (1) Patient Recruitment 

module: a smart contract that automatically matches potential subjects, asks matched 

patients for consent to join the VCT, and generates a specific trial contract for each VCT 

that is only accessible to the participants. (2) Patient Engagement module: a smart contract 

to allow patients to input data and interact with clinical trial sponsors or principal 

investigators, and (3) Persistent Monitoring module: a smart contract to persistently 

monitor anomalies through the analytics tool, either installed on the sponsor’s node or 

embedded inside the monitor contract. 
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Figure 27. Blockchain framework with multiple smart contracts across three different 

modules: patient recruitment (based on prior work), patient engagement, and persistent 

monitoring. 

7.2.1 Environment Setup 

Our blockchain system requires the authority, each VCT sponsor, and each clinical 

site to provide a blockchain node. We have packaged the setup process into an executable 

program for the authority node to initiate a unique private blockchain. All other parties 

receive permission through a JSON file that contains the information of the private 

blockchain from the authority, then deploys the file using the user’s blockchain node. After 

the setup procedures, all the nodes are in the same blockchain network and can 

communicate with each other. When a blockchain node joins the blockchain, a blockchain 

account with a public/private key pair is automatically generated for the system 

administrator. Patients go to clinical sites to opt in the system to prove their identities, and 

to get orientation on operating the system. The clinical site administrator creates a 

blockchain account for the patient and links their information to the blockchain account 
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with their consent for future subject matching. Patients can add biometric information to 

their accounts for future authorizations.  

Two smart contracts, a “master smart contract” which is mainly used for patient 

matching, patient recruitment, and trial contract generation, and a “monitor contract” which 

is used for persistent anomaly monitoring during the VCT, are automatically deployed after 

the authority builds the blockchain. Web-based GUIs are implemented on each blockchain 

node for users to interact with the smart contracts. Patients can use GUIs through their 

smartphones or home computers to participate in VCTs. 

7.2.2 Patient Recruitment 

When patients opt-in to the system, their primary visiting histories are input to the 

smart contract by the clinical sites, including demographic information and primary 

diagnosis and treatments from each visit. These records are used for primary subject 

matching. The authority node automatically extracts the inclusion/exclusion criteria from 

the clinical trial database and inputs them to the master smart contract after a VCT is 

approved. Patient matching is a two-step process: first, the master smart contract 

automatically matches potential subjects using their primary visiting histories; second, 

clinical sites help the sponsor find precise matches with consenting patients. The smart 

contract requires patients to provide consent to share their full records with the sponsor if 

they are primarily matched. If the patient is fully matched the smart contract sends a 

notification to the patient asking for consent to join the VCT and permitting them to access 

the trial contract. This recruitment module can save time for patients by only checking the 

potential matched clinical trials rather than browsing all recruiting trials. The VCT’s 

information is input by the authority which eliminates the concern of scam trials and 
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“spearphishing” for the patients. As shown in Figure 27, the potential subjects for each 

VCT can be matched from registered users all over the world through the master smart 

contract. Matched patients can engage in the VCT through the trial contract automatically 

generated by the master smart contract. More details of implementation and simulation 

results can be found in Chapter Four [125]. 

 
Figure 28. (a) Trial contract information retrieved by the trial sponsor through the 

blockchain console, (b) GUI for patients to input data manually or from a connected 

medical device, (c) scrambled patient records retrieved by unauthorized users through the 

blockchain console, (d) the patient record retrieved by the sponsor through the trial contract 

function by inputting the patient’s blockchain ID and the input date. 

7.2.3 Patient Engagement 

The master smart contract automatically generates a random ID for the VCT and a 

pre-coded trial contract if the VCT is approved. The trial contract’s information is stored 

in the master contract for management. Only the sponsor, the authority, and matched 

subjects are granted access to the trial contract. Other users will not see the contents of the 

trial contract. We supported two simultaneous ongoing VCTs in our simulation. Figure 

28(a) shows the information included in two trial contracts and their access list within our 

simulation. The upper figure shows the trial contract address and subject list for VCT 

89938. The lower figure shows the information for VCT 71115. Only the listed users have 

access to the trial contract. Other users are not able to execute any functions through the 
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trial contract. These figures show the result of inputting commands through the blockchain 

console using the corresponding sponsor’s blockchain account. The sponsor inputs the 

informed consent form to the smart contract for the subjects to sign digitally using their 

private keys. After signing the consent form, patients can have access to the other functions 

of the trial contract, such as getting the trial protocol and training, getting announcements 

from the sponsor, and sending messages to the sponsor or principal investigators, and 

inputting health information, as shown in Figure 27 ②-⑧. Patients input their 

measurement records to the blockchain through the web-based interface, mobile app, or 

even automatically from a connected medical device. Figure 28(b) shows the GUI for 

patients to input their measurement records. After the record is input through the GUI, it is 

automatically sent through a transaction in the blockchain. Patient’s records are 

automatically encrypted by the sponsor’s public key and can only be decrypted by the 

sponsor’s private key. The sponsor can automatically view this decrypted record through 

the GUI for trial management. However, since all the transactions are publicly auditable, 

other users can still see the transaction through the blockchain console. Figure 28(c) shows 

the patient record as viewed by an unauthorized user; without the sponsor’s private key the 

input data is unreadable. Figure 28(d) shows the patient records retrieved by the sponsor 

from the blockchain backend console by inputting the patient’s blockchain account and the 

input date. This process only shows the security setting for the data exchange platform. 

Users can always choose the user-friendly interface to operate the system.  

Blockchain in the patient engagement module provides the function of an electronic 

data capture system that is designed for the collection of clinical data during clinical trials 

[126]. Patients can input their data through the GUI in the format defined by the sponsor. 
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All records are securely stored in the blockchain and can only be retrieved by sponsors. 

This blockchain framework can be a uniform platform used for all VCTs through the 

unique trial contract without third-party management. Sponsors can develop their VCT 

applications to improve patient engagement. There are many checklists to evaluate the 

quality of the application design, such as the COnsensus-based Standards for the selection 

of health status Measurement INstruments (COSMIN) [127]. Blockchain does not require 

the applications to following certain standards. However, blockchain enhances patient 

engagement in the following four aspects, 1) informing patients [128]: any VCT related 

tools deployed on the blockchain through trial contracts are accessible for participants. 

Patients stay tuned for timely documentation and education through blockchain, 2) 

engaging patients[129]: patients can access their trial records anytime through the trial 

contract. The trial contract acts as a patient portal to provide the functions for patients to 

interact with principal investigators and sponsors, 3) empowering patients [130]: in this 

platform, patients are not only data points but also become involved with the trial by 

interacting with the sponsor to express their feelings about the trial through anonymous 

secure messages using the trial contract. Patients become an active role instead of the 

passive recipient after sponsors received and took into consideration of the patients’ 

feedback through blockchain, and 4) partnering with the patients [131]: with the 

abovementioned engagement, patients will obtain experiential knowledge about their 

personal health condition. Sponsors can include patients as advisory board members [132], 

steering committee members [133], or even co-investigators [134] to improve the future 

study design and achieve better clinical trial outcomes. 
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7.2.4 Persistent Monitoring 

This module contains two parts to persistently monitor the subjects’ physical 

conditions and the VCT status. The first part is alert creation when anomalies are detected 

and the second part is statistical report generation after the clinical trial is finished, as 

shown in Figure 27 ⑨-⑬. Subject records can be retrieved by the sponsor with a log file 

stored in the blockchain. The monitor smart contract will automatically use the analytics 

function to analyze the patients’ records inside the blockchain when a new record is input 

to the system. The monitor smart contract generates a periodic report of all patients which 

is viewable by the authority. As all the transactions are publicly auditable, the analytics 

process is also under the authority’s surveillance, which eradicates the concern of 

tampering with data in the sponsor’s final report.  

When an anomaly occurs in a patient’s record, such as lab test results outside pre-

defined threshold values, as shown in Figure 29(a), or an abrupt change of previous records, 

or a severe vital sign measurement values, the smart contract automatically sends an alert 

to the sponsor for immediate action. This action may include sending a notification through 

blockchain to the patient to ask whether the change is caused by human error, having a 

clinician communicate with the patient to provide medical help, or even calling an 

emergency telephone number after locating the patient through the registered clinical site. 

Figure 29(b) shows the alert received by the sponsors and Figure 29(c) shows the patient’s 

GUI when they received the alert. This protects patients' safety while obtaining their 

acknowledgment of their physical condition during the VCT. 
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Figure 29. (a) an alert system defined in the smart contract to detect abnormal values, (b) 

the GUI for sponsors to receive alerts during the clinical trial. Abnormal values are marked 

as red font automatically, (3) the GUI for patients to receive messages from sponsors.  

The monitor contract can also trigger an analytics tool installed on the sponsor’s 

node and keeps a log of data use in the blockchain. The tool can be a basic comparison 

model as shown in Figure 29(a), a simple statistical model to summarize the effectiveness 

of the new treatment, or even a sophisticated machine-learning model with AI components 

to detect comorbidities and predict outcomes depending on the needs of the sponsor.  

7.3 Simulation and case study 

We have simulated the patient engagement process using our system to test the 

feasibility, security, and efficiency of this system. We deployed six physical nodes using 

Intel NUC machines representing one authority node to initiate the private blockchain 

environment, two sponsor nodes to start two different VCTs simultaneously, and three 

different clinical site nodes for patient registration. We set up 1,000 synthesized patient 

accounts on each clinical site’s node and randomly chose 3,000 patient records from the 

MIMIC-III (Medical Information Mart for Intensive Care) Clinical Database for our 

simulated patients[135]. We used MIMIC-III for this simulation because it contains lab test 

data for each patient visit. The commonly encountered lab values selected for this 
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simulation were urine tests for pH, protein, red blood cells, white blood cells, and glucose. 

For the purpose of this simulation, we assumed that the subjects were performing the tests 

at home with a medical device that automatically inputs the data to the blockchain. Each 

simulated VCT randomly enrolled 1,500 patients distributed over three clinical sites. We 

created a script to send records from each patient’s account to the smart contract for the 

corresponding trial contract. The script recurrently sends 10 patient test results to the smart 

contract every second for 24 hours, which simulates 288 days of VCT with 864,000 

transactions in total. The average time for the sponsor to receive the data is 8.31 seconds.  

We have created pre-defined thresholds for each test item in the smart contract as 

shown in Figure 3(a). The case study tests the alert system provided by the persistent 

monitoring module; after each record is input by the patient, the monitor contract 

automatically detects abnormal values and sent an alert to the simulated sponsor. There 

were 95,934 alerts in total, at an average of 1.17 seconds after the data was sent to the smart 

contract. By the end of the simulation, the monitor contract had generated statistical reports 

for two VCTs for the sponsor and the authority to review. Statistical reports can also be 

generated for individual subjects to have a better understanding and engagement of the 

VCT. Subjects can check the statistical reports based on different test items throughout the 

VCT so that they can acknowledge the long-term trend of their physical condition, as 

shown in Figure 30(a). Comparing to the overall statistical report, as shown in Figure 30(b), 

subjects can have a better understanding of the VCT outcomes such as efficacy and safety 

of the treatment. These graphs were generated by passing the values from the blockchain 

to the Google chart application programming interface from the monitor contract.  
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Figure 30. (a) Statistical report of pH test of an individual subject with normal limit labeled. 

Subjects can acknowledge the long-term trend based on occurring anomalies and the 

comparison of the VCT report, (b) the statistical reports on the total alerts received on 

abnormal values in VCT 89938. The alerts have been divided into four quantiles of the 

studying period to show change over time. 

7.4 Discussions 

Our simulation shows the feasibility, stability, security, and robustness of applying 

blockchain technology to achieve better patient engagement and persistent monitoring 

during VCTs. Compared to traditional clinical trials, our simulation proves blockchain-

based VCTs have a more efficient and secure patient recruitment process, a more patient-

centered engagement platform that uses patient involvement to move the clinical trial 

forward by distributively collect health information, a better-automated data analytics tool 

embedded in the system that can detect anomalies in patients’ records in real-time, and 

better security to minimize the risk of tampering with records to manipulate statistical 

reports at the end of the clinical trial for subjects, sponsors and the authority to have a better 

understanding of the VCT outcomes. The alerting system shown in the simulation 

empirically proves the practicability of real-time detection of anomalies. In the real VCT 

cases, subjects with different medical histories may have different reactions to the 

treatment so that subjects under the normal physical condition may have some test values 

exceeding the normal limits. To be specific, the normal limit of the glucose value in urine 

is 0-0.8mmol/L. However, there is a high possibility for a newly diagnosed type II diabetes 
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patient to have glycosuria in the short term under the current treatment as taking metformin 

or insulins. Therefore, the sponsors or PIs can personalize the alerting mechanism by 

adjusting the trigger limits through the smart contract depend on the treatment effect on 

different populations. Since blockchain is a distributed ledger technology, subjects can 

participate from any place at their convenience, removing the burden of traveling to clinical 

sites.  

Multiple smart contract settings optimize the clinical trial process and management. 

The master smart contract registers all patients who opt-in to the system, generates trial 

contracts for VCT management, and automates patient matching and recruitment. Patients 

are added to different trial contracts to conduct future VCTs after being matched. Trial 

contracts are accessible only to the participants in order to protect data privacy. Patients 

can use a patient-centered interface to engage with clinical trial sponsors through trial 

contracts. Rather than only being a data point in the system, patients contribute their 

conditions and insights to sponsors and the trial authority. The monitor contract persistently 

monitors the physical condition of each patient and the effects of the treatment. Subjects 

receive timely medical assistance if they report anomalous measurements or a health 

emergency during the VCT. Using the monitor contract to general the final report 

eliminates the concern of tampering with trial results. 

The simulation mainly simulates the data input process, which is the core process 

in the VCT. To test stability and efficiency, we synthesized multiple patient records with 

test values in each record. This meant that each transaction contained lab test results so the 

final report was not statistically interpretable. In real-world scenarios, the monitor contract 

can generate contingency tables to test treatment effectiveness by using the chi-square test. 
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Machine learning tools can also be installed on sponsor nodes and can be triggered by the 

monitor contract to provide more powerful real-time analysis, such as adverse-effects 

detection and prediction of possible outcomes. 

The main limitation of this work is the patient recruiting process still relies on 

clinical sites to prove patients’ identities, provide system literacy, and perform precise 

matching using patients’ records. The system needs a reward mechanism to provide an 

incentive for clinical sites to participate. A business model must be developed with the 

cooperation of sponsors, clinical sites and the authority. The simulation empirically proved 

the feasibility of using the proposed blockchain framework and generic smart contract 

functions for VCT applications. The framework does not restrict the application 

development for different VCTs. Sponsors can develop unique VCT tools for the 

participants using the blockchain framework. Evaluation of the usability of VCT 

applications can be conducted through the trial contract.  
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CHAPTER EIGHT – CONCLUSIONS AND FUTURE 

WORK 

8.1 Conclusions 

The objective of this dissertation is to utilize blockchain technology to improve the 

clinical trial process. To achieve this objective, we have designed and implemented 

multiple blockchain models based on the challenges of current clinical trial processes. Our 

system design, implementation, and simulation results demonstrate the potential of 

blockchain for clinical trial applications, and we suggest that this should serve as a notice 

for the health IT community to take this emerging technology into consideration. The 

unique contributions of this work provide feasible solutions for clinical trial challenges: 

(1) Converting traditional blockchain nodes into blockchain adapters to abide by the 

local healthcare facilities policies, connect the on-chain and off-chain activities, and 

provide graphical user interfaces for users to have a better visualization of the 

interaction with the blockchain system. 

(2) Augmented, generalized, layered architecture design, which fits a wide spectrum 

of healthcare applications, offers health technology community blockchain features 

for application development without requiring developers to have extensive 

experience with blockchain technology.  

(3) Unique smart contract settings for different clinical trial applications such as an 

auto-matching mechanism for clinical trial recruitment, customizable EDC 

platform, and personalized data segmentation tool for patient-centric HIE. 
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(4) Large-scale simulations are conducted to evaluate the feasibility, stability, and 

robustness of the proposed blockchain models for clinical trial applications. 

In Chapter Two, we introduced blockchain technology and its key features such as 

transparency, auditability, traceability, data provenance, consensus, peer-to-peer capability, 

distributed ledger, robustness, security, anonymity, and smart contracts. The concept of the 

blockchain adapter fulfills the scarcities of blockchain technology. Assumptions of the 

system design are also clarified in this section.  

In Chapter Three, we have implemented an augmented, three-layered blockchain 

architecture that offers generic data coordination functions for healthcare application 

development without requiring developers to have extensive experience with blockchain 

technology. The three layers, from bottom to top, are as follows: (1) incorporation of 

fundamental blockchain settings and smart contract design for data collection; (2) 

interactions between the blockchain and health care application development environment 

using Node.js and web3.js; and (3) a flexible development platform that supports web 

technologies such as HTML, HTTPS, and various programming languages. An HIE 

example application was developed in our design to demonstrate the feasibility of the 

layered architecture.  

In Chapter Four, we have proposed a feasible blockchain solution to patient-centric 

HIE barriers such as security and privacy concerns, data inconsistency, and timely access 

to the right records across multiple healthcare facilities. With the smart contract design, 

our blockchain model protects data security and patients’ privacy, ensures data provenance, 

and provides patients full control of their health records. By personalizing data 

segmentation and an “allowed list” for clinicians to access their data, this design achieves 
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patient-centric HIE. We conducted a large-scale simulation of this patient-centric HIE 

process and quantitatively evaluated the model’s performance. 

In Chapter Five, a novel blockchain model is introduced containing multiple trial-

based contracts for trial management and patient engagement and a master smart contract 

for automated subject matching, patient recruitment, and trial-based contracts management. 

Through the simulation process, the proposed blockchain model shows the capability of 

tackling clinical trial recruitment issues. Using the master smart contract to match patients 

and trial-based contracts to manage the clinical trials can optimize the recruitment process 

to allow fortime-saving, identifying all potential subjects, patient empowerment, and the 

authority’s surveillance. Trial-based contracts can be used for EHR collection for subjects 

during the clinical trial. Blockchain features can ensure the data provenance is clinical sites, 

data consistency over time, data security that can only be decrypted by certain users, and 

patient privacy. 

In Chapter Six, we have designed a blockchain framework for CTMS which covers 

the four stages, study planning, study startup, study conduct, and study closeout, 

throughout the clinical trial process. We have implemented an application for each module 

as collaborative eTMF, automated matching patient recruitment and simplified enrollment, 

precise EDC, and a reproducible data analytics platform. An efficient payment and 

reimbursement model for study finance management was also added to the blockchain-

based CTMS. The innovative IPFS integration design strengthens blockchain features and 

increases the feasibility of utilizing this technology for clinical trial applications.  

In Chapter Seven, we have implemented a blockchain architecture to achieve VCT, 

an innovative approach to conducting clinical trials. Compared to traditional clinical trials, 
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VCTs have shown multiple benefits in removing burdens from patient engagement. We 

have developed a comprehensive framework that covers the whole process of VCT as 

patient recruitment, patient engagement, and persistent monitoring modules, and tests its 

feasibility, stability, and security through simulation processes. 

8.2 Limitations 

The main limitation of this project is the setup required at each healthcare facility. 

Each healthcare facility is required to provide at least one node to the blockchain and 

complete the process of converting servers into blockchain adapters with local health IT 

compliance. Secondary limitations include the dependence of the model's performance on 

the blockchain nodes’ properties, the potential need for patients to provide blockchain 

nodes for data generated by the Internet of Things (IoT) devices, and the need for facilities 

to agree on an interoperability standard such as Fast Healthcare Interoperability Resources 

(FHIR). 

Another limitation is scalability constraints from the blockchain protocol [48]. 

Ethereum can handle roughly 13-15 transactions per second as of today. The Quorum 

blockchain has better scalability but the total number of transactions may exceed the limit 

at any moment. Our simulation provides a partial solution to this limitation by spacing the 

transactions as queuing them up by the adapters. This allows us to monitor the speed at 

which transactions are written to the blockchain and to buffer the backlog.This spacing 

solution is to ensure the successful delivery of the requests under the intrinsic scalability 

constraint existing in the current blockchain protocol. 
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8.3 Contributions to Informatics 

This work aims to utilize the unique features of blockchain to solve the challenges 

of the current clinical trial process with the following significance:  

1. This study would provide a practical, generalizable blockchain framework for 

the healthcare community to adopt blockchain technology and develop other healthcare 

applications in a timely fashion. 

Comparing to the traditional blockchain architectures, we have proposed a 

practical generalized blockchain architecture that provides generic functions and methods 

for the application developers to securely collect data from different sources without 

requiring proficiency in blockchain technology. The architecture retains all the 

blockchain features and can be used as the foundation of our implemented and future 

applications. 

2. This study would utilize blockchain features and implement multiple 

applications that potentially solve current clinical trial challenges.  

After investigating the current clinical trial process, we have utilized the unique 

features of blockchain technology to have problem-oriented development for multiple 

healthcare applications targeting the current clinical trial challenges related to patient 

recruitment, patient engagement, data capture, and overall management. We have 

conducted a large-scale simulation on each application to evaluate its feasibility, stability, 

and robustness.  

3. This study has provided optimal solutions to the known blockchain limitations. 
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To avoid the blockchain limitations described in Chapter 1.1, we have proposed 

the following solutions: (1) before operating the system, all users need to set up a 

username and a password which will be stored in the home healthcare facility’s 

blockchain adapter and mapped to the public key and private key. This is a potential 

solution to key management vulnerability. The user can also contact the authority to 

rebuild a new account and remove the original one, (2) the data component in the 

transactions is encrypted and can only be decrypted by a certain group of users controlled 

by the smart contract. This will protect privacy even though the encrypted data is publicly 

auditable, (3) we have created a control mechanism inside each blockchain adapter as 

only sending five transactions every second. This setting could avoid Ethereum’s 

scalability limitation by spacing the transactions but it does not solve the known 

scalability issue of Ethereum fundamentally, and (4) each blockchain node is converted 

to a blockchain adapter which provides the compatibility of existing tools without 

extensive arrangement. The design of using IPFS as complementary file storage managed 

by a blockchain enhances the feasibility of utilizing blockchain technology for healthcare 

applications. 

8.4 Future work 

Our future work will continue to investigate the needs of the clinical trial process 

and seek solutions using blockchain technology, such as adding machine learning tools to 

monitor patient’s conditions persistently and predict side effects and overall outcomes. The 

current safety monitoring process described in section 6.2.4 relies on the EDC process. 

However, the DSMB convenes only when the clinical trial has been conducted for a while 

and the data has met a certain point. Adding AI components to the Study Conduct module 
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could achieve more efficient monitoring. We will also investigate more potential in the 

CTMS design using blockchain technology such as integrating secure multi-party 

computation with blockchain for computational applications such as subject matching and 

utilizing the cryptocurrency concept to build a novel clinical trial management system 

which will help ensure timely validation and payment. 

 The proposed overall blockchain design can potentially serve as a global patient-

level clinical research data-sharing and analytics platform. Utilizing blockchain’s unique 

properties, this platform could coordinate and facilitate the data sharing process while 

protecting patients’ privacy and data security. With the cryptocurrency concept, the 

platform can create an incentive mechanism to honor the data of contributors and 

researchers.   
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