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Abstract against rules is called filtering. A rule matchgsagket
when the values of each field of the header of ckgta

Firewalls provide the first line of defence of nigar ~ are subsets or equal to the values of its correpgn
all networked institutions today. However, Firewall rule selector. Thaction part of the rule represents the
ACLs could have inconsistencies, allowing traffiatt ~ action that should be taken when a packet matches a
should be denied or vice versa. In this paper, we rule.. In ﬁreWa”S, two actions are pOSSibhHlOW or
analyze the inconsistency characterization probm  denya packet. An example of a rule set is presented in
a separate problem of the diagnosis one, and prepos Figure 1. Firewall ACLs are commonly namede
formal definitions in order to characterize oneftany sets
inconsistencies. We identify the combinatorial pafrt Firewalls have to face many problems in modern
the problem that generates exponential complexities networks [7]. One of the most important ones is aét
combined diagnosis and characterization algorithms consistency. As can be seen from the example r€ig
proposed by other authors. Then we propose al. selectors of rules can partially or totally dapr(for
decomposition of the combinatorial problem in saver €Xample, the protocol selector). There is an
smaller combinatorial ones, which can effectively inconsistency when two or more rules with different
reduce the complexity of the problem. Finally, we actions overlap. An inconsistent firewall ACL imgsi
propose an approximate heuristic and algorithms to in general a design error, and indicates thatitbevéll
solve the problem in worst case polynomial time. IS accepting traffic that should be denied or weesa.
Although many a|gorithms have been proposed toln this paper, detection is understood as the maaifo
address this problem, all of them are combinatorial finding the rules that are inconsistent with othes;
The presented a|gorithms are an heuristic way toeso identification is the action of flndlng the rulebat
the problem with polynomial complexity. There ace n cause all the inconsistencies among the detected

constraints on how rule field ranges are expressed. ~ inconsistent rules (the faulty rules), whose renhova
produces a consistent rule set; and charactenizigio

1. Introduction understood as the action of naming the identified
inconsistent rules among a pre-established taxoradmy
faults.

A firewall is a network element that controls the
traversal of packets across different network segsne
It is a mechanism to enforce an Access Controlcioli
represented as an Access Control List (ACL). An AC
is in general a list of linearly ordered (total erd
condition/action rules. Theonditionpart of the rule is
a set of condition attributes or selectors, where
|condition|=k (k is the number of selectors). The
condition set is typically composed of five elements,
which correspond to five fields of a packet hed@ér
In firewalls, the process of matching TCP/IP pasket

In this paper we analyze the inconsistency
characterization problem in firewall rule sets, and
L extend the complete formal inconsistency
characterization given by Al-Shaer et al. [10] idler
to characterize inconsistencies resulting from the
clustering of rules, resulting in a complete onerany
characterization. In addition, we identify the
combinatorial part of the problem that causes the
combinatorial explosion in combined diagnosis and
characterization algorithms proposed by other astho
Then we propose a decomposition of the combindtoria



Priority/ID Protocol SourcelP Src Port Destination |P Dst Port Action
R1 tcp 192.168.1.5 any * kR * 80 deny
R2 tcp 192.168.1.* any *HEEF 80 allow
R3 tcp *EEK any 172.0.1.10 80 allow
R4 tcp 192.168.1.* any 172.0.1.10 80 deny
R5 tcp 192.168.1.60 any kR X 21 deny
R6 tcp 192.168.1.* any *HEEF 21 allow
R7 tcp 192.168.1.* any 172.0.1.10 21 allow
R8 tcp *EEK any *EFEX any deny
R9 udp 192.168.1.* any 172.0.1.10 53 allow

R10 udp *HEEF any 172.0.1.10 53 allow
R11 udp 192.168.2.* any 172.0.2.* any allow
R12 udp *RE* any *EFIX any deny

Fig 1. Example rule set

problem in several smaller combinatorial ones. This
effectively reduces the complexity of the problérhe

resulting worst case time complexity will be

exponential in all cases (recall that characteiomais

proposed characterization process and algorithmas ar NP, as it is going to be explained bellow). Onetlaf

built on a previous heuristic diagnosis process iha
worst cas@ () time complexity [8].

The paper is structured as follows. In section 2
related works are presented and differences with ou

most important advances was made by Al-Shaer et al.
[4], where authors define an inconsistency model fo
firewall ACLs. They give a combined algorithm to
diagnose and characterize the inconsistencies batwe

proposal are emphasized. Section 3 presents thepairs of rules. In addition, they use rule decatieh

analysis of the characterization problem and idiesti
the combinatorial part of it. In section 4 the
characterization process with algorithms are pregps

techniques [2] as a pre-process in order to decempo
the ACL in a new, bigger, one with no overlapping
rules. This new rule set is different from theialibne,

explaining how the problem can be reduced to séveraand the user is the responsible of mapping thes rofle

smaller combinatorial ones. We conclude in seddion

2. Related Works

The closest works to ours are related with
consistency diagnosis in general network filtensthe
most recent work, Baboescu et al. [12] provides
algorithms to diagnose inconsistencies in routiéer§
that are 40 times faster th&@{n?) ones for the general
case ofk selectors per rule. Although its algorithmic
complexity is not given, it improves other previous
works [13, 14]. However, they preprocess the refe s
and convert selector ranges to prefixes, and tpefya
the algorithms. This imposes the implicit assumptio
that a range can only express a single intervakiwis
true [8]. However, the range to prefix conversion
technique could need to split a range in seveefbms
[15] and thus the final number of rules could irse
over the original rule set. Thus, results are gigear
the preprocessed rule set, which could be biggdr an
different from the original one.

this rule set to the original one. Their model and
corresponding algorithms can only diagnose and
characterize inconsistencies between pairs of .rules
Although the proposed characterization algorithm
proposed by Al-Shaer is polynomial, the decorrefati
pre-process imposes a worst case exponential titie a
space complexity for the full process.

A modification to their algorithms was provided by
Garcia-Alfaro et al. [5], where they integrate the
decorrelation and characterization algorithms of Al
Shaer, and generate a decorrelated and consistent r
set. Thus, due to the use of the same decorrelation
techniques, this proposal also has worst case
exponential complexity. The resulting ACL is also
bigger and different from the original one. However
Garcia-Alfaro et al. provide a characterization
technique with multiple rules.

Ordered Binary Decision Diagrams (OBDDs) have
been used in Fireman [9], where authors provide a
diagnosis and characterization technique with rnolelti
rules. A very important improvement over previous

Other researchers have complemented the diagnosi®roposals is that they do not need to decorrefae t

process with a characterization of the faults véth
established taxonomy [10]. As the following prodsesa
treat the problem as a whole and the charactesizati
algorithms are applied directly to the full rulet,sene

ACL, and thus, results are given over the origiae.

Note that the complexity of OBDD algorithms depends
on the optimal ordering of its nodes, which is a-NP
Complete problem [6]. This results in a worst case



0O(2") time complexity with the number of rules, as
other proposals.

The combination of diagnosis and characterization
in only one stage results in exponential algorithiag
are applied to a big problem (the full rule set).
Although optimal diagnosis and characterization are
worst-case combinatorial problems [8], diagnosis ca
be used to split the characterization problem iress
smaller ones [8]. Then, optimal or heuristic altforis
can be applied to these smaller problems.

The main difference of these works with ours ig,tha
previous to algorithm design, we have done an aisaly

of the consistency diagnosis and characterization,

problem in firewall rule sets. As a result, we preed

to divide consistency management in two sequential

processes [8]: detection and identification (disgisio
of inconsistent rules, and characterization of the
diagnosis. We extend Al-Shaer inconsistency taxgnom
[10] to characterize inconsistencies resulting fribma
clustering of rules, resulting in a complete onerany
characterization. The analysis of the charactdomat
problem enabled us to identify and isolate the
combinatorial parts of it and improve the algoritbm
complexity of the full process. An optimal
characterization algorithm must analyze all possibl
solutions in order to find the optimal one. Singere is

a trade off between optimally solving the problem i
exponential time or using an approximation to the
optimum, we propose a polynomial heuristic and
algorithms that implement it that solve the
characterization problem in worst case polynomial
time.

The presented algorithms are capable of handling

full ranges in rule selectors without doing rule
decorrelation, range to prefix conversion, or atheo
pre-process. Thus, results are given over the raiigi

3. Analysis of the
Characterization Problem

I nconsistency

Real life rule sets can be decomposed in two

different subsets of rules (Figure 2 presents amgke
of some subsets of Figure 1 example). The firstise
set of consistent rules (Definition 3.1). The otbee is
formed by subsets of inconsistent rules, calledRECI
[8], with bold rules as ICIR roots (Definition 3.2)Ve
shall now formalize a firewall ACL.

Let RSbe a firewall ACL consisting of rules,

RS={ R.. R}
Let R=< H, Action>, HON® be a rule, where
Action={ allow; den} is its action
* LetR[K,1< jsnk
D{ protocol, src_ ip src_ prt dst_ ip dst p}w
be a selector of a ruke
e Let ‘< and ‘>’ be operators which define the
priority of the rules, wher& < R; means that then

R has greater priority thaR and its action will be
taken first, and vice versa

Definition  3.1.  Inconsistency. Two rules
RI,RD RS are inconsistent if and only if the

intersection ofeach ofall of its selectordR[k] is not
empty, and they have different actiomsjependently

of their priorities The inconsistency between two rules
expresses thpossibility of an undesirable effect in the
semanticof the rule set. The semantics of the rule set
changes if an inconsistent rule is removed.

Inconsistent R R RSl ,id nAd |
- RIKNR[ k#00 R Actign# R Action

unmodified, rule set. However, our process does not [Jk D{ protocol src_ ip src_ prt dst_ ip dst p}t
cope with redundancies, because redundancy is not a

consistency problem (it does not change the seosanti
of the rule set).

To the best of our knowledge, this is the firstdim
that the characterization problem has been divided

several smaller ones, and a polynomial heuristic

algorithm has been proposed to solve it. It is also
first time Al-Shaer’s formal definitions have been
extended to support
characterization. A Java tool called Fast FirewaIL
AnalysiS Toolkit V2 (FFaaST V2) has been
implemented and is available upon request.

a complete one-to-many

Definition 3.2, Independent  Cluster  of
Inconsistent Rules, ICIR. An ICIR represents a
cluster or collection of inconsistent rules aseetfThe
root of the ICIR is the rule which has the greatest
number of inconsistencies with other rules of thme
cluster. By definition, the action of the ICIR rastthe
opposite of the actions of all of its children. [@hén
rules are consistent between them.

Letcv ={ R,...R} be a set of rules, then
ICIR(root, CV) = ORDO CVe Inconsisteqit ropt, R
OR, R OCV, iz je = Inconsisterft R R



Definition 3.3. Diagnosis Set, DS. It is the set of  considered that each selector is a set of elemérise
rules that could be directly removed from the séein content can be expressed using the common syntax of
order to get a consistent one. It is formed byrtie of the most used firewall languages, which have been
all ICIRs. previously analyzed in [1]. The syntax analysis has
LetICIRS={ICIR,...ICIR } be the set of all ICIR of a givéts been omitted due to space constraints, but thetissu

’ ' presented in Figure 3. This figure representsefrh
thends ={ ICIR( oo, ..., ICIR (root} of the five typical selectors, the common syntax
supported by IPTables, Cisco PIX, Checkpoint FW-1,
BSD PF, BSD IPFW and BSD IPFilter. Note that all

Rule Set selectors except protocol permit the representation
R1 one element, a continuous range of elements, or a
R2 Set of consistent rules wildcard (representing all possible elements ofs&g.
EZ The content of each selector is also bounded by the
R5 constraints imposed by the corresponding fieldhef t
Es TCP/IP header. Note that, although expressing sange
RS is possible for all selectors, ranges must be naotis.
R9 IP address ranges are expressed in CIDR form.
R11
R12

Set of inconsistent rules RX :{ pOI’tD[lO— 50]} :>{ alIOV\}
R, :{ port[40-90} = { allov}

R, :{ portd[10- 80} = { deny

Fig. 1. Decomposition of arule set

Clustering rules is a necessary process in order to
obtain complete and correct results for one to many (@)
characterization if there is a taxonomy of faultbere R, :{ portd[10- 39} ={ allov}
exist cases where doing no clustering could return . _
incomplete and/or incorrect results. Figure 3(a) RV { portJ[40 60} :>{ aIIOV\}

presents a three rukxample wherd, is shadowed by R, ;{ port[0 - 65535} :>{ den}
RUR. However, if no clustering is done, (b)
characterization would return that is a generalization Fig. 2. Rule clustering examples
of R,, and that{R,, R} are correlated, which is not a
correct result. In addition, clustering of rulegtwthe Selector Common Syntax Comments
same inconsistency is also very important in order Source and -1P A blockis a
abbreviate results with no loss of information. The pestination IP Address B1¢K* continuous range
example of Figure 3(b) presents a generalization - Wildcard expressed in CIDR
inconsistency. In this examplB, is a generalization of Protocol - \ljvlflg]c?aerrd
R U R. With no clustering, two generalization _Number
. : . . Source and - Range: [p1,p2]* * The range must
!ncon5|s_tenC|es would b_e returned, gaining NO pegtination Ports W'Idg .dp P be continuous
information over the clusterized form. _vviccar

Fig. 3. Common syntax for most used
3.1. Characterization taxonomy of one to many firewall languages

inconsistencies _

A complete one to one inconsistency ° Shadow. A rule R, is shadowed by another rulg,R
characterization was given by Al-Shaer [10]. Our with R>R,, if all of its selectors to or supersets of
definitions extend Al-Shaer work in order to the selectors of Rand R and R have different
characterize theliagnosis of an arbitrary number of actions.
rules with the same action versus one other. Our
approach is also complete (as it is an extensiofl-of
Shaer work) based on the relationships that can be
established between the selectors of rules: egualit
subset and superset. To be as realistic as passiide



[R,ROR® R> R Shad¢w R- Ry respect to Ris symmetrical. Redundancy is not
o o ! really an inconsistency, since if all redundanesul

Ok« R[K O R kO R Actignz R Action are removed, the semantic of the rule set does not

k O{ protocol src_ ip src_ prt dst_ ip dst  pft change.

Shadow [R,RORY R> R Redundgnt)R-
[R,RIOR3 R> R ExactShadpw)R- _
Ok« R[K O R kO B Actign= R Actior]
Oke R[K =R kO B Actignz R Action
~IRORS R> R> R
k O{ protocol src_ ip src_ prt dst_ ip dst pft

Exact shadow Correlation(R, R) I Generalizatidn R

k Of protocol src_ ip src_ prt dst_ ip dst pht
[R,RUOR3 R> R Redunddnt)R-

This definition can be extended to support a
cluster of rules with the same action ip &® R,

(but not in both). If Ris a cluster of rules and,R Oke R[KO R kOO ke R k= R]KD
is a rule, then Ris shadowed by R Similarly, if ¢ i
Ry is a rule, and Ris a cluster, then JRare R[Actiof = R Actioh

shadowed by R It is only possible to form a
cluster of rules if they can form a continuous &ng
in all of its selectors. Cluster forming is shown i

k O{ protocol src_ ip src_ pr{ dst_ ip dst pht

next section. 4. Inconsistency Characterization Process
» Generalization. It is the inverse of shadow respect
to the priority. A rule Ris a generalization of R The characterization process explained in this

with R>R,, if all of the selectors of Rare subsets  section takes as input the inconsistency diagnasis
of the selectors of Rand both rules have different ICIRs [8]. The proposed characterization process is
actions. R is usually considered an exception and divided in two sequential stages. First, the clidof

not an error. Again, clusters can be formed. each ICIR are grouped in different clusters. Second
[R,ROR® R> R Generalizatibn R clusters of each ICIR are characterized againsCiRR
x? Yy X y y:
root.
Uke R O ROR[ Actioh# R Acti¢n In the diagnosis process, the rule set of Figuie 1

transformed into several ICIRs. The characteriratio
process is also divided in two sequential stagéshé\
first stage, children of each ICIR are joined iffedient
+ Correlation. Two rules R and R are correlated if  clusters. At the second stage, each of these rduate
they have different actions, and selectors @f R characterized against the ICIR root.
intersect with the corresponding selectors of R

but R, and R do not have a shadow, exact shadow
or generalization relation. Correlation is
independent of rule priority. This definition can
also be extended to clusters of rules.
R3S Cusmien - () (2) () (0) () @) @

k O{ protocol src_ ip src_ prt dst_ ip dst  pft

Oke RIKN Rl kO R Actignz R Actioril ICIR 1 ICIR 2
S(RIKORIB O+ B kO RIK
k O{ protocol src_ ip src_ prt dst_ ip dst  pft
* Redundancy. A rule R, is redundant to another rule e e e e e e
Ry, with R>R,, if all of its selectors are subsets or
equal to the selectors of,Rthey have the same ICIR 3 ICIR 4 ICIR 5

action, and if there is no rule betweep &d R

which is correlated or subset of.RRedundancy of Figure 4. Uncharacterized diagnoses (result of

the consistency based diagnosis process)



4.1. Stage 1. Cluster construction (rulejoin) In conclusion, due to the priority dependency of
characterization definitions, it is possible to giifiy

At the first stage, for each ICIR, children arenjed the problem even more, dividing ICIR rules in two
in different clusters in order to abbreviate theuneed  lists: rules that come before and rules that ger afiot.
characterization for that conflicting rule (ICIRat). Then, clustering is done independently for each of
These clusters are formed by rules that are sybsetsthese two lists. Division process is @(c) with the
supersets, equal, or form a continuous space for alnumber of children.
selectors. The clusters represent the rules tlaae ghe Before presenting rule joining algorithm, it is
same inconsistency with their ICIR root. necessary an analysis of the conditions under which

By definition, characterization depends on rule joining of rules can be done.
priority since the characterization is based on set
operations. Rules that come before or after root4.1.1. Firewall language syntax. In general, clustering
generate different kinds of inconsistencies withFibr is possible if all rule selectors permit multiplelues,
example, if root is shadowed by a cluster of rubest ranges and/or wildcards in their syntax. Fortunatel
precede it, then rules that go after root cannot firewall languages support ranges and/or wildcands
participate in the same inconsistency since, by all selectors, but only continuous ranges (Figuye 3
definition, rules that cause a shadowing inconsigte  This enables the clustering of rules for all seles:t
must precede root. For this reason, rules thatrges
a generalization conflict must be in another cluste 4.1.2. ICIR Structure. In addition, an ICIR must
However, it could be possible that root causes acomply with:
shadowing inconsistency with a cluster of ruleg tma 1. It must have at least two children. In other case,
after it In this case, we say that the rules in the cluster there are no rules to be joined.
are shadowed by root. The same is applicable for2. Atleast one selector of ICIR root must be a ramige

generalization, as it is the inverse of shadoweestp values or a wildcard. The joined rules in a cluster
rule priorities. must form a continuous range (with or without
Algorithm 1. Initialization Algorithm 2. Cluster construction
1 Func initialization(in Rule: root, List of Rule: itiren) 1 Func clusterize(in Rule: root, List of Rule: chid)
2 Alg 2 Var
3 if root.DstPort().isRangeOrWildcard() AND 3 Rule cluster
4 children.size()>1 { 4 Alg
5 sortAscendingByDestinationPort(children 5 cluster = children.first()
6 if root.Priority()>children.last().Prity() OR 6 for each i=2..children.size() {
7 root.Priority()<children.first().@rity() { 7 if isClusterizable(cluster, children.ge#iND
8 clusterize(root, children) 8 i<children.size()) {
9 } 9 cluster.joinWith(children.get(i))
10 else { 10 }
List before = Rules with priorityroot else if isClusterizable(cluster, childrext(@ AND
11 List after = Rules with priorityrgot 11 i==children.size()) {
12 clusterize(root, before) 12 cluster.joinWith(childrent®
13 clusterize(root, after) 13 doClassification(root, clemt
14 } 14 }
15 else { 15 else { // Not clusterizable
16 doPairwiseCharacterization(root, children) 16 doClassification(root, cluster)
17 } 17 /I re-initializes for a new cluster
18 End Alg 18 cluster=children.get(i)
19 19 }
20 20}
21 Func doPairwiseCharacterization(in Rule: root, bist 21 End Alg
22 Rule: children)
23 Alg
24 for each i=1..children.size()
25 doClassification(root, children.get(i))

26 End Alg



overlapping) and must be subset, superset or equal

the corresponding root selector.

3. For root selectors that do not have multiple values
rules in the cluster must have the same valueats ro
or at least one of them must be a wildcard.

4.1.3. Polynomial heuristic. Traditionally, the
diagnosis and characterization of firewall rulesdetve
been solved in only one stage, resulting in a woaise
0O(2") time complexity process with the numberroles
in the rule set. Separating diagnosis from
characterization has produced the effect of digdhre
combinatorial part of the problem in several much
smaller ones, which effectively reduces the
computational complexity. Since ICIRs represent
independent clusters of inconsistencies, they d¢sm a
be characterized independently, effectively redgcin
the problem complexity: the combinatorial problem
have been reduced from the entire rule set to akver
smaller ICIRs. However, there is still a trade off
between optimally solving the problem in expondntia
time, or using an approximation to the optimum. In
order to show the feasibility of this approach,tliis

Note that although characterization definitions are
complete, the algorithms are not, since they are an
approximation.

4.1.4. Cluster construction algorithm. The first part
of the process checks ICIR root structure and peepa
children for clustering (Algorithm 1). Then, it idéfies
the rules that can be united with others in eadRIC
(Algorithm 2).

Algorithm 1 takes as input the ICIR root and
children, and first checks if the ICIR has a valid
structure for clustering, as explained in a presiou
subsection. Then it sorts children by destinatiort g
ascending order, as a preparation for the heuristic
Then, the algorithm checks if root is the last ostf
rule or is in between. If root is in between it idies
children in two lists: rules that come before antes
that go after root, as also was explained before.

Finally, if clustering is possible, it calls Algthim 2,
and if not, it calls directly the inconsistency
characterization (Algorithm 3). All operations of
Algorithm 1  run in constant time except

paper we propose a worst case polynomial heuristic.sortAscending() which is in O(clogc) wherec is the

The heuristic is used when clustering ICIR childrin
only takes into account one selector for rule €risy,
and does not try to check all possible unions betwe
all selectors. To be restrictive, a selector withaarow
domain should be chosen, because

real rule sets, one of the selectors with the meero
domains is destination port. Although this entirely
depends on the particular rule set, destination jgor
usually expressed as a unique value in the vasiritya|
of real rule sets. Other heuristics could be carsd.
Then, for each ICIR, their children are clusterized
several groups by destination port forming a cartirs
range. This task can be done in linear time ifdriih
are ordered by destination port. The first cluster
formed with the first children. Then the next chédd
should be added only if its destination port selecan
form a continuous range with the cluster, andéf st
of selectors are equal, subset, superset or widddkit
cannot be joined, then the cluster is closed andva
one is formed with that child and the process k&gin
again until there are no more children.

number of children, list copy operations and
doPairWiseCharacterization(yvhich are inO(c). By
the sum rule, time complexity of this algorithmiis
worst caséd(clogc)with the number of children. These

it generallyalgorithms must be run for each ICIR.
guarantees a good approximation to the optimum. In

Algorithm 2 also takes as input ICIR root and
children. This algorithm implement the heuristic iis
has been described in the previous section. All
operations inside the loop run in constant time tued
loop is run for each child,. Algorithm 3 is inO(c).

4.2, Stage 2. Inconsistency characterization

As clusterization has been done in the first staige
the process, the inconsistency characterizatiantsea
very easy task. Characterization follows directhe t
extended definitions proposed in an earlier section
Algorithm 3 takes as input ICIR root and the clustef
that ICIR. Then, it checks each type of inconsisgen
using the equality, subset and superset operafiots.
that characterization is different depending on the
relative priority of the ICIR root (if it is therft or last
rule). All operations of Algorithm 3 run in constan
time. Result is returned as a text string.



cluster is closed and characterization is calldoenl a

Algorithm 3. Inconsistency Characterization second cluster is created wil2. Algorithm tries the
1 Fur.u: doCIagsification(in Rule: root, Rule: clustauf join of R3 with the cluster (currently formed orthy
2 String: conflictType) R2), and it joins it R2 and R3 destination ports are
3 A'9 equal). Since there are no more children, the skcon
4 if(cluster==roo) . cluster is closed and characterization is called.toth
5 C(.mﬂ'CtType - ROOt 's exactly Shadowe,dmyon clusters {R6,R7} and {R2,R3} the characterization
6 elsel (r.OOt'getpr'or'tyO>CIUSter'getLaStRmmtyo){ algorithm returns thaR8is a generalization of both of
; EISCeO'rf]f("SClﬁ;;Seet:(iEthrgsrzzg)dowe d byster’ them, since all their s_electors are subseR&f S
9 else if (subset(cluster, root)) The process a_pplled to the oth_er ICIRs is S|mllar
10 conflictType = “Root is generalizatiohcluster” and can be easily followed. Optimal solution is 7
11 clse inconsistencies, but the proposed algorithms retlith
12 conflictType = “Root and cluster areretated” * ICIR1. RuleR8is a generalization ofR2,R3}and
13} of {R6,R7}
14  else {// Root is first rule * ICIR2. RuleR12is a generalization gR9,R10}and
15 if (superset(cluster, root) of {R11}
16 conflictType = “Cluster is generalizatiof root” * ICIR3. R6is a generalization of R5, ariRi7 is in
17 else if (subset(cluster, root) correlation with R5
18 conflictType = “Cluster is shadowedrogpt” « ICIR4. R2is a generalization of R1, a3 is in
19 else correlation with R1
20 conflictType = “Root and cluster areretated” « ICIR5. R2 andR3are shadow of R4
21}
22 g TR 5. Conclusions and Future Works

The combined worst case complexity of the three  In this paper, we have analyzed the inconsistency
algorithms using the proposed heuristic is, by shm characterization problem in firewall rule sets. Wave
rule, the maximum of the complexities of the three proposed complete and formal inconsistency
algorithms, T(c) = O(clogc)+O(c)+k = O(clogc). characterization definitions for clusters of ru{asone-
These algorithms must be run for each ICIR and, thus to-many characterization).
the final time complexity is irD(h*clogc), whereh is The analysis of the characterization problem
the cardinality of théDiagnosis Se({or the number of  enabled us to identify and isolate the combinakqdat
ICIRs) andc is the number of children of each ICIR. of it. Since there is a trade off between optimally
Note that the combinatorial part of the inconsisten solving the problem in exponential time or using an
characterization problem is only the clusterization approximation to the optimum, we have proposed a
(where the heuristic has been used), and not thepolynomial heuristic and algorithmthat solve the

characterization itself. characterization problem in worst case polynomial
time. Algorithms are capable of handling full rasge
4.3. Example rule selectors without doing rule decorrelatiomgato

prefix conversion, or any other pre-process. Resrk
Algorithms take as input the ICIRs presented in given over the original, unmodified, rule set.

Figure 4 in no particular order. Suppose that Atpar Anyway, we showed that the combinatorial
1 receives ICIR1 as input. As destination port 8fiR problems to be solved are very small due to the
a wildcard, children are ordered by destinationt.por decomposition made in the diagnosis process, which
Then, as root is the rule with less priority of @R, has effectively reduced a worst ca3¢€") problem in
the algorithm directly callglusterize()(Algorithm 2). several O(2) ones, withn>>c. For that reason we
Algorithm 2 receives the ICIR root and ordered expect that an optimal characterization algoritrsn i
children. It creates the first cluster with thesfichild going to improve the other reviewed algorithms.afal
(R6). Then it tries to join the next childR7, to the tool called Fast Firewall ACL AnalysiS Toolkit V2
cluster and, as it complies to the restrictioR® é&nd (FFaaST V2) with the full diagnosis process is
R7 destination ports are equal), it joins it. It rafsethe available upon request. No performance analysis has
check with R2 and, asR2 destination port is not a been done due to the fact that, to the best of our
subset, superset, wildcard or can form a continuousknowledge, this is the first approximated solutimn
range with the cluster destination port (21), thke



this problem. A comparison with an optimal one does [11] E. Al-Shaer, H. Hamed. “TR04-11. Design and

not make sense from the performance point of view.

Implementation of Firewall Policy Advisor Tool".

However, our approach has some limitations that Multimedia Networking Research Laboratory. Schodl o

give us opportunities for improvement in future gr

The most important one is the design of optimal
algorithms, and compare its performance with the

reviewed algorithms. In addition, since the diaggos
process does not cope with redundancies,
characterization algorithms cannot characteriz@ie
support of redundancy is another goal.
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