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ABSTRACT

Background and objectives: The Internet of Things (IoT) paradigm has been extensively applied to several
sectors in the last years, ranging from industry to smart cities. In the health domain, IoT makes possible
new scenarios of healthcare delivery as well as collecting and processing health data in real time from
sensors in order to make informed decisions. However, this domain is complex and presents several tech-
nological challenges. Despite the extensive literature about this topic, the application of IoT in healthcare
scarcely covers requirements of this sector.

Methods: A literature review from January 2010 to February 2021 was performed resulting in 12,108
articles. After filtering by title, abstract, and content, 86 were eligible and examined according to three
requirement themes: data lifecycle; trust, security, and privacy; and human-related issues.

Results: The analysis of the reviewed literature shows that most approaches consider IoT application
in healthcare merely as in any other domain (industry, smart cities...), with no regard of the specific
requirements of this domain.

Conclusions: Future efforts in this matter should be aligned with the specific requirements and needs of
the health domain, so that exploiting the capabilities of the IoT paradigm may represent a meaningful

step forward in the application of this technology in healthcare.

© 2021 The Authors. Published by Elsevier B.V.
This is an open access article under the CC BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/)

1. Introduction

Internet of Things (IoT) is gaining momentum as a disruptive
paradigm to provide new capabilities and services in different sec-
tors such as Smart-City, Industry 4.0, Smart-Energy or Connected
Car [1]. Currently, IoT is one of the most popular technological
trends in healthcare [2] for Ambient-Assisted Living (AAL), remote
health monitoring, chronic disease management, elderly care as
well as fitness programs [3]. Fig. 1 shows an overview of current
technologies, services, and applications of healthcare IoT.

Most IoT-enabling technologies are general purposed and need
to be adapted to comply with the specific requirements of each
sector [4]. Hence, any technological solution in healthcare should
observe requirements such as maximum availability of informa-
tion resources (to support healthcare anytime), critical security of
health information, persistence of large data volume, variability of
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data and processes, integration with legacy systems, etc. [5]. Nev-
ertheless, these requirements are often neglected on health IoT-
driven solutions and there is no systematic review analysing the
growing literature from this viewpoint [6]. Therefore, the aim of
this work is to analyse how the health sector complexity is being
addressed by IoT solutions, identifying current issues and missing
gaps. A literature review is performed by considering only design
and development requirements.

Several reviews can be found in the literature, although with
aims different from what motivates this work. Table 1 shows a
non-exhaustive list of literature reviews on IoT applications in
health. Most of them summarize enabling technologies, current re-
search, and use cases on this domain. The variety of focus and
findings is wide hence emphasizing the heterogeneity of health
IoT solutions. All reviews point out challenges persisting over the
years such as security and privacy, energy limitation of IoT devices,
drawbacks of Cloud in health, etc. Whereas reviews analyse health
[oT literature in order to describe the state of the art and find un-
solved challenges, our approach is quite the opposite.

This emerges from the consideration that the health domain
requirements should drive the design and development of IoT in
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Fig. 1. Overview of current trends on healthcare IoT.
Table 1
Literature reviews on IoT applications in health.
Authors Year Focus Findings Challenges
Qi et al. [6] 2017 Existing research and case studies in Key enabling technologies: sensing e Cost effective and non-obtrusive sensing
IoT enabled personalized healthcare technologies and data processing e Effective data validation
systems techniques e Data processing & analytics
Islam et al. [7] 2015 Features of IoT-based health research ~ Analysis of security requirements e Standardization and cost-analysis
(network topologies, use cases, in IoT e Low-power protocols
services...) e Continuous monitoring
Yuehong et al. [8] 2016 Enabling technologies and devices Implementation strategies and e Self-learning and self-improvement
methodologies e Hardware integration and
standardization
® Security & privacy
de Morais and de Aquino [9] 2017 lIoT-based applications in health Non-/functional requirements e [nteroperability
Patterns and protocols e Data mining for knowledge extraction
® Security & privacy
Ahmadi et al. [10] 2019 Application areas of IoT in health IoT technologies and protocols e Security: hardware, network, application
e Interoperability
Aceto, Persico, and Pescapé 2020 Healthcare 4.0 application scenarios Lessons learned from literature e Scalability & availability
[11] review e Cloud challenges
e Expectations on patients’ experience
Greco et al. [12] 2020 IoT solutions on health monitoring Use of fog computing -
Combination IoT and machine
learning
Singh et al. [13] 2020 IoT applications for COVID-19 Potential benefits for infected e Security & privacy
pandemic cases e Data aggregation
Swayamsiddha and Mohanty 2020 Cognitive loT applications for Effective applicability of cognitive e Security & privacy
[14] COVID-19 IoT for COVID-19 e Energy efficiency
Habibzadeh et al. [15] 2020 State-of-the-art in IoT on clinical Requirements and conceptual IoT e Legal accountability
applications architecture e Regulatory requirements
e Ethnographic challenges
GardaSevic et al. [16] 2020 Foundations of health IoT applications Security techniques e Massive data management
Standards and technologies e [nteroperability
e Security and privacy
Butpheng, Yeh, and Xiong [17] 2020 Integration IoT-Cloud Security & privacy solutions for e Energy constraints
[oT-Cloud health systems e Cloud limitations and scalability
e Privacy by design
Shah, Bhat, and Khan [18] 2021 Cloud IoT-based healthcare integration Conceptual architecture and e Energy efficient sensors
L]
L]

Security issues and threats

Latency and privacy protection on Cloud
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Fig. 2. An illustration of the IoT paradigm levels.

health. Thus, we put the spotlight on its specific requirements
(some stated by those reviews and others do not) and analyse in
which extent current approaches fulfil them, identifying trends and
gaps. Since to the best of our knowledge, there is no such review,
our work aims to fill such missing gap.

The remainder of the paper is structured as follows.
Section 2 presents the IoT paradigm and describes major re-
quirements of the health domain and the research method used
for literature review. Results are showed in Section 3 and dis-
cussed in Section 4, giving a glance of findings, open issues, and
missing gaps. Conclusions and future research hints are given in
Section 5.

2. Methods

2.1. The IoT paradigm

IoT enhances pervasive computing by means of a network of
objects or “things” uniquely addressable, which are capable of in-
teracting and cooperating with each other to reach common goals
[6,8,19]. Fig. 2 shows a general layered model of IoT.

The Perception layer is composed of things, understood as de-
vices, that can interact with the surrounding world, usually as sen-
sors or actuators. The middle level (i.e., IoT middleware) is respon-
sible for distributing, processing, and storing data by employing
cloud computing and providing a set of general capabilities such as
service management, composition, orchestration, trust, privacy, and
security management. The highest level contains specific software
entities delivering advanced smart services through varied func-
tionality (e.g., making decisions driven by data representing physi-
cal conditions).

One of the most relevant features of IoT in the health domain
is enabling the provision of real-time information about patient
health signs for remote follow-up or decision-making. Indeed, sen-
sor devices can be applied both in-patient and out-patient care.
Beyond gathering data from the point of care, IoT software enti-
ties may deploy machine learning algorithms, for example, to infer
the risk of patient health deterioration [20]. Furthermore, combin-
ing information from Electronic Health Record (EHR) systems with
patient’s daily life data gathered through “things” (e.g., wearables
or mobile devices) can improve healthcare delivery and contribute
to build comprehensive views of each citizen.

2.2. Requirements of the health domain

Healthcare is a complex and heterogeneous sector involving ex-
tensive and specialized clinical knowledge, multimodal health in-
formation, variety of patients and potential conditions, relevance
of health information over time, patient-centric paradigm, het-
erogeneous stakeholders, national and international regulations,
etc. Thus, any IoT-driven solutions require a thorough analysis
of requirements. In this work, three requirement themes have
been identified: data lifecycle, security, and human-related issues

(Fig. 3).

2.2.1. Theme 1: data lifecycle

Since IoT is a data-centric paradigm, efficient data manage-
ment is a major requirement in any domain. Healthcare imposes
several challenges due to variety, volume, and velocity of health
data. Firstly, health data may be presented in multiple forms (e.g.,
numeric measures, unstructured data, images, codes...) and come
from different sources or organizations. Thus, all potential health
data sources should be considered and linked in order to maintain
a comprehensive view of patient condition. Beyond ad-hoc solu-
tions, interoperability should be addressed to guarantee meaning-
ful data exchange and integration. Standards of medical devices,
health information exchange, or coding (e.g., ISO 11073, ISO 13606,
HL7 FHIR, SNOMED, LOINC) might ease the fulfilment of this re-
quirement.

Secondly, IoT sensors may regularly generate big volumes of
data that, additionally, if related to health, have long-term rele-
vance. For instance, daily monitoring data of chronic conditions
should be stored or linked to the patient’s EHR, disregarding size
or where they are generated. Consequently, storage systems should
be versatile enough to receive/link and manage such amount of
heterogeneous data. Furthermore, huge collections of integrated
data (e.g., thousands of patients’ records) require tools such as big
data analytics to manage and exploit them in order to generate
cross-domain knowledge, unreachable by working with each data
source separately. Hence, health IoT-driven solutions should con-
sider how data generated by sensors are going to be processed,
stored, and exploited [18].
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Fig. 3. Themes and requirements of the health domain.

Finally, IoT systems should optimize the reception and process-
ing of data from several sources in real time in order not to lose
data or overwhelm systems with data flooding.

2.2.2. Theme 2: trust, security, and privacy

Security and privacy of data and communications are of utter-
most importance in health. This theme covers a wide spectrum
of requirements such as authentication and authorization, encryp-
tion and confidentiality, integrity, non-repudiation, user safety, etc.
Furthermore, ‘security by design’ and ‘security by default’ are key
concepts upon which national and international regulations (such
as EU General Data Protection Regulation -GDPR- or USA Health
Insurance Portability and Accountability Act -HIPAA-) define their
requirements.

IoT introduces additional security challenges. For instance, con-
nected healthcare (wearable) devices could be hacked [7]. Hence,
a secure uniqueness management and authentication is required.
Furthermore, health actuators could influence health condition of
patients, so trust is a capital requirement for this kind of solutions.

2.2.3. Theme 3: human-related issues

Health IoT-driven solutions should cope with both end-users
and organizations where are applied. Firstly, if users may interact
with IoT devices or services through interfaces, usability and acces-
sibility must be boosted. Secondly, evaluating different needs and
capabilities of users (e.g., patients, informal caregivers, health pro-
fessionals, stakeholders...) is a requirement in order to achieve a
rich alignment between solutions and users. Finally, governments
and health organizations may impose regulatory measures (i.e.,
legislation, policies, and ethics principles) to protect patients and
provide an efficient and ethic healthcare delivery. Any kind of tool
involved in the healthcare process is subjected to such regulatory
measures. Normative compliance depends on the specific environ-
ment (organization, region, setting...) where technology is applied.

2.3. Research method

Due to the variety of IoT definitions, this review particularly fo-
cuses on loT-driven solutions that:

» deploy patient-centred care through sensor networks,

» combine sensor devices and cloud computing infrastructures
for health data collection and processing, and/or

o apply the IoT paradigm for solving continuity of care issues.

Table 2
Search strings for extracting works from databases.

Keywords OR title OR abstract

(‘Internet of things’ OR ‘IoT") AND

(health OR healthcare OR mhealth OR ‘mobile healthcare’ OR ‘pervasive
healthcare’)

‘Internet of health things’ OR ‘loHT’

‘Internet of medical things’ OR ‘loMT’

‘pervasive computing’ AND health

Scientific literature out of the scope of this review includes:

development of sensors for health monitoring with no regard of
transmission to or integration with health information systems,
IoT solutions not directly related to patient care (e.g., logistics
and resource tracking, health organization governance),
development of protocols and technologies of IoT applied to the
health domain as use case, and

literature reviews or theoretical discussions of IoT in health.

Studies were collected by using IEEE Xplore, ScienceDirect,
PubMed and Scopus databases. The initial inclusion criteria were
English language, article or conference, and publication from Jan-
uary 2010 to February 2021. Four search string were used (Table 2).
Titles, abstracts and contents were analysed by two peers in paral-
lel to determine eligibility for further review.

3. Results

Databases searches resulted in 12,108 articles (Fig. 4). After ex-
cluding duplicates (3,602), papers were filtered by title (5,934 ex-
cluded) and abstract (2,376 excluded). The content of resulting pa-
pers was analysed in order to identify those works laying outside
the target scope. Finally, 86 articles were eligible and examined
[21-106].

4. Discussion

The papers finally included in the review show an increas-
ing rate of publication and different approaches (e.g., blockchain,
edge/fog computing, interoperability) (Fig. 5). The great impact of
the IoT model in healthcare will come through the provision of
health services everywhere anytime [107]. But this simple asser-
tion implies a set of requirements not only related to distribu-
tion and mobility, but also to availability, interoperability, and se-
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Fig. 4. Stages of the study selection process.

curity. Next, we discuss these requirements regarding each afore-
mentioned theme and the literature review.

4.1. Theme 1: data lifecycle

Health IoT platforms allow to collect data from sensors dis-
tributed across locations of interest (e.g., patient home, ICU, nurs-
ing homes, outdoors worn by the patient). Table 3 shows the main
requirements and trends of the topic of data lifecycle.

Regarding a massive application of health services, IoT plat-
forms are likely to support hundreds of sensors sending data from
dozens of locations. Furthermore, points of care are dynamic and

Computer Methods and Programs in Biomedicine 208 (2021) 106231

may be deployed according to care needs. Hence, scalability and
flexibility are major requirements that IoT solutions should ad-
dress in order to adapt themselves to dynamic sets of sensors
(sending data) and services (consuming data). Most reviewed pa-
pers deploy ad-hoc IoT platforms covering a limited number of
sensors and services, and scalability is scarcely considered. Those
taking healthcare demand flexibility into account follow one of
two main approaches: decoupling of sensors and services through
message-orientated middlewares [44,55,95] or using cloud virtual-
ization capabilities. On the one hand, when there is not a “hard”
connection between data generators and consumers, it is easier to
adapt to variations on the number of sensors, points of care, or
health services consuming data. On the other hand, the elastic na-
ture of cloud infrastructure allows increasing/decreasing the pool
of servers supporting a service or platform according to the cur-
rent demand [32,94].

Beyond the number of sensors, their heterogeneity becomes an-
other burden to the success of IoT solutions. Admitting heteroge-
neous devices means to share different data schemas or, in a more
efficient way, to adopt standards. Thus, sensor data standards such
as ISO/IEEE 11073 [108] or ontologies [109] may reduce the burden
of covering wide spectra of sensors; nonetheless, their adoption is
scarce ([45,79,92,96] are the only examples of standard adoption).

Ad-hoc solutions covering limited sets of use cases are prevail-
ing in the current literature. However, IoT platforms focused on one
specific scenario are hard to be reused or adapted to different con-
texts, what hinders the adoption of healthcare requirements such
as openness and extensibility. In our review, only a few papers
consider a wide spectrum of different types of data (even unde-
termined a priori) [21,53,54,56,67].

As it has been described above, cloud computing is widely
combined with IoT solutions, providing a bunch of different ser-
vices. Nevertheless, this paradigm shows some weaknesses. Be-
yond security concerns (addressed below), unpredictable latency
may harm delay-sensitive services [110]. This latency may arise by
poor network performance or massive communications between
sensors and cloud services, negatively impacting on QoS [111]. In
order to overcome this challenge, some papers introduce differ-
ent data processing layers (i.e., fog and mist/edge computing lev-
els) between sensors and the Cloud, providing services nearer to
the point of care (Fig. 6). Thus, advanced devices such as smart-

Big data (8) Blockchain (7)
Sensors (6) Soud ) Edge computing (5)
Cloud computing (5) oud computing Fog computing (4)
W Conference M Joumal Wearables (4) Big data (4) Health monitoring (4)
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Fig. 5. Distribution of publications and most used keywords by year.
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Overview of theme 1 requirements, challenges, and trends.
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Theme 1: Data lifecycle

Health domain issues

Requirements

Challenges

Trends (examples)

Data gathering and performance
Multiple sensors and locations
Dynamic scenarios according needs
Heterogeneity (data, sensors...)
Delay-sensitive services

Persistence and integration
Storage of huge amounts of data

Scalability
Flexibility

Openness
Extensibility

Low latency

QoS maintenance

Long-term preservation
Different storage possibilities

Decoupling sensors/services
Increased number of participants
Elastic services demand

Sharing different schemas
Achieve common understanding
Unpredictable latency

Poor network performance

Balanced speed-consistency
Data heterogeneity

Message-orientated middleware
[44,55,81,119]

Cloud virtualization [32,94]
Standards [45,79,96]

Semantic technologies [92]
Services nearer to the point of care
Fog computing [50,100,102]
Mist/Edge computing [22,87]

NoSQL [33,39,77,85]
Hybrid storage (on-/off-chain)

Support for continuity of care EHR integration

Exploitation

From raw data to knowledge Knowledge generation

[82,99,104]

EHR standards [38,57,95,98]
Semantic technologies [30,47,55]
Semantic Web of Things [113]

Open data silos

Integrate data from heterogeneous
sources

Lack of EHR standards adoption

Massive data management
Extract/discover patterns

Machine and deep learning [88,96]
Big data analytics [36,46,55,91]

Cloud layer

* Storage
» Big data analytics

Fog/mist layer

+ Data processing
» Aggregation
» Timely response

Perception layer

IoT sensors/actuators
in health settings

Fig. 6. Overview of different computing layers applied to healthcare.

phones or gateways may perform initial stages of data process-
ing in order to detect events requiring a timely response, whereas
cloud-based services are devoted to data storage and big data an-
alytics. Such data management in layers is a major trend (e.g.,
[22,28,50,60,87,100,102]).

In the literature review, some works use commercial clouds
(Amazon, Microsoft, etc.) [29,31,85], but most papers do not indi-
cate which one is in use. While public clouds mean an increase of
health data vulnerability, the economic cost of using private clouds
for health IoT solutions has not been described yet.

Storage and persistence of health data are conditioned by the
heterogeneity and the potential size of gathered data, and the
mandatory requirement of long-term preservation for continued
healthcare, legal purposes, or retrospective studies. Persistence is
often approached by using NoSQL databases providing mecha-
nisms for storage and retrieval of data that are modelled in other
means than tabular relations used in relational databases. NoSQL
databases (e.g., the Hadoop distributed file system, HDFS) are com-
monly adopted in big data scenarios since they allow to store high

volumes of data in a timely manner [33,39,77,85]. The main draw-
back of NoSQL databases is that they enhance speed over consis-
tency, what should be avoidable mostly in health data manage-
ment. Then, adopting NoSQL and/or SQL databases should be con-
ditioned by the use case, balancing between speed and consistency.
A recent trend for data persistence is using blockchain and a hy-
brid storage model with some data stored on-chain and the rest
off-chain [82,99,104].

In addition to transmission and persistence, raw sensor data
must be included or linked to the patient’'s EHR. However, EHR
data collected from sensors and systems often have different struc-
tures, semantics, and coding mechanisms, and data integration is
a major challenge, the lack of which leads to the proliferation of
data silos. Common standards such as HL7 v2, v3, openEHR, DI-
COM, or HL7 FHIR have been proposed, but there is still a major
lack of adoption [112]. For instance, only two papers in our litera-
ture review adopt and discuss data standards for easing integration
[38,57,95,98]. Other approaches use semantic tools (e.g., annota-
tions and ontologies) for integration. Both public ontologies (such
as SensorML or UMLS) or ad-hoc developments have been found in
the reviewed literature [30,47,55]. Semantic Web of Things (SWoT)
has also been proposed to enable a wide-scale integration by an-
notating semantics to the representation of the things [113].

The last stage of health data lifecycle is exploitation, i.e., knowl-
edge generation. Big data management and analytics tools (includ-
ing algorithms, machine learning or data mining techniques) are
the most suitable option to deal with massive amounts of data and
generate knowledge. While most works in our literature review do
not describe in detail which actual platforms or tools they are us-
ing for big data (e.g., [88,96]), Apache Spark, Mahout, and Hadoop
are the tools selected by others [36,46,55,91]. These provide ma-
chine learning algorithms and data processing engines that ease
big data management. Big data tools are frequently deployed in the
Cloud due to its virtually unlimited storage and processing capa-
bilities [111]. Nevertheless, as was mentioned above, Cloud short-
comings related to delay and security may require the adoption of
complementary solutions, e.g., fog computing.

4.2. Theme 2: trust, security, and privacy
This theme covers a wide set of requirements, challenges, and

trends (Table 4). Despite the criticality of security requirements
in managing personal health data, they are neglected in most re-
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Table 4
Overview of theme 2 requirements, challenges, and trends.
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Theme 2: Trust, security, and privacy

Health domain issues Requirements

Challenges Trends (examples)

Identity management Proper identification of users, sensors,
and services
Only authorized access to personal

health data

Confidentiality

Data privacy Protect personal health data

Secure transmission

Trust Building trustable settings
Protect devices from attack
Data accuracy and completeness
Guaranteeing 24/7 availability
Compliance with HIPAA, GDPR...

Device vulnerability
Integrity

Availability

Normative compliance

Distributed environments Identity federation [56,72,93]
Single sign-on
Standards: OAuth, SAML, XACML [56]

Blockchain [65]

Cross-organizational and multi-policy
settings

Extensive set of users, capabilities,
and resources

Network vulnerability
Man-in-the-middle attack
Heterogeneity of IoT solutions

Anonymization [74]

Encryption [37,60,77,97,106]

Secure communication protocols
[28,84]

Blockchain [82]

Blockchain for consent management
[90,120]

Adaptation of general-purpose
solutions to the health domain

Cross-organizational and distributed
environments
No solutions for health

Table 5
Overview of theme 3 requirements, challenges, and trends.

Theme 3: Human-related issues

Health domain issues
User interaction

Requirements
Addressing user needs

Challenges

and needs
Accessibility Conformity with user expectations,
understandability, limitations...
Usability Effectiveness & efficiency

Satisfaction
Compliance with FDA, CE, HIPAA,
GDPR...

Regulatory measures

Wide variety of users with different profiles

Provide accessible interfaces and content

Trends (examples)

User-centred methodologies [83]
Multi-user solutions [30,67,75,77,85,95]
Standards [117,118]

User experience (UX) by design

Obtain certifications as a guarantee of validityHIPAA and GDPR observation [57,70]
and reliability of devices

viewed papers. Indeed, no included article considers the specific
security vulnerabilities of 10T in health settings such as constrained
resources, heterogeneity, and ubiquity [113]. Firstly, health data are
highly sensitive; hence, IoT-based platforms should address secu-
rity issues covering not only authentication and authorization, but
also confidentiality, integrity, availability, and normative compli-
ance. Secondly, IoT devices involve an extension of vulnerabilities
and an increased risk level (since they can be hackable), whereas
their constrained resources lead to adopt simple security tech-
niques. Stored data in public Cloud also represents a threat that
may be exploited by malicious third parties [111].

Authentication, authorization, and encryption are the most con-
sidered areas in the literature. Proper identification of users and
systems is a major requirement of any distributed environment,
and here capabilities such as identity federation and single sign-on
are crucial to comply with distribution. Authentication approaches
are numerous and heterogeneous [56,72,93]. Regarding protecting
resources from unauthorized users (i.e., authorization), common
standards such as OAuth [114], SAML [115], and XACML [116] are
adopted. Permissions are stored in policies or tokens and granted
to users by means of attributes, easing federated scenarios. Regard-
ing secure transmission, encryption mechanisms by using public
keys and algorithms such as RSA, AES, or ARX are described in
several works [37,77,84,106]. Furthermore, attribute-based encryp-
tion (ABE) is more and more popular to guarantee secure transmis-
sion as in [60]. Besides, protocols as SSL or WBAN are commonly
adopted to secure transmission between parties [28,84].

Using blockchain for security and privacy is a relevant current
trend [82,104,106]. Blockchain is approached as a mechanism to
guarantee secure EHR sharing amongst users [65], anonymize data
before transmission [74], or manage consent in distributed settings
[90]. The limitation of devices to behave as blockchain nodes may
be eased by eliminating the ‘proof of work’ [105].

Finally, security issues such as confidentiality, integrity, avail-
ability, and compliance with GDPR or HIPAA are scarcely addressed
in IoT-based health approaches. Furthermore, concepts such as ‘se-
curity by design’ or ‘security by default’ do not guide the design
and development of IoT solutions approached. Due to the relevance
of health data managed and the potential attacks to patient safety,
security should be a crucial requirement for every IoT solution in
health.

4.3. Theme 3: human-related issues

Requirements and trends about human issues on health identi-
fied in literature are shown in Table 5. A wide variety of end-users
(with different needs and expectations) may interact with an IoT-
based solution, and both system acceptance and success depend
greatly on its alignment with them.

In most of the reviewed papers, users are not considered in the
design and development of IoT-based solutions, and their acces-
sibility and usability requirements are mostly disregarded. Excep-
tionally, some works promote IoT-based services adaptable to user
profiles (e.g., patient with impairment [75]) or capabilities [30].
Others put the stress on improving usability by means of informa-
tion delivery adaptable to different kind of users [67,77,85,95].

Usability and accessibility standards (e.g., [117,118]) provide re-
quirements that should be addressed in any loT-based solution in-
teracting with users. For instance, [118] states accessibility require-
ments such as: suitability for the widest range of users, conformity
with user expectations, support for individualization, approachabil-
ity, perceivability, understandability, controllability, usability, or eq-
uitable use. In [83], user needs are gathered before design applying
a user-centred design (UCD) methodology.

Finally, the specific requirements of the health domain are
stated by legislation and policies established by health organiza-
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tions, administrative bodies, or standardization organizations. Be-
ing compliant with regulatory measures guarantees a proper adap-
tation of technology to the domain. Nevertheless, our literature re-
view shows a low compliance (even low awareness) of standards
or policies of the sector. Some papers mention FDA approval and
CE certifications as a guarantee of validity and reliability of de-
vices [43]. Regarding protection and confidentiality of health in-
formation, HIPAA is the most referred specification [57,70].

5. Conclusion

Despite the potential of IoT in healthcare, this domain is far be-
hind others such as smart cities or industry regarding IoT adoption.
The complexity of the domain hinders the successful application
of IoT solutions, and current developments are rarely deployed in
real scenarios. This work has aimed at understanding the extent to
which IoT-based solutions in healthcare are coping with the spe-
cific requirements of the domain, identifying current trends and
limitations based on a literature review.

Findings show that most approaches apply IoT merely as any
other domain (industry, smart cities...), with no regard of the spe-
cific requirements of health. Most health IoT solutions deploy iso-
lated platforms consisting in one sensor and a smartphone serving
as gateway connected to cloud services. Ad-hoc IoT solutions may
serve as proof of concept but should not be considered for real
environments. Indeed, scalability, extensibility, integration, and se-
curity issues are frequently neglected.

Cloud computing and blockchain are two main technologies
used in combination with IoT, but their weaknesses for the health
domain are barely referred. Whereas Cloud computing presents
bottlenecks regarding to security and privacy, reliability of patient
data, opacity of infrastructure, and hard performance monitoring,
blockchain may be used for security but it shows high latency and
lack of scalability. Hence, these technologies should be adapted to
the health domain, where patient data protection, real-time per-
formance, and QoS maintenance are crucial requirements (amongst
others).

Future research on this topic is promising since IoT-based so-
lutions will allow to feed artificial intelligence algorithms for pre-
diction or diagnosis, they will make possible to transfer hospital-
based services to patient home or community, or they will sup-
port innovative healthcare services. Nonetheless, current and fu-
ture health IoT solutions should pave the way ahead by taking
healthcare requirements (e.g., security, interoperability, usability,
etc.) into account in order to achieve high impact and success.
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