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757 P —LROERIZED, REPNELT—XD0H 2R T 2 WS HHNEZOO0HS. T
I LT =R ZERFHESL T 7 AN —REFOV R ORELOOMEH T 28T LT, HERBRESHHPZET
b s, ERBESIE, T—-X2lESLLREBTHEZITS 2B TELHEEAXTH L. K, BFFERIL
DD 5TV S Ring Learning With Errors (RLWE) X=X DS X TIE, X7 M2k —20¥
BIRTRy XV TEVOITFHEICED, X7 MLOKER (Ruay b)) T RMINHEZITO ZLHARETH 5.
RLWE R—XOESHAPTA AL LT, E CEFRINE) LRE (EREER) WA T, Ray %
> 7 b ¥ 3 rotation REDBEET D, T—XOWMKREDT TV r— a »TlE, X7 FUZH LT rotation & #
FIAINE ZHAEDE TIT S trace-type function & FHIN 2 EAZIH WL S, HlZIX, XZ MLOFEHIZ KD
LIEHENZNICHT=5. Lo L, trace-type function DFEAMIICIE, HEFRITYANE S HER R BT EE N TR 23025
%. Z O trace-type function D& LFE L LT loop-unrolling Zi#H § 2 FESER I TWS. KL T,
loop-unrolling ®FTEIZMZ, AVX512 ZIEH L7z SIMD J#HEIC & 2 @dt 2175, BEFEICKD, [ERkFike
FEER U T 1.05-2.30 5 OFHESEE R EZ2ZmR L 7.
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4B =y OB, THICHET 27— XORIIBRIVNHALTWS. IT #fAERH IDC OHMEI
k5, 2020 FIZRMHHRT 64.2ZB O 7 — ZBMERF 2IFERHI N 1], 72, 777 R —EROERITEW,
REOT—XZWEE - 7L, THHT2ET2—HLTTS ZeBEGITKR ok, EFETE, RETLT—X %G
HUT2WRESREAND, D oY OB =FIMEF2ZLT 2 WS HEHIBHEATETWS. ftbh
%7 —X2OHNZIE, BIETHERZEOBEAERSP, PEOREERRESFETS. 25 LT —&%%, 74N
P REREHRFEDOV A7 0 HREL DD, RIHFEHT 2FEICOVT, TEBRAIIHEIED LT
5. ZOHEFHMDO—Do LT, BFEMFESHETONS.

HEFEAES (Homomorphic Encryption:HE) 1%, 77— X ZWEBL L ZIRBETHEZITS 2N TE2EETR
TH5. £<1Z, 2009 12 Gentry 23¥]D THEICEI LR 2] 1352 2R S (Fuly HE:FHE) &FHE
n, WS LUK TomE CEFRARIME) & RE (HERUER) MEREBETRERE SN TH 5. Gentry
WK B RELRE, R ZEPCHBEICBVWTRR I zRORA LES AP REIN TV S, ERAESII,
REWEIRAET 228 U THFENZMEZHRALTVS. ZOMED—D2TH % Ring Learning With Errors
(RLWE) IZBWT, BEXIZHEATRHEINTWS. RLWE X—RXDESHRTIE, X7 MLretkz—o0
FEXeART X7 B, 8] LOWSFENFEETS. v X7 EHWSZ 2T, SIMD (Single Instruction
Multiple Data) OBEFETRZ MLORELR (A vy b) T IWWHITHEEERZITS ZeWA[gETH 5. F/-, AR
e LTtAey b2 7 b3 2B % rotation LR, EHWR T 7V 7 —> a > OHIZIZ, rotation & HE[FH
A Z @ U CHEA S 2HEIHVON S Z 2% <, trace-type function &I TWS [B]. BRI, X7 b
NOFHIZ e ZHEN I HT=5. LirL, RS FoEE, @ O#EE L iR U Ckif - 22/REHEED
REVWEWSMEZEZ TWS. ERBME (HERRER) &, @EOME GER) Ll 27,721 % (168 %)
DFEATRMZ T 5 [6]. %7z, rotation (ZHEFAFE & LI L T 7.15~8.88 fEOFETIFMZE T % [7]. & <1,
trace-type function ¥ O(log N) @ rotation Z#% & T 57, HERBIFER & [ L T 85.83~124.26 {5 D HEAT
Rl 2253 5.

HERAIIE S OEAICHNT T, FIRROMBEIIREREF L LS. 20D, RN Rizm TG & FEEDOM
oA MTDOI TV S, HEFRBRS OMRER FICB W T, WHETARERE T ZN— PV = 7 DR
WX o TIFE L TV WS HEDRHFRE I TS, &I, CPU (Central Processing Unit) @ SIMD fL5k
ety MEHWAFEE, GPU (Graphics Processing Unit) % FPGA (Field Programmable Gate Array)
EWVo R N= Ry 27 2R E e LW, KAWL S. IFE, CPU @ SIMD iRkt v +2ik
ZBVIARRIIEZOOHD, & CPU LTHEHRREIMHEZITZA X528 o7%. ZD—D27 Intel AVX512
(Advanced Vector eXtensions) TH 3. AVX512 1k, AVX2 Ok L T Intel 23 x86 st v MZHEEL /-
SIMD #L5EmATH D, ZOL I AXEIX512bit THSE. 2D AVX512 ZiEH L, "EFBESTZHIN 2 FHR
HEZEHELL72d D2 Intel HEXL TH 5 [R]. L2 L, AVX512 & HW = trace-type function O E (L &
MREFEMICEI 3 2 A X 2N TIZEL, AVX512 Z W7z trace-type function OB RELANDENEZ RS



ZBANTFORAMICBETHRREORETH 3.

Z 2T, AMFETIE trace-type function OFHBEICHEAZK D, AVX512 Z{EH L7z SIMD 1hic X 2 it 217
W, ZOMREMR T e 2HWE 5. & LIZ, trace-type function DEGELTFIED—DTH % loop-unrolling
¥ AVX512 12 & % SIMD #HEDOEMEICOWT, ¥y F7LALy RewLF ALy FORGOMH» HER%E

175.

1.1 E@XDIERK

BOETIX, AKONEHEBICHER BRI OVWTIRNS. HRETIX, BEEIEEZENT 2. BAET
X, AMMEOBRBFIEICOVWTHAT S, FEHETIE, KR TITo2EZRHEHER, BoNMRICOVWTOEE
2TV, BEETILD 5.
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F2E

ESPEESA0

X4

ARETIE, AFKONBIRICHERERZFMIOVWTIARS. £F, ARMTHVIELEDERLZIT. R,
BRGSOV TIHERRN S, & <I1Z, A THWS CKKS (Cheon-Kim-Kim-Song) /X [3, 9] IZDOWTEEL
IR 2. FRIZ, R THI S trace-type function IZDWTHN3.

2.1 EEDERE

N,Z,R,C,Q %, ZhehBARE, BH, FH, EHRH, AHEBZRITEEGLTE. N2 2XRZ20EHr L,
K =Q[X]/(XN +1) % 2N-H5k, BIUZoBEHRE R=2/(X"+1)t35%. $4bb, R LOFEDT
X, Zeh7Eh (N —1) ROZERXOFRBIITHS. ROTLE a(X) DEIIWCERT. £/, B ¢ %% (modulus)
9% R FEOFRIR R/qR % Ry £ RiL T 5. N7 FLVIEFRIK D DLWRDITRZ b L, X7 bba®d
i JREHOEZR ali] bR T 5. Bllq oW T, ZN|[—q/2,q/2) 2 Zy R T 3. I72L, FELIZ, %
ZN[0,q) ELTW3. ¢ 2K LT, BilaDFRE L 2HAEZL [a], LKL, [a), =0DBLTHI % gla
KiLT . Fh, EO¥K 0 12OVT, 0,1,...,a—1NZ OHH%Z [a] LKFLL, Ziy =2k + 1) 2 2N &b
INSWIEDBEBOEAL TS, X7 MLa,bOEREILOEY aob, W% (a,b) b RiLT 2. £AH S 1o —%
KOV RARBREEF YTV ITHEIE &S, D20H X hodr TV 5528 % «+ X bR T 5.
72, || BEAIRERGOEZRERT. & L @3, ThZERME L ERRREZRT.

22 ZERFEES
AHITIX, %EEARES (Homomorphic Encryption: HE) OFE ¥ 5% FORICOW TN 3,

HFEAIE S, 77— X 2SS {LLIRETHEHEDRERES TN TH 5. BIZIE, ml, m2 2P L, Dec,Enc
EEZNENES, eI 7TV Rae L E, HEHHE - ITOWTUTO X 5 REFRIHKD 0.

ml - m2 =~ Dec(Enc(m1) - Enc(m2)) (2.1)

2009 F1Z Gentry 23¢] T RMERAUNES (Fully HE:FHE) ORI L TURE, B4 2EERIAINES 07X
PREZINTVE. ZThoo /R, ZRZENEXE L TIRA 2 EOMESE, FHRE AR EE O E BIE U ©h3 &
IRoTWg., TELMERES O EZR IR T. AUIFETHRA L7 CKKS A 3, 0] 1%, BEESRERICHE
NEFEND I EZAFETLHILICLD, FECERRENS 2D TE RSO~ THS. CKKS /i
NE, WWAEEEOET 7Y r— a Y TIRILSAHZ ATV S.



£ 2.1 FRERLUERAS DTN

RRE | B |z 5 fH
2012 | B/FV |10, 1] RERL
2014 | BGV [12] B or 7 — AREK
2018 | CGGI(TFHE) [13] | 7 — X%k
2017 | CKKS [3, 9] BRI or FEH

221 FIRHA (Residue Number System)

MRS S T, BESXDENY — F¥ A X (x86-64 BREL T 64bit) ITINE SR WVIFEREVEENZ L, &
WCRERBIIZHEREBDVEL RS, LI, ZERBBZHWEEBEIZFEIX KR EWD, FEEIR
EH (Chinese Remainder Theorem: CRT) ZHWT, BERZEZ Y — FH 4 XU E 28 D/NX 13K 5E
T 5RIREGR (Residue Number System: RNS) L FHIN 2 FEN IS HWSHNS [[4]. Q ZIFEXDEL L,
Q=TI g 2W7TEHNCERE ¢, 2 5. COLE, ¢ 37— P4 RCNER L5 8RS 2. T3,
Zo, LOMEIE Z, SEICHIITITS Z LA TES. 0512, RNS & DGR H» 23 Ha R | %
BT 2 22D TE 5. ARTE, 2 € Ro, KOWT, {2W}icpy1 % z ® RNS KB (representation) &ML,
@ = [z],, % RNS component, {qo,...,q} % RNS ZHODOK (base) &IFEA.

RLWE RXR—20 R TlE, ZHAREHIN 2 BENEEPH VWL TE D, PRSI ZHK O FRES
rLTREIhTWS., AVRZEROXE N iZoWT, EFAMEOFHEEIFREFALOMTREI NS0
O(N) CEtBEFRETH 5. ML T, BEERAIZHAR L OBAAAEZITIRELND 270, itHEIF O(N?)
7%, EFABEREOFHEIX N ZHIET 2 70ICHV o2 FiED, BERAEH: (Number Theoretic Transform:
NTT) TH3%. AFTIX, NTT OWZEH% inverse-NTT (invNTT) ¥ ERitT 5. N 2ZHROXBEL T3 L&,
NTT (B invNTT) DEHHEEIE O(Nlog, N) TH 2. NTT % LS AL OREIIHBEI 12 O(N)
TITH ZeDAlREL 2 D, 2RO HEREIEX O(NlogN) 725, WwZIZ, %< ORGSO FEETIIHERTIER
DRI NTT 2SHVwHNTWS. 2 <1IZ, RNS & NTT 2iAGOE1-FiEE, Full-RNS & FFER TV
ARFTHW2S CKKS I RUZOW TS, Full-RNS 2@ L7523 0] 2 H 5 2. PALISADE[H] OEEIZHB W
T, WEOWREOEE Y% COEFFICIENT format, NTT % i L =ik EED RS2 % EVALUATION format ¥
RS 5.

Full-RNS Z WS KO FELETIE, LIXUIREEZR (base conversion) [16] & FHIN 2 HENIHW SR
%. Full-RNS R CKKS iIZB W T, KL (approximate base conversion) [9] &I % HEHER
ERTWA. ZHUE, RNS THRESNEZFIDIED RNS REEALRT 2HETH 2. C= {q,...q_1},B=
{po,-pr—1} 2, TN Q = l_[Z 0qz, HJ Op] Zii7z3 RNS OREEL T2, v €Zo L, C%
HIEE 3% RNS KBl z; = [2]g, 25, BZ2EKE $ % RNS £ x; = [2],, NDIEBIFEEERZHR Conve,p 1IZULT
DESICEREIND. 7L, e€Z,e<I2Y LI E, ;= [r+Q €, ZifilzT



222 Nwx>sg

CKKS iRxZIZ U E L7 RLWE R—Z2DHFR T, BEDIEXE—DDFEXE LTART Ny X 7 MX
N2 FEPHOLNS., Ry F U F7ERITSZ2I2L->T, SIMD OEHETEEOMEICH LTI THEEZEH T 3
CEMTESL., EEOMELZ—DICE LD 2HEL Encode ¥ FER. %72, ZOMij#EHE % Decode ¥ FEA.

223 CKKS AR

A TH S CKKS HFid, EEEBOERMIME L 15E U BIE O MR B RE 23 FEITRIRER Leveled %
AR & FRXN 2 5 ICE L TWwW3. CKKS ARUCB W T, BEE SR L C5AT R RE 42 HE R AL R 5 o [R50
multiplicative depth ¥ FEIEN 289 X =& LICX > TIRESIND. HiBD Rescale ZIEE X L CTHEAT 2
L, BEEXD TL~UL) EIHENE RI X =2 1D T 5. EDQ THAWEXDL I THS. LAL
OFEEZ L THD, LD 0 &5 Rescale 32 DL EFEITTERW.

CKKS /7:(Tid, EENMURZBBHREEZHEA L LTREHT 0, X7r—1) Y7 2{ToTW5. IEOFEEZ
scaling factor L FHEN 287 X —X Ak hikEENS. HlZIE, A=210 Lizr &, 241324-2'6 ~ 157286
CRETE2. BEAFEAEOHNE, ANIIWEBEEXDR 7 —VEOEE 5. HlZIX, 27— EH 216 D 2
DDOBEE X AN T HHRBIRERIX, A7 —V(HH 232 TH IS X e AT 2. EEAREZED IR LEH S
%Y, 204, 2128 v 20 — VEIFEEINCIEI S 5. REARERMTRUCIIR D A3 5728, 27— )UEDEIINC &
TR ORI EB LML TR LTLES. 2I T, Rescale & D A7y — L EHEHIET 2 Z 2k b, %EFH
RISEEIC X 2 27 — VEOFERI 2 IEIMERRENT 2 Z e N TE 5. BEICIE, Rescale DEHEMILX, 27— {H
HEINOESEW X > THERBIESOMFEHENEHHICRETE S, 12720, 2L O5ETHFRFERZITR - /2RI
¥ Rescale #5473 57:%, FEHEL NVINROBEESXDFEITTE 2HEFAUFREORBERLTVEEWVWZ 5.

CKKS AROEHD S 5, AFICEFRT 2 b D2 LU T Ic—E 58 L 7.

o KeyGen: s pk, MG sk, HabDUERIYEH HMul T3 % relinearize key 7k, Rotate THEH 3
% rotate key £ W o 728 EAERT S, IS DBIIBRABDFHETCHAT 5.

e SwitchKeyGen: key-switching key (evaluation key) & FHIN2#ZAEKT 5. FEHICOWTIERET TR
N5.

o KeySwitch: 2 DDHEI ZMEEHE sk, sko ICDOWT, sk, THREELEINI-HEEX ct %, sko, TEESARELEE
FX ct! NEWT HNBTH B .

e Encode(m): HEDE m % —DDV-3 ptat ~ S8y F ¥ 7§ ZHA.

e Encrypt(pk, ptazt): ¥ ptat ZBES0F 2 HEA.

o Decrypt(sk, ct): S ct 21853 5 7HE.

e Decode(ptat): »Sv & ¥ 7 ENTFL ptat 5 HITOEMDME O BUE % EF S 2 HE.

e HAdd: #ERIBUNNE. HEFL L TOXRLIZ © 2HHT 5.

o HMul: #FASRE. HEF L L TOXRELIZ @ 2HHT 5.

e Rescale: FEE5XDL L% 1 HEL, HMul IZX o T L 72 27 — Ul 2 EERTOIRBE IS WEIC 5.

e Rotate: 52X HNEEXD R Y b 227 T 5. FHlICOWTIEXRHAITIENS.

P2

2.3 Key-Switching & Rotation

ARHEITIX, trace-type function THHHNICMHH XT3 rotation & key-switching IZDWTFEL { bR 3.
key-switching 1%, CKKS 5B W TIE KeySwitch ¥ WO HE N H-> T3, ZhiX, s,8 €¢ R L7



YE, 2ODELIMEMR sk = (1,s),sk" = (1,8') TDWT, sk THELINES X ct & sk’ TEESWA
BERIE B S coff NEHT 2UHETH 5. key-switching 121%, SwitchKeyGen & WHHEIZ I D ARSI NS key-
switching key (evaluation key) & FHIN 28 swk &, BEXDE Q L IFINCHE I NFH L (special
modulus) P = [\ p B BEE %3 [17. 22T, k 3BHE L, p BEVICERERE T3, y RHEK
HYRGHE L, a; < Rpg,,ei «— X £ LIzt &, s 15 s’ AD key-switching %17 5 evaluation key 1%
swky_,o = {(e —as’ + PB;s,a)},clq € RdPXQ% TERINS.

rotation 1%, CKKS /2B W Tid Rotate & WHHEDH > T\ 5. A 21X, Rotate & automorphism &
PHIN BB K > THIE T WS, t € Ziy & L7zt %, automorphism 13F4% ¢, : R — R,a(X) — a(X")
mod Pon(X) ¥ LTERSINS. 72720, Pon(X) 1F 1 DA 2N FRICH T 2MANZHEAL T2, ZOLE, &
% automorphism index & FER. FEE TN LT automorphism Z#H T 2 &, EHED s 225 1. (s) ITEDD,
BfEF LTRay MREDKZ TS 7 a5 [IR]. MEEIPIEZIGEIFEZITI N TERVE
®, automorphism D EHHEIZIZ key-switching 2175 MEDH 5. AFITIE automorphism & key-switching 1%
rotation ZHEK T 2 —HOER L LTART.

2.4  Trace-Type Function

AHITIE, trace-type function IZDOW TR 3. trace-type function & X, rotation & #¥EFAUANE (rotate-and-
sum) OFZFIFINCHEA L7-E% & 2% 153 [5]. trace-type function ®ffil & L TIX, total-sums 2321F 5
ns.

total-sums (&, A0y FORHZFHEL, ZORRIETORT Y MIHEHNSNDHDTHS. Halevi 5 [1Y]
WX DRI THRE A, rotate-and-sum ZFHIRIVICEA ST 2 Z L ICX D EHRINATWS. 72, total-sums O
Hr LT, oMz 2bDbFEMET 5. total-sums 1, U UIXMIE DB M [P0] RMEF D 2] 2D
BRMES AW TV r—ya YINEICE S Tn 5.

trace-type function D 7 L3V X L% 73V XL P44 ¢ EA[ITRT. ZZTld, rotate-and-sum %z M [A]
(M <logy N) #HT2Z%2fETS. CKKS ARITEWT, M =log, N ® & =i total sums 12, M < log,
D e ZIFAANHIET 5. B, ZHKXOXE%Z N, ki3 key-switching FHDORRREDOE L, d = (L+1)/k,
o= (L+1)/d, B=[(+1)/al, @ = TI5 Garibiery @ =Qu/Q; ¥F 5. £EL, d(L+1) £33,
%7, G ={q. a1, a}, B=1{po,p1,.,pi-1}, C}={Gar - dit1am} &, TRERQ;, P, Q; ITHIET
BHIEL L, Dy = {UjeCjtUB, C/ =Dp\C; £5%. 7Aa)Xh EZZTIE, O(log N) D automorphism ¥
X CHERBUINGR %2 B .



7NAY AL 2.4.1 ModUpe: _,p,, Algorithm 7 in [5]

Input: d; € Ry in EVALUATION format
Output: d € RéQl in EVALUATION format

1:

2:

W

10:
11:

12:

d' « d;
(O, .. deD)
(@O .. d"@=1) « (0,0,...,0)
fori=0toa—1do
d"®) « inNTT(d'™)
end for
(dD, ... dD) Convcg_)cy(d”(o), o d"emD)
for i=0to!l do
d® «— NTT(dD)
end for
d  Align((@”© ..., d" 1) (dO .. dD))
element of Rpg,

return d

> Parse RNS components

> R, and R, parts are aligned accordingly, forming an

7N Y XL 2.4.2 RNSModDown, Algorithm 8 in [5]

Input: (¢);cpir+1) € Rpg, in EVALUATION format
Output: (cl'V);cp41] € Rpg, in EVALUATION format

—_

¢ = (O R (O R
for j=0tol+ k do
dU) «— inNTT (/D))
end for
(O ") < Convp_e, (O ..., /1)
for : =0 to [l do
¢ 4 () - ) [P,
¢ NTT(™)
end for

return (<0, ..., ¢®)




7Y XL 2.4.3 RNSDecompModUp, Algorithm 6 in [5]

Input: ¢ = (cV);cp41) € Rg, in EVALUATION format
Output: d € Ry, in EVALUATION format

1: ¢ = (O, ..., W) (... V)
2: for j=0tof—1do

3 dy [,

4: end for

5.d <[]

6: for j =0to f—1do

7 for i =0toa—1do

8: if j-a+i<Ithen

o Czj(“ < [Czj]qa'u+i Q% -1lgjars
10: end if

11: end for

12: dfj] < MOdUpC;—)'D[g(d\j)

13: end for

14: return d

7Y XL 2.4.4 Automorphism and Key-Switching (AKS), Algorithm 1 in [5]

Input: x is an automorphism index, ¢ = (cp,c1) € RE?; is a ciphertext in EVALUATION format,

swky, (s)—s € (RIB;,EQZ) is an evaluation key in EVALUATION format.

Output: ¢’ € Rél is a ciphertext in EVALUATION format
1 (cp,ch) ¢

(dor dv) < (te(ch) on(c))
d < RNSDecompModUp(d;
éo + ¥r, ((d, swky, ()5[0]))
C1 ¢ki(<a7SWk1/)K(s)—>s[]—] )
(cg,cf) < (RNSModDown(cp), RNSModDown(¢7))
(chrh)  (do,0) & (el

return ¢

Ll

)
)
)

7Y XL 2.4.5 Homomorphic Trace-Type Function Algorithm 2 in [5]

Input: ¢ = (cg, c1) is a ciphertext in EVALUATION format, k = (ko, k1, ..., kjx|—1) is an array of automor-

phism indices such that |k| = M (< logy N)
Output: ¢ is a ciphertext in EVALUATION format
1: ¢ ¢
2: fori=0to M —1do
3: d «  ® AKS(k[i], )
4: end for

5: return ¢




2.5

Intel Advanced Vector Extensions 512 (Intel AVX512)

Intel AVX512(Intel Advanced Vector Extensions 512) i, Intel #d CPU & LT % SIMD #Likan
Ty bD—DOTH5. AVX2 Ok LTHFE SN, SIMD LY XX KH 512bit TH B HRHMTH 2.
AVX512 Z{EH$ % Z & T, 64bit B D 8-way SIMD {#HE (F 7213 32bit 2L D 16-way SIMD {#HE) HIA[EE

5.

Intel AVX512 gty s EFHT 2121E, a2 %4 ZOHENZ L ETER T 2% AN, intrinsic BAEL

PRHWTHHT 20 XA IV R EHEET 2 HIENFEET 5. AHIFETIE, intrinsic BEZ W T AVX512
ERAT 3. AVX51212iE, BUFD X 572 intrinsic BEAFET 3. 22

_m512i mm512 mullo epif4(_m512i x, _mb12i y): Sy 7 IN/fFERL 64bit BE 2, y iZoOW»
T, 128bit OFE zy O T 64bit ZRHF 5.

_m512i mmb512_add_epi6d(_mb12i x, _mb12i y): v 7 INIFFERL 64bit B =, y IZOWVT,
x4y ZBRHIT 5.

-m512i mmb12_sub_epi64(_mb12i x, _mb12i y): v Z INLFFFR L 64bit B 2, y 12OV,
r—y 2T 5.

F72, AVX512 2HERBIES O E#ICEH T 23A e LT, Intel HEXL[R] 2 FEEN2 T4 77 U DSBHFE I
TW3. ZhiF, BRAMKES TEZHINAFREEOFEELEME T L5477V THD, NHET AVX512 2 H
LTWa. AMEOELETIE, AVX512 ZHWEEZMT255 4779 LT, Intel HEXL OEEEEH T
%. Intel HEXL 1%, ITD & 572 AVX512 OB EEE L TW5S. 727200, - mb12i X 8 DD 64bit BEs
2w 7 X 512bit BEAITH 3.

_m512i mm512_hex1 mullo_epi<64>(_m512i x, _m512i y): »Xv 7 IN=FFE7% L 64bit Bz, y
IZDWTC, 128bit DFE xy D T 64bit 2R $ 5. HNHTIX mm512 mullo _epi6d Z EHEMATWS.
_m512i mm512_hex1 mulhi_epi<64>(_m512i x, _m512i y): 2w 7 XIN=FFE7% L 64bit B z, y
IZDWT, 128bit O xy D A7 64bit Z3RHT 5.

_m512i mm512 hexl shrdi epi64<bit_shift>(_m512i x, _mb12i y): »$v 7 IS5 L 64bit
B, yiZo0WT, 22y ZBAELTI28 By FOPRIFEREZAERT 2. PREFEER%E bit_shift €' b
7ZHEY 7 bL, THL64 By NEiRANT 5.

-mb512i mm512_hexl_small mod_epib4<k>(_mb12i x, _mb12i q, _mb12i* g -times 2, __mm512ix
qtimes 4)): k € {1,248} LAt &, R 7 INFERL 64bit B 2, q DBEEERD
0<z[i] <k -q[i] Zii7z53%. ZOL %, x mod q ZFABHLEHT 2. k=20 %, <2 TH?
ZeEFMALT, RO XS ICEEMIMTbNS.

x mod ¢ = min(x — ¢, x)

q.times 2 = 2¢, q.times 4 = 4q ¥, TNZN k=4, k=8 DL TR ELRLZIANTHS. k=14
k=80t XX, TNZENRIADHENFHRIIC logy k FFETEINS. HIZIEX, k=40 21X, 2z
mod ¢ = min(min(z — 2¢,z) — ¢, min(z — 2¢q,x)) &K 5.

_m512i mm512 hexl mulhi_approx_epi<64>(_m512i x, _m512i y): »Sv 7 IN/FFER L 64bit &
Bz, yIZOWT, 128bit D xy ZFHE L 128bit OFRFEREZ/E 2. HREER D _EAL 64bit ZIBHT 3.
7272 LRI D72 1 OFREZ Z .
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ARETIE, BEEMREENT 5. £3, SIMD %2iGH LHERANES ORI O W TORE 2L, #
W trace-type function O ER#FELIZOWTORE#IFFEZ BT 5.

3.1 SIMD Z W/ ERAEESDERL

ARHFITIX, SIMD % H\W7=# RIS O @@t FiEic oW TN 5. #EFTIEES IR 53, SSE (Streaming
SIMD Extensions) % AVX2 (Advanced Vector eXtensions) &\ -7z Intel 5k CPU @ SIMD ikt v b %
RAuwzEE A HushTtns., NTLES NFLIb[E3] 2 Wo 228G 7 4 77 VIcoWTd, SSE ® AVX2 %
(5 L 7= 92309 A A T 5. PALISADE[I5/E2% HELBE, HEAANES% QMRS 5 4 75 1 13 NTL
12, FV-NFLIibEZ NFLIib 12 2 W 2AKE LT W2 725, RIS SIMD RG4S v ME & 3 &fbo B
BRZTBEIENTES,

SEAEE, AVX512 2IEH L7 9288iIc oL T B BACHIZ S W T W3, Jung & [6] 1&, AVX512 % W CHERM
RAERFEL, EREED HEAAN & HIRL T 2.06 (50t E#EE R L2 FEB L. Boemer & 8] 1%, AVX512-
IFMA52 (Integer Fused Multiply Add) ZHWTARZ MUALORRER E NTT/invNTT 253, oz f
W T PALISADE v1.11.3 ZXfRICHERIBIRE 2 HEL L, ERELD 2.59 OR[N E2EB L 7.

3.2 ZEFBIFSICH TS Trace-Type Function

AREITIX, HERBIESICBIT S trace-type function D EHRILICOW T DOBIEFREHENT 5.

Halevi & [I9] I, total-sums % #]D TR S % & 12, rotate-and-sum % FIFHIZHEA F % repeated doubling
(rotate-and-sums & d FEIEN %) Z4EZLE L7z, Halevi & [24] 1%, baby-step/giant-step (BS/GS) % H T
automorphism D # A EE % HIJK S % Fik, B LK, hoisting & W T automorphism HIRDHEITa 2 + % HIljE
THFEEZRE L. 4B, hoisting & iF, R USSR L TEEAT 5 W2 IWERIEF O AR 2 & HafatE
£ o T 1ENCHIRS 2FiE%2459. Bossuat & [25] 1%, Halevi & ® hoisting DFEZREL, HERDEICDH 5
D CHHEAGEIREZ1TS 2 & T automorphism O X b % X 5 IZHIET 2 FEZRE L. Ishimaki 5 [6] 1%, Th
5DFEIZHZ, loop-unrolling & lazy modulus-down ZHWT, X—=2Z 7 A > TdH % repeated doubling & FL#K
LT 1.32-2.12 ff O MEREM L2 R L 7-.

*1 https://libntl.org/

*2 BEITIE T 7 4L R T NTL IR L TOWRWA, a Y A URHCA TS a v %525 22T NTL 2l L-RESEMTR 3.
*3 https://github.com/homenc/HElib

*4 https://github.com/snucrypto/HEAAN

*5 https://github.com/CryptoExperts/FV-NFLIlib
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3.2.1 loop-unrolling & FA\L\7z Trace-Type Function D &&Et

AR TUE Ishimaki 5 OFE [B) ZRX—R & F 5729, Ishimaki & ® loop-unrolling DFIEIZDOWTFL { 7R
%. Ishimaki 5DFiE%E, 73V X s B0 & BZAIRT. LI, Ishimaki 5 @ loop-unrolling ®Fi % i
F L7z trace-type Function % unrolled trace-type function ¥ MEFFS 5. 7103V X4 P44 THEZA T 1L —
Ya Y%k M(<logy, N) &L, loop-unrolling Z1TR o 72%DA 7L —>a Y Bxk (< M) 235, [Blick?
¥, 7A3Y s BZ21F O(hv/N) O rotate-and-sum % & .

7T Y XL 3.2.1 HoistKS, Algorithm 4 in [5]
Input: ¢ = (cg,c1) is a ciphertext in EVALUATION format, k = (ko, k1, ..., kjx|—1) is an array of automor-

phism indices, and ek = {swk ki~ 1 fiellkl € RIX2\Ik| ig an precomputed value from evaluation
s—s(X(RIEDT) (k] PQ
key in EVALUATION format.
Output: ¢ is a ciphertext in EVALUATION format

1: (cf,c}) ¢

2: d < RNSDecompModUp(c}) >de RIBDQZ
3: v+ > Empty array of Rq, of length |k|
4: Vo, V1 < || > Empty array of Rpg, of length |k
5: for i =0 to k| — 1 do

6: vl[i] < Y, ('0)

T Vo ¢ U, ((d, ekli][0]))

8 Vi ¢y, ((d, eki][1]))

9: end for

10: do < v|[0]

11: ¢y + Vol0]

12: ¢  v1l0]

13: for i =0 to |k| — 1 do

14: do + do + v]i]

15: ¢o < o + Voli]

16: G+ ¢ + Vi

17: end for

18: (cj,cy) < (RNSModDown(cy), RNSModDown(¢y))

19: (¢p, ) < (do,0) & (cp,cf) > EVALUATION format

20: return (¢, c})

12



7N Y XL 3.2.2 Unrolled version of Trace-Type Function, Algorithm 5 in [5]
Input: ¢ = (cp,c1) is a ciphertext in EVALUATION format, h is a number of iterations after unrolling,

K = (ko, ..., k,_1) is an array of vectors of automorphism indices per iteration, and E = (eky, ..., ek}, 1)
is an array of vectors of evaluation keys in EVALUATION format for each of the automorphisms, where
ek, = {swk_  xoun—1)tielk) € (Rgg?)‘ki‘ for each i € [h].
Output: ¢ is a ciphertext in EVALUATION format

1 d+c

2: fori=0to h—1do

32 « ¢ ®HoistKS(c, k;, ek;)

4: end for

5: return ¢

13
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ARETIE, unrolled trace-type function #X—2 & L, AVX512 ZHABOEHELIEET 5. AVX512 %
FAWEREZITHCHID, 9475V LT Intel HEXL 2 L7z, X512, #Hic~2 AL OMERE
#HE (FMA:fused multiply-add) % Intel HEXL ~BAIL, Trace-Type Function ~\j@EH L 7=.

41 N7 MILETOREENEE

AREITIE, #7212 Intel HEXL B U727 bVELOBEREMEE (FMA:fused multiply-add) Z2W T
~N%. Intel HEXL 12i%, X7 MU RS Z —OREENEESBICFEST 2. L L, X7 MUELORMEREM
HEICOWTIIREETHD, a0 LTERIN TV AERMNE L FIRFEELIEGEH ST 20E0DH 5.

SEHIACFEEL 2T PVETORERMEEL, FRNE L FRREZANTICIEXGERT250TH 5.
Z OB, BIRFERLFRMBOMRENFEFTEG 2 BIAEREREEZ, BB IR 1 FOAICENT S X 55
RriTiaole. MIWCELELLRT PARITLOMEBENEED APl €% Y — X2 — F 0, WNEREEOHE = —
P, FERICHERALLELERZY —Xa—F E2ITRT.

7)Y XL 4.1.1 EltwiseVectorVectorFMAMod, based on Algorithm 3 in [R]

Input: q is a 512-bit packed value contains ¢ < 252 modulus in all 8-lane, X,Y,Z is a 512-bit packed value
contains 0 < X,Y, Z < ¢ < 2%, and barr_lo is a 512-bit packed value contains |27 /q| across all 8-lane.
Output: X’ is a 512-bit packed value contains 0 < X’ < q.
1: prod_hi <— mm512 hex1 mulhi_epi<64>(X,Y)
prod_lo <« mm512 hex]l mullo_epi<64>(X, Y)
cl < mmb512 hexl shrdi_epi64<L-1>(prod_lo, prod_hi)
c3 < mm512 hex1 mulhi_epi<64>(cl, barr_lo)

Lol 4

c4 + mm512 hex1 mullo_epi<64>(c3, q)
c4 <— mmb512_sub_epib4(prod_lo, c4)

c5 < mm512_add_epib4(c4, Z)
g-times 2+ 2-q

g-times 4+ 4-q
10: X' < mm512 hex1 _small mod_epu64<8>(c5, q, q.-times 2, g times_4)

11: return X’

V—2a—F 4.1 #HZFEELERZ P ARLORERMEE EltwisesFMAMod @ API &%

namespace intel {

namespace hexl {

14



© 0 N O O b W

10

12
13
14

© 0 N O 0o W N

L o T S S S T =
~N O O W NN = O

18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37

void EltwiseFMAMod (uint64_tx* result,
const uint64_t* argl, // vector to multiply
const uint64_t* arg2, // vector to multiply
const uint64_t* arg3, // vector to add
uint64_t n, // # of elements in each vector
uint64_t modulus, // modulus
uint64_t input_mod_factor // must be 1

} // namespace hexl

} // namespace intel

V—2a—FK 4.2 FZICERELERY MLELOREEMEE EltwisesFMAMod O NER5E%E

void EltwiseFMAModAVX512(uint64_t* result, const uint64_t* argl, const uint64_tx*

arg2, const uint64_t* arg3, uint64_t n, uint64_t modulus) {

// Port from EltwiseMultModAVX512DQInt

// Algorithm 2 from

// https://homes.esat.kuleuven.be/ " fvercaut/papers/bar_mont.pdf
constexpr int64_t beta = -2;

HEXL_CHECK (beta <= -2, "beta must be <= -2 for correctness");
constexpr int64_t alpha = 62; // ensures alpha - beta = 64
uint64_t gamma = Log2(1);

HEXL_UNUSED (gamma) ;

HEXL_CHECK (alpha >= gamma + 1, "alpha must be >= gamma + 1 for correctness");

const uint64_t ceil_log_mod = Log2(modulus) + 1; // "n" from Algorithm 2
uint64_t prod_right_shift = ceil_log_mod + beta;

// Barrett factor "mu"
HEXL_CHECK (ceil_log_mod + alpha >= 64, "ceil_log_mod + alpha < 64");

uint64_t barr_lo = MultiplyFactor(uint64_t (1) << (ceil_log_mod + alpha - 64),

modulus) .BarrettFactor ();

__m512i v_barr_lo _mm512_setl_epib4d (static_cast<int64_t>(barr_lo));

__m512i v_modulus = _mm512_setl_epib4(static_cast<int64_t>(modulus));
__m512i v_twice_mod = _mmb512_setl_epib4(static_cast<int64_t>(2 * modulus));
__mb12i v_quad_mod = _mmb512_setl_epi64(static_cast<int64_t>(4 * modulus));
const __mb12i* vp_argl = reinterpret_cast<const __mb12ix*>(argl);
const __mb12i* vp_arg2 = reinterpret_cast<const __mb512i*>(arg2);
__m512i* vp_result = reinterpret_cast<__mb12i*>(result);
const __mb12i* vp_arg3 = reinterpret_cast<const __mb12ix*>(arg3);
HEXL_LOOP_UNROLL_4
for (size_t i = n / 8; 1 > 0; --i) {

/] —==mmmmmmm oo

// <MULT>----------

__mb12i v_opl = _mmb512_loadu_sib12(vp_argl);

__m512i v_op2 _mm512_loadu_sib512 (vp_arg?2);

v_opl _mm512_hexl_small_mod_epu64<1>(v_opl, v_modulus, &v_twice_mod);

v_op2 _mm512_hexl_small_mod_epu64<1>(v_op2, v_modulus, &v_twice_mod);
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__m512i v_prod_hi = _mm512_hexl_mulhi_epi<64>(v_opl, v_op2);
__m512i v_prod_lo = _mm512_hexl_mullo_epi<64>(v_opl, v_op2);

// ci1 floor (U / 2°{n + betal)
__m512i c1 = _mm512_hexl_shrdi_epi64(
v_prod_lo, v_prod_hi, static_cast<unsigned int>(prod_right_shift));

// alpha - beta == 64, so we only need high 64 bits

// Perform approximate computation of high bits, as described on page
// 7 of https://arxiv.org/pdf/2003.04510.pdf

__m512i q_hat = _mm512_hexl_mulhi_approx_epi<64>(cl, v_barr_lo);
__mb12i v_result = _mmb512_hexl_mullo_epi<64>(q_hat, v_modulus);
// Computes result in [0, 4q)

v_result = _mmb512_sub_epib4 (v_prod_lo, v_result);

// </MULT>---------

/] =mmmmmmmmmm-

__m512i v_op3 = _mmb512_loadu_sib512(vp_arg3);
// Computes result in [0, 5q)

v_result = _mmb512_add_epi64(v_result, v_op3);
// Reduce result to [0, q)

v_result = _mmb512_hexl_small_mod_epub64<8>(v_result, v_modulus, &v_twice_mod,

v_quad_mod) ;
_mm512_storeu_sib12(vp_result, v_result);
// </ADD>----------
// ——mmmmmmm

++vp_argl;
++vp_arg?2;
++vp_arg3;

++vp_result;

HEXL_CHECK_BOUNDS (result, n, modulus, "result exceeds bound " << modulus);

&

4.2  Unrolled Trace-Type Function |ZXt9 % AVX512 D&

AHE T, AHROMEREIEE Y & D= AVX512 ZHW/=5E% % Unrolled Trace-Type Function i@ f 3
%. BAKIICIE, RIS S 4 75 VICERIN TV BRY MLFEITORREEISH LT Intel HEXL % 5@ H
352 &i2& D, Unrolled Trace-Type Function OFATEE A E2ilA 5. RFFETIE, BEFAMEESDI A 75
5%y LT PALISADE v1.9.2[15] Z2X—2 ¥ L, FIREHEOFEEIIHN LT Intel HEXL Z#EH L. =721,
PALISADE v1.11.5[26] I3 TiZFEE SN TWwd a—F GERER, NTT/invNTT, modulus switching) 122w
TUTH7CHEEZITOT, v192 TEIfEST 2 X5 IciBo L, BiEEITR o7, MAT, FzCHRME, TR

B, FRMAEHEMDIEETR 7.

PALISADE & C++ OB FA —N—v— FZHOWTHREENEREIN TV S 720, HEARINICITEE DA
T Wl +, -, F) REEAVWSZEMNTES. WwZIZ, PALISADE FORIREAFELEL AVX512 TOFEETHE
=iz 52212k D, Unrolled Trace-Type Function @ NEFTEH L T 2 FIREE D AVX512 12 HEIIZHIG
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T5. LoL, BFREGHEACOWTIE C++ IKHBEFOFEE LR WD, JRBEREERT I 2IE>T2—
FHl2 SR AFTREE Uz, BIRBISEMOF AR EF e LT, 743V X4 B2 OfT B A5 LA HZEIT 5
nb.

F72, PATYRLBZIIZBWT, fTHEE @D 220 for L—FAZOWTIEZFRZNANFNLEFT - 7=.

P EnFEERITRoEBEOY —2a—F%, Y—Ra—F WRY., Y—2Z2a—F E3E, 713V X
LABZANRFEELL DTH 5.

Y —2a—F 4.3 HoistKS®DY—ZRa—F

Ciphertext <DCRTPoly> EvalHoistedAutomorph (
ConstCiphertext <DCRTPoly> ciphertext, // original ciphertext to rotate
const vector<usint>& autoids,
map<usint, std::pair<std::vector<DCRTPoly>, std::vector<DCRTPoly>>>&
inv_evks) {
Ciphertext <DCRTPoly> newCiphertext = ciphertext->CloneEmpty ();

const shared_ptr<vector<DCRTPoly>> expandedCiphertext =
ciphertext ->GetCryptoContext ()->EvalFastRotationPrecompute (ciphertext);

// 1. Retrieve the automorphism key that corresponds to the auto index.
std::vector <DCRTPoly> c(2);

c[0] = ciphertext->GetElements () [0].Clone();
const shared_ptr<LPCryptoParametersCKKS <DCRTPoly>> cryptoParamsLWE =
std::dynamic_pointer_cast <LPCryptoParametersCKKS <DCRTPoly >>(
ciphertext->GetCryptoParameters ());

const shared_ptr<typename DCRTPoly::Params> paramsQ
ciphertext ->GetElements () [0] . GetParams ();
const shared_ptr<typename DCRTPoly::Params> paramsP

cryptoParamsLWE ->GetAuxElementParams () ;
const shared_ptr<typename DCRTPoly::Params> paramsPQ =
(*expandedCiphertext) [0] . GetParams () ;

size_t cipherTowers = paramsQ->GetParams ().size();

size_t towersToSkip

cryptoParamsLWE->GetElementParams () ->GetParams () .size () - cipherTowers;

size_t n = autoids.size();

vector <DCRTPoly> c_vec(n);

vector <DCRTPoly> cTildaO_vec (n);

vector <DCRTPoly> cTildal_vec(n);
#pragma omp parallel for

for (size_t ii = 0; ii < n; ++ii) {

const usint autoIndex = autoids[ii];

// Retrieve the automorphism key that corresponds to the auto index.

auto evalKey = ciphertext->GetCryptoContext ()
->GetEvalAutomorphismKeyMap (ciphertext ->GetKeyTag ())
.find (autoIndex)

->second;

const std::vector<DCRTPoly>& b
const std::vector<DCRTPoly>& a

inv_evks [autoIndex].first;

inv_evks [autoIndex].second;
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DCRTPoly ctO;
DCRTPoly ct1l;

// Inner Prod with Evk
DCRTPoly cTildaO(paramsPQ, Format::EVALUATION, true);
DCRTPoly cTildal(paramsPQ, Format::EVALUATION, true);
for (uint32_t j = 0; j < expandedCiphertext->size(); j++) {
for (usint i = 0; i < (*expandedCiphertext)[j].GetNumOfElements (); i++) {
usint idx = (i < cipherTowers) 7 i : i + towersToSkip;
cTilda0.SetElementAtIndex (

i, b[j].GetElementAtIndex (idx) .FMA(
(*expandedCiphertext)[j].GetElementAtIndex (i),
cTildaO.GetElementAtIndex(i)));

cTildal.SetElementAtIndex(

i, alj]l.GetElementAtIndex (idx) .FMA(
(¥*expandedCiphertext)[j].GetElementAtIndex (i),
cTildal.GetElementAtIndex(i)));

}

vector<usint> perm;

GenAutomorphTable (cTildaO.GetRingDimension (), autoIndex, perm);
c_vec[ii] = std::move(ciphertext->GetElements () [0].Permute (perm));
cTildaO_vec[ii] = std::move(cTildaO.Permute (perm));

cTildal_vec [ii] std::move(cTildal.Permute (perm));

DCRTPoly c_sum(paramsQ, Format::EVALUATION, true);
DCRTPoly cTildaO_sum(paramsPQ, Format::EVALUATION, true);
DCRTPoly cTildal_sum(paramsPQ, Format::EVALUATION, true);

for (size_t ii = 0; ii < n; ++ii) {
c_sum += c_vec[iil;
cTildaO_sum += cTildaO_vec[ii];

cTildal_sum += cTildal_vec[iil];

cTildaO_sum.SetFormat (Format:: COEFFICIENT);
cTildal_sum.SetFormat (Format::COEFFICIENT);

DCRTPoly cHatO = cTildaO_sum.ApproxModDown (
paramsQ, paramsP,
cryptoParamsLWE->GetPInvModQTable (), // P {-1} mod q_i
cryptoParamsLWE->GetPInvModQPreconTable(), // Barrett Const to multiply
// with P~{-1} mod q_i
cryptoParamsLWE ->GetPHatInvModPTable (),
cryptoParamsLWE ->GetPHatInvModPPreconTable (),
cryptoParamsLWE ->GetPHatModQTable (),
cryptoParamsLWE ->GetModBarretPreconQTable ());

DCRTPoly cHatl = cTildal_sum.ApproxModDown (

paramsQ, paramsP,
cryptoParamsLWE->GetPInvModQTable (), // P {-1} mod q_i

18




98 cryptoParamsLWE->GetPInvModQPreconTable(), // Barrett Const to multiply

99 // with P°{-1} mod q_i
100 cryptoParamsLWE ->GetPHatInvModPTable (),

101 cryptoParamsLWE ->GetPHatInvModPPreconTable (),

102 cryptoParamsLWE ->GetPHatModQTable (),

103 cryptoParamsLWE ->GetModBarretPreconQTable ());

104

105 cHatO.SetFormat (Format:: EVALUATION) ;

106 cHatl.SetFormat (Format :: EVALUATION) ;

107

108 DCRTPoly ctO;
109 DCRTPoly ct1l;

110 ct0 = c_sum + cHatO;

111 ctl = cHatl;

112

113 newCiphertext ->SetElements ({ct0, ctl1});

114 newCiphertext ->SetDepth (ciphertext ->GetDepth ());

115 newCiphertext ->SetLevel (ciphertext->GetLevel ());

116 newCiphertext ->SetScalingFactor (ciphertext->GetScalingFactor ());
117

118 return newCiphertext;

119 |}
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HOR

SRR & & 5%

ARETIE, BEFEOFHEEITS. 3, RHILTHZIEM L 72XZ FVETORETEATEE 2 0 SIS TH
BOFHIEZITS. R, AVX512 %A L 7= trace-type function % ¥R FEITRFRE DRI %17 S .

HIEICH W EBRE SR B1IORT. £/, AEBRCTHAH L CPUMEKOMEN 2K b1 /R3. EERFI,
numactl 3> FZHWT NUMAL ® CPU & RAM DHEHINS LS WCKE L. B, RVFv—7DHEE
M%#Z @ L, Turbo Boost & Hyper-Threading Zfzh{b L7z, X 512, EHEREIEZ M8 EEE D 3.60GHz ~
[EE L7z,

EEICHWS a7 6%, 2TCC++17 Tidib L. a4 47> 2> 2 LT, -march=native -03
-fopenmp -Wall -NDEBUG Z#5/E L7z. &8, WiFl{t7 4771V & LT OpenMPEI4.5 ZffiH L 7-.

AT, ERAES DS 4 75 )9y LT, PALISADE v1.9.2[15] {33, 8T, PALISADE
DA T 4 THEEER=—2 L, FIREEORELELY AVXS512 2MHT 2 X 5BIEZITR-72DDEMHHLE. 2D
2Ry FIZIE, PALISADE v1.11.5 I3 TIZEEINTVWS a— F FERFEH, NTT/invNTT, modulus switching)
EBRIELDDNEENATVWS. AT, MARERNE, BRESE, BRMEBNOFEELITRo%. B, 5
E{fEH L7z PALISADE (&, NTL Z0#GE 74 7 7 VITEKIFL TV, o, EEZEMAIX Ishimaki
5[E cFAL DTS, BREAESDSA L LTE CKKS AREZRA L, scaling factor % 240 ¥ L7z, %7,
multiplicative depth Z A& ¥ 3 % 72912 APPROXRESCALEE2E — RIZRET 5. DD T X — &%, fEiE
ZERDPEDHIHE 21 b I, 128bit b ¥ 2V 7 4 il T XOWCHE L. £, AVXSE121ICX 5% K%
3574779 LT, Intel HEXL v1.2.3[8] ZfEH L 7.

*1 https://www.openmp.org
*2 Rescale # FHTITHE— N TH 3.
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x 5.1 HEEIRE
JHH fH
% 3rd Gen Intel(R) Xeon(R) Gold 6334
IR CGER)  [GHz] 3.60
Ll ¥yv¥a (F—%/f5) [KiB/Core 48 / 32
CPU L2 ¥ % v ¥ a [KiB/Core] 1280
L3 ¥+ v ¥ 2 [MiB/CPU] 18
a7 8
Yy MY 2
RAM #4 X [GB] 128
0OS Ubuntu 20.04 LTS
g++(GCCQC) version 9.3.0
OpenMP version 4.5
PALISADE version 1.9.2
Intel HEXL version 1.2.3
googlebench version f730846

DDR4

L1 Cache | L1 Cache | L1Cache | L1 Cache

L2 Cache | L2 Cache L2 Cache

L3 Cache

L2 Cache L2 Cache | L2 Cache

L1 Cache | L1 Cache | L1 Cache | L1 Cache

Chipset

L1 Cache | L1Cache | L1Cache | L1 Cache

L3 Cache

L2 Cache L2 Cache | L2 Cache

L1 Cache | L1 Cache | L1 Cache | L1 Cache

Chipset

5.1 A L7 CPU #DOMEX

51 N7 MILELORMERINER

REITE, HICHRE LT MVALOMEENEEIC O W TRITEE DRI 217 5.
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5.1.1 EEAHZE

AEETIE, RECMAEZIEFRICEA L0 (LIF, MultAdd) ¥, SEFT7ZICHEEL pEREAEE (XL
T, FMA) r Ot# %17 - 7-. MultAdd 1%, Intel HEXL 232 L T 3 BIRINE - BIRTE OREECE FEOH
T THELZIT-o /. ®ZIZ, MultAdd ¥ FMA 13¥ $12 AVX512 ZfH L7525 TH 5. MultAdd £ FMA
X, Z2HAXOXE N, | ZARKE Lz &, ERBN x| O 64bit BEECY] a,b, ¢, BELUEZRE | D 64bit ¥
BECH m 2 AT e D, i € [N «l],ali] = [a[i] * b[i] + c[i]]m[i/n)) ZFTET S, logy N & 1 D87 X —ZDiH
% (logy N, 1) € {10,11,12,13, 14,15} x {1,2,3, ..., 14,15} L &% T 5. &3, FBUIZ 60-bit modulus % i
T5. FNEND T X — &I LT 10,000 BIFEITL, ZOFETRBOFG2HET 2. £, RvFv—72
T RO A 77V LT, a3y by T2 730846 @ googlebenchE & Fu 7=,

V—Z2a—F bl & b2E, 20248 MultAdd & FMA ORYF =2 fEH LY —RAa—-—FTH 5.
googlebench 1%, for (auto _ : state){} D7 By I7HNIA—-FEXRVFI—INRELTETTE. 2ZT
1%, Iterations iZ 10,000 ZFE L TWA 7%, 7uv ZADa— FH310,000 EETIN5.

Y—2Za—F 5.1 FREHLERMEZIEXER (MultAdd) LIZBORYFv—rT0rInh NyFv—

JHiBIZ 477U LT googlebench ZH A L7-. N ZZHADOKE, | #EBHRE Lt E, I X—X0D
& (log, N, 1) € {10,11,12,13, 14, 15} x {1,2,3, ..., 14,15} ¥ L 7.

static void BM_EltwiseVectorVectorMultAddModAVX512(

benchmark::State& state) { // NOLINT
size_t input_size = state.range(0); // N: polynomial degree
size_t level = state.range(1l); // 1: level, # of RNS moduli

// Generate 60-bit 1 primes for RNS moduli

std::vector<uint64_t> moduli = GeneratePrimes(level, 60, false, input_size);

/* Generate random vectors which have N * 1 elements */
auto reserved_size = std::pow(2, std::ceil(std::log2l(input_size * level)));
AlignedVector64<uint64_t> inputl(reserved_size), input2(reserved_size),
input3(reserved_size);
for (auto&& modulus : moduli) {
AlignedVector64<uint64_t> tmpl =
GenerateInsecureUniformRandomValues (input_size, 0, modulus);
AlignedVector64<uint64_t> tmp2 =
GenerateInsecureUniformRandomValues (input_size, 0, modulus);
AlignedVector64<uint64_t> tmp3 =
GenerateInsecureUniformRandomValues (input_size, 0, modulus);
inputl.insert (inputl.end (), tmpl.begin(), tmpl.end());
input2.insert (input2.end (), tmp2.begin(), tmp2.end());
input3.insert (input3.end(), tmp3.begin(), tmp3.end());

state) { // BEGIN of benchmark block
auto inputl_ptr = reinterpret_cast<uint64_t*>(inputl.data());

for (auto

auto input2_ptr reinterpret_cast<uint64_t+*>(input2.data());

auto input3_ptr reinterpret_cast<uint64_t*>(input3.data());
for (size_t i = 0; i < level; ++i) {
// Perform vector-to-vector Mult
EltwiseMultMod (inputl_ptr, inputl_ptr, input2_ptr, input_size, modulil[il],

1);

*3 https://github.com/google/benchmark
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// Perform vector-to-vector Add
EltwiseAddMod (inputl_ptr, inputl_ptr, input3_ptr, input_size, modulil[i]);
inputl_ptr += input_size;
input2_ptr += input_size;
input3_ptr += input_size;
}
} // END of benchmark block

BENCHMARK (BM_EltwiseVectorVectorMultAddModAVX512)

->Unit (benchmark::kMicrosecond)

->Iterations (10000) // # of iterations

->ArgsProduct ({{static_cast<int64_t>(std::pow(2, 10)), // logN = 10
static_cast<int64_t>(std::pow(2, 11)), // logN = 11
static_cast<int64_t>(std::pow(2, 12)), // logN = 12
static_cast<int64_t>(std::pow(2, 13)), // logN = 13
static_cast<int64_t>(std::pow (2, 14)), // logN = 14

static_cast<int64_t>(std::pow(2, 15))}, // logN = 15
{1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14,
15}}); // level, from 1 to 15

Y —R23—FK 52 FHLCELELL-BEEMNEE (FMA) OXRYFv—2r 7077 L Ry Fv—2HB)
24771V LT googlebench ZHH L. N ZZHAOXRE, | ZEKL L%, 73 X—-X0lX
(log, N, 1) € {10,11,12,13, 14,15} x {1,2,3, ..., 14,15} ¥ L7-.

static void BM_EltwiseVectorVectorFMAModAVX512(

benchmark::State& state) { // NOLINT
size_t input_size = state.range(0); // N: polynomial degree
size_t level = state.range (1); // 1: level, # of RNS moduli
// Generate 60-bit 1 primes for RNS moduli
std::vector<uint64_t> moduli = GeneratePrimes(level, 60, false, input_size);

/* Generate random vectors which have N * 1 elements x*/
auto reserved_size = std::pow(2, std::ceil(std::log2l(input_size * level)));
AlignedVector64<uint64_t > inputl(reserved_size), input2(reserved_size),
input3(reserved_size);
for (auto&& modulus : moduli) {
AlignedVector64<uint64_t> tmpl =
GenerateInsecureUniformRandomValues (input_size, 0, modulus);
AlignedVector64<uint64_t> tmp2 =
GenerateInsecureUniformRandomValues (input_size, 0, modulus);
AlignedVector64<uint64_t> tmp3 =
GenerateInsecureUniformRandomValues (input_size, 0, modulus);
inputl.insert (inputl.end (), tmpl.begin(), tmpl.end());
input2.insert (input2.end (), tmp2.begin(), tmp2.end());
input3.insert (input3.end (), tmp3.begin(), tmp3.end());

state) { // BEGIN of benchmark block
auto inputl_ptr

for (auto

reinterpret_cast<uint64_t*>(inputl.data());

auto input2_ptr reinterpret_cast<uint64_t*>(input2.data());
auto input3_ptr = reinterpret_cast<uint64_tx*>(input3.data());
for (size_t i = 0; i < level; ++i) {

// Perform vector-to-vector FMA
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EltwiseFMAModAVX512<64, 1>(inputil_ptr,

input_size,

inputl_ptr += input_size;
input2_ptr += input_size;
input3_ptr += input_size;

3
} // END of benchmark block

BENCHMARK (BM_EltwiseVectorVectorFMAModAVX512)

->Unit (benchmark::kMicrosecond)

->Iterations (10000) // # of iterations
->ArgsProduct ({{static_cast<int64_t>(std::pow (2, 10)), // logN = 10
static_cast<int64_t>(std::pow(2, 11)), // logN = 11
static_cast<int64_t>(std::pow(2, 12)), // logN = 12
static_cast<int64_t>(std::pow(2, 13)), // logN = 13
static_cast<int64_t>(std::pow (2, 14)), // logN = 14
static_cast<int64_t>(std::pow(2, 15))}, // logN = 15
{1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14,

15}}); // level, from 1 to 15

inputl_ptr,
moduli[i]);

input2_ptr,

input3_ptr,

5.1.2 FHERER

X b2F, RELMEZIEFCEA LD (MultAdd) ¥, #iccEE L @EENEE (FMA) 0¥
FATRE Z IR L 72 b D TH S, ANT—2% A X (input_data_size) 1&, 64 (3« N 1+ 1)/8[bytes] THH L
7z. 728, I input_data_size THIEICY — FNEATHS. XRE2ADT—X%, Mz A7 —X3 A4 X, Hitdh
PEIARME L7 7 LTRIR LD ORI B2 TH .

#5.2: RELMEZIEFICHEALZd 0 (MultAdd) & BG A
B (FMA) & OFHEITRRE (> 27V AL vy KT 10,000 [E]517.
60-bit modulus Z{#fH. AN17—X1& N 2ZHERXDOXE, | T
L7 %, N x| EEOD 64bit BEEY] 3 0, BXL [ EED 64bit
BRELH (moduli) 1 &35, A7 —%% A4 X (input_data_size)
&, 64 (3% N *l+1)/8bytes] THRHLZ%.)

(logy N, 1) | input_data_size [bytes| | MultAdd [us] | FMA [us] | speedup
(10,1) 24, 584 0.81 0.87 0.927x
(11,1) 49,160 1.53 1.72 0.889x
(10,2) 49,168 1.57 1.75 0.893
(10,3) 73,752 2.51 2.72 0.922x
(12,1) 98, 312 3.38 3.54 0.955x
(11,2) 98, 320 3.30 3.57 0.923 %
(10,4) 98, 336 3.36 3.63 0.927x

Continued on next page
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Continued from previous page

input_data_size [bytes] | MultAdd [us] | FMA [us] | speedup
122,920 4.20 4.53 0.928 x
147,480 4.97 5.37 0.926 x
147,504 5.05 5.45 0.926 x
172,088 5.90 6.35 0.930x
196,616 6.72 7.04 0.955x
196, 624 6.80 7.07 0.961x
196, 640 6.63 7.16 0.925x
196,672 6.72 7.25 0.928 x
221,256 7.58 8.16 0.928 x
245,800 8.28 8.96 0.924 x
245,840 8.41 9.09 0.926 x
270,424 9.26 9.98 0.928 x
294,936 10.20 10.66 0.956 x
294,960 9.93 10.77 0.922x
295,008 10.10 10.89 0.927x
319,592 10.93 11.80 0.927x
344,120 11.60 12.56 0.924x
344,176 11.79 12.71 0.928 x
368, 760 12.63 13.64 0.926x
393,224 13.45 14.46 0.930x
393,232 13.46 14.11 0.954 x
393, 248 13.58 14.17 0.959x
393, 280 13.24 14.34 0.924x
442440 14.88 16.13 0.923x
491, 560 16.95 17.71 0.957x
491, 600 16.61 17.91 0.927x
540, 760 18.25 19.72 0.925x
589, 848 20.22 21.14 0.957x
589, 872 20.36 21.24 0.959x
589,920 19.92 21.50 0.927x
639, 080 21.56 23.29 0.926 x
688, 184 23.75 24.79 0.958x

Continued on next page
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Continued from previous page

(logy N, 1) | input_data_size [bytes|] | MultAdd [us] | FMA [us] | speedup
(11,14) 688, 240 23.24 25.02 0.929 x
(11,15) 737,400 24.90 26.88 0.926 x

(15,1) 786, 440 26.70 29.91 0.893
(14,2) 786, 448 26.77 28.71 0.932x
(13,4) 786,464 26.94 28.19 0.955x
(12,8) 786,496 27.14 28.33 0.958x
(12,9) 884, 808 31.05 32.28 0.962
(13,5) 983, 080 35.25 36.79 0.958 x
(12,10) 983, 120 34.92 36.00 0.967x
(12,11) 1,081,432 40.34 39.76 1.01x
(14,3) 1,179,672 44.77 43.34 1.03 %
(13,6) 1,179, 696 43.95 43.93 1.00%
(12,12) 1,179,744 44.20 43.76 1.01x
(12,13) 1,278,056 50.08 47.81 1.05%
(13,7) 1,376, 312 54.14 51.49 1.05%
(12,14) 1,376,368 53.62 52.11 1.03x
(12,15) 1,474,680 57.87 55.34 1.05x
(15,2) 1,572,880 62.15 60.41 1.03x
(14,4) 1,572,896 63.22 59.51 1.06
(13,8) 1,572,928 63.11 58.90 1.07x
(13,9) 1,769, 544 71.13 66.50 1.07x
(14,5) 1,966,120 79.82 74.84 1.07x
(13,10) 1,966,160 81.16 74.69 1.09%
(13,11) 2,162,776 91.11 81.55 1.12x
(15,3) 2,359, 320 98.21 93.58 1.05%
(14,6) 2,359, 344 97.69 90.31 1.08x
(13,12) 2,359, 392 99.15 90.17 1.10%
(13,13) 2,556,008 108.67 98.04 1.11x
(14,7) 2,752, 568 116.52 105.28 1.11x
(13,14) 2,752,624 117.46 105.69 1.11x
(13,15) 2,949, 240 126.23 113.10 1.12x
(15,4) 3,145, 760 134.62 120.21 1.12x

Continued on next page
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Continued from previous page

(logy N, 1) | input_data_size [bytes|] | MultAdd [us] | FMA [us] | speedup
(14,8) 3,145, 792 134.09 120.35 1.11x
(14,9) 3,539,016 151.28 135.47 1.12x
(15,5) 3,932,200 168.28 156.92 1.07x
(14,10) 3,932,240 167.81 150.42 1.12x
(14,11) 4,325, 464 184.76 165.53 1.12x

(15,6) 4,718, 640 202.02 180.42 1.12x
(14,12) 4,718,688 201.47 180.54 1.12x
(14,13) 5,111,912 218.30 195.61 1.12x

(15,7) 5,905,080 236.05 210.59 1.12x
(14,14) 9,505,136 234.98 210.65 1.12x
(14,15) 5, 898, 360 952.28 995.85 1.12x

(15,8) 6,291,520 970.52 9240.56 1.12x

(15,9) 7,077,960 305.02 283.78 1.07x
(15,10) 7,864,400 339.45 303.38 1.12x
(15,11) 8,650, 840 378.02 332.47 1.14x
(15,12) 9,437,280 413.32 367.01 1.13%
(15,13) 10, 223,720 455.42 399.35 1.14x
(15,14) 11,010, 160 495.77 435.95 1.14x
(15,15) 11,796, 600 539.31 475.72 1.13x
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52 EHEHEMBEZIEXEHLZS O (MultAdd) :@&EMEE (FMA) O AT —&2% 4 X (in-
put_data_size, HNLiX bytes) I ¥ OFEHETRIE (> 27V AL v FT 10,000 BT, 60-bit modulus %
. ANTF—RIE N Z2Z2HROXE, | 288 Lz, N« BHEOD 64bit BEKER 3 0, BX U1 EH
D 64bit BEHPELY (moduli) 1 D& F5. ANTFT =XV A4XZ, 64* (3% N *1+1)/8bytes] THIE L 7. #it
FREMEBHRZ, 22 Ll Frv v ar 2F vy aDP A XERLTVWS.)

5.1.3 EXR

B21Ck 2k, A7 —&3 A4 X0 29bytes (FE CEITRMDHFIZL TV 3. 2¥ytes fHE K D /hX W7 —
ZY A4 ZDEKE MultAdd O MREDE <, XL T 2¥bytes (r %% 2 ¥ FMA OB ERENEL 5. &
NE, FErFr v a A XKL DD EZILNS. B2 LD, WEEZ TWAHEMME, L2 Fvyv>a
PAXBETHZ b, FMA X, LUHEE2—SOBBICE o/ BT, BIREEZEARO 1 HICENZ
fTloTws. LaL, FMA OFEZEZIF A —TTHEDIIHL, MultAdd THEH L TV 2 HERFEEDOFEIEX, KA
IR FETY e —Y YL TWA., WZIZ, FMA X MultAdd ICHARTLI~I2 £ TOXF v v ¥ 22 6%
WS DB TES, ANTF—ZIA XD L2 F v v 2 ZINFEZHFATIEENL > TWBEEZILND. —1,
ANT=ZF A XPL2 Fvv>alEHYISL R BoBICE, Bl OBEIFUH L 72> TWwa MultAdd 23
HEMNCAF 5. ZUE, FRZFROBET SIMD L Y ARICANZ#HARAATVWSE2D, L3xFvyva?
JEXADULA T IICLBHELEZITWDIeEZLNS. LT, FMA Z—EOBHFUIH LDz, SIMD
LI ZARANDGAAAZ 1 ETHEE., ERIZL2 Fv v ad A LD /NI 0T A X TEITREB OMERAE Z -
T3, U, ANT =RV A4 RICEEZINTORWEBAIHO—RERPEE L TWIEZIONS.
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5.2 Trace-Type Function

AHITIX, Trace-Type Function OFEMli %475 .

521 REBRAE

SYTNAL Y REIXALFAL Yy FOMGTEISRKHEMOPEEZITS. vV F ALy FTIE, MHARER 2
TERETEHT A7, HT ALy FEIZ 8 ITHREL . ZHAOXE N, scaling factorA &, Zh
Fhlog, N =15, A = 240 iTFE L. WIEIZHA T X =& (rotate-and-sum O#EAER M, BEEXOL
~JL 1, KeySwitch (2 3 2 Rk 2 EE DR k, loop-unrolling 2D A4 7L —> a Y h) O (M, 1,k h) €
(1,7,15) x {1,4,9} x {1,5,10} x {1,2,3, ..., 14,15} = ¥12 100 EFDITV, 2D FHFEITRRNC & b w17
5. B, VIRETROEEZHRT 570, WEDHKEE LT 1RRTCETZITHRoTNS.

Y —2Za—F 5.3 Unrolled Trace-Type Function

double EvalTraceUnrollHKMult (
const size_t M,
const CryptoContext <DCRTPoly> cc,
const LPKeyPair<DCRTPoly>& keys,
const uint32_t L,
const size_t num_unroll,
const size_t num_mod_reduce,
const vector<vector<usint>>& auto_indices_parallel,
map<usint, std::pair<std::vector<DCRTPoly>, std::vector <DCRTPoly>>>&
inv_evks) {
// Input
vector<complex<double>> x = {0, 0, O, 0, O, O, O, 1};
Plaintext ptxt = cc->MakeCKKSPackedPlaintext (x);

cout << "Input x: " << ptxt << endl;

auto ¢ = cc->Encrypt(keys.publicKey, ptxt);

vector<complex<double>> x1(cc->GetRingDimension() / 2, 1);

auto cl1 = cc->Encrypt(keys.publicKey, cc->MakeCKKSPackedPlaintext (x1));
// We need to reduce ciphertext level from L to 1,

// applying HMul and Rescale (L - 1) times

for (size_t i = 0; i < num_mod_reduce; ++i) {

cc->EvalMult (c, cl1);

cc->Rescale(c);

C

C

TimeVar t;

TIC(t);
// BEGIN benchmark block
for (size_t numitr = 0; numitr < num_unroll; ++numitr)

¢ += EvalHoistedAutomorph(c, auto_indices_parallel [numitr], inv_evks);
// END benchmark block
double timing = TOC(t);

Plaintext result;

cc->Decrypt (keys.secretKey, c, &result);
result->SetLength (5);
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auto m = cc->GetCyclotomicOrder ();
size_t num_ans = O0;
int ans = 1;
size_t num_expected_ans = 1UL << M;
if (M == size_t(log2(m / 2))) A

ans = 2;

num_expected_ans = (1UL << (M - 1));
}

// See all the slot values
for (size_t i = 0; 1 < m / 4; ++i) {
if (round(result->GetCKKSPackedValue ()[i].real())

return timing;

ans) num_ans += 1;

522 EEHER CYIJILILYER)

REIPOHLBEI WX YINLRAL Yy RTOFETHERETRT. £/, HIEMREZEEN LT ey b LAEDD%E
AT 26 B0 123, 72721, normal & hexl %, #4241 unrolled trace-type function (AVX512 AiEH)
CIREFE (AVXS12 #AR) %2487, X512, REE 25 bR IIMREREFIRIC L 2 E TR ONERERT. &
B, ERIT normal DFEITIRH] /hex] DEITIGRE THRH L 7. E3 25 BRI, TR ONERE 7778 L
TRRLZESDTH 5.
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# 5.6 rotate-and-sum D EIE M=2 @ ¥ & ® Unrolled Trace-Type Function EfTREDREZE (&
YZNA Ly KT 100 [FIEST. (EREE) = (normal OFEFTRR) /(hexl O EITHER) THM. 7272L N/A
BEXEVARRICEDHEFRBETH S Z 2 2/RT. loop-unrolling DA 7L — a Y# h, IEEXDL L],
KeySwitch (2 H 3 2 Kk ik 0¥ k)

mE/| 10| 1y | aye | s | s | sge | 101 | 1074 | 10g0

1
2

1.21
1.08

1.17
1.05

1.11
1.05

1.30
1.13

1.39
1.15

1.09
1.07

1.12
1.06

1.19
1.08

1.16
1.06

7 5.7 rotate-and-sum DA [EE M=7 ® & % Unrolled Trace-Type Function FEfTRRIDRERGR (>
YZNA Ly BT 100 [FIET. (BEBEE) = (normal OFEFTRR) /(hexl DEITHER) THM. 727U N/A
FEXEVARRICEDHESRETH S Z 2/RT. loop-unrolling DA 7L — a Y h, IEEXDL L],
KeySwitch (Zf#H 3 2 Kk ik 0% k)

Mk | 11| /e | 1ye | 51| s/a | g9 | 10/1 | 1074 | 1079

1.75 | 2.04 | 230 | 1.51 | 1.3 | 1.69 | 1.52 | 1.46 | 1.44
144 1 160 | 1.79 | 1.29 | 1.29 | 1.42 | 1.29 | 1.29 | 1.27
1.28 | 1.39 | 1.50 | 1.19 | 1.18 | 1.25 | 1.20 | 1.18 | 1.17
117 128 | 1.33 | 1.14 | 1.11 | 1.17 | 1.14 | 1.12 | 1.11
117 | 119 | 1.26 | 1.11 | 1.09 | 1.13 | 1.10 | 1.10 | 1.09
1.10 | 1.16 | 1.18 | 1.09 | 1.06 | 1.10 | 1.09 | 1.07 | 1.07
1.09 | 1.13 | 1.16 | 1.06 | 1.05 | 1.08 | 1.06 | 1.06 | 1.05

N O Ot e W NN =

# 5.8 rotate-and-sum DJEMAEE M=15 ® ¥ % Unrolled Trace-Type Function TR OSEMER (&
YNV A Ly KT 100 [BIEST. (KEGEHE) = (normal OEITHE) /(hexl O EATHE) THH. 7272 L N/A
BXEYARBICEDBIERRETH S Z L 2”3, loop-unrolling DA 7L —> a Y h, BEEXXDL L],
KeySwitch (23 2 Kk ik O % k)

P\k/U| 1/1 | 1/4 | 1/9 | 5/1 | 5/4 | 5/9 | 10/1 | 10/4 | 10/9
1| N/JA | N/A | N/JA | N/JA | N/A | N/JA | N/A | N/A | N/A
2| 175 | 2.07 | 23 | 145 | 151 | 1.7 | 1.46 | 147 | 1.44
3165 | 1.9 | 204 | 143 | 142 | 1.57 | 1.51 | 1.49 | 1.45
4| 15 | 1.7 | 1.86 | 1.35 | 1.31 | 1.45 | 1.34 | 1.32 | 1.28
5| 142 | 1.54 | 157 | 1.27 | 1.33 | 1.33 | 1.28 | 1.22 | 1.25
6| 1.26 | 1.47 | 153 | 1.23 | 1.15 | 1.32 | 1.26 | 1.18 | 1.17
7| 124 | 137 | 144 | 1.13 | 1.15 | 122 | 1.19 | 1.18 | 1.13
8| 121 | 1.3 | 1.36 | 1.14 | 1.11 | 1.18 | 1.16 | 1.13 | 1.12
9| 119 | 127 | 132 | 1.14 | 112 | 1.14 | 1.15 | 1.14 | 1.14
10 | 114 | 123 | 131 | 111 | 1.1 | 115 | 1.12 | 1.13 | 1.11
11| 113 | 119 | 1.25 | 114 | 1.1 | 1.13 | 114 | 1.12 | 1.1
12 | 112 | 121 | 1.23 | 112 | 1.08 | 1.12 | 1.15 | 1.11 | 1.1
13| 1.09 | 118 | 1.2 | 1.08 | 1.07 | 1.12 | 1.11 | 1.09 | 1.07
14| 1.1 | 116 | 1.18 | 1.09 | 1.06 | 1.09 | 1.09 | 1.08 | 1.04
15 | 1.09 | 1.13 | 1.16 | 1.05 | 1.06 | 1.08 | 1.07 | 1.05 | 1.05
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2.5
— M,1,k)=(2,1,1)
— (M,l,k)=(2,1,5)
— (M,1,k)=(2,1,10)
— (M,1,k)=(2,4,1)
— (M,1,k)=(2,4,5)
— (M,1,k)=(2,4,10)
— (M,1,k)=(2,9,1)
—— (M,1,k)=(2,9,5)

2.0 — (M,1,k)=(2,9,10)

|

1.0

speedup ratio: (normal execution time)/(hex| execution time)

0.5

0.0
h

5.3 loop-unrolling DA 7L — a Y# h 2L X ¥ -BOETRBE O EHELE (R vy FE 1, rotate-
and-sum D FEATEE M=2)
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2.5
— M,1,k)=(7,1,1)
— (M,l,k)=(7,1,5)
— (M,1,k)=(7,1,10)
— (M,1,k)=(7,4,1)
— (M,l,k)=(7,4,5)
— (M,1,k)=(7,4,10)
— (M,1,k)=(7,9,1)
— (M,1,k)=(7,9,5)

2.0 — (M,1,k)=(7,9,10)

1.0

speedup ratio: (normal execution time)/(hex| execution time)

0.5

0.0

5.4 loop-unrolling DA 7L — a Y# h 2L X ¥ -BOETRBE O EHLE (R vy FE 1, rotate-
and-sum D FEATEE M=7)
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2.5
— (M,l,k)=(15,1,1)
—— (M,l,k)=(15,1,5)
— (M,l,k)=(15,1,10)
— (M,l,k)=(15,4,1)
— (M,l,k)=(15,4,5)
—— (M,l,k)=(15,4,10)
— (M,l,k)=(15,9,1)

(M,1,k)=(15,9,5)

20 — (M,1,k)=(15,9,10)

1.0

speedup ratio: (normal execution time)/(hex| execution time)

0.5

0.0 2 3 4 5 6 7 8 9 10 11 12 13 14 15

h

5.5 loop-unrolling D4 7L — a Y h 22X B BoETREOE#ELE (AL v R 1, rotate-
and-sum D EITEE M=15)

5.2.3 EERER (WILFXLYER)

KBEAHDHBEIDICYALF ALy FTOERTGHEREZRT. £/, WEMRZHEN: LT oy b LEbDE
) IZ/RT. 72721, normal & hexl &, Zh£N Ishimaki & [B] DIERFE (AVXSH12 AREH)
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CIREFE (AVXS12 BHPE) =473, 2T, 251, R D2 6 BT IR R FEIC X B2 FHEITR R o iE R
RS, BB, dERIE normal DFEITRE /hexl DT THRELTW5. 6@ 25 bR X, FEfTRfEodEE
RBe7 77 LTRIRLEDBDTH 5.
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# 5.12 rotate-and-sum DEHEIE M=2 ® & & ® Unrolled Trace-Type Function EITHFH O EEHR
(AL v FEL8 T 100 [B1FEFT. (KEMEER) = (normal DFEFTHEM)/(hexl DEFTHER) THH. 772U N/A X
XEYVARBICEDHAERRETH S Z & 2/RT. loop-unrolling BDA 7L —>a v h, BEEXDOLNIL],
KeySwitch (2 3 2 Kk 2L 0% k)

mE/| 10| 1y | aye | s | s | sge | 101 | 1074 | 10g0

1
2

1.11
1.11

1.19
1.16

1.31
1.30

1.30
1.32

1.10
1.16

1.13
1.14

1.17
1.18

1.18
1.17

1.12
1.15

7 5.13 rotate-and-sum Oj#E A% M=7 ® ¥ % ® Unrolled Trace-Type Function FZ{TIFRT Dk fFHR
(AL v FE8 T 100 [|IFEFT. (KEMEE) = (normal DEITHEHM) /(hexl DFEFTHER) THH. 721U N/A X
XEVYVARBICEDBPETRETH 5 Z & &/R"T. loop-unrolling DA 7L —>a Y h, BEEXDOLNIL],
KeySwitch (Zf#H 3 2 Kk ik 0% k)

Mk | 11| /e | 1ye | 51| s/a | g9 | 10/1 | 1074 | 1079

1.37 | 1.51 | 1.58 | 1.25 | 1.27 | 1.32 | 1.20 | 1.21 | 1.21
1.21 | 1.38 | 1.33 | 1.14 | 1.17 | 1.18 | 1.17 | 1.17 | 1.14
117 | 1.27 | 1.30 | 1.16 | 1.14 | 1.16 | 1.16 | 1.15 | 1.11
1.15 | 1.30 | 1.30 | 1.17 | 1.15 | 1.18 | 1.17 | 1.16 | 1.11
117 | 129 | 1.31 | 1.17 | 1.14 | 1.17 | 1.16 | 1.16 | 1.11
1.14 | 1.29 | 1.33 | 1.15 | 1.14 | 1.2 1.17 | 1.15 | 1.11
1.11 1129 | 1.31 | 1.16 | 1.14 | 1.18 | 1.17 | 1.17 | 1.11

N O Ot e W NN =

# 5.14 rotate-and-sum DA EIE M=15 ® ¥ = ® Unrolled Trace-Type Function FETRR DS EGR
(AL v FEL8 T 100 [EI1FFT. (KEMEE) = (normal DELTHEH) /(hexl DFEFTHER]) THH. 7=72L N/A X
XEVARBIZEDBIERETH 2 Z & 2”3, loop-unrolling DA L — a Y h, BEEXD LN,
KeySwitch (2 H 3 2 Kk ik 0% k)

P\k/U| 1/1 | 1/4 | 1/9 | 5/1 | 5/4 | 5/9 | 10/1 | 10/4 | 10/9
1| N/JA | N/A | N/JA | N/JA | N/A | N/JA | N/A | N/A | N/A
2| 137 | 149 | 1.63 | 1.25 | 1.23 | 1.35 | 1.25 | 1.17 | 1.21
3| 131 | 145 | 151 | 1.24 | 1.23 | 1.29 | 1.17 | 1.23 | 1.13
4| 124 | 133 | 135 | 1.21 | 1.18 | 1.24 | 1.17 | 1.18 | 1.13
5| 116 | 1.26 | 1.26 | 1.15 | 1.12 | 1.15 | 1.15 | 1.14 | 1.13
6| 118 | 1.27 | 128 | 1.12 | 1.16 | 1.14 | 1.15 | 1.09 | 1.07
7| 109 | 1.26 | 1.3 | 1.16 | 1.13 | 1.16 | 1.17 | 1.15 | 1.12
8| 116 | 1.29 | 1.29 | 1.18 | 1.14 | 1.17 | 1.17 | 1.14 | 1.06
9| 1.21 | 135 | 132 | 1.16 | 1.14 | 1.17 | 1.17 | 1.1 | 1.1
10 | 114 | 1290 | 132 | 1.15 | 1.14 | 117 | 1.12 | 1.14 | 1.08
11| 119 | 120 | 1.3 | 1.1 | 114 | 117 | 1.1 | 111 | 1.08
12 | 114 | 120 | 1.31 | 115 | 1.12 | 1.17 | 112 | 1.12 | 1.12
13| 115 | 1.3 | 1.32 | 1.14 | 1.16 | 1.21 | 1.09 | 1.15 | 1.1
14| 115 | 132 | 131 | 115 | 1.15 | 1.17 | 1.14 | 1.18 | 1.06
15 | 117 | 1.28 | 1.34 | 1.13 | 1.13 | 1.17 | 1.08 | 1.08 | 1.09
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2.5

2.0

1.0

speedup ratio: (normal execution time)/(hex| execution time)

0.5

0.0

h

(M,1,k)=(2,1,1)
M,1,k)=(2,1,5)
(M,1,k)=(2,1,10)
(M,1,k)=(2,4,1)
(M,1,k)=(2,4,5)
(M,1,k)=(2,4,10)
(M,l,k)=(2,9,1)
(M,l,k)=(2,9,5)
(M,1,k)=(2,9,10)

5.6 loop-unrolling DA 7L — a Y# h 2L X ¥ -IROETRBE O EHELER (RL v FE8, rotate-

and-sum DFEFTEIE M=2)
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2.5

2.0

1.0

speedup ratio: (normal execution time)/(hex| execution time)
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(M,l1,k)=(7,4,1)
(M,1,k)=(7,4,5)
(M,1,k)=(7,4,10)
(M,l,k)=(7,9,1)
(M,1,k)=(7,9,5)
(M,1,k)=(7,9,10)

5.7 loop-unrolling 2D A 7L — a Y# h 2 (L X ¥ -IROETRE O EHLER (R L v FE8, rotate-

and-sum DFEFTEIE M=T)
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— (M,l,k)=(15,1,1)
— (M,1,k)=(15,1,5)
— (M,l,k)=(15,1,10)
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— (M,1,k)=(15,4,10)
— (M,1,k)=(15,9,1)
—— (M,1,k)=(15,9,5)

20 — (M,l,k)=(15,9,10)

1.0

speedup ratio: (normal execution time)/(hex| execution time)

0.5

0.0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

h

5.8 loop-unrolling D4 7L — 2 Y# h #Z{L X B 72RO ETRE O E#LE (R L v RS, rotate-
and-sum D ETEE M=15)
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DHEMT 22 ICTERT2DDTHSEZILNS.

T/, MBI »SHBRICOVWT, M1 ZEELEZLEDLk, BXY, ST AXA—ZFMIcBIT% hicFEHT 3L,
kRPhPRELZBZICONTEHRILRIZI TR > TWSE., ZHUE, SIMDIZX > T—EDEHFILBHIADEHDD,
EEROFTERIIIEMT 2729, SIMD T—EICUEINZ 7T —XORICEMDP RV EHRFERATH 2 EZ LN
5. 1217 L, —HofER, ¥ I M=15 DHFHFICOVTIE, 2HoEm Yy B 228 L TCWAEFRH L. Zh
X, FETEED 100 BICEE XN TWE 226, KETD 26 AZNIRTHANVEOEEZ KRELZII TV D
DrEZOLNS.

~ILFALy FOME (KR BEBH» 5 ER) 2HRET 5L, MiRORBIIBEMICEHA TS 0D, 2k LTH
HLRIINEE—E, OV NALy REDBENZ ehbhrs. T, SALFAL Yy RIZBWT, AL v
FORlax MzE2dbDEeEZLNS.
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WIZHIoT, Mil74 77V LT Intel HEXL[R] ZiEH L 7. 7, Intel HEXL IZIEZFEE A TWRWARY
MVE L ORRBHIEE 2 #7212%2E L, Ishimaki 5 ® unrolled trace-type function[d] ~E/H L7z, FEER DR
B, AVX512 Ki#EH D unrolled trace-type function & Ft#g LT 1.05-2.30 fDEHEHE A E 2 LB L 7.

BUROBE L LTE, #iicHZE LRy M VAT ORRBEREEDMERED, 85 X — X2V NEWHEIET
BT oNDG. Tz, FEFRIC trace-type function ZIEH L7727 7V 7 — 3 a I#EA L7z L TOMEREREHME,
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47



S BT

AF7EIE, JST CREST (JPMJCR1503) OXEZ%1I72dDTH 5.
X7, AR ED 2 IIHD, ZLOTHREEZTHWIIZHRABEIICESE@LH L BT ES. £, WIZEICH
LThkA RERZ T & o IUAMREDERICHECE#H WL 7.

48



1]

[4]

[5]

[6]

[10]

[11]

[12]

International Data Corporation (IDC). Data creation and replication will grow at a faster rate than
installed storage capacity, according to the idc global datasphere and storagesphere forecasts. https:
//www.idc.com/getdoc. jsp?containerId=prUS47560321, 3 2021. (Accessed on 01/06,/2022).

Craig Gentry. Fully Homomorphic Encryption Using Ideal Lattices. In Proceedings of the Forty-First
Annual ACM Symposium on Theory of Computing, STOC ’09, pp. 169-178, New York, NY, USA, 2009.
Association for Computing Machinery.

Jung Hee Cheon, Andrey Kim, Miran Kim, and Yongsoo Song. Homomorphic encryption for arithmetic
of approximate numbers. In Lecture Notes in Computer Science (including subseries Lecture Notes in
Artificial Intelligence and Lecture Notes in Bioinformatics), Vol. 10624 LNCS, pp. 409-437. Springer
Verlag, 2017.

N P Smart and F Vercauteren. Fully homomorphic SIMD operations. Designs, Codes and Cryptography,
Vol. 71, No. 1, pp. 57-81, 2014.

Yu Ishimaki and Hayato Yamana. Faster Homomorphic Trace-Type Function Evaluation. IEFEE Access,
Vol. 9, pp. 53061-53077, 2021.

Wonkyung Jung, Eojin Lee, Sangpyo Kim, Jongmin Kim, Namhoon Kim, Keewoo Lee, Chohong Min,
Jung Hee Cheon, and Jung Ho Ahn. Accelerating fully homomorphic encryption through architecture-
centric analysis and optimization. IEFE Access, Vol. 9, pp. 98772-98789, 2021.

Fabian Boemer, Rosario Cammarota, Daniel Demmler, Thomas Schneider, and Hossein Yalame. Mp2ml:
A mixed-protocol machine learning framework for private inference. Cryptology ePrint Archive, Report
2020/721, 2020. https://ia.cr/2020/721.

Fabian Boemer, Sejun Kim, Gelila Seifu, Fillipe de Souza, and Vinodh Gopal. Intel HEXL: Accelerating
Homomorphic Encryption with Intel AVX512-IFMA52. In Proceedings of the 9th on Workshop on
Encrypted Computing Eamp; Applied Homomorphic Cryptography, WAHC 21, pp. 57-62, New York,
NY, USA, 2021. Association for Computing Machinery.

Jung Hee Cheon, Kyoohyung Han, Andrey Kim, Miran Kim, and Yongsoo Song. A Full RNS Variant
of Approximate Homomorphic Encryption. In Lecture Notes in Computer Science (including subseries
Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), Vol. 11349 LNCS, pp.
347-368. Springer Verlag, 2019.

Junfeng Fan and Frederik Vercauteren. Somewhat practical fully homomorphic encryption. Cryptology
ePrint Archive, Report 2012/144, 2012. https://ia.cr/2012/144.

Zvika Brakerski. Fully homomorphic encryption without modulus switching from classical GapSVP.
In Lecture Notes in Computer Science (including subseries Lecture Notes in Artificial Intelligence and
Lecture Notes in Bioinformatics), 2012.

Zvika Brakerski, Craig Gentry, and Vinod Vaikuntanathan. (Leveled) Fully Homomorphic Encryption
without Bootstrapping. ACM Transactions on Computation Theory, 2014.

49


https://www.idc.com/getdoc.jsp?containerId=prUS47560321
https://www.idc.com/getdoc.jsp?containerId=prUS47560321
https://ia.cr/2020/721
https://ia.cr/2012/144

[13]

[17]

18]

[19]

[24]

[25]

Ilaria Chillotti, Nicolas Gama, Mariya Georgieva, and Malika Izabachéne. Faster fully homomorphic
encryption: Bootstrapping in less than 0.1 seconds. In Lecture Notes in Computer Science (including
subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), Vol. 10031 LNCS,
pp- 3-33. Springer Verlag, 2016.

P V Ananda Mohan. Residue Number Systems. Springer International Publishing, 2016.

PALISADE Lattice Cryptography Library (release 1.9.2). https://palisade-crypto.org/, 4 2020.

Jean Claude Bajard, Julien Eynard, M. Anwar Hasan, and Vincent Zucca. A Full RNS Variant of FV
Like Somewhat Homomorphic Encryption Schemes. In Lecture Notes in Computer Science (including
subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), Vol. 10532 LNCS,
pp- 423-442. Springer Verlag, 2017.

Kyoohyung Han and Dohyeong Ki. Better bootstrapping for approximate homomorphic encryption.
In Lecture Notes in Computer Science (including subseries Lecture Notes in Artificial Intelligence and
Lecture Notes in Bioinformatics), Vol. 12006 LNCS, pp. 364-390. Springer, 2020.

Gentry Craig, Shai Halevi, and Smart Nigel P. Fully Homomorphic Encryption with Polylog Overhead.
In Pointcheval David and Thomas Johansson, editors, Advances in Cryptology - FEUROCRYPT 2012,
pp. 465-482, Berlin, Heidelberg, 2012. Springer Berlin Heidelberg.

Shai Halevi and Victor Shoup. Algorithms in HEIlib. In A. Garay, Juan and Rosario Gennaro, edi-
tors, Advances in Cryptology - CRYPTO 2014, pp. 554-571, Berlin, Heidelberg, 2014. Springer Berlin
Heidelberg.

Craig Gentry, Shai Halevi, Charanjit Jutla, and Mariana Raykova. Private Database Access with HE-
over-ORAM Architecture. In Malkin Tal, Vladimir Kolesnikov, and Lewko Allison BishopPolychronakis
Michalis, editors, Applied Cryptography and Network Security, pp. 172-191, Cham, 2015. Springer Inter-
national Publishing.

Ahmad Al Badawi, Louie Hoang, Chan Fook Mun, Kim Laine, and Khin Mi Mi Aung. PrivFT: Private
and Fast Text Classification With Homomorphic Encryption. IFEFE Access, Vol. 8, pp. 226544226556,
12 2020.

Intel Corporation. Intel ® intrinsics guide. https://www.intel.com/content/www/us/en/docs/
intrinsics-guide/index.html. (Accessed on 01/22/2022).

Aguilar-Melchor Carlos, Jorisand Guelton Serge Barrier, Guinet Adrien, Killijian Marc-Olivier, and
Lepoint Tancrede. NFLIib: NTT-Based Fast Lattice Library. In Kazue Sako, editor, Topics in Cryptology
- CT-RSA 2016, pp. 341-356, Cham, 2016. Springer International Publishing.

Shai Halevi and Victor Shoup. Faster Homomorphic Linear Transformations in HElib. In Hovav Shacham
and Alexandra Boldyreva, editors, Advances in Cryptology - CRYPTO 2018, pp. 93-120, Cham, 2018.
Springer International Publishing.

Bossuat Jean-Philippe, Christian Mouchet, Troncoso-Pastoriza Juan, and Hubaux Jean-Pierre. Efficient
Bootstrapping for Approximate Homomorphic Encryption with Non-sparse Keys. In Canteaut Anne and
Frangois-Xavier Standaert, editors, Advances in Cryptology - EUROCRYPT 2021, pp. 587-617, Cham,
2021. Springer International Publishing.

PALISADE Lattice Cryptography Library (release 1.11.5). https://palisade-crypto.org/, 2021.
Martin Albrecht, Melissa Chase, Hao Chen, Jintai Ding, Shafi Goldwasser, Sergey Gorbunov, Shai Halevi,
Jeffrey Hoffstein, Kim Laine, Kristin Lauter, Satya Lokam, Daniele Micciancio, Dustin Moody, Travis
Morrison, Amit Sahai, and Vinod Vaikuntanathan. Homomorphic encryption standard. Cryptology
ePrint Archive, Report 2019/939, 2019. https://ia.cr/2019/939.

50


https://www.intel.com/content/www/us/en/docs/intrinsics-guide/index.html
https://www.intel.com/content/www/us/en/docs/intrinsics-guide/index.html
https://palisade-crypto.org/
https://ia.cr/2019/939

FEx A

loop-unrolling @D 7L —> 3> h 2Z1t
SE RO EITERE

Mo, % B2HTITH-72%EIcB W T, loop-unrolling DA 7L — a Y h 2 Z (L X B/ BDFEST
RzMEERKE LTy FLZ3dDTH 3.
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normal hexl 0 normal hexl|
(M.l,k,h) =(2,1,1,1) (M,LLk,h) =(2,1,1,2)

A.1 loop-unrolling BD A4 7L —> a Y$ h 2L EELEFEOFEITRE (AL vy 1, rotate-and-sum
DFELTEE M=2, BEEX DL~ 1=1, KeySwitch I3 2Rk E0% k=1)
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normal hexl normal hex|
(M.l,k,h) = (2,1,5,1) (M,lLk,h) = (2,1,5,2)

A.2 loop-unrolling DA 7L —> a Y h 2B XV BOFETRMAE (AL v FE(1, rotate-and-sum
DFEFTEIE M=2, BEE DL~ 1=1, KeySwitch 2§ 2 k%D k=5)
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normal hexl 0 normal hex|
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A.3 loop-unrolling D4 7L — a Y$ h # 2L X B /BEOFETHRE (AL v R 1, rotate-and-sum
DFEATEE M=2, BEEXD L~V 1=1, KeySwitch 2§ 2Rk EDR k=10)
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A4 loop-unrolling DA 7L —> a Y h 2B XV BOFETRME (AL v FE(1, rotate-and-sum
DFEFTEI M=2, BEEX DL~ 1=4, KeySwitch 2§ 2 k%O k=1)
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A.5 loop-unrolling D4 7L — a Y h # 2L X BEOFETRE (AL v R 1, rotate-and-sum
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A.6 loop-unrolling D14 7L —> a Y h ZE(LX B BOFETRME (AL vy FE1, rotate-and-sum
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