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ABSTRACT

Vehicular Networks (VN) or VANETS has become a cutting-edge topic in the development of
innovative solutions for the automotive industry and of special interest to transit management
authorities. Well known examples of. the potential benefits of enabling communications in
vehicles is fostering a better driving by reducing the risk of accidents on the road. Besides the
transmission of safety messages among vehicles in the vicinity, the development of non-safety
applications will allow the delivery of information services to potential users willing to request
them in on-demand basis. To provide such type of services, major challenges need to be
tackled to offer secure and reliable communication in anonymous and sometimes hostile
communication environments on the roads. These challenges cover security, billing and

accounting issues to provide a secure access to services.

The objective of this thesis work is to propose a service architecture for on-demand services in
vehicular environments. A key point to keep a robust information service supply, stands in the
capacity to provide and manage security mechanisms which comprise authentication and
authorization of subscribers following a temporary subscription model. These features, along
with privacy mechanisms, will offer to the communicating peers a secure way to mutually
access and exchange information even if no previous knowledge of each other is available.
Policies of service providers can regulate the supply of information services according to the
subscribers' profiles. Providers can also define the implementation of accountability models in
the form of metering and billing schemes appropriate for VANETS. This will result in the
implementation of incentive and collaborative mechanisms to foster service delivery among

vehicles.

Keywords: Service Architecture, Security, Provisioning, VANETS
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RESUME

Les Réseaux véhiculaires (VN) ou VANETS sont devenus un sujet d'avant-garde dans le
développement de solutions innovatrices pour l'industrie automobile. Rendre possibles les
communications véhiculaires promeut une meilleure conduite tout en réduisant le risque
d'accidents sur la route. Outre la transmission de messages de sécurité entre les véhicules,
d’autres types d'applications pourraient étre congus pour fournir des services d'information aux
utilisateurs potentiels. Des défis majeurs ont besoin cependant d'étre abordés pour offrir une
communication sur la route sécurisée et fiable dans des environnements anonymes et
quelquefois hostiles aux communications. Ces défis sont des problémes de sécurité, de
facturation jusqu’a des problémes de comptabilité pour fournir un accés sécurisé et fiable aux
services offerts sur la route. L'objectif de ce travail de thése est d'explorer et proposer une
architecture de services pour les services sur-demande dans les environnements véhiculaires.
Un point clé pour offrir des services informationnel robustes est la capacité de fournir et gérer
les mécanismes de sécurité qui comprennent l'authentification et I'autorisation d'abonnés. Ces
caractéristiques, conjointement avec les mécanismes de préservation du caractére privé des
communications, offriront aux usagers une maniére sécurisée d’accéder et d’échanger des “
informations. Les politiques de fournisseurs de service peuvent réglementer
I’approvisionnement de services d'information selon les profils des abonnés. Les fournisseurs
peuvent définir aussi l'implémentation de modeles de responsabilité sous forme de
mécanismes de mesure et de facturation appropriés pour les VANETS. Ceci aura pour résultat
I'implantation de mécanismes de collaboration pour promouvoir la délivrance de services a

travers des véhicules participants.b

Mots clés : l'Architecture de Services, Sécurité, Facturation, VANETS
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CHAPTER 1

INTRODUCTION

Vehicular Ad Hoc Networks (VANETS) are intended to enable short and medium range
transmission for vehicle-to-vehicle or vehicle-roadside communications. One main service
that is enabléd by VANETS is safety applications. The potential benefit associated to vehicle
safety applications is to reduce the number of accidents on the road. This is because
communications makes possible the propagation of cbllision avoidance warnings, current road
conditions, triggered messages about unexpected events, traffic information and the exchange
of driving information among vehicles for an optimal drive. Given the nature of safety
applications, the exchange of this type of information needs to be distributed in a real-time
basis since related situations are safety critical or life threatening. Nevertheless the advantages
of safety applications, the development of a communication technology, namely IEEE 802.11p
[Antipolis, 2005], capable to support vehicular messages is still not concluded since the initial
efforts 10 years ago. Contributors such as official transport authorities, academia and
automotive industry have been involved in technical working groups to consolidate the release
- of the wireless vehicular standard. Given the intrinsic complexity in deploying vehicular
networks and other external constraints such as legal issues, the completion of the technology
roadmap has been delayed. This resulted in some inconvenience such as, for example, the
deferral of the goal targeted by the European Union Transit Commission which aimed to
reduce the number of accidents occurred in the year 2000 to half of that number by the year
2010 [TERM, 2002].

Besides the implementation of wireless technology for safety purposes, another trend of
potential applications vincreasingly being considered is the deployment of commercial non-
safety services. This type of applications can be thought of distributed mobile applicationé
provided possibly by different service providers that use shared communication channels on

the road. This means that providers might use different business models to offer multiple
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services that exceed the limited range of services commonly offered by a single network
operator. In this context, extended cooperative services represent a key opportuhity to exploit
that has got a huge potential of economic profitability since different providers might be able
to offer their applications through open standard platforms. Thus in a competitive market,
providers would be distinguished by the type of value-added services offered to their potential

users.

One of the main challenges in the deployment of vehicular networks is that it might require the
installation of expensive infrastructure strategically distributed on the road. In most of the
cases, the coverage range will depend on the density of potential users’ demands; for exarr;ple,
highly populafed areas such as cities would require more coverage capacity than sparsely
inhabited rural areas. Once the infrastructure is available, the array of commercial services
broadcasted on the road can be extensive. One can think of Internet access, vehicle
infotainment, navigation assistance for transportation logistics management and high speed

automatic toll collection services.

1.1 Context and problematic

Service provisioning models for VANETS need to consider the convergence of heterogeneous
service applications whose success depends on the implementation of robust architectures.
Heterogeneous service applications are considered to be open architectures from different
service providers which can be integrated on the same wireless access infrastructure. These
architectures must be able to maintain their overall performance when facing real life
scenarios on the road. In many cases, communications in such a highly ‘open’ model can be
subjected to many security threats that can hinder the reliability and the survivability of
services provider businesses. For example, potential anonymous attackers might be present
and represent a potential risk to any ongoing service delivery. Additionally, resources
availability can be compromised by “lying” users which send false emergency messages to
have some kind of advantage on the road, or any sort of communication attack that attempts to
disrupt services. For these reasons, it can be assumed that any communication that takes place

in an open public area and in the presence of non-trusted or anonymous peers can potentially
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experience communication attacks. In other words, any vehicle in the surrounding area is a

non-trusted entity and can be labelled as a potential attacker.

A question that raises then is how a service offered on the road could be granted and delivered
to a user in a secure manner in untrustworthy surroundings. In a vehicular context, it is
legitimate to assume that any registered vehicle on the road can have the capability to initiate
service requests to any service infrastructure. Furthermore, current trends in the automobile
and telecommunication industries suggest vehicles must be capable to communicate among
them and with the road infrastructure even if no previous communication has been set up
before. This implies that the exchange of messages must be supported by non-trusted entities
with a significant risk of presenting forwarding misbehavior. As the nature of traffic flows
suggests, it becomes evident that one importanf issue in VANETS deals with dynamic and
highly mobile drivers’ patterns and which could join accessible wireless networks in a

transient or sometimes unpredictable manner.

Based on the above, crucial challenges need to be tackled concerning security, privacy of
information and charging operations of on-road services. In general, a key point to maintain
robust information services relies in the capacity to provide and manage security mechanisms
which comprise authentication and authorization of users. These features, along with privacy.
mechanisms, need to be offered to the communicating peers to mutually access and exchange
information. The security features can be adapted to the vehicle network domain but with the
appropriate strategies for their implementation in highly dynamic environments. The supply
of information services on the service providers side can also be regulated according to users'
profiles. Depending on those profiles, it is possible to classify the type of service model into a -
compulsory subscription model or an on-demand registration model. In a compulsory
subscription model, the subscriber is required to be registered in the provider's databases and
to follow access control regulations, get the appropriate permissions and be subjected to
service policies. In an on-demand registration model, no previous subscription is needed and
the service request and use of services will last as long as the communication link between the
subscriber and the wireless infrastructure is established. However, challenging issues arise
concerning security and billing capabilities in highly dynamic networks. Most of on-demand -

services offered on the road can be considered as informative; for instance, a provider can
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advertise its services through the roadside infrastructure to potential customers, i.e. current

sales in department stores or a gas station advertising its oil prices.
Given the aforementioned background context, the objective of this work is that:

“The proposed service architecture must guarantee security, authentication
and privacy features in order to establish a service session between an
unknown transitory vehicular user and a service provider on the road in an

acceptable delay given normal vehicular mobility.”

For the rest of this work, a user is considered to be attached to a specific vehicle in a one-to-
one relationship.

In this work, security features address the generation of session keys by the service
architecture for the user and the service provider. Session keys will protect the delivery of
any kind of services for an ongoing session. Authentication capabilities are based on the
validation of disclosed public key certificates through Certificate Revocation Lists (CRL)
which detect and disable potential compromised certificates by verifying their most current
revocation status. Privacy features, are related to the generation of pseudonyms during the
establishment of a session between the user and the service provider. Though there is certain
level of privacy granted to the user, full liability must be preserved throughout the service
delivery process, assuring 'non-repudiation characteristics to maintain accountability of the

communicating parties.

1.2 Proposed solution

Pl

This thesis work proposes security, privacy and incentive approaches that can be implemented
in VANETS in a spontaneous on-demand service scenario. The work identifies some key

assumptions relevant to the development of service models for VANETS as follows.

1. Hybrid architectures will coexist to provide vehicular-to-vehicular and vehicular-
infrastructure communications on the road. Heterogeneous wireless access

technologies can be deployed and support seamless interoperation on the road.



22

2. Multiple heterogeneous service providers can coexist to support a vast variety of

services announced by the roadside infrastructure.

3. Multiple authorities can support the operation of district regions. Collaboration

‘among different transit authorities might be required, as well as, international
transit authorities reinforcing global mobility of vehicles in geographical areas, i.e.

North American and European Union trade regions.

4. Governmental authorities are the entities ‘appointed to assign official credentials

and certificates to vehicles. This regulation is similar to the procedures followed in

conventional license plate registers. |
5. A district region can hold private and official transit entities but governmental

authorities have prime control of the infrastructure and its corresponding

management.

The key concerns that have been identified in the implementation of a service architecture

which guarantees a secure service delivery can be summarized in the following questions and

for which corresponding solutions are addressed along this research work.

1.

Can a non-trusted vehicle get access to an on-road service without being registered
previously to access a provider and how can this service be securely delivered?

In a dynamic environment such as the one experienced in vehicular networks, open
public service architectures need to offer the possibility to deliver services to potential
users without previously being registered or subscribed. This issue is addressed in
chapter 4 section 4.2 where spontaneous on-demand services are explained. The
second part of this question regarding the way secure services are delivered is covered
in the secure model addressed in chapter 4 section 4.3 where session attributes are
securely dispatched between a corresponding user and a provider. This proposal is
complemented with a district service architecture defined in chapter 5 section 5.4 and
which was published in the International Journal of Autonomous and Adaptive
Communication Systems — IJAACS 2009 [Coronado and Cherkaoui, 2009]. |

The analytical model of the service architecture was studied in detail and three types of

protocols in an extended district service architecture were defined depending on the
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vehicular scenario. The work was published in the Wiley’s International Journal in
Security and Communication Networks 2009 [Coronado and Cherkaoui, 2009].

2. How can a non-trusted vehicle be charged for a service advertised on the road?
This concern is addressed in Chapter 5 section 5.6 where charging operations can be
supported by a district service domain. |

3. In an ad-hoc environment, how can services be delivered to the requester if multi-hop
communication among non trusted vehicles is required? |
To tackle the challenge of promoting participation of peer vehicles in a multi-hop
environment, it might be necessary to define a set of incentive mechanisms for the
delivery of services through intermediate nodes. This concern is addressed in Chapter
5 section 5.7 where collaboration among vehicles is defined through the issuance of

incentives to active participating vehicles.

In summary, the service architecture must be able to issue temporary session keys for the
potential user and the service provider. These keys must be valid only during the session. The
dispatch of session keys must be done once verification of user’s certificates and the available
credit takes place. Additionally, policy control and authorization tasks have to be done for

resource assignation purposes.

Mobility must be supported by the interaction of neighboring service architectures, when a
service session is active and the access to the network must be given in the new service
architecture domain. = The architecture uses the premise that service architectures are

controlled and managed by official authorities defined according to their geographic location.
1.3 Thesis Contribution

The main contribution of this work is to propose a service architecture which allows access to
spontaneous on-demand services for transient mobile vehicles. The architecture consists of a
set of main elements and protocols that prov