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Leveraging Internet-98 Technology for Computer Healthcare Networks: to its Limits and
its Limitations

Abstract

To what extent can current Internet techndogy be leveraged to fulfill t he vision d the dedronic
patient record (EPR) as a multimedia oljed and the healthcare information system as a seaure
distributed computing retwork? We eylore provision d reliable, seaure, intuitive, and
inexpensive medical Intranets throughsimple scripting andconfiguration — avoiding the need for
large programming teams. By prototyping the EPR as a seaure newsgroup we demonstrate the
feasibility of a basic workflow system that: preserves a signed-paper style \isibility of patient
data at all times; enriches presentation with multimedia orline image exam viening and ser
controlled arimation; whilst proteding confidential patient data via encrypted daa
transmisgon, digital signatures, and auhenticated user-accesscontrol. In the process ®veal
limitation d thistechndogy are uncovered.

Introdu ction

A cortroversial aspect of the rise of the Internet and its techndogy has been the potential to use
esentially free software to enable information exchange between remotdy cooperating
professonals. Surdly it has to be unsafe to trust such software particularly in the healthcare sector
where patients’ lives can be at stake. However, the traditional proprietary client/server systems can
be so expensive to commisson whilst still remaining fairly low-tech [IOM 1994, or lacking
clinical functionality [Keen 1998 it may be worth considering hav Internet techndogy might
actually be leveraged. To succedl it neeads to satisfy stringent security concerns [Anderson 96,
Clayton 1999 and integrate visualization d medical image exams. We share the vision d the
eectronic patient record (EPR) as a multimedia object and the healthcare information system as a
secure distributed computing retwork [Sacoor 1997.

A defining feature of the Internet is that it runs on free software (e.g. the Apache web server)
without which most of the Web would na exist. Computer software has always has always been
crafted by talented people outside of commercial imperatives (withess Perl, GNU, and Linux).
Public domain softwareis now recogrized o having a pedigreeof its own and hes often been more
rigorously tested than anything produced by commercial software houses. In place of the usual
“babhble’ of incompatible proprietary formats (eg. MS Word 6 & 7) open standards are adaopted.
These are often the fruits of independent bodies (eg. HTML; HTTP; CGI) such as the W3C
consortium guided by long term interests for forward and backward compatibility. The pulic
domain also ddivered the first leading Internet browser Mosaic. The Internet browser is a
remarkable variation d thetrend—for threeyears it has been developed by commercial teams (first
at Netscape then also at Microsoft) to be “ given away” as lossleaders to the publlic. The browser
war is about establishing control over the future direction d the Internet and thus its auxiliary
market — nat sdling browsers. The ensuing competitive development has carried the original basic
browser through an acceerated evolution so that now both Netscape and Microsoft's current
version 4 browsers deiver a remarkably sophisticated set of similar features at no cost. This
evolution has gawned two new open standards that may stimulate serious applications in such
domains as medical information systems, namey: the client-side JavaScript (CSJS) scripting
language and the Secure Socket Layer (S.) protocol.
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The main auxiliary markets is that of the Intranet: a private internet built inside an institution a
enterprises that can provide an inexpensive, aternative to traditional distributed network
applications (client server database access. Families of servers have been developed Intranets
expandng the functionality of existing puldic domain servers and allowing a tighter degree of
integration and management. At isaue hereis the evaluation d this techndogy s potential for direct
transplantation into dstributed healthcare communications. We neal to dstinguish whether it is
capable of providing more than a mere powerful but semi-reliable toy for surfing the web. Can it
be integrated to render medical intranets that do useful tasks reiably, securdy, efficiently and
inexpensively? How much o this can be achieved:

Using simple corfiguration and scripting;

Without having to resource and maintain an army of programmers,

Without entirdly re-equipping the &isting computer-base of an institution;

Without being subverted into proprietary (lock-in) techndogy d the browser providers?

We may appear to be tying aur hands unnecessarily behind aur back by refusing to program, but
whatever can be achieved in this manner should be particularly applicable in lessfavored regions
where IT professonal “hands’ are often a scarce resource, and where next-generation Internet
may na arrive for some time to come. This approach complements a current trend towards the
deployment of crossplatform, object oriented, distributed computing such as the Telemed project
at Los Alamos where having demonstrated some capabilities of previous browsers to convey
virtual patient records [TedeMed 96] — work has now moved on to implementations via Java
programming and CORBA interfacing. Although that approach can have benefits it does tend to
impose delays whil e clients wait to dowvnload the Java byteaode necessary to run the applications.

This is particularly frustrating if an installed browser already contains identical functionality (e.g.
form-based requests, or basic image viewing). Moreover, alternatives to Java/CORBA middeware
can require alot of codeto gain similar crossplatform status (e.g. the HANSA project [Blobd and
Holena 1997 took two million lines of code to define a Distributed Healthcare Environment API
that runs on both Unix and Win NT). A clear case can be made for a component-based system
architecture that allows intdligent use of small subsets of the whde information system without
nealing access to all of its parts [Rosenberg 1997. We intend to harness existing browser
comporents (e.g. readers, mailers, security modules, €c), whereas Jva deveopers must re-
implement these and may adapt the energing component architectures of JavaBeans [Sun 199§ or
CORBA-3 [OMG 199§. Software components ideally should map on to system sub-units that,
like black boxes, satisfy, whenever possble, discrete dement of the system’s functionality without
nealing general conrectivity to the rest of it.  Establishing key components early on leveraging
browser parts, should have several benefits:

* The human computer interface retains an esential degreeof famili arity and transparency. The
user may already know and predict the behavior of the user interface components — and so may
fed ready to confirm important decisions digitally.

* To achieve functionality beyond the capabilities of the browser a roadmap already exists to
implement platform neutral, distributed components using Java/CORBA [Orfali and Harkey
1997.

» System design can be achieved incrementally by upgrading components. Work on any ore
component might procea fairly independently — easing any development.
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Thegoal of software re-use has driven a trend towards object-oriented crossplatform components.
Whenever previously developed software can be re-used without going back to the program code
system development ought to accelerate [Brooks 1995. Hesalthcare institutes that successully
adopt the components within Internet browsers and Intranet servers would demonstrate exemplary
re-use.

Extending the paper metaphor: Patient record as secure newsgroup

For text-based reporting, computer interfaces that mimic paper forms have proven intuitive and
have remained popular ever since their early days on dumb-terminals conrected to an SQL
database (DB). The mundane interactive text fidd that can be filled-in and modfied now
constitutes part of the furniture of the human computer interface. The Internet has extended the
paper-form metaphor into the realm of remotely accessble, platform-independent, multimedia
presentations. The WMED system [Brelstaff and Loddo 1996 demonstrated this aspect by
augmenting medical images with clinical text extracted from a relational DB. Its web server ran a
CGlI script written in Perl that linked to images, made SQL queries then formatted the replies into
HTML. CGI — the Common Gateway Interface - remains the main workhorse for serving DB
content acrossthe web (despite the advent of superior programming techndogy. eg. JDBC, WAI,
Apache-ModPerl). Unfortunately however, most data entry methods drop the intuitive paper
metaphor as on as a form gets submitted. Transparency is immediately lost —medics neither
know where the data has gore nor whether it was manipulated during the processto misrepresent
them. With a paper form they would fill it in signit and make a phatocopy for their files before
dispatchingit. That corresponds much more to sendng a digitally signed email than a CGI form.

In fact, addressgng the amail to a seaure newsgroup allows a digital phatocopy to become rapidly
availableto all who reed to consult or updateit. A singe news hast could contain a newsgroup for
each patient in a hospital department so as to implement a collection d EPRs. For each patient the
correspondng rewsgroup (seeFig. 1.) could contain a pre-specified set of threads that map on to
each dstinct section in a paper patient record (eg. identity data: generality, clinical plan,
diagnoses, vital signs, etc). Each d these threads would be initialized with a blank form
appropriate to that section. As the patient progresses within the department medics would
successvely accessand update the latest version d the form. Thus a temporal audit of the state of
the form gets ssamlesdy compil ed and becomes nonreputable whenever medics digitally sign their
submisson.
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+ Suztem
O, Gavin Brelztaft
Clinical Plan
Diagnozes
Yital Signs

From: "Cir. Gavin Brelstaff" <qjb®bipbip.crsd.its
Subject:Generality

[Gencrality] - Patient-Id: 0101

Surname: Doz Rrst-names: John

Birth-place: jhilon Sex: i

Resident-In: Cagliari Age: 71

Remorks
Tranzitory Izchemic Attack
TTE shows acute Miocardial infarction

[Excarn: TTE] [Exam: ¥ Ray:Chest] [Exam: Angiography: Aorta)]

Figure 1. Implementing an eledronic patient record as a seare news group. Here patient
0102 s generality isvisible asan HTML page digitally signed by the medic who wroteiit.

This represents a primitive variety of a medical workflow system. A workflow system typically
tracks the flux of digital documents around pre-specified paths in an enterprise (c.f. Lotus Notes).
Ours could promote asynchronaus communications between medics - which evidence suggests can
often be more dfective than drect means [Coiera and Tombs 1999. For example, a radiologist
may neel to be alerted that a request has arrived for an examination. He may then schedule that
request for a certain date and post a reply. After the exam takes place he would then foll ow-up
with the submisson d his report. This is feasible using the pre-structured newsgroup of
successvely refined forms as outlined above. Workflow more usually directs messages to personal
mailboxes. There the radiologist would check his email for new requests for work. To maintain
network-wide visibili ty of the work queue the email would need to reside on a central mail server.

A secure IMAP4 mail server (not POP3) might serve that need. IMAP4 and secure news protocols,
in fact, share many similarities [Uddll 1999. However, an IMAP4 server is really designed for
private (nat group) reading — so imposing a structured grouping and threading with IMAP4 is less
stable than with a newsgroup. Note, however, newsgroups do nd implement transaction
management (TM) so unlike commercial medical workflow systems (e.g. [Schmidt 1997) it is
difficult to prevent two medics smultaneously compiling the same form. Neverthdess it is
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interesting to ill ustrate what can be dore without TM, while bypassng venerable formal message
passng protocols such as EDIFACT [UN 1999 or HL7 [HL7 1994. To dothis, some technical
detail s remain to be resolved:

How can form data be mail ed and still stay like paper?
How can a mailed form be signed?

How can patient confidentiality be maintained?

How can medical images be furnished to the browser?
What Intranet components are required?

Theseisales are addressed in turn in the remainder of this paper.
How can forms be mailed — and still stay like paper?

Sending an HTML form by email is more tricky than posting its data to a CGI program. Thisis
because the data filli ng in the form’s blanks is transient in reture as it does nat constitute part of
the page's HTML description. Naively filling in a form then using the browser’s Send Page
facili ty to launch the mail program with that page pre-attached just results in a blank form getting
mailed. Somehow, the form’'s data neals to be fused into its HTML before the mailer gets
launched. Fortunatdy, this can be achieved using CSJS. CCJS allows you to accessthe data in
the form and then owerwrite the HTML on the page (a primitive but stable form of dynamic-
HTML) to reflect the data in a permanent manner. Thus a frozen version d the form can be
written with an identical layout to the original — bu with nolonger any means of interactively
modifying cata. Syntactic care is required to correctly transpose each o HTML's various form
dements (text, textarea, checkbox, sdect, button, etc) into its correspondng fixed text version.
The process of freezing the form can be initiated in response to the click of the form’s Comrit
button. This button is nat present in the frozen version, but is transposed into a means of re-
activating the form. Reactivation may be applied immediately by the medic to make a correction
before mailing, or elseit may be made by anyore respondng to the message in the newsgroup —see
Fig. 2.

To achieve a robust reactivation mechanism in the frozen form we inserted a hypertext link labeled
Activate Form. This link when clicked calls the HTML page of the original blank form with a
search string attached at the end d the URL containing all the data that was frozen in the form.
Thus the original blank form has to contain additional CSJS to enable it to parse the data in the
search string (like a CGI program does) and then to enter that data & values in the appropriate
formfidds. In effect, we are using a re-entrant script that has two states:
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E@ Electionic Patient Record: Generality - 0101 - Hetscape Discuszion

Electronic Patient Record: Generality - Hetscape

[Generality] - Patient-Id: 0101

Surname : ID':'E Rrzt=-names: IJ':'hIl

Birth-place: |Milan Sex: @ mOF

Resident-In: IEagliari Age:

Remorks

Transitory Ischemic Attack
TTE shows acute Miocardial infarction

Figure 2: The form previously submitted to pdient 0101s generality sedion is gored in the
newsgroup & a frozen HTML page, but it can be re-activated by anyone authorized to read it by
simply dicking onthe Activate Form link. The resultant form (raised) can then be resubmitted
once updaed by dicking onthe Commit button. Furthermore, imaging exams can ke viewed as
pop-upwindows (e.g. Fig. 4) by dicking the named buttons.

* Frozen whenin stored in the newsgroup, and visible in the news reader.
= Active once launched into the browser — by clicking Activate Formin the news reader.
* Frozen (again) in the browser — having clicked onthe Commit button.

In the latter case the pageis ready to e-mail to the newsgroup from where a subsequent work cycle
can begin. 1t would be ill -advised to leave the process of addressng the email to the medic — any
mistake may send confidential data to a randam recipient! For this reason, the CSJS function that
handes the clicking d the Commit button carries out a secondtask. It launches the mailer with the
address and subject of the message pre-specified - correspondng to the patient (newsgroup) and
the section (news-thread).

Thisis achieved by co-calli ng a link specified according to the mailto: protocol. The mechanism by
which the page gets attached is somewhat dependent on the browser type and version. The ideal
browser appears to be Netscape 4 running on Unix or a Mac where the ettire page can be
prewritten as HTML directly into the message of the mailer merely by specifying the
&body=myHTML fidd o the mailto: protocol. Testing for Internet Explorer 4 has been
confounded by mailto corfiguration problems. However, Netscape 3 and 4 on Windows require
the user to learn threeor four fairly precise mouse clicks that navigate the attachment dialog and
drop in the URL listed under the Page Info window.
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How can a mailed form be signed?

Public key (PK) cryptography permits the signing d digital messages. The infrastructure
necessary to signand \erify messagesis built-in to Netscape 4. This infrastructure comprises both
the handing d digital certificates containing the necessary keys and the module required to
implement the SIMIME protocol [RSA 1996. As Fig. 3 shows, each participant must be assgned
a private (secret to them) and pulic key. Something encrypted with the private key can orly be
decrypted with the puldic key and viceversa. Signing a message invaves deriving a message
digest (MD) from the private key and the message contents. Anyore posessng the pulic key can
reverse the cryptographic processto verify the message. The private key acts as scret token that
vouches for the individual’s identity and the MD indcates that the message has nat suffered
tampering. (Note, that since Netscape 4.04 it has also become possble to sign text and CGI forms
- but nat HTML - using the same certificates and keys.)

How S/MIME works

Ch S m ex e

Ol i i exage I
+Werif icat ian

er ify & Identicd

Viessage Digest

FE encrypt
[FK encrypt |

Digital 5 ignature

Ol Sl M ersmge I
& Digital Sig. I Gener at e random
session key Dz:-:;j:l_s-in:e:ﬁs_s oge II
igital 5ig.
- ==
DES enarypt Fiwin DES key

PK encryvpt

Serder'’s Key par

F#lvele Fey

Joinlisth IME) Fublic Key

DES decrypt

Recewer 5 Key par

Encrypted msg

Fublic Key
& Digital 5ig.

Enaypted msg
& Digital Sig.

Enypted DES key Fedvad e Key

||.

Encypted DES key

bplit2 (SMIME

Enypted msg
& Digital Zig.
& Encrypted

DES key
Copynght CEE 4, Ttaly 1593

ainZ (5 W IME]

Encrypted msg
& Digital Sig.
& Enaypt ed

LDES key

ThE siye hdicoier visible secrels: nole none e prerent in 1he em il

Figure 3: Anillustration d how the SMIME seaure amail protocol allows emails to be digitally
signed, and dso encrypted when appopriate.

How can patient confidentiality be maintained?
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To prevent breaches of patient confidentiality all data ought to be cryptographically protected
where ever it travels:

*  Onthenewsgroup server
* |ntransmisson between client and server
*  Ontheclient computer.

Idedlly, end-to-end encryption would solve this entire problem: the data would be encrypted by the
mailer of the submitting medic and would remain so up to the point the next medic’'s news reader
decrypts it and makes it temporarily visible. As Fig. 3 indicates SSMIME can also provide end-to-
end encryption, and it is available in Netscape 4 when the right certificates are in place
Unfortunatdly it is currently unsuited to communal group readership because each encryption is
destined for only ore recipient — the one with the matching private key. Although it might be
theoretically possble to dstribute the same private key to all participants of the newsgroup, that
would currently eff ectively render them as the same digital identity and so would make norsense of
any dgital signatures. This will remain the case until the arrival of separate signing and
encryption keys within browsers [Elgamal and Cotter 1999§.

Until then, a partial solution is to implement a secure newsgroup that encrypts all data in
transmisgon between client and the newsgroup and \ice-versa. Netscape's Collabra News Server
achieves this using the standard SS_ protocol. Previously, S has been used to ensure a secure
web server [Hirsch 1997 such as the WMED system. For news or mail servers the techndogyis
identical: a temporary secret sesson key (nat PK) is transmitted to the client by a preiminary PK
negdatiation that establishes then authenticates the identity of the server and also the client when
required. That sesgon key is then used to encrypt and decrypt (eg. via DES) the data & client and
server (at full strength in Europe via Fortify [McKay 98]). In this case, physical accessto the
computer containing the newsgroup should be restricted as the data stored there is unencrypted.

Similarly measures nee to be in place to prevent the medic leaving corfidential files on the client
computer. In general, client-side security must make a compromise that all ows the medic to export
some corfidential data to dsk or printer (i.e. trust them) whilst at the same time supporting then
from unintentionally disclosing information to subsequent users of their computer (i.e. retaining
their trust). For the latter case, some partial solutions do currently exist:

* Time-outs can be specified — so that an HTML form (containing sensitive information) that has
nat been submitted after, say, three minutes is replaced on the browser window by a blank
page.

* No-cache directives can tel the browser nat to cache an HTML form for future access
Nevertheless such drectives canna prevent CSJS from writing to the browser's memory-
cache (as our freezing a form does). Reaccessng an dd copy of a form through use of the
back button might be avoided by implementing extra CSJS mechanisms,

* Browser corfiguration could prevent a history list (of the pages accessed by the medic) being
left for othersto read. This configurationis best dore using a browser customized so that user
canna manually reverseit [Netscape 1999.

» Closing the browser after use forces the next user to adopt their own personal digital id — not
that of the previous medic. This policy may prove difficult to maintain — as medics may have
to leave the browser at a moment’ s natice during clinical emergencies.

Thus, client-side security remains ssmewhat patchy in today’ s browser-based systems.
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Getting medics to trust a system also depends on the veracity of the software. Our CSJS script take
care nat to contravene any browser sandbox security modd so we have no real to incur the
bureaucratic confusion invaved dgitally signing JavaScripts. It is enough to serve scripts from a
certificated S server so that the medic always has resort to check the originators identity if ever
in daubt.

How can medical images be furnished to the browser?

Images that can be included onan HTML pages are generally of inferior quality than those which
radiologst seeon ther clinical workstations. The JPEG and GIF formats are restricted to 8-bit
pixels and so do nd support extreme cortrast stretching that radiologist might like to apply to see
the particular detail that they are looking for. Neverthdess for some purposes they have been
acceptable [Johrson et al 1999.

Problems arise when yau try to provide full radiological image quality over the web. First, you
must provide the software that alows this imagery to be viewed and manipulated (e.g. OSIRIS
[Ligier 94]) as a helper apdication, or dse a plugin or Java gplet [Bayo 1997 of similar
functionality. Second you must contend with larger data volumes imposing longer download times:
Either you lease afast line or you can consider compressng the image data. Image compressonis
gtill rather suspected by radiologists © we aim to adopt a pragmatic approach that gives an simple
set of chaices to the medic that determine how the 12- or 16- bit data on the server should be
contrast-ranged into the available bit range of a GIF image. Animation control can also be
provided for a sequence of images (e.g. TTE). For example, the medic might prefer to first view,
say, every fifth frame in the sequence (rapidly) before choasing to dowvnload the rest. The server
does the work of the ranging from DICOM to GIF format in arganized collections of frames. For
this we are eploring a CGlI interface into the CTN public domain DICOM PACS software
[Moore 1994. Therole of CSJS on the browser is to mediate the request of ranging and sampling
parameters and provide controlled animation. The medic may stop, restart, reverse, step-through
and alter the animation so this surpasses GIF-89 techndogy. In practice, the smoath running d the
animation requires the whde sdection d frames to be downloaded into the browser’s memory-
cache. Only then is execution nd interrupted by re-accessng data from the image server. Fig. 4
provides a snapshat of our crossbrowser implementation.
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Figure 4. A medical image vewer with fairly comprehensive animation control can be
implemented using client-side JavaScript. Contrast rangng haveve must be dore on the image
server.

Achieving dher means of image compresson (eg. fractals or PNG) are nat feasible in CSJS
because it has no methods to process image pixds. Furthermore, serving images beyond the
confines of a CGl interface appears slited to a CORBA PACS interface [Loddo1997.

What Intranet components are required?

Our prototype EPR newsgroup has been implemented as a small Intranet ill ustrated in Fig. 5 the
main gperational components are:

1. A secure news server (Netscape Collabra) running S, and restricting accessto oy those
users registered to use it. Access control is be ather by verified PK certificate or by
username/password.

2. A secure web server (Netscape Enterprise 3.5) running S using an identical access cortrol
procedure. It is used to serve: the re-activated CSJS-enabled forms, images via aCGI/CTN
cacheinterface, and aher pages such as on-line help, etc.

3. A directory server (Netscape DS 3.5) that provides a centralized user database storing all the
information that the other servers nead to control access and wify digital ids. It is also
avail able to the browser (Netscape 4) to find the email addresses and PK certificates of the
other users of the system.
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As Fig. 5 shows administration (and installation) of all these servers is centrally controlled by an
addtional web server (SuiteSpot). Furthermore, we were able to manufacture all users certificates
under our own certificate authority using a dedicated certificate server (Netscape 1.01).

Two aspects dictated aur choice of Netscape servers: they are available for Unix nat just WinNT
and they are designed with extreme scalability in mind. Although, there was minimal technical
support, we were able to evaluate the full products at no cost.

Note from Fig. 5, nordational DB is needed — the newsgroup itsef constitutes the data achive. It
may be useful, however, at least during a system migration phase or for other views such as data
warehousing, to mirror each newsgroup uplate to an existing legacy database. This might be
achieved simply by spawning an additional response to the Comnit action that posts to the DB via
a CGl program.

Inranet based on
Me tseqpe Administration 3.5 Netscape & LDAP
(SuiteSpot)
=
Mews LA P
M s
e e gpe Froups . Ce rTi'Fi-fife
Collabra p
Securs 5 Tr'n"fr'
MNews Me teeape — ) '
Server & Dir‘ec‘l‘jc:'}r certiticates| via Intranet
3.h Server
3.0 _ Access controlled
¥ web zerver
cartaining £5J5 files,
Post Read and medical images
) 34 |Sroup
sighed
tn il

Etnail certificates.

Internet
mail clients

Copyright CES 4, Ttaly 19398

Figure 5: An integrated infrastructure for digital identity such as that provided the LDAP
diredory service in Netscape family of servers can urify access control and dgital signaure
verification acrossthe news srver, the browser, aswell a web server used to serveimages or CS
JavaSript enaked forms.

Conclusions

By prototyping the EPR as a secure newsgroup we have attempted to take current browser
scripting to its limit. In the process we have been able to demonstrate a surprising cegree of
feasibili ty including:
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The basics of a workflow system that preserves a paper-style visibility of patient data & all
times.

Multimedia EPR presentation enriched by online image eam viewing with controlled
animation.

Protection d corfidential patient data via encrypted data transmisgon, centrally administered
user-accesscortrol, and attributable data

Several limitations have been uncovered including:

The current lack of end-to-end encryption for group reading.

Thelack of built-in transaction management of the kind a rdational DB traditionally provides.
Any image enhancement still must be applied on the server as the browser canna access
individual image pixels.

Similarly, browsers currently do nd support vector graphics $ ergonamic rendering d
anndated owerlays of image examsis practically impossble.

However, some of these limitations may be removed through the continuing activities of :

the browser producers to extend functionality.

researchers carrying aut broader range projects on the EPR (e.g. PROREC [Redondo1999)
and ontrustworthy health telematics (eg. TRUSTHEALTH [Klein 199§).

the W3C to steward new open standards.

medical informatics bodies working towards refined standardization eg.: CEN/TC/25],
ACR/NEMA, and CORBAmMed.
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