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On the Reduced Testing of a Primitive Element in ℤn
×

Hideo SUZUKI＊

The primitive roots in ℤn
× are defined and exist iff n＝2, 4, pα, 2pα. Knuth gave the definition of 

the primitive roots in ℤp
×α, and showed the necessary and sufficient condition for testing a primitive 

root in ℤp
×α. In this paper we define the primitive elements in ℤn

×, which is a generalization of 
primitive roots, as elements that take the maximum multiplicative order. And we give two theorems 
for the reduced testing of a primitive element in ℤn

× for any composite n. It is shown that the two 
theorems, using a technique of a lemma, for testing a primitive element allow us an effective 
reduction in testing processes and in computing time cost as a consequence.
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ℤn
×中の原始元の簡略化した識別法について

鈴 木 英 男＊

　ℤn
×の原始根は、 n＝2, 4, pα, 2pαのときのみ定義され、存在する。Knuthは、ℤp

×αの原始根
の識別法のための必要十分条件を示した。本稿では、最大位数をもつ一般化された原始根
として、ℤn

×中の原始元を定義し、任意の合成数nを法とするℤn
×中の原始元の簡略化した識

別法として２つの定理が示されている。これら２つの定理は、原始元の識別処理を効果的
に簡略化し、結果として高速な識別が可能となる。

キーワード：合成数を法とする位数、原始根、ユニバーサル指数

東京情報大学研究論集 Vol.19 No.1 pp.41–47 (2015) 41

On the Reduced Testing of a Primitive Element in Z×
n

Hideo SUZUKI∗

The primitive roots in Z×
n are defined and exist iff n = 2, 4, pα, 2pα. Knuth gave the definition of

the primitive roots in Z×
pα , and showed the necessary and sufficient condition for testing a primitive

root in Z×
pα . In this paper we define the primitive elements in Z×

n , which is a generalization of
primitive roots, as elements that take the maximummultiplicative order. And we give two theorems
for the reduced testing of a primitive element in Z×

n for any composite n. It is shown that the
two theorems, using a technique of a lemma, for testing a primitive element allow us an effective
reduction in testing processes and in computing time cost as a consequence.

Keywords: primitive element modulo a composite, primitive root, universal exponent

Z×
n 中の原始元の簡略化した識別法について

鈴 木 英 男 ∗

　 Z×
n の原始根は、n = 2, 4, pα, 2pαのときのみ定義され、存在する。 Knuthは、Z×

pα の原始根の識
別法のための必要十分条件を示した。本稿では、最大位数をもつ一般化された原始根として、Z×

n 中
の原始元を定義し、任意の合成数 nを法とする Z×

n 中の原始元の簡略化した識別法として２つの定
理が示されている。 これら２つの定理は、原始元の識別処理を効果的に簡略化し、結果として高速
な識別が可能となる。

キーワード:　合成数を法とする原始元, 原始根, ユニバーサル指数

∗ 東京情報大学　総合情報学部 2015年 6月 30日受理
Tokyo University of Information Sciences, Faculty of Informatics

CORE Metadata, citation and similar papers at core.ac.uk

Provided by TUIS Academic Repository

https://core.ac.uk/display/51237543?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1


42 On the Reduced Testing of a Primitive Element in ℤn
×／Hideo SUZUKI42 On the Reduced Testing of a Primitive Element in Z×

n / Hideo SUZUKI

1. Introduction

The primitive roots in Z×
n are defined and exist iff n = 2, 4, pα, 2pα. Knuth[1] gave the definition of the primitive

roots in Z×
pα , and showed the necessary and sufficient condition for testing a primitive root in Z×

pα . In this paper
we define the primitive elements in Z×

n , which is a generalization of primitive roots, as elements that take the
maximum multiplicative order.

In Section 2, we denote the symbols and functions that are used in this paper. In Section 3, we mention the
theorems and lemmas that are used in the following section.

In Section 4, we give two theorems for the reduced testing of a primitive element in Z×
n for any composite

n. Actually, some practical applications based on number theory, such as linear congruencial random number
generation algorithm and number theoretic cryptosystems, essentially need testing of a primitive element.

We will show that the two theorems using a technique for testing a primitive element allow us an effective
reduction in testing processes.

2. Notation

In this section, we denote the symbols and functions that are used in this paper. All the numbers which are
dealt are positive integers and zero, since we use the least non-negative residue system in modulo operations.

a | b : a divides b.
a ̸ | b : a does not divide b.
a || b : a | b and a2 ̸ | b

lcm(a1, a2, . . .) : the least common multiple of a1, a2, . . . .
gcd(a1, a2, . . .) : the greatest common divisor of a1, a2, . . . .

[a, b) : the set {x : a ≤ x < b}.
P rimes : the set of prime numbers, e.g., p1(:= 2), p2, p3, . . . , pi, p ∈ Primes.

Composites : the set of composite numbers, e.g., n ∈ Composite.
Zn : the ring of integer modulo n, Zn := [0, n).
Z×
n : the multiplicative group of modulo n,

Z×
n := {x ∈ Zn : gcd(x, n)=1}.

#{·} : the cardinality or the number of elements in a set {·}.
Ordn(a) : the multiplicative order or the exponent of an element a in Z×

n ,
Ordn(a) := min{x ∈ Z>0 : ax≡1(mod n)} if gcd(a, n)=1.

ϕ(n) : Euler’s totient function of n or
#{Z×

n },
ϕ(n) := #{x ∈ Zn : gcd(x, n)=1},

= ϕ(pα1
1 pα2

2 pα3
3 . . . ),

= ϕ(pα1
1 )ϕ(pα2

2 )ϕ(pα3
3 ) · · · ,

where




n = pα1
1 pα2

2 pα3
3 · · · ,

ϕ(1) = 1,

ϕ(pαi
i ) = pαi−1

i (pi − 1).
λ(n) : Carmichael’s function of n, the universal exponent modulo n or

the maximum multiplicative order modulo n, (Theorem 3.4)
λ(n) := max{x : y ∈ Z×

n , x=Ordn(y)},
= λ(2α1pα2

2 pα3
3 . . . ),

= lcm(λ(2α1), λ(pα2
2 ), λ(pα3

3 ), . . .),

where




n = pα1
1 pα2

2 pα3
3 · · · ,

λ(1) = ϕ(1) = 1,

λ(pα1
1 ) = λ(2α1) =

{
ϕ(2α1) = 2α1−1 (α1 = 1, 2),
ϕ(2α1 )

2 = 2α1−2 (α1 ≥ 3),

λ(pαi
i ) = ϕ(pαi

i ) = pαi−1
i (pi − 1) (i ≥ 2).



東京情報大学研究論集  Vol. 19  No. 1  pp. 41-47（2015） 43東京情報大学研究論集 Vol.19 No.1 pp.41–47 (2015) 43

ψn(d) : the cardinality of elements with a given order d in Z×
n with a composite n,

and d is a divisors of λ(n),
ψn(d) := #{x ∈ Z×

n : Ordn(x)=d} (Theorem 3.6).

3. Known results

Here we mention the theorems and lemmas that are used in the following section.

Theorem 3.1 (Chinese Remainder Theorem[1]). Let n = pα1
1 pα2

2 pα3
3 · · · pαr

r be a positive integer. For a set
of integers u1, u2, u3, . . . , ur, there is exactly one integer u that satisfies the condition

0 ≤ u < n, and (∀ i ∈ [1, r])[u≡ui(mod pαi
i )],

in other words, for a set {ui : i ∈ [1, r], an element ui in Zp
αi
i
}, there is exactly one element u in Zn that

satisfies the condition

(∀ i ∈ [1, r])[u≡ui(mod pαi
i )].

Lemma 3.2 According to Chinese Remainder Theorem, for integers a, x, n = pα1
1 pα2

2 pα3
3 · · · pαr

r ,

ax ≡ 1 (mod n) iff (∀ i ∈ [1, r])[ax ≡ 1 (mod pαi
i )],

and conversely,

ax ̸≡ 1 (mod n) iff (∃ i ∈ [1, r])[ax ̸≡ 1 (mod pαi
i )].

Lemma 3.3 [1] Let p be a prime, α be a positive integer and pα > 2, if

x ≡ 1 (mod pα), x ̸≡ 1 (mod pα+1)

then

xp ≡ 1 (mod pα+1), xp ̸≡ 1 (mod pα+2).

Theorem 3.4 (Generalized Fermat-Euler Theorem[2]-[3]). Let n and a be intergers,

aλ(n) ≡ 1 (mod n) if gcd(a, n) = 1,

where λ(n) denotes Carmicael’s function of n. λ(n) is the least exponent which holds the equation for any
integer a. Then λ(n) is called as the universal exponent modulo n or the maximum multiplicative order modulo
n.

Lemma 3.5 From Generalized Fermat-Euler Theorem, for integers n, a, b,

ab ≡ ab mod λ(n) (mod n).

Theorem 3.6 (Cardinality of elements with a given order d in Z×
n [4]). Let n = pα1

1 pα2
2 pα3

3 · · · (p1=2) be a
positive integer and let ψn(d) be the function for the cardinality of elements with a given order d in Z×

n with a
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composite n.
ψn(d) := #{x ∈ Z×

n : Ordn(x)=d},

=
∑

Combinations(d1, d2, d3, . . .)
hold

d = lcm(d1, d2, d3, . . .)

∏
i

ψp
αi
i
(di),

where di is a divisor of λ(pαi
i ),

ψp
α1
1
(d1) = ψ2α1 (d1) =





1 (d1 = 1),
1 (d1 = 2, α1 = 2),
3 (d1 = 2, α1 ≥ 3),
d1 (d1 ≥ 4),

ψp
αi
i
(di) = ϕ(di) (i ≥ 2).

4. Testing of a primitive element

The primitive roots in Z×
n are defined and exist iff n = 2, 4, pα, 2pα. In Theorem 4.1, Knuth[1] gave the definition

of the primitive roots in Z×
pα , and showed the necessary and sufficient condition for testing a primitive root in

Z×
pα .

Theorem 4.1 (Testing of a primitive root in Z×
pα [1]). The integer g is a primitive root in Z×

pα iff

(a) for pα = 2, g = 1,
for pα = 4, g = 3,
for pα = 8, g = 3, 5, 7,
for pα = 2α≥4, g ≡ 3, 5 (mod 8),

(b) for an odd prime p and α = 1, gcd(g, p) = 1 and

(∀ q | (p− 1), q ̸= 1)[ g
p−1
q ̸≡ 1 (mod p)],

(c) for an odd prime p and α ≥ 2, g satisfies the condition (b) and

gp−1 ̸≡ 1 (mod p2).

Here we define the primitive elements in Z×
n , which is a generalization of primitive roots, as elements that

take the maximum multiplicative order. The definition of the primitive elements in Z×
n is shown in Theorem

4.2.

Theorem 4.2 (Testing of a primitive element in Z×
n ). The integer g is a primitive element in Z×

n if
gcd(g, n) = 1 and

(∀ q ∈ Primes, q | λ(n))[ g
λ(n)

q ̸≡ 1 (mod n)].

Proof. Obvious since this is the definition.

Using Lemma 3.2, we show the following two theorems for reduced testing of a primitive element in Z×
n for any

composite n. As an assumption, the prime factorizations: the modulus n = pα1
1 pα2

2 pα3
3 · · · pαr

r (p1, p2, . . . , pr ∈
Primes) and the maximum multiplicative order λ(n) = qβ1

1 qβ2

2 qβ3

3 · · · qβs
s (q1, q2, . . . , qs ∈ Primes) are given.
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Theorem 4.3 (Reduced testing of a primitive element in Z×
n ). The integer g is a primitive element in Z×

n

if gcd(g, n) = 1 and

(∀ j ∈ [1, s])[ (∃ i ∈ [1, r])[ g
λ(n)
qj ̸≡ 1 (mod pαi

i )]].

Proof. According to Theorem 4.2 and Lemma 3.2, this is obvious.

Theorem 4.4 (More reduced testing of a primitive element in Z×
n ). The integer g is a primitive element in

Z×
n if gcd(g, n) = 1 and

(∀ j ∈ [1, s])[ (∃ i ∈ [1, r])[ g
λ(n)
qj ̸≡ 1 (mod pαi

i )]],

where the underlined condition can be replaced to a reduced form in each case as follows:

(a) for gcd(qj , λ(p
αi
i )) = 1, the condition is ‘false’,

(b) for pi = 2, αi = 1, the condition is ‘false’,

(c) for pi = qj = 2, αi = 2 and βj = 1, the condition is replaced to [ g ≡ 3 (mod 4)],

(d) for pi = qj = 2, αi = 2 and βj ̸= 1, the condition is ‘false’,

(e) for pi = qj = 2, αi = 3 and βj = 1, the condition is replaced to [ g ≡ 3, 5, 7 (mod 8)],

(f) for pi = qj = 2, αi = 3 and βj ̸= 1, the condition is ‘false’,

(g) for pi = qj = 2, αi ≥ 4 and βj = αi − 2, the condition is replaced to [ g ≡ 3, 5 (mod 8)],

(h) for pi = qj = 2, αi ≥ 4 and βj ̸= αi − 2, the condition is ‘false’,

(i) for pi = qj > 2 and βj = αi − 1, the condition is replaced to [ g

λ(n)

p
αi−1
i ̸≡ 1 (mod p2i )],

(j) for pi = qj > 2 and βj ̸= αi − 1, the condition is ‘false’,

(k) for otherwise, the condition is replaced to [ g

λ(n)

p
αi−1
i

qj ̸≡ 1 (mod pi)].

In the above βj and αi relations in (d), (f), (h) and (j), ”̸=” can be replaced to ”>”.

Proof.

(a) From qj | λ(n), λ(pαi
i ) | λ(n), and the assumption gcd(qj , λ(p

αi
i )) = 1, we take qjλ(p

αi
i ) | λ(n),

λ(pαi
i ) | λ(n)

qj
, and λ(n)

qj
mod λ(pαi

i ) = 0, successively. From Lemma 3.5, the l.h.s. of the underlined

condition is

g
λ(n)
qj ≡ g

λ(n)
qj

mod λ(p
αi
i ) ≡ g0 ≡ 1 (mod pαi

i ).

(b) From λ(pαi
i ) = λ(2) = 1, and the assumptions pαi

i = 2 and gcd(g, n) = 1, we get gcd(g, pαi
i ) = gcd(g, 2) =

1. For any integer k,

gk ≡ gk mod λ(2)=1 ≡ g0 ≡ 1 (mod 2),

g
λ(n)
qj ≡ g

λ(n)
qj

mod 1 ≡ g0 ≡ 1 (mod pαi
i ).

(c) From the assumptions pi = qj = 2, αi = 2 and βj = 1, 2 || λ(n). And then λ(n)
2 is an odd integer. From

gcd(g, n) = 1, gcd(g, 4) = 1. Thus g is also an odd. If the underlined condition

g
λ(n)

2 ̸≡ 1 (mod 4)

is satisfied, g ≡ 3 (mod 4).
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(d) From q
βj

j || λ(n), 2βj || λ(n), and the assumptions pi = qj = 2, αi = 2 and βj ≥ αi, we obtain 2βj−1 || λ(n)
2 ,

2αi−1 | λ(n)
2 and λ(n)

2 mod λ(2αi) = λ(n)
2 mod 2αi−1 = 0, successively. Therefore

g
λ(n)

2 ≡ g
λ(n)

2 mod λ(22) ≡ g0 ≡ 1 (mod 22).

(e) From the assumptions pi = qj = 2, αi = 3 and βj = 1, 2 || λ(n). Then λ(n)
2 is an odd integer. From

gcd(g, n) = gcd(g, 8) = 1, g is also an odd. If the underlined condition

g
λ(n)

2 ̸≡ 1 (mod 8)

is satisfied, g ≡ 3, 5, 7 (mod 8).

(f) From q
βj

j || λ(n), 2βj || λ(n), and the assumptions pi = qj = 2, αi ≥ 3 and βj ≥ αi−1, we obtain 2βj−1 || λ(n)
2 .

Then 2αi−2 | λ(n)
2 . Successively, we obtain λ(n)

2 mod λ(2αi) = λ(n)
2 mod 2αi−2 = 0. Further

g
λ(n)

2 ≡ g
λ(n)

2 mod λ(23) ≡ g0 ≡ 1 (mod 23).

(g) From the assumptions pi = qj = 2, αi ≥ 4 and βj = αi − 2, 2βj || λ(n). Then 2αi−2 || λ(n). Thus λ(n)
2αi−2 is

an odd integer. From gcd(g, n) = 1, gcd(g, 2αi) = 1, g is also an odd. Therefore the underlined condition
can be written as

g
λ(n)

2 ≡ g
k2αi−2

2 ≡ gk2
αi−3

̸≡ 1 (mod 2αi),

where k = λ(n)
2αi−2 , an odd integer. From Lemma 3.3, this condition is reduced to

g2k ̸≡ 1 (mod 16).

If this condition is satisfied, g ≡ 3, 5 (mod 8).

(h) This is same as (f).

(i) From q
βj

j || λ(n), qβj−1
j || λ(n)

qj
, and the assumptions pi = qj > 2 and βj = αi − 1, pαi−1

i || λ(n). We obtain

pαi−2
i || λ(n)

qj
. Let λ(n)

qj
= kpαi−2

i . The underlined condition can be written as

g
λ(n)
qj ≡ gkp

αi−2

i ̸≡ 1 (mod pαi
i ).

From Lemma 3.3, this condition is reduced to

gk ̸≡ 1 (mod p2i ), g

λ(n)

qjp
αi−2
i ̸≡ 1 (mod p2i ), g

λ(n)

p
αi−1
i ̸≡ 1 (mod p2i ).

(j) From q
βj

j | λ(n), and the assumptions pi = qj > 2 and βj ≥ αi, q
βj

j || λ(n). Then we get q
βj−1
j || λ(n)

qj
,

pαi−1
i | λ(n)

qj
, and λ(n)

qj
mod λ(pαi

i ) = λ(n)
qj

mod pαi−1
i = 0, successively. Therefore

g
λ(n)
qj ≡ g

λ(n)
qj

mod λ(p
αi
i ) ≡ g0 ≡ 1 (mod pαi

i ).

(k) From qj | λ(n), pαi−1
i | λ(n), and the assumptions gcd(qj , λ(p

αi
i )) ̸= 1, pi ̸= qj and both pi and qj > 2, we

take qjp
αi−1
i | λ(n). Let λ(n) = kpαi−1

i . The underlined condition can be written as

g
λ(n)
qj ≡ g

kp
αi−1
i
qj ̸≡ 1 (mod pαi

i ).

From Lemma 3.3, this condition is reduced to

g
k
qj ̸≡ 1 (mod pi), g

kp
αi−1
i

qjp
αi−1
i ̸≡ 1 (mod pi), g

λ(n)

qjp
αi−1
i ̸≡ 1 (mod pi).
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5. Conclusion

The primitive roots in Z×
n are defined and exist iff n = 2, 4, pα, 2pα. In this paper we have defined the primitive

elements in Z×
n , which is a generalization of primitive roots, as elements that take the maximum multiplicative

order.
In the article[4], we have given the function ψn(d) for the cardinality of elements with a given order d in Z×

n

for any composite n where d is a divisor of the maximum order λ(n). Using this function, the function ψn(λ(n))
computes the cardinality of primitive elements in Z×

n .
We have concluded that the two theorems 4.3 and 4.4, using a technique of lemma 3.2, for testing a primitive

element allow us an effective reduction in testing processes and in computing time cost as a consequence.
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