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Distrust between data providers and data con-
sumers is one of the main obstacles hampering digital-
data commerce to take off. Data providers want to
get paid for what they offer, while data consumers
want to know exactly what are they paying for before
actually paying for it. In this paper, we summarize
a protocol that overcomes this obstacle by building
trust based on two main ideas. First, a probabilistic
verification protocol, where some random samples of
the real dataset are shown to buyers in order to allow
them to make an assessment before committing any
payment; and second a guaranteed, protected payment
process, enforced with smart contracts on a public
blockchain, that guarantees the payment of the data if
and only if the data provided meets the agreed terms,
and that refunds honest players otherwise.
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I. INTRODUCCION

The use of data has increasingly become a crucial factor
in the success of businesses. Businesses not only collect
and analyse the data they generate, but increasingly rely on
third party data to enhance its business value. In general,
making proper data agreements is not easy, specially the
task of valuing data and convincing customers of their
value without giving them away [1]. The creation of
marketplaces addresses many of these problems. Allowing
providers and consumers to deal with common interests
in a platform where both parties can meet each other
and trade information solves the integration problem of
connecting consumers and providers.

This article focuses on the problem of convincing con-
sumers of data value, which can be seen as a form of lack
of trust towards data providers. Traditionally, this problem
cannot be solved without previously establishing confi-
dence between parties. This represents an entry barrier to

new providers in the market, hurting competence and thus,
reducing utility for consumers. To exchange value safely,
it is essential to ensure that consumers get the product
they are paying for and that providers get paid. These two
things are often carried out without any strict protocols and
guaranteed just by existing trust. Typically, counterparties
that know each other from previous experience or that are
aligned with future interests, are confident that no intent
to scam will be made by the other party, since confidence
is often more beneficial than gains from fraud.

But, when stronger assurance than that is needed, it
is a common practice to use a trusted third-party (TTP)
to whom all parties trust to guarantee that the process
is carried out correctly by all individuals involved. TTPs
entail an extra cost for all parties, and generate a single
point of failure that could produce critic delays and denial
of services. Distributed Ledger Technologies (DLTs) can
be seen as a paradigm shift when it comes to the need of
TTPs. Using DLTs, all participants in the network can
maintain a set of synchronized data (who owns what)
without the need for a central authority (TTP) guaranteeing
integrity, fairness and data availability.

In this paper we summarize DEFS (Data Exchange with
Free Sample Protocol), a protocol that addresses the lack-
of-trust between providers and consumers in a data trade.
DEFS preserves the security, privacy and fairness stan-
dards that marketplaces should guarantee, and it includes
the capability of checking some sample portions of the
dataset before committing to purchase.

II. BACKGROUND
A. Merkle Hash Trees

A Merkle hash tree (MHT) is an authenticated data
structure where every leaf node of the tree contains the
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cryptographic hash of a data block and every non leaf
node contains the concatenated hashes of its child nodes
[2]. MHTs allow to link a set of data to a unique hash
value, the Merkle hash tree root (MHR), allowing efficient
and secure verification of consistency and content of large
sets of data.

Figure 1 contains an example of a MHT with 8 leaves.
To show that a certain value is stored in a leaf of the MHT,
one can create a Merkle proof (MP), which consists of a
list of the additional nodes required to compute the root
of the tree. For instance, a Merkle proof showing that hg
is stored in the MHT from Figure 2 would consist of the
nodes hg, h()l h4567, h(]1234567. Note that with h3 and the
first three nodes of this list anyone can compute the root
of the tree. If the root matches hgi1234567, then the proof
is valid proof of membership for h3 in the tree.

No1234567

Fig. 1. MHT of 8 leafs.

No1234567

Fig. 2.

Merkle proof for h3. MP(h3)=h01234567,h4567,h01,hQ

III. STATE OF THE ART

Decentralized marketplaces have arisen as a solution
to enhance security, sovereignty and trust in data ex-
changes [3], [4], [5]

One interesting initiative is GAIA-X [6], which is an
European project to develop the foundations for a fed-
erated open data infrastructure connecting both classical
architectures with decentralized infrastructures in order to
build a transparent ecosystem for the end users taking
advantage of the decentralized benefits.

One of the main technologies that is fostering data
marketplaces is the Internet of Things ([o7) with huge
amounts of data being generated from sensors and devices.
The increasing necessity of monetizing these data is also
pushing research. In the literature, we can find several
works that propose decentralized marketplaces for IoT
using distributed ledger technologies to enhance the data
exchanges with transparency, trust and integrity [7], [8],

[9]. Among others, decentralized marketplaces are being
implemented in new disruptive scenarios such as artificial
intelligence [10], smart cities [11], [12], and the connected
car [13]. In fact, the value of the data is becoming more
and more important to the business interactions which is
reflected in the new technologies and their necessity to
generate this new era of decentralized marketplaces.

An example of a decentralized data trading solution is
presented in [14]. As in our protocol, the data on sale
are not stored on the blockchain but in some external
(and possibly distributed) storage platform. Similar to our
protocol, the proposed solution symmetrically encrypts
data on sale and uses a Merkle tree of cryptograms to
register the associated trades on the blockchain. However,
the solution proposed not only requires to generate sym-
metric cryptograms but also each of these cryptograms
needs to be asymmetrically signed. Additionally, authors
propose to use Plaintext Checkable Encryption (PCE) [15]
to check on-chain that the cryptograms have been correctly
encrypted. In DEFS, we avoid using asymmetric encryp-
tion, which is much slower than symmetric encryption.

Another remarkable implementation of a decentralized
data trading solution is presented in [16], where authors
present SDTE, a secure blockchain-based data trading
ecosystem. As our protocol, SDTE tries to mitigate the
existence of dishonest parties in data exchanges. However,
SDTE focuses on an scenario in which the buyer does not
need to have access to a complete dataset but it only needs
the findings from the data analysis. For this case, SDTE
proposes a data processing-as-a-service, where the buyer
is paying for the analysis of the seller’s dataset. SDTE
is build using an Intel’s SGX-based secure execution
environment to protect the data processing, the source data
and the analysis results. As we will show in the following
section, DEFS is not designed as a data processing-as-a-
service but as a data exchange-as-a-service. In the latter,
the seller wants to buy the complete dataset not computed
data. For this scenario, DEFS provides a probabilistic
verification protocol and a conflict resolution protocol that
is guaranteed and supported by a smart contract.

IV. DATA EXCHANGE PROTOCOL

In this section we summarize DEFS, a protocol that
addresses the problem of data trading between provider
and consumers using a smart contract deployed in the
blockchain as a broker. As we explained before, the use of
DLTs can replace the role of TTPs in payment processes.
When using DLTs, participants in the network can main-
tain synchronized data and share payment information
without the need of a central authority, guaranteeing this
way the integrity, fairness and availability of the data. In
this manner, DEFS makes use of a smart contract to pre-
serve the security and privacy standards that marketplaces
should guarantee.

Another gap to cover in this data trading scenario is gen-
erating trust between data consumers and data providers.
Here it comes the novelty of DEFS: our proposed data
exchange protocol is designed with the capability of
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checking random samples from the dataset, so that con-
sumers are able to infer if the complete dataset is worth to
be paid for, enhancing the trust of the consumer’s side. On
the other side, the smart contract acts as a broker during
the payment procedure, ensuring providers that they will
receive the payment for the data they exchanged.

A. Protocol Explanation

We assume that before starting the protocol, a data
provider advertises her data to the public using off-
blockchain means, such as a data marketplace. Then, a
consumer interested in a particular dataset contacts the
provider, who starts the DEFS protocol to perform the
data exchange and payment. To prevent potential extensive
leaks of the data, it is important that there is one DEFS
protocol per each individual consumer. DEFS consists of
three different phases:

1) Protocol preparation: in this initial phase, the
provider prepares not only the data to be exchanged,
but also all the parameters and cryptographic mate-
rial necessary to demonstrate that the data exchange
is secure and private. More specifically, the provider:

« Divides the complete dataset in portions. These
portions are chosen randomly from the dataset
(not consecutively).

o Generates a seed to generate symmetric crypto-
graphic keys.

o Uses these keys to create a MHT, whose root
can be used to check the correctness of this
cryptographic material.

e Encrypts a random permutation of the data
portions with the keys, obtaining an encrypted
and randomized version of the whole dataset.

o Creates another MHT using the hashes of these
cryptograms as leaves, whose root can be used
to verify the correctness of the cryptograms
generated.

o Deploys a smart contract in the blockchain
containing certain public parameters and that
smart contract acts as a broker during the rest
of the protocol.

If the consumer has interest in obtaining the dataset,
the protocol continues as follows:

e The consumer receives the whole dataset en-
crypted but it cannot be decrypted at that very
moment.

o The consumer queries the smart contract to
obtain the root of the tree of cryptograms and
verifies that all the cryptograms belong to this
tree.

At this point, all entities (consumer, provider and
smart contract) are ready to start the protocol execu-
tion phase, in which the consumer will have access
to the complete dataset and perform the payment.
2) Protocol execution: in this phase, the consumer will
be able to get some samples of the dataset (for free)
to evaluate if it is worth to pay, and if so, it will
obtain the dataset and the provider will be paid:

o The consumer will choose at random some
sample portions to be revealed.

o The provider will disclose the keys for those
samples, so the consumer can evaluate the qual-
ity of the dataset.

o If the consumer is not convinced, the protocol
ends here. However, if it decides that it is worth
paying the dataset, it will commit the payment
to the smart contract.

o The provider is asked to publish the seed (that
will disclose all the encryption keys) in the
smart contract.

o If the consumer is able to properly decrypt the
dataset, after a timeout, the provider is paid and
the protocol ends.

« If the consumer is able to prove that there were
problems with the previous procedure, it starts
the conflict resolution phase to obtain a refund.

The following phase will only be needed in case
the consumer considers that is cheated on.

3) Conflict resolution*: this phase is optional, it only
takes place if the consumer detects a provider mis-
behaviour. The following are the cases that can
end with a refund if he is able to demonstrate this
misbehaviour:

« Keys are not properly generated.
o Cryptograms do not have the proper format.

B. Protocol Properties

The main properties provided by our protocol are the
following:

1) Data samples evaluation. The consumer gets a
free set of fair samples of the data being traded
before paying. The protocol ensures that neither the
consumer nor the provider are able to manipulate
the chosen data or select specific samples.

2) Payment guarantees. The provider gets paid if and
only if the consumer has access to the whole set
of data. That is, the consumer can not get the data
without paying for it and the provider does not get
paid without disclosing the data.

3) The solution is cost-efficient. Due to high fees on
public ledgers, DEFS minimizes the amount of data
stored on the network, which is also independent
of the quantity of data traded. This way, both the
amount of data stored and the number of interactions
with the distributed ledger is constant.

4) Non-repudiation. The DEFS protocol ensures that
any party involved in the exchange is not able
to cancel and/or deny the data exchange once an
agreement is made. Since the hash function used
to generate the MHT is assumed to be collision-
resistant, the MRC and MRK logged in the smart
contract creation will prevent other data to be faked
as bought or sold this way. Moreover, the use of a
public blockchain enhances the integrity of the actor
actions.
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5) Liveness. The different timeouts guarantee that the
protocol reaches a final state, even when one of the
parties quits in advance. The provider can cancel
the smart contract if no consumer reaches him out
and the timeouts set after payments ensure that
any counterparty can finalize the execution of the
protocol favourably for it if the other party does not
act on time.

C. State Diagram

The protocol operation and the interactions between the
different stakeholders and the smart contract are detailed
in Figure 3.

tx Provider—SC:
constructor(-)

contractCreated

tx Provider—SC:
cancelContract(-)
tx Consumer-SC:
pay(-)
timeOut1
elapsed

consumer
HasPaid

tx Provider—SC:
releaseSeed(-)

timeOut2
elapsed

consumer
RefundAllowed

provider
WithdrawalAllowed

seedReleased

tx Consumer-SC:
conflictK(-)
conflictD(-)

provider
cheated?

true

tx Consumer—SC:
refund(-) tx Provider—SC:

withdraw(-)

@-

Fig. 3. State diagram of the smart contract.

V. CONCLUSIONS

Distrust is one of the main obstacles to implement
exchanges between data providers and data consumers in a
decentralized way. In this article, we summarize a protocol
that allows a consumer to probabilistically obtain and
check a subset of a dataset on sale from a provider before
committing the payment. The protocol is executed using
a smart contract deployed in a public distributed ledger.
Once the consumer accepts to buy the dataset, the payment
process, the agreed terms, and the possible refunds are
managed and enforced by the smart contract. To expose
the dataset, our protocol splits the data in portions and
encrypts and stores each portion off-chain. Then, we create
a MHT for the cryptograms and another MHT for the
encryption keys. The encryption keys are related to each
other using a cryptographic hash function in a way that
allows us to implement a cost-efficient conflict resolution
mechanism. The security analysis of our protocol shows
that consumers and providers are economically protected
and that the provider can reduce the risks of identity-
replication attacks by adjusting the amount of free samples
disclosed to the consumer.
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