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The article deals with the design of encryption algorithm based on Rubik's cube algorithms. A generalized
algorithm for solving the problem is presented.

Data encryption and decryption algorithms are widely used in computer technology to hide confidential
and commercial information from malicious use by third parties. The main principle in them is the condition that
the transmitter and the receiver know in advance the encryption algorithm, as well as the key to the message,
without which the information is just a set of characters that do not make sense.

The Rubik's cube-based encryption algorithm is a permutation cipher. The method of permutation is that
the characters of the encrypted text are rearranged according to certain rules within the encrypted block of
characters, that is, transformations lead to a change only in the order of the characters of the original message.

In 1991, V. M. Kuzmich proposed a permutation scheme based on the Rubik's cube. According to this
scheme, the open text is written to the cells of the cube faces by rows. After the implementation of specified num-
ber of specified turns of the layers of the cube to read the ciphertext is carried out by columns. The complexity of
decryption in this case is determined by the number of cells on the cube faces and the complexity of the layer rota-
tions. A permutation based on the Rubik's cube is called a volume (multidimensional) permutation. [1]

This encryption algorithm based on the Rubik's cube algorithm has been changed to work not with the
characters of the encrypted text, but with an array of bytes, which is obtained by converting the encrypted text.
This algorithm is a symmetric encryption algorithm.

The encryption algorithm based on the Rubik's cube algorithm works with encryption keys of different
lengths. The algorithm can use the keys 16 bytes (128 bits), 32 bytes (256 bits), 64 bytes (512 bits), 128 bytes
(1024 bits) and 256 bytes (2048 bits). The key length determines the number of rounds that will be used to en-
crypt or decrypt the characters of the original message.

A generalized algorithm for solving the problem.

The encryption algorithm includes the following steps:

1. An encryption key of the required length is generated or set for the algorithm.

2. The characters of the original message are converted to an array of bytes.

3. From the obtained key is generated by an array of keys.

4. The data array is divided into blocks of 6 bytes (48 bits). If there is not enough data to form the whole
block, the block is supplemented with "0".

5. Each byte in the data block is replaced with the corresponding byte in the constant table shown in fig-
ure 1.
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Figure 1. — Constant replacement table
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6. The data block is converted to a 6 by 8 bit matrix.

7. The resulting matrix is mixed according to the Rubik's cube algorithm.

8. The matrix obtained after mixing is modulo two with a round key.

9. Each block is shifted 1 byte to the left.

Round keys are generated from the key of the cipher K by means of the key expansion procedure, as a re-
sult of which an array of round keys is formed, from which the necessary round key is then directly selected.

Each round key has a length of 128 bits (or 4 four-byte words wi, wi+1, Wi+2, wis3, and the length in bits of
all round keys is 128 bits). The first four words wi, wi+1, wis2, wis3 in the key array are filled with the cipher key,4
words for the round key are selected from the remaining 44 words. The choice of words is simple: the first four
words (they match the cipher key) are the key with number 0, the next four words are wa, ws, ws, w7 — round key
for the first full round, etc.

New words wi+4, Wiss, Wiss, Wix7 Nnext round key are determined from words wi, wi+1, Wi+2, Wis3 previous key
based on equations:

— Wiss B Wiss @ wist;

— Wise B Wirs D wis2;

— Wir7 B Wiss D Wiss.

The first word wi:4 in each round the key is modified differently:

—Wirs = WilD g(wis3).

Here, the action of function g is reduced to the sequential execution of three steps, displaying word for
word:

1 Cyclic shift of a four-byte word to the left by one byte.

2 Replace each byte of the word obtained in step 10 according to the constant substitution table used in
encryption.

3 Mod summation of 2 bytes received in step 2, with a round constant Reen[i] = (RC[i],0,0,0), unclassified
and unique for each round key. The right-most three bytes of this constant is zero, and a non-zero left bytes var-
ies according to the known law of recursion: RC[1] =1, RC [i] = 2 * RC[i-1], i@1,2,...11 .

The purpose of summation with round constants is to break any symmetry that can occur at different
stages of key expansion and lead to the appearance of weak keys, as in the DES algorithm.

The operation of the key expansion algorithm is shown in figure 2.
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Figure 2. — Key expansion Algorithm

In the course of this study, an encryption algorithm based on the Rubik's cube algorithm was designed. At
the same time, the developed algorithm leaves the possibility for further development and introduction of addi-
tional security features.
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