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Abstract: Multi-access edge computing (MEC) is one of the emerging key technologies in fifth
generation (5G) mobile networks, providing reduced end-to-end latency for applications and reduced
load in the transport network. This paper proposes mechanisms to enhance user privacy in MEC
within 5G. We consider a basic MEC usage scenario, where the user accesses an application hosted
in the MEC platform via the radio access network of the mobile network operator (MNO). First,
we create a system model based on this scenario. Second, we define the adversary model and give
the list of privacy requirements for this system model. We also analyze the impact on user privacy
when some of the parties in our model share information that is not strictly needed for providing the
service. Third, we introduce a privacy-aware access protocol for the system model and analyze this
protocol against the privacy requirements.

Keywords: MEC; 5G; IoT; identity privacy; data unlinkability; data confidentiality

1. Introduction

The standardization of mobile edge computing (MEC) was initiated by the European
Telecommunication Standards Institute (ETSI) in 2014. The purpose was to bring cloud
computing to the mobile networks closer to the mobile users [1,2]. In 2017, ETSI changed the
term Mobile Edge Computing to multi-access edge computing while keeping the acronym
MEC [3]. The 3rd Generation Partnership Project (3GPP) describes edge computing as an
enabler that allows the hosting of services, provided by mobile network operators or by
third parties, near the mobile user [4]. The local hosting of services has the benefits of lower
end-to-end latency and reduced load in the core transportation network [5].

Cloud computing is a requisite for IoT devices to manage their data, and MEC provides
cloud computing resources at the edge of the network. With the increment of IoT devices,
the amount of produced data is increasing along with the need for storage and computing
powers [6]. Therefore, computational offloading is emerging so that these IoT devices
can take advantage of performing tasks locally in MEC rather than relying on cloud
servers [7]. In addition to reducing the processing time and power, it helps protect user
data privacy since transferring the local data to the cloud is a threat to the privacy of
the data. For example, with a deep learning framework, data can be processed in MEC,
and only the output is sent to the cloud server instead of the original dataset [8]. Thus,
MEC can provide efficient, reliable, and secure support to IoT networks, which would also
enable improvements of AI, blockchain, and big data techniques [9]. In addition, vertical
industries (e.g., smart city services and vehicle-to-everything (V2X) [10]), distributed
content delivery and caching are some examples of services that would benefit from
the MEC applications [11].
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Fifth-generation (5G) mobile networks have been designed to provide high bandwidth,
low latency, and low operational costs [12]. One other aim of the development of 5G is to
provide flexible deployment of the data plane [2]. The flexibility and the advances of 5G
would help to support MEC and the deployment of innovative applications and intelligent
services which IoT devices provide [9]. MEC is considered as an application function (AF)
in the 5G system, and it is connected to the 5G network through the user plane function
(UPF) [13]. While MEC is regarded as a key technology of 5G, MEC is already used in
existing 4G networks [2].

A schematic illustration of MEC deployment in 5G networks is shown in Figure 1.
A client of an application in a mobile device can be served not only by the main server
of the application over the internet, but also by a local MEC application server in the
network of the operator. To enable the latter, a new entity that is built upon data center
technologies and called MEC host is deployed near the edge of the mobile network. More
specifically, it can be deployed to several locations that are within or beside the radio
access network (RAN) [3]. Either the mobile network operator (MNO) or third-party cloud
services providers can deploy the MEC host to the mobile network [4]. Amazon Web
Services, Microsoft Azure, Google Cloud, IBM Cloud, and Oracle Cloud are examples of
third-party cloud service providers [14,15].
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Figure 1. Overview of the network after deployment of MEC based on [13,16].

MEC usage involves a large amount of data passing between the user at the edge of
the mobile network and the MEC application in the MEC host. Parts of these data may be
personal and sensitive, which raises privacy concerns. The network entities involved in
MEC usage could belong to the same company or different companies. Independently of
who owns the network entities, analyzing the MEC-related data could be helpful. We will
come back to these privacy issues in Section 3.2.1.

Prior works on MEC security and privacy focus on protecting user privacy against
outsiders. Our first contribution is to identify privacy problems in the situation where
honest-but-curious parties (in our case, MNO, MEC, and MEC applications) work together
to provide services to customers. Our second contribution is a set of privacy requirements
for this situation. As a third contribution, we introduce a solution and analyze how it meets
the privacy requirements.

Our research follows the design science methodology [17], which has six steps: prob-
lem identification and motivation, definition of the objectives for a solution, design and
development, demonstration, evaluation, and communication [18].

The paper is structured as follows. Review of relevant information for the paper
and related works are explained in Section 2. We continue by presenting the statement
of the problem in Section 3. In this section, we introduce the system model in Section 3.1,
we define the adversary model in Section 3.2, and we list the requirements that will help
to protect the privacy of the user in Section 3.3. Then, Section 4 is for the results and
discussions. Considering the adversary model and privacy requirements, we present a
solution for privacy-preserving access to MEC applications in Section 4.1. In Section 4.2,
we explain how our solution meets the privacy requirements. We finalize our paper with
final remarks, which include the conclusion and the future work in Section 5.
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2. Review and Related Work

In this section, we first explain the relevant concepts for our study, and then we present
related work.

2.1. Review

We focus on three notions related to privacy: data confidentiality, identity confiden-
tiality, and unlinkability.

Confidentiality is “the act of preventing unauthorized entities from reading or accessing
sensitive materials” [19]. In our paper, we focus on data and identity confidentiality. Data
confidentiality means “protecting data against unintentional, unlawful, or unauthorized access,
disclosure, or theft” [20]. Only the entities who require these data to provide services should
have access to the data.

Identity confidentiality can be defined as follows: “the permanent identity of a user to
whom a service is delivered cannot be eavesdropped on the radio access link” [21]. The user might
have various identifiers for MNO and MEC application. International Mobile Subscriber
Identity (IMSI) is the permanent identifier of the subscriber in a mobile network. The
IMSI is sent over the radio access link as rarely as possible in legacy mobile networks,
and a randomly generated temporary identifier is sent instead. This randomly generated
identifier is called the temporary mobile subscriber identity (TMSI) in 2G and 3G systems,
and the globally unique temporary identifier (GUTI) in the 4G system. In the 5G system,
the temporary user identity is called 5G-GUTI, and the permanent user identity is called the
subscription permanent identifier (SUPI). For simplicity, we use the terms IMSI and TMSI
to designate the permanent and the temporary identities of the mobile user throughout
the rest of this paper, even when the discussion is about 5G. The identifiers should not be
learned by parties who do not need them to provide services.

The definition of unlinkability is given in [22]: “unlinkability of two or more items of
interest from an attacker’s perspective means that within the system, the attacker cannot sufficiently
distinguish whether these items are related or not”. We require the unlinkability of both
messages and user identifiers.

The following concepts are relevant to our work: virtual private network (VPN)
and onion routing (OR). VPN helps to establish a secure private channel between two
entities in a public network instead of building a private network by using the tunneling
protocol [23]. The tunneling protocol enables a safe way of transport for network services
that are not supported directly by the elemental network [24]. This way, data can be sent
and received securely by cost-efficient and reliable methods in the public network. In
addition to providing a secure connection, VPN helps to anonymize the traffic of the user
on the internet. It also makes it harder for attackers to track the activities of the user over
the internet [25].

Onion routing constructs a layered object to direct an anonymous, bi-directional,
real-time virtual circuit between two entities (sender and receiver) in the network [26]. In
between the two communicating parties, there are several nodes, which are called onion
routers. A default route exists of three routers: entry router (sender), intermediate router,
and exit router (receiver) [27]. The number of intermediate routers can vary depending on
the requirements of the route. The onion proxy knows the onion routers in the network
and holds the information, such as IP addresses, public keys, and bandwidth, of these
routers [27]. Then, the proxy determines the intermediate routers of the virtual path. The
sender encrypts the messages layer by layer with the public keys of each router and sends
the message. Each router decrypts its own layer and forwards the message to the next
router. The receiver decrypts the last layer and reads the plaintext [28]. It should be noted
that each router knows only the previous and next routers of the path, and the rest of the
path stays anonymous [27,28].
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2.2. Related Work

The surveys by Ranaweera et al. [19,29] present background information on MEC
and examine the security and privacy vulnerabilities of MEC deployment scenarios in
5G use cases. The security solutions and countermeasures for these use cases are also
provided. Du et al. [30] describe the privacy issues in MEC and introduce a case study
considering machine learning privacy-preserving for MEC. Okwuibe et al. [31] discuss
the security of cloud computing and MEC in 5G. Privacy and security threats for different
use cases are defined, and decent solutions are proposed for these threats. Kim et al. and
Ranaweera et al. [32,33] emphasize that the MEC system hosts heterogeneous third-party
applications that are based on cloud and virtualization technologies, which can cause
security threats. Kim et al. [32] present the structure and the features of MEC frameworks
and security threats in the 5G system. Ranaweera et al. [33] analyze the MEC-related threats
in 5G and propose how to mitigate them.

He et al. [34] introduce the privacy issues due to the location of MEC-enabled IoT
devices and present a learning algorithm to mitigate this privacy issue. Lee et al. [35]
also raise the problems due to location privacy. They propose a protocol to improve user
anonymity and allow traceability for the trusted parties for providing services.

Zhang et al. [36] raise privacy concerns related to cellular networks and introduce a
solution using MEC that provides better privacy protection compared to typical VPN and
cellular networks.

Kotulski et al. [37] introduce a new access control architecture for the 5G MEC network
to prevent non-authorized access to edge services and to protect network and computation
resources from unnecessary allocations.

Khan et al., Ahmad et al., and Carvalho et al. [38–40] deal with innovative technologies
of 5G, including software-defined networking (SDN), network function virtualization
(NFV), and MEC, along with security and privacy concerns when using these technologies.
The survey by Khan et al. [38] explores the 5G security model and threat analysis in 5G
networks. Ahmad et al. [39] describe the security challenges, possible security solutions,
and security standardization activities for 5G systems. The paper by Carvalho et al. [40]
proposes and analyzes a risk-aware edge server orchestrator mechanism.

Our work differs from the above prior work in the way that we consider the situation
where several parties work together to provide a service to customers while at the same
time trying to gather more data about these customers than what is needed to provide their
part of the service. For example, these additional data could be the identities and usage
patterns relevant only for other parties.

3. Statement of the Problem

In order to formalize the problem of privacy-preserving MEC usage, we introduce a
system model, an adversary model, and then identify privacy requirements for the parties
in the system model.

3.1. System Model

We base our system model on the scenario where a user wants to use an application
APPIFY in a MEC host deployed in a network of a mobile network operator, MNO. The
user does not want to reveal the contents of messages to any party other than APPIFY.
For simplicity, the user is referred to as Alice in this paper, and we use quotation marks,
“Alice” to point to the actual name of the user. The MEC host is also called MEC, and the
application in MEC is referred to as APPIFY.

We build an abstract model with four parties: Alice, MNO, MEC, and APPIFY. In
order to use APPIFY, Alice needs to send and receive messages over the networks of MNO
and MEC. The visualization of the model is presented in Figure 2.

































Network 2022, 2 223

11. ETSI. Multi-Access Edge Computing (MEC); V2X Information Service API; Group Specification GS MEC 030 V2.1.1; ETSI:
Sophia Antipolis, France, 2020.

12. Porambage, P.; Okwuibe, J.; Liyanage, M.; Ylianttila, M.; Taleb, T. Survey on Multi-Access Edge Computing for Internet of Things
Realization. IEEE Commun. Surv. Tutor. 2018, 20, 2961–2991. [CrossRef]

13. Kekki, S.; Featherstone, W.; Fang, Y.; Kuure, P.; Li, A.; Ranjan, A.; Purkayastha, D.; Feng, J.; Frydman, D.; Verin, G.; et al. MEC in
5G Networks; White Paper 28; ETSI: Sophia Antipolis, France, 2018.

14. Hammer, J.; Moll, P.; Hellwagner, H. Transparent Access to 5G Edge Computing Services. In Proceedings of the 2019 IEEE
International Parallel and Distributed Processing Symposium Workshops (IPDPSW), Rio de Janeiro, Brazil, 20–24 May 2019;
pp. 895–898. [CrossRef]

15. Meir, M. What Is a Third-Party Service Provider? 2021. Available online: https://securityscorecard.com/blog/what-is-a-third-
party-service-provider (accessed on 17 January 2022).

16. ETSI. Multi-Access Edge Computing (MEC); Phase 2: Use Cases and Requirements; Group Specification GS MEC 002 V2.1.1; ETSI:
Sophia Antipolis, France, 2018.

17. Dresch, A.; Lacerda, D.P.; Antunes, J.A.V., Jr. Design Science Research: A Method for Science and Technology Advancement; Springer
International Publishing: Cham, Switzerland, 2015. [CrossRef]

18. Peffers, K.; Tuunanen, T.; Rothenberger, M.A.; Chatterjee, S. A Design Science Research Methodology for Information Systems
Research. J. Manag. Inf. Syst. 2007, 24, 45–77. [CrossRef]

19. Ranaweera, P.; Jurcut, A.D.; Liyanage, M. Survey on Multi-Access Edge Computing Security and Privacy. IEEE Commun. Surv.
Tutor. 2021, 23, 1078–1124. [CrossRef]

20. University of Delaware. Managing Data Confidentiality. 2020. Available online: https://www1.udel.edu/security/data/
confidentiality.html (accessed on 15 December 2021).

21. 3GPP. 3G Security; Security Architecture; Technical Specification TS 33.102 V16.0.0; 3GPP: Valbonne, France, 2020.
22. Paverd, A.; Martin, A.; Brown, I. Modelling and Automatically Analyzing Privacy Properties for Honest-but-Curious Adversaries;

Technical Report; University of Oxford: Oxford, UK, 2014.
23. Alshalan, A.; Pisharody, S.; Huang, D. A Survey of Mobile VPN Technologies. IEEE Commun. Surv. Tutor. 2016, 18, 1177–1196.

[CrossRef]
24. Singh, K.K.V.V.; Gupta, H. A New Approach for the Security of VPN. In Proceedings of the Second International Conference on

Information and Communication Technology for Competitive Strategies—ICTCS ’16, Udaipur, India, 4–5 March 2016; pp. 1–5.
[CrossRef]

25. Sawalmeh, H.; Malayshi, M.; Ahmad, S.; Awad, A. VPN Remote Access OSPF-based VPN Security Vulnerabilities and Counter
Measurements. In Proceedings of the 2021 International Conference on Innovation and Intelligence for Informatics, Computing,
and Technologies (3ICT), Zallaq, Bahrain, 29–30 September 2021; pp. 236–241. [CrossRef]

26. Goldschlag, D.M.; Reed, M.G.; Syverson, P.F. Hiding Routing Information. In Proceedings of the First International Workshop on
Information Hiding, Cambridge, UK, 30 May–1 June 199; Springer: Berlin/Heidelberg, Germany, 1996; pp. 137–150.

27. Buccafurri, F.; De Angelis, V.; Idone, M.F.; Labrini, C.; Lazzaro, S. Achieving Sender Anonymity in Tor against the Global Passive
Adversary. Appl. Sci. 2022, 12, 137. [CrossRef]

28. Chauhan, M.; Singh, A.K.; Komal. Survey of Onion Routing Approaches: Advantages, Limitations and Future Scopes. In
Proceeding of the International Conference on Computer Networks, Big Data and IoT (ICCBI—2019), Madurai, India, 19–20 December 2019;
Pandian, A.P., Palanisamy, R., Ntalianis, K., Eds.; Springer International Publishing: Cham, Switzerland, 2020; Volume 49, pp.
686–697. [CrossRef]

29. Ranaweera, P.; Jurcut, A.; Liyanage, M. MEC-enabled 5G Use Cases: A Survey on Security Vulnerabilities and Countermeasures.
ACM Comput. Surv. 2021, 54, 1–37. [CrossRef]

30. Du, M.; Wang, K.; Chen, Y.; Wang, X.; Sun, Y. Big Data Privacy Preserving in Multi-Access Edge Computing for Heterogeneous
Internet of Things. IEEE Commun. Mag. 2018, 56, 62–67. [CrossRef]

31. Okwuibe, J.; Liyanage, M.; Ahmad, I.; Ylianttila, M. Cloud and MEC Security. In A Comprehensive Guide to 5G Security; Liyanage,
M., Ahmad, I., Abro, A.B., Gurtov, A., Ylianttila, M., Eds.; John Wiley & Sons, Ltd.: Chichester, UK, 2018; pp. 373–397. [CrossRef]

32. Kim, Y.; Park, J.G.; Lee, J.H. Security Threats in 5G Edge Computing Environments. In Proceedings of the 2020 International
Conference on Information and Communication Technology Convergence (ICTC), Jeju, Korea, 21–23 October 2020; pp. 905–907.
[CrossRef]

33. Ranaweera, P.; Jurcut, A.D.; Liyanage, M. Realizing Multi-Access Edge Computing Feasibility: Security Perspective. In Proceedings
of the 2019 IEEE Conference on Standards for Communications and Networking (CSCN), Granada, Spain, 28–30 October 2019;
pp. 1–7. [CrossRef]

34. He, X.; Jin, R.; Dai, H. Deep PDS-Learning for Privacy-Aware Offloading in MEC-Enabled IoT. IEEE Internet Things J. 2019,
6, 4547–4555. [CrossRef]

35. Lee, J.; Kim, D.; Park, J.; Park, H. A Multi-Server Authentication Protocol Achieving Privacy Protection and Traceability for 5G
Mobile Edge Computing. In Proceedings of the 2021 IEEE International Conference on Consumer Electronics (ICCE), Las Vegas,
NV, USA, 10–12 January 2021; pp. 1–4. [CrossRef]

https://securityscorecard.com/blog/what-is-a-third-party-service-provider
https://securityscorecard.com/blog/what-is-a-third-party-service-provider
http://dx.doi.org/10.1007/978-3-319-07374-3
http://dx.doi.org/10.2753/MIS0742-1222240302
http://dx.doi.org/10.1109/COMST.2021.3062546
https://www1.udel.edu/security/data/confidentiality.html
https://www1.udel.edu/security/data/confidentiality.html
http://dx.doi.org/10.1109/COMST.2015.2496624
http://dx.doi.org/10.1145/2905055.2905219
http://dx.doi.org/10.1109/3ICT53449.2021.9581512
http://dx.doi.org/10.3390/app12010137
http://dx.doi.org/10.1007/978-3-030-43192-1_76
http://dx.doi.org/10.1145/3474552
http://dx.doi.org/10.1109/MCOM.2018.1701148
http://dx.doi.org/10.1002/9781119293071.ch16
http://dx.doi.org/10.1109/ICTC49870.2020.9289521
http://dx.doi.org/10.1109/CSCN.2019.8931357
http://dx.doi.org/10.1109/JIOT.2018.2878718
http://dx.doi.org/10.1109/ICCE50685.2021.9427680


Network 2022, 2 224

36. Zhang, P.; Durresi, M.; Durresi, A. Mobile Privacy Protection Enhanced with Multi-access Edge Computing. In Proceedings of
the 2018 IEEE 32nd International Conference on Advanced Information Networking and Applications (AINA), Krakow, Poland,
16–18 May 2018; pp. 724–731. [CrossRef]

37. Kotulski, Z.; Niewolski, W.; Nowak, T.W.; Sepczuk, M. New Security Architecture of Access Control in 5G MEC. In Security in
Computing and Communications; Thampi, S.M., Wang, G., Rawat, D.B., Ko, R., Fan, C.I., Eds.; Communications in Computer and
Information Science; Springer: Singapore, 2021; Volume 1364, pp. 77–91. [CrossRef]

38. Khan, R.; Kumar, P.; Jayakody, D.N.K.; Liyanage, M. A Survey on Security and Privacy of 5G Technologies: Potential Solutions,
Recent Advancements, and Future Directions. IEEE Commun. Surv. Tutor. 2020, 22, 196–248. [CrossRef]

39. Ahmad, I.; Kumar, T.; Liyanage, M.; Okwuibe, J.; Ylianttila, M.; Gurtov, A. Overview of 5G Security Challenges and Solutions.
IEEE Commun. Stand. Mag. 2018, 2, 36–43. [CrossRef]

40. Carvalho, G.H.S.; Woungang, I.; Anpalagan, A.; Traore, I. When Agile Security Meets 5G. IEEE Access 2020, 8, 166212–166225.
[CrossRef]

41. Ojanpera, T.; Berg, H.V.D.; IJntema, W.; Schwartz, R.D.S.; Djurica, M. Application Synchronization Among Multiple MEC Servers
in Connected Vehicle Scenarios. In Proceedings of the 2018 IEEE 88th Vehicular Technology Conference (VTC-Fall), Chicago, IL,
USA, 27–30 August 2018; pp. 1–5. [CrossRef]

42. Do, Q.; Martini, B.; Choo, K.K.R. The role of the adversary model in applied security research. Comput. Secur. 2019, 81, 156–181.
[CrossRef]

43. Rice, T.; Seppala, G.; Edgar, T.W.; Cain, D.; Choi, E. Fused Sensor Analysis and Advanced Control of Industrial Field Devices for
Security: Cymbiote Multi-Source Sensor Fusion Platform. In Proceedings of the Northwest Cybersecurity Symposium, Richland,
WA, USA, 8–10 April 2019; pp. 1–8. [CrossRef]

44. Halpern, J.Y.; Pucella, R. Modeling Adversaries in a Logic for Security Protocol Analysis. In Formal Aspects of Security; Goos,
G., Hartmanis, J., van Leeuwen, J., Abdallah, A.E., Ryan, P., Schneider, S., Eds.; Springer: Berlin/Heidelberg, Germany, 2003;
Volume 2629, pp. 115–132. [CrossRef]

45. Moradi, A.; Venkategowda, N.K.D.; Pouria Talebi, S.; Werner, S. Distributed Kalman Filtering with Privacy against Honest-but-
Curious Adversaries. In Proceedings of the 2021 55th Asilomar Conference on Signals, Systems, and Computers, Pacific Grove,
CA, USA, 31 October–3 November 2021; pp. 790–794. [CrossRef]

46. Herzog, J. A computational interpretation of Dolev–Yao adversaries. Theor. Comput. Sci. 2005, 340, 57–81. [CrossRef]
47. Information Commissioner’s Office (ICO). Estate Agency Fined £80,000 for Failing to Keep Tenants’ Data Safe. 2019. Available

online: https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/estate-agency-fined-80-000-for-failing-
to-keep-tenants-data-safe/ (accessed on 15 December 2021).

48. Freedman, M. How Businesses Are Collecting Data (And What They’re Doing With It). 2020. Available online: https:
//www.businessnewsdaily.com/10625-businesses-collecting-data.html (accessed on 15 December 2021).

49. Guichard, D. Bell numbers. In An Introduction to Combinatorics and Graph Theory; Creative Commons: San Francisco, CA, USA,
2014; pp. 21–27.

50. Van Tilborg, H.C.A.; Jajodia, S. (Eds.) Commercial Security Model. In Encyclopedia of Cryptography and Security; Springer: Boston,
MA, USA, 2011; pp. 224–224. [CrossRef]

51. Turner, S. EST (Enrollment over Secure Transport) Extensions; IETF RFC 8295; RFC Editor: Wilmington, DE, USA, 2018. [CrossRef]
52. Rescorla, E.; Modadugu, N. Datagram Transport Layer Security Version 1.2; IETF RFC 6347; RFC Editor: Wilmington, DE, USA,

2012. [CrossRef]
53. Rescorla, E. The Transport Layer Security (TLS) Protocol Version 1.3; IETF RFC 8446; RFC Editor: Wilmington, DE, USA, 2018.

[CrossRef]
54. Reardon, J.; Goldberg, I. Improving tor using a TCP-over-DTLS tunnel. In Proceedings of the 18th Conference on USENIX

Security Symposium, Montreal, QC, Canada, 10–14 August 2009; USENIX Association: Montreal, QC, Canada, 2009; pp. 119–134.
[CrossRef]

55. Rescorla, E.; Dierks, T. The Transport Layer Security (TLS) Protocol Version 1.2; IETF RFC 5246; RFC Editor: Wilmington, DE, USA,
2008. [CrossRef]

56. Feng, W.C.; Kaiser, E.; Feng, W.C.; Luu, A. The design and implementation of network puzzles. In Proceedings of the IEEE 24th
Annual Joint Conference of the IEEE Computer and Communications Societies, Miami, FL, USA, 13–17 March 2005; Volume 4,
pp. 2372–2382. [CrossRef]

57. Gusatu, M.; Olimid, R.F. Improved security solutions for DDoS mitigation in 5G Multi-access Edge Computing. arXiv 2021,
arXiv:2111.04801.

58. Taylor, V.F.; Spolaor, R.; Conti, M.; Martinovic, I. Robust Smartphone App Identification via Encrypted Network Traffic Analysis.
IEEE Trans. Inf. Forensics Secur. 2018, 13, 63–78. [CrossRef]

59. Saltaformaggio, B.; Choi, H.; Johnson, K.; Kwon, Y.; Zhang, Q.; Zhang, X.; Xu, D.; Qian, J. Eavesdropping on Fine-Grained User
Activities within Smartphone Apps over Encrypted Network Traffic. In Proceedings of the 10th USENIX Conference on Offensive
Technologies, WOOT’16, Austin, TX, USA, 8–9 August 2016; USENIX Association: Austin, TX, USA, 2016; pp. 69–78. [CrossRef]

60. Pironti, A.; Strub, P.Y.; Bhargavan, K. Identifying Website Users by TLS Traffic Analysis: New Attacks and Effective Countermeasures,
Revision 1; Research Report; INRIA: Rocquencourt, France, 2012.

http://dx.doi.org/10.1109/AINA.2018.00109
http://dx.doi.org/10.1007/978-981-16-0422-5_6
http://dx.doi.org/10.1109/COMST.2019.2933899
http://dx.doi.org/10.1109/MCOMSTD.2018.1700063
http://dx.doi.org/10.1109/ACCESS.2020.3022741
http://dx.doi.org/10.1109/VTCFall.2018.8691039
http://dx.doi.org/10.1016/j.cose.2018.12.002
http://dx.doi.org/10.1145/3332448.3332455
http://dx.doi.org/10.1007/978-3-540-40981-6_11
http://dx.doi.org/10.1109/IEEECONF53345.2021.9723222
http://dx.doi.org/10.1016/j.tcs.2005.03.003
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/estate-agency-fined-80-000-for-failing-to-keep-tenants-data-safe/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/07/estate-agency-fined-80-000-for-failing-to-keep-tenants-data-safe/
https://www.businessnewsdaily.com/10625-businesses-collecting-data.html
https://www.businessnewsdaily.com/10625-businesses-collecting-data.html
http://dx.doi.org/10.1007/978-1-4419-5906-5_1306
http://dx.doi.org/10.17487/RFC8295
http://dx.doi.org/10.17487/RFC6347
http://dx.doi.org/10.17487/RFC8446
http://dx.doi.org/10.5555/1855768.1855776
http://dx.doi.org/10.17487/RFC5246
http://dx.doi.org/10.1109/INFCOM.2005.1498523
http://dx.doi.org/10.1109/TIFS.2017.2737970
http://dx.doi.org/10.5555/3027019.3027026

