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Abstract

Resilience management aims to increase the ability of the system to respond to
adverse events. In this study, we develop and apply a structured framework for
assessing the resilience of the decision-making process related to reservoir (or lake)
regulation with the resilience matrix approach. Our study area is Finland, where the
initiatives for the regulation have typically been hydro power production or flood
prevention, but nowadays recreational and environmental issues are also increasingly
considered. The main objectives of this study are twofold. First, it aims to provide
support for reservoir operators and supervisors of the water course regulation pro-
jects in their work for identifying the possible threats and actions to diminish their
consequences. Second, it studies the applicability of the resilience matrix approach
in a quite specifically defined operational process, as most of the earlier applications
have focused on a more general context. Our resilience matrix was developed in
close co-operation with reservoir operators and supervisors of regulation by means
of two workshops and a survey. For the practical application of the matrix, we cre-
ated an evaluation form for assessing the resilience of a single dam operation pro-
cess and for evaluating the cost efficiency of the actions identified to improve the
resilience. The approach was tested on a dam controlling the water level of a middle-
sized lake, where it proved to be a competent way to systematically assess resilience.
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1 Introduction

Resilience management aims to increase the ability of the system to respond
to adverse events (e.g. Linkov et al. 2014; Linkov and Trump 2019). It widens
the perspective of traditional reliability and risk-management approaches, so
that besides focusing on identifying and reducing vulnerabilities, it also consid-
ers recovery and adaptability aspects of the system (Folke 2006; Manyena 2006;
Linkov et al. 2014; de Bruijn et al. 2017). It also puts emphasis on continuing
performing the critical functions that are needed to keep the system working
(Fox-Lent et al. 2015). In recent years, resilience management has gained much
attention in many fields including social-ecological system management (Ruiz-
Mallén and Corbera 2013), natural resource management (Brown and Williams
2015), and organizational management (Annarelli and Nonino 2016).

In this paper, we develop and apply a structured resilience management frame-
work for assessing the resilience of watercourse regulation and, in particular, the
operational management of water reservoirs. The main research questions are to
study how the application of the resilience matrix approach (Linkov et al. 2013a)
can help to identify measures to increase the resilience of operative watercourse
regulation process, and what are the best practices for applying the approach in
this context. The topic is particularly interesting in Finland, where the lakes cover
33,500 km?, which is approximately 10% of the inland area. There are altogether
242 watercourse regulation permits, and the lakes, whose water levels are affected
by these, cover approximately one-third (10,000 km?) of the total lake area. The
initiatives for regulation have typically been hydro power production or flood pre-
vention, but nowadays other objectives, such as recreation and state of aquatic
ecosystem, are increasingly considered in operative decision-making.

The focus of this paper is on the reservoir operation, which is an issue of
emerging concern, as flood damages are predicted to be increased due to the cli-
mate change and population growth (Raje and Mujumdar 2010; Watts et al. 2011;
Wilby and Keenan 2012). There is already much research on how to optimally
operate the dam in a case of natural hazards causing unwanted water levels (e.g.,
Kotzee and Reyers 2016; de Bruijn et al. 2017; Opdyke et al. 2017). However,
there can also be threats related to the human-caused incidents as well as to work-
force/infrastructure, which can lead to non-optimal decisions on controlling the
flow in the dam (van Leuven 2011). Together with an already difficult water con-
dition, these threats can lead to severe negative impacts, if not dealt with appro-
priately. The recent trend of digitalization has provided excellent means to auto-
mate many phases of the process, which, however, has simultaneously increased
the dependence of the undisturbed functioning of the systems (e.g., Rajasegarar
et al. 2008; Paul et al. 2018). In extreme cases, the related threats can even be
the triggers for the flooding, for example, if erroneous measurements of water
levels lead to the adjustment of the water flow in the wrong direction. The par-
ticular focus of this paper is to consider how to prepare for the fundamental rea-
sons behind various threats with an aim to increase the resilience of reservoir
operation.
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There is a clear need for systemic approaches to manage resilience, as the sys-
tems typically consist of numerous different elements interacting with each other.
Various approaches have been introduced to enable structured and transparent analy-
sis of threats (see, e.g., Ganin et al. 2016; Sharifi et al. 2017). This paper focuses on
studying the use of the resilience matrix approach of Linkov et al. (2013a), which
provides a unifying framework to assess system resilience, and guidelines for assess-
ing metrics that need to be developed and combined to measure overall system resil-
ience. The matrix has been originally developed to understand how the doctrine of
network-centric warfare applies to disaster resilience, but it has been also applied in
other contexts such as cyber systems (Linkov et al. 2013b), community resilience
assessment (Fox-Lent et al. 2015), and coastal system resilience (Rosati et al. 2015).

The paper is structured as follows. Section 2 describes the characteristics of the
operational decision-making process of watercourse regulation, and discusses how
to increase the resilience of this process by applying the resilience matrix approach
to identify and analyze the threats in various phases of the process. Section 3 pre-
sents the actual resilience matrix applied to the watercourse regulation case and
describes the process of creating the matrix. The applicability of the matrix is dis-
cussed in Sects. 4 and 5 concludes the paper.

2 Resilience in reservoir operation
2.1 The reservoir operation process

Making operative decisions on a dam is essentially a task of controlling the flow, so
that the water levels and flows in different parts of the watercourse are balanced opti-
mally. In spite of being “a one-dimensional problem” of only controlling the flow
over the time, decision-making on reservoir operation is not straightforward. The
water-level variation has various impacts related to ecological, economic as well as
social objectives, and the desired water levels can vary among multiple objectives
(e.g., Marttunen and Suomalainen 2005; Marttunen et al. 2006). For reviews of the
cases dealing with multiple objectives in water management or in water systems,
see, for example, Hajkowicz and Collins (2007), Hajkowicz and Higgins (2008), or
Lai et al. (2008).

The threats related to the reservoir operation can have an impact either to the
inflow coming to the reservoir or to the outflow from the reservoir through the dam.
The dam operator can only influence on the second one, assuming that there are no
regulating structures upstream. Van Leuven (2011) has grouped the possible threats
related to water systems into three categories: (1) natural disasters, (2) human-
caused incidents, and (3) workforce/infrastructure threats. Of these threats, natural
hazards, such as extreme rainfall or drought, typically affect the inflow coming to
the reservoir. Then, the task of the dam operator is to control the outflow, so that
the water level in the reservoir keeps within the desired limits by also taking the
inflow into account. However, the other two types of threats (i.e., those related to the
human-caused incidents or workforce/infrastructure) can directly affect the work of
the dam operator, so that the outflow is controlled non-optimally or even harmfully.
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Fig. 1 Phases of the decision-making process in the operational watercourse regulation. The numbers
refer to the phases of dam operation process mentioned in the text

These threats are more diverse and they can have an effect in all the phases of the
dam operation process. We have identified the following six main phases (i.e., the
critical functions) of this process (Fig. 1):

Observations on the watercourse (water level, flow, amount of water in snow, etc.)
Registering the observations into the data management system

Prediction of the water flows based on the observations and weather forecasts
Decision about the flow based on the hydrological predictions (possibly including
discussions with colleagues)

Adjustment of the sluice gates

6. Informing the other operators and population about new conditions

L=

d

The phases of the process are chained, so that an impact on some phase is likely
to also have an indirect impact on all the subsequent phases. For example, an error
in data is likely to lead to an erroneous prediction, which further can lead to a non-
optimal decision, and so on. In this respect, it is very important to not only consider
impacts of the threats to a single phase of the process, but also take the interactions
between the phases into account.

2.2 From risk management to resilience management
The information required to estimate the inflow to the reservoir includes estimat-

ing the expected rainfall, but also other variables such as the amount of the water
in the ground. The related uncertainties can usually be presented as probability
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distributions. Consequently, the analysis of related risks can be typically carried
out with traditional risk-management approaches, which take both the probability
and the possible impact of the event into account (Bogardi and Kundzewicz 2002).
In the context of watercourse regulation, risk-management approaches have been
applied especially for evaluating flood risks (e.g., Plate 2002; Apel et al. 2004) and
risks related to dam safety practices including surveillance, dam safety reviews,
emergency preparedness, and operation and maintenance procedures (e.g., Hartford
and Baecher 2004; Zhang et al. 2016). Based on these approaches, various kinds
of systems have also been developed to provide automated control for the reservoir
operation utilizing, for example, genetic algorithms (e.g., Chang and Chang 2001),
multi-objective optimization (e.g., Dittmann et al. 2009), or dynamic programming
(Li et al. 2010).

A weakness of risk-management approaches is that they can only deal with such
risks whose probability or impact can be estimated. However, in dam operation,
there are also many threats which are unknown before their occurrence, and which
can be realized either as sudden shocks or as increasing stresses that slowly build
up (Delaney et al. 2010; Park et al. 2013; Merz et al. 2015). They can relate to, for
example, climate change, terror attacks, political instability, development of technol-
ogy, or organization culture. Risk-management approaches have also been applied
to respond to these kinds of threats (e.g., Harrald et al. 2004; Danso-Amoako et al.
2012). However, more comprehensive approaches are needed to adequately estimate
the impacts and probabilities of these threats due to the very complex interferences
of the system (Park et al. 2013).

Resilience management aims to increase the resilience of the system by also con-
sidering unexpected threats and focusing on the system functionality (Park et al.
2013). It complements the risk-based approaches by identifying the critical func-
tions of the system and changing the way of doing things, so that the functioning
of the system can be assured regardless of the characteristics of the disturbance. In
this respect, it is often more appropriate use of the term vulnerability of the system
instead of using the risk-related terminology. The fundamental difference between
these is that risk is a measure of the probability and severity of adverse effects,
whereas vulnerability can be seen as “the manifestation of the inherent states of
the system that can be subjected to a natural hazard or be exploited to adversely
affect that system” (Aven 2011). With this interpretation, resilience can be seen as
an ability of the system to cope with vulnerabilities caused by any events including
unknown ones.! Roughly speaking, the design objective in risk management is to
minimize the probability and extent of the failure and, in resilience management, the
consequences of the failure (Park et al. 2013). Yet, the challenge is how to prepare
for such disturbances that are too complex to understand or impossible to anticipate
(Merz et al. 2015).

! There are also other definitions for resilience and vulnerability in the literature, and for a discussion of
them, see Manyena (2006).
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2.3 Systematic frameworks for dealing with the system resilience

Various kinds of general frameworks have been developed to better understand the
resilience and vulnerability of the system (e.g., Nelson et al. 2007; Folke et al. 2010;
Butler et al. 2017). The principles and ideas of these frameworks have also been
adapted to different fields to develop customized operational frameworks includ-
ing, for example, natural resource management (Plummer and Armitage 2010;
Bakkensen et al. 2017) or disaster resilience (Cimellaro et al. 2010). Furthermore,
frameworks to deal with a specific sector, such as the marine sector to cope with
climate change (Davidson et al. 2013) or agroecosystems (Cabell and Oelofse 2012),
have been developed.

The fundamental idea behind structured approaches is to first open up the prob-
lem and enlarge the perspective by identifying the different elements of the problem
and the links between them (divergent phase) (Montibeller et al. 2008; Franco and
Montibeller 2010). Finally, all the elements of the problem are combined together
with an aim to get a comprehensive overall view of the problem (convergent phase).
Besides process support, structured approaches can also provide means for other
tasks of the process such as elicitation of stakeholders’ preference or creation of bet-
ter alternatives (McDaniels 2019).

Many developed approaches have introduced lists of criteria or measures for
characterizing resilience. For example, Sharifi and Yamagata (2016) suggest that
any resilient system should entail the following characteristics: robustness, stability,
flexibility, resourcefulness, coordination capacity, redundancy, diversity, foresight
capacity, independence, connectivity and interdependence, collaboration capac-
ity, agility, adaptability, self-organization, creativity and innovation, efficiency, and
equity. Yet, many approaches also provide means for quantifying resilience capacity
in terms of the defined measures (e.g., Angeler and Allen 2016; Platt et al. 2016;
Quinlan et al. 2016; Bakkensen et al. 2017; Tran et al. 2017). At best, these can
provide a transparent tool for assessing resilience and for considering the different
aspects of it. On the other hand, measuring and monitoring of only a narrow set of
indicators may reduce the understanding of system dynamics that is needed to apply
resilience thinking (Quinlan et al. 2016).

Linkov et al. (2013a) have introduced a resilience matrix approach, which pro-
vides a mapping of system domains across an event management cycle of resilience
functions (Table 1). The basic idea of the matrix is that to create resilience, achieve-
ment in all sectors of the system must be reached (Linkov and Trump 2019). This is
done by systematically considering all types of the threats in different stages of the
disruptive event management cycle.

The columns of the matrix are based on the report of National Academy of Sci-
ences (NAS), which describes resilience as the ability to (i) prepare and plan for,
(i1) absorb, (iii) recover from, and (iv) more successfully adapt to adverse events
(National Research Council 2012). The rows of the matrix consist of the four
domains of the network-centric warfare doctrine: (i) physical, (ii) information, (iii)
cognitive, and (iv) social (Alberts and Hayes 2003). They were initially influenced
by the advances of military theory, but the classification can be easily adapted to dif-
ferent disciplines of civil society, too (Fox-Lent et al. 2015). The cells of the matrix
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Table 1 Resilience matrix of Linkov et al. (2013a) providing guidelines for resilience metrics that need to be developed and combined to measure overall system resilience

Plan/prepare

Absorb

Recover

Adapt

Physical

Information

Cognitive

Social

State and capability of equipment
and personnel, network structure

Data preparation, presentation,
analysis and storage

System design and operation deci-
sion, with anticipation of adverse
events

Social network, social capital,
institutional and cultural norms,
and training

Event recognition and system per-
formance to maintain the function

Real-time assessment of function-
ality, anticipation of cascading
losses and event closure

Contingency protocols and proactive
event management

Resourceful and accessible person-
nel, and social institutions for
event response

Systems changes to recover previ-
ous functionality

Data use to track recovery process
and anticipate recovery scenarios

Recovery decision-making and
communication

Teamwork and knowledge sharing
to enhance system recovery

Changes to improve system resilience

Creation and improvement of data
storage and use protocols

Design of new system configurations,
objectives and decision criteria

Addition of or changes to institutions,
policies, training programs, and
culture
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describe what is important when considering achieving the different dimensions
of resilience, and, in this way, support a transparent connection between resilience
policies and potential outcomes. The approach was initially designed to be applied
semi-quantitatively as a guideline for selecting appropriate measurements to judge
functionality of a system from a broader perspective (Linkov and Trump 2019).
However, it can be also be applied in a more qualitative way by just identifying
appropriate measures for increasing resilience, or more quantitatively by defining
metrics and by assessing the system performance with respect to these.

The process of assessing resilience with the matrix approach includes the follow-
ing phases: (1) definition of the system boundary and range of threat scenarios under
consideration, (2) identification of the critical functions of the system to be main-
tained, (3) selection of the indicators and generation of scores for system perfor-
mance in each cell for each critical function, and (4) aggregation of the matrices to
create an overall resilience rating (Fox-Lent et al. 2015).

In recent years, systematic resilience assessment approaches have been increas-
ingly used to assess the resilience of water-management practices in the context of
watercourse regulation. According to Simonovic and Arunkumar (2016), resilience-
based approaches are powerful tools for selecting proactive and adaptive responses
of a multipurpose reservoir to a disturbing event that cannot be achieved using the
traditional measures. Merz et al. (2015) recognize that surprise is a neglected ele-
ment in flood risk assessment and management, and discuss about the possible
approaches to better understanding the complexity of flood risk systems and cogni-
tive biases in human perception. Much of the earlier work has focused on the physi-
cal risks to dam security (e.g., Isoméki et al. 2012), but in recent years, the role of
the societal issues has also been emphasized (e.g., Molarius et al. 2015). For exam-
ple, Koks et al. (2015) present an approach for evaluating flood risk-management
strategies based on the joint assessment of hazard, exposure and social vulnerability.
In spite of the increasing interest to systematic resilience assessment approaches, to
our knowledge, there are no studies related to watercourse regulation that systemati-
cally assess the different dimensions of resilience in different phases of the disrup-
tive event management cycle. To fill in this gap, this paper presents a framework
based on the resilience matrix of Linkov et al. (2013a) to assess the resilience of the
operational management process of water reservoirs.

3 Resilience matrix for reservoir operation
3.1 The process for creating and applying the resilience matrix

The main aim of this paper is to support reservoir operators and supervisors of
watercourse regulation in their task of assessing resilience of reservoir operation by
means of a general framework. The other aim is to evaluate the applicability of the
framework in the identification of actions to improve the resilience of the reservoir
operation process (see Fig. 1). Compared to the earlier applications of the resilience
matrix on different fields of society, this process is quite a specifically defined oper-
ational process (e.g., Roege et al. 2014; Fox-Lent et al. 2015; Rosati et al. 2015;
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Work by the research group | | Collaboration with stakeholders

Definition of the problem, identification of the
critical functions (i.e. the phases of the process)

and preliminary identification of the threats on Vv
the basis °_f earlier w.orkshc,:ps of the “From Workshop 1 (September 2017): Identification of
Failand to Winland” project the threats missing from the preliminary list
together with the regulation operators and
\L supervisors of regulation, and discussion about
Creation of the final list of the threats and the threats
designing the questionnaire for the operators \I/

and supervisors of regulation

Questionnaire (December 2017): Identification
of the most relevant threats, illustration of the

\I/ appearance of the threats in practice and
preliminary identification of the possible actions
Filling in the preliminary version of the resilience for responding the threats
matrix on the basis of the response from the
questionnaire and the background work by the \|/
research group Workshop 2 (March 2018): Discussion with the
regulation operators and supervisors of
\|/ regulation about the matrix approach and
Making the final version of the matrix on the completion of the matrix
basis of the material obtained from the
workshop \L
\|/ I Dissemination of the matrix to the stakeholders

Developing the questionnaire form for
evaluating the resilience of a single dam
structure, the actions for improving the \|/

resilience as well as the cost-effectiveness and

Application of the matrix to a case of evaluating
the resilience of a dam controlling a middle-sized
lake

Fig.2 The process of creating and testing the resilience matrix for watercourse regulation

Zussblatt et al. 2017). However, according to Fox-Lent et al. (2015), the resilience
matrix approach is scalable to any size of a system, which gave us motivation to also
test its applicability to this kind of a process.

In Finland, all the 242 watercourse regulation permits are supervised by 13
Regional Centres for Economic Development, Transport and the Environment
(ELY Centres) (SYKE 2015). This number includes 48 state-owned permits, which
are also operated by ELY Centres. Therefore, we involved the representatives of
the ELY Centres actively to the development and testing of the resilience matrix
approach. The project group included water-management engineers and system
analysis experts from SYKE (Finnish Environmental Institute). In addition, the
knowledge of SYKE experts in other fields (such as hydrology and flood risk man-
agement) was utilized in the planning process.

The process of creating and testing the resilience matrix is presented in Fig. 2.
First, we defined the system boundaries of our case to be the reservoir operation
including all the phases of the operational decision-making process on the dam.
The considered threats include threats from all the three threat types of van Leuven
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(2011), i.e., those related to natural hazards, human-caused actions, and workforce/
infrastructure. The focus is on those threats that can have an effect on the outflow
from the lake. Thus, we do not explicitly consider the natural hazards affecting the
inflow (such as excessive rain) as threats, but treat these as boundary conditions.

The realization of the possible threats to the system may lead to either too high
or too low water levels/flows. The most harmful damages are typically obtained
in severe flood situations. Thus, to facilitate the concretization of the possible
consequences of the threats, we assume that the water level of the regulated lake
or river is already at a high level at the realization of the threat. Then, the time
frame to response to the threat is also much shorter, which emphasizes the need
for careful preparation for the threats. However, in a case of low water levels,
the fundamental reasons leading to the realization of the threat are usually the
same as in a case of too high water level. For example, in a high water-level situ-
ation, the most harmful position of a seized sluice gate is typically “fully closed”,
whereas in a case of a low water level, it is “fully open”. Nevertheless, the reason
leading to the seized gate (e.g., power shortage) can be the same in both cases.
Thus, the analysis of the threats themselves can be generalized to also include
low water-level situations, even though the impacts are then opposite.

The next step of the process is to identify the possible actions for preparing
for each of the identified threats. We did not find it reasonable to create any sepa-
rate indicators for the measuring the system performance, as the level of imple-
menting the actions can be seen as an indicator of how well one has managed to
prepare for the threat. In this respect, the process was somewhat different from
the one presented in Fox-Lent et al. (2015), whose phases three and four can be
combined in our process to a general phase of assessing the resilience. Hence, the
phases of our process include:

1. Definition of the system boundaries and range of threat scenarios under consid-
eration.

2. Identification of the critical functions of the system to be maintained.

3. Defining the criteria and questions for assessing resilience in the case of opera-
tional watercourse regulation.

The critical functions of our system are the different phases of the operative
decision-making process (Fig. 1). In each phase, the focus is on those issues
related to that particular phase, but a successful operation of each phase also
requires that there have not been any problems in the preceding phases. For exam-
ple, a measurement error caused by malfunctioning equipment can lead to inac-
curate water level and flow predictions, and consequently, to poor decisions made
by the reservoir operator. We consider this to be fundamentally a physical threat
of phase 1, and thus, the possible actions related to this threat are listed under
physical issues. On the other hand, this threat can be a trigger for some other
threats in the following phases of the process. For example, there can be a cog-
nitive issue of not noticing clearly wrong information due to lack of regulation
experience, which would be correspondingly dealt with under cognitive issues.
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The identification of possible threats included research of the literature and
interactive collaboration with experts. The study was part of the “From Failand
to Winland” project (https://winlandtutkimus.fi), in which two expert workshops
had been arranged beforehand for identifying threats related to the water secu-
rity in general. We utilized the results of these workshops when creating a list
of preliminary threats for operational regulation. This list was then used as a
basis in Workshop 1 that was arranged in conjunction with the annual meeting
of the people working in the field of reservoir operation. The workshop, which
included interactive group work, was held to identify any new threats missing
from the preliminary list and to discuss these threats. On the basis of this work-
shop, we modified our list of possible threats.

In the next phase, we created an e-mail questionnaire for the reservoir opera-
tors and the supervisors of the water course regulation projects. In the ques-
tionnaire, they were asked to evaluate how important it is to prepare for each
threat. On each threat, they were also asked to describe the situation of a pos-
sible threat to get a more concrete view of the threats in practice. The respond-
ents were also requested to identify 3—5 most relevant threats. In addition, they
were asked whether these kinds of threats have occurred in the watercourses on
their area, and whether actions related to improve the resilience on these threats
have already been implemented. The three most relevant threats identified by
the respondents are structure failures, lack of resources for high-quality water
management, and the reduction of expertise both in organizational and individ-
ual level. Of the threats that have been materialized, the most common is the
malfunction of the water-level measurement equipment, as this had happened on
every area.

On the basis of the workshop and questionnaire, we created the initial resil-
ience matrix of Linkov et al. (2013a) for assessing the resilience of different
phases of the reservoir operation process (described in detail in Sect. 3.2). The
rows of the matrix are the threats identified in the earlier phases divided into
four categories, and the columns are the four main stages of the disaster manage-
ment cycle (Linkov et al. 2013a). In theory, the matrix should have been filled in
for each critical function (i.e., the phases of the regulation in our case), but we
only filled in one matrix that was common to all the functions.

The initial resilience matrix was presented in the Workshop 2 arranged for
the reservoir operators and the supervisors of regulation. In the workshop, dis-
cussions in small groups were carried out for completing the matrix. The group
work also included discussion about the applicability of the approach. The par-
ticipants were also asked to fill in a questionnaire about the approach and its
applicability as well as its pros and cons.

Overall, the participation rate of the ELY Centre representatives in the pro-
cess was high. The questionnaire got responses from the representatives of 11
different ELY Centres and Workshop 2 was attended by representatives of 8 dif-
ferent ELY Centres. The participating ELY Centres included almost all the ELY
centres that own the permits and majority of ELY Centres that supervise the
permits (see Table 2).

@ Springer



370 J. Mustajoki, M. Marttunen

Table2 The number of the permits supervised and owned by the ELY centres whose representative(s)
responded the questionnaire and attended the workshop, respectively

Number of permits supervised by Number of permits owned by the participating ELY
the participating ELY Centres Centres

Questionnaire 215 (89% of all the permits) 46 permits (96% of the government owned permits)
Workshop 2 162 (67% of all the permits) 45 permits (94% of the government owned permits)

3.2 The content of the resilience matrix

The initial idea of the resilience matrix of Linkov et al. (2013a) is to carry out the
assessment separately for each critical function, which, in our case, would mean
each phase of the reservoir operation process. However, most of the phases are only
impacted by a few types of threats but not all of them. For example, physical threats
mainly concern the early phases of the process, whereas social and cognitive threats
mainly concern the latter phases of the process. Thus, separate assessment of each
phase would have led the resilience matrix to include several blank cells. Thus, we
decided to make an overall assessment, so that all the critical functions are consid-
ered together. However, if there are some impacts that specifically concern a certain
critical function, these would be explicitly mentioned in the assessment.

To support the identification of how the phases are impacted by the threats, we
created a supplementary matrix that shows which phases are impacted by each
threat (Table 3). This matrix separates the cases of the threat causing missing and
erroneous information, as the actions for responding these threats can be quite dif-
ferent (e.g., Kotamiki et al. 2009). That is, if information is missing, it can often be
noticed quite rapidly, and corresponding actions can be made to collect the missing
information and to adjust the decisions accordingly. However, if the information is
erroneous, it may appear that things are in order, even if they are not. For example, if
a failure in the water-level measurement equipment causes missing water-level infor-
mation, it will typically be noticed very soon. However, if the sluice gates are stuck
at a certain level, the operator may assume that the water is at a good level, even if
there are potentially severe problems. Consequently, he/she can even take actions
that worsen the situation. As can be seen in Table 3, some of the threats can concern
many of the phases, but there are also threats that only impact one or two of the
phases.

The next phase was to create the actual resilience matrix of Linkov et al. (2013a).
As mentioned above, the aim of our resilience matrix is somewhat different from the
original purpose, as it does not have any fixed measures for estimating the level of
resilience. Instead, each cell of the matrix describes issues that should be taken into
account to achieve resilience in this particular cell. In this respect, the matrix can be
considered as a check list of issues to be considered. Yet, on the basis of how well
these issues are achieved, one can make an estimate of the level of resilience, which
is, however, more a qualitative rather than a quantitative estimate. Nevertheless, the
fundamental objective is the same as in the original matrix, i.e., to increase the resil-
ience of the system by identifying beforehand the weak parts of the overall system.
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Table 3 Direct impacts of the threats to the phases of the operational watercourse regulation (“Miss.” stands for missing information and “Err.” for erroneous information)

Impacts of the threats to different phases of the operational watercourse regulation Observa- Data manag. Prediction Decision Dam opera- Dissemina-
tions system tion tion
Threat type  Threat Miss. Err. Miss. Err. Miss. Err. Miss. Err. Miss. Err. Miss. Err.
Physical Severe disruption in electricity supply X X X X X
Severe disruption in telecommunications X X X X X
Severe disruption in IT services (computers, Internet) X X X X X
Mechanical measurement device failures X X
Dam operation device failures X X
Construction failures (e.g. caused by heavy rainfall) X X X X
Sabotage X X X X X X X X
Information  Absence of weather forecast X X
Malfunctioning of watershed simulation and forecasting system X X
Hacking into the system X X X X X X X X X X
Disinformation in social media X X
Cognitive Reduction of expertise (both in organizational and individual level) X X X X X X X X
Problems of getting workforce (e.g., pandemia) X X X X X X
Mental problems of the regulator X X
Social Internal communication problems in organization X X X X X
Contractors and collaborators do not carry out their responsibilities X X
Indeterminacy of responsibilities (interfaces) X X X X X X
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Sabotage and hacking into the system are threats whose impacts are typically
realized through other threats. For example, sabotage can cause construction failures
and hacking into the system can cause malfunctioning of watershed simulation and
forecasting system. In these kinds of threats, prepare and adapt stages of disaster
management are typically related to the threat itself, but absorb and recover stages
also relate to the consequent impact that sabotage or hacking had caused.

3.3 Application of the resilience matrix

In practice, the obtained resilience matrix (Table 4) can be used as a checklist when
considering the issues that should be taken into account to make an individual reser-
voir operation process more resilient towards various kinds of threats. The expected
users of the matrix are the persons responsible for the reservoir operation as well as
the persons in the regional ELY Centres responsible for the supervision of the regu-
lation permits. This list of issues can also be used to support the qualitative assess-
ment of resilience in different phases of reservoir operation process.

For the practical application of the matrix, we created an Excel form for evaluat-
ing the resilience of a single operation structure. The first part of the form lists the
possible threats as well as the possible actions against them that are identified in
Table 4. For each action, the user is asked to evaluate whether the reservoir opera-
tion structure has implemented the listed actions (Scale: Yes, Partly, No, Not rele-
vant). The user is also asked to provide reasoning and/or comments for the response.
Table 5 presents exemplary extract of Excel form filled for evaluating the resilience
of a single dam operation structure in a case of mechanical measurement device fail-
ures. Similar assessment is made for all the threats listed in Table 4, and overall, the
form consists of 106 rows of actions in 17 different categories. The full (non-filled)
form is attached as a supplementary material.

Many actions in the initial resilience matrix are larger entities, so that, for exam-
ple, the plan/prepare stage deals with acquiring the needed equipment and the
absorb phase the actual use of this equipment. For conciseness, these are not pre-
sented separately in our form, but combined into one action. However, the follow-
ing numbers are presented in brackets after each action to indicate the stages of the
disaster management cycle to which the action belongs: 1 =plan/prepare, 2 =absorb,
3 =recover, 4 =adapt/learn.

In the second part of the form, the user is asked to provide plans for implement-
ing those actions that were identified in the first part as only partly or not imple-
mented. For each of these, the user is asked to provide:

— suggestions for the actions needed to fix the issue

— estimates about the benefits of the suggested actions (Scale: Large, Moderate,
and Small) and verbal reasoning for this

— estimates about the costs of implementing the suggested actions (Scale: Large,
Moderate, and Small) and verbal reasoning for this

— estimates about the feasibility of implementing the suggested actions (Scale:
Easy, Intermediate, and Difficult) and verbal reasoning for this
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Table 4 Resilience matrix for assessing the threats related to operational watercourse regulations

Threat Description
Plan/prepare Absorb Recover Adapt/learn
State and capability of equip- Event recognition and system System changes to recover Changes to improve system
ment and personnel, network performance to maintain the previous functionality resilience
structure function
Physical

Severe disruption in electricity
supply

Severe disruption in telecom-
munications

Severe disruption in IT services
(computers, Internet)

Mechanical measurement
device failures

(Leads often to other threats
too). Back-up generators for
the dams and procedures
for applying them, back-up
personnel and equipment for
making manual measure-
ments, prioritization of the
equipment needing electricity

Back-up communication
network (e.g. double SIMs
or other communication net-
works), resources for sending
measurement data manually

Redundant systems for IT
services, plans for com-
municating measurement
manually and making manual
predictions

Double-checked systems,
several water-level measure-
ment points, online photos of
the measurement scale, spare
replacement parts, contracts for
rapid repairing of equipment

Procedures for applying the
generator and for personnel
using them, switch to manual
operation, automatic message
system informing about power
failures on the dam

Contingency plans for making
decisions on the basis of more
uncertain information, and for
manually operating the dams

Contingency plans for making
decisions on the basis of more
uncertain information, and for
manually operating the dams

Means for identifying erroneous
information produced by the
measurement devices (experi-
ence), contingency protocols
for making manual observa-
tions

Part of electricity supply resil-
ience, not directly related to
operative regulation

Part of telecommunications
resilience, not directly related
to operative regulation

Part of IT services resilience,
not directly related to opera-
tive regulation

Auvailability of replacement
parts ensured (the most
vulnerable parts in stock),
anticipation of repair plans for
measurement devices

Identification of the most critical
parts of the system for elec-
tricity supply. Consideration
of increasing the number of
generators on the basis of past
experiences

Analysis of the situation with
focus on better communicating
in the future situations

System log of the performance
of the back-up system to
allow after-event analysis and
improvement of the system

Analysis of the weakest parts of
the system based on histori-
cal data and of possibilities to
reduce devices’ probability of
failure
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Table 4 (continued)

Threat

Description

Plan/prepare

State and capability of equip-
ment and personnel, network
structure

Absorb

Event recognition and system
performance to maintain the
function

Recover

System changes to recover
previous functionality

Adapt/learn

Changes to improve system
resilience

Dam operation device (flood-
gate) failures

Construction failures (e.g.
caused by heavy rainfall)

Sabotage

Ability to switch to manual dam
operation, heating system for
the dam, plans and equip-
ment for secondary means for
operating the dam (e.g. divers,
hot water from industry to
melt the ice)

Systematic and regular checking
of infrastructure (by outside
inspectors), safety plans

(Can lead to all the above).
Fencing the area and surveil-
lance system for the equip-
ment, secure controls

Application of manual dam
operations, sufficiently staff
for manual operations

Plans for the rapid response in
the upstream area as well as
for flood risk management

Depending on the characteris-
tics of the sabotage, some of
the above

Availability of replacement
parts ensured, anticipation of
repair plans for dam operation
equipment

Anticipation of repair plans for
the dam

Depending on the characteris-
tics of the sabotage, some of
the above

Analysis of the weakest parts of
the system based on histori-
cal data and of possibilities to
reduce devices’ probability of
failure

Instead of just repairing the
construction, the consideration
of modifying it to improve its
resilience

Increasing the security to prevent
similar situations
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Table 4 (continued)

Threat Description
Plan/prepare Absorb Recover Adapt/learn
Data preparation, presentation,  Real-time assessment of func-  Data use to track recovery Creation and improvement of
analysis and storage tionality, anticipation of cascad- process and anticipate recovery data storage and use protocols
ing losses and event closure scenarios
Information

Absence of weather forecast
(from Finnish Meteorological
Institute)

Malfunctioning of watershed
simulation and forecasting
system

Hacking into the system

Disinformation in social media

Ability to manually input
weather forecasts from other
sources into watershed fore-
casting system, experienced
personnel

Procedures for estimating water
levels and flows manually or
with other models, constant
collaboration with Finn-
ish Environment Institute,
identification of possible
malfunctions

(Can lead to all many other
threats). Increasing the level
of IT security (also personal),
use of back-ups

Open dissemination of informa-
tion (prior to an emergency
situation) to encourage people
to follow and trust it, increas-
ing the pressure tolerance of
the operators

Contingency plans for using
other forecast sources

Means for identifying when
system produces erroneous
estimates. Contingency plans
for making manual predic-
tions

Procedures for isolating the IT
systems from the network

Proactive dissemination of the
development of the emer-
gency situation concerning
the whole area, active descrip-
tion of the overall picture of
the situation

Instructions for system recovery
after malfunction

Instructions for system recovery
after the malfunction

Procedure for restoring the
system to the previous state

Active dissemination of the
progress of recovery also
after the actual emergency
situation

Analysis of the situation to
prevent similar situations in the
future

System vulnerability assessment
on the basis of the malfunction

Closure of IT security holes.

Analysis of which sources lead to
disinformation
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Table 4 (continued)

Threat Description
Plan/prepare Absorb Recover Adapt/learn
System design and operation Contingency protocols and Recovery decision-making and  Design of new system configura-
decision, with anticipation of proactive event management communication tions, objectives and decision
adverse events criteria

Cognitive

Loss of expertise (both in
organizational and individual
level)

Problems of getting workforce
(e.g. pandemia)

Mental problems of the person
operating the dam

Analysis of the critical need
for experience and train-
ing of personnel, mentoring
programs, rotation of duties,
compiled guidance, training
exercises

Back-up system for person-
nel, back-ups ensured also in
emergency situations, back-up
for back-ups, contractual
penalties for outsourcing, net-
working with the other actors

Keeping the work encaging,
keeping the workload of the
personnel reasonable, deputy
personnel available

Collaboration with other
experts and other regional
centres in recovery planning

The threat often becomes
concrete though some human
error due to inexperience and
the actions depend on the
type of error. Contingency
protocols for utilizing the
experience of personnel from
other regional centres

Consideration of hiring new
temporary personnel

Contingency protocols for
utilizing the personnel from
other regional centres or for
hiring new personnel

Contingency protocols for using Consideration of hiring new
back-up personnel, rotation of ~ (temporary) personnel, pro-
duties to increase basic skills, fessional mental help for the
peer support regulator

Careful documentation of the
decisions and reasoning made
during emergency situations
and how courses of action were
decided upon

Identification of the most critical
areas for workforce shortage

Education about factors that can
lead to the problems
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Table 4 (continued)

Threat Description
Plan/prepare Absorb Recover Adapt/learn
Social network, social capital, Resourceful and accessible per- Teamwork and knowledge shar- Addition of or changes to institu-
institutional and cultural norms, sonnel, and social institutions ing to enhance system recovery tions, policies, training programs,
and training for event response and culture

Social

Internal communication prob-
lems in organization

Contractors and collaborators
do not carry out their respon-
sibilities

Indeterminacy of responsibili-
ties (interfaces)

Training of personnel, prepared-
ness exercises, compiling
commonly accepted ground
rules/good practices, checklist
of the parties to be informed

Contracts between the parties
ensuring operation in emer-
gency situations, training of
contractors and high-quality
tendering of them, contractual
penalties for outsourcing

Clear contracts between the
parties defining their respon-
sibilities, training exercises
between the parties, consid-
eration of subcontracts

Application of contingency
protocols for communication
of the emergency event and
creative adaptation of it when
needed, emphasis on crisis
communications

Contingency plans for col-
laboration and responsibility
management in emergency
situations, sufficient contrac-
tual penalties for outsourcing

Clear identification of responsi-
bilities and active communi-
cation between the parties in
emergency situations

Active teamwork and knowl-
edge sharing also in recovery
phase

Active teamwork and knowl-
edge sharing also in recovery
phase

Active teamwork and knowl-
edge sharing also in recovery
phase

Logging system for communica-
tions to make it possible to
analyze what went well and
what needs to be improved

Adjusting procedures to deal with
documented events, systematic
review of the process

Adjusting contracts to deal with
documented events
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Table 5 An exemplary extract of Excel form filled for evaluating the resilience of a single dam operation
structure in a case of mechanical measurement device failures

Possible threats and Has the actions |Reasoning/ |Suggestions|Estimate about the |Estimate about the |Estimate about the
actions to deal with them [been comments [for the benefits of the costs of suggested |feasibility of
(phases relevant to the implemented? actions suggested actions |actions suggested actions
threat mentioned in needed to Large Large + |Easy
brackets) fi" the Moderate -~ |Moderate 0 |intermediate
e + |Small - |Small - |Difficult
Mechanical measurement C C Value | C Value | C Value | C
device failures
- Redundant systems for IT|X Yes Doubled
services, plans for [ Partly systems and
communicating J No plans for
measurements manually  |] Not relevant |manual
and making manual predictions
predictions (1) exists
- Availability of personnel |[] Yes Most parts |Acommon [ ++ |Everyone - |Costs of 0 [Some
and replacement parts Partly in stock, but |spare parts doesn’t have organizing coordination
ensured for disruptive J No not all stock with to have each sharing (but and
events (1,2) ] Not relevant other dam part in stock also profits maintenance
owners of sharing) needed

- Contracts for rapid O Yes No cont- Making of + [Clear - |Costs for + |Quite easy to
repairing of equipment CPartly racts, but explicit identification making the realize
(1,2,3) No close colla- [contracts of responsi- contracts

] Not relevant |Poration bilities
- Use of satellite O Yes Redundant
observations (1,2) CPartly as back-up is

[ No dealt with

Not relevant |other means

We tested the approach for evaluating the resilience of a dam controlling a mid-
dle-sized lake in South Ostrobothnia in Finland in collaboration with the local ELY
Centre. The analysis forced the reservoir operators to systematically go through and
consider how they have prepared for the possible threats. Of the possible vulnerabil-
ities, the analysis caused them to consider possible actions to fix the issues as well
as the cost-effectiveness of the actions. We do not present the results of the actual
analysis here in full, as the aim of presenting the case is to just to demonstrate the
use of the approach. Furthermore, presenting possible vulnerabilities publicly would
actually create vulnerability itself.

4 Discussion
4.1 Applicability of the resilience matrix approach in our case

The initial idea of the resilience matrix approach is to provide a framework for
developing application-specific quantitative and qualitative metrics for each
phase of threat management. For example, Fox-Lent et al. (2015) developed quite
specific quantitative metrics for measuring the performance of the system on each
cell of the matrix, and in this way provided a transparent framework for assess-
ing the resilience of the system. We also considered creating metrics for measur-
ing the performance in each cell, but ended up describing qualitatively how to
improve the resilience of the system. The main reason was that besides identify-
ing the issues needing improvement, we also wanted to find out reasoning for
why the issues are not in order and how they can be fixed. In this respect, the
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Table 6 An example of the evaluation of a single dam using an index for measuring the resilience capac-
ity of the dam on each cell of the resilience matrix

Plan/prepare Absorb Recover Adapt/learn
Physical 64% 58% 25% 67%
Information 79% 79% 60% 90%
Cognitive 60% 70% 69% 33%
Social 75% 83% 75% 50%

[ Color scale

The higher the percentage value, the more of the possible actions for improving the resilience have
already been implemented (for details, see the text)

verbal explanations are essential. In addition, we thought that any single (or even
a set of) metrics would have oversimplified the assessment too much, and thus not
been able to highlight all the nuances of the systems’ resilience. We found this
kind of a qualitative approach to be sufficient in our case, as it provided a kind of
a checklist of the wide variety of issues to be considered and of raising awareness
of the different dimensions of the issues to be considered.

Naturally, in the future applications of the approach, there may be a need for
quantitative assessment instead of a qualitative one. The proposed approach can
also be applied quantitatively using numerical scales for estimating prepared-
ness level of each action. Yet, to give a visual overall view of the preparedness,
information about the preparedness level can also be added to Table 4, for exam-
ple, by highlighting each action by stoplight colors (Yes = green, Partly = yellow,
No=red, and Not relevant=gray). Furthermore, these estimates could also be
aggregated with some technique to obtain one overall index for each cell (such as
in Linkov and Trump 2019, p. 91).

Especially, in cases where one wants to compare the resilience capacity of sev-
eral dams, some aggregate metrics could be useful to quickly give a comprehen-
sive view of the most vulnerable dams. It is possible to calculate some approx-
imate overall indices also for our case. In practice, this would require that for
each cell of the resilience matrix, one identifies all the threats related to that cell
and calculates an average of their values, for example, using a numerical scale:
Yes=100%, Partly =50%, and No=0%. Then, those threats concerning multiple
phases are counted for each of these phases, and threats with a value “Not rel-
evant” are not considered at all. For example, the first three threats in Table 5 are
all counted in the “Physical/Plan/prepare” cell of the resilience matrix. Of these
threats, “Availability of personnel and replacement parts ensured for disruptive
events” is additionally counted in the “Physical/Absorb” cell, and “Contracts for
rapid repairing of equipment” in both “Physical/Absorb” and “Physical/Recover”
cells. Table 6 presents an example of an evaluation of the performance of a single
dam with this kind of overall indices. Yet, when analyzing these indices, one has
to keep in mind that they do not take stance on the severity nor the occurrence
possibility of the threats, but treat all the threats equally.
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Table 7 Strengths and weaknesses/development needs of the approach

Strengths of the approach Weaknesses and development needs
— Gives a comprehensive and transparent overall — The terminology can be difficult at first
view of the vulnerabilities — Finding the right cell for the actions in the
— Helps to analyze the threats in a structured and matrix is not always unambiguous
relatively simple way — Can anchor the thinking into certain issues and
— Helps to concretize the actions needed for improv-  reduce “thinking about unthinkable”
ing the resilience — Does not take stance on the severity of the pos-
— Helps taking all the stages of disruptive event sible impacts nor their probability
management cycle into account instead of only — Does not explicitly consider the dynamics or
focusing on the plan/prepare and absorb stages temporal characteristics of the system

In our case, the critical functions are the phases of the reservoir operation (see
Fig. 1). Using a resilience matrix approach requires that the links between different
phases are explained as additional information. Yet, as mentioned earlier, we did not
consider it reasonable to create an individual resilience matrix for each phase, but
only created a common matrix for all the phases. In general, this worked fairly well,
but in some cells, especially related to the failures of the equipment, it would have
been good to have separate matrices for different phases. We solved this problem by
considering mechanical measurement device failures and dam operation device fail-
ures as separate threats instead of only considering mechanical failures. This seemed
to be an adequate solution for our purposes.

Our first plan was to make the actual resilience assessment in a cell-wise manner,
in which the assessment would have been conducted for each of the cells of the ini-
tial matrix (Table 4). However, each cell could include several different actions, and
the level of preparedness could vary between these. Thus, we decided to reduce the
dimensionality of the matrix into one dimension, where all the possible actions for
the threats are presented as a list (Table 5). In this way, we could add new evaluation
dimensions, which included information about whether the action has been imple-
mented, suggestions for the measures needed to fix the issue as well as estimates
about the benefits, costs, and feasibility of the measures. From the viewpoint of the
practical usefulness of the approach, this was essential, as the cost—benefit ratios of
the actions are a crucial issue in the prioritization of the actions.

4.2 Strengths and weaknesses of the approach

After the second stakeholder workshop, the participants were asked to identify
the strengths and weaknesses of the approach, which are summarized in Table 7.
Strengths included that it produces a comprehensive and clear overall view of the
vulnerabilities and how to deal with them. These are also noted by Linkov and
Trump (2019), who emphasize relative simplicity and transparency of the approach
as well as its easy capability to be utilized with multi-criteria decision analytical
methods (see e.g. Belton and Stewart 2002) for further evaluation and risk assess-
ment needs.
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We applied the approach in a way, in which the matrix was preliminary filled in
by the research group on the basis of information obtained from the first workshop,
and this matrix was then complemented by information obtained from the second
workshop. This was considered to be a good way, as the prefilled information helped
the participants to understand which kind of input is required from them. On the
other hand, there are risks related to the availability of already existing information,
as it can easily anchor the thinking of participants into certain issues (e.g. Montibel-
ler and von Winterfeldt 2015). In our case, this was not a problem, as the prefilled
information was gathered from the same experts using open questions.

Another identified strength of the approach was that the classifications in both
dimensions of the matrix were seen as a good way to systematically analyze the
threats. Both of these characteristics were already considered as important objec-
tives when planning the process, and in this respect, the process can be seen to have
been successful. The framework also helped stakeholders to concretize the actions
needed for improving the resilience. On the other hand, for some issues it was diffi-
cult to define in which cell they should belong. For example, preparedness exercises
or training of the personnel can be considered as a means for preparing for almost
any threat, but we classified them only on the most relevant threats. In this respect,
we think that it is more important to have the issue somewhere in the matrix rather
than classify it on all the cells or leave it out due to not fitting fully in any of the
cells. Thus, our guidance was to not let the framework restrict the thinking, but in
these cases to just put the action in the cell in which it would most appropriately
belong.

Our project shows that it is essential to involve the people operating the water-
course in the process. In our research group, we had strong expertise in regulation
in general, but there was a lack the operational expertise. Therefore, the discussions
in the workshop with the regulation operators were very important, as they brought
up issues of concern especially from an operators’ point of view. For example, the
workshop participants strongly emphasized the issues related to outsourcing of sev-
eral tasks (e.g., maintenance and service) and of careful preparation of the agree-
ments to clearly define responsibilities between the contractors especially in emer-
gency situations. On the other hand, our process did not include the people actually
carrying out the countermeasures, such as personnel from rescue services or dam
safety authorities. Retrospectively, it would have been useful to also have their views
especially on the discussion about the threats related to the physical dimension. On
the other hand, our aim was to cover all the four dimension of the resilience matrix
in a balanced way. Thus, including, for example, rescue service personnel to the
process could have shifted the focus of the discussion too strongly on the physical
dimension. Nevertheless, this brought up an important point that enough attention
has to be paid to how the process is carried out, for example, who is involved in the
process and how.

Some of the workshop participants thought that the terminology was not fully
clear and the recovery and adapt columns were not seen as relevant in the context of
reservoir operation. However, there were also opposing views, as some other partici-
pants thought that the analysis after the adverse event has not gained enough atten-
tion. Nevertheless, we think that one reason for not considering the recovery and
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adapt stages very relevant is that typically, the impacts of an adverse event are not
realized instantly, but only over time through water-level increase. Consequently, the
actions for recovery can be seen to be conducted simultaneously with the actions for
absorbing the impact, which may blur the line between these.

Another reason for not considering the adapt stage very relevant in this context
might be that in watercourse regulation, the state of the watercourse can usually be
returned to its initial state after the threat has been removed. In this respect, the term
“learn”, which has been used in other contexts (e.g., Pearson and Mitroff 1993; Kot-
zee and Reyers 2016), would, perhaps, be a better term for describing the activity
after recovery related to the learning from the event. It is mentioned as one part of
adaptation in the initial resilience matrix, but in our case, its role should have been
emphasized more.

One weakness of the approach mentioned in the feedback was that in the matrix
all the threats are treated similarly. Thus, the approach does not take stance on the
severity of the possible impacts nor their probability. In our case-specific evalua-
tion form, we also asked the user to estimate the possible benefits of implementing
the actions, which indirectly requires estimating the severity of the possible impacts
and their probability. These could have been estimated separately, but we did not
see it necessary, as it would have required quite a profound analysis of the severity
of impacts and their probabilities. Yet, if this kind of an analysis was to be done,
then the traditional risk analysis approaches can provide means to these kinds of
considerations into account. In this respect, the resilience approach and traditional
risk analysis should be considered as supplementary approaches to each other and
the applicability of the approaches depend much on the objectives of the analysis.
However, neither of the approaches are very good at “thinking about the unthinka-
ble” (Aligica and Weinstein 2009; Phillips and Tayebi 2012), in which respect, some
other approaches, such as scenario analysis (Schoemaker and Tetlock 2012), could
also be considered to be used alongside.

The dimension of time is taken into account in the resilience matrix by consider-
ing the stages of the disruptive event management cycle separately. However, the
assessment is carried in a static way that does not explicitly consider temporal char-
acteristics or the dynamics between the different stages over the time (Linkov and
Trump 2019). This issue was partly covered by demonstrating the targeting of the
threats to the different phases of the dam operation process with Table 3. However,
to fully cover the dynamics of the system, more systematic approaches such as sys-
tems dynamics (e.g., Fiksel 2006) are needed.

5 Conclusions

In this study, we developed and tested a structured framework based on the resil-
ience matrix of Linkov et al. (2013a) for assessing the resilience of reservoir opera-
tion in Finland. The matrix was developed in close collaboration with the experts
from the Regional Centres for Economic Development, Transport and the Environ-
ment, who have a central role in the supervision of the watercourse regulation per-
mits and in many cases also in their operation.
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Overall, the resilience matrix proves to be an applicable approach to systemati-
cally analyze the possible threats related to the decision-making process of reservoir
operation. The strengths of the approach identified by the stakeholders include that
it gives a structured and comprehensive overall view of the vulnerabilities and how
to deal with them. In addition, it helps stakeholders to concretize the actions needed
for improving the resilience in all the phases of decision-making process and in dif-
ferent stages of the disruptive event management cycle. A weakness of the approach
is that it does not take into account severity of the possible impacts nor their prob-
ability. Thus, traditional approaches of risk management are still needed alongside
to deal with these aspects.

The development of the matrix for reservoir operation was made at a general
level, but we also applied the matrix to a single reservoir operation case. In this case,
the cost efficiency of the actions to respond to the threats was an important issue to
be considered, as there was a need to also prioritize the actions. For this, we created
a form, which broadened the assessment to also cover costs, benefits, and feasibility
of the actions along with the assessment of the preparedness. With this, we are able
to operationalize the matrix approach in practice by identifying the most essential
actions for improving the resilience of the reservoir operation process.
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