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Abstract—We consider the physical layer security (PLS) of
multi-user (MU) multiple-input-multiple-output visible light com-
munication (VLC) systems with an eavesdropper (Eve) and
propose a novel spatial constellation design technique based on
generalized space shift keying (MU-GSSK-SCD). The received
signals of the legitimate users are optimized jointly, such that
their bit error ratios (BERs) are minimized and Eve’s BER
is significantly degraded. The emission power of randomly
selected light-emitting diodes is adjusted, by exploiting users’
channel state information at the transmitter. Qur strategy ensures
that legitimate users receive confidential messages fully in an
undistorted fashion, while any meaningful leakage to Eve is
strongly prohibited, without any artificial noise addition. Every
user can decode only its information, hence inter-user security is
also guaranteed. The PLS improvements are presented in terms
of both BERs and achievable secrecy rates in practical VLC
scenarios. For various user configurations, it is shown that MU-
GSSK-SCD increases the BER at Eve to the 0.5 level, while
providing minimized BERs to the legitimate users. The achievable
secrecy rate region is derived for MU-GSSK-SCD and it is shown
that full secrecy can be achieved at 0 dB signal-to-noise ratio
(SNR) level with a user separation as small as 90 cm.

Index Terms—Physical layer security (PLS), multi-user com-
munication, secrecy rate region, visible light communication
(VLC), generalized space shift keying (GSSK), multiple-input-
multiple-output channels (MIMO).

I. INTRODUCTION

The evolution of wireless communication systems and the
way people use their mobile devices are constantly inducing
one another for high data rates, low latency, high reliability,
and availability. To address this data-centric era of wireless
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connectivity demands efficiently, two important factors; (i)
utilization of a higher frequency portion of the spectrum and
(ii) deployment of multiple transmitter (TX) / receiver (RX)
units are set to be the core components of fifth generation (5G)
and beyond wireless communication networks [1]. Firstly, the
frequencies above 30 GHz, referred to as the mm-Wave band,
is started to be considered as a viable solution for delivering
broadband wireless data access in the literature. However, due
to the high path loss characteristic of the electromagnetic (EM)
wave in the 30 — 300 GHz band, mmWave systems would
require the deployment of many access points (APs) even for a
very small area, compared to conventional radio systems. Here,
the optical wireless communications (OWC), in a broader
extend light fidelity (LiFi), offers the utilization of both visible
light (VL) and infrared (IR) bands to address the mentioned
problems in an radio frequency (RF) non-interfering way.
Since LiFi networks utilize the existing illumination infras-
tructure for seamless broadband data transmission, it offers
energy and cost efficiency along with significant deployment
ease. Furthermore, a significant area of spectral efficiency and
secrecy could be achieved as the light cannot penetrate through
opaque objects [2], [3]. Secondly, the utilization of multiple
elements at both TX and RX sides, namely multiple-input-
multiple-output (MIMO), have its distinct potential to increase
the system capacity [4]. Also, multiple transmit and receive
units could also be used to increase the system reliability
and quality of service (QoS) as well as the achievable signal-
to-noise ratio (SNR) and error performance. More recently,
the MIMO systems are started to be used to enhance the
achievable secrecy of the wireless communication systems [5],
[6].

The amalgamation of both the nm-wave signalling and
MIMO transmission creates the physical layer security (PLS)
for the optical systems with multiple TX and/or RX units [7]-
[16]. Moreover, PLS for multi-user MIMO networks for in RF
and optical bands have recently drawn a significant attention
from the researchers [17]-[22]. Particularly, spatial modulation
(SM) is a promising MIMO transmission technique which is
able to achieve enhanced error performance by deactivating
some of the transmit units in an energy efficient manner
[23]. Accordingly, both the signal itself (constellation symbol)
and the active transmit unit index (spatial symbol) carry
information in SM per transmission instant. Since only a
transmit unit per symbol transmission is activated in SM,
the inter-channel-interference (ICI) caused by the channel



coupling is completely mitigated. The application of SM
in the optical domain is also proposed in [24]. For further
simplification in SM transmission, space shift keying (SSK)
method, which omits the constellation symbols completely,
is proposed in [25], [26]. However, the system simplification
is obtained in exchange for the reduced spectral efficiency in
SSK. Therefore, a system with high spectral efficiency and less
transmission complexity, referred to as generalized space shift
keying (GSSK), is proposed in [27]-[29]. In GSSK, multiple
transmit units are activated per transmission instant, which
essentially extends the number of transmit possibilities that
could be sent by using the transmit unit indexes. Although
the PLS for the SM, SSK and GSSK systems are investigated
in the literature [30]-[34], there are only a few works that
considered multi-user SM based systems. [35], [36].

In this paper, we extend the work in [15] to an indoor multi-
user MIMO-VLC (MU-MIMO-VLC) scenario and propose
the MU-GSSK-SCD technique to enhance the PLS. In this
system, the AP is located on the ceiling, which is equipped
with multiple transmitting light-emitting diodes (LEDs) for
illumination and wireless data transfer purposes. A fixed
number of the LEDs are activated for each channel use, while
the rest operates for illumination only. The legitimate users
and the eavesdropper are scattered within the environment
and equipped with multiple photodetectors (PDs) for data
reception. In order to satisfy the eye-safety requirements of the
visible light communication (VLC) system, the illumination
level is constrained in a preset interval by adjusting the direct-
current (DC) bias level accordingly. We optimize the received
signal constellations at the legitimate users jointly by adjusting
the emission power of each transmitting LEDs with the
channel state information (CSI) of the legitimate users. This
power allocation introduces jamming for the eavesdropper
only, while the legitimate users get an undistorted signal. The
proposed strategy also ensures zero user-interference and does
not require CSI exchange between the legitimate users. Fur-
thermore, the achievable secrecy rate region for MU-MIMO-
VLC is derived analytically. The proposed multi user-GSSK
with spatial constellation design (MU-GSSK-SCD) system is
simulated in a practical indoor VLC environment for various
user configurations, which shows that the bit error ratio (BER)
of the eavesdropper is significantly degraded. The simulation
results also show that the improvement in the secrecy rate
depends on the user positions relative to each other. However,
the full secrecy is indeed attainable at 0 dB SNR with a user
separation of 90 cm. The BER and secrecy rate results prove
that the PLS of the multi user-MIMO-VLC (MU-MIMO-VLC)
system is ensured with the MU-GSSK-SCD approach. The
contributions of this paper can be summarized as follows:

¢ A novel multidimensional lattice design technique for
multi-user GSSK system, namely MU-GSSK-SCD, is
proposed to improve the PLS of the MU-MIMO-VLC
transmission. According to our proposed approach, the
emitted light intensity of the transmitting LEDs is ad-
justed by using the legitimate users CSI, such that the
received signal constellations at the legitimate users are
optimized in terms of BER.

e Multi user RF- or VLC-based MIMO communications
is generally based on assigning disjoint sets of transmit
antennas or LEDs to each user or cluster of users.
Conversely, the multi user PLS technique proposed in
this paper does not require such clustering approach.
Instead, by means of a properly designed precoding at the
transmitter, all available LEDs are used simultaneously
for reliable and secure information transmission to each
user without any multi user interference (MUI) with
higher spectral efficiency.

e The proposed MU-GSSK-SCD scheme inherently gen-
erates a friendly jamming signal by the random switch-
ing of the LED, preventing any meaningful confidential
information leakage to Eve. Whereas, in classical PLS-
based systems, a separate jamming signal is generated
for this purpose at the expense of resorting to highly
directive LED arrays, suitable beamforming techniques
and requiring the CSI of Eve by the transmitter as well
as higher signal energy for transmission of the jamming
signal.

o The achievable secrecy rate region of MU-MIMO-VLC
systems by the MU-GSSK-SCD technique is derived
analytically for a given number of LEDs and PDs and
the secrecy performance is presented for different user
separations and varying number of PDs.

The outline of this work is as follows. In Section II, we
introduce the MU-MIMO-GSSK-VLC system model. Next in
Section III, the MU-GSSK-SCD technique is explained in
detail. The analytical secrecy rate upper bounds and the se-
crecy rate regions are derived in Section IV. The performance
evaluations of the proposed MU-GSSK-SCD technique are
presented in Section IV for various parameters and with both
perfect and imperfect CSI at the legitimate users. We finalize
this work with concluding remarks in Section V.

Notation: Throughout the paper, matrices and column vec-
tors are in bold uppercase and lowercase letters, respectively.
Unless stated otherwise, A and a; denote the matrix A and
the vector a designated to User k. The m™™ row and n'™ column
element of the matrix Ay is denoted by a;"". Similarly, the
m™ element of the vector ay, is given by a}*. The transpose,
Euclidean norm, determinant and Cartesian product operations
are expressed by (-)T, |||, || and x, respectively. The natural
logarithm is denoted by In(+). The interval of numbers between
a and b, including a and b, is denoted by [a, b]. The element-
wise inequality between two vectors is given by <. The set
of all real m x n matrices are denoted by R™*". Statistical
expectation, argument maximum, argument minimum, floor
and ceiling operations are represented by E{-}, arg max{-},
argmin{-}, |-] and [-], respectively. Mutual information,
entropy and conditional entropy are denoted by [(-;-), H(-)
and H(-|-), respectively.

II. MuLTI USER MIMO-GSSK-VLC SYSTEM MODEL

In this paper, we consider an indoor VLC system, where
the AP (Alice) is equipped with N; LEDs, and K legitimate
users and Eve are equipped with N, PDs each. The most
straightforward approach for realizing the VLC with off-



the-shelf optical components is intensity-modulation-direct-
detection (IM/DD). Accordingly, the information is encoded
onto changes in instantaneous light intensity at the TX side.
As the rate of change of light intensity is in the order of MHz
region, this changes are not visible to the human eye. However,
the subtle changes in the instantaneous light intensity can be
detected by the PDs at the RX side to retrieve the information.
Unlike the conventional RF systems, the small scale fading
effects are lacking in IM/DD systems. The reason for this
is the significantly large area of the PD devices compared
to the operation wavelength (nm). Therefore, the integration
of spontaneously emitted light-waves, whose phase values are
uniformly distributed between [—, 7], over a large area yields
an average phase of zero. Furthermore, it has been reported
in [37], [38] that the majority of the users experience a line-
of-sight (LoS) channel as long as they are from the corners of
the room. Hence, we can deduce that the multipath richness
is minimal in MIMO-VLC applications, in other words, LoS
component dominates the effective channel. The LoS channel
coefficients are practically taken as the effective OWC channel
in this work without loss of generality. We can describe the
LoS coefficients between the t" transmitter of Alice and the
7™ receiver of the k™ user as in [39] as follows:
+1)A
hpt = W cos” (o;") cos(GZ’t)qu,l/2 0", ()
Here, f = —1/logy(cos(®4 /2)) is the Lambertian emission
order of the light source, where @/, is the semi-angle of
the half-power of the transmitting LED. App stands for the
effective area of the non-imaging PD. The parameters drt,
qb};’t and H,Z’t indicate the distance, the angle of emergence
and the angle of incidence between the " transmitter and the

r receiver of the k™ user, respectively. The function
rty )1, if ||9£t|| < Uy
L, ), (047) = { 0, otherwise 2)

indicates whether the incidence angle is within the field-of-
view (FOV) of the PD. The parameter ¥/, is the half-angle
of the FOV of the PD. The channel matrix between Alice and
k™ user can be constructed as

1,1 1,2 1,N,
T - -
H; = . . ) . . 3)
NT71 Nra2 Nr7Nt
hk hk h‘k

The complete architecture for the proposed multi-user
MIMO-GSSK-VLC system is shown in Fig. 1. This archi-
tecture is distinguished from the conventional MU-MIMO-
GSSK systems with the novel SCD and the corresponding
power optimization technique, which will be discussed in the
next section. We employ intensity modulated VLC, where the
information is encoded on the emitted light intensity around
a constant level. This is provided by driving the LEDs with a
varying current around a DC bias level (Bpc), so that bipolar
signals are encoded on the unipolar light intensity as reported
in [40]. In GSSK-VLC, N, LEDs are activated (intensity
modulated) for each channel’s use, while the other LEDs

provide illumination only. For MU-GSSK, a joint bit sequence
is broadcasted over the active LEDs to all users. For a GSSK
system, the total number of bits that can be broadcasted by
the AP per channel use is

Ny = pogz (ﬁt” - @)

Each broadcast is designed to deliver every user its desig-
nated information only, which is equal to NV ]gk) bits per channel
use (bpcu). Therefore

K
N =Y N (5)
k=1

For each channel use, an information symbol is generated for
the k™ user, from their designated symbol alphabet, C, which
is defined as

Ci = {br,1,br2,- -, briy, - brar }- (6)

Here, M, = 2N1(9k) is the number of symbols in C and ij €
{1,2,..., My}. The variable by ;, denotes the bit sequence
that corresponds to the ' information symbol of the k™ user
and is defined as

p®

N
Db

0 Yk L (7)
where ¢ is the bit index. For each channel use, a joint
bit sequence is constructed by concatenating by ;, for k =
1,2,..., K in the given order. The constructed joint bit
sequence represents a joint symbol from the joint symbol
alphabet,

b :[b(l) b2

ki Tk "

Cs=C1 xCyx+++xClx-xCg ®)
={bs1,bsz2...,bss,..

where x denotes the Cartesian product operation and Ms =
[I; My. The element bs , is the bit sequence, representing
s joint symbol, and defined as

b573 = [b17i17b2712a e

. 7bS7M5}7

o bK i) €))

Note that as mentioned above, by, ;, is the bit sequence for the
zz‘ information symbol of the k™ user from (6). The symbol
index s can be found by modified base conversion as follows.

) VA

K-1 K
s=> |G-1) [ M| +ix. (10)
k=1 j=k+1

Therefore, a joint bit sequence bgs s conveys the information
symbols {iq,i2,...,ix} of Users k = 1,2,..., K respec-
tively. For each channel use, a selected bs  is broadcasted
over the MU-GSSK-VLC channel by activating N, out of NV,
LEDs, whose indices are chosen randomly and stored in

Iss =I5 I8, I8, IS, (11)
where the indices of the active LEDs, Ig)s and I‘(SZ/S), are

distinct random integers from [1, N;] for £ % ¢’ and ¢, ¢' =
1,..., Ng.

The emitted light intensity of all LEDs are determined by
a constant DC bias level, Bpc, and the intensity variations
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Fig. 1: System architecture for the multi-user MIMO-GSSK-VLC with SCD.

around it that carry information for bs . It is denoted by
as,s € RN:x1 Both ds,s and Bpc are designed according
to the proposed MU-GSSK-SCD scheme in the following
section. Consequently, the corresponding received signals by
the k™ user and Eve become

yi = Hy (QS,s + [(BDC)th]T) +ny,

ye = H. (s + [(Boc) )" ) + e,

(12a)

(12b)

where (qg,s + [(Bpc) N,xl]T) denotes the emitted light in-

tensity of all LEDs, and [(Bpc)w, x1]” is the DC bias vector.
In (12), Hy, H, € RY"*N¢ are the CSI of the k™ legitimate
user and Eve. These channel matrices are obtained from (3)
and are available at the AP. The variables y;,,y. € RN"*! are
the received signal vectors at the k" user and Eve. The noise
vectors, n,n, € R X1 are zero mean Gaussian random
vectors with the covariance matrices 071y, and 021y, , where
In, is the identity matrix of size IV, X N,. In the proposed
MU-GSSK-SCD, the information symbols for all users are
broadcasted jointly via all LEDs with qs ., unlike the LED
clustering approach in such as [41]-[43], where certain LEDs
are designated for a single user or group of users. Notice that,
only N, LEDs are activated per channel use by (11), therefore
only those entries of qs s are non-zero. Hence the columns
of Hj, which are multiplied with the remaining zero entries
of qs,s, do not contribute to y;. In this work, the legitimate
users are assumed to be aware of their own channel that is the
case in practical communication systems, so the DC bias can
be removed from yj at the receiver. Therefore, the received
signals can be rewritten as follows.

H,

Y1 H ng
Y2 Hy | _ ny

S| =p Ass+ | . | (13)
YK ﬁK ng

where ﬁl, ﬁQ, .. ,ﬁK € RN-xNa are the relevant channel
state matrices of the Users 1,2,..., K, which are constructed
by N, columns of Hy, indicated by the entries of Is s from
(11). The variable qs, s € RYN=*1 is the intensity vector of the
selected N, LEDs before the DC bias addition. The transmit
power vector is normalized with p, which will be detailed in
the following section.

IITI. SPATIAL CONSTELLATION DESIGN FOR ENHANCED
PLS

In conventional GSSK downlink communication, spatial
constellation points are specified by a set of active transmit-
ters. For each transmitted constellation point, the destinations
receive the superposition of the channel outputs of the trans-
mitted signals. As a result, a transmitted constellation point
is detected based on a received signal constellation, whose
elements mainly depend on the channel coefficients, given by
(1) in our case. Hence, when conventional GSSK is employed
for VLC, PLS would depend on the features of the system con-
figuration such as location and orientation of transmitters and
receivers, which determine the channel conditions. However, it
is possible to design the users’ received signal constellations to
remove the mentioned channel dependence and minimize their
BERs. In fact, the BER of an optical MIMO-GSSK system is
minimized in [15] for a single user by intelligent selection
of the received signal constellation points at the legitimate
user. In this part, we consider a multi-user MIMO-GSSK-VLC
system, and minimize the BER at all legitimate users by joint
spatial constellation design of all users, namely MU-GSSK-
SCD. According to MU-GSSK-SCD, for every channel use,
the LED intensity vector qs s is designed so that the received
signals from (13) become
1<k <K,

Yk = PVi,i, + Dy, (14)



where vy, ;, is the received signal at user k, corresponding to
the 4 information symbol and p is the power normalization
coefficient. The received signal vector vy, ;, belongs to

(ORI )

N, 1T .
Vk:{vk,ik :[vk,ik’vk,u"" o' )] ,1§zk§Mk},

) Yk
15)

which is the received spatial constellation of the User k. The
selection of the elements in V) is crucial because it directly
affects the BER performance of the £™ legitimate user and also
Eve. In [44], it is shown that the SCD approach minimizes the
BER of a user with N, = 1 in an optical spatial modulation
(OSM) system by maximizing the minimal pairwise Euclidean
distance of the received signal constellation points while their
average norm is fixed. The work in [15] generalizes the SCD
framework to the MIMO setting, and shows that bipolar signal
constellation is optimal in an N,.-space. In this work, the SCD
approach is applied to the multi-user setting, therefore the
received spatial constellations V), for all £ are optimally chosen
to be M-ary signal constellations in N,.-space. In order for
(14) to hold, gs,s is formed such that

Hidss = Vi, 1<k<K. (16)

The condition in (16) should be satisfied jointly for all users.
For this purpose it is rewritten as

- Vi,iq
H | _ V2, .

. as,s = — HqS,s = VS,s; (17)
ﬁK VK,iK

where H denotes the general channel matrix and vs  is the
joint received signal vector. Note that vs s is mapped to s
element in the joint symbol alphabet Cs from (8), just like
Vi.i, is mapped to the i element in User k’s symbol alphabet
C;, from (6).

In Table I, an example for the optimal 2—user GSSK-SCD
is provided. In this setting, Ny = 6, N, = 3, N, = 3 and
K =2,and N g) = N(BQ) = 2 bpcu is transmitted to the users,
satisfying (4). Thus, both users have M} = oN 5= 4 symbols
in Ci, given by (6). In a 3-dimensional space, 4 constellation
points with unit energy have the maximal Euclidean distance
from each other, when they lie on the vertices of a regular
tetrahedron. Therefore, the optimal spatial constellation points

are found for k = 1,2 as
v — [_\/5 \/5 _1]
k2 — 97 37 37

8 1
Vk,l = [\/;7 03 - ]
- Va4 = [Oa 07 1]7

ga
[ 2 \F 1]
Vis=|—1/= R
k,3 95 3) 37

for k=1,2.

The transmit power vector that achieves the optimal received
signal in (17) can be obtained by a zero forcing precoder,
which is found by

ds,s = (fITﬁ) N ilvs.,. (18)

TABLE I: Example: Optimal SCD for 2—User GSSK-VLC
Ny =6,N, =3,N, =3

11 2 S bs.s 9) Iss (1)  vss (15)
1 1 1 [[0’0]7 [070]] [1a273] [Vl,laVQ,l]
1 2 2 [[070]7 [07 1]] [172’4] [V1,13V2,2]
r 3 3 [o,0}[1,0] [1,2,5] [v1,1,V2s3]
1 4 4 [[070]7 [171]] [172’6] [V1,13V2,4]
2 1 5 [[0,1],[0,0]] [1,3,4] [V1i,2,V2,1]
2 2 6 [[07 1]7 [07 1]] [173’5] [V1,23V2,2]
2 3 7 [o,1],[L,0] [1,3,6]  [v1,2,V2,3]
2 4 8 [[07 1]7 [171]] [134) 5] [V1,23V2,4]
3 1 9 [[1a0]7 [070]] [1a476] [V1,3av2,1]
3 2 10 [[170]7 [07 1]] [175’6] [V1,33V2,2]
3 3 11 [[170]7 [170]] [2a374] [V173,V273]
3 4 12 [[170]7 [171]] [273’5] [V1,33V2,4]
4 1 13 [[171]7 [070]] [2a376] [V1,4av2,1]
4 2 14 [[17 1]7 [07 1]] [274’5] [V1,43V2,2]
4 3 15 [1,1],[1,0]] (2,4, 6] [V1,4,V2,3]
4 4 16 [[17 1]7 [171]] [275’6] [V1,43V2,4]

Substituting (18) into (13), the received signals at the
legitimate users become

yi1 Vi,iy n;
y2 V2., np

=p (19)
YK VK, ix ng

The expression in (19) follows, because for any matrices
A € RV*N and B € RNXM for N < M, it is true that
A=8B (BTB)_1 BT = Iy. This can be shown easily by
multiplying A with B” from the left side and observing that
BTA = BT if A = Iy. It is also worth noting that in
OWC the channels between different LEDs and PDs may be
closely related depending on the user locations. Therefore, the
channel coefficients are functions of the terminal locations and
orientations as given in (1). In some cases, this may result in
linearly dependent rows or columns in H as reported in [45]
and B = HTH may be ill-conditioned. In that case, a small
perturbation e, called regularization parameter is inserted to
make the resulting matrix full rank as shown below.

~ -1 .
ds. = (ATH+dy,) H'vs,, (20)

where Iy, € RMe*Na denotes the unit diagonal matrix.
Notice that the transmit power vector given in (20), not only
achieves the optimal received signal at each legitimate user,
but it also ensures zero inter-user interference as it is evident
in (19)._Also notice that for K = 1, the general channel
matrix H is reduced to H; and vs s to vi by (17). In this
case, the optimal transmit power vector in (20) ensures the
received signals to be (19) for K = 1, which is identical to
the solution proposed in (13) of [15]. Therefore, the proposed
MU-GSSK-SCD in this work is the generalization of the single
user GSSK-SCD strategy proposed in [15].

A. Transmit Power Normalization

In this section, we design the DC bias level, Bpc, and
the power normalization coefficient, p. The driving current



of the LEDs must stay below a certain threshold to prevent
overheating and reduction in electro-optical efficiency, as
reported in [46]. Also, LEDs are expected to support com-
munication while maintaining a constant illumination level,
[47]. Therefore, the driving current must stay in [Lnin, Imax],
so that both constraints are satisfied. Hence, the elements in the
transmit power vector, Qs s, are forced to stay in the following
current range.

~(6)

Inin < 45 < Imax, £=1,..., Na. Q1)

For the jointly optimal V’s for k = 1,2,--- | K, it follows
from (20) that E{Qs s} = 0. Hence, we set Bpc = (Imin +
Inax)/2. Tt is worth to note that, off-the-shelf white LEDs
usually work below I,,x = 100 mA in average, [46]. If, for
example, the preferred illumination level in the communication
environment requires Bpc = 75 mA, then I, is set to
50 mA. The power normalization coefficient is calculated by
p = (Imax = Imin)/ max{||Qs s||}, where max{[|Gs s[} is the
maximum value, the norm of the transmit power vector can
take for any symbol ;. An upper bound for this term is found

by
-~ -1
(s, ) = mae { | (78) AT} @2
}max{nvs,sn}.

Consequently, the received signal at the k" legitimate user
can be completely expressed as

PN
<max{H(HTH) ar

Yk = Sk + N, (23)

where s, is the observed transmitted signal by the k" user
and given by
~ ~ o~ -1 . ~
s, — pHy (HTH + eINa> A7vs, + BocHy, (24a)
= pVi,i, + BocHy, (24b)

from which the DC bias part can be extracted with receiver’s
knowledge of its own channel. The transmitted signal is
received by the eavesdropper as

Ye = pHeqS,s + ne (25)

= pHe (ﬁTﬁ + 611\[@)
Hence, vy, ;, cannot be perfectly recovered at Eve for any k.
The received signal y. can also be expressed as

1
H'vs,+n.. (26)

Ye =g +Ji +ng, 27)

where Jj is the jamming signal at Eve, wiretapping User k.
The jamming signal Jj is found by

Jp = p(He - Hk) qs,s-

At the legitimate users and the eavesdropper, the GSSK signal
is decoded by maximum likelihood (ML) detection.

(28)

¥ = arg min {lyr = pviicll} (29a)
v Vig

Ve, = arg min {lye = pvi,icll} (29b)
Vi,

where ¥}, and V. i, are the detected symbols at User & and the
eavesdropper that wiretaps User k.

IV. SECRECY RATE REGION OF MU-GSSK-VLC SYSTEM

The secrecy capacity of the k™ user for the proposed system
in (23) and (27) is given in [48] and defined by

Céks)SK = l(sk;y%) — U(Sk; ¥e), 30)

= H(yx) = H(yxlse) = (H(ye) — H(yelsk)) ,
where H(-) and H(-|-) stand for the entropy and conditional
entropy, respectively. The mutual information is represented
by 0(+;-). Following (23), H(yx|sk) is found to be Gaussian
entropy with

Ny
H(yk|sk) = 3 log, (2mea?). 31

The jamming vector in (28) can be approximated as a zero
mean Gaussian random vector with the covariance matrix Cy, .
Then, the total noise in Eve’s received signal, (27) becomes
another zero mean Gaussian random vector, w, = J; + n.,
with the covariance matrix

ka = CJk + O'SINT,. (32)
Therefore,
1
H(yelsk) = 5 loga(2me|Cur, .

Then the secrecy capacity in (30) becomes

(33)

N, ka 1/N,
b = oo (12— ) = ey — o) - o0

Since the received signal yj is a mixture of M Gaussian
random vectors, its entropy can be upper bounded by

N
H(yx) < logy (M) + —- log, (2meat)

N,
= - log, (2wea,3M2/Nr) . (35)

A lower bound for H(y.) can be found by applying the
entropy power inequality (EPI) to y. = y + iy, where fi;, =
W}, — Ny is the significant noise term in Eve’s received signal.
Then by EPI, [49], we have

H(ye) = H(yx + fix)

N,
- logs (2B (8y) + 22/ Y H(y)) - G6)

v

N,
= log (27re|(D,~,k|(1/N'f) + 2(2/NT)[H(yk)) :

where Cp, = Cy,,, — criINT is the covariance matrix of M.
Now, applying (35) and (36) to (34), we get

(1/Nv) py(2/Nr)
G:GSSK é 2 10g2 <U’%M(2/NT) + |an|(1/Nr) . (37)

The achievable secrecy rate region is defined by all User
secrecy rates, (R, R®, ... RUO) which satisfy the fol-
lowing joint upper bound, [50].

X (k) K (k)

SELE SELS

k=1 k=1
where Cé’g)SK obeys (37) for £ = 1,2,..., K. In the follow-
ing, the BER and PLS performances of MU-GSSK-SCD is
presented under various user configurations.

(38)



Fig. 2: Evaluated MIMO-VLC user configurations. User 1 and 2 are represented with blue and magenta squares, respectively.

a) Scenario 1, b) Scenario 2, ¢) Scenario 3.

V. SIMULATION RESULTS

In this section, we present the communication performances
of the legitimate users and the eavesdropper under different
VLC scenarios. We assume that the communication takes place
ina 6 m X6 m x3 m indoor environment, where N; = 8 LEDs
are located on the ceiling. The LEDs are located at

LEDjoc(z,y) = (39)
~9.25, —0.75, 0.75, 2.25, —2.25, —0.75, 0.75, 2.25 "
1.5, 15, 15, 1.5, —1.5, —1.5, —1.5, —1.5

The location vectors of the LEDs and the users are given in
meters and their units will be dropped from this point on. The
locations of the legitimate users and the eavesdropper differ
for each scenario and are indicated in the rest of this section.
The LoS channel coefficients are obtained by (1) with the
following parameters.

Pyjp =60°, Wy =70° App=1cm’  (40)

The other channel parameters, 3, d}", ¢}", 0;", are obtained
from the locations of the LEDs, users and the eavesdropper.
Also, the emission power is assumed to be 1 W per LED.

For simulation purposes, we activate N, = 4 LEDs per
channel use. The reception at K = 2 legitimate users and
the eavesdropper is performed by N, = 2 PDs. The total
number of bits sent per channel use is Np = 6 by (4). Np
is divided evenly among the legitimate users, hence M =
2N5/2 — § for both users. Thus, C; and Cy have the cardinality
of M = 8 and consist of the bit vectors of length Np/2 = 3.
The joint symbol alphabet is the Cartesian product of C; and
Co, therefore Cs consists of M? = 64 bit vectors of length
Np = 6. Since N, = 2 and M = 8, V; and Vs, are chosen
to be 8—QAM symbol constellations. For each channel use,
random bit vectors by ;, and by, are chosen from C; and
Co respectively and their corresponding joint bit vector bs s
is found from Cs. Then, gs s is calculated according to (20)
for a signal amplitude p and the received signal vs ,, which
is mapped to bs ;. Finally, the GSSK signal is received by all
users according to (12).

A. BER Performance of MU-GSSK-SCD with Perfect CSI

In the first scenario presented in Fig. 2a, the legitimate
users are located at opposing corners of the room, precisely
at [—2,2,0.85] and [2, —2,0.85]. For this scenario, the eaves-
dropper is located in three different locations: a) closer to
User 1, b) in the middle of the users, ¢) closer to User 2.
The corresponding BER curves are obtained and presented in
Fig. 3, in the given order. In all BER graphs, four curves are
generated: two of them represent the BERs of User 1 and User
2. Eve’s performance is exhibited in two distinct cases, where
it wiretaps User 1 and User 2 respectively, hence two BER
curves are obtained for Eve. The simulation results indicate
that the eavesdropper suffers from high BERs, which are
around the 0.5 level, regardless of the user Eve is wiretapping.
Another observation is that the impact of Eve’s location on its
BER is not significant.

The BER performances under Scenario 2 and Scenario 3
are presented in Figs. 4 and 5 respectively. In Scenario 2, the
legitimate users are placed parallel to the x—axis, whereas
in Scenario 3, they are deliberately chosen very close to
each other. The simulation results show that, for all featured
user configurations, the BER performance of the MU-GSSK-
SCD is almost identical. The results suggest that the proposed
solution provides significantly lower BERs to legitimate users
than to the eavesdropper regardless of legitimate users’ and
Eve’s locations. Meanwhile, Eve’s BER performance is greatly
reduced by our design.

B. Practical System Design Considerations

To demonstrate insight into the system design, in the fol-
lowing, we vary several parameters such as the number of
transmitting and receiving antennas, the user, and eavesdropper
configurations within the indoor environment to investigate
how secrecy capacity, as well as BER, affect the system
design. First, in Fig. 6, we present the secrecy rate regions
obtained by MU-GSSK-SCD with varying number of PDs
(N, € {1,2,4}) at the users and Eve. In this case, N; = 16
and N, = 8 are assumed, and 6 bits are transmitted to each
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Fig. 3: BERs for Scenario 1. Eve is located at a) [-1, 1, 0.85], b) [0, 0, 0.85], ¢) [1, -1, 0.85].
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Fig. 5: BERs for Scenario 3. Eve is located at a) [1.125, -1, 0.85], b) [1.25, -1, 0.85], ¢) [1.375, -1, 0.85].

user at every signaling interval. It is observed that when the
users are equipped with a single PD, the maximum secrecy
rate barely exceeds 3 bpcu per user, even at 27 dB SNR,
which is considered to be a high SNR value. By installing
an extra PD to each user (N, = 2), it is possible to increase
the maximum secrecy rate very close to the upper bound,

which is 6 bpcu, even at low SNR values, such as 0 dB.
Furthermore, it is shown that when the users communicate
with 4 PDs, the secrecy rate region reaches the 6 bpcu upper
bound at 0 dB SNR. These results indicate that the number
of PDs at the receiver circuits play a significant role in terms
of PLS. Secondly, we investigate the effect and dependence
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Fig. 6: Secrecy rate regions obtained by MU-GSSK-SCD with
Ny =16, N, = 8 and varying N,..

of different user’s configuration as well as Eve’s location on
the BER performance obtained by Eve. To illustrate this, the
simulation results in Fig. 7 are obtained, where the BER of
Eve is measured by Monte Carlo simulations as it moves
within the indoor environment. Figs. 7(a) and 7(b) represent
the BER performance of Eve, listening to User 1 and User 2
respectively. Note that, in these figures, both users are denoted
by red squares, and located relatively far from each other. The
BER level of Eve is denoted by color, and the BER-to-color
mapping is shown next to the plots. It is observed that Eve’s
BER is greater than or equal to 0.3 on almost every point
in the environment, however, it improves to the 0.1 level as
Eve gets closer to the user she is listening to. When the users
are located close to each other, refer to Figs. 7(c) and 7(d), it
is observed that the BER performance of Eve is around 0.5
levels in a very wide region of the environment. Additionally,
in this case, Eve obtains reduced BERs in a much smaller
region, compared to the former case. These results indicate
that the proposed MU-GSSK-SCD strategy ensures poor BER
performance for Eve almost everywhere, especially when the
users are closely located to each other.

C. BER Performance of MU-GSSK-SCD with Imperfect CSI

In the previous subsection, it is shown that MU-GSSK-SCD
provides very good BER performance for the GSSK based
VLC system when perfect CSI is available at all terminals.
However, since the CSI may not always be fully known in
real applications, it is very important to analyze the sensitivity
of the proposed security solution to channel estimation errors.
Following (13) with the optimum LED power vector in (20),

the received signals by the legitimate users can be expressed
as:

vi = pGvy;, + 1y,

k=1,2,... K, 1)
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Fig. 7: BER performance of Eve as it moves within the indoor
environment; (a) and (c¢) when Eve listens to User 1, (b) and (d)
when Eve listens to User 2. The User 1 is located at [1, —1],
where User 2 is located at [1.9, —1] and [1.1, —1]in (a)-(b)
and (c)-(d), respectively. All the units are in meters.

-1
where G € REN-xKN; isdeﬁnedasG:ﬁ(ﬁTﬁ HT.
As explained in Section III-A, the parameter p is related with
the channel coefficients in a nonlinear fashion and requires
the knowledge of CSI perfectly both at the receivers and the
transmitter. Also, under the perfect CSI at the transmitter, it is
shown in Section III that G is a unit diagonal matrix. We now
show that even if the CSI is not perfectly known at receiver,
the optimal data detection is not affected by this imperfection.
Assume that the channel coefficient matrix H is known
at the rg\ceiver with an error E. Then, the estimated channel

matrix H can be expressed in terms of the error-free channel
matrix H as

H=H+E.

Substituting this into the expression of G above, we have

—1

G=(H+E) ((ﬁ +E)T(H + E)) (H+E)T

=In,.

(42)

Consequently, the transmitted signal vy ;, can be recovered
optimally by the ML detection using the received signal yj =
pVi.i +ny. However, true value of p is not known at the Eth
user, hence needs to be estimated as accurate as possible from
the received signal yj, by means of some pilot GSSK symbols
prior to data detection at receiver. In the following, we explain
the estimation of p based on the ML criterion.



1) ML Estimation of p: The power normalization coeffi-
cient p can be estimated at the k™ user by transmitting pilot
symbols s, = [55175527 e ,SZK]T, which are chosen from
the joint symbol alphabet Cs. For independent and identically
distributed pilot symbols, the likelihood function for p is

defined as

N,
N 1 <X
Upsyr) = 5 D f(yeelo). 43)

P oy=1
where yy ¢ is the /™ received pilot symbol at the k™ user.
The conditional probability density function (pdf) of y; given

ps f(¥k.e|p), is found for the ¢ pilot symbol s, , using the
observation equation in (19) as follows.

o) =1 (BTN e —psll®
|Cn, 12 2 ’

for { =1,2,---, N,. Maximizing (43) with respect to p, the
ML estimate of p is found as

In f(yre

Np

_ A 1
p = argmax{l(p;yk)} = 7~ >
r Py=1

T
Yk ,eSp.t

T
Sp,éspyf

(44)

The estimation accuracy can be measured in terms of the
root mean square of the error p — p, which is defined by

NP
RMSE(p) = NLZHp—ﬁHQ. (45)
P y=1

Next, the MU-GSSK-SCD system is simulated with imperfect
CSI, when there are 2 users, located according to the Scenario
1 from Fig. 2. For each SNR point, [N}, = 1000 pilot symbols
are broadcasted to users, which then estimate the power
normalization coefficient as found in (44). The obtained
RMSE values for p are normalized and presented in Fig. 8.
It is observed that the ML estimation resulted in an RMSE
of 0.95p for 3 dB SNR. The RMSE is reduced exponentially
down to 0.12p at 20 dB SNR. The BER performance of the
proposed system with the estimated p values is presented
in Fig. 9. In this figure, the dashed curves represent the
case where the users have full CSI, therefore p can be
perfectly calculated at the users and RMSE becomes zero.
It is observed that due to the estimation errors at the users,
there is a loss of 2 to 3 dB SNR. However, the BER is
obtained around 1073 level at the high SNR band, which is
an acceptable range for indoor VLC applications. Thus, the
proposed MU-GSSK-SCD system provides excellent BER
performance with negligible sensitivity to receiver CSIL.

D. Comparison of Results with Existing Ones

Regarding comparing the results with existing ones, we
considered the most appropriate ones in the existing literature,
which are based on PLS techniques aided by friendly jamming
with a DC-biased 8-level pulse amplitude modulation (8-PAM)
scheme transmitted via single LED. At the receiver, the DC-
bias is removed and data is recovered by the classical ML
detection. The jammer was equipped with multiple LEDs
without access to the transmitted information. Assuming that

3
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Fig. 8: Root mean square of the estimation error ||p — p|| for
Scenario 1, under the imperfect CSI at the users.
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Fig. 9: BER vs. SNR plots for Scenario 1 under the imperfect
CSI at the users.

accurate CSI of the eavesdropper is known by the source,
an optimal jamming beamformer was designed that degrades
the eavesdropper’s reception of the secured information sent
to the legitimate users. We set the transmit powers of each
system to unity for a fair comparison. For the §-PAM-PLS
system based on generating a friendly jamming signal, we
reduced the average power of the transmitted data in the
amount of the power of the jamming signal to keep equal
transmitted power for both PLS systems. In Figure 10,
we compare the BER performance of this technique, with
the PLS-GSSK system having the same system parameters.
Specifically, both VLC systems have N; = 8 LEDs at the
transmitter side designed with 3 bits/sec/Hz spectral efficiency
each. We set the transmit powers of each system to unity for a
fair comparison. Each BER curve of the PAM-PLS system in
Figure 10 corresponds to the case where a certain percentage
of the total transmit power is used for generating jamming
signal, which is transmitted towards the eavesdropper. As
can be seen from these curves, the BER performance of the



0.6
0.55 .
0.5
o Ps=1, Nt=8, Nr=2, Na=3, GSSK
w045 —+— PUIPs=0.5, 8-PAM
> —— PJ/Ps=0.4, 8-PAM
- —&— PJ/Ps=0.3, 8-PAM
T 04y —— PJIPs=0.2, 8-PAM
s R —¥— PU/Ps=0.1, 8-PAM
i
o 0.35
0.3

0 5 10 15 20 25 30
SNR (dB)

Fig. 10: Eve’s BER vs. SNR curves for 8-PAM and GSSK
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Fig. 11: Bob’s and Eve’s BER vs. SNR curves for 8-PAM and
GSSK with 3 bits/sec/Hz per user.

PAM-PLS system is uniformly worse than that of the PLS-
GSSK system. Figure 11 compares the BER performances
of the legitimate users employing one of the PLS techniques
mentioned above. The figure shows clear superiority of the
proposed PLS scheme, since, for example, the obtained gain
in SNR is more than 15 dB at a BER of 10~3. In addition to
the degraded BER performances of the PAM-PLS systems, the
assumption that the eavesdropper’s CSI should be accurately
known to the source is not a realistic one and hence, the
performance curves provided in Figure 10 can only be an
upper bound in the real applications.

E. Secrecy Performance

In this subsection, the secrecy rate regions defined in (37)
and (38) are found for the proposed MU-GSSK-SCD strategy.
First, both users are placed 30 cm apart at [1,—1,0.85] and
[1.3,—1,0.85] and Eve is located in the middle of the two. The
secrecy rate regions for this specific configuration is presented
in Fig. 12(a). It is observed that, around 0 — 3 dB SNR,
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Fig. 12: Secrecy rate regions when the users are, a) 30 cm and
b) 90 cm apart.

the secrecy rates of the users are around 2 — 2.5 bpcu and
increase approximately with 0.16 bpcu/dB in SNR. At around
6 dB SNR, the secrecy rate of both users get very close to
3 bpcu, which is the maximum for 8-QAM communication.
In another configuration, the users are located at [1, —1,0.85]
and [1.9,—1,0.85] and Eve is located closer to one of the
users at [1.15,—1,0.85]. The secrecy rate regions for this
configuration are presented in Fig. 12(b), which indicates that
even at 0 dB SNR level, users can communicate with almost
full secrecy. These results show that the PLS obtained with
MU-GSSK-SCD improves as the users move away from each
other. In Fig. 13, the secrecy performance of MU-GSSK-SCD
is presented for 0 dB SNR in the same user configuration from
Fig. 12(b), while Eve is moving straight away from User 1
to User 2. In this setting, the minimal separation of Eve to
any user is min{z,90 — z} cm, where x is the distance of
Eve to User 1 as indicated in the legend. Note that, similar
rate regions are obtained at identical minimal separations. It
is observed that the achievable secrecy rate region enlarges as
the minimal separation of Eve to any user increases. In fact,



when the distance of Eve to any user is larger than 25 cm,
the achievable secrecy rate region reaches its maximum size.
These results indicate that PLS provided by MU-GSSK-SCD
depends on Eve’s location for a fixed user configuration. Also,
MU-GSSK-SCD can provide maximal secrecy rates with 2
users positioned at a 90 cm separation from each other. hence
PLS is
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Fig. 13: Secrecy rate regions for SNR of 0 dB while Eve
moving away from User 1 to User 2. The separation values
between the User 1 and Eve are indicated in the legend.

F. Computational Complexity Analysis

Computational issue arises in the proposed multi user PLS
system, during precoding at the transmitter and data detection
at the receiver. The source transmits data to the users via
suitably designed linear regularized zero-forcing precoder, that
can be computed according to (24) as

-1

P, = pﬁk <fITﬁ + GINQ) IjITV&57 (46)
where, H € RN*Na denotes the channel matrix between
the source and the kth user, p is the power normalization
factor and € is the regularization parameter. In the above,
matrix multiplication needs roughly O(N,.N?2) operations, and
matrix inversion requires approximately O(N?2) operations.
On the other end, when the transmitter precoding is capable of
perfectly separating K users, low-complexity single stream de-
tection is facilitated at the receiver. According to the received
signal at the kth user

Yk:sk+nka k:1727"'7Ka (47)

where s, is the observed transmitted signal by the k™ user
and given by (24), the detection complexity increases linearly
with K. Hence, the total complexity of the detection of
signals at users is O(K My N, ) where M, is the constellation
size of the kth user’s received signal. Hence, in summary,
the MU-GSSK based PLS scheme proposed in this paper has
approximately complexity of O(N, N2 + N3 + KM.N,).

VI. CONCLUSION

In this paper, we have presented a PLS technique to enhance
the security of multiuser VLC systems in the presence of
an eavesdropper. A novel design of spatial constellations
has been proposed for the MIMO-GSSK based scheme to
maximize the minimum Euclidean distance of the transmit
symbol set with the aid of CSI of the legitimate users. A
zero-forcing precoder was also constructed at the transmitter
by optimally reshaping the GSSK signal with the legitimate
users’ CSI to minimize their BERs. The signal shaping with
precoding approach also acts as that of a friendly jammer that
degrades the Eve’s communication and SNR severely so as to
prevent any meaningful confidential message leakage to Eve.
In addition, the legitimate users’ secrecy region was derived
and shown by computer simulations that the proposed PLS
technique effectively sends secure information to the multiple
legitimate users and prohibits the reception of the same
information by eavesdropper successfully in terms of the BER
performance. It was also shown that the BER performances
of the legitimate users were not very sensitive to parameter
estimation errors under imperfect receiver CSI. Furthermore,
it has been observed that for the same SNR level, the secrecy
region was enlarged as the legitimate user separation increases,
and full secrecy could be achieved at 0 dB SNR, when the user
separation was 90 cm.
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