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ABSTRACT 

The Internet of Things (IoT) is the Internet's latest innovation today, where every physical object is situated or 

where measurement, as well as communication capacities, can be seamlessly synchronized to the Internet at 

various rates.  The most important infrastructure, the smart grid, is called the extended version of the power grid 

with comprehensive Internet infrastructure. The smart grid will include billions of intelligent appliances: 

intelligent meters, actuators, vehicles and so on, despite a few correspondence infrastructures, whether public or 

private. Notwithstanding, security is viewed as one of the primary considerations hampering the large scope 

reception and arrangement of both the IoT vision and the smart grid. To date, the issues of IoT for the smart grid 

are rarely discussed empirically in any academic research. This study aims to examine security problems and 

challenges in the IoT smart grid system.  Findings show various issues that we can categorize into three parts; 

component issues, system issues and network issues. As a result, this study proposes a mitigation plan for the 

problems highlighted by developing an IoT smart grid security component model. 
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1. INTRODUCTION 

Internet of Things (IoT) is an emerging domain that evolves from interfacing machines and people to 

combine smart objects.  IoT can be a device that will be an embedded processor or computation device  

with advanced communications of the machine to machine correspondences [1]. For this intelligence 

and interconnection, IoT systems include integrated sensors, actuators, processors and transceivers.  

Sensors and actuators are instruments that support the physical environment. Sensor data must be stored 

and analyzed intelligently to draw useful inferences from it. An actuator is a device that is used to induce 

a change in the environment. Storage and processing of data can be carried out on the edge of the 

network itself or in a remote server [2].   

IoT devices typically connect to the Internet through the IP (Internet Protocol) stack. IoT devices can 

also connect locally through non-IP networks which consume less power and connect to the Internet via 

a smart gateway. The leading communication technologies used in the IoT world are IEEE 802.15.4, 

low-powerWiFi, 6LoWPAN, RFID, NFC, Sigfox, LoraWAN and other proprietary protocols for 

wireless networks [2].  Nevertheless, some smart devices are still linked to the network through non-IP 

protocols, such as Bluetooth, RFID and NFC. With the advent of IoT, the smart tool and the protocols, 

such as IP, TCP or UDP, would be entirely seamlessly related [3]-[4]. 

The smart grid is an intelligent power system that provides two-way communication back to the database 

from power generation to electricity distribution to households. A smart grid includes technology 

applications that promote the incorporation and penetration of renewable energy [5]. It will be necessary 

to accelerate the production and widespread use of plug-in hybrid electric vehicles (PHEVs) and their 

potential use as grid storage.  Among the benefits of the smart grid are that it is able to provide more 

reliable power, generate more efficient renewable power and use a mix of energy sources, in addition to 

being able to work with smart devices and smart homes and most importantly, it will reduce our carbon 

footprint [6]. Essentially, the smart grid, together with wireless communication-connected smart metres, 

will monitor how much energy a net-positive enterprise produces and reimburses. 

The smart grids form a part of an IoT system that allows all forms of lighting, traffic signals, transport 
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congestion, parking areas, road warnings and early detection of such items as power inflows due to 

earthquakes and extreme weather [7]. Wireless devices, such as sensors, radio modules, gateways and 

routers, are part of the technology that makes the IoT-enabled energy grid "smart". These devices ensure 

sophisticated connectivity and communication to encourage customers to take more energy use 

decisions in order to save electricity and expenses in cities and to allow electricity authorities to restore 

power more quickly after an emergency [5]. The smart grid enables a power provider to analyze system 

health considerably more fully than before. For example, a power utility can detect real-time demands 

for power with smart metres with granularity and exactness that is simply not possible with older 

technology. 

Overall, smart grid connectivity networks should comply with time synchronization, reliability, latency 

and data criticality including support for multicast [8]. Furthermore, interoperability is a big problem in 

smart grid networking [9]. Most importantly, any device connected to communication systems may be 

subject to unscrupulous and malicious individuals, whose primary purpose is to access sensitive 

information [7]. This makes the critical infrastructure to be monitored and operated in a much more 

efficient manner.  This introduces security challenges to the smart grid infrastructure; for example, man-

in-the-middle, session hijacking, spoofing and Denial of Service (DOS) attacks [10]. 

Based on the IoT security issues and challenges arising in a smart grid environment, this paper aims to 

investigate the existing possible security vulnerabilities. In order to achieve that, this paper will start 

with a discussion on the use of IoT in the smart grid environment (Section 2), followed by the analysis 

of security attacks on IoT for smart grid (Section 3). Then, Section 4 will explain the mitigation actions 

and in Section 5, proposed components for IoT secured smart grid are presented.  Finally, in Section 6, 

the paper concludes with all the related findings.  

2. USING IOT IN THE SMART GRID ENVIRONMENT 

The future of grid networks is IoT.  The National Institute of Standards and Technology (NIST) defined 

IoT for the smart grid as integrating the old power grid with the current ICT emerging grid [11]. Unlike 

traditional power grids, the smart grid can sustain or manage power distribution's demand, achieve 

power delivery efficiency and minimize energy losses [12]. According to the US Department of Energy's 

Office of Electricity Delivery and Energy Reliability, a smart grid is a digital-infrastructure grid 

allowing two-way contact between the utility and its customers. The "smart" aspect is its ability to adjust 

to variable supply and demand.  Technologies that yield today's IoT-enabled "smart" energy grid include 

wireless devices, like sensors, radio modules, gateways and routers [13]. These devices provide 

advanced networking and communications that encourage customers to make smart choices in terms of 

energy use, allow cities to conserve resources and costs and enable energy agencies to recover power 

more quickly after an outage. 

2.1 Overview of Smart Grid Design 

Smart grid networks are designed to connect various remote controls, smart meters, smart grids, cameras 

and other network-based products [11]. IoT allows current grid connectivity across the two-way data 

source and network across the energy system using IoT devices that interconnect customers, distributors 

and service providers. It can also limit human interference to track meters, home portals and other 

relevant devices to ensure that grid power is safely managed [14]. Most smart grids follow the NIST 

defined smart grid model illustrated in Figure 1. 

In general, NIST outlines four (4) types of smart grid entity which are: the service provider, the 

operations, the distribution and the markets. There are three (3) main groups of users; namely, the 

building or commercial users, the industrial users and home users. Using IoT in the smart grid allows 

two-way data exchange between the entities and all components of the smart grid [16]. Beside sensors 

and drives, other intelligent devices and transmitting and storage fields, the touch is conceivable, given 

the use of smart meters and other smart devices on the end-customer side.  This allows the monitoring 

of energy usage and demand while enabling consumers to watch and change their activities [17]. 

IoT structures can be guided to another step of efficiency and execution due to a greater degree of 

controllability and perceptibility, which gives power systems enormous benefits. There are many 

advantages associated with the smart grid application of IoT. For example, the Advanced Metering 
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Infrastructure (AMI) can be accessed without any trouble using the IoT smart grid [18]. AMI is 

responsible for processing, disassembling, storing and distributing the intelligent metering information 

submitted to the utility organization's billing, outage control and electricity demand forecasting systems. 

Accessibility of real-time calculation provides consumers and manufacturers with critical signs to better 

satisfy their energy needs and supplies [11]. 

 

Figure 1. NIST customer domain smart grid model [15]. 

The IoT smart grid can quickly repair itself (self-recovery) in the event of any external or internal 

aggravation or risk [18]. It also allows the self-rebuilding of the system, after attacks, cataclysmic events, 

power outages or breakdown of the network components by complex reconfigurations in order to 

recover electricity. Besides, it also can create a micro-scale grid and self-sufficiently protected islands 

in the event of power loss, even as it distinguishes the source of energy leakage [12]. This increases the 

power grid's performance, modelling and analysis, thereby increasing the power grid's consistency. 

Due to the usage of a wide range of sensors, actuators and intelligent meters used to monitor the entire 

power grid, they may send intermittent data to the utility on-demand or on other occasions while often 

responding to demands from customers, due to their willingness to communicate in both directions [19]. 

Added to delivering details on the state of the last mile grid, these instruments can be remotely 

controlled, managed and operated to include updated Supervisory Control and Data Acquisition 

(SCADA) features. This helps promote bi-directional electricity, because end-customers can also sell 

abundant energy from homes, particularly from sources during peak hours, such as sun-based or bio-gas 

sources around the building [10]. Using the IoT smart grid, this can easily track demand and request 

reactions on the smart grid, thereby allowing complex electricity pricing components to be influenced.  

Competitive energy pricing increases peak load management capabilities by charging more significant 

prices on top occasions to discourage consumption and lower prices at off-peak periods, encouraging 

reduced utilization and idle use of electricity [14]. 

The provision of real-time, fast and bi-directional information sharing allows more excellent 

connectivity with end-users of energy. It provides utilities with a critical insight into consumer 

consumption habits that further enhance the interconnected grid [11]. The extensive installation of 

sensors, as well as signal processing and real-time connectivity equipment, helps assess individual grid 

pieces' position. This helps handle energy, plan for future and current opportunities properly and make 
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the transmission lines and transformers function in this manner, contributing to a reliable transfer of 

electricity. These reviews can result in clearly identifying signs of line defects, a decrease in the risk of 

catastrophic failure and a decline in operation and repair costs in these lines, thereby improving the 

unwavering efficiency of the transmission system [8].  

2.2 The Benefits of Smart Grid 

Today, the current grid faces challenges daily; for example, blackouts, current overloading and service 

disruption in a particular area.  However, this is only determined if the end-user files a complaint on the 

occurrence. In contrast, with the implementation of smart monitoring on the grid, we can react 

proactively to the downtimes. Smart grid technology is the key to easy integration and customer 

reliability [8]. This system can solve problems very quickly in a current system since it can reduce the 

workforce and strive for sustainable, effective, secure and quality energy for all consumers.  According 

to [13], [20]-[22], the following are the benefits of smart grid technology. 

Smarter Energy Use: The technology from smart grid helps reduce energy usage and costs by using 

and retaining data. Smart lighting, for example, can be tracked around various areas by using smart 

urban technology, immediately accommodating settings like rain, changing the production to suit traffic 

conditions or time of the day and instantly identifying light outages and fixing them. Users can change 

the temperature of their home thermostats for use in consumer applications when working or on holiday 

[21]. 

Cleaner Energy Use: Smart grid technologies have lower battery requirements, are carbon-efficient and 

are designed to reduce the maximum load of distribution feeders. The US Department of Energy is 

incorporating renewable technologies into its intelligent IoT management framework for sustainable 

solutions. There is an ability to support all levels of the distribution network through integrated wind 

turbines, solar panels, micro-grid technologies and feeder automation systems [13]. 

Lower Costs: Today, power outages and interruptions of the electricity system cost Americans at least 

$150 billion per year and set the price tag of about $500 per person. If the world's population continues 

to expand, the older networks cannot meet growing demands. Smart grids are built to reduce costs by 

monitoring intelligent electricity and redirecting the source from the moment a power failure is detected 

[13]. 

Improved Transportation and Parking: IoT smart sensors can collect data in real-time for drivers and 

authorities to obtain information. Ultimately, this would reduce traffic delays, provide better parking 

options, alert drivers to traffic events and townscape structural damage and allow electronic payment at 

road tolls and car park metres. Future IoT technology is also expected to charge electric vehicles 

wirelessly [20]. 

Assistance in Waste and Water Management: The smart network will benefit smart cities by rising 

their productivity and reducing their waste management solution costs. In order to track inventory and 

minimize fraud, IoT apps can provide real-time data. Cloud-based monitoring and traffic management 

can increase time and scheduling on lorry routes. Smart energy analytics can collect data about water 

flow, pressure, temperature and much more, which allows customers to keep track of their usage 

practises [21]. 

Energy Enablement in Developing Countries: Smart grids could be used to convert power to sparsely 

populated regions from simple on-off electrification methods; for example, from battery-based 

household electrification to neighbourhood grids, which would then connect to national and regional 

grids. These grids would be crucial for the implementation of new energy infrastructures in developing 

countries that are suffering from the consequences of the overflowing population. This will potentially 

pave the way for economic development [22]. 

IoT allows the remote detection and control of smart grid resources through an adaptable communication 

network that enables better synchronization between the physical environment and PC-based control 

systems [12]. This is proven to improve productivity and precision and allow the grid to meet present-

day and future energy needs. However, the advancement of technologies always comes with challenges, 

especially in terms of security. The following section will discuss the IoT security issues in the smart 

grid area.  
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3. RELATED WORKS ON IOT FOR SMART GRID SECURITY ISSUES 

In the literature, the need for detailed investigation of smart grid security issues has been suggested [9]-

[10], [17]. The energy industry is essential, and without doubt, cybersecurity challenges will be present 

and faced by smart grid IoT devices. IoT devices on a grid environment may reach hundreds and 

thousands of tools spanning across the regions; they are most vulnerable to cyberattacks. Malware threat 

is a significant hindrance to efficient information exchange on the IoT [23]. A cyber-attack on these IoT 

devices may cause loss of valuable data or even halt in company production. For example, in 2015, an 

attack on the Ukrainian power grid made it possible for hackers to stop and monitor the network with 

BlackEnergy malware in order to hack the grid and SCADA Network. This resulted in a vast blackout, 

where over 700,000 users did not receive any electricity [24]. This clearly showed that security is a 

significant impediment to the introduction or service of the IoT-based smart grid.  

What makes IoT protection more complicated is the big number of tools deployed which would not add 

security to the devices. Unlike computers, we would be able to reinstall or wipe the entire network, but 

most IoT devices do not support that just yet. A study by Salameh, Dhainat and Benkhelifa [25] showed 

that the efficiency of these wireless network sensor systems varies as many IoT devices are mostly tied 

to the manufacturers. The end consumers do not have access to fiddle with the devices as the 

manufacturers lock them [26]. This paper presents IoT security issues in the smart grid distributed over 

three classifications; firstly the component security issues, secondly the system security issues and 

thirdly the network security issues.  

3.1 Issues of Component Security 

Many experts and engineers have evaluated the safety deficiency of the smart meter.  A malicious code 

attack may disrupt the expected behaviour of the intelligent meter. DOS attacks can be powered to avoid 

the contact of legitimate smart meters with different nodes. For example, an unapproved node can 

perform eavesdropping (passive man-in-the-middle) stealthily to identify sensitive data about the client's 

energy use, current charges and appliances used in the household [8].  Furthermore, an attacker can send 

out false information imitating to be the legitimate smart meter. There is a function in smart meters 

called Remote-Connect-Disconnect. This function enables operators or engineers to collect the 

maintenance information from the meter for troubleshooting purposes. This allows a back door in the 

smart meter itself for the attacker, and the attacker may use this to falsify the data of the meters [17]. 

The IoT smart grid network has been named a home portal, which receives information from the smart 

meter on power usage and shows it on the household's mobile device or even the computer. The home 

app or smart meter provides a service provider with power usage information for budgetary benefit.  

However, eavesdropping will destroy this gateway communication [17]. Another threat is posed by the 

Phasor Measurement Unit (PMU) device, which can gather field estimations sending voltages and 

electrical quantities to the Phasor Data Connector (PDC). The PDC perceives the information from 

various PMUs, mixes it as a single post. 

Moreover, it interacts with other operating domains. A malicious node can spoof PMU attacks, alter 

PMU messages, provide estimated vitality data and even replay PDC and PMU messages. Such attacks 

impact critical decision-making processes, such as fault detection and location of incidents. For instance, 

when an attacker replays an old PMU message that contains vitality estimation misfortunes or line 

blackouts, the operating system may choose to kill the power for a zone [14]. 

3.2 Issues of System Security 

Smart grid operations have a few control frames which with similar goals and specifications.  The 

Energy Management System (EMS) and the Delivery Management System (DMS) will assume 

transmission control and energy dispersal. At the same time, SCADA will assist in electronic power 

systems [5]. Hence, such control and management systems that conduct critical tasks, such as regulating 

voltage, identifying blackouts, transferring power intensity for distribution and transmission of 

electricity, should be protected from attacks. They are vulnerable to malicious node attacks that target 

the DoS control systems, which will later affect their functionality. 

Similarly, a false information attack against a control system will influence the smart grid automated 

decisions. For instance, sending invalid measure energy will affect the distribution and transmission 
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activities.  At the same time, systems depend on false PMU data control choices. A malicious node can 

replay PMU transmission estimation information; thus, the control centre concludes the decision based 

on the PMU data [27]-[28]. Messages are transmitted in multi-hop within the AMI system and 

interchanges between smart meters and the control centre. Therefore, it is possible to accelerate man-in-

the-middle attacks and change the energy consumption data before transmitting messages. Moreover, 

there is a possibility for an attacker to stealth-listening on data trading between the smart meter and the 

control centre through a remote communication channel. 

The Wide Area Monitoring Protection and Control System (WAMPAC) will share information on 

transmission with other control systems, delivering real-time monitoring and warning capability and 

maintaining effective transmission and aggregation of electric grids.  The grouping of attacks indicates 

that the WAMPAC system is additionally vulnerable to Denial-of-Service (DOS) attack.  At the same 

time, applications give real-time activity and performance [27]. DOS attacks can occur in different layers 

of communication. For example, a malicious node can transmit jamming that fills the small-medium 

with noise flags and can severely impact the data in real-time [28]. The jamming attack will harm the 

system's functionality, and an authentic node cannot get messages back. Besides, different kinds of 

assaults; for example, spoofing and man-in-the-middle, can be pushed only as the full or partial channels 

of communication can be jammed. One more aspect to be considered is the malware attack. Malware 

threat is a significant hindrance to efficient information exchange on the IoT, including for the smart 

grid [23]. Modelling malware propagation is one of the most imperative applications aimed at 

understanding the mechanisms for protecting the smart grid environment.   

3.3 Issues of Network Security 

The Neighborhood Area Network (NAN) protects and tracks smart meter connections in a single 

geographical area.  Conventions that are available on NAN systems include the Routing Protocol for 

Low Power and Lossy Networks (RPL), the Minimum Transmission Energy Protocol (MTE) and the 

Ad Hoc on Demand Multipath Distance Vector (AOMDV) [15].  The smart grid network's basic features 

can be targeted under various attacks by the RPL routing protocol for NAN networks. For example, the 

Wireless Sensor Network (WSN) attacks will affect the IoT RPL directing convention. WSN is a group 

of spatially deployed sensor nodes that acknowledge or remotely observe diverse environmental 

variables or natural events. The sensor nodes are used to collect the surrounding natural events, process 

data, respond to base station requests and commands or transmit the data to other neighbour sensors. 

These features indirectly expose WSN to more types of attacks, including DoS attack due to the open 

wireless communication and physical risks [29]. Currently, the Home Area Network (HAN) can handle 

the link between the smart meter and the HAN devices. HAN can use distinctive networking 

technologies, such as Zigbee, Bluetooth and WiFi [3]. Present protection protocols, such as IDS, IPsec, 

VPN and PKI, can be extended to the smart grid; however, it is still inadequate to guarantee that these 

protocols are secured for the smart grid environment. 

In summary, we conclude the possible attack types and their classification associated with the Smart 

Grid IoT implementation in Table 1. 

Table 1. IoT smart grid possible security issue and attack types. 

Security Issue Classification Attacked Type Related Study 

Component Security  Malicious code attack 

 DOS attacks 

 Passive man-in-the-middle 

 False information from smart meter 

 Phasor Measurement Unit (PMU) attack 

 Phasor Data Connector (PDC) attack 

[8], [14], [17] 

System Security  Energy Management System (EMS) attack 

 Delivery Management System (DMS) attack 

 False information attack 

 Man-in-the-middle attacks 

 Stealth-listening 

 WAMPAC system attack 

[5], [23], [27], 

[28] 
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 DOS attack 

 Malware threat 

Network Security  Routing Protocol attack 

 Wireless Sensor Network (WSN) attack 

 DoS attack 

[3],[15], [29] 

Until now, the concept of IoT has concentrated on the demand side, with little attention to the supply 

side. Smart grid technologies all contribute to efficient IoT energy management solutions that are 

currently lacking in the existing security framework. The next section explains the mitigation control 

for the security concerns highlighted. 

4. MITIGATION OF SECURITY CONCERNS 

With the current emerging technology and fast-evolving internet technologies, IoT devices are an 

essential element in the network.  However, with the implementation of IoT with the smart grid, it should 

be further secured and guarded at all times. From the previous discussion on smart grid security issues, 

this paper highlighted a few components that could be implemented to prepare the environment to face 

the attacks over the smart grid network. 

Firstly, a guideline must be established to ensure the rules and regulations of IoT in a smart grid 

environment. This includes access to grants and privileges. Getting these predefined access privileges 

to grid devices and network functionality eliminates the possibility of malicious user access [30]. The 

IoT-based smart grid is a centrally managed and optimized cyber-physical system; access controls are 

necessary to ensure network connectivity to customers and devices. For example, in access control 

aspects, Discretionary Access Control (DAC), Compulsory Access Control (MAC) and Roll-based 

Access Control (RBAC) will extend unwavering consistency and dispense with possible safety hazards.  

While deploying IoT systems, traffic between IoT devices and control centres, including utility-

supported servers, needs to be encrypted. As mentioned by [1], encoding messages using rigorous 

encryption methods is crucial, because it diminishes an intruder's ability to decrypt data or produce 

useful information for trickery. It ensures both material security and secrecy, as it involves identifying 

computers in the system and authorizing what each network machine completes. System authentication 

is typically the central stage of software exchange sessions, often culminating in a shared session key 

for encryption and verification of data packets and maintaining performance validity [31]. Since IoT 

smart grid contact is time-sensitive and traffic-intensive, an authentication scheme will need little 

messaging interaction between grid devices. The authentication process will ensure that the meter will 

not accept commands from an unapproved system. In contrast, the validation process will provide 

identity verification and acceptance. 

IoT systems must be scalable to be upgraded to implement bugs and software upgrades fairly and 

effectively [32]. Unfortunately, most developers now develop software without contemplating applying 

any leap of imagination to update potential firmware [33].  Nonetheless, they will accept that creativity, 

operating systems and computer code look at potential threats and flaws in the future and improvements 

will be made to address these problems. Deploying firmware upgrades can be difficult if not designed 

to provide upgrades.  Given a smart IoT system's sheer size, frequent firmware overhaul upgrades are 

the sensible and rational approach relative to the significant replacement of outdated systems in reach. 

Cybersecurity concerns are significantly heightened when businesses mix modern and old technologies, 

irrespective of overall network security.  Consequently, maintaining a steady protocol that considers 

agile software delivery would cause the network security vulnerability to be closed, thus mitigating 

possible hazards. 

The environmental stability of all grid systems is paramount. The tamper-resistant device can be used 

and integrated into grid segments to avoid unwanted physical entry. Remote exposure by unauthorized 

workers will lead to data stored, such as authorization, identity, use and account details in compromised 

computers [8]. Remote wiping technologies should be set up to uninstall or lock network resources to 

protect confidential private information from leaking because intruders can use them maliciously. It is 

crucial to strengthen the physical security of the facilities, where servers and control rooms are located 

[34]. This provides a focus area from which those intending to damage the network, such as hackers and 

disgruntled former staff, can easily control the entire IoT smart grid.   
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While designing IoT for smart grid applications, integrity and end security will remain the critical factor, 

since the IoT devices may be used for surveillance or law enforcement purposes. Nevertheless, it also 

can be exposed as a double-edged weapon, whereby it can be exploited by a terrorist [10].  Therefore, 

from the beginning, both manufacturers and users should ensure that no bypass or malicious code is 

installed on the smart grid application. They should also ensure that they do not mass-produce devices 

with a single arrangement of default logins and should not render specific logins for each model, because 

this provides an easy opportunity for DoS attacks on the devices. 

DoS attacks are the IoT's most crucial challenge. Thus, a viable network layer programming approach 

is required to prevent DoS assaults [35]. This can be resolved by using the fast hopping Internet Protocol 

(IP). It allows consumers an easy way to cover their contact sessions' content and destination site. This 

is achieved by concealing a server's real IP address behind a large pool of IP, which ultimately impedes 

the detection of network traffic destination through various switches.  The real-time shift in the server's 

IP address happens concurrently with all registered customers and applications.  

5. PROPOSED COMPONENTS TO SECURE SMART GRID WITH IOT 

From the discussion on the IoT smart grid security issues and the suggested mitigation control, this study 

proposes an IoT Smart Grid Security Strengthening model. This model focuses explicitly on 

strengthening because we believe that the initial security aspect has been implemented in both IoT and 

smart grid design. However, due to unexpected cybersecurity threat, specifically on IoT, the additional 

model will be beneficial to ensure security adherence.  Figure 2 shows the proposed model discussed. 

 

Figure 2. IoT smart grid security strengthening model. 

There should be an access control policy in place in the environment.  In that manner, we can avoid 

intruders from gaining physical or logical access to the critical infrastructure, besides encryption. As 

dangerous as the IoT network could get, state-of-the-art encryption on the communication is essential. 

For example, we could use MD5 or SHA 256 or 3DES to encrypt the data that is being stored. Password 

and credential policy plays a vital role. There must be an authentication mechanism in place for the 

systems to recognize and identify legitimate users. The authentication mechanism will then block 

intruders. This will not make it an easy process for intruders to get into the system. There must not be a 

natural or common password being used.  
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As soon as the security patch and updates are installed, they should be considered to be updated on the 

smart meter or IoT devices.  Improper test on the security updates and pieces may break the existing 

equipment. It is highly suggested to test the development environment before implementing the 

production environment, which indirectly allows the closure of backdoors and loopholes in the system. 

Furthermore, there must not be a single loophole or backdoor in the critical infrastructure. The 

fundamental issue to consider is physical defence. As we learn, smart grid SCADA and IoT are the most 

vital technologies. Environmental protection is essential and can be used as first-level security for an 

organization against intruders and natural disasters. Fast-hopping IP implements an innovative Internet 

security solution which should not be neglected. Thus, the network does not use static TCP, which helps 

protect the system and delay the attacker attempt. Tunnelling will be built to protect this vital 

infrastructure further; for example, the IPSEC tunnel or site-to-site tube. It will cover the smart grid 

network from man-in-the-middle-attacks and any other similar attacks. 

Smart electronic devices need end-to-network systems worldwide to protect the smart grid from the 

control centre to the broadcast substations. This technology includes network-level monitoring systems, 

such as Home Access Network (HAN), Neighbourhood Access Network (NAN) and Family Access 

Network (FAN), with endpoint devices, such as smart meters or other Intelligent Electronic Devices 

(IEDs), substations and control centres. A smart grid access system allows for numerous networking 

advancements, such as Zigbee, Wimax and WI-Fi.   

For example, HAN addresses specific mobile gadgets using the Zigbee protocol. Within a Zigbee 

configuration, Particular Zigbee provides different machine security arrangements. Contemplating 

introducing Zigbee security modules to handle Zigbee technology remains a flexible research point 

within the HAN. However, Zigbee specifications are meant for simplified activities, such as remote 

controls.  Zigbee's partnership functions to make the NAN mesh network a standard. The network field 

can establish Wimax-dependent connectivity between remote devices and substations. Thus, 

configuring the similar networking systems used in the smart grid will ensure that the smart grid network 

works to the end of the security infrastructure. 

Furthermore, the use of IPsec convention needs a commitment to incorporate an end-to-end smart grid 

security network. This case involves an IPsec investigation into Zigbee and Wimax. Zigbee has been 

designed for local networks, so web-based apps do not talk explicitly. Not just that; specifically, HAN 

and smart meters require Internet data transmission. The 6LowPAN allows sharing IPv6 packets to and 

from IEEE802.15.4-based systems. If 6LowPAN is used in the home area network, expanded security 

prerequisites must be addressed. Additionally, Wimax's IP-based protection for the FAN network must 

be investigated as an IPsec's configuration in the smart grid network, which may pose several problems 

because it has different specifications. 

6. CONCLUSION AND FUTURE WORK 

In this paper, we highlighted that securing the smart grid network is essential, as the data exchanged is 

sensitive, and the management operations are crucial. The smart grid is spread out in various spaces, as 

heterogeneous devices and systems are used in a distributed manner. We categorized types issues of 

security; firstly component security, secondly system security and thirdly network security. For 

component security, the smart meter is a vital element which is vulnerable to various forms of assaults, 

such as spoofing, eavesdropping, infusing false information and targeting replays. We have also featured 

that an intruder can spoof the smart meter's character to gain access to all home devices.  

For system security and network security, DOS attacks are the frequent attack type that can influence 

control systems rendering devices inaccessible to network demands. Besides, there is also the man-in-

the-middle attack on the AMI network and unique sending assault on conventions that separate an 

excellent hub that does not have the option to reach its neighbours and the control location. Therefore, 

this paper highlighted the essentiality in implementing an end-to-end security engineering, access 

control, physical security, frequent patches and updates, fast hopping IP and tunnelling to protect the 

smart grid. 

The proposed model has the potential to identify threats accurately and can provide an extensive security 

measure when supplied with adequate IoT smart grid equipment. At this moment, this proposed model 

is still at the experimental scope, and it still requires much experimentation to distinguish an optimal 
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parameter with the real IoT smart grid evaluation. The IoT is capable of changing how we think of cities 

around the world. In order to improve and replace old architectures, IoT links people and governments 

to innovative urban solutions by inventing smart grid technologies. Corporations, utilities and private 

citizens that use grid power and thus benefit from the implementation of smart grid technologies by 

municipalities include all residents, urban services and critical infrastructures. The intelligent grid is 

stable, effective, green and good for customers, utility companies and the environment.  
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 ملخص البحث:

-وتعددددددر بالتندددددده بالأ لأندددددده بد دددددد  تعددددددرن  الأشادددددد  بداددددددنتر ت ددددددش  ،ددددددرب ت  ب الأشادددددد   دددددد   بد ددددددت   

باتسددددددوه بامن ددددددعه ردددددد  اددددددلكه باتددددددر    و دددددد   ب  ،تندددددده  الأشادددددد  اددددددتر ه   -باشددددددلكه با  ندددددده

وت لأددددددنك باشددددددلكه با  ندددددده   ددددددا ،ق ددددددن  بد وددددددت  با  ندددددده   تامتددددددت ن  با  ندددددده  وبامشدددددد ق   

  ،تالأشب ل  هات نل ر  بالتا بالأ لأنه باوتصوباتنبقل وغنش ت  رع و ند ب

وتجددددر  ب اددددت   باددددا ر  بدرددددت   تاددددش بانددددل   ددددا راددددل باشددددتغل بد،ددددش  بادددد ك  عندددد  ب  ددددلأتلت  

 وب ع باتطتق وبالأشتنب باملأع   ،شؤ ه  لٍ ر   الأشا  بدانتر وباشلكه با  نه  

مدددددد  راامدددددده تشردددددد   دددددد   بان قدددددده باددددددا م ددددددا بامشددددددكق  وبالأ ددددددر ت  بامشتلطدددددده ،تدرددددددت  

باشدددددددلكه با  نددددددده  وقدددددددر ر ددددددديش  بار ب ددددددده  ددددددد  رسدددددددت ل رلأعدددددددرد   مكتتدددددددت  - الأشاددددددد  بدادددددددنتر 

تصدددددتنيوت مدددددد  سددددددقل م ددددددت ت رسددددددت ل رلأع تدددددده ،تامكناددددددت   ور ددددددش  رلأع تدددددده ،تداامدددددده  وستا دددددده 

رلأع تددددددده ،تاشدددددددلكه  و،تدددددددترح   دددددددا  ادددددددل   تلأدددددددش  بالدددددددت  ن   طدددددددهح ا لأوينددددددد  رددددددد  بامشدددددددكق  

 -رامددددددن فٍ ا  يددددددتن   ددددددا ررددددددت  باامدددددده  الأشادددددد  بداددددددنتر  باوتضددددددعه ا ر ب دددددده   لددددددش تصددددددمن 

 باشلكه با  نه 
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