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Research ProblemAn Intrusion Detection System (IDS) is used for preventing security breaches by 
monitoring and analyzing the data recorded in log files. An IDS analyst is responsible for detecting 
intrusions in a system by manually investigating the vast amounts of textual information captured in these 
logs. The activities that are performed by the analyst can be split into 3 phases, namely: i) Monitoring ii) 
Analysis and iii) Response [1]. The analyst starts by monitoring the system, application and network logs 
to find attacks against the system. If an abnormality is observed, the analyst moves to the analysis phase 
in which he tries to diagnose the attacks by analyzing the users’ activity pattern. After the reason has 
been diagnosed, appropriate steps are taken to resolve the attacks in the response phase. The analyst’s 
job is time-consuming and inevitably prone to errors due to the large amount of textual information that 
has to be analyzed [2].  Though there have been various frameworks for visualizing information, there 
hasn’t been much research aimed at visualizing the events that are captured in the log files. Komlodi et al. 
(2004) proposed a popular framework which is enriched with a good set of requirements for visualizing 
the intrusions in an IDS. However, they do not provide any details for handling the data in the logs which is 
essentially the source of data for an IDS, nor do they provide any tasks for predicting an attack.  It has also 
been identified that current IV systems tend to place more importance on the monitoring phase over the 
other two equally important phases. Hence, a framework that can tackle this problem should be developed. 
Proposed Framework  We propose a framework for developing an IDS which works by monitoring the log 
files. The framework provides users with a set of parameters that have to be decided before developing the 
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IDS and supports the classification of activities in the network into 3 types, namely: Attack, Suspicious 
and Not Attack. It also provides phase-specific visualization tasks, and other tasks that are required for 
extracting information from log files and those that limit the size of the logs. We also outline the working 
of a Log Agent that is responsible for collecting information from different log files and then summarizing 
them into one master log file [3]. The proposed framework is applied on a simple file portal system 
that keeps track of users who access/delete/modify an existing file or add new files.The master log file 
captures the browsing patterns of the users that use the file portal. This data is then visualized to monitor 
every activity in the network. Each activity is visualized as a pixel whose attributes describe whether it 
is an authorized activity or an illegal attempt to access the system. In the analysis phase, tasks that help 
to determine a potential attack and the reasoning behind the classification of an activity as Suspicious 
or Attack are provided. Finally, in the response phase, tasks that can resolve the attack and tasks for 
reporting the details of the attack for future analysis are provided.References    [1]  A. Komlodi, J. Goodall, 
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