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Secure Multi-Party Computation (SMPC) enables parties to compute a pub- lic function over private inputs.
A classical example is the millionaires problem, where two millionaires want to figure out who is wealthier
without revealing their actual wealth to each other. The insight gained from the secure computa- tion

is nothing more than what is revealed by the output (in this case, who was wealthier but not the actual
value of the wealth). Other applications of secure computation include secure voting, on-line bidding

and privacy-preserving cloud computations, to name a few. Technological advancements are making
secure computations practical, and recent optimizations have made dramatic improve- ments on their
performance. However, there is still a need for effective tools that facilitate the development of SMPC
applications using standard and famil- iar programming languages and techniques, without requiring the
involvement of security experts with special training and background. This work addresses the latter
problem by enabling SMPC application de- velopment through programs (or repurposing existing code)
written in a stan- dard programming language such as ANSI C. Several high-level language (HLL) platforms
have been proposed to enable secure computation such as Obliv-C [1], ObliVM [2] and Frigate [3] These
platforms utilize a variation of Yao’s garbled circuits [4] in order to evaluate the program securely. The
source code written for these frameworks is then converted into a lower-level intermediate language that
utilizes garbled circuits for program evaluation. Garbled Circuits have one party (garbler) who compiles the
program that the other party (evaluator) runs, and the communication between the two parties happens
through oblivi- ous transfer. Garbled circuits allow two parties to do this evaluation without a need for a
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trusted third party. These frameworks have two common characteristics: either define a new language
[2] or make a restricted extension of a current language [1]. This is somewhat prohibitive as it requires
the programmer to have a sufficient under- standing of SMPCs related constructs and semantics. This
process is error-prone and time-consuming for the programmer. The other characteristic is that they use
combinational circuits, which often require creating and materializing the entire circuit (circuit size may
be huge) before evaluation. This introduces a restriction on the program being written. TinyGarble [5],
however, is a secure two-party computation framework that is based on sequential circuits. Compared
with the frameworks mentioned earlier, TinyGarble outperforms them by orders of magnitude. We are
developing a framework that can automatically convert a HLL pro- gram (in this case ANSI C) into an
hardware definition language, which is then evaluated securely. The benefit of having such transformation
is that it does not require knowledge of unfamiliar SMPC constructs and semantics, and per- forms the
computation in a much more efficient manner. We are combining the efficiency of sequential circuits

for computation as well as the expressiveness of a HLL like ANSI C to be able to develop a secure
computation framework that is expected to be effective and efficient. Our proposed approach is two-
fold: first, it offers a separation of concern between the function of computation, written in C, and a
secure computation policy to be enforced. This leaves the original source code unchanged, and the
programmer is only required to specify a policy file where he/she specifies the function/variables which
need secure computations. Secondly, it leverages the current state-of-the-art framework to generate
sequential circuits. The idea is to covert the original source code to Verilog (a Hardware Definition
Language) as this can then be transformed into standard circuit description which TinyGarble [5] would
run. This will enable us to leverage TinyGarbles efficient sequential circuits. The result would be having
the best of both worlds where we have HLL that would be converted and evaluated as a sequential
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