
Email  Authorship Attr ibut ion In Cyber 
Forensics

E-mail  i s  one of  the most  widely  used forms of  wr i t ten communicat ion over  the Internet , and i ts 
use  has  increased tremendously  for  both personal  and profess ional  purposes . The increase  in e-mai l 
t raf f ic  comes a lso with an increase  in the use  of  e-mai ls  for  i l legi t imate purposes  to  commit  a l l  sor t 
of  cr imes. Phishing, spamming, e-mai l  bombing, threatening, cyber  bul l y ing, rac ia l  v i l i f icat ion, chi ld 
pornography, v i ruses  and malware propagat ion, and sexual  harassments  are  common examples  of  e-mai l 
abuses . Terror is t  groups and cr iminal  gangs are  a lso us ing e-mai l  systems as  a  safe  channel  for  their 
communicat ion. 
The a larming increase  in the number of  cybercr ime incidents  us ing e-mai l  i s  most ly  due to the fact 
that  e-mai l  can be eas i l y  anonymized. The problem of  e-mai l  authorship attr ibut ion is  to  ident i fy 
the most  plausible  author  of  an anonymous e-mai l  f rom a group of  potent ia l  suspects . Most  previous 
contr ibut ions employed a  t radit ional  c lass i f icat ion approach, such as  decis ion tree  and Suppor t  Vector 
Machine (SVM), to  ident i fy  the author  and studied the ef fects  of  di f ferent  wr i t ing sty le  features  on the 
c lass i f icat ion accuracy. However, l i t t le  at tent ion has  been given on ensur ing the qual i t y  of  the evidence. 
In this  work, we introduce an innovat ive  data  mining method to capture  the wr i te-pr int  of  ever y  suspect 
and model  i t  as  combinat ions of  features  that  occur  f requent ly  in  the suspect ' s  e-mai ls . This  not ion 
is  ca l led frequent  pattern, which has  proven to be ef fect ive  in many data  mining appl icat ions , but  has 
not  been appl ied to the problem of  authorship attr ibut ion. Unl ike tradit ional  approaches , the extracted 
wr ite-pr int  by our  method is  unique among the suspects  and, therefore, provides  convincing and credible 
evidence for  present ing i t  in  a  cour t  of  law. 
Exper iments  on rea l- l i fe  e-mai ls  suggest  that  the proposed method can ef fect ive ly  ident i fy  the author 
and the resul ts  are  suppor ted by a  s trong evidence. 
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