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Abstract 
Since the late 1990s, security education training and awareness (SETA) programs have become 
commonplace. Despite extensive research into the effective design of such programs and factors 
influencing compliance behavior, SETA programs tend not to be as effective as they should be. In 
order to tailor learning content as closely as possible to individual needs, vocational education relies 
on the modeling and measurement of competencies. We argue that this existing knowledge can be 
transferred to the information security domain. Therefore, we introduce a competence model from 
vocational education and consider it in the context of the information security domain. Subsequently, 
we conduct a structured literature review on conceptualization and effective SETA design and 
investigate to what extent the competence dimensions from vocational education are already 
considered in the SETA literature. Our results indicate that competence research can make an 
important contribution to adapting SETA programs to individual situational actions.  
 
Keywords: SETA, Security Education Training and Awareness, Competence Model, Vocational 
Education 

1 Introduction 
Nowadays, many organizations face the challenge of protecting their security-related assets due to 
sophisticated cyber security attacks (Ahmad et al., 2020). The human factor is often seen as the 
weakest link in the information security chain (Abawajy, 2014). This highlights the need for 
employees who are aware of potential security threats and have comprehensive information security 
competencies. To overcome this challenge, security education and training awareness (SETA) 
programs have been acknowledged as the key for employees’ security-related behavior (Posey et al., 
2015; Thomson and Von Solms, 1998; Tsohou, Karyda, Kokolakis, et al., 2015). In the first place, 
SETA is applied in organizations to build common information security knowledge and awareness 
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which is then utilized to develop skills and a deeper understanding of fundamental security concerns 
(Cram et al., 2019; D’Arcy et al., 2009; Furnell et al., 2002). While its origin goes back to the late 
1990s, it has become an important strategical concept of most organizations to secure information 
assets and promote security governance (D’Arcy and Hovav, 2009; Hu et al., 2021; Posey et al., 
2015). However, security incidents and data breaches are rising, causing tremendous economic 
damage and information theft (ENISA, 2021). Both practice and recent research findings support that 
SETA programs tend to be less efficient than they are supposed to be (Alshaikh et al., 2020; Hu et al., 
2021; Kirova and Baumoel, 2018; Tsohou, Karyda, Kokolakis, et al., 2015). Recent literature has 
identified two main reasons for this circumstance. 
The first research stream identifies non-compliant behavior and attitude of recipients of SETA 
campaigns as the main reason for failure. Hence, many previous research papers analyzed influencing 
factors of security-related behaviors to provide stakeholders with knowledgeable guidance 
(Albrechtsen and Hovden, 2010; Herath et al., 2018; Hwang et al., 2017; Jenkins et al., 2013). In this 
context, Alshaik et al. (2020) argue the relevance of systematic guidelines and grounded behavioral 
theories to be crucial to steering the behavioral change of employees. Thus, several research papers 
examine theoretical foundations that promote strategic decisions supporting employees' attitudes 
towards security compliance (Kajzer et al., 2014; Karjalainen and Siponen, 2011). The second 
research stream perceives the limited success of SETA programs in one-size-fits-all approaches which 
are not tailored to job-specific and qualification-related needs of individual learners (Hu et al., 2021; 
McCoy and Fowler, 2004). This omits, in particular, the fact that employees exhibit different 
behaviors in dealing with the knowledge they have learned. Thus, SETA programs are differently 
suited for various employees and sometimes lead to better and worse security behavior. Although 
various research papers have identified that SETA programs should be tailored to the target audience 
(McCoy and Fowler, 2004) and initial knowledge (Caldwell, 2016; Peltier, 2005) limited research 
exists that proposes guidelines on how to implement SETA programs that consider the individual 
human capabilities and situational recommendations for action. This idea can be extended by the field 
of vocational education, where learning processes play a crucial role, and situational action is 
considered one of the key concepts for training competent people, especially employees. Several 
research studies in the vocational education domain have targeted this challenge by drawing on 
competence modeling and measuring (Klotz and Winther, 2016; Kunter et al., 2009; Winther, 2010). 
In this context, Weinert’s (2001) concept of professional action competence has gained acceptance for 
modeling and measuring competence. Following Weinert (2001), competence encompasses […] 
“cognitive abilities and skills available to or learnable by individuals to solve specific problems, and 
the associated motivational and social dispositions and skills to apply the problem solutions 
successfully and responsibly in variable situations.” Hence, competence describes a valid concept 
defining prerequisites that are needed to perform a specific profession. The research on information 
security awareness has already identified basic constructs of vocational education (awareness, 
knowledge, skills, attitude, and behavior) that should contribute to the development of responsible 
employees. However, there is a lack of holistic consideration and implementation of the concepts of 
vocational competence, which could be an explanation for the failure of SETA programs.  
In vocational education research, it is emphasized that it is important to address competencies 
comprehensively because competence is viewed as an overarching construct that has multiple 
dimensions and facets. Consequently, within this domain, it is distinguished between the competence 
to conceptually grasp given situations of action and the competence to act adequately in a specific 
situation (Winther, 2010). While SETA research focuses on behavioral changes in employee 
compliance and is predominantly concerned with motivational aspects, vocational competence 
includes conceptual, procedural, and utilizationalal dimensions (Greeno et al., 1984). Therefore, we 
deem a holistic approach, which draws on competence, to be important and shed light on a multi-
perspective of why the effectiveness of SETA programs is constrained in practice. This study, 
therefore, addresses the following research question: 

How can knowledge from vocational competence research contribute to identifying and overcoming 
the inefficiency of SETA programs? 
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We, therefore, introduce a competence model from the vocational education domain and apply 
relevant constructs to the information security domain. We then conduct a structured literature review 
following Webster and Watson (2002) and vom Brocke et al. (2015) on SETA design 
recommendations and classify them towards dimensions of competence research. Therefore, we 
searched in four prominent databases of IS research (AISeL, EbscoHost, Elsevier ScienceDirect, ACM 
Digital) and identified 944 research papers. Based on the application of inclusion and exclusion 
criteria, our final result set yielded 57 relevant research articles. By doing so, we contribute to a 
theory-informed and conceptualized development process of SETA programs. Moreover, we deduce 
implications for literature and practice and highlight the importance of developing a holistic 
competence model that considers the individual necessities of information security. The paper is 
structured as follows: Section two provides foundations of the theoretical background such as previous 
SETA literature and vocational education competence research. In section three, we deduce our 
methodical research approach. Finally, we provide an in-depth analysis of SETA literature focusing on 
competence modeling and discuss the implications of our work.  

2 Theoretical Background 

2.1 SETA Research 
Most practitioners and researchers have acknowledged the necessity of managing information security 
in organizations (Hu et al., 2021). In general, the acronym SETA is composed of three standalone 
concepts, including security education, security training, and security awareness (Hu et al., 2021). As 
Hu et al. (2021) conclude in their structured literature review, these concepts are mixed and unclear. 
Therefore, we refer to their elaborated working definition stating that SETA can be understood as 
continued engagement of organizations to raise employee security consciousness and provide general 
security knowledge and skills to address security threats and risks (Hu et al., 2021). 
Previous literature has addressed two superordinate fields of research in the context of SETA 
programs. The first major research stream has investigated influencing factors for security-related 
behavior of employees on the individual level (Albrechtsen and Hovden, 2010; Cram et al., 2019; 
D’Arcy et al., 2009; Herath et al., 2018; Hwang et al., 2017). These studies mainly analyze the 
effectiveness of SETA programs in terms of behavioral change and attitudes that drive security 
compliance. In these terms, a wide range of empirical theories has been applied to examine why 
employees behave non-compliant. Some exemplary theories that are applied to explain security 
behavior are the protection motivation theory (Dhillon et al., 2020; Posey et al., 2015), theory of 
planned behavior (Jenkins et al., 2013), theory of reasoned action, and deterrence theory (D’Arcy et 
al., 2009; Herath et al., 2018). An extensive review of these theories can be found in Hu et al. (2021) 
and Cram et al. (2019). A meta-analysis by Cram et al. (2019) suggests that attitude, personal norms, 
ethics, and normative beliefs have an increasingly high impact on security policy compliance. On the 
contrary, punishment and rewards are relatively ineffective to contribute towards compliant employee 
behavior. The second research stream concentrates on the conceptual foundation and/or effective 
design of SETA programs on an organizational level (Tsohou, Karyda, Kokolakis, et al., 2015). This 
includes guidance on specifying the contents, external and internal factors of success, and the delivery 
mode (Hansche, 2001; Karjalainen and Siponen, 2011; May, 2008; Puhakainen and Siponen, 2010). In 
the following, we present some of the most important findings. Puhakainen and Siponen (2010) and 
Hansche (2001) emphasize the need for top management support. They conclude that management 
support is crucial through various internal organizational channels (Puhakainen and Siponen, 2010). 
McCrohan et al. (2010), Goode et al. (2018) and Tse et al. (2013) work out the necessity of providing 
comprehensive and fitted contents. Several studies could also show the need to consider different 
training durations (Albrechtsen and Hovden, 2010; Thomson and Von Solms, 1998). Abawajy (2014) 
compares different modes of SETA delivery and derives that different types of delivery methods (text-
based, video-based, game-based) should be combined for maximized success. A minor stream of 
SETA research has also dealt with concepts that target security competence. Lin and Kunnathur 
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(2013) build a theory of end-user information security competence to shed light on how to produce 
competent security end-users. Their roadmap considers ethics and perceptions, knowledge and skills, 
and behavior which eventually lead to compliant information security behavior. Similarly, Kaur et al. 
(2021) examine the effect of enhanced security competence on information security job performance. 
They differentiate between two dimensions of competence: tacit and explicit knowledge. Another 
competence-oriented approach is utilized by Pike (2021). The author introduces competency-based 
education (CBE) to the IS security domain. CBE enables conveying information based on the 
individual capabilities of learners. In terms of security competence, this information includes 
knowledge, skills, and abilities defined by the NIST framework. Tarwireyi et al. (2011) develop a 
competence measurement questionnaire for students to choose secure passwords. Their main objective 
is to investigate different levels of competence for varying terms of study. 
These research streams inform our paper in several aspects. First, it becomes evident that human 
behavioral aspects are relevant to implementing SETA programs successfully. In particular, the 
following important drivers are identified here and should not be ignored: attitude, personal norms, 
and normative beliefs. In addition, there are already approaches that address the conceptual and design 
level of SETA programs and attribute great importance to them. However, when looking at this 
research, it becomes clear that organizational factors for effective design are researched, but concepts 
for building effective SETA programs are missing. Although a minor research stream considers 
security competencies, the term competence is either not regarded as a multidimensional construct or 
does not explain how competence can be acquired to behave IT-secure. Tarwireyi et al. (2011) 
conceptualize a competency-based questionnaire that mainly covers declarative knowledge of 
participants. Kaur et al. (2021) regard tacit and explicit knowledge as competence dimensions which 
are both forms of declarative competence without relation to the situational requirements for action. 
We, therefore, study the fundamentals of the vocational education domain, which has been proven to 
be suitable for competence modeling in different application domains (Achtenhagen and Winther, 
2008; Winther, 2010).  

2.2 Competence Modeling 
In recent years, the term competence has become widely accepted in discussions about the goals and 
outcomes of professional learning processes (Winther, 2010). Depending on the social system 
(politics, economy, science), the concept of competence is associated with different notions of 
constructs (Winther, 2010). Consequently, there exists no general definition of competence (Winther, 
2010). Since the domain of vocational education is highly related to orientational action taking in 
vocational learning contexts (Winther, 2010), which also relates to learning and education processes 
conveyed by SETA programs, we refer to the most applied definition in the domain. Following this 
definition, we define competence as  [..] “the cognitive abilities and skills available to or learnable by 
individuals to solve specific problems and the associated motivational and social dispositions and 
skills to use the problem solutions successfully and responsibly in variable situations” (Weinert, 
2000). Hence, the competence definition applied in this work is highly contextual, focusing on how 
competence is learnable. Moreover, competence is understood as contextual dispositions related to 
specific situations and action requirements (Winther, 2010). Following this argumentation, successful 
action taking requires situational knowledge. These contextual dispositions have been transferred to 
multiple elemental parts of competence by Greeno et al. (1984). The authors differentiate between 
three cognitive dimensions of competence: conceptual, procedural, and utilizational competence. 
Conceptual competence can be understood as [...] “rule-based, abstract knowledge in a domain, which 
is translated into a specific plan of action that becomes effective in the specific action. A central 
element of this competence component is learned rules, formed according to cognitive assumptions 
depending on prior knowledge” (Winther, 2010). Instead, procedural competence [..] “refers to the 
procedures and skills that are needed to apply conceptual knowledge in specific situations of action” 
(Winther, 2010). Finally, utilizational or interpretational competence [..] “comprises the ability to 
recognize situations for action in a regulative way, i.e. to assess situational features and individual 
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target features and relate them to each other. This competence component thus covers the interaction 
with the context and the construction of the situation as an evaluation process“ (Winther, 2010). 
The argumentation following Greeno et al. (1984) indicates that competence is highly dependent on 
context. Winther (2010) states that human action is influenced by a specific situation in a particular 
context. Hence, they conclude that competence always involves motivational and volatile efforts to 
cope with the confronted requirements of action. The specific situational action needs to be analyzed 
regarding necessary processes and skills required in multiple varying types of vocational action taking 
(Kunter et al., 2009) to understand how competence can be built. Therefore, the vocational education 
domain defines models that conceptualize different competence dimensions. One promising model for 
IS domain is the structural vocational competence model by Achtenhagen & Winther (2008) (Figure 
1). 

 

Figure 1.  Vocational Education Competence Model (Achtenhagen and Winther, 2008) 

Its main idea is to differentiate between areas of actions on the one hand and sequences of actions on 
the other hand. Regarding areas of action, Achtenhagen and Winther (2008) distinguish between 
domain-linked and domain-specific competence. Domain-linked competencies refer to applicable 
general competencies that support handling requirements within the domain. The vocational education 
domain includes the domain-linked areas of economic literacy and economic numeracy, which 
represent the general knowledge and skills to pursue a vocational or commercial profession 
successfully. Whereas economic literacy covers the ability to comprehend and participate in economic 
contexts, economic numeracy captures basic mathematical knowledge and skills of concrete business 
processes (Klotz and Winther, 2016; Winther, 2010). Next to domain-linked competencies, domain-
specific competencies play an important role in terms of the proposed competence model. Domain-
specific competence refers to concrete situational actions required in specific job-related professions. 
Thus, they are directly related to business processes. A business process is defined as job-specific 
situational action, characterized by its level of requirements and options for action taking (Winther, 
2010). In terms of information security, such a business process can be understood as a particular 
security incident requiring a situational response in the personal working environment (Winther, 
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2010). Both the domain-linked and domain-specific competence are considered to have sub-
components (conceptual, procedural, utilizational competence), which come to action when a 
particular issue in the working environment arises (Winther, 2010). As a starting point, situational 
requirements need to be recognized, including possible solutions. This is a crucial step to fully react in 
a meaningful way towards the situation. The domain-linked and specific declarative knowledge 
(conceptual competence) needs to be applied considering the general and functional, learned skills and 
procedures (procedural competence). In the last step, the solution to overcome the identified problem 
has to be evaluated in terms of the situational requirements. This step, therefore, relates the initial 
requirement set with the solution space and requires an evaluation and interpretation process 
(utilizational competence) (Winther, 2010).  
This research informs our study in multiple aspects. First, the vocational education domain highlights 
the importance of considering different dimensions of competence. Second, these are interrelated and 
take varying situational actions into account. This enables the design of SETA programs beyond one-
size-fits-all approaches that target the individual situation and job-specifics. The model of commercial 
education competence covers both the three dimensions applied as a sequence of action for solving 
occupational issues and the specific area of action. Therefore, we argue that the competence model by 
Achtenhagen and Winther (2008) can be applied to the IS security domain. Each business process in 
the model is understood as a possible security incident, and the sequence of action with its three 
competence dimensions is contextualized to IT-secure behavior. Since the situational context, 
including different options for action taking, is strongly emphasized to develop vocational 
competence, we stress the need to analyze the perception of competence in SETA literature.  

3 Methodology 

3.1 Literature Search  

In order to get a broad overview of guidelines on effective SETA design and conceptualization, a 
structured literature review is conducted that follows the approach of Webster and Watson (2002) and 
vom Brocke et al. (2015). This approach aims to identify current state-of-the-art research in the 
information security awareness domain. The result of a literature review is strongly dependent on the 
actual search process. Vom Brocke et al. (2015) state that the literature search process in information 
systems (IS) research could often be complex and overwhelming due to a vast research foundation. 
Several steps have to be considered, such as the applied search process, data sources, the type of 
coverage, and the search technique (vom Brocke et al., 2015). Since the research topic follows a clear 
structure, a sequential approach has been chosen. This fact implies that the literature search is defined 
at the beginning of the review and not repeated iteratively (vom Brocke et al., 2015). Data sources 
have been selected for the literature search in the next step. As vom Brocke et al. (2015) elaborate, 
different types of available data sources exist. As a result, several prominent IS research and 
economics databases have been selected. These include Elsevier ScienceDirect, EbscoHost, ACM 
Digital Library, AISeL. In particular, the search focuses on seminal works in the field of information 
security awareness. Following vom Brocke et al. (2015), the most common approaches combine 
keyword searches with forward and backward searches. Both can be applied to extend the result of 
research papers that have been collected in terms of keyword search. According to vom Brocke et al. 
(2015), the objective of the backward approach is to identify as many relevant papers from the list of 
references that result from publications of the keyword search. In contrast, the forward approach aims 
to find papers that have cited other related papers resulting from the search process (vom Brocke et al., 
2015; Webster and Watson, 2002). As this literature review aims to give a comprehensive overview 
covering state-of-the-art solutions in terms of recommendations for effective SETA design, several 
criteria have been identified that narrow the literature search process to a decent degree. First, the 
publication date is between 1998 and 2021. Second, the search terms are part of the abstract, 
keywords, or title. Third, the publication was made in a peer-reviewed journal or conference to ensure 
a high standard of scientific quality. Lastly, the language of the research paper is English. Since 
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selecting the search parameters has a crucial influence on the outcome of the literature search, the 
combination of various search terms has been tested among different databases before the actual 
keyword search started (vom Brocke et al., 2015). The final search string consists of a combination of 
SETA-related terms together with a focus on security competence research. The forward search 
resulted in 944 potential publications. After gathering the results from the mentioned databases, the 
outcome was analyzed by title, abstract, and screening of the paper's main contributions to filter for 
publications covering suggestions for SETA design, implementation, development, or programs. By 
doing so, the data set diminished to 160 publications. Subsequently, a backward search ensured that 
relevant literature for the search process but not identified through the keyword search was added to 
the result set. In this process, a total of 18 additional papers were identified. These mainly emerge 
from an existing literature review of Hu et al. (2021). Lastly, we defined exclusion criteria only to 
consider publications relevant to our analysis. We excluded publications if they met one of the 
following criteria. First, we excluded empirical research that targets the impact of SETA programs on 
employees’ compliance behavior. Second, technical publications without conceptual or design focus 
have been sorted out. In total, the literature search process resulted in 57 relevant research articles that 
have been included in the analysis of approaches covering conceptualization and design of SETA 
programs. The overall search process is summarized in Figure 2. 

 

 

Figure 2.  Literature Search Process 

3.2 Coding Process 
After the relevant papers were collected and identified, they were coded by two independent 
researchers. This involved analyzing the SETA literature regarding its perception and application of 
competence dimensions. All 57 research papers were categorized according to competence dimensions 
in vocational education. Referring to Greeno et al.'s (1984) definition and Winther's (2010) 
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interpretation given in chapter two, we classified competence dimensions. Table 1 provides examples 
from the SETA studies to illustrate the coding process. As it can be observed, we took the definition of 
each competence dimension as a reference to analyze conceptualization and design SETA literature. 
 

Competence 
Dimension 

Examples 

Conceptual 
Competence 
 

“Security awareness contains two equally important pieces. The first piece is the 
dissemination of accurate, current and appropriate knowledge of policy to individuals.”(Wolf 
et al., 2011) 
„Another explanation for the lack in perceived responsibilities could be missing knowledge 
about the content of the ISP.” (Bauer et al., 2017) 

Procedural 
Competence 
 

“One of the fundamental reasons for this is that people are not naturally equipped with the 
skills, instincts and behaviours required to ensure appropriate protection and so need support 
in order to help them understand what they should be doing and learn how to do it.” (Furnell 
and Vasileiou, 2017) 
“Therefore, when individuals are aware of their ability to control security threats by using 
strong passwords, it is hypothesized that they will be more likely to use strong passwords than 
those individuals who are not aware of their ability to do so.”(McCrohan et al., 2010) 

Utilizational 
Competence 
 

“When it is expected from someone to apply knowledge in the information security area, the 
type of problem should be known in order to execute the required procedures and to choose 
the best strategy for solving the problem.” (Kruger et al., 2011) 
“People should be able to implement expertise in different contexts.” (Kruger et al., 2011) 
[..] “scenario based learning: helps the participants think and suggest possible solutions to 
particular situations [..]” (Yasin et al., 2019) 

Table 1.  Examples from the SETA studies illustrate the coding process. 

4 Literature Analysis and Synthesis 

4.1 Classification of Competence Dimensions 
The following section deals with the result of the literature search. As already stated, we categorized 
SETA literature that targets the conceptualization and effective design on their perception of the 
development of competencies. No research paper frames competence dimensions when addressing 
necessary concepts that contribute to effective training and designs. To better understand 
recommendations for effective SETA design, we created a concept matrix covering each combination 
of addressed competence dimensions by previous SETA literature (Table 2). Nearly all papers (57 
publications) identified the need to establish conceptual competence by referring to security training 
which provides general and content-specific knowledge. Interestingly, if a paper identified procedural 
or utilizational competence to be relevant, it also addressed the conceptual competence dimension. In 
fact, a few research papers stressed the importance of providing this knowledge based on particular 
roles and responsibilities of employees within the organization (Amankwa et al., 2014; Johnson, 2006; 
Katsikas, 2000; Stewart and Lacey, 2012; Tse et al., 2013). According to Winther (2010) conceptual 
competence requires knowledge and learned rules to be specific to situational requirements. However, 
this fact is left untouched by the majority of researchers.  
Nevertheless, a few papers exclusively acknowledged parts of conceptual competence to be relevant. 
This includes a scope of research papers (12 publications) giving relevant recommendations for 
effective SETA design and knowledge acquisition but leaving out options on how to build skills and 
evaluation processes for situational action-taking. May (2008), for example, gives strong 
recommendations on the design of information security awareness programs, such as making them 
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personal, short, and interesting. Stewart and Lacey (2012) highlight the importance of focusing on pre-
existing beliefs, cultural factors, and the type of audience when designing SETA programs. Bauer et 
al. (2017) emphasize the reason for the lack of perceived responsibilities in missing knowledge about 
SETA content. Besides the conceptual competence dimension, acknowledgment of procedural 
competence has been a crucial subject of previous SETA literature. Many researchers addressed the 
conceptual dimension in accordance with the procedural component (21 publications). Most research 
papers refer to the development of skills as vital to cope with security threats (see Table 2). However, 
current research lacks in explaining how skills can be formed and if developed skills should vary in 
different situations of action. Furnell and Vasileiou (2017) argue that security training is necessary to 
produce security skills and competencies, whereas Wu et al. (2012) state that SETA programs need to 
go beyond creating procedural knowledge to impact behavioral change.  
From a perspective of the vocational education domain, utilizational competence has two facets. 
Firstly, it is utilized to recognize the specific situational requirements in a problem context to construct 
a model of the environment. Secondly, it is applied to evaluate and translate the solution space after 
conceptual and procedural knowledge have been deployed to deal with an occupational issue 
(Winther, 2010). Therefore, we analyzed SETA literature towards both individual facets. If a paper 
addresses the need to (1) convey topics that are adapted to job roles or responsibilities and/or (2) 
understand the learned practices and apply them in the profession, we identified the utilizational 
competence dimension as being met to a limited extent. This arises from two reasons: First, (1) implies 
that varying situational actions are involved within the evaluation process of countermeasures when 
employees are faced with security incidents. However, we argue that situational action-taking also 
varies within different job roles and responsibilities. Second, (2) acknowledges the importance of 
applying knowledge and skills in a specific profession but leaves out the situational context. Following 
vocational education research, application and evaluation processes are always related to situational 
requirements, demanding situational actions (see section 2.2).  
Publications that fall under this classification are, e.g., Amankawa et al. (2014), Katsikas (2000), 
Dodge et al. (2007), and Bauer et al. (2017). Amankawa (2014) and Katsikas (2000) stress the need to 
adopt SETA programs to be suited to the roles and responsibilities of employees. Johnson (2006), Tse 
et al. (2013), and Wu et al. (2012) emphasize this fact by pointing out the necessity of adopting 
training programs to the target audience with prioritized topics. Instead, Kennedy (2016) highlights a 
crucial concept of competence research by elaborating that employees should be able to relate new 
situations to known contexts. The author concludes that once such a behavior is established, people 
can apply the knowledge more efficiently and meaningfully (Kennedy, 2016). Tarwireyi et al. (2011) 
refer to the conscious learning competence model to create competence-based questions for measuring 
password security among students. However, they consider a student competent if they can choose a 
good password. In terms of the competence model by Achtenhagen and Winther (2008), this addresses 
only the conceptual and procedural dimensions of competence. However, the only publications that 
consider the utilizational competence dimension in its full understanding are Greitzer et al. (2007), 
Yasin et al. (2019), Lin and Kunnathur (2013), and Kruger et al. (2011). Yasin et al. (2019) propose a 
scenario-based learning approach to drive employees' awareness, knowledge, and skills. Kruger et al. 
(2011) refer to three cognitive skills, which provide the foundations for a successful learning process. 
These are (1) knowledge, processes, and concepts, (2) capabilities to apply to the knowledge, 
processes, and concepts, and (3) the ability to reason. All three cognitive categories are related to the 
introduced competence dimensions. Whereas the first component covers conceptual and procedural 
competence, the second and third categories establish the reference to the particular situational context 
of behavior.  
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Author Competence Dimension Total 
 Conceptual 

Competence 
Procedural 
Competence 

Utilizational 
Competence 

 

AlMindeel and Martins (2021), Alshaik 
et al. (2020), Amankawa (2014), Bauer 
et al. (2017), Dincelli and Chengalur-
Smith (2020), Dodge et al. (2007), 
Goode et al. (2018), Johnson (2006), 
Katsikas (2000), Karjalainen and 
Siponen (2011), Kennedy (2016), 
Peltier (2005), Tarwireyi et al. (2011), 
Thomson and von Solms (2006), Tse et 
al. (2013), Tsohu et al. (2015), Waly et 
al. (2012), Wu et al. (2012) 

x x (x) 18 

Greitzer et al. (2007), Yasin (2019), 
Kruger et al. (2011), Lin and Kunathur 
(2013) 

x x x 4 

Abawajy (2014), Aboutabl (2006), 
Alshaikh et al. (2020), Caldwell (2016), 
Conklin (2006), Furnell and Vasileiou 
(2017), Gkioulos and Chowdhury 
(2021), Hart et al. (2020), Hu and 
Meinel (2004), Kaur et al. (2021), 
Kirova and Baumoel (2018), Konak 
(2014), Kruger and Kearney (2006), 
McCrohan et al. (2010), Pike (2021), 
Shaw et al. (2009), Silic and Lowy 
(2020), Thomson and von Solms 
(1998), Tschackert and Ngamshuriyaroj 
(2019), Tsohou et al. (2008), Tsohou et 
al. (2015) 

x x  21 

Abdul et al. (2015) , Caputo et al. 
(2014), Jenkins et al. (2013), Kajzer 
(2014), May (2008), Mensch and 
Wilkie (2011), McCoy and Fowler 
(2004), Gandhi (2017), Pérez-González 
et al. (2019), Stewart and Lacey (2012), 
Wiley et al. (2020), Wolf et al. (2011)   

x   12 

Hansche (2001), Spurling (1995)    2 
    57 

Table 2.  Analyzed Literature regarding Competence Dimensions. 

4.2 Synthesis of the Literature Analysis 
Our analysis indicates that few research papers refer to a holistic view of competence dimensions as an 
important building block for effective SETA designs. However, no paper has explained what 
competence as an overall principle can be understood as. Accordingly, previous research identified 
components of competence dimensions to a limited extent. Whereas many papers consider conceptual 
and procedural competence, utilizational competence which requires evaluation of the situational 
requirements to deduce the correct action response is barely defined. Although several research papers 
argue that employees are individual learners who require different methods (Abawajy, 2014) and 
responsibility related content (Bauer et al., 2017; Furnell and Vasileiou, 2017; Peltier, 2005), there is 
still a lack of research that recognizes situational requirements and actions as decisive for individuals 
learning performance and behavior.  
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Yasin (2019) and Kruger et al. (2011) provide guidance for situational action taking but neglect to 
relate different aspects of competence development to sequential actions. The competence model of 
commercial education, introduced in section two, picks up both the area of action, focusing on 
domain-linked and domain-specific knowledge and the need to apply these dimensions to the 
particular situational requirements. Additionally, addressing general security-related topics in SETA 
programs, we highlight the necessity of preparing employees for varying situational requirements. 
Therefore, we provide an example of integrating the three proposed competence dimensions from the 
vocational education domain to the IS security domain (see Table 3). The illustration covers the 
contextualization of the competence dimensions to the IS domain with a basic phishing example for 
two different job profiles. In this context, the situational situation of action varies while the applied 
steps to act compliant are similar. The example distinguishes between the job-role secretary and office 
staff. While secretaries are more likely to be exposed to CEO frauds, office staff are more often the 
target of spear-phishing attacks. Hence, the situational area of action varies and must be relatable to 
the employees' daily working routine. 
 

Applied Competence Model 
(Achtenhagen and Winther, 2008) 

Dimensions contextualized 
to the IS domain 

Applied to Phishing 

Situational Area of Action The situational area of action 
describes the setting that 
relates to the job-specific 
context, which is jeopardized 
by security threats 

Secretary: CEO Fraud 
Office Staff: Spear-Phishing 

Utilizational Competence 
Translation of a given requirement 
situation into a concrete 
occupational issue 

The employee accurately 
identifies a security threat and 
what it consists of. 

The employee recognizes that they 
are confronted with a phishing email. 
They are also aware that the situation 
requires active intervention. 

Conceptual Competence 
Solving the occupational issue 
through activated (declarative) 
knowledge banks 

The employee accurately 
recognizes what the 
consequences will be if the 
security threat is not 
addressed.  

Possible consequences are: 
Information Theft/Economic loss 

Procedural Competence 
Solving the occupational issue 
through activated (procedural) 
knowledge banks and cognitive 
structures 

From a variety of more or less 
suitable action options 
(measures) to avert threats, the 
employee selects the option 
for action (measure) that (a) is 
generally following safety 
guidelines and (b) is the most 
appropriate in the respective 
security threat situation. 

Selection of a valid prevention 
strategy. One possible solution could 
be: 
Report to the direct supervisor and IT 
security officer (2) that the employee 
has received an untrustworthy mail 
including the exact facts and hints 
how they recognized it and (3) 
forward it in the secured area (4) and 
delete it. 

Utilizational Competence 
Translation and verification through 
generating a validated 
environmental model 

The employee proceeds in a 
planned, professional, and 
goal-oriented manner; can 
thus provide a valid 
justification for the chosen 
security strategy. 

I chose to forward the email to the IT 
security officer in the secured area 
for two reasons. First, this way, they 
can open the email without it being a 
serious risk. Second, they can decide 
to conduct further actions 

The employee can implement 
the chosen strategy. 
 
 
 

The employee needs to show that 
they can handle a phishing email. 
This can be achieved in this use case 
by phishing simulations. 
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The employee evaluates the 
effectiveness of the 
implemented measure and, if 
necessary and possible, carries 
out appropriate follow-up 
actions. 

Depending on the chosen strategy, 
the employee needs to understand 
why the reaction to a phishing email 
has been appropriate or not. 

Table 3  Competence Dimensions applied to the Security Context 

5 Discussion 

5.1 Implications to Literature 
Our research contributes to the existing SETA literature in multiple ways. First, our literature-based 
classification suggests that many researchers acknowledge concepts for the conceptual and procedural 
competence for the effective design of SETA programs. However, utilizational competence assumes 
that competent employees emerge from constantly training in specific situational actions. Research 
from the vocational education domain indicates competence to be generalizable over similar 
situations. In fact, the more competence is independent of a specific context, the better and easier it 
can be transferred in a generalized form to other contexts in different settings (Winther, 2010). 
However, situational action taking in working environments of varying security threats and incidents 
is likely to be context-specific. In contrast to other performance dispositions (e.g., intelligence), 
competencies are strongly bound to specific contexts (Winther, 2010). The more context-specific the 
scope of application, the more likely they require experience with the respective contexts (Winther, 
2010). Conversely, we argue that SETA programs need to be designed over different situational 
actions to build competence in the first place. This requires addressing training in a sequence of 
actions, including the conceptual, procedural, and utilizational competence components. Especially the 
utilizational competence dimension has been barely focused on by previous research, although it 
contributes to successful competence building in the vocational education domain. Therefore, we 
argue that more research should theorize about how SETA can be designed to address situational 
actions on the one hand and take job-specific needs and qualifications into account, on the other hand. 
In addition, the perspective of competence modeling in vocational education and training is expanded 
by a new, highly relevant field of security. It can be shown that basic ideas of the research are already 
available, but the universality of the concepts is not yet given. 

5.2 Implications to Practice 
The findings add to the literature and help organizations rethink and optimize their SETA programs in 
the future by learning from vocational education. It becomes clear that today's SETA programs do not 
allow for holistic training, which might be a reason why the security behavior of employees is not 
adequate despite various measures. Accordingly, competence models could be used to improve the 
holistic approach. In addition, companies would have the opportunity to consult professional education 
researchers and adapt their SETA programs for the necessary competencies of their employees. In this 
turn, the practice could learn even more aspects from vocational education and thus enable employees 
to develop necessary competencies. In addition to the need to fully design SETA programs when in 
use, vocational education also calls for the need to measure competencies in advance of SETA 
program implementation. 

5.3 Limitations & Opportunities for Future Research 
Structured literature reviews highly depend on the applied search terms and data sources (vom Brocke 
et al., 2015). Although the index terms have been iteratively refined, the result from the search process 
can strongly vary when replaced with similar terms (vom Brocke et al., 2015). Moreover, the search 
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process is limited to English keywords, whereas inclusion and exclusion criteria depend on the defined 
scope of the researchers. Furthermore, although two independent researchers developed the categories 
for the literature analysis, it cannot be guaranteed that there were no other vital aspects that might 
belong to another category. Moreover, the applied competence model leaves out aspects of 
motivational behavior. We deliberately concentrated on content and process-related development and 
implementation of SETA programs. A holistic competence model for information security needs to 
incorporate volatile and motivational components to design effective SETA guidance. Future research 
should enhance and adapt the vocational education competence model to the information security 
domain. In the next step, a holistic framework for competence modeling has to be developed. Based 
on different situations requiring employee action (security incidents and threats), it needs to be tested 
if such a model can contribute to practice. We, therefore, plan to conduct interviews with 
organizations. Secondly, we stress the need to measure competencies in advance of the 
implementation of SETA programs. As several previous research papers have identified, one-size-fits-
all approaches can be a reason for the inefficiency of SETA programs. The vocational education 
domain stresses the importance of competence measurement for several reasons. First, they provide 
guidance on learnings and allow the forecast of future learning curves. Second, they contribute to 
offering customized training offers related to situational action-taking. Also, competence measurement 
can contribute to recognizing the initial level of competence before SETA programs are implemented 
in organizations (Winther, 2010). 

6 Conclusion 
In this research study, we analyzed conceptual and design-focused SETA literature in-depth and 
analyzed it towards competence dimensions of vocational education research. Our results indicate that 
the different facets of competence have mainly been regarded as standalone concepts. Although most 
of the previous literature acknowledges conceptual and procedural knowledge as a crucial building 
block for effective SETA programs, the utilizational dimension is only addressed to a limited extent or 
not at all. This paper, therefore, contributes to the SETA research in several ways. Firstly, we found 
that concepts of competence research in the vocational education domain are not fully reflected in the 
information security context. Hence, we suggest transferring this existing knowledge on producing 
competent professionals to the SETA context. In particular, this refers to the need to consider 
situational requirements in the first place. Secondly, we contribute to the literature by classifying 
different concepts that are closely related to competence but often mixed. We, therefore, hope that our 
analysis sheds light on possible reasons why SETA programs might fail in practice apart from 
motivational issues.  
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