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Abstract:

Cybersecurity intelligence sharing (CIS) has gained significance as an organizational function to protect critical
information assets, manage cybersecurity risks, and improve cybersecurity operations. However, few studies have
synthesized accumulated scholarly knowledge on CIS practices across disciplines. Synthesizing the pertinent
literature through a structured literature review, we investigated the incentives and challenges that influence
organizations around adopting CIS practices. We used the overarching TOE framework to categorize these factors
and propose a theoretical framework to establish common ground for future studies. We also developed a holistic and
inclusive definition for cybersecurity intelligence that we present in the paper. We found 46 papers on CIS in different
disciplines and analyzed them to answer our research questions. We identified 35 factors that we classified according
to the TOE framework. With this paper, we facilitate further theory development by overviewing theories that
researchers can use as a basis for CIS studies, suggesting future directions, providing a reference source, and
developing a reference CIS framework for IS scholars.
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1 Introduction

The digital era has created unprecedented opportunities for enterprises to deliver services via the internet
and online platforms. As of December, 2018, the Internet has over 4.1 billion users, 1.9 billion websites,
and 67,000 gigabytes (GB) of traffic per second (Internet Live Stats, 2018). However, in recent times, the
Internet has also become a minefield due to cyberattacks, personal and classified information breaches,
cyber harassment, and cyber espionage on a large scale (Kolini & Janczewski, 2015). According to
Alvarez et al. (2018), around 2.9 billion records from publicly disclosed information were breached or
leaked in 2017. Alvarez et al. (2018) estimated ransomware attacks alone to cost organizations more than
US$8 billion annually (Alvarez et al., 2018).

Due to the high number of security threats and vulnerabilities, organizations have found it increasingly
impossible to protect their critical information assets and respond to cybersecurity vulnerabilities without
leveraging collaboration from industry peers (NIST, 2014). Cyber attackers also exhibit more persistence,
motivation, and collaboration than in the past. They also benefit from sharing novel tactics, techniques,
and procedures (TTPs) to reduce the costs associated with conducting cyberattacks (Gal-Or & Ghose,
2005; Hausken, 2007). Hence, organizations need to participate in cybersecurity intelligence sharing (CIS)
processes in order to receive timely and accurate cybersecurity intelligence and effectively respond to
cybersecurity threats (Appan & Bacic, 2016; Greiman, 2015; Hernandez-Ardieta et al., 2013).

In short, CIS refers to sharing analyzed and contextualized cybersecurity intelligence so that organizations
can make informed decisions about cybersecurity incidents, cyberattacks, cybersecurity operations, risks,
and mitigating controls. Organizations primarily participate in CIS to develop a broader situational
awareness towards protecting critical assets and responding quickly to large-scale cyberattacks. CIS also
helps organizations prioritize their defense capabilities to shield their most vulnerable critical assets
(Jasper, 2017).

Organizations can receive cybersecurity intelligence from different sources, such as partners, suppliers,
governments, computer emergency response teams (CERTS), industry alliances, and commercial and
open-source platforms. These sources generate cybersecurity intelligence in both human and machine-
readable formats to facilitate automation and integration with other systems (Chismon & Ruks, 2015).
Receiving reliable cybersecurity intelligence at the right time can empower decision makers to reduce risk,
prepare timely incident responses, and enhance technological resiliency (Goodwin et al., 2015).

Organizations, governments, and policymakers have started to pay more attention to cybersecurity
intelligence sharing (CIS) practices. However, these actors do not adequately practice nor understand
how to actively generate cyber intelligence and share it with other parties (Goodwin et al., 2015). For
instance, between 2015 and 2016, various cyberattacks against financial messaging systems such as
SWIFT payment networks resulted in attackers stealing millions of dollars (Verizon, 2017). The financial
institutions that this attack targeted either ignored or failed to share cybersecurity intelligence with their
peers in other banks. Inadequate cybersecurity intelligence sharing allowed the attackers to replicate the
same approach to compromise other banks using SWIFT systems. Thus, the unsuccessful collaboration
across organizations in sharing cybersecurity intelligence led to hundreds of millions of dollars in losses
and substantial reputational damage to financial service institutions (FSIs). However, studies show that
one cannot easily define what constitutes cybersecurity intelligence (Dalziel, 2014) and identify the factors
that determine whether organizations participate in CIS (Skopik et al., 2016). Researchers in the cyber
domain have not holistically investigated this area to identify the incentives and challenges that influence
organizations in relation to adopting cybersecurity intelligence operations or participating in CIS
partnerships (Kolini & Janczewski, 2017; Tounsi & Rais, 2018). Indeed, research in this area remains
scarce, and we require more (particularly empirical) studies that investigate CIS operations from different
theoretical traditions.

Accordingly, in this paper, we explore the current state of CIS in the organizational context according to
the existing literature and to identify incentives and challenges that respectively promote or undermine
active participation in CIS. Although it may seem intuitive to reduce CIS to technical capabilities for
supporting the “on-the-network fight”, one needs to thoroughly analyze non-technical elements and their
synthesis with technical capabilities to better understand how CIS practices form and evolve. Therefore, in
this study, we categorize influential factors from the technology, organization, and environment contexts
(the TOE framework). We also contribute to the cybersecurity literature by deconstructing and defining
cybersecurity intelligence (Cl) to provide a richer context based on the notion’s characteristics and
boundaries. Further, we propose a theoretical framework for CIS practices from the factors that we

Volume 50 Paper 4



Exploring Incentives and Challenges for Cybersecurity Intelligence Sharing (CIS) across Organizations: A
88 Systematic Review

identified in the literature review and perform a high-level analysis of well-known theories that future
studies could use. Accordingly, the following research questions guide our research:

RQ1: What constitutes cybersecurity intelligence (CI)?
RQ2: What incentives and challenges influence organization’s participation in CIS?
RQ3: What theories can one use to investigate organizations’ participation in CIS?

This paper proceeds as follows: in Section 2, we present the theoretical framework that we used in this
study. In Section 3, we present our research methodology. In Section 4, we review the literature on CIS,
the cybersecurity intelligence concept, and research perspectives on theory, methods, and focus. In
Section 5, based on the findings from studying the literature, we then classify the incentives and
challenges for CIS practice according to the TOE framework. We also include potential theories that
researchers could use. In Section 6, we discuss the study’s implications for research and practice, outline
opportunities for future studies and consider the study limitations as avenues for future research. Finally,
in Section 7, we conclude the paper.

2 Theoretical Foundation: The Technology, Organization, Environment
(TOE) Framework

Sharing sensitive and confidential cybersecurity intelligence constitutes a complex and challenging task
for many organizations due to the technological, organizational, institutional, and social challenges it
involves. Among the many CIS risks include privacy breaches, sensitive corporate information
disclosures, reputational and brand damage, or financial losses (Kolini & Janczewski, 2017). We selected
the TOE framework, an extension of the socio-technical framework, to provide a basis to understand how
technological, organizational, and environmental factors influence participation in CIS practices across
organizations. The TOE framework reflects the assumption that adopting new technologies concerns
more than technical matters and that one should investigate should investigation such adoption in the
broader organizational and social context in which they are embedded (Carter, 2015; Chen et al., 2004; Li
et al., 2016). Moreover, the TOE framework has its roots in the innovation-adoption process at the firm
level (Tornatzky et al., 1990). In this study, we view CIS as an organizational and technological innovation.
Hence, to share cybersecurity intelligence, organizations may need to adopt new technologies (i.e., tools
or platforms), organizational processes (i.e., participation in a CIS network), or new ways of thinking (i.e.,
governance of CIS network) (Akbulut-Bailey, 2011; Salleh & Janczewski, 2016). IS scholars have widely
accepted and used the TOE framework in relation to electronic information sharing® (Furneaux & Wade,
2011, Gil-Garcia et al., 2010).

Researchers have also applied the TOE framework in the cybersecurity domain. For example, Skopik et
al. (2016) applied five socio-technical dimensions to investigate intelligence sharing across organizations.
In other studies, Salleh and Janczewski (2016) used the TOE framework to investigate the influence that
security determinants had on whether organizations adopted big data, while Van Deursen et al. (2013)
applied a socio-technical approach to categorize information security risks in the healthcare industry.
Hence, we draw on the TOE framework as the basis for categorizing factors that may influence
organizations around entering into CIS practices.

In the TOE framework, the technological context refers to infrastructure, tools, and technical elements that
an organization needs to generate, consume, and share cybersecurity intelligence. Organizations should
adopt fit-for-purpose cybersecurity intelligence-driven technologies that work with existing systems and
internal processes to maximize their benefits from cybersecurity intelligence. The organizational context
refers to an organization’s internal and external characteristics, such as management support, strategies,
culture, size, operational costs, and human resource quality (Chau & Tam, 1997; Kelly et al., 1999;
Tornatzky et al.,, 1990; Zhu & Kraemer, 2005). Finally, the environmental context concerns the
characteristics of the external environment in which organizations operate. Previous studies in the
cybersecurity domain have shown organizations cannot ignore the influence that the institutional

! The term information sharing is a general concept that relates to sharing any type of information, which includes cybersecurity
intelligence. In contrast, cybersecurity intelligence sharing more specifically focuses on sharing information about cyberattacks,
incidents, or indicators of security compromises. We do not use these terms interchangeably in this review paper. We explore the
differences between cybersecurity information and cybersecurity intelligence sharing in Section 4.1.
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landscape and regulatory regimes have on cyber security practices (Choucri et al., 2014; Skopik et al.,
2016).

In contrast to other popular theories, the TOE framework does not posit causal relationships between the
influential factors that its dimensions identify (Mishra et al., 2007). Instead, it offers a broader range of
factors that one can invoke to contextually classify phenomena under investigation (Orlikowski & lacono,
2001).To better present this study’s outcomes, we define two subcategories in the organizational context
in the TOE framework: intra-organizational and inter-organizational. Yang and Maxwell (2011) followed
the same approach in reviewing information sharing in a public organization. The intra-organizational
category represents a firm’s characteristics and readiness for adopting CIS practices to produce or
consume cybersecurity intelligence for security operations. The inter-organizational category comprises
external characteristics that may influence a firm’s willingness to share or receive cybersecurity
intelligence from other organizations. These inter-organizational characteristics may arise from
interactions with other organizations. We perceive that a firm’s intra-organizational and inter-
organizational characteristics have equal importance in relation to entering or contributing to CIS
operations. Figure 1 demonstrates the theoretical framework for this study and decomposes the TOE
framework to show factors that influence CIS across organizations.

Technology

-] Technology
Factors

B
ot Engagementin CIS ".,.
.‘,.'.
..‘
.

Intra-organization
Factors
4
Inter-organization ‘/ Organization Environment
Factors

Figure 1. Proposed Framework for CIS

Environment
==P Factors

3 Research Methodology

In a literature review, one critically summarizes and assesses “the range of existing material dealing with
knowledge and understanding in a given research domain” (Blaxter, 2010, p. 123). Literature reviews can
take different forms, such as narrative reviews, scoping reviews, meta-analytical reviews, descriptive
reviews, and critical reviews (Paré et al., 2015). We conducted a descriptive review to illustrate whether
the existing literature supports pre-existing propositions and findings in order to identify any interpretable
trends or patterns associated with a phenomenon (Grant & Booth, 2009; King & He, 2005, Paré et al.,
2015).

We used the descriptive literature review approach for several reasons. First, while an increasing number
of studies have investigated CIS in recent years, the CIS domain has attracted relatively little empirical
research. Thus, by conducting a descriptive review, we could illuminate to what extent the existing
literature applies theoretical lenses or supports propositions. Second, CIS studies draw on various
disciplines such as information systems, computer science, information security, organization and
management science, and law (Sommer & Brown, 2011). As a result, many researchers whose efforts
benefit the CIS domain may not know about contributions in other disciplines. As such, a descriptive
review provides a broader view across the various disciplines and can synthesize the trends and patterns
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that have emerged from CIS studies in these different disciplines. Finally, a descriptive review provides a
logical structure and robust approach for searching, filtering, interpreting, and classifying the existing
literature (King & He, 2005; Paré et al., 2015).

Although we focus on exploring and synthesizing the CIS literature from the information systems and
computer science perspective, we also consider other relevant disciplines to comprehensively overview
CIS research. Hence, we conducted several detailed and systematic searches for related literature from
different disciplines to create a master repository that contained all relevant papers. We treated each
paper as a record in our master literature database and as the unit of analysis for this study. We
comprehensively reviewed all selected papers to identify factors, patterns, and trends relevant to the
existing concepts, propositions, and findings that make up CIS (Mathiassen et al., 2007; Webster &
Watson, 2002). We selected relevant papers following the process that Webster and Watson (2002)
discuss extensively. We also adopted the approaches that Templier and Paré (2015) and Mathiassen et
al. (2007) describe and followed their recommendations in a three-step procedure (see Figure 2).

3.1 Step 1: Keywords Search and Analysis in Scholarly Databases

In order to fully cover existing CIS literature, in the first step, we conducted literature searches using three
scholarly databases. Shea et al. (2007) suggest that researchers should use at least two complementary
databases to ensure that they identify as much relevant research as possible. We chose three scholarly
databases that previous studies have used or recommended: Web of Science, Scopus and ABI/Inform
(ProQuest) (Templier & Paré, 2015; Webster & Watson, 2002). These citation databases provide access
to abstracts of scientific peer-reviewed journal papers and conference proceedings from 1990 until
present. Their comprehensive subject search engines allow scholars to identify relevant research across
the social science, technical, and organizational disciplines. In this step, we tended to use relatively broad
keywords to identify an extensive paper list. We used keywords from a list %in different combinations,
such as “cybersecurity”, “intelligence sharing”, and “threat sharing”, to identify papers with a focus on
cybersecurity intelligence. As a result, we identified 692 papers in English from both peer-reviewed
journals and conference proceedings. The papers spanned eight years from 2010 to 2018.

Nevertheless, our initial analysis indicated that many of these papers lacked relevance due to the broader
keywords that we used during the search phase. Next, we followed a screening and filtering approach to
exclude duplicates and irrelevant papers by reviewing their title, keywords, abstract, and conclusion (Paré
et al.,, 2015; Templier & Paré, 2015). In the screening process, we looked for papers that focused on
cybersecurity domain and that considered information sharing. As a result, we retained only 133 papers
for the next our analysis round.

Next, we analyzed each paper’s text in more detail to exclude papers that did not address CIS as their
main topic or that did not consider efforts to implement or adopt CIS practices. In this process, we
examined each paper extensively and asked ourselves whether we could use the paper to help answer
our research questions (e.g., about incentives and challenges in adopting CIS practices) (Pawson et al.,
2005; Webster & Watson, 2002). We also scrutinized the papers in relation to their research method, unit
of analysis, and research questions to exclude unrelated papers that presented the same findings or
results. For example, we excluded papers about sharing cyber information between individuals or
communities since we focus on the organizational context. We documented, discussed, and agreed on
reasons for inclusion and exclusion to ensure we selected reliable and valid papers in this stage. As a
result, we identified 32 relevant papers from all the papers that we initially recorded in our master literature
database.

3.2 Step 2: Complementary Search and Assessment

In the second step, we followed a systematic approach to identify additional papers that we did not identify
in initially searching the three scholarly databases. Since researchers consider both cybersecurity and
information systems (IS) cross-disciplinary fields, one can expect journals from other disciplines to have
published work on CIS as well. Malone and Crowston (1994) suggest a study area will have reached
maturity when scholars from different disciplines know about one another’s contributions. Hence, to
identify relevant papers from other pertinent disciplines (e.g., computer science, management, and

2 We used the following search terms and the search strategy: (“information sharing” OR “information-sharing” OR “information
exchange” OR ‘intelligence sharing” OR “threat intelligence sharing” OR “threat sharing” OR “security information sharing”) AND
(“cybersecurity” OR “cyber security” OR “cyber-security” OR “information security” OR “cyber” OR “security”).
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organization science), we followed the same methodology that Chavarria et al. (2016) and Pink and
Bascand (2008) describe. As such, we used the field of research (FOR) classification from the Australian
and New Zealand Research Classification (ANZRC) to identify research disciplines that could have some
relevance to our research domains (Chavarria et al., 2016; Pink & Bascand, 2008). Following Chavarria et
al. (2016), we considered disciplines relating to information systems (including computer science and
information security) and business and management (including organizational and public relations
science) (Fielt et al., 2014; Zhang et al., 2009). Subsequently, we mapped these disciplines against the
Australian Business Deans Council (ABDC) journal quality list (O’Neil, 2019) to identify journals relevant to
the above-mentioned disciplines3. We then narrowed our focus to the top three tiers of journals (A*, A, and
B) from the ABDC journal quality list and mapped them against the journal titles that scholarly databases
indexed. As a result, we identified 53 top-tier journals (see Appendix A for the full list).

Next, we repeated the keyword searches and screened and analyzed the 53 newly identified journals in
depth. However, in our keyword search and filtering analysis, we found that many of these journals either
did not focus on the cybersecurity domain or lacked relevance to the CIS literature. As such, from our
screening and full-text analysis, we found only two further papers relevant to this study.

In this step, we also considered peer-reviewed conference proceedings since papers in such proceedings
can present new ideas, models, or theories (Webster & Watson, 2002). Here, we followed the same
approach that previous studies (Bandara et al., 2015; Franke & Brynielsson, 2014) used to search for CIS-
related conference papers in conference proceedings that the Association for Information System (AIS),
Association for Computing Machinery (ACM), and Institute of Electrical and Electronics Engineers (IEEE)
publish. Aware that the three scholarly databases index many such conference publications, we applied a
screening process to exclude duplicate papers and identified only three new papers for inclusion in this
study.

3.3 Step 3: Backward Reference Search

Finally, in in the third step, we performed a backward search: that is, we searched the reference list in
(Jafarzadeh et al., 2015) in each paper we selected in the first two steps to collect further papers that we
did not find in the previous steps. We also screened the practitioner-oriented publications that the
references cited. Individuals, organizations, and government agencies seeking information and advice on
how to address obstacles related to cybersecurity operations widely consult these practitioner outlets. In
fact, practitioners have contributed significantly to the cybersecurity domain with novel frameworks,
technical standards, and conceptual models to improve overall cybersecurity practices (Siponen, 2000;
Willison & Siponen, 2007). Although many practitioner-oriented publications that we identified did not
follow a robust scientific approach, excluding them from our analysis would have compromised how we
understood the incentives and challenges that influence CIS practices across organizations. From our
analysis in this step, we selected nine further papers relevant to CIS practices. In total, we identified 46
papers for inclusion in our review across all three steps.

3.4 Evaluation of Literature Review Procedures

We employed several strategies to minimize bias and errors in the review process, such as carefully
documenting the review procedures and defining the study’s boundaries. As we describe above, we
discussed, documented, and agreed on a detailed procedure for searching the literature. We also
explicitly articulated how we defined cybersecurity intelligence (see Section 4) to better delineate the
study’s boundaries. Second, to cover all relevant literature streams related to our keywords, we applied
our searches across selected scholarly databases and top-tier journals from related disciplines and used
backwards reference checks (Kitchenham & Charters, 2007). Third, to avoid publication bias (Templier &
Paré, 2015), we included conference publications and performed reference checks to include non-
academic practitioner-oriented outlets in the study’s scope. Fourth, we discussed and agreed on the
inclusion and exclusion criteria. We agreed that we should consider any paper that helped answer our
research questions for analysis and investigation (Pawson et al., 2005).

% In Appendix A, we provide the internet hyperlink to the Australian Bureau of Statistics webpage, which provides further details
about the Australian and New Zealand Standard Research Classification framework.
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Figure 2. Literature Selection Overview

4 CIS in the Literature

In this section, we examine CIS in more detail based on the 46 selected papers. However, before we
analyze the relevant extant literature, we first clarify how we understand the cybersecurity intelligence
concept. By deconstructing the concept, we address our first research question and clarify the CIS
building blocks that we targeted in our literature search strategy. Hence, in Section 4.1, we demonstrate
the cybersecurity intelligence notion and discuss its facets by shedding more light on the activities and
information types and sources that CIS operations require.

In Section 4.2, we adopt a concept matrix approach to the literature as Webster and Watson (2002)
suggest when designing a descriptive review. Concepts constitute a structured literature review’s building
blocks. One generates concepts by synthesizing, categorizing, and reviewing the themes that one
identifies in research papers (Webster & Watson, 2002). We used a combination author-centric and
concept-centric matrix to investigate each paper’s focus, method, theoretical perspective, unit of analysis,
and research objectives. Appendix B summarizes this analysis for the 46 papers we reviewed for this
study. In Section 5, we address incentives and challenges that may influence whether organizations adopt
CIS. We coded, classified, and checked all the papers until we reached full agreement. Next, we present
the key findings from our analysis and pinpoint areas that may need more attention from cybersecurity
researchers.

4.1 Deconstructing CIS

We needed to initially deconstruct the CIS concept before reviewing previous studies to advance how we
understand CIS and develop a cumulative body of knowledge. We argue that the key problem with
defining CIS concerns its reliance on cybersecurity intelligence (Cl) that organizations can generate,
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transmit, and use. Some studies used the term cybersecurity intelligence interchangeably with other
terms, such as “cyber threat information”, “threat intelligence”, “security incident information”, and
“cybersecurity information”. Despite some similarities, these terms differ from CI, and, surprisingly,
researchers have not made enough effort to deconstruct the concept. Moreover, it appears that most
existing CIS studies assume that a common definition for Cl exists and, therefore, do not see explicitly
defining it as necessary.

In addition, CI differs from collective intelligence, which involves multiple actors collaborating on various
co-related tasks to successfully solve problems (Malone et al., 2010). In contrast to collective intelligence,
organizations individually generate and enrich cybersecurity intelligence. Once managers approve this
intelligence after considering its criticality and sensitivity, their organization can share it fully or partially
with other organizations.

Among the first few attempts at defining Cl, Robinson, and Disley (2012) described security information
based on network and security-related information, such as risks, vulnerabilities, and incidents, and
remediation activities. Ludwick et al. (2013), Jasper (2017), and Mutemwa et al. (2017) extended this
definition by addressing cybersecurity intelligence as the process of acquiring and analyzing information to
identify, track, and predict cyberattacks. Cl provides knowledge of an attacker’s capabilities, motives,
resources, and objectives to assist organizations in their decision-making processes and enhance their
defense strategies.

On a more technical level, Brown et al. (2015) described cybersecurity threat intelligence as low-level
compromise indicators (e.g., malware hash-value, malicious IP addresses) that require immediate action
through an automated response. They maintain that organizations can collect threat intelligence from or
generate it through analyzing existing cyber information to help human agents take more efficient action
responses. In much the same vein, Dalziel (2014) and Tounsi and Rais (2018) illustrated threat
intelligence as contextual data from logical and analytical processes, which a human agent often
evaluates for accuracy and quality. In some cases, an organization can automate the whole process and,
thus, shorten the time between detection and compromise to improve incident response.

Chismon and Ruks (2015) suggest that threat intelligence refers to the process of moving from an
“‘unknown unknown” to a “known unknown” cybersecurity risk state by discovering potential threats and
then shifting to a “known known” risk state where one has investigated, understands, and can mitigate the
cyber threat®. Mtsweni et al. (2016) highlight some differences between cybersecurity information and
threat intelligence. According to their analysis, cybersecurity intelligence refers to structured, relevant,
reliable, and timely information that one can action to improve security posture. Based on this approach,
we can classify threat intelligence as strategic, tactical, and operational (Luiijf & Klaver, 2015). Table 1
deconstructs the commonly used concepts in the cybersecurity intelligence domain.

Table 1. Summary of Cyber Intelligence Concepts

Terminology Data source Characteristics Action type
Cybersecurity e Technology tools |e Correlated, combined, verified, and e Manual (i.e.,
intelligence or threat |e Human source enriched cybersecurity information decision making)
intelligence e Used for predicting and responding to e Automated (i.e.,

cyberattacks incident response)
¢ Requires decision making at human-level
Cybersecurity e Technology tools |e Machine-readable information ¢ Mostly automated
information e Low-level indicator of compromise

¢ Not verified for false-positive information

Cybersecurity data e Technology tools |e Large volume of raw cybersecurity data e Mostly automated
¢ Not verified or contextualized
e Transmitted automatically or manually

* Former U.S Secretary of Defense Donald Rumsfeld first introduced the “known” and “unknown” concepts at a briefing in February
2002 (Logan, 2009). As applied to cyber risks, a ‘Known Known’ is a state of cybersecurity in which cyber risks are well determined
and mitigated, ‘Unknown Unknown’ is a state in which cyber risks and cyber threats are inherently unknown, and ‘Known Unknown’
is a state in which we know that we do not know much about potential cyber risks (Logan, 2009).
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4.2 A Summary View of CIS in the Literature

After identifying relevant papers, we used a combination author-centric and concept-centric matrix to
categorize the 46 studies (Appendix B) based on their focus, research method, applied theories, unit of
analysis, and objectives (Wang et al., 2015). We also address the factors and concepts that influence CIS
in Section 5. We analyzed these studies to establish how they contribute to the CIS domain. We found
that 35 studies adopted conceptual models, applied analytical frameworks, or reviewed existing
technologies and protocols. Therefore, they provided only anecdotal information on CIS since they did not
offer empirical evidence nor build on theoretical foundation. They focused variously on network security
(Choras, 2013), data-sharing models and architecture (Kokkonen et al., 2016; Mtsweni et al., 2016;
Serrano et al., 2014; Skopik & Li, 2013), analytical frameworks (Luiijf & Klaver, 2015; Skopik et al., 2016),
strategy (Greiman, 2015; Veerasamy, 2017; Zhao & White, 2017), organizational trust (Vazquez et al.,
2012), technology typologies (Barnum, 2012; Dandurand & Serrano, 2013; Fransen et al., 2015;
Kampanakis, 2014; Lewis et al., 2014; Takahashi & Kadobayashi, 2015), and CIS platforms (Mutemwa et
al., 2017; Sauerwein et al., 2017).

Of the three broad TOE categories, the technology aspect of CIS received the most attention in the
papers we identified (34 studies). These studies contributed to the discipline by introducing the technical
foundations or building blocks for generating or consuming cybersecurity intelligence in organizations. We
found that the organizational aspects of CIS received much attention (27 studies). Interestingly, 16 of the
46 studies investigated the technology and organizational aspects together, which highlights the need for
a more overarching approach to CIS operations. Regarding research methodology, we found only one
paper that reported a multi-method approach (Robinson & Disley, 2012); specifically, the paper used
interviews and the Delphi method.

5 Findings on the Incentives and Challenges that Influence CIS

We used the TOE framework (Hassandoust et al., 2016) to summarize the CIS studies that we selected to
review incentives and challenges that impact participation in CIS across organizations. From our literature
review analysis, we found 35 factors that influence CIS practices across organizations. We list the factors
and describe them in Appendix C.

We organized these incentives and challenges into four categories of influential determinants based on
our proposed TOE framework (refer to Figure 1): technological, intra-organizational, inter-organizational,
and environmental. In Tables 2 to 5, we present the factors that we identified in the literature according to
the TOE framework by frequency (i.e., the number of times we found a factor in the literature review).

We also assessed the impact that these factors have on CIS adoption. For instance, we assessed each
factor in Tables 2 to 5 to determine its positive (incentive) or negative (challenge) influence on CIS
adoption. Since our CIS literature sample did not contain many empirical studies (i.e., quantitative or
qualitative studies that tested or developed hypotheses and propositions), we inferred the incentive and
challenge factors based on interpreting the literature. However, because doing so could leave our findings
open to criticism due to their subjectivity, we subsequently discussed our findings with an industry
practitioner (a subject matter expert in this area and familiar with the study) to review the factors we
identified. As a result, we merged, relabeled, or removed some factors.

5.1 Technological Context

Many current cybersecurity technologies rely on vulnerability patterns (i.e., attack signatures) to identify
cyberattacks (Mitra & Ransbotham, 2015). Schneier (1998) posits that security defenders have an
“inferior” position because they have to be prepared to respond to every possible cybersecurity threat. On
the other hand, an attacker merely needs to identify an existing security flaw in a system or a new
vulnerability (i.e., zero-day vulnerability) to be able to bypass existing security controls and perform
unauthorized or malicious activities. Unfortunately, signature-based anomaly detection capabilities (i.e.,
firewalls, proxies, anti-malware, and IDS/IPS) fail to provide reliable detection or protection against new
zero-day vulnerabilities that use multi-vector and multi-stage methods (Brown et al., 2015). Thus, security
defenders generally face having to respond to novel security threats that motivated and persistent
attackers pose (Tounsi & Rais, 2018). In order to detect cyberattacks early and more quickly respond to
them, cybersecurity defenders need to actively participate in sharing cybersecurity intelligence to obtain
situational awareness about the latest risks and threats in cyberspace. With threat intelligence feeds,
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organizations can integrate security information and event management (SIEM), firewalls, mail filtering
devices, or other security capabilities in response to the latest indicators of compromises (I0Cs) (i.e.,
suspicious IP addresses, malicious payloads, and malware signature) to help them manage threats,
vulnerabilities, and security incidents.

Without CIS practices, organizations put themselves in an inferior position by deploying their cybersecurity
defense capabilities in isolation without leveraging others’ cybersecurity intelligence. Attackers can then
reuse the same exploit against multiple target organizations, which minimizes how much it costs for them
to make such attacks while maximizing their attack success rate (Kolini & Janczewski, 2017).

Previous studies have extensively investigated the technology factors that influence whether organizations
adopt intelligence-driven technologies. However, researchers have not further investigated most such
factors empirically to unfold their positive, negative, or neutral impacts on whether organizations adopt
CIS processes. From our efforts, we identified 10 technology-related factors that influence CIS
implementations. We analyzed these factors in their contexts to shed more light on their causal
relationships with the CIS-related technology adoption. Table 2 presents technology-related factors and
their positive and negative relationships with CIS adoption.

Table 2. Technological Incentives and Challenges

Technological factors Frequency Inciglt;\:%sn(sphc;;i)tive Chalrlzlna%%sngnh?g?tive
Information quality 17 3 14
Information confidentiality 12 1 11
Cybersecurity standards 13 2 11
CI complexity 11 11
Technology integration and 9 9
interoperability
Infrastructure quality 5 5
Faster incident response 3 3
Technology cost 1 1
Technology education 1 1
Cybersecurity posture 1 1

We found some discordant findings in that information quality, information confidentiality, and
cybersecurity standards emerged as both positive (incentive) and negative (challenge) factors. For
instance, on the one hand, researchers have identified firms with different CIS standards as a key
challenge for implementing CIS technologies (Brown et al., 2015; Dandurand & Serrano, 2013; Fransen et
al., 2015; Lee & Rao, 2007). On the other hand, other studies suggest that the presence of a few good
cybersecurity threat intelligence standards will incentivize organizations towards using a unified structure
and technology for generating and consuming cybersecurity intelligence. Ultimately, organizations achieve
such a unified threat intelligence structure via automated, integrated, and interoperable information
systems (Barnum, 2012; ENISA, 2016; Qamar et al.,, 2017). Researchers and practitioners have
developed various industry-based standards to address CIS across organizations, such as OpenlOC,
STIX, and IODEF (Asgarli & Burger, 2016). To date, most ontologies and standards define cyber
observables, indicators, incidents, attack methodologies, exploit targets, courses of action, threat actors,
and attack campaigns (Barnum, 2012; Fransen et al., 2015). Appendix C shows the major frameworks,
standards, protocols, and ontologies that form the CIS ecosystem across organizations. These protocols
and standards commonly appear in open source and commercial cybersecurity threat intelligence
platforms.

The confidentiality of technology information poses another key challenge for participation in CIS
operations. For example, IP addresses, technology components (i.e., names, services, operating system,
database), and detection mechanisms (e.g., Firewall, IDS/IPS, WAF) include the confidential information
that organizations do not often share (Fisk et al., 2015; Jasper, 2017; Johnson et al., 2016; Kampanakis,
2014; Kokkonen et al., 2016; Sutton, 2015).

Research has also highlighted accessing high-quality and actionable cybersecurity intelligence that
reduces uncertainty in cybersecurity operations as a key challenge in CIS practices (Brown et al., 2015;
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Skopik & Li, 2013; Sutton, 2015; Vazquez et al.,, 2012). In turn, receiving reliable and superior
cybersecurity intelligence from other organizations and government agencies with higher maturity in
cybersecurity operations could incentivize less-resourced organizations to participate in CIS activities
(Robinson & Disley, 2012).

Cybersecurity intelligence’s technical and tactical aspects can help to protect critical assets by providing
an organization with the capability to predict cybersecurity threats before a malicious perpetrator
compromises a system’s confidentiality, integrity, and/or availability. However, cybersecurity intelligence-
driven operations’ complexity poses another key challenge that can prevent organizations from achieving
the expected outcomes from intelligence-led operations. Previous studies have identified several such
challenges and made recommendations for addressing them. Such challenges mostly relate to
intelligence sources’ volume and variety, data-quality issues, intelligence-enrichment difficulties, and
automation complexities (Brown et al., 2015; Dandurand & Serrano, 2013; Fransen et al., 2015; Haass et
al., 2015; Johnson et al., 2016; Veerasamy, 2017). Tounsi and Rais (2018) pinpoint data-quality issues as
largely related to the extent to which organizations can scale and integrate different threat intelligence
data sources (i.e., open-source and public threat intelligence feeds). They suggested using a common
standardized vocabulary for threat intelligence feeds to help organizations customize threat intelligence-
sharing tools, stream aggregation, and the search capabilities required for daily intelligence-sharing tasks
(Tounsi & Rais, 2018; Serrano et al., 2014).

While cybersecurity intelligence operations ultimately focus on producing cybersecurity intelligence that
organizations can embed into their workflows, previous studies show that integrating cybersecurity
intelligence and ensuring that such intelligence operates with internal information systems pose key
challenges for many organizations (Lee & Rao, 2007; Skopik et al., 2016). In much the same vein, Brown
et al. (2015) posit that technology standards define normalized data models for detecting and responding
to security events. However, these data models are not sufficiently generic to increase interoperability
between CIS platforms. Establishing interoperability between cybersecurity intelligence platforms
improves the quality of cybersecurity intelligence networks and provides more reliable cybersecurity
intelligence in a faster time frame.

5.2 Organizational Context

The organizational context refers to internal organizational factors (intra-organizational factors) and
external organizational factors (inter-organizational factors) that influence organizations with regard to
entering into CIS projects. Intra-organizational incentive and challenge factors refer to a firm’s
characteristics that relate to strategy, structure, culture, processes, and resources (Salleh & Janczewski,
2016). As such, intra-organizational factors determine the likelihood that a firm will adopt repeatable
processes and procedures to generate, consume, and/or share cybersecurity intelligence.

Inter-organizational incentive and challenge factors refer to determinants that arise from interaction with
other organizations. With regard to inter-organizational CIS networks, these factors influence CIS
effectiveness and fairness and network performance and quality (Gil-Garcia et al., 2010).

Previous studies show that organizations often operate in an interconnected environment where each
organization’s business excellence and performance depend highly on its cooperation and mutual
relationships with other organizations (Gulati, 1998; Oliver, 1990). Inadequate inter-organizational
relationships with business partners, suppliers, and competitors place efforts to form any network,
including a CIS network, at risk (Oliver, 1990). Additionally, Bouchard (1993) argues that an organization’s
decision to participate in any collaborative activities will depend on the number of organizations that
already patrticipate or that plan to in them.

Hence, we see a need to investigate the organizational factors on which CIS networks depend to form and
CIS operations depend to evolve. In this study, we consider intra-organizational and inter-organizational
factors as subsets of organizational factors to better understand these factors. We acknowledge that inter-
organizational and intra-organizational factors may sometimes overlap, which we discuss in our findings.

5.2.1 Intra-organizational Factors

From analyzing the literature, we found that organizational structure, people resources, operational costs,
IT and security processes, intelligence-sharing models, information assurance, organizational
performance, and culture constitute factors that may incentivize organizations to adopt cybersecurity
intelligence-driven operations (Brown et al., 2015; Johnson et al., 2016). In particular, these factors (refer
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to Table 3) may enable an organization to generate and use cybersecurity intelligence internally and/or
share it with their partners in CIS networks. Cybersecurity intelligence creates organizational value by
allowing senior and functional management to make informed decisions about cybersecurity operations,
such as cyber threats, security incident responses, technology investment, and the prioritization of
cybersecurity operations.

Several studies have addressed the negative impact that personal information breaches, intellectual
property leaks, and damage to a firm’s reputation have on whether organizations adopt intelligence-driven
operations (Choras, 2013; Fisk et al., 2015; Kantola & Jaitner, 2016; Lee & Rao, 2007; Serrano et al.,
2014; Veerasamy, 2017). Primarily, leaked sensitive corporate information or personally identifiable
information (PII), information that that cybersecurity intelligence may embed, can cause reputational risk
issues for organizations. To address this risk, many organizations develop a privacy-preserving policy and
data-classification framework to show what types of information they can share with other entities. For
instance, applying the traffic light protocol (TLP) can help organizations share more cybersecurity threat
intelligence across organizations (Fisk et al., 2015). However, in general, overly complex data-protection
controls affect organizational attitudes towards CIS outside an organization’s boundaries (Dandurand &
Serrano, 2013; Fransen et al., 2015; Robinson & Disley, 2012). Further, another challenge in CIS
operations involves the risks associated with an inability to control data that has been shared beyond the
organizational network (Vazquez et al., 2012).

We also found cost to the organization as another factor with discordant results. On the one hand, papers
identified concerns with profit realization and the costs associated with cybersecurity intelligence
operations, organizational resources, and collaboration as determinants that can have a negative impact
on the extent to which an organization adopts CIS practices (Fransen et al., 2015; Haass et al., 2015;
Ring, 2014; Robinson & Disley, 2012). On the other hand, the cost-saving benefits achieved from
receiving high-quality contextualized cybersecurity intelligence and timely incident responses can motivate
organizations to actively participate in CIS practices (Vazquez et al., 2012). Table 3 presents intra-
organizational factors and their positive and negative relationships with CIS adoption.

Table 3. Intra-organizational Incentives and Challenges

Intra-organizational factors Frequency Incentiv_es (pqsitive Challeng_es (negative
relationship) relationship)
Organizational cost 10 3 7
Information confidentiality (organizational) 9 9
Organizational performance 9 5 4
Organizational cybersecurity readiness 6 3 3
Information-sharing model 4 1 3
Organizational sharing culture 4 2 2
Organizational structure 3 2 1
Management support 2 2 2
Skilled resources 2 2
Formality of intelligence-driven operations 2 2

Data governance 1 1

Without CIS practices, organizations work in isolation to mitigate cyberattacks. Meanwhile, attackers need
only discover one security weakness to be able to subsequently replicate the attack on multiple vulnerable
targets. To address this gap, organizations should promote an information-sharing culture to minimize the
impact that cyberattacks have on their operations (Ring, 2014). Lee and Rao (2007) show that an
organizational culture that fosters voluntary cooperation can emerge due to the mutual benefits achieved
from receiving reliable cybersecurity intelligence. Hence, researchers have suggested voluntarily sharing
cybersecurity intelligence as the most successful model for cybersecurity intelligence sharing in
organizations (Goodwin et al., 2015).
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5.2.2 Inter-organizational Factors

Cybersecurity intelligence benefits organizations by providing valuable information in a timely manner and
helping them to coordinate cybersecurity operations and responses to incidents. However, many
organizations resist sharing cybersecurity intelligence as they fear losing their operational excellence
relative to other organizations (Robinson & Disley, 2012). However, without such sharing, cyber attackers
maintain an advantage over organizational defenders (Skopik & Li, 2013). According to Yang and Maxwell
(2011), sharing information requires complex interactions between participant organizations due to
differences in their cultures, values, and origins. In our analysis, we identified nine inter-organizational
incentive and challenge factors that influence how inter-organizational relationships form or progress in
CIS (refer to Table 4). Among the identified factors, we found trust between organizations the most
challenging for inter-organizational relationships and lack of trust to have a negative impact on whether
organizations form CIS networks (Katsikeas et al., 2009; Robson et al., 2008). Further, we noted that the
CIS literature lacks empirical research into organizational factors and underlying mechanics that account
for how organizations should form and maintain trust-based relationships and strategic alliances to
enhance their CIS. Table 4 presents inter-organizational factors and their positive and negative
relationships with CIS adoption.

Table 4. Inter-organizational Incentives and Challenges

Inter-organizational factors Frequency Incentivgs (pqsitive Challeng.es (nggative
relationship) relationship)

Trust relationships 19 19

Reciprocity in CIS 7 7

Information assurance 7 6

Anonymity 4 2

Inter-organizational goal alignment 4 4

Inter-organizational culture 3 1
Data-sharing agreement 2
Sharing community size 1

A trust-based relationship constitutes a key determinant for establishing successful and efficient CIS
across organizations. Vazquez et al. (2012) addressed two types of trust in CIS operations: trust in the
CIS network and trust between CIS participants. They suggest that the trust level between CIS
participants does not need to endure and, thus, differs from other inter-organizational relationships (i.e.,
supply chain). A temporary and transient trust between CIS participants during a cybersecurity event may
allow them to share cybersecurity intelligence. However, if the trust between participants remains
transitory, it may impede an effective and sustained CIS network from evolving over a longer time period
(ENISA, 2016).

Other studies focused on antecedents that may have a causal effect on trust formation in CIS operations.
In this context, elements such as data misuse, relationships with competitors, inter-organizational
collaboration, and loyalty influence whether participants form sufficient trust for effective CIS practices
(Fransen et al., 2015; Gal-Or & Ghose, 2005; Hernandez-Ardieta et al., 2013; Johnson et al., 2016;
Murdoch & Leaver, 2015; Rak, 2002; Sutton, 2015; Tosh et al., 2015). Further, Mayer et al. (1995)
suggest that poor trust has its roots in the term’s definition since organizations may not mutually
understand the concept in a way that would help them establish trust-based relationships.

From reviewing the literature, we found that organizations require sufficient confidence in terms of goal
alignment and information assurance. In this setting, goal alignment refers to the strategic and tactical
alignment between firms when combating cybersecurity threats. Previous studies have found that
organizations find it challenging to align their cybersecurity goals since they often have have different
priorities based on their capabilities (Helmbrecht et al., 2013; Murdoch & Leaver, 2015). Second,
information assurance means that participants in the CIS network have built appropriate capabilities to
protect and maintain the cybersecurity intelligence received from the other participants given cybersecurity
intelligence’s confidential nature.

Moreover, reciprocity in CIS constitutes an important incentive that relates to the improved reliability and
transparency in CIS networks and results from limiting deviant participant behavior, such as “free-riding”.
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Free-riding features as an historical issue in the economics literature and refers to an entity’s behaviors
around maximizing their benefits while minimizing how much intelligence-driven operations cost (Appan &
Bacic, 2016; Gal-Or & Ghose, 2005; Naghizadeh & Liu, 2016).

Several papers identified anonymity, culture, diversity, and data-sharing agreements as other
determinants that may influence an organization’s participation in CIS routines (de Fuentes et al., 2017;
Johnson et al., 2016; Sutton, 2015; Vance et al., 2017).

5.3 Environmental Context

Studies no longer saw CIS challenges and incentives only in terms of organizational and technological
factors. Indeed, many studies also discussed environmental factors. Environmental factors involve the
setting in which a firm conducts its business and include industry, competitors, access to resources that
others supply, and the regulatory environment (Tornatzky et al., 1990). From our review, we identified six
factors that relate the environmental context (see Table 5). Papers identified factors such as market
competition, laws and regulations, brand reputation, privacy, and government influence as determinants
that influence CIS operations. From assessing these factors, we found that organizations find complying
with laws and regulations as the most challenging activity in the environmental context. Challenges can
stem from liability issues, differing legal and regulatory jurisdictions, attribution complexity, and
fragmented organizational policies (ENISA, 2016; Greiman, 2015; Johnson et al., 2016; Kampanakis,
2014; Serrano et al., 2014).

Davenport et al. (1996) suggested that information represents a critical asset for improving business
performance and retaining a competitive advantage. However, CIS practices are subject to information
constraints created by the competitive environment and institutional pressures that negatively impact
whether organizations form and continue with practices and routines (Rak, 2002; Skopik & Li, 2013).
Greiman (2015) suggested that the “cybersecurity paradox” has emerged due to a tangled cybersecurity
environment where corporate competition, privacy gaps, and unfit laws and regulatory structures
commonly impact CIS practices. Davenport et al. (1992) coined the term “the politics of information” to
describe how information owners resist sharing information freely through bureaucratic behaviors. As
such, Appan and Bacic (2016) applied the relational view of the firm theory to investigate the competitive
behaviors® of firms in trusted collaboration networks, such as the Information Sharing and Analysis Centre
(IT-ISAC).

Some papers suggested that factors related to organizational reputation, such as adverse publicity or a
drop in market value, have a negative impact on CIS practices (Goodwin et al., 2015; Rak, 2002; Tosh et
al., 2015). Organizational reputation represents a valuable intangible asset for sustaining a competitive
advantage (Rindova et al., 2005). Therefore, organizations generally tend to avoid any practices or
operations that may have adverse impacts on their brand, reputation, and public image.

Other studies show that peer reputation and recognition from other CIS participants (e.g., “I want to be
seen the [as the] first [to] have found, understood, and dealt with an exploit”) constitutes a key incentive
for some organizations to share cybersecurity intelligence with other parties (Murdoch & Leaver, 2015).

Finally, in the environmental context, organizations must obtain the benefits from CIS in a way that does
not breach privacy or expose personal information (Goodwin et al., 2015). Improper personal information
disclosures in cybersecurity intelligence occur due to privacy risks in organizations. The literature has
addressed some such risks to privacy, such as inadequate data sanitization, confidential personally
identifiable information (PIl) leaks, non-compliance with laws and regulations, mishandled private
information, and complex privacy models (de Fuentes et al., 2017; Goodwin et al., 2015; Haass et al.,
2015; Johnson et al., 2016). In order to address privacy concerns, organizations should implement
privacy-preserving controls and handling procedures to protect private information (Haass et al., 2015;
Johnson et al., 2016). They should enforce these controls via intelligence-sharing platforms, standards,
and privacy models such as STIX/TAXI, which transforms threat intelligence private data into a sanitized
exchange format (de Fuentes et al., 2017; Kampanakis, 2014). Table 5 presents environmental factors
and their positive and negative relationships with CIS adoption.

® The coopetition paradox refers to the situation where firms share sensitive and potentially competitive intelligence with their direct
competitors (Appan & Basic, 2016).
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Table 5. Environmental Incentives and Challenges

Environmental factors Frequency Inc?gf;\gﬁ)sn(sph?;i)ﬁve Chalrlg{]agt;i%sngnh?g;uive
Laws and regulations 15 3 12
External pressure 9 3 6
Intensity of market competition 8 8
Privacy 7 7
Reputation 6 4
Communication channels 4 3 1

5.4 Revised CIS Framework

Via synthesizing the reviewed literature and influential technology, organizational, and environmental
factors, we developed a revised research framework that we illustrate in Figure 3. Our revised research
framework demonstrates how factors that we identified from the TOE framework contribute to explaining
the factors that influence organizations to adopt CIS technologies and processes. Future research can
advance this framework by considering the direct and indirect effect that factors that operate across the
TOE dimensions have on CIS adoption.

Technology Environment
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Figure 3. Revised Framework for CIS Engagement

Sharing Model ‘ Trust Relationships

5.5 Theoretical Approaches

Many researchers assume that research papers should follow a systematic approach to apply theory and
a scientific research method (Lee, 2004). However, only 11 studies (among the 46 we reviewed) applied
theoretical foundations to investigate CIS (Lee & Rao, 2007; Gal-Or & Ghose, 2005; Appan & Bacic
(2016); Liu et al., 2014; Hernandez-Ardieta et al., 2013; Naghizadeh & Liu, 2016; Vance et al., 2017; Tosh
et al., 2015; Robinson & Disley, 2012; Webb et al., 2016; Lewis et al., 2014). In general, these 11 studies
derived the theories they applied, such as exchange theory, the relational view of the firm, the theory of
reasoned action (TRA), and situational awareness theory (SAT), from social science and economic
paradigms (Gal-Or & Ghose, 2005; Lee & Rao, 2007; Vance et al.,, 2017; Webb et al., 2016). For
example, Appan and Bacic (2016) applied the relational view of the firm at the organizational level to
investigate the “coopetition paradox”, which refers to the situation where firms share sensitive and
potentially competitive intelligence with their direct competitors. The studies based in economics applied
game theory to explore the economic incentives that foster or the challenges that hinder organizations
from sharing cybersecurity intelligence (Gal-Or & Ghose, 2005; Naghizadeh & Liu, 2016; Tosh et al.,
2015). These studies investigated the influence that organizational factors such as competitive advantage,
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operational costs, financial performance, and security investment have on firms’ CIS practices. Only
Vance et al. (2017) scrutinized inter-organizational trust, which firms require to form or develop
relationships with one another (Robson et al., 2008). Hence, research has not empirically proven to what
extent enhanced trust between firms can address challenges in adopting CIS operations, such as
cybersecurity risk management, venture performance, incident sharing, brand damage, and deviant inter-
firm behaviors.

Pursuant to this context, Lee (2001) argued that research in the IS discipline should not only investigate
the socio-technical system but also the phenomena that emerge from the interaction between these two
dimensions. Thus, it remains for future research to advance theory building in the discipline through formal
theorizing in combination with the development of substantive and mid-range theories (Gregor, 2006;
Markus & Robey, 1988) that explain the interaction between different IS phenomena dimensions; in this
case, CIS across organizations. This process should then lead to researchers to develop theoretical
models for analyzing, explaining, and predicting how CIS routines begin and advance across
organizations.

In relation to our third research question, we present Table 6 as a guide for IS scholars who seek to
investigate CIS. For example, diffusion of innovation (DOI) (Rogers & Shoemaker, 1983), inter-
organizational relationships (IOR) (Oliver, 1990), social exchange theory (SET) (Gefen & Ridings, 2002),
critical mass theory (CMT) (Bouchard, 1993), a general theory of network governance (GTNG) (Jones et
al., 1997), and resource dependence theory (RDT) (Jayatilaka, Schwarz, & Hirschheim, 2003) represent
just some a priori theories that have strong roots in the IS discipline. However, researchers have yet to
explore them empirically in the CIS domain. In Table 6, we map the focus point for each theory against the
TOE framework and identify example areas that future studies could investigate.

Table 6. Recommended Theories for Future Studies

TOE Example areas for , Theory
. . Point of focus
dimension future study DOI | IOR | SET | CMT | GTN | RDT | TAM
Complexity 4 v
« Adoption of CIS Compatibility v v
technology Transactional cost
Technology |e Adoption of I, v
intelligence-driven Usability
processes Efficiency v v
Relative advantage v v
Trust v v
) ) v
e Formation of CIS Reciprocity
network Network size v
Organization |* Participation in CIS Network benefit v v
network
e Performance of CIS Interconnectedness v
network Network benefit v v
Performance v v
Laws and regulations 4 v
Culture v
Environment | ® Governance of CIS
network External pressure v v
Reputation 4 v

Table 6 shows potential overlaps between the focus points across the recommended theories. For
instance, researchers could use both IOR and SET to address the trust element or apply DOI and TAM to
investigate whether organizations will adopt CIS technology and intelligence-driven processes. Existing
competing theories may raise questions about favoring one theory over another. Although we cannot
formulate an absolute answer to this question since a “best theory” does not exist, we can draw on Truex
et al. (2006) and the four recommendations for using theory in IS domain work that they developed after
investigating adapting theories in IS research. They recommend considering the fit between the theory
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and phenomenon of interest, the theory’s historical context, the method one chooses, and how the
theorizing contributes to cumulative theory. As such, we recommend that researchers who seek to
investigate CIS consider their research question carefully and understand the ontological and
epistemological underpinnings of the theories they select (Gregor, 2006). This process includes defining
and applying constructs to identify fundamental differences between theories, establishing an appropriate
research methodology for CIS, and following the cumulative tradition by adding to the CIS theorizing
process where possible.

6 Research Discussion, Contribution, and Future Studies

In this study, we performed a systematic descriptive literature review of CIS research. We used the TOE
framework to systematically categorize incentives and challenges that we found in the literature. Prior
studies have used this framework to investigate cyber security initiatives (Salleh & Janczewski, 2016;
Skopik et al., 2016). From our literature search methodology, we found 46 relevant studies. Also, from our
in-depth literature analysis, we found 35 different incentives and challenges, which we categorized
according to the TOE framework. Findings from the literature review show technological and
organizational factors represent common challenges for CIS adoption in organizations. We also noted that
many studies in CIS have focused on solving problems form a narrow technology deployment lens such
as technology implementation or information systems integration (Dandurand & Serrano, 2013;
Kampanakis, 2014; Veerasamy, 2017). We found that only 11 studies used theoretical assumptions and
provided empirical evidence—an insufficient number for the CIS domain. Also, we find some discordant
findings in the technology and organization domains that require further investigation in future research.
With this study, we make six contributes to CIS research.

First, we note that some factors have received more attention based on the incentive and challenge
factors we identified in our literature review. These factors included information quality, information
confidentiality, intelligence-sharing standards, technology complexity (technology factors); organizational
cost, organizational performance, information confidentiality, organizational readiness (intra-organizational
factors); trust relationships, reciprocity, information assurance (inter-organizational factors); and law and
regulations, competition in the market, and external pressure (environmental factors).

Second, in most papers we reviewed, the incentive and challenge factors identified as influencing
engagement in CIS practices had no basis in empirical analysis and hypothesis testing. Hence, we lack
empirical proof as to the extent to which these factors influence CIS. While some studies reported
receiving guidance from theoretical foundations (namely, TRA, TAM, and economic cost theory) (Gal-Or &
Ghose, 2005; Lee & Rao, 2007; Liu et al., 2014; Vance et al., 2017), due to their generic nature, these
theories cannot measure the interaction between CIS operations’ technological, organizational, and
environmental dimensions.

Third, we found some factors that occurred across multiple categories in the TOE framework. Specifically,
information confidentiality, data privacy, transactional cost, and culture appeared in multiple TOE
framework categories. Thus, scholars need to pay more attention to these incentives and challenges to
ensure that they have adequately investigated them from various perspectives. For instance, from a
technical viewpoint, Organizations consider protecting sensitive technology information by sanitizing and
anonymizing it a key challenge for technology and security functions (Fisk et al., 2015; Jasper, 2017,
Johnson et al., 2016; Kampanakis, 2014).

From an organizational viewpoint, protecting personal information and managing data-classification and
privacy risks represent the main concerns for the business function. Privacy concerns that arise from
leaked personally identifiable information (PII) and privacy and regulatory breaches emerged as the main
concern in the environmental context (Murdoch & Leaver, 2015; Serrano et al., 2014; Sutton, 2015;
Veerasamy, 2017). Thus, our findings support our decision to choose the TOE framework as the basis for
our literature review and highlight the need to explore CIS operations using multidisciplinary paradigms to
ensure that we identify and consider all the CIS practice determinants for improvement. Additionally, CIS
practice involves not only technology but also organizational processes and procedures. As such,
organizations need to promote a CIS culture across their business and technology functions to ensure that
all employees understand cybersecurity intelligence sharing’s value and that they communicate it to all
relevant stakeholders.
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Fourth, from reviewing the literature, we identified discordant findings for some factors; namely,
information quality, incident response, cybersecurity standards (technology factors); organizational
performance, readiness, culture, and structure (organizational factors); anonymity (inter-organizational
factor); and laws and regulations, government influence, and organizational reputation (environment
factors). Scholars need to further examine these factors by applying different research methods,
paradigms, and theoretical foundations. According to Soh and Markus (1995), studies with conflicting
results invite researchers to better understand the phenomenon in question. Hence, CIS resembles other
domains such as management and organizational science, which demand multiple research paradigms
(Benbasat & Weber, 1996; Mingers, 2001). Kaplan and Duchon (1988) suggest that mixed-methods
studies represent an appropriate choice in these cases. Mixed methods increase scientific rigor since
researchers can assess results’ validity via triangulating different data sources.

Fifth, we also found that the studies we reviewed did not focus on individual factors and human
characteristics that might impact engagement in CIS practices. Therefore, future research needs to
consider ClS-related factors at the individual level, such as individual behavior, intrinsic and extrinsic
motivation, experience, and top management and C-level influence on decision making. We also found
culture and data-sharing model agreement to be important factors in both the intra-organizational and
inter-organizational dimensions, which shows that researchers should empirically investigate the
interaction between intra-organizational and inter-organizational factors to understand how intra-
organizational factors may impact inter-organizational relationships and vice versa.

Sixth, from analyzing the theories we recommended that future studies adopt, it seems that researchers
may not be able to rely on a single theory to sufficiently explain the causal relationships between
influential factors in CIS. Researchers could find adopting multiple theories challenge since they would
need to combine them in order to analyze, explain, predict and/or provide guidance on the sequence of
events that occur in CIS (Gregor, 2006). This situation could represent an opportunity for IS scholars to
expand existing theories to craft our “own” tailored theory (Weber, 2003) to study CIS across
organizations.

Practitioners looking to embark on CIS initiatives could also apply our findings. The incentives and
challenges that we discuss shed more light into the complexities that CIS projects involve and can help
practitioners define fit-for-purpose CIS initiatives. Armed with this knowledge, technology and security
leaders can influence key stakeholders in their organizations and develop support for CIS operations. In
this study, we also offer a holistic and inclusive definition for cybersecurity intelligence and a typology for
CIS standards that any organization can use as a reference resource.

6.1 Research Limitations

As with any study, ours has several limitations. First, we limited our keyword search to include the terms
that we list in Section 3. We acknowledge that using other additional keywords may have returned
additional papers for assessment. Nevertheless, we focused strictly on “cybersecurity” and “threat”
intelligence sharing in this paper. Second, we examined relevant journals that the three scholarly
databases we chose indexed and additional journals that we identified from the ABDC journal quality list.
Hence, we did not consider papers that these databases did not index for investigation or analysis. We
also may have missed relevant conference papers that our selected scholarly databases did not index.

Third, we used reference searches or backward searching to broadly identify and review industry-based
practitioner publications. Therefore, we did not apply a systematic method to identify and review non-
academic journal and conference publications. Fourth, since this study builds on other scholars’ work, our
review may reflect the weaknesses in previous studies.

Fifth, following Webster and Watson (2002), we approached the literature in order to extend the current
body of knowledge about CIS practices across organizations. Since CIS represents a relatively recent
phenomenon, we focused on identifying organizational challenges and incentives that motivate or hinder
engagement in CIS practices. As such, our approach offers a specific but limited view of actual CIS
practices across organizations both nationally and globally.

Finally, we did not empirically corroborate how well the TOE framework categorizes factors that influence
CIS practices. Instead, we developed the factors we identified based on analyzing and interpreting
previous publications. Thus, we recommend that researchers further develop and validate CIS
engagement models to support their practical use.
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7 Conclusions

CIS remains in its infancy, and shortcomings related to CIS practices have attracted great interest from
academics and practitioners. We encourage interdisciplinary scholars to conduct empirical studies to
address these shortcomings. In this study, we reviewed the CIS literature and identified 35 incentive and
challenge factors from previous studies that influence CIS. We classified these factors based on the TOE
framework and, specifically, its technological, intra-organizational and inter-organizational, and
environmental dimensions. This study offers both theoretical and practical perspectives. Theoretically, by
incorporating concepts from the CIS literature, we provide a foundation for future research into
determinants that may impact engagement in CIS routines. From a practical perspective, we also
considers some industry best practices and integrate them with findings from academic papers to view
cybersecurity intelligence operations in organizations in a holistic manner. This study should help
organizations understand the benefits they can expect from receiving reliable and appropriate
cybersecurity intelligence due to investing in CIS practices and routines.
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Appendix A: List of Journals from Research Disciplines not Indexed in
the Scientific Databases Scopus, Web of Science, and ABI/Inform

Table Al. List of Journals by Research Discipline

Journal title*

Research disciplines
(ANZRC)

Rating (2019)

Electronic Journal of IS Evaluation

INFOR

Information Technology Management

Information, Communication & Society

INFORMS Journal on Applied Analytics

Journal of Community Informatics

Journal of Information Technology Theory and Application

Journal of Knowledge Management Practice

Pacific Asia Journal of the Association for Information Systems

The Information Management Journal

The Information Society

Information systems

Academy of Management Discoveries

Asia-Pacific Journal of Human Resources

Benchmarking: an international journal

Built Environment Project and Asset Management

Business Ethics: A European Review

Business Research Quarterly

Canadian Journal of Administrative Sciences

Canadian Public Policy

Journal of Global Business and Political Economy

E-Service Journal

Ethics: an international journal of social, political, and legal
philosophy

European Journal of Sociology

Group Dynamics: Theory, Research and Practice

Human Resource Management (US)

Industrial and Organizational Psychology: Perspectives on Science
& Practice

Innovation: The European Journal of Social Sciences Research

International Journal of Logistics: Research and Applications

International Journal of Quality & Reliability Management

Journal of Global Mobility

Journal of Health, Organization and Management

Just Labour

Labour: Studies in Working Class History

Labour: Review of Labour Economics and Industrial Relations

Media Culture and Society

MIT Sloan Management Review

New Technology, Work & Employment

New Zealand Journal of Employment Relations

Pacific Affairs

Prometheus

Quality & Quantity

Relations Industrielles/Industrial Relations

Research Technology Management: International Journal of
Research Management

Rutgers Business Review

Science, Technology, & Human Values

Strategy Science

The Milbank Quarterly

The Sociological Review

The TQM Journal

Voluntas: International Journal of Voluntary and Non-Profit
Organizations

Written Communication

Business and
management
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Table Al. List of Journals by Research Discipline

Research disciplines

Journal title* (ANZRC) Rating (2019)

* For the Australian and New Zealand Standard Research Classification (ANZSRC), see http://www.abs.gov.au/ausstats/abs@
.nsf/Latestproducts/1297.0Main%20Features32008?opendocument&tabname=Summary&prodno=1297.0&issue=2008&num=&v
iew=

For the 2018 Australian Business Deans Council (ABDC) journal quality list, see https://abdc.edu.au/wp-content/uploads/2019/
01/abdc_journal_list_16052019-csv.xls
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Appendix B: An Author-centric View of Reviewed Papers

Table B1. Review of Cybersecurity Intelligence Sharing (CIS) Studies

# Author(s) Focus Method Theory Unit O.f Research objectives
Analysis
Haass et al Review a case study for successful
1 (2015) ’ TOE framework Case study N/A Organization [information sharing between the public
and private sectors.
Oraanisation and Investigate a case study of a
Murdoch & g N/A N cybersecurity intelligence sharing
2 Inter- Case study Organization - :
Leaver (2015) - partnership across industry and the
organizational trust ’ - .
government in the United Kingdom.
Concentual Present a technical framework for
3 | Choras (2013) Technology f P N/A N/A cybersecurity sharing with a focus on
ramework :
network security.
Brown et al. N Address technical challenges for threat
4 (2015) Technology N/A NIA Organization intelligence sharing platforms.
Kokkonen et Conceptual N/A N Propose a model for sharing
5 al. (2016) Technology model Organization cybersecurity.
6 Luiijf & Klaver | Strategy, tactical Analytical N/A Individual Propose a three-level analytic
(2015) and organizational Framework framework for CIS.
Fisk et al. -~ Investigate technical principles for a
7 (2015) Technology N/A N/A Organization secure CIS across organizations.
Greiman Environment Conceptual Explore the issues for security
8 (2015) (legislation) framework N/A Organization |partnerships between government and
9 (interview) private sector.
Takahashi & Conceptual Address a reference ontology for
9 | Kadobayashi Technology P N/A N/A cybersecurity collaboration between
Taxonomy o
(2015) organisations.
E?ﬁggpge Investigate the socio-technical factors
Technology, I Y ) that influence acceptance of
Lee & Rao A Quantitative transaction Information . - . .
10 (2007) Organization, and method (survey) | cost, and IT systems anti/counter-terrorism information
Environment Y ! Y sharing systems across federal
acceptance 2>
agencies in the US.
theory
Kampanakis Models/Standard Summarize various threat intelligence
1 (2014) Technology s for CIS N/A N/A sharing models
Dandurand & Conceptual Provide a knowledge management tool
12 Serrano (2013) Technology framework N/A NIA “CDXI” to facilitate CIS
Fransen et al Concenptual Investigate how national cybersecurity
13 ' Technology P N/A Organization |centers (NCSC) can leverage CIS
(2015) framework h
infrastructure.
. Technology, . .
Skopik et al. o Conceptual N Suggest dimensions for CIS across
14 (2016) organlzatlon, and Model N/A Organization organizations.
environment
Conceptual -~ Discuss existing CIS frameworks
15 | Jasper (2017) Technology framework NIIA Organization across agencies in the United States.
Develop a model to understand the
16 Gal-Or & Economic Mathematical Game theo Organization benefits firms received from
Ghose (2005) model Y 9 participating in information sharing
operations.
17 Appan & Bacic Economic Quantitative  |Relational view Organization Investigate whether CIS influences a
(2016) method (survey) | of the firm g firm’s financial performance.
Conceptual N Investigate trust factors for information
18 | Sutton (2014) Governance model N/A Organization exchange.
. . Develop a model to examine
19 Liu et al. Economic Mathematical Game theory | Organization |information sharing network policies
(2014) model S
and their impacts.
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Technology, Non-academic Investigate why the organization does
20 | Ring (2014) | Organization, and n-aca N/A N/A 9 Y ) :
) interview not share cyber threat information.
Environment
Hernandez- . . .
21 | Ardieta et al. Technology Mathematical Graph theory | Organization Propqse a m_odel for information
model security sharing.
(2013)
22 Serrano et al. Technolo Conceptual N/A Oraanization Propose a technical solution to
(2014) 9y model 9 develop CIS platforms.
. . Present a game-centric model of
23 Naghlzadeh & Economic Mathematical Game theory | Organization |information sharing agreements across
Liu (2016) model firms
Kantola & Address the benefits of incident
24 . Technology N/A N/A Organization [sharing and present an overview of
Jatiner (2016) .
responsive cyber defense.
Introduce the concept of the social
Skopik & Li | Organization and Conceptual . cybersecurity defense alliance to
25 (2013) Environment model N/A Organization increase the efficiency of cybersecurity
incident sharing.
Propose a semantic-enabled sharing
Mtsweni et al. Conceptual N model for exchanging timely and
26 (2016) Technology framework N/A Organization relevant cybersecurity intelligence with
trusted collaborators.
Present a framework that includes the
Veerasamy Technology and Conceptual - source of data, tools, and skills
21 (2017) Organization framework NIA Organization required to encompass influential
challenges in the CIS area.
de Fuentes et Conceptual Introduce a scheme for CIS networks.
28 al. (2017) Technology mod%l N/A Organization |The proposed schema leverages the
' STIX standard.
. . Theory of Investigate the factors that influence
29 Va?zcoel% al. T%:rhr;cr)]lic; g)t/i:r?d es;meurlii?e?r?t reasoned Individual |the adoption of anonymizing systems
9 P action (TRA) for CIS.
Address a conceptual CIS model and
30 Mutemwa et al. Technolo %Oggsp;ﬁgl N/A Organization platforms to aggregate, analyze, and
(2017) 9y 9 share actionable cybersecurity threat
platform - -
intelligence.
Tosh et al. Technology and Mathematical -~ Investigate incentives and cost
st (2015) Finance model Game Theory | Organization associated with CIS.
Technology, N/A Address the successes and
32 Rak (2002) | Organization, and N/A Organization |impediments for CIS program in critical
Environment U.S. infrastructures.
. Technology, ) . .
33 Vazquez el al. Organization, and Conceptual N/A Organization Investigate incentives and challenges
(2012) - framework for CIS.
Environment
NIST: provide guidelines for
34 | Johnson et al. | Technology and o developing and participating in
(2016) Organization N/A N/A Organization cybersecurity intelligence sharing
relationships.
' Technology, Qualitative ENISA: investigate bamers and
Robinson & o method - incentives for information exchange
35 . Organization, and h N/A Organization ; - - .
Disley (2010) Environment (Interview and (IE) and information sharing analysis
Delphi) centers (ISACs).
36 Gooévc\)nlnsizt al. N/A N/A N/A Organization |Microsoft best practice for CIS.
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Technology, ENISA: address initiatives on sharing
37 | ENISA (2016) | Organization, and N/A N/A Organization e .
) of cyber incidents in the energy sector.
Environment
MITRE: introduce STIX as a
collaborative community-driven effort
38 |Barnum (2012) Technology Standard N/A N/A standard for representing structured
threat information and sharing across
participants.
: . Survey on I . .
39 Tounsi & Rais Technology technical threat N/A N/A Classify different existing technologies
(2018) e for CIS.
intelligence
Lewis et al Technoloay and Quantitative Propose a taxonomy for CIS for
40 ' o9y (scenario-based N/A Organization |identifying risk exposure across small
(2014) Organization B . :
survey) and medium-sized enterprises (SMESs).
Present a collaborative information
sharing framework to improve
Zhao & White | Technology and Conceptual -~ community cybersecurity practices and
41 (2017) Organization framework N/A Organization develop an information-sharing
maturity model for community
organizations.
Sauerwein et Quantitative Intelligence |Conduct a systematic review of the
42 Technology N/A sharing software landscape of 22 CIS
al. (2017) method . . .
platform platforms and identify their gaps.
Chismon & Conceptual N Present a framework for threat
43 Rukes (2015) UK CERT framework N/A Organization intelligence in organizations.
Study the state of practice in
) Conceptual cybersecurity intelligence to advance
44 Ludgl(():l;;)t al. T%:rhr;%lg%g:d Framework and N/A Organization |the capabilities of organizations and
9 survey provide practical solutions to common
challenges.
Highlight the role of cybersecurity
Borum et al Research intelligence to support risk-informed
45 (2014) ’ Organization literature N/A Organization |decision making for improving policies,
architecture, and investment in the
cyber domain.
Webb et al Design science Situation Develop an intelligence-driven security
46 (2016) Organization and Fo'cus' Awareness risk management system.
Group validation Theory
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Appendix C: Cybersecurity Intelligence Sharing Standards
Table C1. Standards, Frameworks, and Protocol for CIS
R . Standard
Abbrev. Name Description Type Adoption Organization
STIX information P 9 guag Extensive MITRE
expression cybersecurity threat Schema
P information
Trusted automated .
TAXII exchange of indicator iséae?g:éﬁrfi?r itr:?glﬁpgm:lg S;?gt%acgjl' Extensive MITRE
information y y 9
CYBOX Cyber obse.rvable Threat events and maghlne Language- Extensive MITRE
expression property representation Dictionary
Common attack
. _ Language-
CAPEC pattern enumeration Attack pattern description Dicti Moderate ITU
P ictionary
and classification
Malware attribute Malware attack Language-
MAEC enumeration gnd representation Dictionary Moderate ITU
characterization
Incident object A standard for sharing cyber| Language and
IODEF descrlptflon exchange incident information Schema Extensive IETF
ormat
RID Real-time inter-network| A standard for transportation Standard- Moderate IETE
defense of cyber incident Protocol
Open vulnerability System information and Lanquage-
OVAL and assessment state representation and inguag Extensive ITU
. Dictionary
language assessment reporting
Extensible
XCCDE cor_1ﬁguraﬂo_n _ Security checklist anq Language and Moderate NIST
checklist description benchmark representation Schema
format
Common platform Hardware and Software Language-
CPE pia asset description and inguag Moderate NIST
enumeration : L Dictionary
identification
CVE Common vulnerabilities| Public security vu_In_erablllty anguage- Extensive ITU
and exposures and exposure dictionary Dictionary
CVSS Commo_n vulnerability Securlty vulnerability anguage- Extensive ITU
scoring system scoring system Dictionary
CCE Common confl_guratlon Security cqn_flguratlon Language- Limited NIST
enumeration issue dictionary Dictionary
CWE Common Weqkness Common spft_ware anguage- Moderate ITU
enumeration weakness dictionary Dictionary
CcWSss Common weakness | Software weakness scoring Language- Moderate MITRE
scoring system system Dictionary
Security content A framework consisting of
SCAP Y various specifications for Standard Extensive NIST
automation protocol ;
sharing CIS
CVRE Commpn vulnerability A framework for the N Standard- Moderate ICAS|
reporting framework | classification of vulnerability Language
OpenloC Open |nd|cat.ors of A Ie}nguage for descrlb]ng Standard- Extensive Mandiant
compromise indicators of compromise Language
YARA YARA A standard for incident Standard- N/A Virustotal
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reporting and analysis Language
Vocabulary for event A standard for malware Standard-
VERIS recording and incident property and packet Limited Verizon
. . Language
sharing representation
Cyber security data Knowledge
exchange and A knowledge management __
coXi collaboration tool for CIS mf?:;gsvrgrekm Limited NATO
infrastructure
Cyber security .
CYBEX | information exchange A standard for_exch_anglng Standard- Limited ITU
cybersecurity intelligence Framework
framework
L . A framework for combining
Collective intelligence ey . . Standard-
CIF framework malicious th_reat information Framework N/A N/A
from various sources.
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Appendix D: Definition of Identified Factors and Application of

Theories

Table D1. Defining Identified Factors based on the TOE Framework

Identified factors

Definition(s)/explanation(s)

Information quality

Refers to accuracy (confidence information), timeliness, traceability, and relevancy of
collected cybersecurity intelligence (Brown et al., 2015).

Information confidentiality
(technology)

Refers to technology-related sensitive and confidential/classified information (e.g., internal
IP addresses, server names and descriptions, or services) whose disclosure can result in
financial or reputational loss (Johnson et al., 2016; Kampanakis, 2014; Lee & Rao 2007).

Cybersecurity standards

Refers to standardization efforts to address the challenges in representing cybersecurity
information using standardized language (Brown, et al., 2015; Fransen et al., 2015) and
facilitate cybersecurity information exchange across an organization (Dandurand et al.,
2013).

Cl operation complexity

Refers to the degree to which organizations perceive participation in CIS operations as a
relatively difficult process (Dandurand et al., 2013).

Technology integration
and interoperability

Refers to the extent to which an organization’s cyber technologies can readily connect
and exchange cyber intelligence with other internal and external systems without any
restriction (Jasper, 2017; Johnson et al., 2016).

Infrastructure quality

Refers to the quality and maturity of existing cyber-infrastructure in an organization that
can facilitate the CIS technology adoption (Vance et al., 2015).

Incident response

Refers to an organization’s ability to respond to a cybersecurity threat due to adopting
and/or participating in CIS practices with other organizations (Haass et al., 2015).

Technology cost

Refers to the technology-adoption costs that arise in planning, implementing, and
maintaining cybersecurity intelligence-driven practices in an organization (Skopik et al.,
2014).

Education

Individual-level cybersecurity intelligence awareness, training, and education required to
deliver and manage cybersecurity intelligence-led operations that CIS practices require
(Kolini & Janczewski, 2015). Organizations should provide the necessary training funding
for ongoing operational support for data collection, enrichment, analysis, and
dissemination to other organizations (Johnson et al., 2016).

Organizational cost

Refers to an organization’s decision to participate in CIS practices according to a business
case that incorporates all organizational benefits and costs associated with CIS
operations.

Information confidentiality

Refers to confidential and sensitive information such as intellectual property (IP), personal
information, and client information (Fisk et al. 2015; Kokkonen et al. 2016) whose loss
may result in financial loss or reputational damage.

Organizational
performance

The extent to which deploying cyber intelligence-led operations impacts organizational
performance when cybersecurity risks and events occur (Dandurand & Serrano, 2013;
Furneaux & Wade, 2011).

Organizational cyber
readiness

An organization’s ability to maximize its potential to use cybersecurity intelligence while
minimizing how much it costs to run its cybersecurity intelligence operation.

Data-sharing model

Refers to available or existing data-sharing models for exchanging cyber intelligence CIS.
For example, organizations can develop their data-sharing models based on a common
and acceptable standard (i.e. STIX and TAXII) for CIS practices (Kokkonen et al., 2016).

Organizational culture

The extent to which an organization can instill a culture that fosters sharing cybersecurity
intelligence regardless of whether it buys intelligence, gets it for free, or rents it through a
managed service (Ring, 2014).

Organizational structure

Refers to the structure of an organization that facilitates CIS (Qin & Fan, 2016).

Skilled technical
resources

Refers to the technical expertise and experience required to deploy and maintain CIS
operations in an organization (ENISA, 2016).

Top management support

Refers to the commitment and support from top management and executive board
members towards providing an environment that encourages participation in CIS with
other organizations (Akbulut, 2003).
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Table D1. Defining Identified Factors based on the TOE Framework

Data governance

Refers to practices that govern and control data and information use and to problems with
validating data quality (Dandurand & Serrano, 2013).

Table D2. Application of Theories for CIS Studies

Theory name

Applications of theories in CIS studies

Diffusion of innovation
(DOI) (Rogers &
Shoemaker 1983)

Explains an organization's willingness to accept and adopt new ideas, processes, or
innovative technologies. In the CIS context, the theory explains how and why
organizations decide to adopt and implement CIS technologies and processes.

Critical mass theory
(CMT) (Bouchard, 1993)

Explains that an organization's decision regarding the adoption of CIS operations depends
on perceptions of other organizations’ actions (i.e., “bandwagon effect”).

Social exchange theory
(SET) (Hallen et al., 1991)

Explains how relationships between organizations form in CIS through a non-economic
aspect (e.g., power, trust, and interdependency) lens.

Inter-organizational
relationships (IOR)
(Oliver, 1990)

Investigates the contingencies of inter-organizational relationship formation in the CIS
context. The theory examines the interaction of six contingencies to predict IOR formation.

A general theory of
network governance
(GTN) (Jones et al., 1997)

Explains under which conditions the network’s governance is likely emerged and
addressed social mechanisms that allow network governance to coordinate and safeguard
customized exchange in the market.

Resource dependence
theory (RDT) (Casciaro &
Piskorski, 2005)

Explains interfirm relationships when the potential for mutual resource dependency in CIS
exists.

Technology acceptance
model (TAM) (Venkatesh
& Davis, 2000)

Explains that the perceived usefulness and ease of use of cybersecurity intelligence
technologies and procedures may influence an organization’s intention to adopt such
technologies.
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