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ABSTRACT
In this paper, we present our research in progress of a field experiment conducted to
observe the impact of collective security behavior of teams when being targeted with a spear
phishing attack on online social networks. To observe the shaping of security networks in teams,
fifteen different honeypot profiles were created to send spear phishing messages after an initial
bonding of eight weeks to the target group of 76 people. The experiment simulated a regular
communication on online social networks of three teams of an international organization. The
team members were entangled in personal and individual chats on an online social network to
later react to an unexpected and unforeseen spear phishing message. As previous research has
shown, various aspects influence the spear phishing susceptibility, but the collective security
behavior has currently been neglected. This work plans to evaluate how security networks are
being formed, the factors relevant to shape those networks and efforts to protect against spear
phishing attacks.
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INTRODUCTION

Lacking cybersecurity is among the highest risks in the next ten years in terms of
likelihood and impact. Failures from Cybersecurity remain one of the top ten global risks which
impact our society and our global ecosystem (World Economic Forum 2021). But risks resulting
from the cyber domain are an evolution, but not a revolution. With regards to social engineering
in particular, phishing (Bose and Leung 2007; Wright et al. 2010) is still attack mode number
one.

In phishing research, several studies with various research foci explored phishing and the
way people react when receiving seemingly legitimate emails (Abbasi et al. 2021; Aleroud et al.
2020; Caputo et al. 2013; Jensen et al. 2017; Martin et al. 2019; Wright et al. 2014).
Predominately these studies dealt with the individual aspects of phishing, using traditional means
of electronic communication such as email messaging, neglecting the developments of new
forms of digital communication. Along with this, also research dealing with developments of
new technology platforms, such as social media, aside from traditional desktop or laptop devices
and their influence on the success of phishing attacks is rare (Anti-Phishing Working Group
2021; Jensen et al. 2017). Within this research in progress, we present an approach to analyze the
creation and formation of security networks and their effectiveness when resisting spear phishing
attacks performed on social networks.

The following sections present the background of spear phishing and related social
phishing research, followed by the methodology for our field experiment. The paper concludes

with the current progress, the status and the potential implications form this work.
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RESEARCH BACKGROUND

The social influence phenomenon is one of the key concepts to direct, instruct, coordinate
and influence other members of a certain species (Cialdini et al. 1990, 1991). Several researchers
address this phenomenon and the respective areas such as conformance (Nail and Ruch 1992),
obedience, a form of social influence that requires performing an activity under the order of an
authority (Milgram 1963), or persuasion or attitude change (change in response to a message)
(Hovland et al. 1953), compliance (Asch 1956) (change in response to an explicit instruction) ,
social forces (change in response to the structure of the social situation) (Milgram 1967) and help
(change in response to someone’s need) (Brehm 1966). The work of Asch and the subsequent
research demonstrated that the judgements of one person can be influenced by the judgments of
others (as social norms). Two motives were identified (1) informational social influence through
the acceptance of the social norm as valid information and (2) normative social influence through
reward for compliance with the social norm or penalty of noncompliance (Deutsch and Gerard
1955).
The research work on social influence by Robert Cialdini introduces six core principles of
influence which are reciprocity, scarcity, consistency, authority, liking and social proof (Cialdini
2009). Current phishing research in the field of Information Systems (IS) addresses several of
Cialdini’s principles (Oliveira et al. 2017; Parsons et al. 2019; Taib et al. 2019; Vishwanath et al.
2011; Williams et al. 2018). According to researchers (Caputo et al. 2013), spear phishing is
defined as type of attack in the domain of cyberthreats which attempts to get unauthorized access
to users or organizations IT systems for the threat actors’ benefit. Access is usually obtained by

crafting seemingly legitimate email messages which impersonate trust relationships (e.g., using
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the power of authority) and networks inside a company or a group of people, which actively
work together for a dedicated context (Frauenstein and Flowerday 2020).

Phishing and spear phishing research aims to understand how the people’s perception of
susceptibility changes or adjusts over time, as the phishing attacks are evolving and becoming
more sophisticates for the recipients (people) to detect (Chen et al. 2020). Although, current
literature agrees upon the importance of fighting spear phishing, research synthesizing the
current state of knowledge on spear phishing is scarce so far (Hong 2012). The existing
approaches are fragmented, uncovering gaps in its definition and configuration (Parsons et al.
2019; Silic and Back 2016; Silic and Lowry 2020). The current definitions primarily focus on
email communication as the sole means of electronic communication to interact with the victim.

While existing research very much focuses on electronic communication such as email, it
somewhat neglects to consider literature on the social media channels. Literature acknowledges
this gap calling for future research to explore security awareness trainings in other contexts aside
from traditional phishing by adapting the training techniques for encouraging appropriate
behavior in other IT security settings such as information disclosure on social media (Jensen et
al. 2017; Parsons et al. 2019; Silic and Back 2016).

Many researchers have examined how individual users can be trained to identify and
detect traits of phishing and successfully avoid being a victim (Albladi and Weir 2020; Caputo et
al. 2013; Jampen et al. 2020; Jensen et al. 2017; Puhakainen and Siponen 2010), however less
have examined the group aspect by means of human relation and how a group or collective of
people (Mattke et al. 2020) could act against external phishing attacks in general, and against
spear phishing attacks in the social world (Algarni et al. 2015; Benenson et al. 2017; Choi et al.

2015; Jiang et al. 2013; Krasnova et al. 2010; Oliveira et al. 2017; Yazdanmehr et al. 2020), in
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particular (Jagatic et al. 2007; Wright et al. 2020). Therefore, we formulate the following
research question: How do security networks evolve in an organization and what is their impact,
effect and characteristic when withstanding spear phishing attacks performed on online social

networks?

METHODOLOGY
Spear Phishing Field Experiment Design

For this work, we conducted a randomized mock spear-phishing field experiment in three
different teams of an international organization. The field experiment used the online social
network (OSN) Instagram and reflects the approach of Wright et al (2014) to answer our
research question. The organization is keen to raise the awareness of the different teams and to
prepare them to cope with the risks resulting from the use of OSN.

As part of this preparation, 15 honeypot Instagram profiles were prepared with different
cover stories and were operated over a period of six months to create seemingly legitimate online
content. Thereafter, the honeypot profiles tried to start interacting with the target profiles (list is
provided by the organization). The aim of the honeypot profiles was to establish trust (Cialdini et
al. 1991), to influence targets for non-conformance (Nail and Ruch 1992) and non-compliance
with the organization’s policies (Asch 1956) and to provoke a behavioral change (Milgram
1967). One team received a dedicated security awareness training to address the social media
risks and to measure the effectiveness and memory of this intervention.

Prior the start of the spear phishing field experiment, the social network profiles of the
teams were analyzed to retrieve public available insights into the organization. Data of all public

Instagram profiles was automatically collected, using a custom-developed scrape engine,
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including, but not limited to posts, likes, comments and answers. This data provided insights into
the team exposure (e.g., content shared, information disclosure) and the shaped online network
of the teams which acted as a starting point to identify possible exposed profiles.

Interaction within the field experiment was solely done on Instagram like getting
connected with the team members, messaging with them and to exfiltrate information from the
team members. Before the end of the field experiment, which lasted eight weeks, all target
profiles received an Instagram phishing message, either from a source they already know (i.e.,
one of the honeypot profiles) or from an unknown source (i.e., an Instagram page which
publishes random pictures). Sources of phishing messages were assigned randomly but were
equally distributed among the three teams.

To measure phishing susceptibility, we tracked the message seen notification for every
target on Instagram. As this measure can be deactivated in the Instagram privacy settings, we
coded a unique number for every target into the link prior sending it on Instagram. Every click
on the link created a log entry, if the target clicked on the link and no entry, if the link was not
clicked. Recent phishing research also used this objective measure (Wright et al. 2014).

Before the SETA measure, which uncovered the background of the field experiment to
the target audience, the participants in the field experiment completed a post-experiment-survey
that discusses the advice network (Cross et al. 2001), the professional network (Mertens et al.
2020), the access network (Cross et al. 2002), the advice confirmation network (De Lange et al.
2004) and the friend network (Criado and Such 2015) when needing help to deal with challenges
in the online social network Instagram. The survey furthermore discusses spear phishing self-
efficacy (Schuetz et al. 2020; Wang et al. 2016) on online social networks (Frauenstein and

Flowerday 2020), common ways to detect attacks, and gathered control variables that were
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included in the analysis. The invitation to participate in the SETA measure was masqueraded as a
general training, to avoid any bias when answering the survey.

The results of the spear phishing field experiment were shared with the management of
the organization for use and to understand the need for training and other interventions of
exposed team members. To explore the effectiveness of the spear phishing attacks, we gathered
the honeypot profiles used in the attacks, rated the manipulation techniques used in every profile
and then examined the effectiveness of the profiles across the tree teams.

NEXT STEPS

Currently, the data from this case, including the spear phishing messages, the post-field
experiment survey and the OSN data has been collected and is ready to be analyzed. The next
stage of the research will deal with the data analysis using R, Gephi and a custom-developed
Python analysis code.

For example, we suggest that the victim’s exposure depends on the position inside a
network. A general analysis, using the phishing funnel (Abbasi et al. 2021), will compare how
many individuals failed the spear phishing test who did not receive a treatment and compare it
with those individuals who did receive a treatment.

For the spear phishing messages sent, data analysis will compare, if the time of the day
has an impact on phishing susceptibility with the data received from the timestamps of the
target’s activity on Instagram.

For each type of honeypot profile, the analysis will evaluate, if more targets were victims
of the phishing attack. The analysis included a comparison of the target’s position (centrality) in

the OSN Instagram with the position inside the team from the post-field experiment survey.
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Finally, additional variables including demographics (e.g., age, position in the team,
social media experience, education) and other details (e.g., time of day of phishing response) and

their effect will be analyzed.
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