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Apparently fraud is a growth industry. The monetary losses from Internet Hicave
increased every year since first officially reported by the Int€Znete Complaint
Center (IC3) in 2000. Prior research studies and third-party reports of fraudatkeew
substantially higher than eBay’s reported negative feedback rate didess%. The
conclusion is most buyers are withholding reports of negative feedback.

Researchers Nikitov and Stone in a forensic case study of a single oppicraBest

seller found buyers sometimes embedded negative comments in positive feedback as
means of avoiding retaliation from sellers and damage to their reputation. Bgsergat

of positive feedback was described as “negative-positive” feedback. Ampexaf
negative-positive type feedback is “Good product, but slow shipping.”

This research study investigated the concept of using negative-pogigviegdback as a
signature to identify potential opportunistic sellers in an online auction population.

As experienced by prior researchers using data extracted froBageveb site, the
magnitude of data to be analyzed in the proposed study was massive. The nature of the
analysis required - judgment of seller behavior and contextual analysis offbegback
comments — could not be automated. The traditional method of using multiple dedicated
human raters would have taken months of labor with a correspondingly high labor cost.
Instead, crowdsourcing in the form of Amazon Mechanical Turk was used to reduce the
analysis time to a few days and at a fraction of the traditional labor cost.

The research’s results found that the presence of subtle buyer behavioomrtlod f
negative-positive type feedback comments are an inter-buyer signalimglitett a
seller was behaving fraudulently. Sellers with negative-positivefeguback were 1.82
times more likely to be fraudulent. A correlation exists between an increasifgenam
negative-positive type feedback comments and an increasing probabilitystiler avas
acting fraudulently. For every one unit increase in the number of negative-pogtve
feedback comments a seller was 4% more likely to be fraudulent.
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Chapter 1

Introduction

Problem Statement and Goal

Willie Sutton the bank robber was asked why he robbed banks, his reported reply was
"Because that's where the money is" (Sutton & Linn, 1976). In a similar case of
criminals following the money, the 2009 IC3 Internet Crime Report found a 22% percent
increase in Internet fraud complaints compared to 2P089 Internet crime repagrt
2010). IC3 reported that monetary losses from Internet fraud increased over&h§% r
from $264,600,000 in 2008 to $559,700,000 in 2009. The IC3 report found incidents of
online auction fraud dropped to fourth place in the rankings for 2009, but still composed
a significant 10.3% of the total monetary complaints. EBay — the largest onlir@auc
service — does not publicly release the total number of items listed for audtibird-
party vendor Medved that monitors eBay shows over 4,000,000 new listings per day are
added to the over 106,000,000 active lists on eBay website (Medved, 2010). Even with
thousands of eBay staff members monitoring the website around the clock; it is not
possible to find all the potentially fraudulent auctions and immediately shut them dow
("Consumer reports survey of eBay users," 2007).

An opportunistic seller is someone who attempts to negate online auction skfeguar

and exploit buyers for monetary gain. The exploitation is commonly manifested as



criminal activity in the online auction environment. Specifically it is extadin the
forms of fraud, theft, and identity stealing (impersonating another user td shralnal
activity). Of these, fraud is the most preval@iqQ Internet crime repar2010).

Online auctions differ from traditional brick-and-mortar auctions. Atditivaal
auction, the bidder has a chance to examine the items up for auction. The auctioneer is a
live person who controls the bidding. Identity of the bidders, buyers, and sellers is easy
to ascertain. Online auctions are vulnerable to fraud more than are brickeatad-m
transactions due to increased information asymmetry between sellers ansl buy
(Kauffman & Wood, 2000). Online transactions rarely involve face-to-face contact;
payment is made before goods can be inspected; repeat transactions betereamndsell
buyer are unusual (Resnick & Zeckhauser, 2002); and no word-of-mouth reputation for
the seller is available. Word-of-mouth is the most credible, objective, and inflluenti
means for exchanging feedback information and building trust since this type of
communication among impartial buyers is unlikely to be biased or profit-di€eami(s,
Folkes, & Perner, 1977).

In order to compensate for these uncertainties, online auctions like eBay have
instituted feedback systems that facilitate the collection and disseoniwdiinformation
about seller past transaction behavior (Dellarocas, 2003a). By making publically
available information about sellers’ past transactions, an institutional fdedba
mechanism facilitates buyers’ trust and reduce the risk from the communitiedof se
which enables buyer-seller transactions (Pavlou & Gefen, 2004). It is the didmioia
feedback from buyers in prior transactions that builds the seller’s repuitatm online

auction.



A differentiator between online and traditional auctions is the type of recipusat.
A traditional auction relies on direct reciprocity as in “I trust you bezgos were
trustworthy with me before.” An online auction relies on indirect recipr@astin “I trust
you because you were trustworthy with others before.” In both caseasysasbrthiness
is a prerequisite for future transactions. It is the information about reputagioenables
trust by inducing a reciprocal response (Dellarocas, 2006; Hendershott, 2006). Any
undermining of the provided feedback’s validity or absence of negative feedbactsdistor
the seller’'s reputation and potentially exposes future buyers to exploitgtian
opportunistic seller.

It is not easy to get feedback from buyers. Research on eBay’s feegttaok shows
buyers submits ratings on 41.8% to 52.1% of all transactions (Gregg & Scott, 2006;
Resnick & Zeckhauser, 2002; Wood, Fan, & Tan, 2002). Buyers may not be motivated to
report evaluations or to do so honestly. In a case where the seller'sycapacdvide a
service or goods is limited, then it is not in the buyer’s self-interest ke the
information public. An example is a serious collector’s reluctance to reweairee for
rare items. Buyers who want to be seen as “nice” may withhold negativeteraua
expectation of reciprocity. A seller’s threats of retaliation for negdeedback
combined with explicit or implicit offers of rewards for positive feedbacjhiiead
buyers to submit reports that do not accurately reflect their experiereglyGhese
factors are in effect as negative feedback for sellers by buyersayrmoeBurs in less than
1% of all transactions (Zhang, 2006). This contrasts with the substantially frign
rates reported to external entities like the National Consumers Ledgueet Fraud

Watch; suggesting buyers are hesitant to leave negative evaluationsh('®iafor



cyber scrooge this holiday season,"” 2006). When an eBay buyer does give negative
feedback, the seller gives negative feedback 34% of the time which indicates that
retaliation may be occurring (Miller, Resnick, & Zeckhauser, 2003).

On eBay for each transaction the buyers and sellers can opt to appraise thartyther
by leaving feedback. Feedback consists of a positive, negative or neutralvigtiag
optional short comment ("What is feedback and how does it affect my reputation?,”
2010). The ratings are used to determine a membeeédback ScordVith some
exceptions - feedback works like this:

* A positive rating increases the feedback score by one point.

* A neutral rating leaves the feedback score the same.

* A negative rating decreases the feedback score by one point.

Feedback score is a number used to measure a member's reputation on eBay. A high
feedback score means that a member has received a high number of positigefn@t
other members. Every member of eBay has a feedback score. It can be found in

parentheses next to their eBay userid (see Figure 1). Identifyinghetion was redacted

in this and other figures to protect the privacy of the eBay members.

Meet the seller r Feedback Score

Seller  Seller (521 )
Feedback: 100 % Positive
Member:  since Apr-02-07 in United States

Figure 1. eBay Feedback Score
Clicking the feedback score enables access to a member's detatzhck Profilésee
Figure 2). This includes recent feedback ratings, detailed seller nadefgemlback

(rating plus optional comment) for each transaction with other members.



Feedback Profile

Sellerd ( 521 % )
Positive Feedback {last 12 months): 100% [How is Feedback Percentage calculated?]

Member since: Apr-02-07 in United States

Recent Feedback Ratings  (last 12 manths) Z Detailed Seller Ratings (l=zt 12 maonths) Member Quick Links

1month & months 12 manths Criteria Average rating  Mumber of ratings Contact mermber

Wiew items for sale
© Positive 12 a7 191 ltem as described kS 120 v :
Communication vl d 120 1EW mare optians
© Meural o 0 0 Shipping time 8 5 & & 120
Megative o 0 0 Shipping and handling charges & o & o 120

Feedback as a seller | Feedback as a buyer | All Feedback | Feedback left for others

605 Feedback received (viewing 1-25) Revised Feedback:

Feedback From / Price Date / Time
@  as described............ thanx LI Buyer: buyerd (561 7% ) Jun-12-09 14:09
lot of 4 pairsof boys sz 7 khaki pants and 1 shorts US $4.99 Wiew ltem
@  Item was what i was expecting, thank you Buyer: buyet2(9) Jun-08-09 03:40
nice MACGEAR pants black red and grey sz 11 U5 §0.99 Wiew ltem

Figure 2. eBay Member Feedback Profile

Feedback is publically viewable immediately after it is posted by gititey. Neither
party can change a feedback rating after it has been posted. Theegyalimited
circumstances when eBay will consider allowing a change or removingdlzafgderating
and/or comment based on #Bay Feedback Abugelicy ("Feedback abuse," 2010).
Sellers and buyers are able to hold feedback hostage by refusing tceledivack until
the opposite party has provided a report. For fraudulent transactions, this behavior could
result in false feedback reports or no feedback provided altogether based on fear of
retaliation (McDonald & Slawson Jr., 2002). Thus important information to the online
auction community about the seller’s behavior can be lost.

Inexperienced eBay members are probably oblivious to the threat of feedback
retaliation, but members who are experienced with online trading ara\seasi
protective of their reputation. Experienced members consider the possibibtalidtion
and take this into account when they make their decision of what feedback type to

provide. Other than the possibility of feedback-retaliation exactly whyersinould



care about feedback is not obvious. It is too simple to assume that buyers remain buyer
forever as most eBay participants switch back and forth between the role o&hdyer
seller. A buyer has to be sensitive to feedback because it may effectrfichures as a
seller. Sellers with higher ratings (better reputations) are abétl fargducts at a higher
price then sellers with lower ratings (Bajari & Hortacsu, 2003). Buyghsargood
reputation will not risk finding their bids cancelled due to a low feedback score. \Wegati
feedback can have an adverse effect not just on the seller, but on both parties.

Studying online auction deception is problematic when using conventional methods as
with other deviant behaviors the successful perpetrators work hard to avoidotetecti
The degree of difficulty is compounded by the findings of Zhang (2006) that eBay
buyers provide 99% positive comments and 0.7% negative comments. As prior research
studies and third-party reports of fraud show rates substantially highagh&h@rv% rate
reported, the conclusion can easily be drawn that most buyers are optinightolavi
reports of negative feedback. The absence of negative feedback is problematic as it
suggests a positive bias in feedback scores. This bias is borne out with the empirical
observation that most eBay sellers have a reputation feedback scoreséRdt @0.
Therefore analysis of numerical feedback scores for detection of opportselkdis is
futile.

Building on the base issue of fraud, the research problem statement can be
summarized as:
Online auction fraud represents a serious threat to e-commerce and undermines online
trust. As fraud is pervasive, growing in use, and difficult to detect in online auctions;

new techniques are needed for the early detection of opportunistic sellers.



Excluding the use of feedback scores in online auctions for the detection of
opportunistic sellers raised the following issues:

e Are there other signatures that could potentially identify deception in an online
auction transaction?

e Can a new method be developed for the detection of opportunistic sellers by utilizing
one of these signatures

e For any new signature — What are its limitations and predictive reliability?

An extensive forensic case study by Nikitov and Stone (2006) focused on modeling
the behavior, attributes, and deception tactics of a single opportunistic sell¢raded
for eight years on eBay. Based on one of the case study findings, the concept of
“negative-positive” type feedback appeared to be a candidate for a nevaegoat
detect opportunistic sellers. The viability of the potential new signalimg avith
determining its limitations and predictive reliability needed to be ifyagsd; this
investigation served as the premise for the research study.

Because of confidentiality rules, it was not possible for the Nikitov and Stone (2006)
to acquire the case study’s subject member data directly from eBapdngtiblicly
available data from the eBay website was gathered — transactions, feedibgsk ra
feedback comments, and seller replies (to buyer feedback comments). This was
supplemented by e-mail surveys and follow up interviews with buyers who hadtetera
with the seller. The researchers acting anonymously in the role of bufenpe
multiple transactions purchasing items to collect additional data on thessbéégvior.

Nikitov and Stone (2006) findings confirmed the lack of negative feedback by buyers

even after having a problematic or fraudulent experience with an opportunistic Beé¢



majority of sellers obliquely or explicitly stated fear of feedbac¢&hagion (i.e. tit-for-

tat) as the reason for not leaving negative feedback on the seller. Several(buy
escalated situations) indicated that the seller implied retaliation mile-smould any
complaint be made. Buyers that made negative feedback almost universallgdecei
retaliatory negative feedback from the seller. The most frequent responsyeaipy

the opportunistic seller to any communicated question or complaint was to ugeatece
tactics to disarm, confuse or place the buyer on the defensive (see Figure 3). The
deception tactics used were concealment strategies (masking, repgctlagaiing, and
red flagging) and simulation strategies (mimicking, inventing, decoyirtgdanble-

play) (Johnson, Grazioli, & Jamal, 1993).

Feedback From / Price Date / Time

@  She taped both together and stuck on shigping label Stainless scratched badly Buyer buyedt (160 %) Aprd108 1229

v Reply by sellet (Apr02:09 08:55)

IKEA Magnetic Kitchen Knife Holder Grundtal Tools Rack U5 .94 Wigw Item

Figure 3. Example: Seller Using Decoying Deception Tactic in Response to Negative Feedback

The most interesting result from the forensic analysis of the opportueiiticvgas a
new discovery about buyers’ feedback data (feedback rating and feedbackmthmme
Nikitov and Stone (2006) found buyers sometimes embedded negative comments in
positive feedback as a means of avoiding feedback-retaliation. They retetines t
category of positive feedback as “negative-positive” type feedback. Hoemioof
negative-positive type feedback is best understood by viewing a side-bysigareson
of positive, negative and negative-positive examples.

This is an example of a typicpbsitivefeedback from a buyer (see Figure 4).



Feedbhack From / Price Date / Time
@  Great product, great price; shipped & deliversd guickly. Thank you! Buyer:  buyerd1 (8) Wlar-24-09 19:43
WAFFLE WEAWE HORSE SHEET - COLOR HUNTER GREEM/BURGUNDY  US §10.00 iew lterm

Figure 4. eBay Sample Positive Feedback From Buyer

This is an example of a typicaégativefeedback from a buyer (see Figure 5).

Feedhack From / Price Date / Time
Seller shipped wrong item. | shipped it back, but NEWVER got my money back. Buyer  buyer1 (83 May-23-09 21.28
MEW [KEA SARITA WINDOW PAMEL PAIR SHEERS ORAMNGE 57X08 s §7.00 Wiew ltem

Figure 5. eBay sample negative feedback from buyer

This is an example of a typicaégative-positivéeedback from a buyer (see Figure 6).

Feedback From / Price Date / Time

@ Wasn't what | expected, but worked for what | needed them for.  Buyer. buyerd1(4) Jun-11-03 21:25
5 lkea Magazine File Storage Organizer Holder Box Rack S §0.99 e [tern

Figure 6. eBay Sample Negative-Positive Feedback From Buyer

Nikitov and Stone (2006) found that negative-positive feedback postings contained
hidden signals to the buyer community about a problematic or fraudulent seller. The
composition of negative-positive feedback included both positive and negative aspects of
a transaction. Negative-positive complaints were usually in the formdteva$ pleased
with X, but unhappy about Y for the transaction” or “| was unhappy about Y, but was
pleased with X for the transaction.” Typical examples are “Good productobut sl
shipping” and “Took 7 days and 2 messages before replying to my email, but product was
well packaged.”

In their forensic analysis, Nikitov and Stone (2006) viewed negative-positive ¢kedba
as a hidden signal to the buyer community about a seller; utilizing fdedbatent
analysis they were able to expose indicators that the seller was plyt@ntiblematic or

fraudulent. Their research was limited to performing in-depth forensicgsanaf a
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single opportunistic sellef.he concept of using negative-positive feedback as a signature
to identify potential opportunistic sellers in an online auction population was never
explored.This gap provided a narrowly scoped and tightly bounded area for research
with a goal otthe early detection of online auction opportunistic sellers through the use
of negative-positive feedbadhow to measure the success of using a negative-positive
signature for indentifying opportunistic sellers is a little more problendaie to eBay
confidentiality rules. The implications of this problem are explored iMigodology
chapter along with a verification rationale and implementation techniques.
Feedback-retaliation has been explored as noted in prior citations bytadaudfi
academic research studies since the inception of eBay in 1995 (Bolton, Greiner, &
Ockenfels, 2009; Dellarocas & Wood, 2008; Resnick & Zeckhauser, 2002). The buyers at
eBay have been vocal on issues about feedback policies through direct e-mail
communication to the company and postings on discussion boards. In January 2008, eBay
responded by announcing a fundamental change to the feedback system. Seflers coul
leave only positive or neutral ratings for buyers. That means buyersreere feave
negative feedback without fear of feedback-retaliation (Ambach, 2008).
Logically, buyers should have responded by providing negative feedback when
appropriate. Although the new policy has been in effect for over two yeastaths
guo remains — eBay still reports less than 1% negative feedback; most meaveeas
99% or higher feedback rating; and the percentage of fraudulent transactionsestui
rise (Gregg & Scott, 2008). Obviously the number of opportunistic sellers is imgeasi
and buyers are still reluctant to provide explicit negative feedback. Fremnéhi

conclusion can be drawn that buyers are continuing to use negative-positive kessxibac
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means to signal the community about potentially opportunistic sellers. Ergodhéide
early detection of online auction opportunistic sellers through the use of negaditige
feedback remains viable even under the modified feedback system.

Relevance and Significance

Understanding and identifying occurrences of online deception is crircal f
increasing participation in online auctions and other forms of e-commercetias\of
fraud will leave the online auction market and potential new customers withhold
participation based on fear of becoming a fraud victim (Nikitkov, 2006; Pennington,
Wilcox, & Grover, 2003).

Investigating online deception is important as deception in any foha enemy of
trust and some degree of trust is required for all business transactionsl{@&ra
Jarvenpaa, 2000). Opportunistic sellers use deception tactics to create an illusion of
trustworthiness to the buyers’ detriment. A goal of this research stugliovirelp online
buyers and online auction vendors to identify sellers who are unworthy of thgir tr

According to the Federal Trade Commission, the number of consumer complaints
about online auctions has been growing annually. Their latest report indicateé39%
of all Internet fraud complaints filed by the National Consumers Leagueelated to
online auctions ("Online auction fraud complaints still rising, says consuntendaa,"
2004). Losses due to fraud in online auctions range in the hundreds of millions of dollars
annually. As with most type of frauds, a significant amount of fraudulent aaswvigver
reported by the victims.

The size of the online auction market is immense, but difficult to pin down to a

specific figure as many are privately held. An idea of its scale canWwa th@an eBay’s
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2009 SEC Annual filing showing an income of $8,727,362,000 ("Form 10-K for eBay for
2009," 2010). The 2009 IC3 Internet Crime Report found a 22% percent increase in
Internet fraud complaints compared to 202809 Internet crime repgr2010). IC3

reported that monetary losses from Internet fraud increased over 210% imégrsa

period rising from $264,600,000 in 2008 to $559,700,000 in 2009.

Barriers and Issues

No matter how successful the research study for early detection of oppartunisti
sellers, efforts to deter fraud by developing new detection techniguetsoh like a new
military stratagem. The advantage will shift back and forth between the offiedgbe
defense, depending on the adoption of new behaviors and technologies driven by how
much each side gains if it wins.

Detection of negative-positive feedback by buyers required the examination,
interpretation, and categorization of each buyer’'s feedback comment tewdtuial
language communications are variable in form, subject to contextual use, can be
incomplete, and prone to errors in spelling and/or grammar; it was nectesganspose
the relevant written text into a formatted and coded structure. A codedisgrpobvides
data uniformity and enables automated analysis. Normally, the diffisulgsigning an
appropriate structure to capture all the components that could be found whemiperfor
the contextual analysis (Krippendorff, 1980). In this case, the design of the stwasure
greatly simplified by use of just two categorical codes. The absenceaifveegositive
feedback in a buyer’s feedback comment text was coded as N (No). The presence of

negative-positive feedback in a buyer’s feedback comment text was coded as)Y (Y
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Studying online auction deception is problematic as with other deviant behavior the
successful perpetrators work hard to avoid detection. An opportunistic sellempidye
deception tactics in order to mask his/her behavior and illicit activities.e Theeeption
tactics will include the use of concealment strategies (masking, rgpagkdazzling,
and red flagging) and simulation strategies (mimicking, inventing, decoying, and-double
play) (Johnson, et al., 1993). Although the objective of deception tactics is concealment
or misdirection, the presence of deception tactics was used to advantage. The primar
mode of communication between buyer and seller in an online auction is via written tex
This text can take the form of internal correspondence - feedback commergplaesd r
to feedback; or external correspondence via e-mail. Detecting thessalage of
deception tactics by examining the written texts provict@doborating evidence
supporting the identification of a potential opportunistic seller found by using aveegat
positive signature. The textual communications were in natural languagat ferth
complex overtones and subtle nuances which precluded any easy method for
representation in a coded structure. Automated textual analysis currenlimited
capabilities and significantly less than a 100% rate of accuracy (idijidtno,

Kusumura, & Nishida, 2006; Lee, Jeong, & Lee, 2008). Therefore, processing of these
types of textual communications required human review and interpretation. Redhgcing t
subjectivity of interpretation required evaluation of each communicationuttypia
reviewers and creation of evaluation rules for uniform results.

Because of confidentiality rules, it was not possible to acquire data direatlgBay
on any members. Mimicking the actions of Nikitov and Stone (2006), publicly available

data from the eBay website was gathered — transactions, feedback, fatadpack
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comments, and seller replies (to buyer feedback comments). It was passiblerhate
the mechanics for the data gathering process by using a spider-like prognawltthe

eBay website and extract publicly available data. This technique hadyabreen used

successfully by multiple prior researchers (Almendra & Schwabe, 20@8jig-Reiley,
Bryan, Prasad, & Reeves, 2007; Pavlou & Dimoka, 2006; Zhang, 2006).

In a court of law the degree of difficulty and legal criteria to proveetlsgecific
fraudulent action was performed is less than proving intention as in “intent to défraud.
Similarly developing a new method which shifted through prior transactadsitify
potentially fraudulent activity that had occurred was significantly etisaa attempting
to predict fraudulent intent for items being offered in auction. Most opportureditcss
for practical reasons employ a long-term strategy of exploiting pheilbuyers over an
extended period of time, rather than use a one-time “take the money and runy strateg
(Nikitkov & Stone, 2006). Two practical reasons are the increasing levefiotittif in
setting up a new eBay userid and the time required to establish a “good” mputati
order to deter fraud, eBay has continued to tighten the verification requirements for
creation of new eBay userids and has improved detection of attempts to creigie mul
userids by one person. Therefore the new method took advantage of historical
information and was forensic rather than predictive in design. Even when using a
forensic method, definitive labeling of an online auction member as an opportunistic
seller was not possible. This was because confirmation was not avaitablth&
sources with authority — eBay or court rulings. What could be stated walsdlsgecific
member exhibited the behaviors and actions characteristic of an opportunistiarse!

therefore had a high probability of actually being an opportunistic seller.
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Definition of Terms

Amazon Mechanical Turk (AMTA crowdsourcing system in which requesters post
Human Intelligence Tasks (HITs) then workers do the HITs, submit tbhks;esnd

receive a small payment ("Amazon Mechanical Turk," 2010).

Buyer— A member who buys an item from a seller using the online auction ("eBay
glossary," 2010).

Category Listings- ltems are organized by placement into predefined categories,
subcategories, etc. Example category: Computers and Networking (je3sary,"

2010)

Feedback For each transaction a buyer/seller can choose to leave an opinion about the
other party’s performance for the transaction. Feedback is composed of twe parts
rating (Feedback Rating) and an optional text comment (Feedback Comment). A rating
can be positive, negative or neutral ("About feedback," 2010).

Feedback Commentlt is part of Feedback consisting of an optional text comment
("About feedback," 2010).

Feedback Profile A webpage that shows all of a member's information — Feedback
Score, Feedback Rating, Feedback Comments, list of items sold, etc. ("Alhadeé
2010)

Feedback Rating It is part of Feedback consisting of a rating which can be positive,
negative or neutral ("About feedback," 2010).

Feedback ScoreFeedback score is a number (from zero to infinity) used to measure a

member's reputation on eBay based on the total number of previous sales or purchases
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that were given feedback by the other party ("eBay feedback scoresasthysur
reputation,” 2010).

Feedback Type Also know as Feedback Rating. It can be positive, negative or neutral
("About feedback," 2010).

Feedback-RetaliationNegative feedback that is left in response to negative feedback
from the other party (Nikitkov & Stone, 2006).

Fraud - Any act of deception carried out for the purpose of unfair, undeserved and/or
unlawful financial gain. This term has been broadened for the purpose of thesstudy a
when the seller imposes a cost on the buyer for which other potential buyers should be
aware of when considering purchasing from that seller (author).

Gold Standard Data Collection of preselected data that have a known set of answers
produced by one or more individuals who are trusted and a domain expert (Sorokin &
Forsyth, 2008).

Human Intelligence Test (HIF) A task that a human requester asks a human worker to
complete that is simple for a human to do and inherently difficult for a computer to do
("Amazon mechanical turk requester best practices guide,” 2010)

Member— A person who has created a profile on the online auction website. A member
has a userid and password for providing secure access to the online auction fuketions |
buying or selling, review or leave feedback, or updating personal informé&tiBay(
glossary," 2010).

Negative-Positive FeedbaekThe use of embedded negative comments in positive
feedback by a buyer as a means of avoiding retaliation from the d&kegkdv & Stone,

2006).
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Online auction- Is a business model in which members bid for products and services
over the Internet. Example: eBay (Bajari & Hortacsu, 2004)
Opportunistic seller A person who attempts to negate online auction safeguards and
exploit buyers for monetary gain (Nikitkov & Stone, 2006).
Reputation- The culmination of feedback that a member receives in an online auction
(Resnick, Zeckhauser, Swanson, & Lockwood, 2006).
Seller— A member who sells an item using an online auction ("eBay glossary," 2010).
Transaction- Either a sale or purchase made by a member ("eBay glossary," 2010).
Userid- A unique moniker or name used to identify a member of the online auction.
Most online auctions allow the person to choice his/her own userid ("eBay glbssary
2010).
Summary

Researching online auction deception is problematic as with other deviant behavior
the successful perpetrator works hard to avoid detection. An opportunistic séller wil
employ deception tactics in order to mask his/her behavior and illicit &divithe
research study investigated if the presences of subtle buyer behaviofamtod
negative-positive type feedback comments are an inter-buyer signalimglitett a

seller is behaving fraudulently.
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Chapter 2

Review of the Literature

Reputation Systems

The corpus of this research concentrates on two areas of literature. fTise firs
asymmetric information and second is reputation system design. Asymmgtrination
is a situation in which the seller knows relevant information about a product that the
buyer does not know (Akerlof, 1970). This creates an imbalance of power in transactions
which can sometimes cause a transaction to go awry (adverse selectiakpa buyer
reluctant to risk engaging in a transaction (moral hazard). Reputation systensed in
online communities when a member has no prior knowledge or experience interacting
with another member. In this type of situation, it is often helpful to make aatecis
whether or not to interact with a member based on the prior experiences of other
members. Reputation system design as the name implies is the processngf creat
appropriate mechanisms to enable a reputation system to function effectively.

Asymmetric information regarding products or sellers has a major irapacarket
exchange which can result in a market collapsing or failing (Kauffmano&d/2000).
Reputation and reputation mechanisms play an important role in reducing information
asymmetry. These mechanisms facilitate buyer’s trust and reducskfienm the
community of sellers which enables buyer-seller transactions (L&iartinelli,

1998).



19

Each of the two asymmetric information models takes into consideration adverse
selection and moral hazard. Reputation mechanisms have different roles in dwmch of t
two models. For adverse selection the role of a reputation mechanism is in kbedping
community to learn the initially unknown character (i.e. honesty) of a member
(Dellarocas, 2003b). In a moral hazard setting, the objective of reputationmsachas
promoting cooperative and honest behavior among sellers and buyers by the threat of
future punishment (Shapiro, 1983). As Cabral (2004) stated, typical reputation
mechanism models that incorporate reputations are based on Bayesian updating of
beliefs. In other reputation models trust is modeled through repeated interactioyn a
the possibility of punishing inappropriate actions in a moral hazard settingdbBeam
1989).

In an online auction, a reputation system is the primary means to inducessellers
buyers to behave cooperatively. A reputation system’s mechanism enablebtytne
to condition behavior on a seller's current actions. A reputation system can work as a
feasible and less costly substitute for legal enforcement for online au®mhkes(&
Dellarocas, 2003). A reputation system serves as a proxy for the tranddustorg that
would be developed between buyers and sellers over the succession of repeated
interactions (Resnick & Zeckhauser, 2002).

Resnick and Zeckhauser (2002) demonstrated the problems of low feed-baadkdrates a
potential reporting biases. Based on their work other researchers propobseaisras to
solve these problems. One technique employed a monitoring mechanism. Ba, Whinston,
and Zhang (2002) suggested a Trusted Third-party (TTP) mechanism whidddentai

issuing certificates to sellers and buyers. Dellarocas (2003b) proposed cladigiimmg
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fee contingent on a seller's announced expected quality then rewarding thigeselteon
the announced quality compared to the posted rating by the buyer. Both mechanisms
were designed to discourage sellers from lying about the true qualifyrofiact.

A second mechanism design attempts to promote honest behavior and facilitate online
auction transactions between sellers and buyers through peer-provided feedbeack. Mi
Resnick, and Zeckhauser (2005) proposed a peer-prediction technique by comparing the
likelihood assigned to a reference rater's possible ratings to the refextanseactual
rating. Jurca and Faltings (2007), Papaioannou and Stamoulis (2005), and others
proposed reward and punishment systems that induced both sellers and buyers to report
truthfully. Two drawbacks to the feedback concept is failure of peers to respond
truthfully and positive bias caused by the missing negative feedback as iro€sdland
Wood (2008).

The third kind of mechanism accounted for the missing reports through a
computational mechanism. Dellarocas and Wood (2008) designed a sophisticated
computational mechanism to remedy distortions introduced by reporting bias. Their
mechanism required buyers to take missing feedback into consideration.

A reputation system must meet three challenges. First, it must provide indormat
that allows buyers to distinguish between trustworthy and non-trustwortasssel
Second, it must encourage sellers to be trustworthy. Finally, it must hawehamsen to
discourage participation from those who are not trustworthy (Resnick, Kuwabara
Zeckhauser, & Friedman, 2000). A number of empirical studies of eBay'’s reputati
mechanism have been conducted almost entirely focused on buyers’ response to

published feedback. Multiple studies have estimated the regression of sale m&cks ba
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on seller feedback characteristics. Surveys containing these resulis found in Bajari
and Hortagsu (2004) and Resnick, Zeckhauser, Swanson, and Lockwood (2006). The
contributing factor of these studies is their tangential remarks about reefgatdback —
lack thereof, effects on sellers, effects on buyers, hints about retaliation, e

Analyzing eBay’s imperfect reputation mechanism has been the subject of much
research. McDonald and Slawson (2002) noted that eBay’s reputation systemdeveal
only a portion of a member’s private information due to some members’ unwillgigmes
provide feedback. eBay members have little incentive to leave feedback once a
transaction has been completed and often they do not bother to do so. Members have
incentives not to provide negative feedback when appropriate for fear of reyaliator
feedback.

Cabral and Hortagsu (2004) created a basic theoretical model of eBayagioaput
mechanism that featured both adverse selection and moral hazard. Their mods#kdugge
when in equilibrium a seller’s reputation was positively correlated witerssffort
(honest sellers rewarded and opportunistic sellers punished). The authors’ m@del al
suggested that sellers, specifically opportunistic sellers, had incetatitasy" a
reputation by engaging in purchases rather than sales. Cabral and Hdsa¢sieal that
eBay’s feedback system though functional was not optimal.

Feedback

Feedback comments from an online auction should be viewed as a narrative-textua
representation of a user’s reputation. A single feedback type rating cannoeadpthe
information about a transaction as the impressions of buyers and sellerscakytypi

nuanced. Assume for the moment that there are two buyers - one only moderately
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satisfied regarding the purchase and another buyer ecstatic. Both bayérswarmally
select positive for feedback type because the transaction would have beeredaseiv
positive. The feedback type of positive does not truly capture the essence of the
transaction. A better understanding of the experiences of the buyers could be found by
examining the text of their feedback comments. For example — moderatelyBayry

A might write “Product OK, but delivery slow.” While the ecstatic BuBanight write
“Great product and shipped fast!” With a traditional numerical reputatiomsyBigyer

A and Buyer B would be deemed identical in terms of their purchasing expenbiote

not the case. Research into feedback comments provides insights into online auction
transactions (Paviou & Dimoka, 2006).

Prior research for online auctions include studies focused on the buyer response to
published feedback. The interaction of sale price with buyers’ feedback types and
feedback comments has been reviewed by multiple researchers includimgpaid2nd
Slawson (2002), Melnik and Alm (2002), Resnick and Zeckhauser (2002), and Resnick,
Zeckhauser, Swanson and Lockwood (2006). Whether quantitative aggregate summary
ratings (feedback score), feedback type (i.e. negative, positive or neufesjliback
comment (detailed text reviews), the consistent recommendation for mgun@gutation
in online auctions is maximize the positive and minimize the negative for feedipack t
and comments (Melnik & Alm, 2002; Pavlou & Dimoka, 2006; Resnick & Zeckhauser,
2002; Resnick, et al., 2006). It has been shown that negative information has a greater
impact than positive information on buyers. This bias of focusing on negative comments
and giving much greater weight to negative information in decision making has bken w

documented (Ofir & Simonson, 2001; Poortinga & Pidgeon, 2004; Weinberg & Davis,
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2005). The finding of a negative bias only further emphasizes the importance afdeedb
in online auctions as feedback types and comments tend to be permanent or very long
term. A typical example is eBay’s feedback policy which clearly sthtdsfeedback

ratings and comments are generally a permanent part of a membetadieBdofile
("About feedback," 2010).

One basic tenet of social psychology is people look to others for guidance in resolving
uncertainty in their judgments (Festinger, 1954). Theoretically undergte ri
circumstances individual judgment can be improved by listening to others. One of the
most ancient techniques in human society to gather additional information from others is
the use of word-of-mouth. Word-of-mouth is the most credible, objective, and influential
means for exchanging feedback information and building trust since this type of
communication among impartial buyers is unlikely to be biased or profit-di€eami(s,
et al., 1977). Reputation systems incorporate feedback to build artificialofronduth
networks in which individuals can share opinions and experiences (Resnick, et al., 2000).

The feedback mechanisms found in the reputation systems are changing people’s
behavior in subtle but important ways. Based on anecdotal evidence, people are now
increasingly relying on opinions posted on reputations systems in order to maerdeci
on selecting an honest seller, financial investments, and entertainment ¢Bbiceg
2008). Even if buyers have slightly different understandings of what constitutes honest
seller behavior, it is possible to identify a broad set of feedback commentsribptray
of buyers would agree conveys honest seller behavior (Pavlou, 2002). Evidence from
prior research studies suggest people tend to rely on the opinions of others, even in the

presence of their own personal information (Banerjee, 1992). A traditional auctésn rel
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on direct reciprocity as in “I trust you because you were trustworitiyme before.” An
online auction relies on indirect reciprocity as in “I trust you because ya wer
trustworthy with others before.” In both cases past trustworthiness isegyisste for
future transactions. It is the information about reputation that enables trusiucinig a
reciprocal response (Dellarocas, 2006; Hendershott, 2006).

Trust

Trust is an essential element in forming and maintaining commerciamstaps
(Nah & Davis, 2002). Trust is particularly challenging to develop in an online context
like an online auction (Cofta, 2006). The converse of trust in the online auction
environment is fraud. As a result trust and fraud have become important topics in online
auction research. Lansing and Hubbard (2002) and Albert (2002) examined possible
techniques to mitigate fraud through regulation. Bywell and Oppenheim (2001)
recommended bidders be more aggressive in pursing fraud complaints against sellers
While fraudulent behaviors like competitive shilling, reserve price sgjllbuy-back
shilling, and false bidding have been investigated by researchers like lqaudmd
Wood (2005) and Dong, Shatz, and Xu (2009).

For online auctions, trust translates to a good reputation in the form of positive
feedback ratings and feedback comments. A seller’s poor reputation can detsr buyer
from participating in an auction (Brinkmann & Seifert, 2001). There is canfiict
research results on the effect of reputation on price paid. Melnik and Alm (2002) and Ba
and Pavlou (2002) showed a correlation of reputation score increasing with the mtice pai

by a seller. While the latest research from Kauffman and Wood (2006) could not find any
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significant effect of reputation on price. The conclusion is that there areuntkr@own
factors which are increasing or reducing the effect of reputation on price.
Fraud

The number of people being victimized by deceptive practices over the Internet
continues to rise (Grazioli & Wang, 2001). Auction fraud is a problem that has been
getting increasingly serious. The anonymity provided by online auctions erfagtering
deception as the deceiver is able to disassociate himself/herself fraectieing
message (Bowker & Tuffin, 2003). On the Internet, high anonymity is possible making i
difficult to assess identity and accountability regarding deception. Ongavir@a number
of Internet frauds grew more than 250% annually (Grazioli & Jarvenpaa, 2003). The
Internet Crime Complaint Center (IC3) which was created by the FedeedBaf
Investigation and the National White Collar Crime Center has received aasimgre
number of complaint submissions each year.

The limited research that has been conducted has been unable to suggest systematic
approaches in detecting or preventing online auction fraud. Some researchers have
categorized online auction fraud into different types, but they have not constmgted a
formalized methods to deal with them (C. Chua & Wareham, 2004). Work has been done
in other research areas related to online auction fraud detection - reputateonss
(Melnik & Alm, 2002; Resnick, et al., 2000; Resnick, et al., 2006), graph mining
(Zacharia, Moukas, & Maes, 1999), and trust (Gyongyi, Garcia-Molina, & Pedersen,
2004).

Research into feedback text comments is arguably more important than aggregat

feedback ratings or scores because it can provide greater insights into thereavi
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character of sellers and buyers. However, it is only recently trednadshas been
undertaken specifically on feedback text comments and their impact on reputation
systems in online auctions (Bolton, Katok and Ockenfels 2004; Bolton, Loebbecke and
Ockenfels 2008; Dellarocas 2003; Resnick and Zeckhauser 2002; Resnick et al. 2006).
Consumers read and place significant weight on detailed reputation systezntslée
the feedback text comments found in a seller’s reputation feedback (Weinberg &
2005). This finding was supported by Pavlou and Dimoka (2006) who reported that
buyer feedback text comments in online auctions had a greater impact on & seller’
credibility and benevolence than did aggregate “crude numerical” measurgs. The
advised online auction members to attract outstanding (i.e. extremely posigabatk
text comments to avoid receiving abysmal (i.e. extremely negatigdpéck text
comments. These research studies confirm the importance of feedback texntomme
and provide supporting evidence on the continued use, role, and value of negative-
positive feedback comments to buyers in online auctions.
Textual Analysis

Contextual analysis is a systematic method for analyzing data in argiaad way
(Weber, 1990). Contextual analysis can be applied to classify key ideas in any
communication media — written, audio, and visual. The textual analysiss used
when contextual analysis is applied to written communication. What makes il tex
analysis technique powerful and effective is its use of coding and catagmizhe data
(Krippendorff, 1980). Coding is the marking of words or text passages with alphanumeric
codes. The codes are used to create categorical variables reprebentinginal textual

information. The resulting categorical variables can be analyzed usingrstatatestical
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methods. One problem experienced by prior researchers working with feedback

comments was finding a technique to extract nuances, inferences, and irtforinoeti

the provided textual data. The technique of choice by prior researchers tdhsolve t
problem was textual analysis.

Summary

For online auctions a feedback system is the reputation mechanism useddtefacil
buyer’s trust and reduce the risk from the community of sellers which enalgkss bu
seller transactions. Identifying online deception is important as decaptory form is
the enemy of trust and some degree of trust is required for all business ibassact
Opportunistic sellers use deception tactics to create an illusion of trtistvesss to the
buyers’ detriment. The problem is that identifying sellers that exméitiulent behavior
is difficult as they constitute only a very small percentage of the emtiiree auction
population and are elusive adapting their behavior to avoid detection. The issue with
online auction fraud is further compounded as number of occurrences and resulting
monetary losses has increased every year. As a result trust and frabedave
important topics in online auction research.

Research in online auction fraud is primary based on three methodologies — economic
modeling, legal analysis, and analyses of online auction lists (Wood, 2004). iAgalyz
the feedback ratings and comments provided by buyers on a seller in online aststion |
is a common track taken by many prior researchers. Each succeeding group of
researchers has applied ever more varied and sophisticated techniques Usejotnek
ratings and comments provided by buyers and sellers to analyze user interasgons

behavior, and attempt to identify potentially criminal activity.
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Chapter 3

Methodology

Preface

When conducting the research study, the initial plan was to use dedicated raters as
evaluators and coders for the duration of the work to be done. Based on best practices, a
pilot test was performed to estimate the time required and cost of perfdhmaing
research. The results of the pilot test indicated using the traditional mettedicdited
raters was not viable due to the excessive time of 175 days and estimated codt5®. $37
An alternative method of crowdsourcing was found, determined to be viable, and used to
perform the required work for the research study.

The pilot test was based on the methodology details for the dedicated raters.
Significant portions of the alternative method of crowdsourcing were basée on t
methodology details for the dedicated raters. As a result, the Methodology chapter
contains details for both methods which are referenced accordinglytzd fitan” for
using dedicated raters and “alternative plan” for crowdsourcing usimagzén
Mechanical Turk.

Introduction
Research in online auction fraud is primary based on three methodologies — economic

modeling, legal analysis, and analyses of online auction lists (Wood, 2004sEaech



29

study focused on analyzing the feedback comments provided by buyers on aseller i
online auction lists. The objective of the research was to determine if tleapees
negative-positive type feedback comments by buyers is a predictor tharassell
behaving fraudulently. A diagram showing an overview of the research methodafogy c
be found in Appendix A.

Research Questions

The research study focused on the determining if negative-positive tgpadke
comments by buyers are a predictor that a seller is behaving frauduldémég.research
guestions were used in framing an answer for this primary question.

There is a need to determine if the presence of negative-positive type feedback
comments by buyers is a predictor that a seller is behaving fraudulently:

Research Question 1 (RQ1): Does negative-positive type feedbaclectnfiom buyers
predict evaluators’ consensus of seller fraudulent-type behavior?

If the presence of negative-positive type feedback comments by buyeredschor
that a seller is behaving fraudulently per RQ1, then need to determine if therrmimbe
negative-positive type feedback comments found for a given seller is a bdkes for
strength of the predictive relationship. The form of the predictive relationshld be
linear or non-linear:

Research Question 2 (RQ2): Does the number of negative-positive type feedback
comments from buyers predict evaluators’ consensus of seller fraudulent-type behavior?

Any patterns found in the presence of negative-positive type feedback conmaents

seller’s transaction history could provide additional insights into selleoahdyer
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behavior; or be used to augment the accuracy of negative-positive type feedback
comments as a predictor per RQ1:
Research Question 3 (RQ3): For each seller will negative-positiesfégulback
comments from buyers fall into a pattern?
Defining Fraud

This raises the question — What is fraudulent? The definition of fraudulent per the
Merriam-Webster dictionary is "characterized by, based on, or done by fraud"
("Merriam-Webster's collegiate dictionary,” 2005). The online auction aognpBay
defines “fraud” as the seller’s failure to deliver the sold merchandise detivery of
the item in physically bad condition ("eBay buyer protection plan,” 2010). For this
research study, fraud was defined in broader terms than eBay does. The terms
"fraudulent” and "problematic” transaction were used interchangeabhydseach of
theeBay User Agreemeftontract) that comes at a cost to the buyer ("Your user
agreement,” 2010). If the seller ships an item later than agreed upon without sangnbur
the buyer for the delay, late shipping constituted fraud. If merchandisesdiffer the
item’s auction description in make, model or condition (i.e. used vs. new), the seller
committed fraud. If the seller does not explicitly state that the iteratigenuine (i.e. a
copy), the seller committed fraud. If any deficit attributes of the praghechot explicitly
stated (i.e. headphones with a six-inch cord rather than the standard threea six f
cord), the seller committed fraud. A fraudulent transaction does not exclusigaly
that a seller collected the buyer's money and then failed to ship thd-itend was
viewed as the seller imposing a cost on the buyer for which other potential buyers should

be aware of when considering purchasing from that seller.
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The logic behind broadening the definition of fraud as committed by an opportunistic
seller becomes obvious once the content of feedback comments and anecdotal evidence
of postings on eBay’s discussion boards are reviewed. Although a seller’s actiootmay
be a breach under the legal terms oféBay User Agreemeniuyers have shown that
they are sensitive to any questionable action (or lack of action) by a Betladening
the definition of fraud was also supported as most complaints filed with the FTC as
Internet auction fraud report problems are with sellers who fail to send thhandise;
send something of lesser value than advertised; fail to deliver in a timely manfze!
to disclose all relevant information about a product or terms of the sale ("@uaktien
fraud complaints still rising, says consumer watchdog," 2004). Similar tcoMi&itd
Stone (2006), the preliminary evaluation of feedback comments and postings on eBay’s
discussion boards indicated that buyer complaints could be categorized as — product,
shipping, communication, and other (hon-specific).

Research Design

The research study implemented a correlational research desigamusiugpmated
data collection agent (Creswell, 2002). The research study required thaiertand
analyzing of data that met predefined qualifying conditions from immdsisesets.
Manually sifting through data sets of this magnitude was not practical dioe tione and
labor required to extract the qualified data. Instead customized softwargannthef an
automated data-collection agent was used to search, locate, and extractfied datd
from the data set (Allen, Burk, & Davis, 2006). The objective of the researclowas t
determine if the presence of negative-positive type feedback comments by buye

(independent variable) is a predictor that a seller is behaving fraudylgeplyndent
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variable). The correlational research design provided for discovelatpnships
between variables, measuring the degree and direction of relationships, anaefrom t
discovered relationships predictions could be made.

Selection of Research Design

There are two basic types of research - experimental research angheomental
research. Each type of research answers different research questiorssatitferent
research designs to collect data (Creswell, 2002). Experimental redeargns are
composed of true experimental and quasi-experimental. Non-experimendathese
designs are composed of observational and correlational. The selection of the non-
experimental correlative research design was primarily due to dotstrdnich
eliminated alternative research designs.

In the research study, a true experiment would violate ethical stantlaeds
researcher wanted to determine if a buyer will leave negativeymosipe feedback
comments as an indicator that an opportunistic seller had behaved frauduiehtty.
hypothetical true experiment, one would start with a sample population of selters
divide them randomly into a treatment group (asked to make only fraudulent sales) and a
control group (asked to make only honest sales). After a period of time makingpsales
the unaware buyers, the researcher would conduct a review of the buyer feedback
comments for both seller groups. Needless to say, such an experiment would violate
common ethical principles and criminal statutes.

A quasi-experimental design is one that looks like a true experimental desligeckbut
the key ingredients of manipulation and random assignment. The most commonly used

guasi—experimental design is non-equivalent groups design. Due to the source of data
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(extracted from website pages) and type of data (historical tramsémgis), it is
impossible to perform the required pre-test, treatment, and post-test fos#ascre
design. Other researchers like Bajari and Hortacsu (2005), Brown, Forin and Rhodes
(2009), and Kauffman and Lee (2009) have used crawlers to collect data frorrewebsi
pages, performed online auction focused research, and explicitly declareédgbanch
design as quasi-experimental. However, upon closer examination the term quasi-
experimental could only be loosely applied as all the required components —{ pre-tes
treatment, and post-test were not present.

Non-experimental designs are used to describe, differentiate, or exasociatamns,
as opposed to direct relationships, between or among variables, groups, or situations.
There is no random assignment, control groups, or manipulation of variables, as these
designs use observation only. The most common non-experimental designs are
observational and correlational studies.

The observational design is based on gathering detailed information about behavior.
Typically this is done by direct or indirect visual observation by the reseafttie
study subjects. As the data source was website pages and type of datdonaalhis
transaction logs, there was no observable behavior rendering this resessyomueot.

A correlational research design focuses on investigating the existehtteealegree
of a relationship between two or more quantitative variables. If two varialelésgily
related, values of one variable could be used to predict values on other variable. The
objective of the research was to determine if the presence of negative-gprive
feedback comments by buyers is a predictor that a seller is behavinddrdalyd he

definition and functionality of the correlational research design madeoptiraum
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choice for the research study. Selecting and combining the correlagepalch design
with a data collection agent provided another advantage as analyzing only a sabhset of
available data increases the validity of the resulting conclusions, provideédelsatbset

of data is based on tightly defined and narrow conditions. The extracted subsets can
provide evidence for stronger conclusions regarding causality than uninformedsanalys
of the entire data set (Creswell, 2002).

Limitations of Correlational Research Design

The correlational research design does provide the ability to detect patterns
relationships among variables (i.e. Is X related to Y?). Relationshipsdretvariables
are discovered through the use of correlational statistics. Thesensias could be
linear or non-linear in form. The correlation coefficient can provide a measure of t
degree and direction of relationship. From the discovered relationships predictidres ca
made.

Correlational research design will not identify the causes or reasons @istrged
behavior. This is because a correlational relationship between variables could be the
result of an outside source. Based on this possibility, it must be understood that the
correlation does not necessarily explain cause and effect. Hence the-maxim
Correlational does not equal causation (Aldrich, 1995).

Under certain conditions, it may be possible to have a high degree of confidence that
there is causality between two variables. Determining the direction of itaesal be
difficult or impossible to quantify. Casual direction can be hinted if informabonita
time is available. This is because a cause must precede its effectslassier ¢

Newtonian physics and natural laws. The type of data to be used is time-stamped
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historical transaction logs which provide the possibility of indicating the aireot
causality.
Data Collection

Prior published research investigating online auction fraud generalgddbagrt
identifying two groups of sellers based on their historical behavior patieudulent or
honest. In the research study, the sample population was obtained by using an dutomate
data collection agent crawling over the eBay website.

The optimum means to secure data for research would be having it directlydsupplie
by the company which is the source for the study — eBay. Unfortunately welBaot
provide data upon request to researchers. Prior researchers have also exjp#mnienc
problem and resorted to either manually collecting the data or using an actoiaiate
collection agent (i.e. web crawler or spider).

An Application Programming Interface (API) is an interface implemented by
software program to enable interaction with other software or a websst@ot
uncommon for commercial companies to provide APIs to allow other companies to
interact with their website for product availability, pricings queries;gfaurchase
requests, etc. Providing APIs allows the target company to control acpéssze
usage, and throttle dataflow. APIs are a recently available option for eBayybut ha
several issues that precluded their use ("Advanced research API," 2ahOugh the
eBay API software is free, usage based on number of API calls is meterdthegetic
appropriately. The second issue is that the eBay APIs are limited in fuitfiasao

what data can be retrieved. As the data collection process would require hundreds of
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thousands of API calls and possibly need to be repeated multiple times, thewaosbev
prohibitable.

The option most frequently chosen by prior researchers like Bapna, Goes, Gupta and
Jin (2004); Clemons, Hann and Hitt (2002); Easley and Tenorio (2004); Palmer (2002);
and Pavlou and Gefen (2004) was using a web crawler. A web crawler is a software
program that accesses a website and traverses through the site by fallenlings
present on the web pages. Although commercial web crawlers are availablegghe
and limited functionality forces most researchers to build a custom web crawle

The custom automated web crawler used in this research study was wrigea in J
object-oriented programming language. The web crawler was sphxgifleaigned for
the eBay website to retrieve web pages, parse the webpage to find the reqaired dat
determine if the found data met the selection criteria, and store the quddifaetbr later
analysis in a Comma Separated Variable (CSV) ASCI! file. Details ongbhecrawler
design for this research study can be found in Appendix B.

There are distinct advantages and disadvantages to using an automatededatancoll
agent compared to performing the task manually. An advantage of using an automated
data collection agent is the reduction of human error in the data collection process.
Agents collect more qualified data in a significantly shorter periodra then possible
manually. One disadvantage is that large quantities of superfluous or irreletzacdma
be collected — this was avoided by defining very specific constraints fofyiuebata.
Constructing a custom automated data collection can be a complex and time consuming
programming task depending on the data to be collected and the dispersion of data over

multiple linked web pages. There are potential legal issues of copyright intioglléata
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(Winn, 2005) or having an agent cause the equivalent of denial-of-service attack on a
website due to its processing demands (Mierzwa, 2005). eBay has pressed kgal suit
against commercial companies for using automated data collection agents, eithiasda
not restricted personal or research based use of automated data collecti®'aBeat
Inc. v. Bidder’'s Edge, Inc," 2000).
How Much Data to Collect on Each Seller

Prior research shows that recent feedback is the most influential on online auction
buyers and also indicated buyers rarely examine feedback text cwsnmegond the first
webpage (Dellarocas, 2003b). Nikitkov and Stone (2006) found that opportunistic sellers
for practical reasons employ a long-term strategy of exploitingpraulbuyers over an
extended period of time. Based on these two behavior patterns, it should be possible to
predict buyers will repeatedly be “caught” by opportunistic sellees/akence of
previous fraudulent actions are “hidden” from any prospective buyer’s view asothey
off the first webpage. From this it could be surmised that one charactistic
identifying a typical opportunistic seller is multiple occurrences of neggibsitive
feedback in his/her transaction history. Extrapolating on above suppositions, the multiple
occurrences of negative-positive type feedback comments should result in a “btinching
or “clustering” pattern. The actual existence of a pattern and its congias
investigated per the previously stated RE&: each seller will negative-positive type
feedback comments from buyers fall into a patt&imé@ forensic method of the research
study required the examination of a seller’s entire transaction historgten toridentify
any pattern. Therefore, the entire transaction history was collexteddh qualified

seller.
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Data Selection

The correlational research design provides for discovering relationshipgbetwe
variables, measuring the degree and direction of relationships, and from the eédcover
relationships predictions can be made. In the case of the research stwdyg dsted to
explore if there is a relationship between the presence of negative-posiévedgback
comments by eBay buyers (independent variable) and eBay sellers ideadifiehaving
fraudulently (dependent variable). The collected data was separatedargooups
based on the characteristic of the seller's behavior - honest and fraudulent.

The data sets behind the eBay website contain immense quantities of datby current
reported to exceed two petabytes ("eBay’s two enormous data wareh@04€3,' The
most recent numbers for eBay are from 2009 and show active registered usersycur
total 90,000,000 ("Form 10-K for eBay for 2009," 2010). Combine this with the fact that
fraudulent sellers constitute a minuscule number of the active registene taises
some obvious questions. What size sample population is needed? How can the
probability be increased that the sample population includes multiple fraudulerg%el

In order to build a sample population that contains sellers that behave honestly and
fraudulently, choosing the sellers randomly would not work as the probability ofdindin
even a single seller that behaves fraudulently (i.e. opportunistic selldd bewuery
small. Exactly how small can been seen by the 0.01 percent officially rebgreBay
(B. Cox, 2003; Konrad, 2005). The number only rises to 0.20 percent based on a research
study of eBay fraud by Gregg and Scott (2008). Nor does it appear that fraudulest selle

are evenly distributed across the thousands of sales categories availhlgl@Bay
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auction site. The distribution of fraudulent sellers appears to be skewed and focused on
specific categories.
Prior researchers have determined which specific eBay sales aadgue the
highest incidents of fraudulent sales (See Figure 7). Of particulaeshis the
Computers and Networking: PC Laptops and Noteboaksgory where one research
study found three-quarters of the survey respondents did not receive their comuter or

arrived damaged (Gavish & Tucci, 2008).

Category Researchers

Jin, G. and A. Kato (2008). "Price, quality andutgion: Evidence from an online field experiment."
Baseball Cards RAND Journal of Economie/(4): 983-1005.

IFCC (2001). "Internet Auction Fraud. WashingtorG;:DNational White Collar Crime Center and
Camcorders Federal Bureau of Investigation, 2001, ." Retrie6&d10, 2010, from
www.ifccfbi.gov/strategy/AuctionFraudReport.pdf.

Coins Finch, B. J. (2006). "Customer expectations inr@kuction environments: An exploratory study aof
customer feedback and riski8urnal of Operations Manageme2#(5): 985-997.
Com puters and Gavish, B. and C. L. Tucci (2008). "Reducing Intrauction fraud.Communications of the ACM
. 51(5): 89-97.
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PC Lapt n customer feedback and riskl8urnal of Operations Manageme2(5): 985-997.
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51(5): 89-97.

Figure 7. Prior Research on eBay Sales Categories

Which raises the question - Why is the skewed distribution of fraudulent sekeng of
interest? A brief analogy will help answer this. Imagine hunting for desmegedle in a
very large haystack. Odds are you either will not find the needle or have to invest
considerable time and effort to find it. How can you improve your odds of finding a
needle? The optimum answer requires adopting two strategies. Firsth-aaanaller
haystack that purportedly has a needle in it (i.e. reduced solution space). Second -
increase your odds by finding a smaller haystack purportedly with mutigléles in it
(i.e. increase probability). Substituting needle with fraudulent seller anthblysith

sample population, the solution becomes obvious. Target the data selection process on
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extracting a sample population from a given eBay sales categohathheen
demonstrated to contain a high number of potentially fraudulent sellers. For trehese
study, the targeted eBay sales category usedwaguters and Networking: PC
Laptops and Notebooks

Dr. Floyd, a fictional character in the bdXL0: Odyssey Twioy Author C. Clark
(1983), said "Once is an accident; twice is a coincidence; three timesnsiracy."
Based on a similar sentiment, one final step needed to be done to refine theedtitansel
process. A seller with a sales history showing a single sale @aimputers and
Networking: PC Laptops and Noteboadetegory was more likely cleaning out a closet
rather than engaging in fraud. Repeated sales transactions by angbkecategory
demonstrate the difference between a casual seller and being in the bussedssyof
laptops either legitimately or fraudulently. A seller needs to havelarteaord in the
form of a sufficiently sized feedback history to provide for an accuratgaraation of
the seller’'s behavior as honest or fraudulent. Using the same initial betthosecriteria
as that of Finch (2006), the initial plan was for sellers with a feedback scorett@aner
600 be excluded. A feedback score of 600 means that a seller had a minimum of 600
sales in all categories, but given the feedback response rate of 48.9% to 59 .R&vavill
a higher actual number of sales (Gregg & Scott, 2006; Resnick & Zeckhauser, 2002;
Wood, et al., 2002).

Should the resulting retrieved population size proved too small compared to the
required data sample size, the initial plan was to rerun the automated dataaoll

agent after adjusting the feedback score threshold filter. This process woybe dtede
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as often as necessary until an appropriately sized data sample populatiorssize wa
obtained. See Appendix A for a diagram of the research methodology.
Determining Data Sample Size

The initial plan’s sampling method was representational. Yamane (1967) pravide
simplified formula to calculate sample sizes (See Figure 8). Whisrthe sample sizé|

is the population size, arads the level of precision:

n = N
1 + N(e)?

Figure 8. Sample Size Formula

An example of how this sample size formula would be used is shown in Figure 9. For
demonstration purposes, let it be said that 2000 unique sellers were found listed in the
Computers and Networking: PC Laptops and Notebgotdssification. A 95%

confidence level and = 0.5 are assumed.

n=_N = 2000 = 333 Sellers
14N 1+ 2000005

Figure 9. Example Calculation Using Sample Size Formula

Data Validity

There are two major threats to validity — internal threats and extiereats. Internal
validity threats are experimental procedures, treatments or sulypertezces that
threaten a researcher’s ability to correctly draw inferences gtady population.

External validity threats are the result of the researcher indgroeatving inferences
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from the data to other settings (conditions) or apply it to past or future events. Each of
these threats to validity were addressed in the methodology for the reste@nch
Correlational studies are higher than true or quasi-experiments on extdihsy but

lower on internal validity (Creswell, 2002).

External Validity

External validity refers to the extent to which the results of a study caméaleed
to a larger population. While true experiments have higher internal vaglityey are
internally consistent what is sacrificed is the ability to germsdb the real world. The
non-experimental correlational research design achieves external villiditgh the
generalization to the studied population which in this case was the large ituillibes)
eBay auction site membership. As the auctions collected were selectexstioat pr
category, the auction sellers and buyers could not be selected a priori.

Internal Validity

Internal validity of a study establishes that the data or findings arertnueasures
what is purported to be measured (Borg & Gall, 2006). Measurement error must be
minimized and the instruments for data collection must be trusted to ensure internal
validity.

Measurement error is the discrepancy between the observed value of &measur
and the true value due to the error contained in the measuring instrument. Any
measurement error would be analyzed using statistical calculationsvé{s @awler
was the instrument for data collection, the data collection procedure could bedepea

and results compared to prove replication and reliability.
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Internal validity can also refer to the extent which variation in the dependastira
can be attributed exclusively to the independent variable. This is especialig the
case of the experimental research designs where the independent vaudakeletly
manipulated in the treatment group, but not changed in the control group. In thelvresearc
study, the initial plan’s focus was on locating sellers with a large numisatesf in order
to have the maximum number of buyer feedback comments to evaluate. Sampling would
be random based on “n” sellers with a feedback score greater than or equallterthe fi
threshold number where “n” will be the suggested sample size for the giventmopula
The initial plan’s sampling technique would duplicate that previously used bly Finc
(2006). Assignment to group — based on seller’s behavior (honest or fraudulent) — would
take place in a post-selection process when the seller was catédpyries evaluators.
Thus the selection of sellers would be blind as to group.
Reliability

Inter-rater agreement, inter-rater reliability, or concordant¢eiddgree of agreement
among raters. Inter-rater agreement is used to measure reliabtbtyrdter agreement is
estimated based on the correlation of scores in the ratings of two or maneecbse
(raters) assigned to reviewing each behavior or observation. Two independent groups of
raters were used — evaluators and coders. Details for each type ofgagedfied in the
appropriate sections describing the purpose, function, training, etc. In the initial pla
Cohen’s Kappa was to be used to assess inter-coder agreement amomgsth&hat
Kappa provides an estimate of reliability or an index of agreement betweeaters’

observations or scores. Cohen’s Kappa ranges between 0 and 1 and represents the
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proportion of agreement corrected for chance (Morgan, Leech, Gloecknerr&tBar
2007)

The alternative method which used crowdsourcing prevented the measuring of inter
rater reliability with Cohen’s Kappa. This was because raters wedemdy and
anonymously assigned to each work unit known as a Human Intelligence Test (HIT)
Instead the techniques of multiple worker assignments per HIT (pluralityymom
work time per HIT, gold standard data, and advice of auditing were used to ensure the
reliability of raters. These techniques are detailed in a lateosexttitiedBuilding the
Prototype HITs for Amazon Mechanical Turk
Sources of the Variables

The objective of the research was to determine if the presence of npgaiire
type feedback comments by buyers is a indicator (predictor) that misdl&having
fraudulently (observed behavior). The correlational research design prawides f
discovering relationships between variables, measuring the degree andrdwéct
relationships, and from the discovered relationships predictions can be made.

In terms of the correlational research design mechanics, the focus cicidueine
study was determining if there is a relationship [hereafter called ithargrrelationship]
between “negative-positive type feedback comments by buyers” andealsstiaving
fraudulently.” If the primary relationship existed, then the next step wasurag the
degree and direction of the primary relationship (if possible). The remainingasep
determine if predictions could be made based on the primary relationship.

In the research study, both of the variables in the primary relationshipstiacted

from the collected public eBay data. Presence or absence of a negatiwe pséi
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feedback was derived by coders reviewingBoger Feedback Tydesld (which must be
positive) andBuyer Feedback Commeiield’s text format. The output from each of the
three coders was placed into separate fieNisgative-Positive I\egative-Positive 2
andNegative-Positive .3TheNegative-Positivdields are categorical containing one of
the following values — Y (Yes) or N (No). Based on majority rule, a fitakicoder
agreed value was assigned to egative-Positive Consensiisld.

The seller’'s behavior — honest or fraudulent — was derived by the evaluators’
judgments of the seller’'s behavior based on all the available eBay public datarend usi
predefined criterion for what is fraudulent behavior. Each of the evaluaésrasked to
answer the following key question for each seller — Is the seller exhibiindulent type
behavior? The answer was either “No” the seller is not acting frauduleptlyrgnest
behavior) or “Yes” the seller is acting fraudulently (i.e. fraudulent behavior).

After a seller has been reviewed by all evaluators, the answer frarofdhe three
evaluators was placed into separate fieldsmaudulent-Type Behavior, Fraudulent-
Type Behavior 2ZandFraudulent-Type Behavior. 3heFraudulent-Type Behavidrelds
are categorical containing one of the following values — N (No) or Y (Yesgpdan
majority rule (2 out of 3) of thEraudulent-Type Behavidrelds’ ratings, a final inter-
evaluator agreed value of N or Y was assigned té-taedulent-Type Behavior
Consensu§ield.

Independent Variable

The independent variable (predictor) is typically the variable being maeigpwia

changed and the dependent variable is the observed result of the independent variable

being manipulated. For this research study, the independent variable wagthbictie
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presence or absence of negative-positive type feedback Bustee Feedback Comment
field. TheNegative-Positive Consensiisld was the independent variable.
Dependent Variable

The dependent variable is the event studied and expected to change whenever the
independent variable is altered. The observed phenomenon was the type of seller
behavior — honest or fraudulent - experienced by the buyerFrEuelulent-Type
Behavior Consensugeld was the dependent variable.

Data Record Layout

In order for the data collection agent to perform its function of parsing andiegtrac
data from the eBay web pages, exactly what data needed to be cdiksdtedoe clearly
defined. One of the steps in the methodology required evaluators to make a judgment of
classifying each seller’s behavior as honest or fraudulent. Naturallyyfhgators
wanted to review all the available data about a seller before forming an opinémif E
not used as part of the data analysis, one advantage of collecting the additeomalsdat
that it might prove valuable in future research studies. Alternatively, unegpmctats
or relationships could be uncovered when using the additional data.

See Appendix C for details on the data record layout. Detailed for each dateefield a
name, description, type, size, format, and comments. The eBay webpage @oeanh f
data field can be found detailed in the crawler design (see Appendix B). Emfeas
performing statistical analysis, only a single flat data fils wr@ated and seller data

fields were duplicated in every record (i.e. a sales transaction with feggiback).
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Data Obfuscation

Although the data collected was in the public domain, maintaining anonymity Mas sti
a requirement. The first potential issue was preventing the coders frogneifected by
any personal knowledge that they might have of an eBay seller’s or bidgntgy via
their eBay userid. For example — Do not want a coder saying, “Hey thatisteryss
eBay userid!” The second potential issue was to prevent any bias by the ceddrsrba
any other extraneous data. For example - an eBay userid that is pdiiiteH|TLER)
or derogatory (SLUTTYGIRL). Every eBay auction has a unitera Numbeto
identify the item being offered for sale. Each collected record detasatgle purchase
by a buyer from a qualified seller with a correspondiagh Numbeuniquely identifying
the auction. In order to prevent the possibility of a coder looking up information about an
item using thédtem Numberit was masked with a system generated autonumber field
namedFeedback NumbeAs coders only had access to the content of two fields
[Feedback NumbeBuyer Feedback Comménthis isolated the coders and ensured that
no extraneous data effected how they performed their task.

The situation was reversed with evaluators as no data obfuscation neededkén be t
Evaluators needed to make a judgment in classifying each seller’s drehstionest or
fraudulent. The evaluators wanted to review all the available data abolerds&ire
forming an opinion. An evaluator was required to indicate any personal knowledge of a
seller or buyer in th®ther Commentsection of thd&valuator Workshedsee Appendix
D). As no evaluator indicated any personal knowledge of a seller or buyer, it was not
necessary for the researcher to review and determine what corretiver@eded to be

taken in the case of personal knowledge by an evaluator.
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Identifying Fraudulent Sellers

There are only two sources with authority that can equitably state an eBdbems
a fraudster — eBay and criminal court rulings. Due to confidentiality, eBhgot
provide any details to third-parties on complaints against a member or indioate
member’s account was suspended or disabled. Therefore, an explicit confirmdteon tha
specific online auction member was an opportunistic seller from the primangyes—
eBay - was not available. Observing the public actions of eBay —like suspending a
member’s account — did provide a secondary source from which some inferences could
be drawn.

The probability that a person who commits a fraudulent act will be caught and
prosecuted is very low. The execution of a fraudulent act often leaves the victimanawar
it has taken place or too embarrassed to report it. The covert nature of frasd make
collecting sufficient evidence for prosecution and conviction time consuming and
difficult. Nonviolent crime like online auction fraud has a lower priority with law
enforcement agencies than violent crime against people or damage to property.
Even when a fraudster is caught and prosecuted, the person often receives a lig
sentence or no sentence in return for restitution to the victims (C. Chua & Wareha
2004). The result is the criminal court record containing formal prosecutions ifog onl
auction fraud are very limited in number. In addition, the court records could bé seale
preventing public access to the details or not current enough to extract dat®é&yase
it can take years for a final legal verdict to be reached.

Studying online deception is problematic as with other deviant behavior thes$uktce

perpetrators work hard to avoid detection (Kauffman & Wood, 2000; Nikitkov & Stone,
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2006). An opportunistic seller will employ deception tactics in order to mask his/her
behavior and illicit activities. What can be done is quantifyingpgreeptionby others

that a specific online auction member exhibits the behaviors and actiongehstia©f

a fraudulent seller. Based on the quantified perceptions, an inference can be drawn that
specific online auction member is behaving fraudulently. The technique of using
inferences from secondary sources to indicate an individual’s probability ofdoeing
opportunistic seller was done in prior research by Chua and Wareham (2008), Chua,
Wareham and Robey (2007), and Pandit, Chau, Wang and Faloutsos (2007).

All secondary sources can only make inferences or statewidmtsit being definitive
that an eBay member is behaving fraudulently. The relative measure ot Yogign
inference or statement varies based on the secondary source. For examptge A s
complaint message posted about a seller by one buyer on the eBay discussion board
would have a lower weight than an investigative news reporter’s article oragn eB
member’s potentially fraudulent acts. A single buyer’s posting must be catsiae
opinion. Whereas an investigative reporter would be held to a higher standard with the
expectation of being objective, confirming any facts presented, and responasbtlite
reporter (or the publisher) could be taken to court for liable. However, the relative
measure of weights can be variable for any given secondary sourcendrtieg
situation where multiple buyers instead of a single buyer posted complasdgass
about a seller on the eBay discussion board. With a number of buyers making a complaint
against a single seller, it raises the probability that the sellegégyed in fraudulent
behavior (Surowiecki, 2004). The relative measure of weight for each secondas/ sour

was not a primary factor in this research. The constraint that must b@lenee is
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secondary sources are not definitive and any findings must be held with thatidimin

mind. An example of mistakenly treating secondary sources as authoritative a

definitive can be found in the study of Pandit et al. (2007). In their study a stateagzent w
made - “Through manual investigation (Website browsing, newspaper regojtae

located 10 users who were guaranteed fraudsters” (Pandit, et al., 2007, p. 207). Using
secondary sources, a judgment based on the available evidence can be made with a
degree of confidence that a specific online auction member as a selleavinigan an

honest or fraudulent manner. No secondary source can be used to definably state or label
an eBay member as a guaranteed fraudster.

Coding — Identifying Seller Behavior as Honest or Fraudulent

Studying online deception is problematic when using conventional methods as with
other deviant behaviors the successful perpetrators work hard to avoid detection. By
developing explicit rules to distinguish between honest and fraudulent sellerdsehavi
was possible to appropriately and constantly categorize a seller’'s bedmhionest or
fraudulent.

In the initial plan, a minimum of three evaluators (who were unaware of thgsstud
purpose) would be recruited and would each review all the sellers. An evaluatdrogoul
required to make a judgment classifying each seller’'s behavior as hofresidulent.
Which raises the question — On what criteria will the evaluators base thetrgot)

As human behavior is complex and sometimes inconsistent, attempting to find a single
specific behavior pattern to signal fraudulent behavior is not realistic. Taking &#om
prior research into credit card fraud, online auction fraud detection is based on looking

for red flags and behavior patterns (Bhargava, Zhong, & Lu, 2003). The methanica
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process of going through a long checklist of all the potential red flags and drehavi
patterns for even a single seller would be time consuming and any lapsewsiaator
could result in a misclassification. As the number of sellers that would need to be
reviewed appeared to be in the hundreds, it would not be feasible to perform the task
entirely manually. Nor is there an automated means for making the requiredejutdgm

Fortunately, there was a publicly available software application that atitahy
searched for red flags and suspect behavior patterns in eBay auctioAsicliba
Inquisitor software checks an eBay auction for over 200 common and not-so-common
signs of fraud plus checks the seller's history, and finishes by presemépgrt of the
results with comments (Ford, 2010). Us#gction Inquisitoras a front end for the
evaluation process provided the following advantages — greatly reduced thedirred
to review the red flags and suspect behavior patterns for a seller; efnabtediew
process to be performed consistently and without human error; and presentedlte res
in a summarized and standardized format. It must be made clear tAattton
Inquisitor software did not make a judgment as to whether or not a seller’'s behavior was
fraudulent. It only presented its findings in the form of a standardized sumepany. r

In the initial plan, each evaluator was to watch a training video on how to use the
Auction Inquisitorsoftware application. A copy of tievaluator Worksheatould be
provided to each evaluator (see Appendix D) and reviewed with the researcher. The
Evaluator Worksheetummarized the rules for what behaviors are deemed as fraudulent
for the research study (see prior sectiobefinition of Fraud. The procedure for
performing the seller evaluation is detailed in Appendix E. Ten preseletitzd seuld

be used for training to ensure that the evaluators experienced the full raptierof s
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behaviors and understand the criterion for fraudulent behavior. The evaluators would be
physically separated in order to ensure that they worked independently. Each of the
evaluators would be asked to answer the following question for each seller —diathe s
exhibiting fraudulent type behavior? The answer would be either “No” the satlet is
acting fraudulently (i.e. honest behavior) or “Yes” the seller is a@tmglulently (i.e.
fraudulent behavior). Upon successful completion of the training, the evaluatds w
start work on the actual experimental data. Presentation of the sellerk ®vah@tor
would be random. After a seller was reviewed by all evaluators, the answeedich
evaluator would be placed into separate fielBsudulent-Type Behavior, Fraudulent-
Type Behavior 2ZandFraudulent-Type Behavior. 3heFraudulent-Type Behavidrelds
are categorical containing one of the following values — N (No) or Y (Yesgpdan
majority rule (2 out of 3) of thEraudulent-Type Behavidrelds’ ratings, a final inter-
evaluator agreed value of N or Y would be assigned t&redulent-Type Behavior
Consensu§ield.

In the initial plan, validity and reliability would be addressed by the following
methods. The author of the research proposal would evaluate a random sample set of
sellers independently and compare the results with those of the evaluatorslidbikty
method has been deemed as the most accurate by Kolbe and Burnett (1991) and has been
used for textual analysis in prior research studies. Next Cohen’s Kappé veoused to
assess inter-evaluator reliability among the evaluators who werssass fraudulent
behavior among sellers. In each case one person who was observing tlansituati
(assessing fraudulent behavior among sellers) was an indicator. ppha Wauld

provide an estimate of reliability or an index of agreement between twse’ rater
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observations or scores. Cohen’s Kappa ranges between 0 and 1 and represents the
proportion of agreement corrected for chance (Morgan, et al., 2007). One Kappa would
compare the fraudulent-type behavior between evaluator 1 and evaluator Zppae K
would compare evaluator 1 with evaluator 3; and one Kappa would compare evaluator 2
with evaluator 3. For inter-evaluator agreement, the majority ratingslweulsed (two

out of three) to codEraudulent-Type Behavior ConsensssN (No) or Y (Yes).

Coding — Indentifying Buyer Feedback Comment as Negative-Positive or Not

In a forensic case study of an opportunistic seller, it was found buyersmeset
embed negative comments in positive feedback as a means of avoiding rettabation
sellers and damage to their reputation. This category of positive feedbaskrnbel® as
“negative-positive” feedback (Nikitkov & Stone, 2006). An example of negative-positi
feedback is “Good product, but slow shipping”. The objective of the research was to
determine if the presence of negative-positive type feedback comments by isgre
indicator that a seller is acting fraudulently. In order to meet this olgetheBuyer
Feedback Commeifr every buyer needed to be reviewed and coded in order to identify
all the negative-positive feedbacks. As negative-positive feedback rednateéseBuyer
Feedback Typbe positive, anBuyer Feedback Commeahtat haBuyer Feedback Type
other than positive was filtered out as it did not need to be evaluated by the coders.

In the initial plan, a minimum of three coders (who were unaware of the study’s
purpose) would be recruited and would each review all the buyer feedback comments
coder would be required to make a judgment to clasdiyyer Feedback Commesd
being in negative-positive format or not by assigning a value tNégative-Positive

field as Y (Yes) or N (No).
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The criteria required for the coder’s judgment would be minimal. eBay only provides
for three types of feedback - negative, neutral, and positive. A subset of pfestiback
would be flagged by the coders as negative-positive if it met one of the forthatas
pleased with X, but unhappy about Y for the transaction” [+X, -Y] or “l was unhappy
about Y, but was pleased with X for the transaction” [-X, +Y]. A diagram of ther code
procedure can be found in Figure 10. As eBagdback Types restricted to the value of
negative, neutral or positive; invalid feedback types were not present. Sellen aattis
without a feedback type do not appear in an eBay seller’s transaction history and

therefore were not collected or require review.

START

Read Buyer
Feedback
Comment

eedback Type
= Positive?

Negative-Positive

L

Y

v Negatlvf—Posmve BN

Negative-Positive
=Y

Negative-Positive
N

STOP

}

Figure 10. Flowchart of Coder Procedure
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In the initial plan, each coder would receive and review with the researchera copy
theCoding: Indentifying Buyer Feedback Comment as Negative-Poddmuanent (see
Appendix F). This document summarized the rules for classifying bugeidek
comments as negative-positive or not. A preselected sample of 100 buyer keedbac
comments would be used for training to ensure that coders experienced thegkilbira
seller feedback comments and understood the criterion for classificatiogadiv&e
positive type feedback or not. The coders would be physically separated in order to
ensure that they worked independently. Each of the coders would be asked to answer the
following question for each buyer feedback comment — Does the buyer feedback
comment meet the criterion for negative-positive type feedback? The amsuldrbe
either “No” does not qualify as negative-positive type feedback or “Yass dualify as
negative-positive type feedback. Upon successful completion of the training, the coders
would start work on the actual experimental data. Presentation of the buyer keedbac
comments to each coder would be random. After a buyer feedback comment was
reviewed by all coders, the answer from each coder would be placed into sepliste f
Negative-Positive ,INegative-Positive ,2andNegative-Positive .3rheNegative-Positive
fields are categorical containing one of the following values — N (N¥)(dfes). Based
on majority rule (2 out of 3) of thidegative-Positivéields’ ratings, a final inter-coder
agreed value of N or Y would be assigned toNkgative-Positive Consensiusid.

In the initial plan, validity and reliability would be addresses by the faligwi
methods. The author of the research proposal would evaluate a random sample set of
buyer feedback comments independently and compare the results with those of the

coders. This reliability method has been deemed as the most accurate by Kolbe and
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Burnett (1991) and has been used for textual analysis in prior research HNedtes.
Cohen’s Kappa would be used to assess inter-coder reliability among thewbders
were reviewing the buyer feedback comments for negative-positive tgpaeas. In
each case one person who was observing the situation (coding the negative-positi
feedback comments among buyers) was an indicator. The Kappa would provide an
estimate of reliability or an index of agreement between two raters\vabeas or
scores. Cohen’s Kappa ranges between 0 and 1 and represents the proportion of
agreement corrected for chance (Morgan, et al., 2007). One Kappa would compare the
negative-positive feedback between coder 1 and coder 2; one Kappa would compare
coder 1 with coder 3; and one Kappa would compare coder 2 with coder 3. For coder
agreement, the majority ratings would be used (two out of three) ta\=udive-
Positive Consensiwas Y (Yes) or N (No).
Population Size

In the initial plan, the population size needed to be estimated to determine the
feasibility of the traditional methodology of using dedicated raters.gusiprototype of
the proposed web crawler program, a full data extract from eBay wiasnped for the
previously identified targetComputers and Networking: Laptaptegory. A full data
extract included all sellers as it did not filter out sellers based on ¢eeib&ck score.
The full data extract procedure was repeated once a week for three vitbetke wesults
summarized in figure 11. Whefl®tal Auction Itemsvas the number of individual items
listed in the category for sale. Whdretal Unique Sellersvas the number of unique
sellers (based on eBay userid) in the category. Elimination of duplicates sedie a

necessary step as a single seller can list several items for sate. Wiat Feedback
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Commentsvas the composite of all feedback comments found in each unique seller's

eBay member profile.

Week Total Auction Items | Total Unique Sellers| Total Feedback
Comments
1 15,823 438 361,040
2 15,282 406 355,469
3 16,431 446 365,056

Figure 11. Data Extracts for Category — Computers & Networking: PC Laptops & Notebooks

The findings of the three full data extractions showed a relatively popllation of
unique buyers ranging from 406 to 446. A small number of unique buyers could
adversely effect the research’s data analysis as the number of frawslilenstwithin the
eBay member population is reported to be very small. Exactly how small tllelzat
seller population is could be seen by the 0.01 percent officially reportesilyy(B. Cox,
2003; Konrad, 2005). Based on this rate and a unique seller population of 446, the
number of fraudulent sellers would be estimated at 0.0446 which effectively was zer
The number only rose to 0.20 percent based on a research study of eBay fraud by Gregg
and Scott (2008). Using this calculation and a unique seller population of 446, the
number of fraudulent sellers would be estimated at 0.892 which rounded up to one. Per
prior cited research studies, the distribution of fraudulent sellers appearkewael s
and focused on specific categories like @mnputers and Networking: PC Laptops &
Notebooksategory. Even with the skewing effect should the number of eBay sellers
designated by the evaluators as exhibiting fraudulent type behavior had proven
insufficient, two options were available:

1. Select another skewed category with a larger unique seller population.

2. Combine multiple skewed categories to create a larger unique seller population.



58

Whether or not either of these options would need to be implemented could only be
determined after the evaluators reviewed the unique sellers and detetmeimedntber of
sellers exhibiting fraudulent type behavior in @@emputers and Networking: PC
Laptops and Notebookstegory. Therefore the most prudent course of action was for
evaluators to complete their review of the unique sellers before the codarsvberk on
the buyer feedback comments. Two other conclusions were draw from the small number
of unique sellers that were found:
1. As the unique seller population needed to be maximized filtering the seller timpula
size based on feedback score was not required.
2. Sampling method and size for sellers was a moot point as finding a small number of
unique sellers required inclusion of the entire population.
Using the data extraction from week 3, an analysis was performed on the buyer

feedback comments population (see Figure 12).

| Number | Percent
Total Feedback Comments 365,056| 100.00%
Minus Negative 3,273| (0.90%)
Minus Neutral 3,030| (0.83%)
Minus Blank 2,167| (0.59%)
Remaining Positive 356,586| 97.689
Minus As Buyer 13,224 | (3.62%)
Minus Non-English 7,566| (2.00%)
Qualified Buyer Feedback Comments 335,796| 92.00%

Figure 12. Analysis of Data Extract for Week 3

TheTotal Feedback Commerfsund was 365,056. All unqualified records were deleted
from theTotal Feedback Commenspulation:
Minus Negative- Any feedback comment with a feedback typ&lefativewas removed

as negative-positive feedback requires a feedback type of positive.
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Minus Neutral Any feedback comment with a feedback typ®&lefitralwas removed as
negative-positive feedback requires a feedback type of positive.
Minus Blank— Any feedback comment with a feedback typblahkwas removed as
negative-positive feedback requires a feedback type of positive. eBay willessttmtk
type to blank for partially deleted or censured comments.
TheRemaining Positivaumber of 356,586 contained only feedback comments that had
a feedback type d?ositive

Most eBay members switch between the roles of seller and buyer. Eadledjualif
seller's eBay member profile can contain feedback for both roles. Theréffaedback
comments in which the seller was acting as a buyer needed to be elimsde=igaated
by Minus As Buyer

A data set member which is different in some way from the general pattaifed
an outlier. An unexpected set of outliers were found during the analysis of the data
extract. Although eBay has websites hosted in over 30 countries, the ebay.com website
located in the United States is the largest and is used by eBay members lotmey
countries. As a result, some of the buyer feedback comments from the intetreiaya
members were not in English. Non-English buyer feedback comments were fotiad wri
in French, German, Italian, Spanish, and other languages. Inclusion of non-English buyer
feedback comments would result in ambiguity due to translation plus the additional
expense of hiring translatorBhe assumption was made that buyer feedback comments
are consistent regardless of the language in which they are comdssds to say a
buyer’'s compliment or complaint about a seller in the form of a feedback comaent

independent of the spoken/written language used by the buyer. Therefore nsh-Engli



60

buyer feedback comments which constitute less than 2% of the total population were
treated as outliers and excluded from the data to be analyzed. This exclusion wa
indicated byMinus Non-English

The analysis of the pilot data extract for week 3 provided quantitative meastageme
for the magnitude of the proposed analysis work. As designatédtalyUnique Sellers
the total number of sellers that would need to be reviewed is 446. As designated by
Qualified Buyer Feedback Commenthe total number of buyer feedback comments that
would need to be reviewed is 335,796. When the actual production data extraction was
eventually performed for the dissertation report the resulting numbersrglidouathe
magnitude remained the same. This consistent order of magnitude madelegoss
estimate in advance the time and labor required (workload) to complete thesaofalys
sellers and buyer feedback comments.
Analysis of the Seller Workload Using Traditional Dedicated Raters

The research study required analysis of two components — buyer feedback comments
and sellers. As previously stated the interpretation of the natural languageed in
the buyer feedback comments must be done by a human as automated options do not
provide the required accuracy. The analysis of the sellers was complexgqui
judgment to determine whether each seller is exhibiting fraudulent type bebawimi
As previously stated this judgment must be done by a human as an automated option does
not exist.

Having established that both components would require human analysis, a framework
for performing each analysis was specified. The seller analysisviraievas described

in the prior section entitle@oding — Identifying Seller Behavior as Honest or



61

Fraudulent The mechanics to implement the framework are described in step-by-step
detail for the evaluators p&ppendix E — Coding: Identifying Seller Behavior as Honest
or Fraudulent The buyer feedback comment analysis framework was described in the
prior section entitledCoding — Indentifying Buyer Feedback Comment as Negative-
Positive or Not The mechanics to implement the framework are described in step-by-step
detail for the coders pé&ppendix F — Coding: Indentifying Buyer Feedback Comment as
Negative-Positive

Using the data extraction from week 3 and following the section er@itldohg —
Identifying Seller Behavior as Honest or Fraudulentime-trial test was run using three
individuals each assigned the role of evaluator. The researcher presalsataple of
10 sellers to ensure that the evaluators experience the full range obesklgiors. As
the objective of the test was to determine the average time required to acseder,
inter-evaluator reliability was not measured. The average time to evalamigle seller
was 20 minutes. This was calculated based on elapsed time for each evaluator to
complete the test divided by 10 sellers give the average time for thatvrab review a
single seller. The average time for each of the three evaluators was ¢together and
divided by three giving the overall average of 20 minutes. From this information, an
estimated time to complete the analysis and the cost of the analysistrapslated
using three dedicated raters as evaluators and a minimum wage rate oh&8rper

(Figure 13).

446 Sellers X 0.33 Hours/Seller = 148 Hours [18.5 workdays]

148 Hours X $8.00/Hour X 3 Evaluators = $3,552

Figure 13. Analysis of Sellers — Estimated Time and Cost
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Analysis of the Feedback Workload Using Traditional Dedicated Raters

Using the data extraction from week 3 and following the section er@itdldohg —
Indentifying Buyer Feedback Comment as Negative-Positive paNiate-trial test was
run using three individuals each assigned the role of coder. The researcHectewse
sample of 100 buyer feedback comments to ensure that the coders experiencéd the ful
range of buyer feedback comments. As the objective of the test was to dethenine
average time required to review a single buyer feedback comment, intereladalty
was not measured. The average time to evaluate a single buyer feedbadntoasl5
seconds. This was calculated based on elapsed time for each coder to complete the te
divided by 100 buyer feedback comments give the average time for the coder to review a
single buyer feedback comment. The average time for each of the threevcaslers
summed together and divided by three giving the overall average of 15 seconds. From
this information, an estimated time to complete the analysis and the cost ofl{lséssana
was extrapolated using three dedicated raters as coders and a minimuratea&8

per hour (Figure 14).

335,796 Buyer Feedback Comments X 15 Seconds/Buyer Feedback Comments
X 1 Hour/3600 Seconds = 1400 Hours [175 workdays]

1400 Hours X $8.00/Hour X 3 Evaluators = $33,600

Figure 14. Analysis of Buyer Feedback Comments — Estimated Time and Cost

Analysis Summary of the Workload Using Traditional Dedicated Raters
Three factors needed to be considered for the successful implementation and
completion of the research study — feasibility, time, and resources. A raage of

failure was found in the lack of financial resources as the total estimatagass
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$37,152 (Seller $3,552 + Feedback $33,600). The next issue was time with a minimum
requirement of 175 workdays for the coders to complete their work which was not
satisfactory. Lastly, measuring inter-rater reliability recaitteat all three raters for each
analysis complete all the work. Hiring a new rater would mean scrubbyngak

completed by the old rater and redoing all the work. The probability of one of the rate
quitting the project before completing all the work was high. Although manageable
hiring a new evaluator would result in an additional 18.5 workday delay. Having to hire a
new coder would result in an additional 175 workday delay which would not be viable.
Thus the feasibility of using dedicated full-time raters was low.

One alternative to reduce the cost for analysis would be to minimize the number of
buyer feedback comments that are reviewed. Random sampling would normally be the
method used to achieve this goal. In research question 3 (RQ3), it was statedchFor
seller will negative-positive type feedback comments from buyersifall pattern? As
the size of the buyer feedback comment population in negative-positive forma was
unknown at the time, inclusion of all negative-positive feedback comments was a
prerequisite to analyzing the presence or absence of any pattern. Thsioondrawn
was that the population would need to be analyzed in toto. In summary, the initial plan
using the traditional method of dedicated raters was not viable and an aleernati
methodology for performing the two analyses was needed.

Introduction to Amazon Mechanical

One of the components of the Amazon Web Services suite is Amazon Mechanical

Turk ("Amazon Web Services," 2010). Launched in 2005 as a commercial offering,

Amazon Mechanical Turk (AMT) was initially used by Amazon for internalgmtgj
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("Amazon Mechanical Turk," 2010). Its purpose was to fulfill the demand for using
human intelligence rather than a computer to perform a task. This type ofaaskaied

a Human Intelligence Task (HIT). A HIT is defined as a problem that humans find
simple, but computers are unable to do or find extremely difficult to do. For example a
HIT related to a photograph could be - “What animal is in this photograph?”

AMT is a commercial implementation of crowdsourcing. The concept of
crowdsourcing was first described iMared magazine article as outsourcing tasks to a
large group of people (Howe, 2006). Unlike user-generated content or social networks,
participants in a crowdsourcing have no contact with one another. One AMT worker
cannot see the results of another’s work. A problem is broken down into discrete tasks.
Each task is self-contained. As the tasks are self-contained, it is possildehfaask to
be assigned to a different individual (or multiple individuals) and worked on
simultaneously. The resulting architecture is a massively parallel huor&rfarce. The
potential processing capacity of crowdsourcing architecture can befutigrappreciated
based on an observation by von Ahn et al. (2004) where they calculated that a crowd of
5,000 people playing an appropriately designed computer game 24 hours a day could
label all 425,000,000 images on the Google website in just 31days.

Within AMT users can function in two roles - requester and worker. Requesters post

work to be done using units called Human Intelligence Tasks or HITs (See Ejur
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Rewrite a Text/Sentence

Please read the below text/sentence(s) and rewrite it info a new unique text.
The goal is to create a text that is similar in meaning, yet substantially differently worded.

» You may add or delete words, embellish, use synonyms, but do not change the meaning of the text.
« Your rewritten sentence is not to be less than 2 words shorter than the original.
« All Speling and Grammar MUST be carrect!

Rewrite this text

Carpet tiles can be cut to custom shapes, create patterns, pictures, and
even sportteam logos. It can assist a bedrooms decorative theme.

Your Rewnte (MUST he Grammar and Spellchecked!)

Figure 15. Sample Human Intelligence Task (HIT)

Each HIT has a value in the form of a micro-payment which can be asslifileCd.
Every HIT can be completed by one or multiple workers before it is removedHem
list of available HITs. The requester sets the number of workers basedgmresss set
per HIT. An assignment is the maximum number of workers who can perform the task. A
HIT can optionally have one or more qualifications. A qualification can betensys
gualification provided by AMT likaVorker HIT Acceptance RatAnother type of
gualification is the user-defined qualification. A user-defined qualifinas a test built
by a requester. For example requiring a worker to tegamish Comprehension Test
and pass with a minimum grade before being allowed to work on HITs translating
sentences from English to Spanish. A requester can specify a time limit witich
workers must complete work on a HIT. The requester pays the workers for completed

HITs, but has the ability to review and reject without payment any HIT deemaiebl
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The requester can block workers based on their AMT userid from working on specific
HITs.

A person who signs up to perform work on AMT is described as a worker. AMT
workers commonly refer to themselves as “Turkers” in online discussion fondns a
blogs (Snow, O'Connor, Jurafsky, & Ng, 2008). Workers are only paid upon completion
of work on a HIT and approval of the requester. Tasks are randomly assigned to a worker
within a HIT. Should a HIT have multiple assignments, a worker can only work on a
given task within a HIT once. Before choosing to work on a HIT - a worker can see
sample HITs, payment information, the time limit for working on a HIT, and any
gualification requirements. Workers discover HITs based on a keyword searclcenterfa
that provides HIT previews. It is the worker’s discretion to determine whi¢hk &d the
number of HITs that will be worked on. Payments for completed tasks can be rddeeme
by workers on Amazon via gift certificate or be later transferred to a weikaank
account.

A hypothetical example to illustrate the mechanics for AMT - Imagineoym a
store that sells toys. Your store has a website on which customers can @wew y
inventory of toys and make purchases. The website displays your entinegstotery
of 2,000 toys. A picture and description for each toy to be displayed on the website are
stored in a database. You recently received complaints from multiple custbaters
some of the toys’ pictures and descriptions do not match on the website.

The problem is “Does the toy’s picture correctly match its descriptiarétter to
solve this problem you would manually need to compare every toy’s picture against i

description. This is a time consuming task and prone to error due to its repetitnes nat
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Alternatively you can use AMT. Acting as an AMT requester you needdte@g00
HITs — one HIT for each toy found in the database. It is not necessary to maneeiy c
each of the 2,000 HITs. Using a HIT template (see Figure 16) and importingnieats

of the database, the 2,000 HITs can be automatically created.

Description:

d ipti
${picture} ${description}

Does the picture match the description?

OYes O No

Figure 16. Sample HIT Template

First you create the HIT template. Next using the newly creatéddtiplate and
importing the contents of the website database, the 2,000 HITs are automatieaty.c
As requester you need to “Publish” the HITs to make them available to workers. An

example of the how a published HIT would look to a worker can be seen in Figure 17.
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. Description:
- Rubber Ducky - Yellow

Does the picture match the description?

0 Yes 0O No

Figure 17. Sample HIT for a Worker

Almost immediately after being published the HITs will be discovered birexsin the
Amazon Mechanical Turk’kist of Available HITs Multiple workers will

simultaneously work on completing the HITs by clicking on the appropriate answer of
YES or NO. As graphic image matching HITs are popular with workers, this nuwhber
HITs would typically be completed in less than an hour at a cost of $20 (2,000 HITS X
$0.01/HIT).

AMT provides tools for a requester to monitor the HITs completion progress and
review a worker’s answer for each HIT. The requester pays the workemsripleted
HITs, but has the ability to review and reject without payment any HIT deemaiibli
The requester can block workers based on their AMT userid from working on specific
HITs. The results are exported in the format of CSV data file. The resnltherabe

analyzed to identify where a toy’s picture and description did not match (See ER).
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HITId Title Reward Workerld Picture Description Matched
140POUPTANIZY Toy Stare Cleanup  0.01 ATUIQSIFGTYT ity /fmytavstare. cornfimagel001.jpg Rubber ducky - Yellow Y

4DPOUPTARRZS Toy Store Cleanup  §001 ATGLYYOSE743  bitpAmitoystore. com/imagel002 jpg Ball - Rec Y

140PDURTARA Toy Store Cleanup | $0.01 A2EGOLLIKLWE  [hito:imytaystore.comimagel003jpg | Pail and Shovel i A Wismatch
14DPOUPTARKZS Toy Store Cleanup 3001 ATGLVYDSE743  httn:fmytaystore. com/imagel004.jpg Jump Rape Y

Figure 18. Simplified and Annotated Example of HIT Results

Building the Prototype HITs for Amazon Mechanical Turk

In order to estimate the time and labor required (workload) for using AMT, a
prototype Seller HIT and prototype Buyer Feedback HIT was constructed.

Within the AMT both requesters and workers are anonymous with everyone provided
a unique system generated userid and identifiable information redacted. The two obvious
concerns in using AMT arise when asking unseen, remote, and random strangers to
perform a task. The first question was - How do you know that the workers will have the
prerequisite skills or knowledge to perform correctly the task? The secondguwess -
How do you know that the workers will actually make an effort to perform the tdm rat
than just randomly click on responses?

The question of a worker having prerequisite skills or knowledge was addressed
through the use of qualifications ("Amazon mechanical turk requester bestgmact
guide,” 2010). A HIT can optionally have one or more qualifications. A qualificaiion c
be a system qualification provided by AMT likéorker HIT Acceptance RatAnother
type of qualification is the user-defined qualification. A user-definetifipaéion is a
test built by a requester. For example requiring a worker to t8amish
Comprehension Teand pass with a minimum grade before being allowed to work on

HITs translating sentences from English to Spanish.
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Two qualifications came directly from the sections entileding — Identifying Seller
Behavior as Honest or FrauduleahdCoding — Indentifying Buyer Feedback Comment
as Negative-Positive or NofThe two qualifications were common for both prototype
HITs — the worker must be 18 years or older AND the worker must be a nativelEngli
speaker. AMT has a mandated age requirement of 18 year or older for &ey. Wbie
age qualification must be satisfied before AMT will issue an AMT userid to thieewor
A user-defined qualification namé&tkesearch Qualification Native English Speakers

created to qualify a worker as native English speaker (See Figure 19).

I am a native Enaglish speaker.
3 Mo
) Yes

The primary language I speak at home is English.
) Mo
) Yes

I am able to read and/or write in a language other than Englizh.
3 Mo
) Yes

The first language I spoke as a child was Enalish.
3 No
) Yes

Figure 19. Research Qualification Native English Speaker

The definition of “native speaker” was taken in the content of "mother tongue"” which is
the first language a person heard/spoke as a child ("Merriam-Wslzstibegiate
dictionary," 2005). For thResearch Qualification Native English Speagealification —

the required answers to qualify/pass as a “Native English SpeakerY&&éor “| am a
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native English speaker” and YES for the “First language | spoke as a chilchgleshE
The other two questions were conspicuous distracters.

A third common qualification was based on a recommendation froAntaeon
Mechanical Turk Best Practices Guiffdmazon mechanical turk requester best
practices guide," 2010). Per the guide, “To get the best selection of workergjyests
using workers that have an approval rating of 95% or higher” which was designated by
the system qualification nam&dorker HIT Acceptance Ratéhis qualification was
automatically managed by AMT and only needed to be included in the list of
gualifications required for each of the prototype HITs.

For the prototype Seller HIT a user-defined qualification ndResearch
Qualification Seller Teswas created to test the worker’s skills at performing the task of
evaluating sellers for exhibiting fraudulent type behavior. The user-definéficatian
was composed of a tutorial and a single seller which needed to be evaluated by the
worker. Due to the extended time required by a worker to review a seller anblea s
seller was used in the qualification test. The qualification test was cothpb26
guestions which were asked to assist and guide the worker in gathering the netaasary
to base their final judgment. The 27th question was the final judgment question — “Did
the seller exhibit fraudulent type behavior to buyers?” and asked for a NO or YES
answer. As the qualification test seller clearly was exhibiting fremtdtype behavior,
the answer required to qualify/pass Research Qualification Seller Tegés answering
YES to the objective judgment question of “Did the seller exhibit fraudulent type
behavior to buyers?” Thieesearch Qualification Seller Tesas set to manual which

required the researcher to individually review and authorize each vawkgralified.
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The manual option allowed the researcher to verify that the applicant wotkalyac
completed the 27 questions for the qualification test and was not gaming by just
randomly answering YES on the 27th question. Research Qualification Seller Test
can be found iAppendix G - Research Qualification Seller Test.

Passing of the qualifiersResearch Qualification Native English Speaked
Research Qualification Seller Tespermitted a worker to gain access to the prototype
Seller HIT namedResearch Prototype Selldfor a test population - the researcher reused
the same preselected sample of 10 sellers from the previously run evaluattoraim
test. Each of thResearch Prototype SelleliTs was based on the same format as the
Research Qualification Seller Teitwas composed of a single seller which needed to be
evaluated by the worker. Twenty-six questions were asked to assist and guvdekitre
in gathering the necessary data to base their final judgment. The 27ibrguest the
final judgment question — “Did the seller exhibit fraudulent type behavior to $iyand
asked for a NO or YES answer. The last entry in the HIT form was an optionalkcmm
field to provide a means for feedback from workers. Research Prototype SelledT
was can be found iAppendix H - Research Prototype Seller HIT.

For the prototype Buyer Feedback Comment HIT a user-defined qualificatiea nam
Research Qualification Feedback Tests created to test the worker’s skills at
performing the task of evaluating buyer feedback comments. The reseassdeteqed
an additional sample of 50 buyer feedback comments to ensure that the AMT workers
would experienced the full range of buyer feedback comments. The user-defined
gualification was composed of a tutorial and 50 questions. Each question contained one

buyer feedback comment which needed to be evaluated by the worker. For eacim questi
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a single buyer feedback comment was displayed, the question was asked “Is the
following statement in negative-positive format?” and asked for a NO or YESansw
The worker’s responses were compared to the correct answers for each quegtanle A
of 90% or higher was required to qualify/passResearch Qualification Feedback Test
TheResearch Qualification Feedback Teah be found iAppendix | - Research
Qualification Feedback Test.

Passing of the qualifiersResearch Qualification Native English Speaked
Research Qualification Feedback Tegpermitted a worker to gain access to the
prototype Buyer Feedback HIT namRdsearch Prototype Feedbaélor a test
population - the researcher reused the same preselected sample of 100ebingekie
comments from the previously run coder time-trial test. Each dRésearch Prototype
FeedbaclkHITs was similar in format to thieesearch Qualification Feedback Test
only contained instructions/tutorial and a single question. In order to reducengcroll
time, the instructions/tutorial were hidden by default, but could be toggled (dsg)y/
by clicking on the hyperlink. One buyer feedback comment was displayed, thieguest
was asked “Is the following statement in negative-positive format?”, and thenweas
asked for a NO or YES answer. The last entry in the HIT was an optional comafent fi
which provided a means for feedback from workers. Hégearch Prototype Feedback
HIT with the instructions hidden can be seeAppendix J - Research Prototype
Feedback HIT with Instructions HiddeAn example with the instructions displayed can
be seen iMppendix K - Research Prototype Feedback HIT with Instructions Displayed.

The second issue was whether or not the AMT workers would do the HITs correctly.

Even after qualifying/passing the pre-HIT qualifications, a worker couldystéd random
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answers for a HIT. A perceived lack of accountability could motivate some AMT

workers to complete as many tasks as possible by just arbitrackingli A classic

example of rational self interest where an individual attempts to maxiheie

[monetary] rewards while minimizing their effort and costs. This typefity by AMT
workers is known by the slang term of “gaming” (Downs, Holbrook, Sheng, & Cranor,
2010). In one of more recent developments, gaming has been taken to the next level by
the use of autonomous software applications known as “bots” to simulate human activity
(Dekel & Shamir, 2009).

AMT requires the requester to approve each HIT done by a worker. The nequeste
pays the workers for completed HITs, but has the ability to review and rejeotitv
payment any HIT deemed invalid. The requester can block workers based on their AMT
userid from working on specific HITs. As the requester is the ultimate atytbarthe
disposition of any HIT, the question raised by the second issue was - What techniques
can a requester employ to ensure or measure the quality of a HIT?

Multiple techniques were applied to ensure or measure the quality of therolatied
by AMT workers. These selected techniques have been employed by gei@archers
when they used AMT - multiple worker assignments per HIT (plurality), mim work
time per HIT, gold standard data, and advice of auditing.

Plurality (Multiple work assignments per HIT) is one of the three mecharbsitt
into AMT to help ensure quality. Snow et al. (2008) indicated for a large set of HITs, a
aggregate of four to six workers matched the results of a single domain expeuser
of plurality has been tested and verified by Heilman and Smith (2010), Pinchak et al.

(2009), and Heymann and Garcia-Molina (2008). When a simple majority of the workers
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agree on the result, the result will be accepted as the “correct” ansnepllirality
emerges, this usually means that the HIT is ambiguous (Barr & Cabrera, 2006).

AMT automatically measures and records the elapsed time requiredddk &
complete a HIT. A requester has the ability to generate an ad hoc regderawhir
batch is being processed to list all HITs completed below a specified minvotkn
time. Extremely short HIT durations by a worker - especially if founarfoltiple HITs -
is an indicator of suspect work (Kittur, Chi, & Suh, 2008).

Both the qualification HITs and the tutorial/instructions included in each data HIT
clearly indicated that all workers would be audited. Signaling to potenti&kevsothat
their answers would be critically analyzed for invalid or random responséséas
proven to increase the quality and time spent on the HITs (Kittur, et al., 2008).

Gold standard data is a collection of preselected data that have a known set of
answers. These answers are typically produced by one or more individuals who are
trusted and a domain expert. Gold standard data was used to ensure the accugacy of th
answers provided by the AMT workers. If answers provided by a worker sagrtlfic
deviates from the gold standard, then there is a high degree of probability thatkbe wor
is poorly performing, not doing what was asked or is attempting to game temsystis
technique has been used by Tang and Sanderson (2010), Sorokin and Forsyth (2008), and
Callison-Burch and Dredze (2010). The mechanics for the technique was randomly
inserting (also known as salting) gold standard data into HITs. A worker did not know i
the data to be evaluated came from the new data or from the gold standatd.dbetai
construct of the gold standard data sets can be found in the se@i@ading Gold

Standard SellerandCreating Gold Standard Feedbacks
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Analysis of the Seller Workload Using Amazon Mechanical Turk

A pilot run was done using the AMResearch Prototype SelledT. Parameters were
set to match those of the previously completed time-trial run using traditledicated
raters (evaluators). The HIT assignment was set to three to allow thriesrsvio serve
in the role of evaluator for eaétesearch Prototype SellefiT. For a test population -
the researcher reused the same preselected sample of 10 sellers frogwithesly run
evaluator time-trial test. AMT automatically calculated the avetiage for a worker to
evaluate a single seller at 22 minutes.

Using AMT requires that all HITs be self-contained. The self-containme@snita
possible for each HIT to be assigned to a different worker (or multiple woeksis)
processed simultaneously. The resulting architecture is a massivaleldanman work
force. The variability of the massive parallel architecture makediitudifto calculate
guantitatively the total time required to review all the feedbacks. Basadmncal
evidence from prior research studies, the estimated total time required tespathcbe
sellers would range from a few hours to a few days (Heilman & Smith, 2010; Su, Pavlov,
Chow, & Baker, 2007). As AMT workers are paid piece-work per HIT, there was no cost
for the time spent by workers.

The pilot run for th&®esearch Prototype Selle T mimicked the time-trial test in
having three evaluators (workers) reviewing each seller. The idea hatrgyrple
majority rule would be used to formulate the “final” answer for any question. 8halv
(2008) indicated for a large set of HITs, an aggregate of four to six workensendbe
results of a single domain expert. A majority of five workers was citethyet al.

(2010) as the best strategy in consistently achieving more than 95% accuidoyanH
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and Smith (2010), Pinchark et al. (2009), and Heymann and Garcia-Molina (2008) also
determined that five workers was the optimum number per HIT. Based on this evidence
the number of workers assigned to a production Seller HIT was increasedhfeantct
five for the production runs.

Experiments by other researchers using AMT demonstrated thag$psiise to five
one-cent HITs is 50-60% faster than a single five-cent task (Yan, et al., 20E@)ed r
of financial incentives showed that increasing the micro-payment of HélUied in an
increase in the quantity of work done, but not the quality of the work (Mason & Watts,
2009). The conclusion - If the micro-payment is too high, financial resourcesstedw
and inefficient workers are attracted. Elasticity of HIT throughput appedes more
dependent on the number of available online workers rather than the size of the HIT’s
micro-payment. The best strategy for a requester to adopt is starsthdiTi batch at a
low micro-payment and only increase the micro-payment size in subseqienatdhes
in the event of low worker response.

The quality of the workers’ data was a critical concern. Especially aslgyhdata to
be collected was the final judgment answer of YES or NO contained in the 27tlomguest
of “Did the seller exhibit fraudulent type behavior to buyers?” The andaetise other
26 questions were not collected or analyzed as their sole purpose was tomdspistia
the worker in gathering the necessary data to base their final judgment. The pomflati
production Seller HITs was salted with 10% Gold Standard Sellers. The 10% gold
standard measure was within the suggested 5% t010% range ("Crowdflower - gol

standard," 2010).
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From the prototype test information, an estimated cost of the analysis reg®lkxtéd

using the proposed five evaluators (Figure 20).

446 Sellers X 1.10 Gold Standard Multipfiar1 HIT/Seller
X $0.25/HIT X 5 Evaluators = $614

Note: 1 of every 10 Seller HITs will be a Gold Standard Seller.

Figure 20. Analysis of Sellers — Estimated Cost using AMT

Analysis of the Feedback Workload Using Amazon Mechanical Turk

A pilot run was done using the AMResearch Prototype FeedbadKT. Parameters
were set to match those of the previously completed time-trial run usingamadliti
dedicated raters (coders). The HIT assignment was set to three to alewvthrkers to
serve in the role of coder for eaRlesearch Prototype FeedbadKr. For a test
population - the researcher reused the same preselected sample of 10&kécheoliveite
previously run coder time-trial test. AMT automatically calculatechtrerage time for a
worker to evaluate a single buyer feedback comment at 17 seconds.

Using AMT requires that all HITs be self-contained. The self-containme@snita
possible for each HIT to be assigned to a different worker (or multiple woeksis)
processed simultaneously. The resulting architecture is a massivaleldauman work
force. The variability of the massive parallel architecture makediitudifto calculate
guantitatively the total time required to review all the feedbacks. Baseudnaal
evidence from prior research studies, the estimated total time required tespathcbe
buyer feedback comments would range from a few hours to a few days (Heilman &
Smith, 2010; Su, et al., 2007). As AMT workers are paid piece-work (per HIT), there

was no cost for the time spent by workers.
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The pilot run for th&®esearch Prototype FeedbadKr mimicked the time-trial test in
having three coders (workers) reviewing each feedback. The idea being thiat sim
majority rule would be used to formulate the “final” answer for any questiaw $hal.
(2008) indicated for a large set of HITs, an aggregate of four to six workersedahe
results of a single domain expert. A majority of five workers was citédanyet al.

(2010) as the best strategy in consistently achieving more than 95% accutbognHe

and Smith (2010), Pinchark et al. (2009), and Heymann and Garcia-Molina (2008) also
determined that five workers was the optimum number per HIT. Based on this evidence
the number of workers assigned to a production Seller HIT was increased feentothr

five for the production runs.

Experiments by other researchers using AMT demonstrated thag$psiise to five
one-cent HITs is 50-60% faster than a single five-cent task (Yan, et al., 20E@)ed r
of financial incentives showed that increasing the micro-payment of H¢lited in an
increase in the quantity of work done, but not the quality of the work (Mason & Watts,
2009). The conclusion - If the micro-payment is too high, financial resourcesstedw
and inefficient workers are attracted. Elasticity of HIT throughput appedres more
dependent on the number of available online workers rather than the size of the HIT’s
micro-payment. The best strategy for a requester to adopt is starsthdiTi batch at a
low micro-payment and only increase the micro-payment size in subsequenatdiies
in the event of low worker response.

The number of questions (buyer feedback comments to be reviewed) in the production
feedback HIT was raised from one as seen in the prototype Feedback HIT to ten. The

were two compelling reasons to do this. The first was the need to cut costtgsepan
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at the lowest possible rate of $0.01 when multiplied by hundreds of thousands of HITs
results in a total cost of thousands of dollars. As the time and effort requirediagsaver
single question was minimal, pooling multiple questions together into a single&$l a
viable and common practice used by requestors (Feng, Besana, & Zajac, 2009; Fini
Murnane, Karandikar, Keller, & Martineau, 2010). Second, the quality of the workers’
data was a critical concern. Multiple questions per HIT made it possitdé tash HIT
with one or more Gold Standard Feedbacks (Finin, et al., 2010). Each production
Feedback HIT was salted with one Gold Standard Feedback which resultgoldn a
standard measure of 10%. The 10% gold standard measure was within the suggested 5%
to 10% range ("Crowdflower - gold standard,” 2010).

From the prototype test information, an estimated cost of the analysis reg®lkaxtéd

using the proposed five coders (Figure 21).

335,796 Buyer Feedback Comments X 1.10 Gold Standard Muttiplier
X 0.10 HITS/Buyer Feedback Comment X $0.01/HITs X 5 Coders = $1847

Note 1: 1 of the 10 feedback comments per HIT will be a gold standard question.
Note 2: 10 feedbacks/HIT is equal to 0.10 HIT/feedback.

Figure 21. Analysis of Buyer Feedback Comments — Estimated Cost Using AMT

Analysis Summary for the Workload Using Amazon Mechanical Turk

Three factors needed to be considered for the successful implementation and
completion of the research study — feasibility, time, and resources. Thescefijuancial
resources were viable as sufficient research funding was availatgediothe total
estimated cost of $2,461 (Seller $614 + Feedback $1,847). The next the issue was time —
Based on empirical evidence from prior research studies, the estimatdartetrequired

to process all the seller and buyer feedback comments would range from a fewoleour
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few days (Heilman & Smith, 2010; Su, et al., 2007). As AMT workers are paid piece-
work per HIT, there was no cost for the time spent by workers. Since the matimeim
required to process all the data was estimated at a few days, should itdweare pr
necessary the process could have been repeated multiple times in the ewent of a
unexpected glitch occurring or to process additional data that was callEotednly
constraint would be securing additional funding. The feasibility of using A3 w
proven based on the successful pilot runs of the prototype Seller HIT and the prototype
Feedback HIT. As with prior researchers that have used AMT, the major coveer
applying the appropriate techniques to ensure that quality data would be prodticed by
workers. For integrity, a new group of people served as raters in grdsigold
standard data for the study. Selection and qualification of new raters foltbeved
procedure previously defined in the sectio@ding — Identifying Seller Behavior as
Honest or FraudulenandCoding — Indentifying Buyer Feedback Comment as Negative-
Positive or NotIn summary, the proposed alternative of using AMT to process the
experimental data was a viable solution.
Creating Gold Standard Sellers

Gold standard data was used to ensure the accuracy of the answers provided by the
AMT workers. If answers provided by a worker significantly deviated frongthe
standard, then there was a high degree of probability that the worker was poorly
performing, not doing what was asked or was attempting to game the system.

A quality control technique used by Tang and Sanderson (2010), Sorokin and Forsyth
(2008), and Callison-Burch and Dredze (2010) was randomly inserting (also known as

salting) gold standard data into HITs to identify poorly performing, malicogsming
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workers. A worker did not know if the data to be evaluated came from the new data or
from the gold standard. Workers that gave too many wrong answers to the gold standard
were more likely to add noise to the overall results and needed to be filtered ouisNoise
defined as the measure of deviation from the gold standard data (Hsueh, Melville, &
Sindhwani, 2009).

Gold standard data is a collection of preselected data that have a known set of
answers. These answers are typically produced by one or more individuals who are
trusted and a domain expert. Snow et al. (2008) demonstrated using multiple non-experts
averaged out the noise resulting in the same quality answer as an experchiigiee
was then applied by Snow et al. (2008) to produce gold standard data used in training sets
as no gold standard data existed. Similarly research by Callison-@0@8) on machine
translation quality and by Nowak and Ruger (2010) on tagging of images supported the
findings that when combined non-expert judgments were equal to or better than human
expertsAs no gold standard data set existed for determining whether or not an eBay
seller is exhibiting fraudulent type behavior, the technique of using multiple norisexpe
was used to create a Gold Standard Sellers.

A gold standard with noise would only support cautious benchmarking as it requires
performance of the workers be better than the baseline by more than that which can be
attributed to the noise. As noise is defined as the measure of deviation from the gold
standard data (Hsueh, et al., 2009), noise level is reduced as the inter-raimeagfer
an answer is increased. Noise is totally eliminated when all the aagens agreement for
an answer. In order to produce gold standard data with no noise, only answers with a

strict metric were included. Strict metric is defined as the rateradiaonsensus for an
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answer (Ku, Lo, & Chen, 2007). The use of strict metric (consensus) negated the need to
measure inter-rater reliability using Cohen’s Kappa.

When the production data extract was completed, a seller was randontbdsketen
the extracted population. The randomly selected seller was reviewed by fifedual
and dedicated evaluators. The number of evaluators selected was based on the
recommendations of Snow et al. (2008), Callison-Burch (2009), and Klebanov and
Beigman (2009). The same five evaluators were used to review all #rs.s€he
evaluation process followed the procedure as specified in the section ébitliedt —
Identifying Seller Behavior as Honest or Fraudulehteller was only added to the Gold
Standard Sellers if all the evaluators had a consensus in their answerllémthaedid
not have evaluator consensus was discarded. The suggested quantity of gold standard
data is from 5% to 10% of the total population ("Crowdflower - gold standard,” 2010).
Based on the unique seller population size of 502 (See Chapter 4 for details), the size o
the Gold Standard Seller data set could range from 25 to 50. Sellers coidtitneed
randomly selected by the researcher and evaluated by the evaluatoreeu@bld
Standard Seller data set was populated with the minimum number of 25 required
candidates. All sellers were unique within the Gold Standard Seller data set — no
duplicates.
Creating Gold Standard Feedbacks

Gold standard data was used to ensure the accuracy of the answers provided by the
AMT workers. If answers provided by a worker significantly deviated frongythe
standard, then there was a high degree of probability that the worker was poorly

performing, not doing what was asked or was attempting to game the system.
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A quality control technique used by Tang and Sanderson (2010), Sorokin and Forsyth
(2008), Callison-Burch and Dredze (2010), and other researchers was randorihginser
(also known as salting) gold standard data into HITs to identify poorly performing,
malicious or gaming workers. A worker did not know if the data to be evaluatexl cam
from the new data or from the gold standard. Workers that gave too many wrongsanswe
to the gold standard were more likely to add noise to the overall results and needed to be
filtered out. Noise is defined as the measure of deviation from the gold standard data
(Hsueh, et al., 2009).

Gold standard data is a collection of preselected data that have a known set of
answers. These answers are typically produced by one or more individuals who are
trusted and a domain expert. Snow et al. (2008) demonstrated using multiple non-experts
averaged out the noise resulting in the same quality answer as an experchiigie
was then applied by Snow et al. (2008) to produce gold standard data used in training sets
as no gold standard data existed. Similarly research by Callison-@0@8®) on machine
translation quality and by Nowak and Ruger (2010) on tagging of images supported the
findings that when combined non-expert judgments were equal to or better than human
expertsAs no gold standard data set existed for determining whether or not an eBay
buyer feedback comment is in negative-positive format or not, the technique of using
multiple non-experts was used to create a Gold Standard Feedbacks.

A gold standard with noise would only support cautious benchmarking as it requires
performance of the workers be better than the baseline by more than that which can be
attributed to the noise. As noise is defined as the measure of deviation from the gold

standard data (Hsueh, et al., 2009), noise level is reduced as the inter-raimeagfer
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an answer is increased. Noise is totally eliminated when all the aagens agreement for
an answer. In order to produce gold standard data with no noise, only answers with a
strict metric were included. Strict metric is defined as the rateradniaonsensus for an
answer (Ku, et al., 2007). The use of strict metric (consensus) negated the need t
measure inter-rater reliability using Cohen’s Kappa.

After the production data was extracted, it was filtered leavingoqualfied data
which was 382,768 buyer feedback comments (see Chapter 4 for details). AougBay
feedback comment was randomly selected from the filtered population. The randomly
selected feedback comment was reviewed by five qualified and dedicatesl ddaker
number of coders selected was based on the recommendations of Snow et al. (2008),
Callison-Burch (2009), and Klebanov and Beigman (2009). The same five coders were
used to review all the feedback comments. The evaluation process followed the
procedure as specified in the section enti@eding — Indentifying Buyer Feedback
Comment as Negative-Positive or Natfeedback comment was only added to the Gold
Standard Feedbacks if all the coders had a consensus in their answer. Theesame f
coders were used to review all the feedback comments. Any feedback caottmat eind
not have coder consensus was discarded. The population of feedback comments to be
evaluated was 382,768 (see Chapter 4 for details). Because of the immense amount of
data to be processed, it was broken down into 50 batches (See baptamentation of
Production Feedback HIT for Amazon Mechanical Juflke calculated size of a batch
was about 7,700 feedback comments. The suggested quantity of gold standard data is
from 5% to 10% of the population ("Crowdflower - gold standard," 2010). Multiplying

5% times the 7,700 batch size yielded a result of 385. The size of the Gold &tandar
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Feedbacks data set could range from 385 to 770. Feedback comments continued to be
randomly selected by the researcher and evaluated by the coders uatldi&tandard
Feedbacks data set was populated with the minimum number of 385 required candidates.
All feedback comments were unique within the Gold Standard Feedbacks dateset
duplicates.

Implementation of Production Seller HIT for Amazon Mechanical Turk

A production Seller HIT was created and namedearch Production SelleNo
changes were made to the production Seller HIT, therefore it had exacthntleeformat
as the prototype Seller HIT (SAppendix H - Research Prototype Seller Hilhe
production Seller HIT was used by AMT workers to answer YES or NO to the judgment
guestion — “Did the seller exhibit fraudulent type behavior to buyers?” As in thegstot t
the following qualifications were placed on the production Seller Wbrker HIT
Acceptance Rat®esearch Qualification Native English SpealerdResearch
Qualification Seller TesWorkers were only given permission to gain access to the
production Seller HITs after qualifying/passing all the qualifications.

Snow et al. (2008) indicated for a large set of HITs, an aggregate of faxr to si
workers matched the results of a single domain expert. A majority of five workers w
cited by Yan et al. (2010) as the best strategy in consistently achiesnegiman 95%
accuracy. Heilman and Smith (2010), Pinchark et al. (2009), and Heymann and Garcia-
Molina (2008) also determined that five workers was the optimum number per HIT.

Based on this evidence the number of workers assigned to the production SellesHIT wa

set to five.
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The quality of the workers’ data was a critical concern. Especially aslyhdata to
be collected was the final judgment answer of YES or NO contained in the 27tlomguest
of “Did the seller exhibit fraudulent type behavior to buyers?” The andumetise other
26 questions was not collected or analyzed as their sole purpose was to assist and guide
the worker in gathering the necessary data to base their final judgment. The pomflati
production Seller HITs was salted with 5% Gold Standard Sellers which eeeeated
in a prior section entitle@reating Gold Standard Sellershe 5% gold standard measure
was within the suggested 5% t010% range ("Crowdflower - gold standard,” 2010).
Experiments by other researchers using AMT demonstrated thag$psiise to five
one-cent HITs is 50-60% faster than a single five-cent task (Yan, et al., 20E@)ed r
of financial incentives showed that increasing the micro-payment of HélUited in an
increase in the quantity of work done, but not the quality of the work (Mason & Watts,
2009). The conclusion - If the micro-payment is too high, financial resourcesstedw
and inefficient workers are attracted. Elasticity of HIT throughput appedres more
dependent on the number of available online workers rather than the size of the HIT’s
micro-payment. The best strategy for a requester to adopt is starsthdiTi batch at a
low micro-payment and only increase the micro-payment size in subseqienatdhes
in the event of low worker response.
The total seller population of 502 was broken up into 10 batches for processing on
AMT. This was done for three reasons. First, per the “best strategydquester”
multiple batches provided a mechanism to adjust micro-payments (if ne¢esgisdey
completing the data processing at the lowest possible cost. Second, small inatbhés

easier to monitor and block any mass attempt at gaming by comparing wonkersatcs
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the Gold Standard Sellers. Third, it provided time to review the HIT's commaenhfdiel
feedback from workers. Small batches made it possible to incorporate valid suggest
or make corrections without having to reprocess all the seller data. No suggestiens
incorporated and no corrections were required for the production run. The comment field
at the bottom of the HIT allowing for worker feedback replicated the techogpeby
Kosara and Ziemkiewicz (2010), Nowak and Ruger (2010), and Sorokin and Forsyth
(2008).
Implementation of Production Feedback HIT for Amazon Mechanical Tuk

A production Feedback HIT was created and ndResgarch Production Feedback
(SeeAppendix L — Research Production Feedback)HThe number of questions (buyer
feedback comments to be reviewed) in the production Feedback HIT was raised to ten
compared to the one as seen in the prototype Feedback HIT. There were two ngmpelli
reasons to do this. The first was the need to cut costs as paying even at the lowest
possible rate of $0.01 when multiplied by hundreds of thousands of HITs results in tens
thousands of dollars for a total cost. As the time and effort required answenmgea si
guestion was minimal, pooling multiple questions together into a single HIT wasla via
and common practice used by requestors (Feng, et al., 2009; Finin, et al., 2010; Wenzel,
2008). Second, the quality of the workers’ data was a critical concern. Multipkogses
per HIT made it possible to salt each HIT with one or more Gold Standard Feedback
(Finin, et al., 2010).

As in the pilot test, the following qualifications were placed on the production
Feedback HIT Worker HIT Acceptance Rateesearch Qualification Native English

SpeakerandResearch Qualification Feedback T.eatorkers were only given
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permission to gain access to the production Feedback HITs after qualifysigépals
the qualifications.

Snow et al. (2008) indicated for a large set of HITs, an aggregate of faxr to si
workers matched the results of a single domain expert. A majority of five wavkers
cited by Yan et al. (2010) as the best strategy in consistently achiesnegiman 95%
accuracy. Heilman and Smith (2010), Pinchark et al. (2009), and Heymann and Garcia-
Molina (2008) also determined that five workers was the optimum number per HIT.
Based on this evidence the number of workers assigned to the production Feedback HIT
was set to five.

The quality of the workers’ data was a critical concern. Each productionae&edb
HIT was salted with one Gold Standard Feedback which resulted in a guldrsta
measure of 10%. The 10% gold standard measure was within the suggested 5% t010%
range ("Crowdflower - gold standard,” 2010). The Gold Standard Feedbacks were
generated in a prior section entitiédeating Gold Standard Feedbacks

Experiments by other researchers using AMT demonstrated thag$psiise to five
one-cent HITs is 50-60% faster than a single five-cent task (Yan, et al., 20E@)ed r
of financial incentives showed that increasing the micro-payment of HélUiied in an
increase in the quantity of work done, but not the quality of the work (Mason & Watts,
2009). The conclusion - If the micro-payment is too high, financial resourcesstedw
and inefficient workers are attracted. Elasticity of HIT throughput appgedre more
dependent on the number of available online workers rather than the size of the HIT’s

micro-payment. The best strategy for a requester to adopt is starsthdiTi batch at a
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low micro-payment and only increase the micro-payment size in subseqienatdhes
in the event of low worker response.

The total feedback population of 382,768 was broken up into 50 batches for
processing on AMT. This was done for four reasons. First, the massive size oélthe tot
feedback population was easier to handle when broken down into small batches. Second,
per the “best strategy for a requester” multiple batches provided a msultta adjust
micro-payments (if necessary) while completing the data proceasthg lowest
possible cost. Third, small batches made it easier to monitor and block angt @tem
gaming by comparing worker answers to the Gold Standard Feedbacks. Fourth, it
provided time to review theroduction FeedbacKIT’'s comment field for feedback
from workers. Small batches made it possible to incorporate valid suggestions or make
corrections without having to reprocess all the buyer feedback comment data. No
suggestions were incorporated and no corrections were required for the ijprodurct
The comment field at the bottom of the HIT allowing for worker feedback repitia¢e
technique used by Kosara and Ziemkiewicz (2010), Nowak and Ruger (2010), and
Sorokin and Forsyth (2008).

Data Analysis

Data was entered into IBM SPSS Statistics 18 for Windows softwareadaplifor
analysis. Descriptive statistics were used to describe the sample aidthfrlequency
and percentages for nominal and categorical data. Means and standard devegons
applied to interval or ratio data. Per Bartlett, Kotrlik, and Higgins (2001 otlening
standards were used - for categorical data a 5% margin of error is ateefpoa

continuous data a 3% margin of error is acceptable; for a dichotomous variable like
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Fraudulent-Type Behavior Consensu5% margin of error is acceptable; and a 95%
confidence level witlp = 0.5 is acceptable for most basic research studies. For a
dichotomous (divided or dividing into two sharply distinguished parts or classifications)
variable, a 5% margin of error is acceptable (Bartlett, et al., 2001). A 95% eocd
level andp = 0.5 were assumed for the research study astacseptable for most basic
research studies (Bartlett, et al., 2001).

For each research question, a null hypothesis and alternative hypothesiedre sta
Details are provided indicating the variables that would be used and sthtistic
calculations that would be performed. Based on the principle of falsifyaf§Havin,
2008), statistical calculations were performed to test the null hypothesgdotion. If
the null hypothesis was rejected, then the alternative hypothesis wouldrbmed to
determine if that could be accepted. The result for each of the reseastibripies
detailed in Chapter 4.

Research Question 1 (RQ1)

Does negative-positive type feedback comments from buyers predict ewluator
consensus of seller fraudulent-type behavior?

Null Hypothesis (H10): Negative-positive type feedback comments frg@rdulo not
predict evaluators’ consensus of seller fraudulent-type behavior.

Alternative Hypothesis (H1a): Negative-positive type feedback consnfiemh buyers
do predict evaluators’ consensus of seller fraudulent-type behavior.

A logistic regression was conducted to assess whether or not negative-pgsative
feedback comments from buyers predicted evaluators’ consensus ofraeliiedént

behavior. For this analysis, the independent (predictor) variablblegetive-Positive
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Consensu$ield and the dependent (criterion) variable was seller behavior. Seller
behavior was represented by ffraudulent-Type Behavior Consendietd.

Logistic regression (also known as the logistic model or logit model) was the
appropriate statistic to analyze the data as the research questionamioesikow an
independent variable predicts a mutually exclusive dichotomous (divided or dividing into
two sharply distinguished parts or classifications) criterion variable.

The Chi-square significance test was used to test the null hypothesisssioec@aon
between the independent variable (Negative-Positive Consensus) and the dependent
variable (Fraudulent-Type Behavior Consensus).

Research Question 2 (RQ2)

Does the number of negative-positive type feedback comments from buyers predict
evaluators’ consensus of seller fraudulent-type behavior?

Null Hypothesis (H20): The number of negative-positive type feedback commests doe
not predict evaluators’ consensus of seller fraudulent-type behavior.

Alternative Hypothesis (H2a): The number of negative-positive type feedbackezaenm
predicts evaluators’ consensus of seller fraudulent-type behavior.

A logistic regression was conducted to assess whether or not the number of negative-
positive type feedback comments predicted evaluators’ consensus of seliierdnt
behavior. Logistic regression was the appropriate way to analyze the desaash
guestion 2 was to examine how an independent variable predicts a mutually exclusive
dichotomous (divided or dividing into two sharply distinguished parts or classifications)
criterion variable. In this case, the independent variable was obtained biyhgdbat

number of negative-positive comments to achieve a continuous value. The dependent or
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criterion variable was consensus of seller fraudulent-type behavior whgkh w
dichotomized (1 =Y, 0 = N).

Research Question 3 (RQ3)

For each seller will negative-positive type feedback comments from buyensofall
cluster?

Null Hypothesis (H30): For each seller will negative-positive feedbackmmts do not
fall into a cluster.

Alternative Hypothesis (H3a): For each seller negative-positive fekdioncments fall
into a cluster.

For the testing of whether or not negative-positive type feedback comelemitofa
cluster, a Chi-square test of Independence was used. A cluster was rikdesmnén
negative-positive type comments were found grouped around traditional comments in the
sellers’ feedback transaction history. For example, when negative-pdgitere
comments were separated by two traditional comments, and then followed by another
occurrence of a negative-positive comment, a cluster was identified.ustarcthe
negative-positive type comments could be separated by as many as twonahditi
comments. For this analysis, the feedback either fell into the cluster (¥ies) (NO).
Summary

The objective of the research study was to determine if the presencetivienega
positive type feedback comments by buyers is a predictor that a sellbaisrige
fraudulently. The correlational research design provided for discoveringnslaips
between variables, measuring the degree and direction of relationships, anaefrom t

discovered relationships predictions could be made. The correlational hedesign
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(see Appendix A) was implemented using an automated data collection agel@ritoor
efficiently sift through the massive quantities of data on eBay and |deatpialified
sellers. The methodology was constructed with the goal of reducing the sityj@ctd
increasing the reliability of categorizing seller behavior as hardsaudulent and buyer

feedback comments as negative-positive or not.



95

Chapter 4

Results

Introduction

This chapter provides a presentation of the research findings and analysis t# the da
that was collected. It includes a review of the objective of the research tedigta
collection procedure; the three research questions (with null and alterngiotbédsis
for each); data analysis for the research questions; and a summary of results
Objective of the Study

In a forensic case study of an opportunistic seller by Nikitov and Stone (20048, it w
found buyers sometimes embedded negative comments in positive feedback as a means
of avoiding retaliation from sellers and damage to their reputation. This patédgo
positive feedback is described as “negative-positive” feedback. An examplgabivee
positive feedback is “Good product, but slow shipping.” The objective of this study was
investigating the concept of using negative-positive feedback as a sigoatiestify
potential opportunistic sellers in an online auction population.
Data Collection

The issue of obtaining a sufficient population of sellers that exhibited fraudydent ty
behavior was previously discussed in the section enitbgulilation Sizén Chapter 3
Methodology. Each of the three full data extractions from the pilot study folatvedy
small populations of unique buyers - 406, 438, and 446 (see Figure 11). A small number
of unique buyers could adversely effect the research’s data analysishastier of

fraudulent sellers within the eBay member population is reported to be veryRenall.
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prior cited research studies, the distribution of fraudulent sellers appearkewael s
and focused on specific categories. Based on this information, the cateGampifiters
and Networking: PC Laptops and Notebowolkss selected for its potential in containing
multiple fraudulent sellers.

The web crawler (see Appendix B) used was custom designed for the eBag teebsit
retrieve the raw data. The web crawler retrieved web pages, parseehjpages to find
the required data, determined if the found data met the selection criteria, aaddistor
gualified data for later analysis in a Comma Separated Variabl&§ EXCII file as
specified in Appendix C. The search space used by the web crawler was bounded by all
sellers in the category @omputers and Networking: PC Laptops and Notebobhe
result of the production full data extraction was a data set composed of 467,071 buyer
feedback comments created by 502 unique eBay sellers.

The evaluators reviewed the unique eBay sellers and identified based on magority r
(3 of 5) the sellers exhibiting fraudulent behavior in@wmputers and Networking: PC
Laptops and Notebooksategory. Out of a total of 502 unique eBay userids, the number
of sellers identified as exhibiting fraudulent behavior was 19. This trath$taB78%
(19/502) of the total sellers were exhibiting fraudulent behavior. This number was
sufficiently large enough to eliminate the need to rerun the web crawhey aisiew
category or multiple categories in order to locate more eBay sell@tstang fraudulent

type behavior.
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A summary of the collected data from the web crawler run can be seen inZgure

| Number | Percent
Total Feedback Comments 467,071| 100.009
Minus Negative 2,422| (0.52%)
Minus Neutral 2,757| (0.59%)
Minus Blank 1,048| (0.22%)
Remaining Positive 460,844 98.679
Minus As Buyer 74,865| (16.03%
Minus Non-English 3,211| (0.69%)
Qualified Buyer Feedback Comments 382,768 81.959

Figure 22. Analysis of Extracted Production Data

TheTotal Feedback Commerfsund was 467,071. All unqualified records were deleted

from theTotal Feedback Commenmispulation by the researcher:

Minus Negative- Any feedback comment with a feedback typ&lefativewas removed

as negative-positive feedback requires a feedback type of positive.

Minus Neutral Any feedback comment with a feedback typ®&lefitralwas removed as

negative-positive feedback requires a feedback type of positive.

Minus Blank— Any feedback comment with a feedback typblahkwas removed as

negative-positive feedback requires a feedback type of positive. eBay will selbad&

type to blank for partially deleted or censured comments.

TheRemaining Positivaumber of 460,844 contained only feedback comments that had

a feedback type d?ositive

Most eBay members switch between the roles of seller and buyer. Eadedjualif

seller's eBay member profile can contain feedback for both roles. Theréffaedback

comments in which the seller was acting as a buyer were eliminated i®gdagcher as

designated bivlinus As Buyer



98

Inclusion of non-English buyer feedback comments could result in ambiguity due t
translation plus the additional expense of hiring translaitrs.assumption was made
that buyer feedback comments are consistent regardless of the language in which they
are composedlhat is to say a buyer’'s compliment or complaint about a seller in the
form of a feedback comment is independent of the spoken/written language used by the
buyer. Therefore non-English buyer feedback comments which constitutedask)b of
the total population were treated as outliers and excluded from the data toylzednal
This exclusion made by the researcher was indicatéditnys Non-English

As designated bQualified Buyer Feedback Commentke total number of buyer
feedback comments that needed to be reviewed by the coders was 382,768.
Amazon Mechanical Turk Processing — Sellers

From the total population of the 502 unique eBay sellers, one seller at a time was
randomly pulled and evaluated by dedicated raters (evaluators) until 25 sellers w
found having consensus of all evaluators (5 of 5). The seller was then added to the Gold
Standard Sellers data set. As a matter of record, all the Gold Standarsl \Betk
classified as honest. This left 477 eBay sellers which needed to be processed.ityor qual
control purposes, the 25 Gold Standard Sellers were added back into pool — resulting in
502 unique eBay sellers to be reviewed by Amazon Mechanical Turk (AMT) evaluators.
The sellers were randomly divided among the ten batches for processing on AMT

A total of 19 sellers were designated by the AMT evaluators as fraudulemdbyig
sellers based on majority rule (3 of 5). An additional 18 sellers were tagged By AM
evaluators apotentiallyfraudulent sellers, but each of these sellers only received one or

two votes which were insufficient to make a majority and be classifiedaduient
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sellers. Time for processing was approximately two days. The micrograyas $0.30
per Human Intelligence Test (HIT) with five assignments.
Amazon Mechanical Turk Processing — Buyer Feedback Comments

As designated bQualified Buyer Feedback Comme(gse Figure 22) - the total
number of buyer feedback comments that needed to be reviewed by the coders was
382,768. As 50 batches would be used, the estimated size per batch was 7,700. The gold
standard was set to 5% of the batch size which was 385 feedback comments (7,700 X
0.05). Feedback comments were randomly pulled and evaluated by dedicated raters
(coders) until 385 feedback comments were found having consensus of all coders (5 of
5). The feedback comment was then added to the Gold Standard Feedbacks data set. This
left 382,383 buyer feedback comments remaining to be evaluated (382,768 — 385).

The remaining feedback comments were randomly divided among 50 batches for
processing on AMT. Each HIT was composed of ten feedback comments. Nine feedback
comments for the HIT came from the batch. For quality control purposes, the tenth
feedback comment in each HIT was randomly salted with one of the 385 Gold Standard
Feedbacks. Repetitive use of Gold Standard Feedbacks in the batches wassnetas is
many feedback comments like “Good seller!” were commonly used by multiplesbuye

Out of 382,768 feedback comments, 2,247 were identified by coders as negative-
positive feedback comments based on majority rule (3 of 5). Thus negative-positive
feedback comments constituted only 0.59% of the total qualified positive buyer feedback
comments (2,247/382,768). Time for processing was approximately five days. The

micro-payment was $0.01 per HIT with five assignments.
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Amazon Mechanical Turk — Quality Control

The techniques of qualification tests, multiple worker assignmentspépidrality),
minimum work time per HIT, gold standard data, and advice of auditing were used to
ensure the reliability of raters. TResearch Qualification Seller Tesas set to manual
which required the researcher to individually review and authorize each worker as
qualified. Seven AMT workers were rejected for Research Qualification Seller Test
No seller production HITs were rejected. For the feedback production HITS, theimork (
entirety) done by three AMT workers was rejected. One AMT worker was obvious
gaming as only N (No) was entered as an answer to every question. The othertwo AM
workers failed to correctly answer multiple Gold Standard Feedbacks, iowelsided
that they were either gaming by randomly answering or had poor performance. When
HITs were rejected and released for processing by other workers;tamegsage was
sent to the effected AMT worker explaining that the required level of qualgyhata
met. The rejected AMT worker was then blocked from working on any more HITs.
Analysis Delimitations

Data was entered into IBM SPSS Statistics 18 for Windows software épplifca
analysis. Descriptive statistics were used to describe the sample anddnitkgliency
and percentages for nominal and categorical data. Means and standard deveagons
applied to interval or ratio data. Per Bartlett, Kotrlik and Higgins (2001) theeniolg
standards were used - for categorical data a 5% margin of error is ateefoa
continuous data a 3% margin of error is acceptable; for a dichotomous variable like
Fraudulent-Type Behavior Consensu5% margin of error is acceptable; and a 95%

confidence level witlp = 0.5 is acceptable for most basic research studies. For a
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dichotomous (divided or dividing into two sharply distinguished parts or classifications)
variable, a 5% margin of error is acceptable (Bartlett, et al., 2001). A 95% eocd

level andp = 0.5 were assumed for the research study astacseptable for most basic
research studies (Bartlett, et al., 2001).

For each research question, a null hypothesis and alternative hypothesiedre sta
Details are provided indicating the variables that were used and sthtigtardations
that were performed. Based on the principle of falsifiability (Gavin, 2008)stital
calculations were performed to test the null hypothesis for rejection.

Research Question 1 (RQ1)

Does negative-positive type feedback comments from buyers predict ewluator
consensus of seller fraudulent-type behavior?

Null Hypothesis (H10): Negative-positive type feedback comments frg@rualo not
predict evaluators’ consensus of seller fraudulent-type behavior.

Alternative Hypothesis (H1la): Negative-positive type feedback consnfiemh buyers
do predict evaluators’ consensus of seller fraudulent-type behavior.

A logistic regression was conducted to assess whether or not negative-pgsative
feedback comments from buyers predicted evaluators’ consensus ofraatietent
behavior. For this analysis, the independent (predictor) variablblegetive-Positive
Consensu$§ield and the dependent (criterion) variable was seller behavior. Seller
behavior was represented by #fraudulent-Type Behavior Consendigtd.

Logistic regression was the appropriate statistic to analyze thasddua research
guestion was to examine how an independent variable predicts a mutuallyvexclusi
dichotomous (divided or dividing into two sharply distinguished parts or classifications)

criterion variable. Results of the logistic regression are displayedumne=23.
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Independent Variable B SE Wald p Exp(B)
Negative Positive Feedbac 0.60 0.06 97.27 <0.001 1.82

Model Y =-2.40 + 0.06* Negative-Positive Feedback

Figure 23. Negative-Positive Feedback Comments
Predicting Evaluators’ Consensus of Seller Fraudulent Behavior

Anyp less than 0.05 are significant. As seen in Figure 23 foethe logistic
coefficient was < 0.001 which means the logistic coefficient waststatig significant.

The Chi-Square test calculation performed was representgkibyith one degree of
freedom. The degree of freedom is equal to the number of standard normal dewvigtes bei
summed — one. The resulting Chi-Square calculationGhifs(1) = 84.40.

Thep is the probability of observing a test statistic at least as extrem€hi-Square
distribution. Anyp less than 0.05 are significant. Usingiable ofy? Value vs. P-Value
with Chi? (1) = 84.40, the resultingwas < 0.001 which was classified as statistically
significant (Fisher, 1995).

A Chi-Square significance test was used to test the null hypothesis of natamsoc
between the independent variali\e@ative-Positive Consengwsd the dependent
variable Fraudulent-Type Behavior ConsensuBhe Chi-Square test was significant
with Chi® (1) = 84.40p < 0.001. It clearly rejected the null hypothesis that no
independent variabléNggative-Positive Consengwgas correlated to the dependent
variable Fraudulent-Type Behavior Consensud/ith the Chi-Square test as significant
and the logistical regressiomsas significant, it suggested that negative-positive type
feedback comments from buyers predicts evaluators’ consensus ofraeiteiént

behavior.
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Two descriptive measures of goodness-of-fit are Cox and Snell (1989) and Nagelker
(1991). In linear regression?Ras a clearly defined definition as the proportion of the
variation in the dependent variable that can be explained by the predictor(shmedne
model. Several attempts have been made to devise an equivalérioofR logistic
model. None currently render the meaning of the variance (Menard, 2000). None
correspond to predictive efficiency. For these two reasons, the’taliRes were not
included in the evaluation of the logistic model.

Wald statistics (Harrell, 2001) is for testing the significance ofxplkaeatory
(independent) variables in the logistics model. As only a single independeriti@ari
Negative-Positive Consenswas used, it rendered this statistic moot.

In Figure 23, B represents the regression coefficient for the predictdr ishi
Negative-Positive Consensuspositive regression coefficient means that the
explanatory (independent) variable increases the probability of expkanataable
decreases the probability of the outcome. A large regression coeffreamis that the
explanatory variable strongly influences the probability of the outcome. Azeear
regression coefficient means the explanatory variable has littlenc#uen the
probability of the outcome. The value of B was 0.6 which showed an increase in
probability of the outcome, but with a less than one multiplier the explanatorilearia
influence was moderated.

The exponent of B in the logistic regression yields the odds ratio. Odds ratios whose
confidence limits are greater or less than one are statisticalijicagt. For SPSS the
odds ratio is labeled as Exp(B). The logit b = 0.6 in the B column in Figure 23 resulted in

a corresponding odds ratio [Exp(B)] of 1.82. The results of the logistic regression
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suggested that as buyers tended to have negative-positive feedbackweeier 82

times more likely to be fraudulent.

Negative-Positive Consensus

Fraudulent Yes No Total

Type Yes 15 4 19

Behavior No 101 382 483
Total Sellers| 502

Figure 24. Comparing Coders Negative-Positive Feedback Consensus
to Seller Fraudulent Behavior by Evaluators

The actual counts of sellers based on coders negative-positive feedbackusonsens
compared to sellers exhibiting fraudulent type behavior as found by the evalsators i
summarized in Figure 24. The off-diagonal cells in the table containing the values of
four and 101 showed the lack of buyer negative-positive feedback comments vdrsn sel
were not exhibiting fraudulent type behavior. Conversely, the other off-diagelhad c
the table containing the values of 15 and 382 showed the presence of buyer negative-
positive feedback comments and when sellers exhibited fraudulent type behavior
The null hypothesis H10 was rejected for RQ1
Research Question 2 (RQ2)

Does the number of negative-positive type feedback comments from buyers predict
evaluators’ consensus of seller fraudulent-type behavior?

Null Hypothesis (H20): The number of negative-positive type feedback commests doe
not predict evaluators’ consensus of seller fraudulent-type behavior.

Alternative Hypothesis (H2a): The number of negative-positive type feedbackezaenm
predicts evaluators’ consensus of seller fraudulent-type behavior.

A logistic regression was conducted to assess whether or not the number of negative-

positive type feedback comments predicted evaluators’ consensus of seliierdént
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behavior. The independent (predictor) variable wadtmaber of Negative-Positive
Feedbacks Commerasd the dependent (criterion) variable was seller behavior. Seller
behavior was represented Bsaudulent-Type Behavior Consenglis= Y, 0 = N). In this
case, the independent variable was obtained by counting the number of negative-positi
feedback comments for each seller to achieve a continuous value. The l@tal sel
population was 502 sellers. A total of 19 sellers were previously identified hyatwal
as exhibiting fraudulent behavior. The remaining 483 sellers were previousiifietkas
honest by the evaluators. The total number of buyer feedback comments previously
categorized by coders as negative-positive type was 2,247.

Logistic regression was the appropriate statistic to analyze thasddua research
guestion was to examine how an independent variable predicts a mutuallyvexclusi
dichotomous (divided or dividing into two sharply distinguished parts or classifications)

criterion variable. Results of the logistic regression are displayedune=24.

Independent Variable B SE Wald p Exp(B)
Number of Negative-Positive 0.04 0.01 13.02 <0.001 1.04
Feedback Comments

Model Y =-3.51 + 0.04* Number of Negative-Positive Feedback Comments

Figure 25. Number of Negative-Positive Feedback Comments
Predicting Evaluators’ Consensus of Seller Fraudulent Behavior

Anyp less than 0.05 are significant. As seen in Figure 25 foethe logistic
coefficient was < 0.001 which means the logistic coefficient waststatig significant.

The Chi-Square test calculation performed was representdibwith one degree of
freedom. The degree of freedom is equal to the number of standard normal devigtes bei

summed — one. The resulting Chi-Square calculationGhifs(1) = 10.92.
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Thep is the probability of observing a test statistic at least as extrem@hnr$quare
distribution. Anyp less than 0.05 are significant. Usingiable ofy? Value vs. P-Value
with Chi? (1) = 10.92, the resultingwas < 0.001 which was classified as statistically
significant (Fisher, 1995).

A Chi-Square significance test was used to test the null hypothesis of natassoc
between the independent variableimber of Negative-Positive Feedback Comments
and the dependent variablrgudulent-Type Behavior ConsensuBhe Chi-Square test
was significance witlchi® (1) = 10.92p < 0.001. It clearly rejected the null hypothesis
that no independent variabldymber of Negative-Positive Feedback Commems
linearly correlated to the log odds of the dependent varigbdeidulent-Type Behavior
Consensus With the Chi-Square test as significant and the logistical regréspias
significant, it suggested that the number of negative-positive feedbackezdmfrom
buyers predicts evaluators’ consensus of seller fraudulent behavior.

Two descriptive measures of goodness-of-fit are Cox and Snell (1989) and Nagelke
(1991). In linear regression?Ras a clearly defined definition as the proportion of the
variation in the dependent variable that can be explained by the predictor(shmedne
model. Several attempts have been made to devise an equivaléfiooftiR logistic
model. None currently render the meaning of the variance (Menard, 2000). None
correspond to predictive efficiency. For these two reasons, the’twaliBes were not
included in the evaluation of the logistic model.

Wald statistics (Harrell, 2001) is for testing the significance ofxpaeatory
(independent) variables in the logistics model. As only a single independexiti@ari

Negative-Positive Consenswas used, it rendered this statistic moot.
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In Figure 24, B represents the regression coefficient for the predictdr ishi
Negative-Positive Consensuspositive regression coefficient means that the
explanatory (independent) variable increases the probability of expkanatable
decreases the probability of the outcome. A large regression coeffreamis that the
explanatory variable strongly influences the probability of the outcome. Azeear
regression coefficient means the explanatory variable has littlencBuzn the
probability of the outcome. The value of B was 0.04 which showed an increase in
probability of the outcome, but with a less than one multiplier the explanatoriplearia
influence was highly moderated.

The exponent of B in the logistic regression yields the odds ratio. Odds ratios whose
confidence limits are greater or less than one are statisticalijicagt. For SPSS the
odds ratio is labeled as Exp(B). The logit b = 0.04 in the B column in Figure 23 resulted
in a corresponding odds ratio [Exp(B)] of 1.04. The results of the logistic remgressi
suggested that for every one unit increase in the number of negative-positivackeedb
comments, sellers were 1.04 times more likely to be fraudulent.

The null hypothesis H20 was rejected for RQ2
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Research Question 3 (RQ3)
For each seller will negative-positive type feedback comments from buyensofall
cluster?
Null Hypothesis (H30): For each seller will negative-positive feedbackreents do not
fall into a cluster.
Alternative Hypothesis (H3a): For each seller negative-positive fekdimenments fall
into a cluster.

A Chi-Square test was conducted to assess whether or not negative-positive type
feedback comments fall into a cluster. A cluster was determined when ngugsitree
type comments were found grouped around traditional [not negative-positive] comments
in the sellers’ feedback comments history. For example, when negativergpogie
comments were separated by two traditional comments, and then followed by another
occurrence of a negative-positive comment, a cluster was identified.ustarcthe
negative-positive type comments could be separated by as many as twonahditi
comments. For this analysis, the feedback either fell into the cluster (¥ies) @NO).

Results of the Chi-Square test are displayed in Figure 26.

Chi? df p No Cluster Cluster Expected
426.18 1 <.001 694 109 401.5

Figure 26. Chi-Square on Negative-Positive Feedback Comments Falling
into a Cluster

Thep is the probability of observing a test statistic at least as extrem@hir@quare
distribution. Anyp less than 0.05 are significant. Usingiable ofy? Value vs. P-Value
with Chi? (1) = 426.18, the resultingwas < 0.001 which was classified as statistically

significant (Fisher, 1995).
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The Chi-Square test calculation performed was representgdityith one degree of
freedom. The degree of freedom is equal to the number of standard normal dewvigtes bei
summed — one. The resulting Chi-Square calculationGhifs(1) = 426.18. The results
suggested that negative-positive type feedback comments did not fall ingiex,cl
therefore the null hypothesis was accepted. No clustering of negative:pogie
feedback was revealed for 694 sellers and 109 sellers did reveal clusteriggtofere
positive type comments. The expected count for each cell was 401.5 [(694+109)/2)]
suggesting that fewer sellers than expected had negative-positive typectmthat was
clustered.

The null hypothesis H30 was accepted for RQ3
Summary of Results

The research was divided into four parts — collecting the data using a wedr crawl
manually scrubbing the collected data, coding the data using crowdsourcing, and
performing data analysis on the three research questions using SPSS.

The web crawler searched the categoi@ahputers and Networking: PC Laptops
and Notebooksxtracting raw data consisting of 467,071 eBay buyer feedback
comments. After scrubbing the data to only include qualified buyer feedback comments
and eliminating outliers consisting of non-English comments, the remainingdatde
processed contained 382,768 buyer feedback comments. From the scrubbed dataset, a
total of 502 unique eBay sellers were identified.

Using traditional dedicated raters to process the collected data waahtetiie to
extensive time required and high monetary cost. An alternative solution of

crowdsourcing was used with service provided by Amazon Mechanical Turk.
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Crowdsourcing proved viable as all the work was processed in less than sevenliays wit
a considerable cost savings compared to traditional dedicated raters. Metipl@ues
were used to ensure data quality - qualification tests and data quality teshofique
multiple worker assignments per HIT (plurality), minimum work time per, ldiald
standard data, and advice of auditing.

Evaluators identified 19 out of the 502 unique eBay sellers as exhibiting fraudulent
behavior. This translated into 3.78% of the sellers classified as behaving ératydul
The remaining 483 sellers were classified as honest.

Coders categorized 2,247 out of 382,768 buyer feedback comments as negative-
positive type. This translated into 0.59% of the total buyer feedback comments were
negative-positive type.

The research study focused on the determining if negative-positive tgpadke
comments by buyers are a predictor that a seller is behaving fraudulémég.research
guestions were used in framing an answer for this primary question.

For research question Dees negative-positive type feedback comments from buyers
predict evaluators’ consensus of seller fraudulent-type behavVioe?ull hypothesis of

Negative-positive type feedback comments from buyers do not predict evaluators’
consensus of seller fraudulent-type behawas rejected based on the results of the
logistic regression and Chi-Square test. The results of the logisticsiegreaggested
that as buyers tended to have negative-positive feedback; sellers were 1.82diemes m
likely to be fraudulent.

For research question Pees the number of negative-positive type feedback

comments from buyers predict evaluators’ consensus of seller fraudulent-type Ii2havior
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The null hypothesis ofFhe number of negative-positive type feedback comments does not
predict evaluators’ consensus of seller fraudulent-type behaxasrrejected based on
the results of the logistic regression and Chi-Square test. The resultsarjistie |
regression suggested that for every one unit increase in the number of negative-posit
feedback comments, sellers were 1.04 times more likely to be fraudulent.

For research question Ber each seller will negative-positive type feedback
comments from buyers fall into a clust@it?e null hypothesis dfor each seller will
negative-positive feedback comments do not fall into a clusteraccepted based on the

results of the Chi-Square test.
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Chapter 5

Conclusions, Implications, Recommendations, and Summary

Conclusions

The research had a good outcome as an exploratory study. It identifiebbe vhat
appears to be a new indicator for identifying potentially fraudulent setl@Bay. The
research study focused on the determining if negative-positive type feedbaulkmctzm
by buyers are a predictor that a seller is behaving fraudulently.

The findings of Zhang (2006) showed that eBay buyers provided 99% positive
comments, 0.7% negative comments, and 0.3% neutral comments. In January 2008, eBay
made a fundamental change to the feedback system where sellers cautzhlga
positive or neutral ratings for buyers. That meant buyers were freevéoriegative
feedback without fear of feedback-retaliation. Logically, buyers shouldreapended
by providing negative feedback when appropriate. Gregg and Scott (2008) reported that
although the new policy has been in effect for a year, the status quo remameBay
still reporting less than 1% negative feedback; most members had a 99%eor hig
feedback rating; and the percentage of fraudulent transactions continuse to ri

This research study was conducted almost two years after the change iaythe eB
feedback system was implemented. It found almost exactly the sameawnditi
previously reported by Gregg and Scott (2008) - eBay still reporting les< %
negative feedback and most members had a 99% or higher feedback rating. The research
study found out of 467,071 buyer feedback comments — 98.67% were positive comments,

0.52% were negative comments, 0.59% were neutral comments, and 0.22% were blank
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comments (see Chapter 3 - Figure 22). Thus the premise for the researchlaiydy
reluctance to report negative feedback — was confirmed.

Three research questions were used in framing an answer for thelrebgective —

Is the presence of negative-positive type feedback comments by byyedictor that a
seller is behaving fraudulently? Each research question is presentedfanatings from
Chapter 4 analyzed.

Research Question 1 (RQ1)

Does negative-positive type feedback comments from buyers predict ewluator
consensus of seller fraudulent-type behavior?

The null hypothesis degative-positive type feedback comments from buyers do not
predict evaluators’ consensus of seller fraudulent-type behaxasrrejected based on
the results from the logistic regression. The Chi-Square test wascsigoii withChi®
(1) = 84.40p < 0.001. As the null hypothesis was rejected, the alternative hypothesis
Hla must be accepted.

The results of the logistic regression suggested that as buyers tendezlriedative-
positive feedback; sellers were 1.82 times more likely to be fraudulent. This was
evidence that the presence of even a single negative-positive feedback typentdrad
a strong correlation with a seller exhibiting fraudulent behavior.

Prior studies by Goes, Tu, and Tung (2009), Gregg and Scott (2008), and Pandit,
Chau, Wang and Faloutsos (2007) used only negative feedback ratings and comments to
identify sellers as fraudulent. As a signature, negative feedbacksratngposed only
0.7% per Zhang (2006) and 0.52% per the research study of the total feedback

population. Negative-positive feedback comments found in the research study composed
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0.48% (2,247/467,071) of the total feedback population. Like the other signatures -
negative and neutral feedback ratings - negative-positive type feedlmapksed only a
small percentage of the total feedback population.

It would be more appropriate to measure negative-positive feedback comntieints
only the total positive feedback population. The prerequisite for a negative-positive
feedback is the requirement of the feedback type being positive. Within thisrsmall
population, negative-positive feedback composed 0.59% (2,247/382,768) of the total
positive feedback population. This was a slightly higher percent than the signature
indicator of a negative rating at 0.52%. The larger presence of negative-pgpidive t
feedback would be consistent based on two buyer perceptions held by Nikitkov and Stone
(2006). First - a positive feedback rating from the buyer even with a negathraent
would not invite feedback retaliation from the seller. Second — the negativeestaism
concealed within the feedback comment, making it a more socially acceptabléeeasd a
drastic action than a blatant negative rating with negative comment.

Research Question 2 (RQ2)
Does the number of negative-positive type feedback comments from buyers predict
evaluators’ consensus of seller fraudulent-type behavior?

The null hypothesis dthe number of negative-positive type feedback comments does
not predict evaluators’ consensus of seller fraudulent-type behaxsrejected based
on the results from the logistic regression. The Chi-Square test wascsigogiwithChi®
(1) =10.92p < 0.001. As the null hypothesis was rejected, the alternative hypothesis

H2a must be accepted.
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The results of the logistic regression suggested that for every one u@s@rehe
number of negative-positive feedback comments, sellers were 1.04 times (4%) more
likely to be fraudulent.

The finding of the correlation between an increasing number of negative-positive
feedback comments and an increasing probability that a seller was eatidgléntly
was expected. A similar relationship was found in prior studies by Goes, Tu, and Tung
(2009), Gregg and Scott (2008), and Pandit, Chau, Wang and Faloutsos (2007) with
negative feedback. These researchers noted that a single incidence of a reggagive
would normally not be sufficient to indicate that a seller was fraudulent. Thernme of
multiple negative ratings increased the probability that a seller iag d@udulently.
Research Question 3 (RQ3)

For each seller will negative-positive type feedback comments from buyensofall
cluster?

The Chi-Square test was significance V@ti? (1) = 426.18p < 0.001. No clustering
of negative-positive type feedback was revealed for 694 sellers and 109 sdllenzedi
clustering of negative-positive type comments The expected count focelaalas
401.5 [(694+109)/2)] indicating that fewer sellers than expected had negative-positive
type comments that was clustered. The results suggested that npgatiixe type
feedback comments did not fall into a cluster, therefore the null hypothéss edch
seller will negative-positive feedback comments do not fall into a clwsteaccepted.
Limitations

The major limitations of the research study were tied to three issues —draudul

sellers, data source, and the ability to generalize the results.
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Locating eBay sellers that were behaving fraudulently was autliffask. The
primary source — eBay - refused to provide any type of information about vetigra s
was suspended or NARU (Not A Registered User). This complicated the study by
requiring an extensive methodology to sift through and identify potentially fraudulent
sellers. An identified fraudulent seller could not be stated definitively @siddter, but
rather as having a high probability of exhibiting fraudulent behavior.

The second limitation was the data source. A custom web crawler was used for dat
collection. A web crawler had the obvious advantages of speed, ability to extract a
massive quantity of data, and accuracy. When compared to more traditional approaches
like surveys and experiments, it did not allow the researcher to establish ctmtol
could have made the data a better fit for analysis. The raw public data waseat asd
clean when compared to a survey which is designed with analysis in mind. After dat
collection, considerable effort was required to convert the raw public data oo shiat
could actually be utilized for analysis. Mechanisms were required in the methptimlog
insure an unbiased data collection and conversion.

The third limitation was the ability to generalize the research sdseybnd eBay.
Because it is the 800 pound gorilla in the online auction market and has been extensively
studied by prior researchers, eBay was the logical choice. HowevgrhaBather
characteristics that might effect outcomes. One factor that could effplstiing the
results to another online auction company is use of a different feedback mechamnism. F
eBay, once the buyer or seller posts feedback it is immediately avaddhke ather
party. Other online auctions have different feedback mechanisms. For example, a

company could prevent viewing of feedback until either both parties post feedback or the



117

time allowed to post feedback has expired. This prevents either party from being
influenced by the feedback from the other thus potentially negating the issd®tat
with negative feedback. Another limiting factor is the type of online markeiestuds
eBay is an online auction, attempting to apply the results to a fixed-pricee omrket
like Amazon or Half.com would not be appropriate as other mitigating conditions could
be present.
Causal Direction

Correlational research design will not identify the causes or reasons @istrged
behavior. This is because a correlational relationship between variables could be the
result of an outside source. Based on this possibility, it must be understood that the
correlation does not necessarily explain cause and effect. Hence the-m@grmelation
does not equal causation (Aldrich, 1995).

Under certain conditions, it is possible to have a high degree of confidence that there
is causality between two variables. Determining the direction of ¢gusah be difficult
or impossible to quantify. Casual direction can be hinted if information about time is
available. This is because a cause must precede its effects undemzagsician
physics and natural laws. The type of data used was time-stamped histansattion
logs which provided the ability to indicate the direction of causality.

The direction of causality was from seller to buyer. A buyer cannot praedbdck
about the item purchased or the seller until after the item is physicadlyedcMaking
the statement “Good packaging, but slow shipping” is not logical or grounded until the

package is physically in the buyer’s possession. An explicit negative fdealblaiclden
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complaint using a negative-positive statement in positive feedback by a buyer would be
in response to negative or fraudulent action by a seller.
Implications and Recommendations

The research study has both theoretical and practical implications. ttpteae
conceptual basis for the study of using negative-positive buyer feedbacleatsriim
identify fraudulently behaving sellers. Empirical evidence from the gitmlyed that
negative-positive type feedback comments do exist although they constitute 0.59% of the
total positive feedback population. Statistical analysis supported the hypotia¢sisete
was a correlation between negative-positive type feedback comments and a seller
behaving fraudulently. In addition, it supported a correlation between the number of
negative-positive feedback type comments and an increasing probabilitystiksr avas
behaving fraudulently.

The contributions to knowledge were twofold. First was identifying a potential new
signature -hegative-positive type feedback commens identifying fraudulently
behaving sellers. Second wa@amonstrating the use of crowdsourcing as an effective and
cost efficient means to detect fraudulent sellers in online auctions

In January 2008, eBay made a fundamental change to the feedback system where
sellers could leave only positive or neutral ratings for buyers. Thattrhagers were
free to leave negative feedback without fear of feedback-retaliationy€anafter the
eBay policy was implemented, Gregg and Scott (2008) found that buyers were stil
reluctant to provide negative feedback. As a contribution to the research ldéethisir
research study extended the work of Gregg and Scott (2008) by finding that buygers we

still reluctant even after two years to provide negative feedback.



119

As potential practical contribution — the new signature combined with crowdsourcing
could be used by eBay’s Security Department for detecting potenteligdlent sellers.
After a feedback comment is entered by an eBay buyer; it could be awaligati
processed. Only a positive rating with a feedback comment would need to be evaluate
Basic textual analysis could be performed on the feedback comment looking at syntax,
structure, and content. Only a qualified positive feedback comments would need to be
evaluated by placing an API call to AMT. The processing does not need to bmegal-
but timely updating of an eBay seller’s profile would reduce the window of oppiyrtuni
for a fraudulent seller. Although hidden from public view, the negative-positive
correlation factor when added to an eBay user’s profile could be internally us&ahpy
as one more tool in identifying and monitoring potentially fraudulent sellers.

Textual analysis of the buyer feedback comments was gross and not granukext The t
contained in a positive feedback comment was evaluated in entirety as a binary
negative-positive type feedback (Y) or not (N). Future research using a moleddetai
data mining of the feedback comment texts could provide scalar indicators orgueedict
for identifying fraudulent sellers. For example — “Good packing, slow shippingfdv
be a low level indicator as a seller could live in a remote location or typicalyauslow
shipper. “Good packing, but product was not new” would be a higher level indicator of
fraudulent behavior as the seller said the product was new, but sent used.

A question that could be asked is - Gatyer Complaintategory in negative-positive
type feedback comments be used to fine tune indicators or predictors for identifying
fraudulent sellers? For future research, textual analysis of the buyerdkedipament

could be performed based Bayer Complaintategories — product, shipping,
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communication, and other (non-specific). Each negative-positive buyer feedback
comment would be classified into one or more ofBhger Complaintategories using a
vector liked, = [<product>, <shipping>, <communication>, <other>]. This text mining
technique of feedback comment text has been used in prior research by Ghases, Ipeir
Sundararajan (2005).

Prior studies by Goes, Tu, and Tung (2009), Gregg and Scott (2008), and Pandit,
Chau, Wang and Faloutsos (2007) used only negative feedback ratings and comments to
identify sellers as fraudulent. An interesting future study would be compgaertgio
methods — negative feedback and negative-positive feedback. The proposed study would
further validate each method and provide a comparative measure of their aftsgiue
identifying fraudulent sellers. Locating fraudulent sellers for tiop@sed study would
need to be done independently using a grounded method like a survey of eBay buyers,
police reports, etc.

Summary

Online auction fraud represents a serious threat to e-commerce and undermines online
trust. As fraud is pervasive, growing in use, and difficult to detect in online auctions;
new techniques are needed for the early detection of opportunistic sefiers. A
opportunistic seller is someone who attempts to negate online auction safeguards and
exploit buyers for monetary gain.

Understanding and identifying occurrences of online deception is critical f
increasing participation in online auctions and other forms of e-commercetias\of
fraud will leave the online auction market and potential new customers withhold

participation based on fear of becoming a fraud victim. Identifying online denegti
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important as deception in any form is the enemy of trust and some degnest of tr
required for all business transactions. Opportunistic sellers use decepicsttacreate
an illusion of trustworthiness to the buyers’ detriment.

Reputation systems are used in online communities as normally a member has no prior
knowledge or experience interacting with another member. Unlike a traditicctadra
which relies on direct reciprocity as in “l trust you because you wasenorthy with me
before.” An online auction relies on indirect reciprocity as in “I trust you becgus
were trustworthy with others before.” In both cases past trustworthgagzerequisite
for future transactions. It is the information about reputation that enables trust by
inducing a reciprocal response.

The eBay reputation system is based on feedback provided by buyers and sellers. For
each transaction the buyers and sellers can opt to appraise the other patingy le
feedback. Feedback consists of a positive, negative or neutral rating with an optional
short comment. Feedback score is a number used to measure a member's reputation on
eBay. A high feedback score means that a member has received a high number of
positive ratings from other members. Every member of eBay has a feedbezkPior
research studies and third-party reports of fraud show rates substangaéy than eBay
reputation system’s reported negative feedback rate of less than 1%. The oongassi
most buyers were withholding reports of negative feedback in fear o&tietafrom the
seller.

Nikitov and Stone (2006) found that buyers sometimes embedded negative comments
in positive feedback as a means of avoiding retaliation from sellers and demtiagie

reputation. The researchers surmised that these “negative-positived¢kquiistings
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contained hidden signals to the buyer community about a problematic or fraudulent
seller. The composition of negative-positive feedback included both positive and negative
aspects of a transaction. Negative-positive complaints were usually orimets of “I

was pleased with X, but unhappy about Y for the transaction” or “I was unhappy gbout Y
but was pleased with X for the transaction.” Typical examples are “Good product, but
slow shipping” and “Took 7 days and 2 messages before replying to my email, but
product was well packaged.”

The concept of using negative-positive feedback as a signature to identify potential
opportunistic sellers in an online auction population was never explored. This gap
provided a narrowly scoped and tightly bounded area for research with a goatafiyhe
detection of online auction opportunistic sellers through the use of negative-positive
feedback.

The objective of the research was to deterifithe presence of negative-positive
type feedback comments by buyers (independent variable) is a predictor that &ssell
behaving fraudulently (dependent variabl&) correlational research design was selected
as it provided for discovering relationships between variables, measuring the dedre
direction of relationships, and from the discovered relationships predictions could be
made.

The research study implemented a correlational research design usuigraated
data collection agent. The research study required the extraction armrapafydata
that met predefined qualifying conditions from the immense eBay datdMsetaally

sifting through data sets of this magnitude was not practical due to the tinsband |



123

required to extract the qualified data. Instead customized software intheffareb
crawler was used to search, locate, and extract the qualified data fromatheeisite.

Detection of negative-positive feedback by buyers required the examination,
interpretation, and categorization of each buyer’'s feedback comment textufs na
language communications are variable in form, subject to contextual use, can be
incomplete, and prone to errors in spelling and/or grammar; it was necesganspose
the relevant written text into a formatted and coded structure. A coded stiuctvices
data uniformity and enables automated analysis.

Contextual analysis is a systematic method for analyzing data in argiaad way.
The term textual analysis is used when contextual analysis is appliedtém wr
communication. Using textual analysis provided a powerful and effective ¢eehfar
coding and categorizing the buyer feedback comments. Codes were used to create
categorical variables representing the original textual informationréiugting
categorical variables were analyzed using standard statistical methods

The textual communications found in feedback comments were in natural language
format with complex overtones and subtle nuances which precluded any easy method for
representation in a coded structure. As automated textual analysis safivwargly have
limited capabilities and accuracy, it was necessary to use a human to make the
appropriate judgment of whether or not a feedback comment was in negative-positive
format.

The objective of the research was to determine if the presence of npgaiire
type feedback comments by buyers (independent variable) is a preditmistaiker is

behaving fraudulently (dependent variable). Identification of feedback comimgnt
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buyers as negative-positive or not has been addressed. Next sellers needed to be
identified as behaving honestly or fraudulently.

There are only two sources with authority that can equitably state an eBdems
a fraudster — eBay and criminal court rulings. Due to confidentiality, eBagati
provide any details to third-parties on complaints against a member or indigate
member’s account was suspended or disabled. Therefore, an explicit confirmdteon tha
specific online auction member was an opportunistic seller from the primangyes—
eBay - was not available. As criminal court records containing formadguaens for
online auction fraud are very limited in number, could be sealed preventing publis acces
to the details or take years for a final legal verdict to be reached; theyeotarsed.
Therefore secondary sources were used to draw inferences on a sellersrihavi
honest or fraudulent.

Human behavior is complex and sometimes inconsistent; attempting to find a single
specific behavior pattern to signal fraudulent behavior would not be realisticgTakin
clue from prior research into credit card fraud, online auction fraud detection dsdrase
looking for red flags and behavior patterns (Bhargava, et al., 2003). The mechanical
process of going through a long checklist of all the potential red flags and drehavi
patterns for even a single seller would be time consuming and any lapse bjuatoeva
would result in a misclassification. An automated means for making theeequir
judgment to classify a seller as behaving honestly or fraudulently was nlabéaan
order to reduce the manual labor required a software application #arogon
Inquisitor that automatically searched for red flags and suspect behavior patterng in eBa

auctions was useduction Inquisitoras a front end for the evaluation process provided



125

the following advantages — greatly reduced the time required to reviewdtflage and
suspect behavior patterns for a seller; enabled the review process to bequkrform
consistently and without human error; and presented the results in a summarized and
standardized format.

A pilot test was performed using dedicated raters to evaluate the selerseasor
fraudulent and code buyer feedback comments as negative-positive type feedback or not
Based on the results of the pilot test, the time required to process the datinaaie s
labor costs were not feasible. An alternative method of crowdsourcing was ltested.
proved feasible in terms of time required to process and estimated costs. The
crowdsourcing service was provided using Amazon Mechanical Turk.

When using crowdsourcing, data quality control is a major issue as unseen, remote,
and random strangers are being asked to perform your task. First - How do yoth&nhow
the workers will have the prerequisite skills or knowledge to perform corraethask?
Second - How do you know that the workers will actually make an effort to perform the
task rather than just randomly click on responses? These issues were adgrassegl b
gualification tests and data quality techniques of multiple worker assignpesrtdT
(plurality), minimum work time per HIT, gold standard data, and advice of auditing.

The research study focused on the determining if negative-positive ¢égibadi
comments by buyers are a predictor that a seller is behaving frauduldémég.research
guestions were used in framing an answer for this primary question. Titfoesach
research question is summarized here.

Research Question 1 (RQ1): Does negative-positive type feedbackrasrmm@ buyers

predict evaluators’ consensus of seller fraudulent-type behavior?
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Null Hypothesis (H10): Negative-positive type feedback comments frg@rdulo not
predict evaluators’ consensus of seller fraudulent-type behavior.

Alternative Hypothesis (H1la): Negative-positive type feedback consnfiemh buyers
do predict evaluators’ consensus of seller fraudulent-type behavior.

The null hypothesis H1o was rejected based on the results from the logisssiyr
The Chi-Square test was significance withi? (1) = 84.40p < 0.001. As the null
hypothesis was rejected, the alternative hypothesis Hla was acceptecs vgze 1.82
times more likely to be fraudulent with the presence of even a single negasiviee
feedback type comment.

Research Question 2 (RQ2): Does the number of negative-positive type feedback
comments from buyers predict evaluators’ consensus of seller fraudulent-type behavior?
Null Hypothesis (H20): The number of negative-positive type feedback comdusads

not predict evaluators’ consensus of seller fraudulent-type behavior.

Alternative Hypothesis (H2a): The number of negative-positive type feedbackezaenm
predicts evaluators’ consensus of seller fraudulent-type behavior.

The null hypothesis H20 was rejected based on the results from the logisssiayr
The Chi-Square test was significance viithi? (1) = 10.92p < 0.001. As the null
hypothesis was rejected, the alternative hypothesis H2a was acceptegsuitseof the
logistic regression indicated that for every one unit increase in the noftegative-
positive feedback comments, sellers were 1.04 times (4%) more likely to be fraudule
Research Question 3 (RQ3): For each seller will negative-positivefegodack

comments from buyers fall into a cluster?
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Null Hypothesis (H30): For each seller will negative-positive feedbackmmts do not
fall into a cluster.

Alternative Hypothesis (H3a): For each seller negative-positive fekdioncments fall
into a cluster.

The Chi-Square test was significance W@t (1) = 426.18p < 0.001. No clustering
of negative-positive type feedback was revealed for 694 sellers and 109 sdllenzedi
clustering of negative-positive type comments The expected count focelaalas
401.5 [(694+109)/2)] indicating that fewer sellers than expected had negative-positive
type comments that was clustered. The results suggested that npgatiixe type
feedback comments did not fall into a cluster, therefore the null hypothesis H30 was
accepted.

The research study focused on the determining if negative-positive tgpadke
comments by buyers were a predictor that a seller was behaving frauduleet!
research had a good outcome as an exploratory study. It confirmed the variable
negative-positive type feedback commeag a new indicator for identifying potentially
fraudulent sellers on eBay. Multiple occurrences of negative-positivéddggback

comments by buyers increased the probability that a seller was bglfravidulently.
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Appendix A

Methodology Overview

START —_—
Run data collection agent

with feedback score filter (F) = 999999 and
category = computer & electronics: laptop
Will count all sellers (N), but not collect data

Survey of sellers

Based on total seller count (N), use sample size
formula to determine minimum sample size (n)

Calculate
minimum sample
size required

Run data collection agent

i with initial seller feedback score filter (F) = 600 and
category = computer & electronics: laptop

Will count qualified sellers (S) and collect data

Collect data and

Reduce seller
feedback score
filter
F=F-10

P build output CSV
data file

If count of qualified sellers (S) < minimum sample
size (n), then decrease seller feedback score
filter (F) and rerun data collection agent.

Leave only qualified positive buyer feedback comments:
- Minus negative feedback type

neutral feedback type

blank feedback type

Scrub / -
extracted - Minus seller acting as buyer

data - Minus non-English feedback comments

+

- Detailed procedure for the evaluators
Build Gold can be found in Appendix E
Standard

Data for
Seller

+

N Detailed procedure for the coders
Build Gold can be found in Appendix F
Standard

Data for
Feedback

+

Amazon
Mechanical
Turk batch

processing of
sellers

+

Amazon
Mechanical
Turk batch

processing of
feedback

+

Generate
statistics
using IBM SPSS
Statistics 18

+

Analysis of
statistics

it

Generate
dissertation
report
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Appendix B

CSV Data File Schema

For every feedback entry found in a qualified seller’s transaction historyora neidl be
created. Each record will have the following format:

Data File Schema

Field Name Field Format Rules
Feedback Number 6 digits Autonumber (unique)
Item Number 15 digits Extracted from

Buyer Item Purchased

Seller eBay Userid

30 characters

Can not be blank.

Seller Feedback Score

6 digits

0 to 999999

Seller Positive Feedback
Percent

5 digits

000.00 to 100.00

Seller Member Since

20 characters

Can not be blank.

Seller Status

25 characters

Can not be blank.

Buyer Feedback Type 8 characters NEGATIVE
POSITIVE
NEUTRAL

Buyer Feedback Comment 80 characters Optional

Could be blank

Buyer eBay Userid

30 characters

Can not be blank.

Buyer Feedback Date

15 characters

Can not be blank.

Buyer Item Purchased

100 characters

Can not be blank.
Includes item number.

Buyer Item Cost

15 characters

Can not be blank.

Seller Reply Info 80 characters Optional
Could be blank.
Seller Reply Text 80 characters Optional
Could be blank.
Buyer Follow-up Info 80 characters Optional
Could be blank.
Buyer Follow-up Text 80 characters Optional

Could be blank.

Record Layout Continues on Next Page




Record Layout Continued from Prior Page
| Data Analysis |

Evaluator Userid 1 14 characters  Not blank
Fraudulent-Type Behavior 1 1 character Y —Yes
N - No
Evaluator Userid 2 14 characters  Not blank
Fraudulent-Type Behavior 2 1 character Y —Yes
N - No
Evaluator Userid 3 14 characters  Not blank
Fraudulent-Type Behavior 3 1 character Y —Yes
N - No
Evaluator Userid 4 14 characters  Not blank
Fraudulent-Type Behavior 4 1 character Y —Yes
N - No
Evaluator Userid 5 14 characters  Not blank
Fraudulent-Type Behavior 5 1 character Y —Yes
N - No
Fraudulent-Type Behavior Consensus 1 character Y - Yes
N - No
Coder Userid 1 14 characters  Not blank
Negative-Positive 1 1 character Y —Yes
N — No
Coder Userid 2 14 characters  Not blank
Negative-Positive 2 1 character Y —Yes
N — No
Coder Userid 3 14 characters  Not blank
Negative-Positive 3 1 character Y —Yes
N — No
Coder Userid 4 14 characters  Not blank
Negative-Positive 4 1 character Y —Yes
N — No
Coder Userid 5 14 characters  Not blank
Negative-Positive 5 1 character Y —Yes
N — No
Negative-Positive Consensus 1 charactel Y —Yes
N — No
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The data schema is not normalized. Ergo - Seller eBay Userid, Ssigh&ck Score,
Seller Positive Feedback Percent, Seller Member Since, and Seliey f&tkls are
duplicated in each record. This has been done to make the evaluation, coding, and
statistical processing easier.
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Data Collection Agent
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eBay
Auction

; v I ;

Category: Category: Category: MORE
: Computers & ’
Collectables . Crafts
Networking

MORE

MORE

| v ; }

Subcategory:
Apple Laptops

Subcategory:
PC Laptops &
Netbooks

—{

MORE

Subcategory:
Servers

MORE

Sales

v

List of

MORE

Items

N

Target Item

/@et Item
ey MIORE
Target Item
Item

Overview of the catalog structure for organizing eBay sales items
on which the crawler will need to transverse.
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Overview of the Crawling Mechanics

1.
2.

3.

6.

Start up the eBay crawling program.
When prompted with:
Minimum feedback score to qualify seller?
Type in 600 and press the ENTER key
NOTE: The program will maintain and eventually print out two numbers.
- Total number of sellers found (crawled).
- Total number of qualified sellers (>= minimum feedback score).
Based on the structure for organizing eBay sales items, it will be aegéss
manually provide the starting point. Use the following address:
http://computers.shop.ebay.com/PC-Laptops-Netbooks-/
The crawler will now be at the main list of sales items.

\ Y A Search | 243155 'Buy Sell My eBay Community Hel
d) Welcome! Sign in or register Site M
Categories ¥ | Motors | Stores | Daily Deal (e, eBay Buyer Protection Learn more‘Q’
Home = Buy > Computers & Netrorking = PC Laptaps & Netbooks= Search results
Ernt in |PC Laptaps & Netbooks v e ]

[ include title and deseription

Related Searches: laptop, netbook, dell laptop, dell, |aptop computer, or brovse this categary

All items | | Auctions only

Refine search

In Laptop PCs

¥ Type

Price Time Lef
_J Laptop/Notebook (26.775) Featured Ttems
o Metaogk 5242 1 DELL LATITUDE LAPTOP-+P4 M+\WiFi+DVD/CORW-+XP-2 WI FI+NR $229.50 5h 12
- Tablet PC (z103) % 4GB THUI:‘E*E‘G*MC}TJSE*C‘LD RVD;;’”SIH “:(EL\‘lEI‘—I"I’*E:t:;':jTF;Z‘‘l’E“L)’(ITi e ::h;f‘“ R ’ N
) Uttra Mobile PC L . ) ) )
(UMPC) (2747 E Enlzrge
) Not Specified (3,747) -
Choose more... — Pg” i 1 DELL LATITUDE LAPTOP+P4 WM+VViFi+DVD/CDRW-XP-2 Wi FI+NR Top-rated 1oeds  $162.50 &h 58}
v Grand gg‘ New XB<IPOD Style MP3 Playar-Bag—Mamry Reader-Blustsoth | |
£ enlarge
roer [2562) e Tsand s
_ Compagq ¢ Optimize your zelling success! Find sut how to promsts your ikems
J Dell (10.072) r——m MPC TRANSPORT X3100 SERIES LAPTOP COMPUTER FOR REPAIR 0Bids $99.99 2
J HP (s.257) i

Begin loop to process all sales items in the specified sales item list.
Find the next (unprocessed) sales item on the webpage.
WARNING: We have two levels of complexity for this.
Level 1 - a page can contain 1 or more sales items.
Level 2 - there can be more than one page
If End-of-List then:
Close the CVS ASCII data file.
Display a message:
##### total number of sellers crawled
#H#HHE total number of qualified sellers
Have a CLOSE button to close the crawler dialog window.
Terminate the program.
OR
Next sales item was found — continue to next step.
COMMENT: Basically keep looping till all sales items are processed.
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¥ ®
a Welcome! Sign in or register

Categories * | Motors | Stores | Daily Deal

4B Back to Search Results | Listed in category:  Computers & Networking » PC Laptops & Netbosoks

1 DELL LATITUDE LAPTOP+P4 M+WiFi+DVD/CDRW+XP-2 WI

FI+NR
4GB THUMB+BAG+MOUSE+CARD RDR+SNAKELIGHT+BLUT+TRAVELKIT!

Item condition-
Time left:  4h 32m 13s (Feb 07. 2010 10:44:27 PST)

Bid history: 22 bids

Current bid:  US $229.50

Your max bid:  US § Place bid

(Enter US £232.00 or more)

©_Enlarge You're Invited! Join eBay Bucks and eam 2%. see conditions

=5 . £
E-ml rﬁ \5!' % }g‘f Shipping:  $16.85 Standard Flat Rate Shipping Senvice | See all details
e . . E time variez,
Y =083

Estimatad delivery

Returns: 30 day exchange. buyer pays return shipping | Read details

| Y

eBay Seller Userid

l' ; 31 eBay Buyer Protection %

Buy Sell MyeBay Community Hell

Site M.

(E: eBay Buyer Protection Learn mare‘Q’

Feedback Scors Watch this iten]
Top-rated seller Top ey
r
ol
buysforme12345 { 795 7% | “
99.8% Positive feedback
+ Consistently receives highest buyers'

Other item info

ftem number: 140380585378
ltem location: Florida, United States
Ships to: United States

Payments: PayPal see details

[ Share » Eiprne & Report item

9. LocateeBay Seller Userid

10.CheckSellers Crawled List— has this seller already been crawled?

If YES, then do not continue — return to step 6.

If NO, then continue to next step.
11.IncrementTotal Number of Sellers Foundby 1.
12.LocateFeedback Scordor seller.

13.Is the seller’s feedback score >= Minimum feedback score?

If NO, then do not continue — return to step 6.

If YES, then continue to next step
14.IncremenftTotal Number of Qualified Sellersby 1.
15. Add eBay Seller Useridto theSellers Crawled List
16. Click hyperlink foreBay Seller Userid
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17.Begin process to gather all sales transactions for the qualified selle

\ ¥ A
& Welcome! Sign in or register

Daily Deal

~ | | Search | Advanced Search

All Categories

Categories ¥ | Motors | Stores

Heme » Community > My World > buysforme12345

4= Back to previous search
eBay My World: buysforme12345( 796 %) & 5=

View your eBay My World page

Positive Feedback: 99.8%
Feedback score: 796

Detailed Seller Ratings (last 12 months)

How is Feedback calculated? Criteria Average rating Mumber of ratings
[tem as described 467
Communication 467
| | ——— Shipping time 467
466

Shipping and handling charges

Member since: Nov-04-03
Location: United States
Views: 3315 total

Latest Feedback M 1M sezal
ltems for sale
Add to favorite sellers
Contact member

t ebayer

Buyer diwas10 (94 3 )

18. Locate and click on the hyperlink nam@&de All
19.The crawler is now looking at Feedback Profile webpage for the specifegd eB

Userid.
Buy Sell MyeBay Community

\ VA
& Welcome! Sign in or register §

| | Search | advanced Search

All Categories

oBay Secur|

Categories ¥ | Motors | Stores | Daily Deal Resolution

Home * Community » Feedback Ferum > Feedback Profile

Feedback Profile

tianshu0525 ( 822 7% ) ¥ i Not a registered user
Positive Feedback (last 12 months): 98.4% [How is Feedback Percentage calculated?]

. Wember since: Jul-09-08 in China

! Detailed Seller Ratings (==t 12 months) 2 Member Quick Links

Recent Feedback Ratings  (last 12 months)

Number of ratings

Feedback as a seller = Feedback as a buyer

927 Feedback received (visving 1-25]

All Feedback

Feedback left for others

1 month  6months 12 months | Criteria Average rating Contact membar
@ Positive 70 330 901 ltem as described 725 View items for sale
0 830 90 Vi
- Communication 725 View more options
@ Neutral ! " n Shipping time 724
@ Hegative 4 14 15 Shipping and handling charges 721

Revised Feadbac]

NOTE: To see the remainder of the webpage you would need to scroll down.
Now that crawler is at the appropriate screen, from this point on the programmeeds t

scrap/extract all the required data.



20.First collect the eBay member’s general data.
This data will appear on every feedback record for the seller in the CSV 48€

21.

N
N

file.

Seller eBay Userid

Seller Feedback Score

Seller Positive Feedback Percent
Seller Member Since

Seller Status

mooOw>»
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Feedback Profile A B

Positive Feedback (last 12 months): 98.4%

X Mermber since: Jul-09-08 in Ching=—D

E

l

tianshu0525 ( 822 sf ) “WEu=" Not a registered user

[How is Feedback Percentage calculated?]

C

Begin loop to scrap/extract all feedback records for the seller.
Find the first feedback transaction on the page.

@ FAKE
= Reply by tianshu0525 (Aug-08-09 05:39)

Can not support his camera.but many positive feedbacks suppoert our qual
= Follow-up by gewnos (Aug-08-09 06:13)

Mew 32GB SD SDHC Memory Card Secure Digital 32Go 32 GB (#220455927199

Buyer: gewnos (104 7% )

ity herel

It's fake. Lookup tianshu0525 on google and sosfakeflash.wordpress.com

) 1JS $16.00

Aug-08-09 03:24

View ftem

.Extract the data for the feedback transaction:

Buyer Feedback Type
Buyer Feedback Comment
Buyer eBay Userid

Buyer Feedback Date
Buyer Item Purchased
Buyer Item Cost

Seller Reply Info

Seller Reply Text

Buyer Follow-up Info
Buyer Follow-up Text

FAKE——B

_ﬁl‘—'_IOTIITIUOWZD

A u Reply by tianshu0525 (Aug-08-09 05 9—"G

» Follow-up by gewnos (Aug-08-09 06:13) e -
It's fake. Lookup tianshu0525 on google and sosfakeflash wordpress.com J

New 32GB SD SDHC Memory Card Secure Digital 32Go 32 GB ($2204359271957E

Buyer QEu-i'|1u35 (104 5% |

Can nat suppart his camera,but many pasitive feedbacks suppart aur quality heral==H ¢

us s16.00~F

ALIg-UBl-UEI 03:24

D

View ltem

NOTE: This is a fully populated feedback with every optional data field being used.
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Feedhack From / Price Date / Time
Fraudulently sold “FAKE TEM buyers beware, Google TIANSHU02S and HZTestlY Buyer 17885 445 ¢k Aug-12-09 0345
New 1668 SDHC SO Card Secure Digial Memary 16 GB (+320402383849) U5 §19.99 View fem

NOTE: This is a typical feedback with only the required data field.
23.Assemble the scraped off data into to a CSV (tab delimitated) text filettorma
SeeAppendix C for detailed information on the record layout.
24.Display a message on the progress:
##### total number of sellers crawled
###HHE total number of qualified sellers
25. Attempt to find the NEXT feedback entry.
WARNING: We have two levels of complexity for this.
Level 1 - a page can contain 1 or more feedback entries.
Level 2 - there can be more than one page
26. If End-of-List then:
Display a message:
##### total number of sellers crawled
#H#HHE total number of qualified sellers
Go back to step 6
OR
Next item was found — Go back to step 21
COMMENT: Basically keep looping till all feedback entries are prockesse
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Evaluator Worksheet
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Evaluator Worksheet

Seller eBay Userid:

Fraudulent-Type Behavior?

No

(Honest)

O

Yes

(Fraudulent)

Attributes of Fraud

Comments

Condition (said new was used)

Deficit attributes

Failed to ship

Incorrect color shipped

Incorrect product

Incorrect quantity shipped

Missing or damaged parts

Not genuine (copy)

Poor or badly packaged

Product not as described

Shipped late

Other:

Secondary Sources Found

0 NO

O YES

Secondary Source Comments

Other Comments

Evaluator Userid
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Appendix E

Coding: Identifying Seller Behavior as Honest or Faudulent

Objective
The objective of this assignment is for you to make a judgment if an eBayiselle
exhibiting fraudulent type behavior when selling to eBay buyers.

Legal Disclaimer

Inclusion of an eBay userid in this study does NOT imply that said person (or
organization) has in the past exhibited fraudulent type behavior. Nor does it intply tha
said person (or organization) is currently exhibiting fraudulent type behaviotheAll
eBay userids included in this research study were selected at random.

Confidentiality

Your judgment will remain confidential to ensure the integrity of the researdi. $tor
the research report - all evaluator identifying information will be rtediaio order to
protect the privacy of participating workers. For the research repbeBay identifying
information will be redacted in order to protect the privacy of the eBay members.

Overview of the Process

In order to make your judgment, you will need to complete the following steps:
e Understand what actions constitute fraudulent type behavior.

Review the online profile of the eBay userid.

Search using Google for references of the eBay userid on the Internet.
Review an analytical report on the eBay userid.

Using the above data answer the question:

Is the seller exhibiting fraudulent type behavior?

Details for these steps will be provided below.

Estimated Time to Complete the Assignment

Making an informed judgment is a complex process and takes time.

There is no time limit — Take all the time you want to gather all the datssay and
make your final judgments.
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What is Fraudulent Behavior?

For this research study - fraudulent type behavior will be defined asvéoll

¢ If the seller ships an item later than agreed upon without reimbursing the buyer for
the delay, late shipping constitutes fraudulent type behavior.

e If the product differs from the item’s auction description in make, model or condition
(i.e. used vs. new), constitutes fraudulent type behavior.

o |If the seller does not explicitly state that the item is not genuine (iagyg,c
constitutes fraudulent type behavior.

e If any deficit attributes of the product are not explicitly stated (i.e. headphatiea
six-inch cord rather than the standard three to six foot cord), constitutes fraudulent
type behavior.

e If the product is damaged in shipment due to poor packaging, constitutes fraudulent
type behavior.

e If the seller collected the buyer's money and failed to ship the item jtcbest
fraudulent type behavior.

Instructions

1. Log on the PC with your provided evaluator userid and password.

2. Start up théuction Inquisitor program.

3. Pull a form from the pile of sellers which you are to review.
NOTE: Forms are prefilled witBeller's eBay UseridandBuyer Item Purchased

4. If all the sellers have been reviewed, then logoff the computer and stop evaluating

5. Open up a web browser using Internet Explorer or Firefox.

6. Go to the following address:
http://pages.ebay.com/services/forum/feedback-login.html

7. You should now be at the Feedback Forum: Find Member page.

&
\
Hella! Sign infout.

CATEGORIES FASHION MOTORS STORES DAILY DEAL

All Categories v advanced search

Home > Community > Feedback Forum > Member Profile

— Feedback Forum: Find Member

To display a Member Profile for someone else, type their eBay User ID below.

eBay User ID
ltems per page: |25 v
Only know the email address? Try Request User 1D

Find Member

8. In the white box located belo@Bay Users IDtype in theSeller's eBay Userid
9. Click on theFIND MEMBER button
10.You will now be at thd-eedback Profilefor the Seller's eBay Userid.
Click on theFEEDBACK AS SELLER tab located at the bottom of tReedback
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Profile.
Y ®
& Welcome! Sign in or register,
All Categories v Advanced
CATEGORIES FASHION MOTORS STORES DAILY DEAL

Home > Community > Feedback Forum > Feedback Profile

eBay Userid

Feedback Profile

//Feetllmck Score

tianshu0525 ( 823 7% } Not aregistered user

Positive Feedback (last 12 months): 97.7%
[How is Feedback Percentage calculated?)

Member since: Jul-03-03 in China

3

Recent Feedback Ratings  (last 12 manths)

Detailed Seller Ratings  (last 12 monthsz)

Feedback as a seller

Feedback as a buyer

1 month & manths 1% months Criteria Average rating Murnber of ratings
@ Positive 0 0 R ltern as described s 448
Communication s M7
© Meutral 0 0 W] shippingtime ~— dokkokoh 7
Megative ] 1] 13 Shipping and handling charges S 445

All Feedback | Feedback left for others

3

11.You will now only see feedback comments made by buyers that purchased a product
from eBay userid Seller's eBay Userid.
Use the PREVIOUS and NEXT options on the bottom ofFdedback Profile
screen to scroll through all the available feedback comments.

Iterns per page: 25 | 50 | 100 | 2

Go to page

12.TheWhat is Fraudulent Behavior? paragraph at the beginning of this document
indicated what actions constitute fraudulent type behavior for this reséadgh s

Page 1038 Previous 12| 3[4 5|67 HNext|=

The questions below focus these actions to assist you in the review process.
You have the OPTION of using tikg/aluator Workshedb write notes or comments
regarding the seller being reviewd.

You can see in the below picture where the findRéedback Commentand the
eBay userid of th8uyer who wrote the comment.
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Feedback as a seller | Feedback as a buyer  All Feedback  Feedback left for others

926 Feedback received (vizwing 1-25)

Feedback From Buyer / Price
(i)  Detailed item information is not available for the following items because the Feedback is over 90 days old.

@ Fraudulently sold ®FAKE ITEM™ buyers beware, Google TIANSHUDS2S and H2Testyy

Hich17865 (557 % )
- [#320402383549)

@ Todo fue bien Feedback Comment

Buyer -._______-M(ss )
- [#22045897 4423) -

@ Great eBayer A++ gerrypainter (81 g )

- [#320402351239)

Did the seller ship an item later than agreed upon without reimbursing the buyer for
the delay?

Did the product differ from the item’s auction description in make, model or
condition (i.e. used vs. new, wrong color, marked/damaged)?

Did the seller not explicitly state that the item was not genuine (icgpy and
shipped a fake or facsimile?

Any deficit attributes of the product that were are not explicitly dtajethe seller
(i.e. headphones with a six-inch cord rather than the standard three to six foot cord)?

Was the product is damaged in shipment due to poor packaging by the seller?

Do you find any other feedback from the buyer that would indicated potentially
fraudulent type behavior by the seller?

13. Secondary Reference

Open up another web browser using Internet Explorer or Firefox.

14.Go to the following address:
http://www.google.com
15.You should now be at the Google search screen:

Google

Google Search I'm Feeling Luclk:y

Advanced Search
Language Tools

16.Type in the eBay userid Seller’'s eBay Userid
17.Click on theGOOGLE SEARCH button.

18.You are looking for secondary sources on the Internet that reference the eBay us
These references (if any) need to be used in making your judgment on whether or not
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the eBay userid is exhibiting fraudulent type behavior.
WARNING: The below image is only an example and should not be used to answer
the questions.

Web [mages Yideos Maps MWews Shopping Grail mare v

GO fgle tianshu0525 Search

About 1,120 results (0.71 seconds) Advanced search

*§ Everything Did you mean: tianshu 0525

Secondary references
¥ More

tianshu0526 Ebay Fake Flash Seller Alert — China « SOSFakeFlash
Jun 23, 2009 ... tianshu0525 is an eBay seller of Counterfeit (Fake) Memaory cards.
¥ Show search tools Registered in China, tianshu0525 sold fake 16GE and 32GB Memory cards. ...
sosfakeflash wordpress. com/.. Aianshud525-ebay-fake-flash-sellar-alert-china/ -
Cached - Similar

IMassive Fraudl tianshu0525 eBay Fake Flash seller Continues Td ...

Aug 11,2009 ... tianshu0525 fake flash seller defies eBay and eBay members by selling fake
memory cards! SOSFakeFlash on June 23, 2009 published: ...

sosfakeflash. wordpress. com/.. /massive-fraud-tianshu0525-ebay-fake-flash-seller-continues-
to-make-ebay-members-victims-fight-back’ - Cached - Similar

& Show mora rasults from sosfakeflash wordpress.com
eBay My World - tianshu0525
g 12, 2009 ... eBay My World for tianshu0323. Read tianshu0323’s Reviews & Guides,

blog, and eBay profile.
TTIyWONG. B0ay. COM » LOmmmuniy » Wy svong - Lacned

Did you find one or more secondary references using Google search?

Do one or more of the secondary references found using Google search provide
evidence that the eBay userid was exhibiting fraudulent type behavior?

19. Analytical Report
A review of the analytical report must be included in making your judgment on
whether or not the eBay seller is exhibiting fraudulent type behavior.
Next to theSeller's eBay Useridin the form, find théBuyer Item Purchased
Theltem Number should look similar to the following format (#270523761975).
20. Switch to theAuction Inquisitor program.



21.Type in theltem Number into the white box above the words:
Enter Auction Number or Auction URL here
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® Auction Inguisitor
File Edit JumpTo Help

|2?0523?619?5

Enter Auction Mumber or Auction URL here.

Spoof/Phishing Protection

Current Version 1.0.0.15 Updated 4/3/2008 @ Auction Quiz

Can vou spot = Fzudulent suction? =

Quick Links FREE: Security Toolbar - Protects you from Taies oz QUIT e nd ot ?

spoof eBay and PayPal sites See a ©Books & Vld;os

R Demonstration Video HERE

the top of the program window. You can also drag and drop the URL into the input box. Then
click the Analyze Auction button to start the analysis. It may take several seconds to display
while the program collects information from eBay

The analysis will start when you click the Analyze

FREE Auction Softw:

SESa i S0 Update to the latest 1.0.0.15 version. eBay has made many changes to their website and this new
version has been adapted to handle those changes. If you are using an older version, update

Auction Portal your copy immediately.

Report o Instructions: SR

Fraud : I
Auvction-Safety.org Type the auction number or copy and paste the auction number or the auction URL in the box at M t uu M @

Frz2 Cnline Avcrion SeBry
Class t: s vou how o
spot =i nt z2llers and
how to trade s=lly,

Lesm how to buy and s:ll
=221y on 2By 2nd with
DBl

22.Click on theAnalyze Auction button.
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23.An analysis report will be produced looking similar to this.
] Anaylsis of Dell Inspiron 1100 Laptop 40GB 3GHz 768MB XP Pro DVD

@ Seller Registration Test

Account is more than 1 year old It was created on 8/11/2002

Seller FeedBack Test1

Seller feedback is greater than 10

Test Seller FeedBack 2
Test Seller FeedBack 3
Test Seller FeedBack 4
Buy-It-Now Price Too Low
Test Reserve Price

Buy It Now Test 1

ceoeoee®ee @

24.Using theEvaluator Worksheet as a guide, review the analysis report.

25.Framing Your Judgment
Would you buy on eBay a product from this eBay seller?

Would you recommend this eBay userid as a seller to a friend?
Would you recommend this eBay userid as a seller to a family member?

26.Final Judgment
Now you need the answer the final question of:
Is the eBay seller exhibiting fraudulent type behavior?
NO - the seller is not acting fraudulently (i.e. honest behavior)
YES - the seller is acting fraudulently (i.e. fraudulent behavior).
27.Mark your judgment on the form nextEoaudulent Type Behavior?
by placing arX in theNO (HONEST) or YES (FRAUDULENT) check box.
28.Place the completed form in the “done” pile.
29.Close theAuction Inquisitor analysis window.
30.Close the web browser window.
31.Repeat the review process on the next seller - Go to step 3.
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Appendix F

Coding: Indentifying Buyer Feedback Comment as Negave-Positive

Tutorial

You will be presented with a stateméntcategorize.

The provided statement was made by a BUYER in response to a puircimase
SELLER.

Your task will be to determine if the provided statement is in NEGATIVE-POQ&TI
format or_not

Key Concept
A statement in NEGATIVE-POSITIVE format contains a MINIMUM of amegative
declarationAND one positive declaration

Constructs

Details of a simple statement's construct:

| was pleased with X, but unhappy about Y for the transaction.
Positive declaration => | was pleased with X

Negative declaration => unhappy about Y

Negative-positive statements are usually in a simple format like:
"l was happy about X, but unhappy about Y for the transaction.”
“I was unhappy about X, but was pleased with Y for the transaction.”

Examples (Positive then negative):
Good product, but slow shipment.
Great quality, but poor packaging.

Examples (Negative then positive):
Not exactly what | expected, but well packaged.
Slow delivery, but great quality.

Alternative complex NEGATIVE-POSITIVE formats use conjunctions [and, but],
prepositions [with], multiple sentences or in combination.

Examples (complex formats):

Good product and slow shipment.

Not exactly what | expected and well packaged.
Good product with slow shipment.

Poor service and good quality.

Not exactly what | expected. Well packaged.

Examples (Complex formats with multiple negative and/or positives):
Good product. Well packaged. Slow shipment.
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Good product. Well packaged, but slow shipment.

Good product. Well packaged with slow shipment.

Good product. Poorly packaged. Fast shipment.

Took 7 days to reply to my email. Slow shipment, but well packaged.

Examples that are NOT in negative-positive format:

**x% (non-informational)

The weather today was beautif(iot relevant)

Great seller{one positive)

Shipped the wrong colofbne negative)

Good product and good shipmeftvo positives)

Good product. Good packagin@wo positives)

Took 7 days to reply to my email and poorly packaged negatives)

Example Question #1
Is the following statement in negative-positive format?
(123456) Good packing, but slow delivery.
O NO
O YES
Answer: YES - the statement is in negative-positive format.
Meets the MINIMUM of one positive declaratMdD one_negative
declarative

Example Question #2
Is the following statement in negative-positive format?
(123457) Good product. Fast shipping. Securely packaged.
O NO
O YES
Answer: NO - the statement is NOT in negative-positive format.
Has 3 positive declarative AND 0 (zero) negative declarative.
Does NOT meet the MINIMUM of one positive declaratid® one_negative
declarative

Additional Notes

e The provided statements were made by a BUYER in response to a purohase
SELLER.

e The provided statements have NOT been edited.

e Natural language communications are variable in form, subject to contextuednse
be incomplete, missing punctuation, can have errors in spelling, and/or can have
errors in grammar.

e Your task is first to interpret the provided statement as best as possible.

e Next you are to render your best judgment on whether or not the provided statement
is in negative-positive format.
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Abbreviated Example of a Coder Worksheet

Coder Worksheet

Coder Userid 123

Feedback Number | Statement Answer
123450 Slow delivery, but great quality.

123451 Not exactly what | expected, but well packaged.

123452 Shipped the wrong color!

Instructions to Coder

1. You will be given a Coder Worksheet
Verify that yourCoder Userid matches that found on the worksheet.
In the above example — 123 is the Coder Userid.

2. Each line in the worksheet containstatementthat you will need to evaluate.
Find the first line in the worksheet that has NOT been evaluated.
If all lines have been evaluated, tHfehOPevaluating.

3. Read thestatementin the line.
In the above example — the first linswtementis:
Slow delivery, but great quality.

4. |s thestatementin negative-positivéormat?
If YES, then writeY underAnswer and go to step 2.
If NO, then writeN underAnswer and go to step 2.

NOTE
You must provide a Y or N for the Answer in every line.
Do not leave any Answer blank.
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Appendix G

Research Qualifications Seller Test

Background

The results from this HIT assignment will be used in an academic research project.
The emphasis is on QUALITY and MNOT guantity.

Failure to provide guality answers will result in rejection of payment for all work done.

cuality will be insured using these two (and other) technigues:

1. A nold standand statement [previously evaluatedfanswerned question] has heen
randamly inserted into each HIT assignment.
Failure to correctly answer the gold standard staterment is grounds for rejection of
payment.

2. hultiple workers (3-5)wdll be used to evaluate each HIT assignment.
Multiple mismatches with otherworkers' answwers for & given HIT assignment are
grounds for rejection of payment

Ohjective
The objective of this assignment is for you to make a judgment if an eBay seller is
exhibiting fraudulent type hehavior when selling to eBay huyers.

Legal Disclaimer

Inclusion of an eBay usend in this study does NOT imply that said person (or
arganization) hias in the past exhibited fraudulent type behavior. Mor does it imply that
said person (or arganization) is currently exhibiting fraudulent type hehavior, All the
eBay usefids included in this research study were selected at random.

Confidentiality

Your judgment will remain confidential to ensure the integrity of the research study. For
the research report - all Amazon Mechanical Turk identifiing information will be redacted
in order to protect the privacy of paricipating workers. Faor the research repart - all eBay
identifying information will be redacted in order to protect the privacy ofthe eBay
mmembers.

Onverview of the Process

In arder to make your judgment, you will need to complete the following steps:
Linderstand what actions canstitute fraudulent type behaviar,
Feview the anline profile of the eBay usernd.
Search using Google for references of the eBay userid on the Internet,
Feview an analtical repaort an the eBay userid.
LIse the above data to answer the guestion - |5 the seller exhibiting fraudulent type
behavior?

Dietails for these steps will be provided below,
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Estimated Time to Complete the Assignment

Making an informed judgment 1s a complex process and takes time.

Depending on the quantity of data to review for an eBay usend, time required will vary
from 20-40 minutes to gather all the data and make vour final judgment.

Maximum fime allocated to complete this test 15 60 minutes — after which AMT will
automatically 1ssue a “fail” grade.

What is Fraudulent Tvpe Behavier?
For this research smdy - fraudulent tvpe behavior will be defined as follows:

If the seller ships an item later than agreed upon without reimbursing the
buver for the delay, late shipping constitutes frandulent tvpe behavior.

If the product differs from the item’s auction description in make, model or
condition (i.e. used vs. new), constitutes frandulent tvpe behavior.

If the seller does not explicitly state that the item is not genuine (i.e. a copy),
constitutes fraudulent type behavior.

If anv deficit attributes of the product are not explicitly stated (i.e. headphones
with a six-inch cord rather than the standard three to six foot cord), constitutes
fraudulent tvpe behavior.

If the product is damaged in shipment due to poor packaging, constitutes
fraudulent tvpe behavior.

If the seller collected the buver’s money and failed to ship the item, constitutes
fraudulent tvpe behavior.

Seller's eBay Userid to Review
SMILENTANGO

[ Ihave read and understand the rules

Instructions
1. Openup a web browser using Infernet Explorer or Firefox.
2. Goto the following address:
hittp://pages ebav.com/services/forum/feedback-login html
3. Youshould now be at the Feedback Forum: Find Member page
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o
i
Hedla! Sign evioat.

CATEGIEIES - FASHICH ROTORS LTS DALY DE&L

Al Lategoaies W gl A ancas dasreh

Hoani = Domimsanity = Feedback Fomim > MHember Profile

- Feedback Forum: Find Member

To display a Membar Frodile for someone else, type thein eBay Usar [0 helow,

eBay User ID
fenis per page: |25
Ounly bmewe e email address? Try Rerpiest Usen 1D

Fd Iembaer

In the white box located below eBay Users ID type in SMITENTANGO

Click on the FIND MEMBER button

You will now be at the Feedback Profile |fm' the eBay userid SMILENTANGO
WARNING: The below image 15 only an example and should not be used to answer
the questions.

=

W
‘Walcomel Sign in or ragleber.
A€ atugores - Bearoh P
CATEGORIES - FASBIIOH WO ORS STORES CWAIL Y [RE AL
Huenm = Cmmmnuniy = Fesdkech Fooen = P s S
& Dy U el
Feedback Frofile Fasdback Scors
Tianshuksss | 823 fy § Mo 3 registersad user
Paositive Feedliaok losn 12 o 10 BT T T
- jHowe is Feecdback Percemege calcolaed?]
wWiamber smce: Jul-0E-08 in China
Racent Foadback Rabigs  Mact 12 seantne & Datailed Seller Ratings  fisct 13 marshel 2
i mondh & rocaete AT reanthe Critaeis AUSrEgSe raTing surnbes of retinge
& Fosilive (s o == B v R F TR i s ARel
C e Ui ol iy dlir ol o o 47
B Meutral L : ! Shipgalng Hirne s 3 " a47
[ — BT o u] 1= Shipping ard kan@ieg chargos i e ol o 445
I_—r"dhn.uh am --u-ll-n—_l Faadi=ack au g buya Al Fasdlsack Fasdback laf lfer othare

?.| You will need to look at the Feedback Profile for the eBay userid
SMITENTANGO in vour web browser in order to answer the following group of
guestions.

Question # 1
Are the words “INot a registered user” displayed in the Feedback Profile?
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Question # 2
Using the numbers under RECENT FEED BACK REATINGS
Dwoes the seller have any negative feedback under 1 month?

= Mo

T Yes

Question # 3
Using the numbers under RECENT FEED BACK FEATINGS
Dwoes the seller have any negative feedback under 6 months?

= No

T Yes

Ouestion # 4
TUsing the numbers under RECENT FEED BACK REATINGS
Dwoes the seller have any negative feedback under 12 months?

. MNo

Yes

8. Click on the FEEDBACK AS SELLER tab located at the bottom of the Feedback
Profile.
o You will now only see feedback comments made by buyers that purchased a
product from eBay userid SMILENTATNGO.

Use the PREVIOUS and NEXT options on the bottom of the Feedback Profile
screen to scroll through all the available feedback comments.

Boawer pe pagoar 23 ) 30 | 1 | 20
Fage 12l 3 Presie 11213 (41561 F Hed |#) .‘mll[agr: G

10. You will need to scroll through the feedback comments in order to answer the
following group of questions.
WABRNING: The below image is only an example and should not be used to answer
the gquestions.

Feoidback ox aseller  Feodback o5 a bupes | A Foedback  FeadBack lah Tor otlias

320 Faediach receised (yiesing 1-25)
Fegilback Faom Buyen 7 Fiice

[L] Detsiled e infoenation is sol @eaiable for the folowing tess betaess the Feadiack is over S0 daps oid

ﬂ Fraudwlenils sold ™F &EE ITEWT™ buyers benas En:gl= TLENS USRS pnd HO Tes VY 1 TEES 557 * 1

Feedback Camaaent Burye ——— RS {58 o)

ersprardar [H1 0

e (R0 FA 330

Question # 5
Ind the seller ship an item later than agreed upon without rexmbursing the buyer for the
delay?

T Mo

 Yes
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Question # 5
IDnd the seller ship an item later than agreed upon without reimbursing the buyer for the
delay?

T No

T Yes

Question # 06
If Yes, then cut-and-paste one feedback comment and buyer to support this.
Feedback

o

Buver

Question # 7
Dyid the product differ from the item’s auction description in make, model or condition
(i.e. used vs. new. wrong color, marked/damaged)?

Mo

~ Yes

Question # 8
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feed back

Buyer

—

Question # 9
Diid the seller not explicitly state that the item was not genuine (i.e. a copy) and shipped a
fake or facsimile?

 No

T Yes

Question # 10
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feed back

Buver
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Question # 11
Any deficit attributes of the product that were are not explicitly stated by the seller (i.e.
headphones with a six-inch cord rather than the standard three to six foot cord)?

Mo

T Yes

Question # 12
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feedback

Buyer

Question # 13
Was the product is damaged in shipment due to poor packaging by the seller?

© No

T Yes

Question # 14
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feedback

Buyer

—

Question # 15
Did the seller collect the buver’ s monev and fail'refuse to ship the item?

 No

' Yes
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Question # 16
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feed back
3
1| o

Buyer

—

Question # 17
Do vou find any other feedback from the buyer that would indicated potentially

fraudulent type behavior by the seller?

© Mo
 Yes
Question # 18

If Yes, then cut-and-paste one feedback comment and buyer to support this.
Feedback

i o

Buyer

—

11. Open up another web browser using Internet Explorer or Firefox.
12. Go to the following address:

http-/www google com
13. You should now be at the Google search screen:

Google

Soogle Search ' Fealing Lo by

ok e el S

14. Type in the eBay userid SMILENTANGO
15. Click on the GOOGLE SEARCH button.

16. You are looking for secondary sources on the Internet that reference the eBay usenid.
These references (if any) need to be used in making your judgment on whether or not

the eBay usenid is exhibiting frandulent type behavior.

WABRNING: The below image is only an example and should not be used to answer

the questions.
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17. You will need to look at vour web browser screen of the Google search for the
eBay userid in order to answer the following group of questions:

Question # 19
Did vou find one or more secondary references using Google search?

& No

T Yes

Question # 20
Do one or more of the secondary references found using Google search provide evidence
that the eBay userid was exhibiting fraudulent type behavior?

 No

0 Yes

Question # 21
If Yes, then cut-and-paste one secondary reference fo support this.

-
L of
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17. Please review the below analvtical report. It needs to be included in making
vour judgment on whether or not the eBay userid is exhibiting fraudulent tvpe
behavior.

SI1Z2ME PCA33 SDDRARM SO IRAR T3 TIRIHGE

> © Elary-it-Pows FPraoam Toor Lo

——— rEeEmoved Tor brewvity .

*u o TR e e e e
Wty that the shpEing oosts are e o bie amsd &_-mvﬂ_m-hpﬂrﬂhﬂh}-ﬂw.
Hmwﬁm-“hrmmnﬂdlmﬂmmbuﬂﬂ ity e . T Pt
N CEIETTIONT TSCORTT DI ST e T

Iﬁ‘l ol Shigerng = Scllers shippringe details

Shaedier S T areClosCieedl S iiapeeerng e ik Seedelibera aleCasicl Suive g s Lecleie 5 Dol Ceoen T | T
Fiarearom rae L

INLEU‘THH

N S . AT S ORI SR O . T e SR P TR e S L
regroapr e @ty ascparbeoey fapapeiksmesls et e pestieeey dad mtmwmmmhw
e T e )

Question # 22
Dioes anything in the analytical report provide evidence that the eBay usend was
exhibiting fraudulent type behavior?

© No

T Yes

Question # 23
If Yes, then cut-and-paste one text item from the analvtical report to support this.

-
e of
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Framing Your Judgment

Question # 24

Would vou buy on eBay a product from this eBay usend?
o Mo

©  Yes

Question # 25
Would vou recommend this eBay userid as a seller to a friend?

Mo

T Yes

Question # 26
Would vou recommend this eBay userid as a seller to a fanuly member?

Mo

T Yes

Question # 27

FINAL JUDGMENT

The objective of this assignment is for yvou to make a judgment if the eBay seller
SMILENTANGO exhibited frandulent tvpe behavior when selling to eBay buvers.

Before making your judgment:

* Review the paragraph on What is Fraudulent Type Behavior?
* Review the data voun collected above

* Review vour answers to previous auestions.

Has the seller exhibited fraudulent tvpe behavior?
© No

T Yes

Feedback or Suggestion (OPTIONAL)

You have the option below to provide feedback or make a suggestion to improve this

study.

=i
||

NOTE
The Test Method is manual rather than automatic. Approval (i.e. pass/fail) of the
worker’s test requires a manual approval by the requester.
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Background

The results from the HIT tasks will be used in an acadenmuc research project.

Ergo the emphasis 15 on QUALITY and NOT quantity.

Failure to provide quality answers will result in rejection of payment for all work done.

Quality will be insured using these two (and other) techniques:
1. A gold standard statement [previously evalunated/answered question] has been
randomly inserted into each HIT assignment.

Failure to correctly answer the gold standard statement is grounds for rejection of
payment.
2. Multiple workers (3-5) will be used to evaluate each HIT assignment.

Multiple nusmatches with other workers™ answers for a given HIT assignment are
grounds for rejection of payment.

BONUS PAYMENTS
Sorry, as funds are limited - bonus pavments will be limited to a few workers who
produced the highest guality.

Objective
The objective of this assignment is for vou to make a judgment if an eBay seller is
exhibiting fraudulent tvpe behavior when selling to eBav buyers.

Legal Disclaimer

Inclusion of an eBay usend mn this study does NOT mmply that said person (or
orgamzation) has in the past exhibited frandulent tyvpe behavior. Nor does it imply that
said person (or organization) is currently exhibiting frandulent type behavior. All the
eBay usernids included in thas research study were selected at random.

Confidentiality

our udgment will remain confidential to ensure the integrity of the research study. For the
research report - all Amarzon Mechanical Turk identifying information will be redacted i

order to protect the privacy of participating workers. For the research report - all eBay
identifying information will be redacted in order to protect the privacy of the eBav
members.
Overview of the Process
In order to make vour judgment. vou will need to complete the following steps:
- Understand what actions constitute frandulent type behavior.

Review the online profile of the eBay userid.

Search vsing Google for references of the eBay userid on the Internet.

Review an analytical report on the eBay userid.

Use the above data to answer the question - Is the seller exhibiting frandulent type
behavior?
Dretails for these steps will be provided below.

Estimated Time to Complete the Assignment

Malking an informed judgment is a complex process and takes fime.

Depending on the quantity of data to review for an eBay userid. time required will vary
from 20-40 minutes to gather all the data and make vour final judgment.

Maximum fime allocated to complete this test 1s 60 minutes — after which AMT will
automatically issue a “fail” grade.
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What is Fraudulent Type Behavior?
For this research siudy - fraudulent tvpe behavior will be defined as follows:

If the seller ships an item later than agreed upon without reimbursing the
buver for the delay, late shipping constitutes fraudulent type behavior.

If the product differs from the item’s auction description in make, model or
condition (i.e. used vs. new), constitutes fraudulent tvpe behavior.

If the seller does not explicitly state that the item is not genuine (i.e. a copy),
constitutes fraudulent type behavior.

If any deficit attributes of the product are not explicity stated (i.e. headphones
with a siz-inch cord rather than the standard three to six foot cord), constitutes
fraudulent type behavior.

If the product is damaged in shipment due to poor packaging, constitutes
fraudulent tvpe behavior.

If the seller collected the buver’s money and failed to ship the item, constitutes
fraudulent tvpe behavior.

Seller’s eBay Userid to Review
SMILENTANGO

[ Ihave read and understand the miles

Instructions
1. Openup aweb browser using Internet Explorer or Firefox.
2. Go to the following address:
http://pages.ebay.com/services/ forum/feedback-login hitml
3. You should now be at the Feedback Forum: Find Member page

¥ A
é Hedlo! Sign invioat.

CATEGIEIES 4 FASHION ROTORS STOHREES DALY DEAL

Al Cate goaies - Search Advancad saarch

Homne = Dommanity = Feedback Forum > Member Profiks

— Feedback Forum: Fire Member

Ta display a Membar Profile for someone alse, type their aBay User 1D helow.

eBay User ID
B [feime per pager |5

Duly kmew the email addres? Try Regquiest User 1D

Firud kdsmbier

In the white hox located below eBay Users ID type in SMILENTANGO

Click on the FIND MEMBER button

You will now be at the Feedback Profile for the eBay userid SMILENTANGO
WAERNING: The below image is only an example and should not be used to answer
the questions.

o
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7. You will need to look at the Feedback Profile for the eBay userid
SMILENTANGO in your web browser in order to answer the following group of

questions.

Question 7 1
Are the words “INot a registered user™ displayed in the Feedback Profile?

' MNo

© Yes

Quesrion # 2
Using the numbers under RECENT FEED BACEK RATINGS

Does the seller have any negative feedback under 1 month?

~ No
0 Yes
Question # 3

Using the numbers under RECENT FEED BACK RATINGS
Dioes the seller have any negative feedback under 6 months?

Mo
T Yes
Question # 4

Using the numbers under RECENT FEED BACK FEATINGS
Dioes the seller have any negative feedback under 12 months?

Mo

 Yes
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8. Click on the FEEDBACK AS SELLER tab located at the bottom of the Feedback
Profile.
. You will now only see feedback comments made by buyers that purchased a
product from eBay usernid SHMILENTAMNGD.

Use the PREVIOUS and WEXT optfions on the bottom of the Feedback Profile
screen to scroll through all the available feedback comments.

T pws gagus 250 50 | L3 | 20
Page 1315 Fredius 11213 (415 61T Hot & Gels page Ga

10. You will need to scroll through the feedback comments in order to answer the
following group of questions.
TWARNING: The below image 1s only an example and should not be used to answer
the guestions.

Feoilback a3 sellar Feodback 05 a buysa | Al Fosdback  Fead®ack ol Ter othees

PO Faow o ik Poceised Cviesiog 1250
Feesilback Faons Buyen © Fiics

[f] Detsiled e information is =ol avaiable for the Jolowing Hess becaese the Frediack is oves S0 days oid

a p—— o - 5 : iyt TEES 4557 o |

Feedback Conwmaent

e SeE (50 )

erepaander [B1 g )

Question # 5
Dnd the seller ship an item later than agreed upon without reimbursing the buyer for the

delay?
Mo

T Yes

Question # 6
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feedback

I
BN =

Buvyer

—

Question # 7
Dnd the product differ from the item’™s auction description in make, model or condition
(i.e. used vs. new, wrong color, marked/damaged)?

. No

 Yes

Question # 8
If Yes, then cut-and-paste one feedback comment and buyer to support this.
Feed back

BN =

Buvyer
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Question # 9
Dnd the seller not explicitly state that the item was not gemune (i.e. a copy) and shupped a
fake or facsimile?

~ No

0 Yes

Question # 10
If Yes. then cut-and-paste one feedback comment and buyer to support this.

Feed back

Buver

—

Question # 11
Any deficit attmbutes of the product that were are not explicitly stated by the seller (1.e.
headphones with a six-inch cord rather than the standard three to six foot cord)?

~ No

T Yes

Question # 12
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feedback

Buver

Question # 13
TWas the product 1s damaged 1n shipment due to poor packaging by the seller?

 No

T Yes

Question # 14
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feedback

Buyer
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Question # 15
Did the seller collect the buyer’'s money and fail'refiuse to ship the item?

MNo

T Yes

Question # 16
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feed back

Buyer

Question # 17
Do yvou find any other feedback from the buyer that would indicated potentially

fraudulent type behavior by the seller?
. MNo

T Yes

Question # 18
If Yes, then cut-and-paste one feedback comment and buyer to support this.

Feedback

>

Buyer

—

11. Open up another web browser using Internet Explorer or Firefos.
12, Go to the following address:

http:/fwanw google com
13. You should now be at the Google search screen:

Google

0ol e S

Lergumos Taoks

Eoogle Seanch e Fealilg L by

14. Type in the eBay usernnd SMILENTAMNGO
15. Click on the GOOGLE SEARCH button.
16. You are looking for secondary sources on the Internet that reference the eBay userid.
These references (if any) need to be used in making vour judgment on whether or not
the eBayv userid is exhibiting frandulent type behavior.
TWARNING: The below image 1s only an example and should not be used to answer
the guestions.
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17. You will need to look at vour web browser screen of the Google search for the
eBay userid in order to answer the following group of questions:

Question # 19
Did vou find one or more secondary references using Google search?

 No

T Yes

Question # 20
Do one or more of the secondary references found using Google search provide evidence
that the eBay nsenid was exhibiting frandulent fype behavior?

©  No

T Yes

Question # 21
If Yes, then cut-and-paste one secondary reference to support this.

-
1 o
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17. Please review the below analvtical report. It needs to be included in making
vour judgment on whether or not the eBay userid is exhibiring fraudulent tvpe
behavior.

S12MEB PC133 SDRAM SCODIMR 1 33T
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Question # 22
Dwoes anything in the analytical report provide evidence that the eBay usend was
exhibiting frandulent type behavior?

No

 Yes

Question # 23
If Yes. then cut-and-paste one text item from the analvtical report to support this.

3
a1 o




166

Framing Your Judgment

Question # 24

Would you buy on eBay a product from this eBay usenid?
£ No

 Yes

Question # 25
Would yvou recommend this eBayv userid as a seller to a friend?
© No

T Yes

Question # 26
Would vou recommend this eBav userid as a seller to a family member?

& Mo

T Yes

Question # 27
FINAL JUDGMENT

The objective of this assignment is for vou to make a judgment if the eBay seller

SMILENTANGO exhibited frandulent tvpe behavior when selling to eBay buyers.

Before making your judgment:

* Review the paragraph on What is Fraudulent Type Behavior?
= Review the data vou collected above

* Review vour answels to previous guestions.

Has the seller exhibited fraudulent tvpe behavior?
€ No

& Yes

Feedback or Suggestion (OPTIONAL)

You have the option below to provide feedback or make a suggestion to improve this

study. :‘
o
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BACEKCGCROTTNI

This test s gqualifiiymg you to work on HIT assignments that will e used in an academic
research project. The test muimics what you will experience in the HIT assigmnmments.

The emphasis is on QUTAT.TTY and NOT guantity.
Failure to prowvide guality answers will result in rejection of payment for all work domne

ity will be insured using these two (and other) techmdonues:
1. At least one gold standard statement [previously evaluated statemment] has been
randdomly inserted info each HIT.
Failure to cormrectly categonze the gold standard statements is grounds for rejection of
pavment.
2. Miultiple workers (5-1070 will be used to evaluate each HIT.

Multiple mismatches writh other workers™ responses in a given HIT are grounds for
rejection of pazyinent.

Esvmared Time o Complete the Assignmnment

MAarxinmumn titne allocated to complete this test is 60 mbdmates — after which AMNIT wrill
automatically issue a ~fai1l” grade.

- I have read and understand the males

INSTRUCTIONS

Aonr wiill be presemnted with a statement to categorize.

The provided statement was made by a BUYER in response to a purchase frona a
SELLEFR.

Sonr task will be to determine if the prowvided statement is in NEGATIVE-POSITIVE
format or not.

Eex Comcept
A statement in NEGATIWE-POSTTIVE format comntains a RMININDILR of one negative
declaration ANDY one positive declaration

IDetadls of a simyple statement's constract:

I was pleased with 3. but unhappsy about W for the transactiomn.
Positive declaration = I was pleased with 3

INegative declaration = mnhappy abowut Y

IMNegative-positive statements are usually in a simyple format likke:
"I wras happw about X but unhappyw about Y for the transactiomnm ™
I was unmhappy about 3. but was pleased with % for the transactiomn ™

Examples (Positive then negative):
Good product. but slow shapaneant.
Great guality. but poor packaging.

Examples (INegative then positive):
MNot exxactly what T expected. but well packagmed.
Slow delivery, but great gueality.

Advernative complex NMEGATIVE-POSITIVE formars use conjunctons [and.,bwre].,
preposivions [wirth]., mulriple sentences or in combination.

Examples (complex formuatsh:

Good product and sloww shipoosent.

INot exactly what I expected and well packaged.
Good product with slow shipanent.

Poor service amd good gurality

INot exxactly what I expected. "Well packaged.

Examples (Complex formats with multiple negative and/or posifives):
Good product. Well packaged. Slow shiponent.

Good produact. Well packaged. but slow shipionent.

Good product. Well packaged with slow shipmoent.

Good product and fast shipiment. Howewer, poorly packaged.

Took 7 davs to reply to my emiail. Slow shipmment. but well packaged.

Examples that are INOT in negative-positive format:

== (non-informational)

The weather today was beautiful. (not relevamdt)

Great seller! (one positive)

Shupped the wrong color! (one negatiwve)

Good product and good shipment. (Dero positives)

Good product. Good packaging. (fwo posifives)

Took 7 dayvs to reply to my email and poorly packaged. (Two negatives)
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Example Question #1
I=s the followine statement in necative-nositive formar?
({123456) Good packing. but slow delivery.
O MNO
O YES
Answer: YES - the statement is in negative-positive format.
Meets the MININMUN of one positive declarative ANND one negative
declarative.

Example Question #2
Is the following statement in negative-positive format?
(123457) Good product. Fast shipping. Securely packaged.
O INO
O YES
Answer: INO - the statement is NOT in negative-positive format.
Has 3 positive declarative AIND O (zero) negative declarative.
Does NOT meet the NMININUM of one positive declarative AND one negative
declarative.

Additrional Notes

= The provided statements were made by a BUYER in response to a purchase from a
SELLER.

= The provided statements have NOT been edited.

=  Matural language conununications are variable in form, subject to contextual use, can
be incomplete, missing punctuation, can have emmors in spelling. and/or can hawve ermmors in
STATIITIAT.

=  Your task is first to interpret the provided statement as best as possible.

=  MNext you are to render vour best judgment on whether or not the provided statement
is in negative-positive format.

= At the bottom of each HIT is a text field where you have the OPTIOIN to leave a
comment or feedback.

r I have read the tatorial

Is the following statement in negative-positive format?

Quick shipment. but wrong color.
~  No

T Yes

Is the following statement in negative-positive format?
Great product! Would buy from again!
—  MNo

T Yes

Is the following statement in negative-positive formar?
Slow shipping. Good packaging.
No
T Yes
-...The additional 47 questions were deleted for brevity...

Do you have any feedback or comment? foptional)

=]
a1 il
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Appendix J

Research Prototype Feedback HIT
With Instructions Hidden

Template: Research - coder - q1 - v1

CLICE HERFE TO DISPLAY/HIDFE INSTRUCTIONS

Question:

Is the below statement in negative-positive format?
(123456) Good packing, but slow delivery.

©  No

© Yes

Do you have any feedback or comment? (optional)

Suiamit
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Appendix K

Research Prototype Feedback HIT
With Instructions Displayed

Template: Research - coder - q1 - v1

INSTRITWC TIONS

Tou will be presented with a statement to categorize.

The provided statement was muade by a BUY ER in response o a purchase from a
SELITER.

T our task will be to determine if the provided statement is in NEGATIVE-POSITIVE
formmat or not.

Keyv Concept
A statement in WNEGATIVE-POSITTTVE format contains a MININLM of one negative
declaration AND one positive declaration.

Dretails of a simple statement's constract:

I wras pleased with 3. but unhappy about % for the transaction.
Positive declaration == I was pleased with 3

MNegative declaration == unhappyw about &

Megatrve-posifive statements are usually in a simple format like:
"I was happyw about X but unhappy about Y for the transaction. ™
“I wras unhappy about 2. but was pleased with % for the transaction.™

Examples {Posifive then negative):
Good product. but slow shiponent.
Great guality. but poor packaging.

Examples {(INegative then positive):
Mot exactly what I expected. burt well packaged.
Slow delivery. but great guality .

Adternative complex NEGATIWVE-POSITIVE formats use conjunctions [and. but].
prepositions [with]. mualtiple sentences or in combination.

Examples {complex formats):

Grood product and slow shipment.

Mot exactly what I expected and well packaged.
Good product with slow shipment.

Poor service and good guality.

Mot exactly what I expected. Well packaged.

Examples {Complex formats with multiple negative and/or positives):
Good product. Well packaged. Slow shipment.

Good product. Well packaged. but slow shipment.

Good product. Well packaged with slow shipinent.

Good product. Poorly packaged. Fast shipment.

Toolk 7 davs to reply to my email. Slow shipment. but well packaged.

Examples that are WNOT in negative-positinve formuat:

#F=EEE mon-informational)

The weather today was beautifial. {(not relevant)

Great seller! (one positive)

Shipped the wrong color! (one negative)

Good product and good shipment. {two positives)

Good product. Good packaging. (two positives)

Took 7 days to reply to my email and poorly packaged. (two negatives)

Example COuestion #1

Is the following statement in negative-positive format?

(123456) Good packing. but slow delivery.

O NO

O YES
Answer: YES - the statement is in negative-positive formar.

Meets the NMININUMN of one positive declarative AND one negative

declarative.

Fxample COuestion #32
Is the following statement in negative-positive format?
(123457) Good product. Fast shipping. Securely packaged.
O INO
O YES
Answrer: INO - the statement is INOT in negative-positive format.
Has 3 positive declarative AMND O (zero) negative declarative.
Dyoes NOT meet the MATNINTLIN of one positive declarative AND one negative
declarative.
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Additional Notes

The provided statements were made by a BUYER in response to a purchase from
a SELLER.

The provided statements have NOT been edited.

MNatural language commmunications are variable in form. subject to contextual use,
can be incomplete, missing punctuation. can have errors in spelling. and/or can
have errors in grammar.

Your task is first to interpret the provided statement as best as possible.

Mext you are to render vour best judgment on whether or not the provided
statement is in negative-positive format.

At the bottom of each HIT is a text field where you have the OPTION fo leave a
comment or feedback.

CLICK HERE TO DISPLAY /HIDE INSTRUCTIONS

Question:

Is the below statement in negative-positive format?

(123456) Good packing, but slow delivery.

~

l,-_

Mo
Yes

Do you have any feedback or comment? (optionai)

<] |

St it

R b
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Appendix L

Research Production Feedback HIT

Template: Research - coder - q10 - v1

CTICE HERFE TO DISPT AN /HIDE INSTRITCTIOMNS

Question # 1:

Is the below statement in negative-positive format?
(123457) Good product. Fast shipping. Securely packaged.
T Ne

T Yes

Question # 2:

Is the below statement in negative-positive format?
(439128) Great seller!

“ MNo

~ Yes

Question # 3:

Is the below statement in negative-positive format?
(019813) Shipped the wrong colorl

T MNe

~ Yes

Question # 4:
Is the below statement in negative-positive format?

(398761) Good product and good shipment.
Mo
~ Yes

Question # 5:
Is the below statement in negative-positive format?

{104521) Good product. Good packaging.
- MNo
o Yes

Question # 6:

Is the below statement in negative-positive format?
(2395501) Took 7 days to reply to my email and poory packaged
- No

« Yes
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Question # 7:
Is the below statement in negative-positive format?

(449381) Not exactly what | expected, but well packaged.
" No

T Yes

Question # 8:
Is the below statement in negative-positive format?

(123456) Good packing, but slow delivery.

©  No
© Yes
Question # 9:

Is the below statement in negative-positive format?
(324414) It is raining outside.

 No
T Yes

Question #10:
Is the below statement in negative-positive format?

(922414) Slow delivery, but great quality.
©  No
© Yes

Do you have any feedback or comment on the above questions? (optional)

[—

=
I *




174

Reference List

2009 Internet crime repar{2010). Washington, DC: Department of Justice.

About feedback. (2010). Retrieved 10/25/10, 2010, from
http://pages.ebay.com/help/policies/feedback-ov.html

Advanced research API. (2010). Retrieved 10/25/10, 2010, from
http://developer.researchadvanced.com/signup.php

Akerlof, G. (1970). The Market for "Lemons": Quality Uncertainty and the Market
MechanismThe Quarterly Journal of Economics, (8% 488-500.

Albert, M. R. (2002). E-buyer beware: Why online auction fraud should be regulated.
American Business Law Journal,(8) 575-643.

Aldrich, J. (1995). Correlations genuine and spurious in pearson andtatistical
Sciencé€l0), 364-376.

Allen, G. N., Burk, D. L., & Davis, G. B. (2006). Academic data collection in electroni
environments: Defining acceptable use of Internet resouvti&sQuarterly,
30(3), 599-610.

Almendra, V., & Schwabe, D. (2009 nalysis of Fraudulent Activity in a Brazilian
Auction Site Paper presented at the 18th International World Wide Web
Conference Committee (IW3C2). Retrieved from
http://www2009.eprints.org/203/

Amazon Mechanical Turk. (2010). Retrieved 10/25/10, 2010, from
aws.amazon.com/mturk

Amazon mechanical turk requester best practices guide. (2010). Retriewved f
http://mturkpublic.s3.amazonaws.com/docs/MTURK_BP.pdf

Amazon Web Services. (2010). Retrieved 10/25/10, 2010, from aws.amazon.com

Ambach, J. (2008). General announcements: A message from Jim Ambach — more details
for sellers. Retrieved 10/25/10, 2010, from
http://www2.ebay.com/aw/core/200801.shtml#2008-01-29061132

Ba, S., Whinston, A. B., & Zhang, H. (2002). Building trust in online auction markets
through an economic incentive mechanifracision Support Systems, 907



175

Bajari, P., & Hortacsu, A. (2003). The winner's curse, reserve prices, and endogenous
entry: Empirical insights from eBay auctio®SAND Journal of Economics,

34(2).

Bajari, P., & Hortacsu, A. (2004). Economic insight from Internet auctitmgnal of
Economic Literature, 43une), 457-486.

Bajari, P., & Hortacsu, A. (2005). Are structural estimates of auction modetsedss?
Evidence from experimental datlurnal of Political Economy, 118), 703-741.

Bakos, Y., & Dellarocas, C. (2003). Cooperation without enforcement? A comparative
analysis of litigation and online reputation as quality assurance mechanisims. M
Sloan.

Banerjee, A. V. (1992). A simple model of herd behav@rarterly Journal of
Economics, 10B), 797-817.

Bapna, R., Goes, P., Gupta, A., & Jin, Y. (2004). User heterogeneity and its impact on
electronic auction market design: An empirical exploratddts Quarterly, 281),
21-43.

Barr, J., & Cabrera, L. F. (2006). Al gets a br@ueue, §4), 24-29.

Bartlett, J., Kotrlik, J., & Higgins, C. (2001). Organizational research: Daterqni
appropriate sample size in survey resedrdbrmation Technology, Learning,
and Performance Journal, {B), 43-50.

Bhargava, B., Zhong, Y., & Lu, Y. (2003). Fraud formalization and deteDtata
warehousing and knowledge discovévpl. 2737, pp. 330-339): Springer.

Bolton, G., Greiner, B., & Ockenfels, A. (2008ngineering Trust - Reciprocity in the
Production of Reputation InformatiqiNo. 2009-02): The University of New
South Wales.

Borg, W. L., & Gall, M. D. (2006)Educational research: An introductigBth ed.).
White Plains, NY: Longman.

Bowker, N., & Tuffin, K. (2003). Dicing with deception: People with disabilities'
strategies for managing safety and identity onlileewrnal of Computer-Mediated
Communication, @).

Brinkmann, U., & Seifert, M. (2001). Face to Interface: To the problem of the confidence
constitution in the Internet by the example of electronic auctitmsnal for
Sociology, 3QL), 23-47.



176

Brown, J., Fortin, D. R., & Rhodes, P. (2009). The effects of contextual cues on online
auction outcomes: A quasi-experimental apprahatirnal: International Journal
of Internet Marketing and Advertising(4, 287-308.

Bywell, C. E., & Oppenheim, C. (2001). Fraud on Internet auctissigh, 537), 265-
272.

Cabral, L., & Hortacsu, A. (2004Jhe dynamics of seller reputation: Theory and
evidence from eBayondon, UK: University of Chicago.

Callison-Burch, C. (2009}ast, cheap, and creative: Evaluating translation quality
using Amazon's Mechanical Tuikaper presented at the In Proc. EMNLP 2009,
ACL and AFNLP, Suntec, Singapore

Callison-Burch, C., & Dredze, M. (201@reating speech and language data with
Amazon’s Mechanical TurRaper presented at the North American Chapter of

the Association for Computational Linguistics (NAACL) 2010 Workshop, Los
Angeles, CA.

Chua, C., & Wareham, J. (2004). Fighting Internet auction fraud: An assessment and
proposalComputer, 3710), 31-37.

Chua, C., & Wareham, J. (2008). Parasitism and Internet auction fraud: An exploration.
Information and Organization, 18), 303-333.

Chua, C., Wareham, J., & Robey, D. (2007). The role of online trading communities in
managing Internet auction fraudIS Quarterly, 314), 759-781.

Clarke, A. C. (1983)2010: Odyssey twdsranada Publishing Ltd.

Clemons, E. K., Hann, I.-H., & Hitt, L. M. (2002). Price dispersion and differentiation in
online travel: An empirical investigatioManagement Science, (48, 534-549.

Cofta, P. (2006). Convergence and trust in ecommBitd.echnology Journal, 22),
214-218.

Consumer reports survey of eBay users. (200@hsumer Reports, 722-14.

Cox, B. (2003, 2/14/2003). And the online fraud goes orernetnews.conRetrieved
10/25/10, 2010

Cox, D. R., & Snell, E. J. (1989)he analysis of binary da{@nd ed.). London,
England: Chapman and Hall.

Creswell, J. W. (2002Research design: Qualitative, quantitative, and mixed methods
approacheg2nd ed.). Thousand Oaks, CA: Sage Publication.



177

Crowdflower - gold standard. (2010). Retrieved 10/25/10, 2010, from
http://crowdflower.com/docs/gold

Dekel, O., & Shamir, O. (2009500d learners for evil teacherBaper presented at the
Proceedings of the 26th Annual International Conference on Machine Learning.

Dellarocas, C. (2003a). The digitization of word-of-mouth: Promise and challehges
online feedback mechanisnManagement Science,(d9), 1407-1424.

Dellarocas, C. (2003blfficiency through feedback-contingent fees and rewards in
auction marketplaces with adverse selection and moral haPapkr presented at
the Proceedings of the 4th ACM Conference on Electronic Commerce, San
Diego, CA.

Dellarocas, C. (2006). Reputation mechanisms. In T. Hendershottaddbook on
economics and information systemAssterdam: Elsevier Science.

Dellarocas, C., & Wood, C. A. (2008). The sound of silence in online feedback:
Estimating trading risks in the presence of reporting Mamagement Science,
54(3), 460-476.

Diamond, D. (1989). Reputation acquisition in debt markietstnal of Political
Economy, 9/828-862.

Dong, F., Shatz, S. M., & Xu, H. (2009). Combating online in-auction fraud: Clues,
techniques and challeng€3omputer Science Review4} 245-258.

Downs, J. S., Holbrook, M. B., Sheng, S., & Cranor, L. F. (2045 your participants
gaming the system?: Screening mechanical turk warkager presented at the
Proceedings of the 28th international conference on Human factors in computing
systems.

Easley, R. F., & Tenorio, R. (2004). Jump bidding strategies in Internet auctions.
Management Science, @0), 1407-14109.

eBay buyer protection plan. (2010). Retrieved 10/25/10, 2010, from
http://pages.ebay.com/help/policies/buyer-protection.html

eBay feedback scores, stars, and your reputation. (2010). Retrieved 10/25/10, 2010,
from http://pages.ebay.com/help/feedback/scores-reputation.html

eBay glossary. (2010). Retrieved 10/25/10, 2010, from
pages.ebay.com/help/account/glossary.html

eBay, Inc. v. Bidder’s Edge, Inc, C-99-21200 RMW C.F.R. (2000).



178

eBay’s two enormous data warehouses. (2010, 4/30/2009). Retrieved 10/25/10, 2010,
from http://www.dbms2.com/2009/04/30/ebays-two-enormous-data-warehouses

Feedback abuse. (2010). Retrieved 10/25/10, 2010, from
http://pages.ebay.com/help/policies/feedback-abuse-withdrawal.html

Feng, D., Besana, S., & Zajac, R. (2009quiring high quality non-expert knowledge
from on-demand workforc®aper presented at the Proceedings of the 2009
Workshop on The People's Web Meets NLP: Collaboratively Constructed
Semantic Resources.

Festinger, L. (1954). A theory of social comparison procesigsan Relations,(2),
117-140.

Finch, B. J. (2006). Customer expectations in online auction environments: An
exploratory study of customer feedback and disrnal of Operations
Management, 45), 985-997.

Finin, T., Murnane, W., Karandikar, A., Keller, N., & Martineau, J. (20A@notating
named entities in twitter data with crowdsourcifgper presented at the North
American Chapter of the Association for Computational Linguistics (NAACL
2010 Workshop, Los Angeles, CA.

Fisher, R. A. (1995)Statistical tables for biological, agricultural and medical research
(6th ed.). London, England: Longman Group United Kingdom.

Ford, M. (2010). Auction Inquisitor. Retrieved 10/25/10, 2010, from
http://www.auctioninquisitor.com/

Form 10-K for eBay for 2009. (2010). Retrieved 10/25/10, 2010, from
http://investor.ebay.com/sec.cfm?DocType=Annual&Year=

Gavin, H. (2008)Understanding research methods and statistics in psych@lsgyed.).
Los Angeles, CA: Sage Publications, Inc.

Gavish, B., & Tucci, C. L. (2008). Reducing Internet auction fr@&snmunications of
the ACM, 515), 89-97.

Ghose, A., Ipeirotis, P. G., & Sundararajan, A. (20B8®putation premiums in electronic
peer-to-peer markets: Analyzing textual feedback and network struBaper
presented at the Proceedings of the 2005 ACM SIGCOMM Workshop on
Economics of Peer-to-Peer Systems.

Goes, P., Tu, Y., & Tung, Y. A. (2009). Technical opinion: Online auctions hidden
metrics.Communications of the ACM, B, 147-149.



179

Grazioli, S., & Jarvenpaa, S. L. (2000). Perils of Internet fraud: An empirical
investigation of deception and trust with experienced Internet consuEEs.
Transactions on Systems, Man, and Cybernetics-Part A: Systems and Humans,
30(4), 395-410.

Grazioli, S., & Jarvenpaa, S. L. (2003). Deceived: Under target oflaramunications
of the ACM, 46L2), 196-205.

Grazioli, S., & Wang, A. (2001).ooking without seeing: Understanding naive
consumers’ success and failure to detect Internet deceptager presented at
the Proceedings of the International Conference on Information Sy$tems,
Orleans, LA.

Gregg, D. G., & Scott, J. E. (2006). The Role of Reputation Systems in Reducing On-
Line Auction Fraudinternational Journal of Electronic Commerce(3)) 95-
120.

Gregg, D. G., & Scott, J. E. (2008). A typology of complaints about eBay sellers.
Communications of the ACM, &), 69-74.

Gyongyi, Z., Garcia-Molina, H., & Pedersen, J. (20@Hmbating web spam with
trustrank.Paper presented at the Proceedings of the Thirtieth International
Conference on Very Large Databases, Toronto, Canada.

Harrell, F. E. (2001)Regression modeling strategies: With applications to linear models,
logistic regression, and survival analysiéew York: Springer.

Heilman, M., & Smith, N. A. (2010Rating computer-generated questions with
Mechanical TurkPaper presented at the North American Chapter of the
Association for Computational Linguistics (NAACL) 2010 Workshop, Los
Angeles, CA.

Hendershott, T. (2006). Economics and information systems. In A. Whinston (Ed.),
Handbooks in Information Systeifyol. 1). Amsterdam: Elsevier Science.

Heymann, P., & Garcia-Molina, H. (200&an tagging organize human knowledge?
Stanford, CA: Stanford University.

Hijikata, Y., Ohno, H., Kusumura, Y., & Nishida, S. (2008dcial summarization of text
feedback for online auctions and interactive presentation of the sumR&gr
presented at the Proceedings of the 11th international conference on Intelligent
user interfaces.

Howe, J. (2006). The rise of crowdsourcikgred, 14



180

Hsueh, P.-Y., Melville, P., & Sindhwani, V. (200®ata quality from crowdsourcing: A
study of annotation selection criteriRaper presented at the Proceedings of the
NAACL HLT 2009 Workshop on Active Learning for Natural Language
Processing.

Johnson, P. E., Grazioli, S., & Jamal, K. (1993). Fraud detection: Internationality and
deception in congnitiomAccounting, Organizations and Society(3)3467-488.

Jurca, R., & Faltings, B. (2007, 6/11/07-06/15/@9llusion resistant, incentive
compatible feedback paymer®aper presented at the Proceeding of the ACM
Conference on E-Commerce (EC'07), San Diego, CA.

Kamins, M. A., Folkes, V. S., & Perner, L. (1977). Consumer responses to rumors: Good
news, bad newsournal of Consumer Psychology2h 165-187.

Kauffman, R., & Lee, D. (2009). Price rigidity in Internet retailing. SSRN.

Kauffman, R., & Wood, C. A. (2000Running up the bid: Modeling seller opportunism
in Internet auctionsPaper presented at the The Proceedings of the 2000 Americas
Conference on Information Systems, Long Beach, CA.

Kauffman, R., & Wood, C. A. (2005). The effects of shilling on final bid prices in online
auctionsElectronic Commerce Research and Applicationd,8431.

Kauffman, R., & Wood, C. A. (2006). Doing their bidding: An empirical examination of
factors that affect a buyer's utility in Internet auctionformation Technology
and Management,(3), 171-190.

Kittur, A., Chi, E. H., & Suh, B. (2008Crowdsourcing user studies with Mechanical
Turk. Paper presented at the Proceeding of the twenty-sixth annual SIGCHI
conference on Human factors in computing systems.

Klebanov, B. B., & Beigman, E. (2009). From annotator agreement to noise models.
Computational Linguistics, 38), 495-503.

Kolbe, R., & Burnett, M. (1991). Content analysis research: An examination of
applications with directives for improving research reliability and objegtivi
Journal of Consumer Research (28 243-250.

Konrad, R. (2005, 6/27/05). eBay losing allure to some entreprenésiisToday
Kosara, R., & Ziemkiewicz, C. (201@po Mechanical Turks dream of square pie

charts?Paper presented at the BELIV'10: Beyond time and errors: Novel
evaluation methods for information visualization, Atlanta, GA.



181

Krippendorff, K. (1980)Content analysis: An introduction to its methodoldggverley
Hills, CA: Sage Publications.

Ku, L.-W., Lo, Y.-S., & Chen, H.-H. (20077.est collection selection and gold standard
generation for a multiply-annotated opinion corpBsiper presented at the
Proceedings of the 45th Annual Meeting of the ACL on Interactive Poster and
Demonstration Sessions.

Lansing, P., & Hubbard, J. (2002). Online auctions: The need for alternative dispute
resolution. American Business Revi@lanuary), 108-116.

Lee, D., Jeong, O.-R., & Lee, D. (2008)pinion mining of customer feedback data on
the web Paper presented at the Proceedings of the 2nd international conference
on Ubiquitous information management and communication.

Levine, D. K., & Martinelli, C. (1998). Reputation with noisy precommitméatirnal of
Economic Theory, 1&), 55-78.

Lucking-Reiley, D., Bryan, D., Prasad, N., & Reeves, D. (2007). Pennies From eBay:
The Determinants Of Price In Online Auctiofifie Journal of Industrial
Economics, 5&), 223-233.

Mason, W., & Watts, D. J. (200%Financial incentives and the "performance of
crowds". Paper presented at the Proceedings of the ACM SIGKDD Workshop on
Human Computation.

McDonald, C. G., & Slawson Jr., V. C. (2002). Reputation in an Internet auction market.
Economic Inquiry, 4(B), 633-650.

Medved, J. (2010). Medved auction count charts. Retrieved 10/25/10, 2010, from
http://www.medved.net/cgi-bin/cal.exe?EIND

Melnik, M. I., & Alm, J. (2002). Does a seller's ecommerce reputation matted@riea
from eBay auctionslournal of Industrial Economics, &%), 337-349.

Menard, S. (2000). Coefficients of determination for multiple logistic regressaiysis
The American Statistician, 84), 17-24.

Merriam-Webster's collegiate dictionary. (2005) (11 ed.). Springfield, Métriam-
Webster.

Mierzwa, P. (2005). Squeezing new technology into old |&BA Record, 19

Miller, N., Resnick, P., & Zeckhauser, R. (200B)iciting honest feedback in electronic
markets Harvard, MA: Harvard University.



182

Miller, N., Resnick, P., & Zeckhauser, R. (2005). Eliciting honest feedback: The peer
prediction methodManagement Scien(®eptember).

Morgan, G., Leech, N., Gloeckner, G., & Barrett, K. (206BSS for introductory
statistics: Use and interpretatididrd ed.). Mahwah, NJ: Lawrence Erlbaum
Associates.

Nagelkerke, N. J. D. (1991). A note on a general definition of the coefficient of
determinationBiometrika, 783), 691-692.

Nah, F. F.-H., & Davis, S. (2002). HCI research issues in electronic commeuceal
of Electronic Commerce Researcli3)3 98-113.

Nikitkov, A. N. (2006). Information assurance seals: How they impact consumer
purchasing behaviodournal of Information Systems, (2, 1-17.

Nikitkov, A. N., & Stone, D. N. (2006)0nline auction deception: A forensic case study
of an opportunistic selleiSt. Catharines, Ontario, Canada Brock University

Nowak, S., & Ruger, S. (201Glow reliable are annotations via crowdsourcing: A study
about inter-annotator agreement for multi-label image annotatraper
presented at the Proceedings of the international conference on Multimedia
information retrieval.

Ofir, C., & Simonson, I. (2001). In search of negative customer feedback: Theoéffect
expecting to evaluate on satisfaction evaluatimgnal of Marketing Research,
38(2), 170-182.

Online auction fraud complaints still rising, says consumer watchdog. (2004)ievBet
10/25/10, 2010, frormttp://www.nclnet.org/news/2004/internet fraud stats.htm

Palmer, J. W. (2002). Web site usability, design, and performance migtiacsation
Systems Research,(23 151-167.

Pandit, S., Chau, D. H., Wang, S., & Faloutsos, C. (200&tprobe: A fast and scalable
system for fraud detection in online auction netwoBReaper presented at the
Proceedings of the 16th International Conference on World Wide Web.

Papaioannou, T. G., & Stamoulis, G. D. (200%).incentives’ mechanism promoting
truthful feedback in peer-to-peer systefaper presented at the Proceeding of
IEEE/SCM CCGRID, Cardiff, UK.

Pavlou, P. (2002). Institutional trust in interorganizational exchange relajsn3te
role of electronic B2B marketplacekurnal of Strategic Information Systems,
11(3/4), 215-243.



183

Pavlou, P., & Dimoka, A. (2006). The nature and role of feedback text comments in
online marketplaces: Implications for trust building, price premiums, and selle
differentiation.Information Systems Research(Décember), 392-414.

Pavlou, P., & Gefen, D. (2004). Building effective online marketplaces with institution-
based trustnformation Systems Research(1)5 35-53.

Pennington, R., Wilcox, H. D., & Grover, V. (2003). The role of system trust in business-
to-consumer transaction¥ournal of Management Information Systemg320
197-226.

Pinchak, C., Rafiei, D., & Lin, D. (2009\nswer typing for information retrievaPaper
presented at the Proceeding of the 18th ACM conference on Information and
knowledge management.

Poortinga, W., & Pidgeon, N. F. (2004). Trust, the asymmetry principle, and the role of
prior beliefs.Risk Analysis, 24), 1475-1486.

Resnick, P., Kuwabara, K., Zeckhauser, R., & Friedman, E. (2000). Reputation systems:
Facilitating trust in Internet interactiofSommunications of the ACM, @2),
45-48.

Resnick, P., & Zeckhauser, R. (2002). Trust among strangers in Internet tarsacti
Empirical analysis of eBay's reputation system. In M. R. Baye (Hae),
economics of the Internet and e-comméhkéa. 11). Amsterdam: Elsevier
Science.

Resnick, P., Zeckhauser, R., Swanson, J., & Lockwood, K. (2006). The value of
reputation on eBay: A controlled experimefxperimental Economics(®), 79-
101.

Shapiro, C. (1983). Premium for high quality products as returns to reputations.
Quarterly Journal of Economics, 88.

Shirky, C. (2008)Here comes everybody: The power of organizing without
organizations New York, NY: Penguin.

Snow, R., O'Connor, B., Jurafsky, D., & Ng, A. Y. (2008Bheap and fast---but is it
good?: Evaluating non-expert annotations for natural language td&qser
presented at the Proceedings of the Conference on Empirical Methods in Natural
Language Processing.

Sorokin, A., & Forsyth, D. (2008, 7/15/08)tility data annotation with Amazon
Mechanical TurkPaper presented at the IEEE Computer Society Conference on
Computer Vision and Pattern Recognition Workshops (CVPRW '08) Anchorage,
AK



184

Su, Q., Pavlov, D., Chow, J.-H., & Baker, W. C. (200@dernet-scale collection of
human-reviewed datdaper presented at the Proceedings of the 16th
international conference on World Wide Web.

Surowiecki, J. (2004)'he wisdom of crowds: Why the many are smarter than the few
and how collective wisdom shapes business, economies, societies and nations
Anchor.

Sutton, W., & Linn, E. (1976Where the money was: The memoirs of a bank robber
New York: Viking Press.

Tang, J., & Sanderson, M. (201&)yvaluation and user preference study on spatial
diversity Paper presented at the ECIR 2010 - 32nd European Conference on
Information Retrieval.

von Ahn, L., & Dabbish, L. (2004).abeling images with a computer garRaper
presented at the Proceedings of the SIGCHI conference on Human factors in
computing systems.

Watch out for cyber scrooge this holiday season. (2006). Retrieved 10/25/10, 2010,
from http://www.nclnet.org/news/2006/cyber monday112-2006.htm

Weber, R. P. (1990Basic content analysi8everly Hills, CA: Sage.

Weinberg, B. D., & Davis, L. (2005). Exploring the WOW in online auction feedback.
Journal of Business Research(E5B), 1609-1621.

Wenzel, J. (2008}-easibility study for the crowdsourcing of geometric reasoning in
mechanical CADEdinburgh, UK: University of Edinburgh.

What is feedback and how does it affect my reputation? (2010). Retrieved 10/25/10,
2010, fromhttp://pages.ebay.com/help/feedback/questions/feedback.html

Winn, J. (2005). Contracting spyware by contrBetrkeley Technology Law Journal,
20(3), 1345-1362

Wood, C. A. (2004). Current and future insights from online auctions: A research
framework of selected articles in online auctions. In M. Shaw, R. Blanning, T.
Strader & A. Whinston (Eds.HJandbook on electronic commer&pringer-
Verlag.

Wood, C. A, Fan, M., & Tan, Y. (2002, 12/14/2002-12/15/2088)examination of the
reputation systems for online auctiofaper presented at the In Proceedings of
the Workshop for Information Systems and Economics (WISE 2002), Barcelona,
Spain



185

Yamane, T. (19675tatistics, an introductory analysignd ed.). New York, NY: Harper
and Row.

Yan, T., Kumar, V., & Ganesan, D. (201QxrowdSearch: Exploiting crowds for
accurate real-time image search on mobile phdteper presented at the
MobiSys 2010 - 8th Annual International Conference on Mobile Systems,
Applications and Services Retrieved from
http://www.sigmobile.org/mobisys/2010/keynotes.html

Your user agreement. (2010). Retrieved 10/25/10, 2010, from
http://pages.ebay.com/help/policies/user-agreement.html

Zacharia, G., Moukas, A., & Maes, P. (199bllaborative reputation mechanisms in
electronic marketplace®aper presented at the Proceedings of the Thirty-second
Annual Hawaii International Conference on System Sciences.

Zhang, J. (2006). The roles of players and reputation: Evidence from eBay online
auctionsDecision Support Systems,(3p, 1800-1818.



	Nova Southeastern University
	NSUWorks
	2010

	Early Detection of Online Auction Opportunistic Sellers Through the Use of Negative-Positive Feedback
	Gregory J. Reinert
	Share Feedback About This Item
	NSUWorks Citation


	Microsoft Word - $ASQ74496_supp_undefined_BA1A9CAA-020F-11E0-B391-9DE79D1A67F9.doc

