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KPUIITOAHAJIU3 MD5

B cTaTTi po3risnmaoThes CydacHi METOAM KpinToanamisy xem-gyHkuii MD5 3 MeToro po3KpUTTs mapoitio
Ta MiApoOKH IM(POBOTO IANHCY MOKYMEHTY. 3pOOJeHI BHCHOBKM BiJIOBITHO O IIEPCICKTHB
KpinToaHamily Ha Cy4acHOMY TEXHIYHOMY piBHI Ta HaBelCHI pPEKOMEHIALil 10 IOJaJbILIOro
Bukopuctanas MD5 3 ypaxyBaHHSIM 3HaNICHHX BPA3IHBOCTEH.

In present article were overviewed methods of MD hash-function cryptanalysis for document digital
signature falsification and password disclosing purposes. Conclusions regarding cryptanalysis aspects on
modern technical level are given. Adducted recommendations for further MD using with taking in
consideration of found weaknesses are given.

[ocranoBka mnpobjaeMbl. XdOMI-QYHKIUH  SBISIOTCS  HEOOXOIUMBIM
3JIEMEHTOM MHOTHX KpHITorpaduueckux cxem. [loJ 5THM TepMHHOM MOHMMAIOTCS
¢yHKIMH, OTOOpaXkaroIiue COOOIIEHHUsS NPOW3BOJIBHOW IIMHBI (MHOTAA JUTHMHA
COOOIIEHNSI OrpaHW4YeHa, HO JOCTaTOYHO OONBIIMM YWCIOM) B 3HAYCHUS
(ukcrpoBaHHOH AnMHBL. TakKe WX 9acTO HA3BIBAIOT X3II-KoAaMH. Takum oOpazoM,
y BCAKOW XdII-QYHKIMH  HMMeeTcsl OONbIIOE KOJMYECTBO KOJUIM3UM, T.€. Tmap
3HaYeHUH X # Y Takux, yTo h(X) = h(y) .

CxeMbl 3JIEKTPOHHOH MOJINMCH — OCHOBHAs c(hepa MPUMEHEHHS XdUI-(DYHKINH
B kpuntorpaduu. OcHOBHOE TpeOOBaHKE, IPEABABIAEMOE K XUI-(DYHKINSAM B 3TOM
Cllydae, COCTOMT B OTCYTCTBHM 3((EKTHBHBIX aJITOPUTMOB MOWCKA KOJUIU3HUH.
[TockonbKy HCIONB3yeMble Ha TIPaKTUKE CXEMBI 3JIEKTPOHHOH IIOANWMCH HE
TIPUCTIOCOOIEHB! ISl TIOAIMCAHNS COOOIIEHUH MPONU3BOIBLHON UIMHEIL, & IPOLEaypa,
cocTosiasi B pa30ueHnu cooOmeHuss Ha OJIOKM M B TEHEpalud MOANUCH JUIs
KaXJI0ro 0JI0Ka 10 OTAEIBHOCTH, KpaiiHe HeadekTHBHA, eAMHCTBEHHBIM Pa3yMHBIM
pELIeHNEM TPEeJICTABIACTCS] IPUMEHEHHE CXEMBI MOAINUCH K X3UI-KOLy COOOIICHUS.
HerpynHo monsaTh, 4ro Hamuuue 3((GEKTUBHBIX METOAOB IMOWCKA KOJUIM3MH JUIs
X3MI-(PYHKIIAH MTOIPBIBACT CTOHKOCTE IIPOTOKOJIA IEKTPOHHOH momwcH [1].

Hpyroii 06macThio HCTONB30BaHus X31I-pyaknmnu MDS sBisiercss HeoOpaTumoe
mmdposanue napodeit [2]. B atom ciiydae 0CHOBHBIM TpeOOBaHHEM K X3II-(YHKIHU
CTaHOBHUTCS HEBO3MOXKHOCTH OIIPEAEIECHHS HCXOMHOTO KII0Ya MO 3HAYCHHIO €ro
X3II-KoAa. B HacTosiee BpeMsl He CyIECTBYET aIrOpUTMOB, KOTOpPbIE MO3BOJIANU
OBl BOCCTAaHOBHUTb MCXOJIHBIM MIIM SKBUBAJICHTHBIH KJIIOY 110 €ro Xam-koxy MDS win
BBIJICTINTH MHOKECTBO BO3MOXHBIX Kitoued. Takum o0pa3oMm, NOHMCK Kitoua
CBOIMTCS K NpsAMOMY Iiepebopy M CpeaHee KOJIMYECTBO HEOOXOAWMBIX IOIBITOK
onenuBaercs kak 280, uTO slemaer STOT METOA NPAKTMYECKHM HE TPUMEHMMBIM.
OnHako, M3-32 BO3MOXHOCTH CYIIECTBOBAHHUS KOJUIM3WH, TIepedop MOXKeT
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3aBEPUINTHCS [0 HAXOXJIEHMS HCXOJHOTO KIIo4Ya I0J00pOM HKBUBAJIEHTHOTO
3HAYCHHMSI.

Takum 00pa3oM, CylecCTBOBAaHHE KOJUIM3UH JiesiaeT Xem-(QyHKIHIO ysI3BUMOM K
npssMOMY TepeOopy MpH aTake Ha PACKPHITHE KIH0Ya, a Haaudue dPPEKTUBHBIX
METOJIOB IIOWCKA KOJUIM3MH TI03BOJSIET MCHOJNB30BaTh WX IS TIONIEIKH
3NIEKTPOHHO# moarucu [3].

Anamu3 jgureparypbl. Xow-pyHkuus MDS5 Obuta cozgana B 1992 1. Ha
ocHoBannu MD4 u ee Ge3omacHOCTh OblIa McCieIOBaHa OOJBIIMM KOJIMYECTBOM
KPHUITOAHATUTHUKOB.

[epBas myGmuxanmss o6 ys3Bumoctn MDS, mpuBoAuMBIIEH K CO3IaHUIO
MCEBIOKOIM3UI (U1 pa3HBIX HAOOpOB WHULIHATU3UPYIOIUX IEPEMEHHBIX)
narupyetcs 1993 r. [4].

O cymecTBOBaHMM MeTOJa TNOMCKAa KOJUIM3MH BIEpBbIe OBIJIO 3asBIeHO 17
aBrycta 2004 r. mpodeccopom Ban Csorone (Wang Xiaoyun), yHUBEpPCHUTET
anmonr (Shandong University). [IpemioxeHHBI METOJ MO3BOJISUT OMPEICIUTh
KIIOY, OSKBUBAIEHTHBIH HcxomHoMy (kommmsuio), 3a 2% u 2% onepauwmii
XELIMPOBAaHUS ISl IEPBOTO U BTOPOTO OJIOKA KIIF0Ya COOTBETCTBEHHO, BEPOSTHOCTh
HAXOKJEeHUs KoIm3uu Bo3pocna ¢ 273 no 2%, Kak cieicTBue NOMCK KOJUIM3HIA
CTaJl BO3MOKEH Ha COBPEMEHHBIX CYNEpKOMITBIOTEpaX, YTO MO3BOJMIIO CO3/1aTh J1Ba
pasnmuunbix X.509 cepTudukata ¢ 0IMHAKOBOM IU(PPOBOI MOAMUCHIO, a TAKKE JIBa
pa3iuYHbIX J0KymeHTa B (¢opmare PostScript ¢ omuHakoBoi 1U(ppPOBOH
noanuceio [5].

31 mapra 2005 r. Bractumun Kinma (Vlastimil Klima, Charles University in
Prague) omyOimKkoBan yaydlIEeHHBIH METOJ TIOWMCKAa KOJUTM3HM, TTO3BOJSIONIHIA
BBITIOJTHUTH HEOOXOJUMBIE PACUEThl Ha MIEPCOHATLHOM KOMITbIOTEpE [6].

Takum o00pa3oMm, B HACTOSIIMA MOMEHT CYIIECTBYET psii JOCTaTOYHO
3 PEeKTUBHBIX METOJIOB MOUCKA KOJUIM3HIA, YTO CTABUT I0J COMHEHHE HaJeKHOCTh
G pPOBOH MOJAMKMCH JOKYMEHTOB C UCTIOIb30BaHUEM X31I-GyHKIIH MDS.

B TO e Bpemsi HEpaBEHCTBO MHOXKECTB KIIOYEH M XDII-KOJOB IO3BOJISET
BBITIOJIHATH KaK MPsIMOii epedop, Tak U 00paTHbI, 0 3apaHee paCCYMTAHHBIM X3III-
tabmumam (mpoekT Rainbow), 4YTO MO3BOJSACT ONPEACIUTh HCXOIHBIA KN
HKBUBAJICHTHBIH KIIFOY 110 X3II-KOJY B IPUEMIIEMbIE CPOKH.

Heas crarbu. B maHHON cTaThe paccMaTpPHBAIOTCS METOIBI KPHUIITOAHAIH3A
xou-pyHkuuu MDS ¢ nenbio packpbITHs Iapoiisi M HOAEIKH [U(POBOI MOIUCH.
CrenaHbl BBIBOJBI OTHOCHUTEILHO BO3MOYKHOCTH M BPEMEHH “‘B3joMa’ XdII-KOza
MDS, npuBeneHbl pEKOMEHIALUH 110 JAJIbHEHIIEMY MCIIOJb30BaHUIO JaHHOM XdLI-
(byHKIMH, ¢ yIeTOM 00HAPY)KEHHBIX YA3BUMOCTEH.

OcHoBHoOii pasgen. Crangapr MDS Obin  pa3paboTraH  aMepHUKaHCKUM
marematukoM PoHom Puecrom (Ron Rivest). Bnepsole koumsuio it MDS
ynanock co3nath e bypy um boccemdpy [1] mns ¢dyHkuum coxarus (T.e.
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3JIEMEHTAapHOM (QYHKIIMH, KOTOpast Ha KaXKJIOM payHJie npeodpa3yeT NpOMEeXyTOYHOE
3HaYeHHE, MOJTYYEHHOE M3 MPEIBIAYLIEro payHJa, ¥ TeKyIHd OJIOK COOOIIeHHUS B
HOBOE MPOMEXYTOUHOe 3HaueHue) anroputMa MDS. Iloka 3T0 HE mpHBENO K
koMIpoMeHTauuu MDS5 B npakTHuecKuX NPUIOKEHUAX. TeM He MEHee, 3TOT
pe3yapTaT O3Ha4yaeT, YTO HapyIIeH OAWH W3 IMPHUHIUNOB mnocTtpoeHus MDS, a
MMEHHO TpeboBaHue, 4TO0bI PyHKIMS CKaThs ObuIa CBOOOHA OT KOJUIU3UIA.

IMo cBoeit mpupoae mnpoOiieMa MOCTPOCHHS U HCIOJB30BAHUSA KOJUIM3UH
aNropuTMa X3IIUPOBAHUSA pacIaJaeTcs Ha JBe 3aJauu:

— Kpunrorpaduyeckas 3aada Hax0XXJCHUs KOJUTU3UH;

— TpakTHYecKas 3ajada HCIOJIb30BAHUS HAaWJEHHON KOJUIM3UM IUIS aTaku Ha
3alUIAEMYI0 aJITOPUTMOM XAIIUPOBAHUS CUCTEMY.

Halinennsle moaxoAbl K TOCTPOCHUIO KOJUIM3UIl SBISAIOTCA 3HAYUTEIBHBIM
JIOCTIDKEHHEM B 00JiacTH Kpunrorpaduyeckoro anaiamusza aaropurma MDS5S. OmgHako
HEOOXOIMMO YYUTHIBATh, YTO JUIS YCHELUIHOTO IPOBEICHUS LieJeHAPaBICHHON
aTaK¥ KOJJIM3HUU JOJDKHBI OBITh CEMaHTHUYECKH JOMYCTUMBI. VcTonb3yeMble METOAbI
OOHapyXeHHS  KOJIIM3HUH HE  TO3BOJIIIOT  CO37aBaTh  KONUIM3MH  C
NpeJOoNpeeIcHHBIMA  3HAYCHUAMH B 3aJaHHBIX mno3uimax. [lostomy yrposa
JICTUTUMHOCTH TIOAMUCH Ha 0a3e XdmMpoBaHus Mo amroputMy MDS5 Hocut
Clly4aiiHbIi XapakTep i Oojplied 4yacTu nokymeHToB. [lommenka ceprudukara
X.509 mogoOHBIM cnoco0oM TO3BOJSIET MOAUMUIMPOBATH JHOO IaHHBIEC, JHOO
KJIIFOY OpHTHHAJa CIlydalHBIM 00pa3oM C COXpaHEHHEM JISTUTMMHOCTH MOJIHCH.
OnHaKo B EPBOM Clly4ae ¢ OOJIBIION BEPOSATHOCTHIO CEMAaHTHYECKH 3HAYMMBIE TTOJIS
(MMs, opraHmzanys, gaTa BbAAYM M T.A.) OyAyT HCIOPYEHBI NPOU3BOJIBHBIMHU
CHMBOJIAMH, BO BTOPOM ciiy4ae OyJeT co3ZjaH MPOU3BOIBHBIM OTKPHITHIN KiII0Y, IS
KOTOPOTO HEBO3MOXKHO OyJeT c03JaTh 3aKpbITYIO I0JIOBUHY. Takum oOpasom,
ceprudukar 6ynetr HepaboToCmocoOeH.

B 10 e BpeMs A TOKyMEHTOB CIIOKHOM CTPYKTYpbl, Takux kak RTF, XML,
PostScript, n3MeHeHHe HE3HAYUTENBHOTO yJacTKa KOJa pa3METKHU MOXET IPUBECTU
K 3aMeHe OJIoKa TeKCTa CKPBITBIMH JAaHHBIMH [5]. 370yMBIIUIEHHHUK, CyMEBIINI
JIeTJIFHO TOJIHCaTh 0COObIM 00pa3oM cPOpPMHUPOBAHHEIN JOKYMEHT (ComeprKaIuii
BUANMYIO U HEBHUIUMYIO 9acTh), ITOMyYaeT BO3MOXXHOCTh TOJIMEHUTh 3HAUUTEIHHYIO
4yacTh TEKCTa, WCIONB3yd KOJUIM3UHM M 3aMEHbl HECKOJNBbKHX OalT pa3MeTKu
JIOKyMEHTa.

B Hactosmmit MOMeHT TpeOyeTcs OIeHKa BEpOSTHOCTH JOCTHKCHUS
MOJIOXKHUTEJIEHOTO Pe3yJIbTara.

Takum oOpa3zoM, NOAJENKa WIM HM3MEHEHHE JOKyMEHTa 0€3 HM3MEHEHUS
(poBON MOAMKCH HE MOXKET ObITh BBINOIHEHA Al JOKYMEHTOB IPOCTOH
CTPYKTYPHI ¥ cepTU(HUKATOB O6€3 NX MOBPEKICHNUS.

JIOKyMEHTBI ~ CIOXKHOW  CTPYKTYpBI ~PEKOMEHAYETCSl Tepel  MOANUCHIO
npeoOpa3oBeiBaTe B GOpMaT, HE MOMYCKAIOIIMH MPSMOTO pelaKkTHPOBAHUS,
HalpuMep, CKUMaTh APXUBUPYIOMIIMHU IIPOTPaMMaMHU ¢ KOHTPOJIEM IIETOCTHOCTH.

46



[Mpu moucke KIr0Ya Mo X3II-KOAY METOJOM MPSMOTo mepebopa, BpeMsi Ioucka
3aBHCHT OT 4Mclia KOMH3ui. T.K. GONbLIEMY MHOXECTBY KIFOUCH COOTBETCTBYET
MEHbBIIIEE MHOKECTBO XOII-KOJOB, TO IMepedop MO0 MEHbIIEMY MHOXECTBY B
HACTOSIIMIT MOMEHT SIBIISIETCS CAMHCTBEHHBIM CIIOCOOOM YBEJIHYUTH CKOPOCTh
npsiMoro mepebopa 3a CYeT UCTOJIBb30BaHMS KOJUTMU3HH, T.€. MCTOJIB3YIOTCS 3apaHee
o0cuynTaHHBIC, OTCOPTUPOBaHHBIC TabIHIBI (TpoekT Rainbow) [7].

Pasmepsl Tabnui, Bpems mepebopa W BEPOSTHOCTH MOAOOpA Ha yKAa3aHHOM
MHOECTBE KJIFouei 1uist 7 cumBouioB [8]:

Tabnuma
[Mapamerpsr Tabmun Rainbow
Habop Jnuna Paszmep Bpems Bepoamnocmo
A-Z 7 610 Mo 31.1441 ¢ 0.9990
A-Z,0-9 7 3T6 40.6780 c 0.9904
A-Z,0-9 @ 7 18.3T0 275.3390 ¢ 0.9990
Bce 7 11916 9152542 ¢ 0.9990

HauGonee mpocTeiM cHnoco0OM yCTpaHEHHs JQHHOW YS3BHMOCTH SIBIISICTCS
MCIIOJIb30BAaHKUE JIOTOJHUTEIBHOTO ajrOpPUTMa XCIIUPOBAHHUSA C OOBCAUHCHUEM
pe3yabpTaToB it (HOpPMHUpPOBAHHS X3II-KOJa. B 3TOM ciy4ae MHOXECTBO KOJIOB
Oyner copasMepHO MHOKECTBY KIIIOYEH M BEpPOSTHOCTh MOAOOpa 3KBHBAJIECHTHOTO
KJIroua OymeT MeHblne B 2* pas, rae x — OWToBas JUIMHA KOAA JOIOJIHUTEIHLHOIO
aIropuTMa.

BeiBoapl. Hecmotpst Ha oOHapyxeHHBIE ysi3BUMOCTH, MD5 MoxkeT OBITH U
Jlanbllle MCTIONb30BaH A (OPMUPOBAaHUS LU(POBBIX MOANHMCEH M IIU(PPOBAHMS
napoJjiei ¢ He3HAUYUTEIbHBIMHA N3MEHEHUSIMU.
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