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The Application and Tasks of the Anti-tank Artillery
in Combined Arms Combat

FURJAN Attila!

Anti-tank is defined as combat against the enemy’s tanks and other armoured
equipment and vehicles. Its associated tasks include the closing of endangered
directions, flanks, and junctions. Anti-tank is the part of combined arms combat
which is directed against the tanks grouped for attack or already directly attacking,
and the armoured equipment detached to their battle formation. For successful
combat, the organization of a solid anti-armour system is required, which includes
anti-tank units as a basic element.

Keywords: anti-tank artillery, anti-armour, fire capacity, tactical assembly area,
deployment area, manoeuvre, battle formation

Introduction

“Fire support is the collective and coordinated use of target intelligence, indirect laying
weapons, armed aircraft, other lethal and nonlethal means and support modes of the battle
plan.” [1: 33] This definition shows that, according to NATO principles, direct laying an-
ti-tank artillery weapons are not part of fire support. In the armed forces of older NATO mem-
ber states, anti-tank units belong directly to manoeuvre forces, and their operation is planned
and tasks are assigned by the commander and staff of the manoeuvre force.

The activities of anti-tank units forms a part of the anti-armour system; therefore, they
do not operate independently but always cooperate with other combined arms units. One of
the most important tasks of the Combined Arms Commanders is to organize the anti-armour
system, including the planning of the combat operations of anti-tank units.

In the Hungarian Defence Forces, anti-tank units traditionally belong to the artillery. Here
some contradiction appears, as direct laying weapons — according to the NATO concept — do
not belong to fire support. How shall we interpret that, and how shall we plan and use an-
ti-tank artillery units in practice? After a consultation at the NATO Artillery Working Group
session, we were reassured, that in the context of national planning and application, anti-tank
artillery forces can be regarded as part of fire support. In case of an operation planned and ex-
ecuted within a NATO formation, the anti-tank artillery forces will be regarded as manoeuvre
forces and their application will be planned by the Joint Force Commander and his staff as an
anti-tank manoeuvre group. This is a peculiarity we should not be afraid of, as there are other
arms peculiarities and differences in several NATO member countries.

1 National University of Public Service, Budapest, Hungary; e-mail: furjan.attila@uni-nke.hu
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Characteristics, Combat Capabilities of Anti-tank Artillery

Characteristics of Anti-tank Artillery Range

The range of guided armour-piercing missiles is determined by their maximum distance of
launch and the distance of the line of fire — influenced by the terrain in front of their firing
positions. Ideally, the range will be the same as the maximum distance of launch.

Example: The maximum distance of launch of the KONKURSZ guided armour-piercing
missile combat machine is 4 km.

There is a hill (or a tall forest, row of trees, etc.) in front of the firing position at a distance
of 3 km. In that case, the range of the KONKURSZ combat machine will be 3 km.

Fire Capacity

The fire capacity of the anti-armour artillery is determined by the amount, types and combat
effectiveness of its anti-tank assets.

The evaluation of the combat effectiveness of the anti-tank assets is based on the anti-tank
equipment type’s capability of how many attacking, defending, mobile, fixed, armoured tar-
gets — located in a shelter or open area — they are expected to destroy before they would be
destroyed, in specified circumstances (attacking, defending, from under shelter or from an
open position, etc.).

The combat effectiveness of an anti-tank asset against a given type of armoured target is
determined by the following factors, taking into account the mutual counter-actions:

 range (maximum distance of launch, blank range);

+ hit probability at a target of a given size (tank, anti-tank asset);

« effectiveness of the projectile (armour penetrating power, destruction zone);

+ the probability of destroying the target in case of a hit;

+ firing rate;

 protection (in shelter, open area, armoured or non-armoured);

+ the type of combat operation (attacking, defending);

* situation (fixed, moving), manoeuvre capability;

+ concealment or exposed to reconnoitring;

 preceding in opening fire;

+ other factors (e.g. operators’ skills, weather-, visibility-, terrain circumstances, etc.).

As the potential to destroy different types of armoured targets is different case by case,
artillery professionals have defined a unit of armoured targets, a so-called Tank Unit (TU), for
the determination of combat effectiveness.

The TU is a tank having pre-defined characteristics and combat capabilities, the vulner-
ability of which is used as a baseline to determine the vulnerability of tanks, armoured vehi-
cles, etc. having different combat capabilities.

In the estimations, the tanks that were standardized before 1980 (T-55, T-62, T-72,
Leopard-1, etc.) are regarded as equivalent to TU; tanks produced after 1980 (T-80, Leop-
ard—2, Abrams M-1, etc.) are worth 2 TUs; while armoured carriers, infantry combat vehi-
cles, guided armour-piercing missile machines are regarded as 0.7xTU.
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The indicator of the combat effectiveness of anti-tank assets is the combat-effectiveness
factor.

The combat-effectiveness factor (Table 1.) is the measure of how many TUs of armoured
targets the anti-tank asset is expected to destroy before it would be destroyed. The values of
the combat effectiveness factors differ depending on the type of combat operation, situation
of the anti-tank assets and the enemy’s armoured equipment, and how these are protected.

Table 1. Combat-effectiveness factor of anti-tank assets. [1: 24]

Anti-tank Values of tactical calculations Medium values
assets (in a concrete case) of tactical
calculations
Defending Attacking Meeting | Defend- | Attacking
engage- ing
Own anti-tank Enemy tanks ment Own Enemy
asset, situation situation Open anti-tank tanks
assets situation
situation
Covered | Open |Covered| Open Open Covered | Covered
2/3 2/3
Open/1/3 | Open/1/3
SPG-9 1.5 1.2 0.7 1.0 1.2 1.4 0.8
FAGOT,
METISZ 2.0 1.5 1.0 1.3 1.5 1.8 1.1
MALJUTKA 2.5 2.0 1.0 1.5 2.0 2.3 1.2
KONKURSZ 2.8 2.3 1.2 1.7 2.3 2.6 1.4
tllogilzjs 20 | 15 | 10 | 13 1.5 1.8 1.1
RPG-7 0.3 0.2 - 0.2 0.2 0.25 0.1
BMP
(Guided AP M) 2.0 1.5 1.0 1.3 1.5 1.8 1.1
T-55, T-62 2.0 1.5 1.0 1.3 1.3 1.8 1.1
T-64, T-72 2.8 2.0 1.5 1.6 1.7 2.5 1.5

The fire capacity of the antitank artillery (anti-armour capability) can be expressed as the
amount of those armoured targets which a given anti-tank group — under normal conditions —
is expected to be able to destroy during the battle, or the assault of which the group is able to
reject in a specific combat situation.

The fire capacity of anti-tank units can be expressed with the following formula:

FCTU = Yn = 1 nixCEFi [1: 25]

where:

FCTU - the fire capacity of the anti-tank unit in TUs; ni — is the number of (i.) type an-
ti-tank assets; CEFi — the combat effectiveness factor of the (i.) type anti-tank asset.
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Example: The fire capacity of a KONKURSZ guided armour-piercing missile battery on
the defence, from a prepared deployment area (from shelter).

FCTU = 8 pcs. KONKURSZ Guided AP Missilesx2.8 = 22.4 TU

The result of this example on the one hand means that a KONKURSZ battery is — theo-
retically, until the last KONKURSZ combat machine is destroyed — able to destroy 22 TUs
of armoured targets from shelter, in case of defence operations, on the other hand that the
KONKURSZ battery is able to repulse the assault of an armoured grouping equivalent to 22
TUs with high (90%) probability and cause a minimum 50% loss to that group in a specific
situation, at a time.

Manoeuvre Capability

The manoeuvre capability of guided anti-tank missile units is determined by their mobility
(movements to firing positions, during manoeuvres to deployment areas), and the time re-
quired for the occupation and leaving of deployment areas.

Basic Issues of Anti-Armour Operations

The attacking party will not distribute their tanks evenly, so it is recommended to group an-
ti-tank units in the main tank-threatened directions. The anti-armour system shall be built up
in such a way as to establish coherent and depth-echeloned fire zones in the main tank-threat-
ened directions. Thereby, the continuous destruction of attacking armoured assets will be
ensured both in front of the foremost line and in the full depth of defence.

The basis of the anti-armour system is a well-organized anti-tank fire system. To ensure
maximum efficiency, a larger part of the anti-tank assets shall be positioned in the vicinity of
the front edge so that they inflict as high losses on tanks as possible. In positioning the assets,
the commanders shall focus on maintaining continuous fire on tank- and infantry obstacles,
as well as ensuring connection of fires between units and the destruction of armoured assets
breaking in into the depth.

The Functions and the Basics of Combat Application of Anti-tank
Units

The functions of anti-tank units: to destroy the enemy’s tanks, fire weapons, and other armoured
assets and combat vehicles, as well as protective installations and the personnel located in those.

Anti-tank units are capable of carrying out fast manoeuvres in endangered directions and
deployment areas, with the aim to destroy tanks with medium armour protection and any
other types of armoured combat vehicles located there. The fire capacity of anti-tank units
depends on the degree of armour protection of the targets, the amount of the involved assets,
the skills of operator personnel, the organization of the fire system, the effects of missiles
(projectiles) on targets, and the circumstances of the mission.

Let us examine the functions of anti-tank artillery units in the light of the draft anti-ar-
mour doctrine: “the Anti-tank Missile Battalion has been integrated into the establishment of
the Infantry Brigade for the function of destroying the enemy’s tanks, other armoured combat
vehicles, and protective installations; as well as close endangered directions, open flanks and
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junctions. Its further tasks include the destruction of armoured assets breaking into the de-
fence and preventing them from gaining ground and providing support on the flanks for own
forces’ counter-attack. Furthermore, it is applied to destroy low-flying and hovering helicop-
ters. The anti-tank missile battalion is the basic anti-armour fire control and tactical unit of
the Infantry Brigade. It is capable of carrying out fast manoeuvres in endangered directions
and deployment areas, and performing its basic functions there.” [2: 1]

The establishment of the battalion have recently been under continuous change; and we
also expect modifications to continue, considering the force development aims of all organi-
zational elements of the Hungarian Defence Forces.

In accordance with operational requirements, the establishment of the Anti-tank Missile
Battalion includes headquarters and staff — these composing the leadership — and three an-
ti-tank missile batteries and a staff support battery. An anti-tank missile battery is made up
of a battery staff and two platoons. Each platoon is equipped by 4—4 pcs. of 9P148 combat
vehicles.

Picture 1. 9 P148 combat machine. [3]

The anti-tank battery is the fire control and tactical unit of the anti-armour artillery. It car-
ries out its tasks either independently or under the command of a higher-level organization.

The artillery platoon is a unit of the anti-armour artillery, which usually carries out its
tasks under the command of a Battery, sometimes independently.

The guided armour-piercing missile combat machine and launcher are the fire weapons
of the anti-tank unit, which are usually used in combat under the command of a platoon. The
personnel directly ensuring the operation of the combat machines and launchers are called
the squad or the operating personnel.

The Battle Formation of Anti-tank Units

The battle formation is the purposeful grouping of forces and assets for the execution of
the assigned mission. The battle formation shall ensure the execution of the units’ tasks,
the full utilization of the units’ combat potential, continuous and reliable cooperation and
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connectivity with the superior and other units, the possibility to manoeuvre the unit and the
fires, maximum utilization of the opportunities provided by the terrain, and the continuous,
uninterrupted command of subordinates.

The battle formation of the anti-tank battery is composed of the battle formations of
artillery platoons, the Command (Observation) Post of the Battery Commander, the Armour
Observer Post, and the Loading Point.

Upon order by the Brigade Commander, the anti-tank battery can reinforce the anti-tank
activities of an infantry battalion, or can operate as an anti-tank manoeuvre unit (anti-tank
reserve) under the command of a battery, in case there are more than one tank-threatened
directions in the combat area of the brigade.

The anti-tank squads of the support platoons of the infantry company are situated in the
battle formation of the company in such a way as defined by the Company Commander.

The Areas and Lines of Anti-tank Units

Assembly areas, one or two tank-threatened directions, and 2—3 deployment areas per direc-
tion are designated for anti-tank units.

The assembly area is the part of the terrain which the anti-tank unit holds or has prepared
for occupying. Units are situated in an extended order in the assembly area, in accordance
with the expected engagement. “A Battery’s assembly area shall be 500 m wide and 500 m
long.” [2: 4-12]

The assembly area shall be designated in the direction of the enemy’s expected principal
effort (or in the direction of the main attack of own forces) in relation to the deployment area,
in such a way that available manoeuvre routes ensure the deployment also in the furthermost
areas. The battery must maintain a 15 minute starting notice. On the defence, 1-2 reserve
assembly areas can be designated and prepared at a distance of 1-2 km from the assembly
area to the side and back. During the attack, the unit takes temporary assembly areas, keeping
with the rhythm of the attack. [2: 4-12] The assembly areas shall be named after flowers.
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Figure 1. Guided anti-tank missile battery at the assembly area. [2: 4-13]

The anti-tank squads of the support platoons of the infantry company are situated in the
readiness area (sheltered area) of the company in such way as defined by the company com-
mander.

The deployment area is the part of the terrain in the tank-threatened direction which is
pre-assigned or prepared to be occupied, or which the unit has taken during combat opera-
tions in order to destroy the enemy’s tanks and armoured combat vehicles. The deployment
areas shall be named after mountains and with numbers.

E.g.: “Bakony-2”

This area is the 2. deployment area in the “Bakony” tank-threatened direction.

During the deployment of units into the battle formation on the deployment area, their
disposition shall ensure the successful execution of the tasks, mutual connection of fires,
transferring of fires from one direction to the other, and all-round defence.

Types of deployment areas:

 planned and prepared deployment area;

+ planned, unprepared deployment area;

+ unplanned deployment area.

The unit usually takes a planned, prepared deployment area when it is on the defence, and
has enough time to inspect the deployment area; thoroughly organize the fire system; practice
occupation and leaving of the area, and the fire tasks; and perform the engineering works. In
case of a planned, unprepared deployment area, they carry out the inspection of the deploy-
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ment area and the organization of the fire system, but do not have enough time to practice
occupation and leaving of the area, and the fire tasks; and perform the engineering works.

The unplanned deployment areas are occupied during combat, when quick changes in the
situation compel the commander to use the anti-tank unit quickly, at any place. The occupa-
tion of unplanned deployment areas require the unit commander to exercise a high degree of
self-reliance and creativity. In this case, the squad commanders’ skills and abilities for the
tasks are decisive.

“In order to ensure the effectiveness of fire control and fire coordination, the distance
in length is 100200 m between Guided Armour-piercing Missile combat machines, and
300—400 m between the platoons. The dimensions of deployment areas can extend to 2.5 km
in width and 1 km in length for batteries, 1 km in width and 500 m in length for platoons;
depending on the combat situation, terrain, and the number of assets involved.” [4: 6]

The usual dispositions of units on the deployment area: wedge front (back), echelon right
(left), line, or horseshoe formation. These formations usually do not take place clearly by
themselves, they are usually applied in combinations, depending on the number of the in-
volved anti-tank assets, the width of the deployment area, and the type of terrain. In today’s
modern combat, it may happen that only 1-2 assets are actually tasked. The anti-tank squads
of the support platoons of the infantry companies operate as ordered by the Company Com-
mander, they have platoon- and squad-level tasks.

Wedge formation:

= H=e—g =

4

L)
P>
()
)

NEA]
d%p0 pRa®

Figure 2. Wedge formation of an anti-tank missile battery (a variant). [4: 6]

This battle formation is recommended if a narrow area must be closed, or if the enemy’s
battle formation is deeply echeloned. It is advantageous due to the relatively great depth,
ensuring the utilization of the maximum fire distance. The disadvantage is that a relatively
narrow area can be closed and the units cannot begin firing at the same time.
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Echelon formation:

= H=E =

Figure 4. Echelon left formation of an anti-tank missile battery (a variant). [4: 7]

This battle formation is recommended on hilly, mountainous terrain, and on a hill which
diagonally crosses the deployment area, because the distance of the hill allows a uniform
distance of line of firing for all units.

Its advantage is that opening fire is possible from a large distance, and slant firing can also
be conducted. Its disadvantage is that fire can be opened only when the targets have reached
the effective range and that is why opening fire simultaneously is not possible, and why the
units can close only narrow areas.
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Figure 5. Line formation of an anti-tank missile battery (a variant). [4: 7]

Horseshoe formation:

Figure 6. Horseshoe formation of a guided anti-tank missile battery (a variant). [4: 7]

This is the most frequently used battle formation. It provides the possibility for units to
deploy to a maximum width and length. It ensures firing at the largest distance, allows the
elimination of dead spaces for the weapons, and creates good opportunities for delivering
unexpected and high-impact fire.

This battle formation is usually applied for the closing of narrow passages, valleys. The
horseshoe formation is in fact an anti-tank pocket of fire. Its advantage is that it allows
opening fire simultaneously, and enables fire weapons to fire at the most vulnerable points
of tanks. Its disadvantage is the relatively narrow width; and that missed missiles and those
which become uncontrollable can cause damage to own forces.
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The Armour Observer Post must be provided with a radar which can reliably detect ad-
vancing, deploying tank formations both during day and night, and in fog and under poor
visibility conditions. Today, modern defence forces use radars with various performance abil-
ities for the reliable detection of enemy tanks.

The RATAC-S mobile, multi-purpose ground target detection and acquisition radar sta-
tion is developed and produced by the German ALCATEL SEL AG. The RATAC-S is a
coherent-pulse, twin bundle, monopulse Doppler radar, which filters out stationary targets.
Its operation is facilitated by a user-friendly menu system, familiar to anyone who uses com-
puters. Its most important functions are:

radar map can be depicted (mapping indicator mode);

the radar picture can be stored and any sectors can be zoomed;

operators can be alarmed in optical and acoustic ways;

the definition of target coordinates can be refined by freezing the screen;

GPS can be easily adapted;

the detection and tracking of the target can be easily documented by the plotter;
it can independently operate with its own battery unit.

Picture 2. The RATAC reconnaissance radar station, used for the detection and display of enemy

tanks and armoured combat vehicles. [5: 75]
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The operator can set the reconnaissance, target tracking, and fire control area from 0° to
360° and 0 km to 38 km in multiple grades, depending on the task. Sector search can also be
set. In that case, the antenna system automatically searches for moving targets in a sector of
maximum 110° width and 20 km length. Thanks to the sophisticated Doppler technology, the
radar can determine even the type of target. Thereby, a soldier, a wheeled or tracked combat
vehicle, a train, or rotary wing aircraft can be differentiated.

The RATAC-S is able to maintain detection even in such natural and artificial weather-
and atmospheric conditions which restrict visual reconnaissance (e.g. fog, heavy rain, snow,
night, smoke, dust).

A controllable, automatic system ensures the filtering of natural background interference
— caused by the movement of plants blown by the wind, the waves of the water surface, and
changes in the refractive index of the atmosphere. The control unit includes a foldable con-
trol panel providing simple, quick and efficient use, a multi-function display unit, a control
computer, and a processor for digital signal processing. The control unit is also equipped
with a speaker, which emits a sound corresponding to the speed and type of the target being
tracked. The control unit can be augmented with further accessories: navigation-, plotter- and
video camera device, a headphone instead of the speaker, and elements of connection and the
information system.

RATAC-S characteristics: its operating frequency is 9.5 GHz, its output of the transmis-
sion pulse is 7 kW, its total weight is 125 kg, and its operating temperature range is 32°C to
55°C.

The detection capability of the radar in case of a 90° detection sector: [5: 76]

» moving people: from 18 km;

« light, wheeled vehicles: from 24 km;

* heavy tracked vehicles: from 30 km;

* helicopters: from 28 km;

* march column: from 38 km.

In case of artillery fire control, the points of burst can be calculated by graphic intersec-
tion with an accuracy of +10m, which ensures appropriate support for fire control.

The Command of Anti-tank Units

The command of anti-tank units is the Commanders’ activity through which they maintain
the combat capabilities of the units, prepare their combat operations, and control the units
during the execution of the assigned tasks. The most important element of command is fire
control, which covers the reconnaissance of targets, the clarification of firing tasks, taking
decisions regarding the firing tasks, assigning firing tasks, the fire manoeuvring activities of
units, and the supervision thereof.

The quick and harsh changes of the situation in combined arms combat require the com-
manders of anti-tank units to exercise continuous, solid, operational and hidden command.

Continuity, permanent influence on the activities of the battery and platoons, which be-
comes decisive in the critical phases of combat. Its preconditions shall be established during
the organization of command. Its main basic factor is the maintaining of uninterrupted com-
munication, on multiple channels. The handover-takeover and if necessary, the immediate
takeover of command functions shall be prepared, in case the commander is eliminated.
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Solidness, the pursuit to take decisions in due time and to carry out the defined tasks firm-
ly and tenaciously. To this end, the commander must be familiar with the superior’s concept,
places and roles of his units in the superior’s battle formation and tactics. The commander
shall continuously impose high requirements on Subordinates to ensure solidness.

Operationality, the collective enforcement of efficiency, speed, and practicality in the
activities of the unit. It is realized through quick reaction to situations and the introduction of
measures in a timely manner.

Stealthiness, by keeping all measures taken for the preparation and execution of tasks se-
cret, using encrypted coordinates; and strict compliance with and enforcement of information
security regulations.

Unit commanders command their units through oral orders, combat orders, and com-
mands. Squad leaders command their squads by commands and signals. Orders, instructions,
commands shall be short and clear.

The unit commander usually organizes the combat in the field. Due to lack of time, tasks
must sometimes be clarified during or immediately after establishing the battle formation and
its elements. This is the situation in every such case when an unplanned deployment area or
a temporary assembly area is to be occupied.

The commander’s schedule for organizing the combat depends on the concrete situation,
on the assigned task, and on the time available. The preparation of the combat activity starts
when the superior’s combat order (preliminary combat order) is received, and lasts until the
beginning of advancing to battle formation.

Depending on the superior’s working method, the commander’s working method can be
gradual or parallel.

Gradual working method is usually applied at the beginning of organizational work. It is
primarily characterized by the sequential work of different command levels, and that tasks
are built upon each other.

In case of the parallel method, the command functions are performed upon receiving
the superior’s order (command), nearly at the same time. The command levels work on the
task simultaneously. This method is usually used when the commander has a limited time to
organize the activities.

The unit gets prepared for movement in the assembly area on a 10 minute starting notice,
positioned in an order corresponding to the battle formation. The commanders prepare their
combat control documents related to the given area. Upon order by the superior, the unit
starts the march and takes battle formation positions, in accordance with practice training. If
there has been no practice training, the squad leader, using terrain coverage, disembarks in
the vicinity of the firing position (about 50 m distance) and controls the combat vehicle into
the firing position.

Having taken the firing position, they make combat machines ready for fire, and report
to the platoon leader. When the platoon has reached fire readiness, the platoon leader reports
that to the battery commander. The battery commander can report about fire readiness to the
superior when the battery has reached at least 50% readiness. After having reached fire read-
iness, radio silence takes effect. Squad leaders continuously watch their fire sectors until the
beginning of fire, and refine their sector sketches if necessary.
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Planning of the manoeuvre of the Guided Anti-tank Battery

Example: (own source)

Sdepl. area @

Slaunch=?

Tiaunch

11.

depl. area treadyn.

= X 60 + t S,...=——*V_ +RNG

t =
readyn. occup. launch tank
mnvr. 60

Figure 7. Calculation of a manoeuvre of an anti-tank unit. [6: 57]

Data:

S, =3 km
epl. area

V. ... =27 km/

occup. =4 min

RNG =3 km

V.. =10 km/h

3 km

= x60+4min. =10.67 ~ 11 min
27 km/h

treadyn.

11 min
= x 10 km/h + 3 km = 4.83 km

launch —
60

The readiness of the anti-tank reserve (anti-tank manoeuvre group) on the designated
deployment area means that the units have taken their battle formation, the Commander’s
Observation Post has been established, the fire system has been organized, that is the anti-
tank reserve is able to begin the destruction of the enemy’s armoured assets at the maximum
distance of opening fire.

The anti-tank reserve of the brigade usually executes its tasks in cooperation with the mo-
bile closing detachment of the brigade. The area of the mobile closing detachment is situated
near the assembly area of the anti-tank reserve, possibly in front of that (in the direction of
the deployment areas).

146 AARMS (14) 2 (2015)



FURJAN Attila: The Application and Tasks of the Anti-tank Artillery in Combined Arms Combat

The mobile closing detachment (three mine-layer platoons with 3 pcs. of PMZ—4 mine-
layers per platoon) is able to lay a minefield of 2.4-3.3 km width (one platoon: 0.8-1.0 km)
and 30-60 m length, with one standard load of mines.

The mobile closing detachment lays the minefield — either continuously or fractionally,
depending on the terrain and the battle formation — in the front of the area of the anti-tank
reserve, at a distance of 0.5-1.0 of the blank range of anti-tank guns, or 0.5 of the maximum
distance of launch of the guided armour-piercing missiles. The mobile closing detachment
has to begin the manoeuvre in due time to have 5-10 minutes time advantage over the an-
ti-tank reserve on the concrete area.

Conclusions

The application of anti-tank units shall be planned for the sake of achieving combined arms
objectives. As the main striking power of land forces consists in tank troops, the destruction
of tank- and other armoured targets is of key importance for the success of combined arms
combat. Force superiority applied at the right time and place can settle the outcome of the
battle.

Anti-tank units are capable of carrying out fast manoeuvres in the endangered directions
and deployment areas, and successfully performing their basic functions there.
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Long-Term Storage of Digitally Signed Documents
GYURAK Gabor'

Digital documents play an increasingly important role in our lives. Reliable dig-
ital storage of these documents is complicated and we have to deal with other
problems if we would like to store these documents for a long time. Some doc-
uments, especially the most important documents are electronically signed. The
long-term storage of electronically signed documents is more difficult, because we
have to ensure the long-term validity as well. Electronic invoices (e-invoices) are
also electronically signed documents and their role is becoming more important.
The proposal of the European Committee on e-invoicing aims to facilitate the use
of e-invoices. By 2020 e-invoicing will be general usage in the EU. This paper
describes the problems in connection with long-term storage of digitally signed
documents. Possible solutions are also presented. In connection to this, the reg-
ulation of preserving electronically signed documents is also examined from the
point of view of Hungarian legislation. Finally it is shown how ETSI’s (European
Telecommunication Standards Institute) PAAES (PDF Advanced Electronic Signa-
ture) might support the long-term validity of e-documents, using the widely used
portable document format (PDF).

Keywords: long-term storage, digital signature, PAdES, pdf

Introduction

Recording information has always been important in the history of humanity and also to save
it for posterity. The oldest relics we found were cave paintings and were made about 13,000
BC, of which the most famous is located in Lascaux, France. In 3,000 BC a new age began
with the formation of writing. After 5,000 years we are also able to recognize the ancient
symbols of Uruk, and after 4,000 years we can easily read Hammurabi’s laws and papyrus
scrolls from the second century BC. We keep these several thousand year old relics in our
libraries. [1]

The technological development in the last couple of decades has basically changed these
thousand years old ancient traditions. Instead of clay tablets, papyrus, and paper we use mag-
netic tapes, optical disks, and other electronic devices.

New technologies have a great advantage over the old ones but we have to mention two
non-typical properties. While the information was readable with human senses on conven-
tional containers, like paper, now we need special devices to recognize the content of the new
data storage (like a Blu-Ray Disc or a Pendrive). Another important difference is that while
obtaining information from traditionally stored data does not require any special knowledge,
interpreting and displaying data stored in binary format raises some difficulties. To better

1 University of Pécs, Faculty of Engineering and Information Technology, Pécs, Hungary, e-mail: gabor@gyurak.hu
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understand these new challenges, let’s think about a rightly famous Botticelli painting, made
in 1486. Anyone who visits the Uffizi Gallery in Florence can enjoy this artwork. But to view
a picture which is saved on a floppy disc and written in Dr. Halo’s CUT? format may face
some complications in opening it. The first problem is that, no one uses this old hardware
nowadays, which reads the disc such as a floppy driver. Even if we can manage to read the
disc, it will be hard to find software that can open such an obsolete file format and can display
the picture.

Most information nowadays is published in digital formats. It makes creating, modifying
and forwarding data much more convenient. This goes to the extent that even paper based
documents are created electronically and then printed out. We can easily convert our older
documents to digital format (e.g. by using a scanner) for easier access.

Digital formats are not only significant because of the more practical management of
information, but for its preservation. Certain information such as pictures about unrepeatable
events can be crucial for a person. In addition there is lots of information which we have to
keep and protect for posterity. Examples range from scientific information to cultural heritage
information, [2] but we can also classify the results of nuclear experiments in this group.

Regardless whether we speak about social or personal interests, there are data for which
storage has to be guaranteed for decades or centuries. It is hard to explain what is meant by
“long-term” data storage, due to the fact there is no clear-cut margin. Depending on the ap-
pliances, a few years can be classified as “long-term” but decade long storage can definitely
be considered “long-term”.

The aim of this paper is to give an overview about challenges with long-term digital sig-
natures and also to describe one possible solution.

Long-Term Data Storage

Based on the previous discussion, the main problems of the long-term data storage of digital
documents can be defined. The result of the advance of technology is that the hardware de-
vices and software tools rapidly become out of date. We have to mention that nowadays data
storage devices can only store data for a limited time. A commonly used optical data storage
disk (CD, DVD, Blu-ray) can only store data for a few years in a trustworthy way. Sadly
even the special coated, top of the line disks cannot be expected to work for more than 10-15
years. [3] By the way, more than 15 years storage with one disk is unnecessary because the
technology becomes obsolete and there will not be any drives around to obtain information
from the disks.?

There are only two ways to carry out the practical usage of the long-term data storage.
The first one is the migration technique and the other is the emulation one. [4]

The main point of migration is that we transform our data to apply the new technology
into a physical and logical frame. While using logical transformation, we convert from an
old, obsolete format to a new, standardized one (e.g. converting a Word 97 document to a
Word 2013 format). On a physical level while using migration, we have to switch over in
certain periods to the new data storage technology (like when we are copying data from

2 Obsolete file format which was supported by the famous picture editor Paintshop in 1997.
3 There are newly developed disks, which according to the manufacturer’s claims can store data for 1,000 years.
One example for this is the M-DISC by Milleniata (www.mdisc.com)
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floppy disc to CD), thus bypassing the technology becoming obsolete. Aside from switching
to new technologies, we still have to consider the possibility of storing data in a traditional
(non-digital) way (e.g. microfilm,* paper).

The other long-term storage solution is emulation, which saves our data in the original
format. We eliminate these formats’ obsolescence by eliminating the old system’s hardware
and software environment. There are several types of virtualization techniques to use for this
purpose.

Authentic Documents in Electronic Format

In the previous section we talked about documents in general, however we have not men-
tioned their content. From the beginning of writing there have been “documents” containing
vital information. Several techniques evolved in history that were supposed to protect these
documents, mainly their confidentiality, integrity and authenticity.

The purpose of confidentiality is to prevent non-authorized people accessing the content of
the document. To achieve this, people have been using encryption ever since Sun-Ce’s time.®

The authenticity of a document means that there is proof about who the creator of the
document was. Traditional documents were marked by the handwritten signature of the cre-
ator. This is how a document became authentic. Most of the information nowadays is only
available electronically, and it would be convenient to store authentic documents that way, as
well. Nevertheless, in the field of authenticity, paper based documents are still more domi-
nant, as the advantages of electronic documents (easy to create, copy and modify) in regards
of authenticity quickly become their biggest flaws.

One of the important elements of the information society is the formation of a “paperless”
government (e-government) system, and also the opportunity for electronic administration.
Most of the procedures require the use of authentic documents, mainly electronic invoic-
ing and electronic contracting. One of the core parts of “Europe 2020”, the digital agenda
classifies e-government as an essential part of a competitive union economy. The EU puts
significant effort into spreading electronic administration, mainly towards making electronic
invoicing a standard. In the European Commission’s communication, titled “Reaping the
benefits of e-invoicing for Europe” they called member states to make e-invoicing the stan-
dard way of invoicing by 2020. [5]

4 The oldest microfilm is more than 70 years old.
5  Sun-Ce was a military theoretician and mathematician in the 5" century BC.
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Graph 1. The rate of eligible concerns of electronic billing. [6]

A statistic provided by Eurostat (Graph 1) shows how companies in different categories
can provide the service of electronic invoicing. Hungary reached a huge breakthrough in the
year of 2013 by catching up to the EU average. [6]

Electronic invoicing is showing a tendency of growth, and both parties are taking steps
towards achieving the goal by 2020. Naturally, we would like to store authentic documents
for a long time and sometimes our legal obligation is to store these documents long-term.
Over the problems which we had met in the second paragraph, a lot of new challenges arise
when we have to guarantee the long-term authenticity of documents. We are going to discuss
this in later chapters.

Authentication in Electronic Documents

Technical Background [7] [8: 59-60] [9: 120-124]

The basic principle of authenticating electronic documents is essentially the same as with
conventional documents: we sign the document and that signature identifies the creator of
the document. The difference between authenticating electronic documents is that we use
electronic signatures, generated with cryptographic algorithms.

Just as with handwritten signatures, digital signing should be done in a way that is ver-
ifiable and non-forgeable. That is, it must be possible to prove that a document signed by
an individual was indeed signed by that individual and that only that individual could have
signed the document. Let us consider, Alice and Bob® want to communicate via an electronic
way. When Bob signs a message, Bob must put something on the message that is unique to

6  Alice and Bob are two commonly used placeholder names in cryptography.
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him. Bob could consider attaching a MAC (Message Authentication Code) as the signature,
where the MAC is created by appending his key (unique to him) to the message, and then
taking the hash. But for Alice to verify the signature, she must also have a copy of the key,
in which case the key would not be unique to Bob. Public-key cryptography is an excellent
candidate for providing digital signatures.

The gist of the public-key cryptography system is that both parties get a pair of keys. One
of the keys is a secret (private) key that the owner cannot give to anyone. The other one is a
public key which can be accessed by anyone.

Suppose that Bob wants to digitally sign a document, m. We can think of the document
as a file or a message that Bob is going to sign and send. To sign this document, Bob simply
uses his private key, K, to compute EKBpriv(m), where E is the encryption algorithm. This
value is called the digital signature of the document. If Alice wants to verify the signature she
has to take Bob’s public key (KBpub) and she computes DKBpub[EKBpm(m)], where D is the de-
cryption algorithm. It produces m which exactly matches the original document. Encryption
and decryption are mathematical operations (exponentiation to the power of e or d in RSA).
After this procedure Alice can be sure about the integrity and author of the message, because
of the following reasons:

* Whoever signed the message must have used the private key, K
signature E, .. (m), such that DKBpub[EKBpriv(m)] =m.

* According to the main principle of the public key cryptography, the only person who

could have known the private key, KBpriv, is Bob.

It is also important to note that if the original document, m, is ever modified to some
alternate form, m’, the signature that Bob created for m will not be valid for m’, since
DKBpub[EKBpﬂV(m)] does not equal m’. Thus we can see that digital signatures also provide
message integrity, allowing the receiver to verify that the message was unaltered as well as
the source of the message.

One concern with signing data by encryption is that encryption and decryption are com-
putationally expansive. Given the overheads of encryption and decryption, signing data via
complete encryption/decryption can be overkill. A more efficient approach is to introduce
hash functions into the digital signature. Hash algorithms take a message, m, of arbitrary
length and compute a fixed-length fingerprint of the message, donated by H(m). Using a hash
function, Bob signs the hash of the message rather than the message itself. Bob calculates
EKBpriV[H(m)]. Since H(m) is generally much smaller than the original message, the computa-
tional effort required to create the digital signature is substantially reduced.

spriv 11 COMputing the
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Figure 1. Public-key certificate use. [9: 60]

The digital signature system requires an underlying Public Key Infrastructure (PKI) with
certification authorities. Public key certification is certifying that public key belongs to a
specific entity. For example, when Alice wants to communicate with Bob using public key
cryptography, she needs to verify that the public key that is supposed to be Bob’s is indeed
Bob’s. Binding a public key to a particular entity is typically done by a Certification authority
(CA), whose job is to validate identities and issue certificates. A CA has the following roles:

» A CA verifies that an entity (a person, a device, and so on) is who it says it is.

+ Once the CA verifies the identity of the entity, the CA creates a certificate that binds the
public key and globally unique identifying information about the owner of the public
key. The certificate is digitally signed by the CA.

The user can then publish the certificate. Anyone needing this user’s public key can ob-
tain the certificate and verify that it is valid by means of the attached trusted signature. The
certificate has an expiration date wherein the CA verifies that the particularly public key
belongs to a user. The signature on the certificate is made with the CA’s private key; therefore
this can be verified with its public counterpart. The CA’s public key is certified by another
CA, thus creating a certificate-chain. The CA is responsible to publish Certificate Revocation
Lists (CRL) containing information about invalid certifications and to make certifications
verifiable online with Online Certificate Status Protocol (OCSP).

Legal Background

In the previous paragraph we introduced the technical side of the situation, which solves the
document authentication in a technical way. However it cannot be used in practice, until it is
acknowledged legally. The European Parliament realised the great potential of electronic signa-
tures early, and in 1999 they provided member states with guidelines, with the directive 1999/93/
EK. [10] Based on this directive, the law about electronic signatures (Esl — Electronic Signature
Law) was passed in Hungary as well, in the form of the year 2001, XXXYV. Law (hereinafter:
Esl.); [11] it managed to provide sufficient legal background for electronic authentication
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The law specifies four services:

 authentication service;

* timestamp service;

» device service;

* electronic archiving service.

The Esl. distinguishes qualified and non-qualified providers. Parallel to that we can talk
about qualified electronic signature, increased security electronic signatures and other elec-
tronic signatures that do not fit either of those two categories.

Long-Term Certification Affected by Challenges

While signing an electronic document the signer takes responsibility for its content. When
authenticating a document, we check whether its signature is valid or not. The Esl. only as-
signs legal consequences for documents with a valid signature. [11]

Steps of the authentication process:

» we create the hash print of the document H(M);

» we decrypt the signed hash print, using the signer’s public key H(M)’;

+ if the two hashes match [H(M) = H(M)’], we can conclude that the signer of the docu-

ment possessed the pair of the public key (private key).

With these steps, we can prove that the document has not been modified since it was
signed and the signature was made by the private key that belongs to the public key. The next
thing we have to check is who the set of keys belong to and whether or not the signer was
the only one with access to the private key at the time of the signature. The focus is on the
time of commitment, so it is very important that we inspect the circumstances at the time, as
well, whether the validation happens right after the signing or decades later. The owner of
the public key is verified by the certificate, the authenticity of which CAs are responsible for.
The task is to verify if the signer’s certificate was valid at the time of signing, as well as if
there was a certificate-chain that could be traced back to a root CA’s certificate and if all the
elements in the chain were valid (the certificates were not suspended or revoked).

As we can see, validity checking is a very complex procedure, which makes inspecting
a lot of data necessary. If all of this happens shortly after the signing, the validation process
is relatively unproblematic. It is hard to actually say how long this period is exactly, but if
we consider the standard expiration time of a certificate, then we talk about a 1-2 year long
period (of course if the certificate is not revoked, in that case the time of the revocation is
what matters). [12]

If the certificate expires or gets revoked, the signature still remains valid but validity veri-
fication becomes necessary. During the verification process, the following problems can arise.

The Signing Date

As far as we cannot prove the signing date, the signature will only be valid, if the certificate
is valid too (this means, the validity time has not expired and has not been revoked either).
We can increase the validation time, if we are able to prove the signing’s date, i.e. putting
a timestamp on it. From that point the validity of the timestamp will also be important for
verification.
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Revocation Information

A certificate validity can be suspended within the validity time, or also can be revoked, typ-
ically this happens when we suspect that the private key has been compromised. If there is
a timestamp on the signature, in the case of the revocation of the certification, the validation
can also been proved. If the signature was made before the revocation, it can be considered
valid. The revocation information is published as a CRL by the CA, and it enables OCSP
(Online Certificate Status Protocol) queries as well. [13] According to Esl., the service pro-
viders are liable to store data after the expiry of the certificate. They should store it for ten
years. [14] This also means that if we want to ensure the validity for a longer term, then we
have to collect the revocation information, and take care of their long-term storage.

CA Information

To establish the validation of the signature all the data in the certificate chain needs to be
checked. The certification authority’s certificates can expire. This question affects the validi-
ty of the timestamps, because time stamping is usually done by the same organization as the
certification management. To achieve long-term validity, it is necessary to collect these data
and store it.

Outdated Algorithms

In the background of the electronic signature there are certain cryptographic procedures,
encryption algorithms (e.g. RSA [Riverst Sharim Adleman] algorithm), hash algorithms (e.g.
MD5, SHA-512) to operate. These have properties that allow the system to work safely,
meaning that with the current level of technology, there is no efficient way or sufficient com-
putational power to compromise the system. According to our current knowledge, there is no
appropriate way for integer factorization. [7] This is what the RSA encryption is based on,
and this is why RSA based electronic signatures are considered safe.

We have arrived at yet another point, where we have to pay attention to the time factor.
Those algorithms that we use today might become obsolete in a few years, but decades later
will be surely outdated.

The MD?5 hash algorithm could be a great example how cryptographical building blocks
become obsolete. [15] It was widely used before the millennium. MD5 hashes of documents
were provided with an electronic signature. One of the criteria of a hash algorithm’s usability
is that it has to be collision resistant. It means that it is hard to find two messages that have the
same hash print. As it turned out, the MD5 does not meet these criteria so it cannot be used
for cryptographic applications.

Another widely used algorithm is the SHA-1, [16] which is not allowed to be used for
cryptographic purposes for CA organizations in Hungary since 31 December, 2011.

With the developments of technology a lot more computational power is possible, which
makes a brute force attack on one of these solutions really easy. Fortunately, the regulatory
side recognized this vulnerability and now there is legislation in place to make companies use
safe algorithms and appropriate long keys.
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Solutions

We have to find a solution to the problems presented in the previous chapter. A solution that
can guarantee the long-term validity of electronically signed documents in technological and
legislative aspects.

The 4™ paragraph of PadES developed by ETSI, the PadES-LTV (Long-Term Validity) is
a development that extends the PDF format with capabilities that allow the long-term validity
of an electronically signed document. [17]
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Figure 2. PaDES document. (Created by the author)

The base is a PDF document, provided with an electronic signature and timestamp. Then
an extension is added to this, containing additional data that we use for validating the signa-
ture (validation data):

+ certificates of CAs in the certification chain;

* revocation information (in the form of CRLs and/or OCSP answers);

« certificate of timestamp provider.
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According to Figure 2, a timestamp is added to this which provides the document’s valid-
ity within its expiration date even if the signer’s certificate had already expired. The signature
can be verified even if the CA’s information and revocation information are not available, as
they were attached to the document.

If we want to store the document long-term, we can ensure validity through repeating
the previously mentioned steps (attaching validation data and timestamp). All we need to
pay attention to is that the “update” has to happen before the timestamp’s certificate expires
and the new algorithm used at the time stamping must be up to the current standards (secure
algorithm and long keys). [18] [19: 7-8]

In addition to the technical solution, the system only works if it is supported with the
appropriate legislative background. In Hungary, the 114/2007. (XII. 29.) MET (Ministry of
Economy and Transport) ministry decree [20] about digital archiving regulates the long-term
storage of digitally signed documents.

The decree’s para 4 (4) distinguishes, the obligatory period of time to preserve the docu-
ment, long-term storage, that according to the law in place, means more than 11 years. In this
case, it is the job of the one in charge of preservation, to:

* take care of the acquisition and preservation of the information necessary for electron-

ic signatures long-term validation;

* place a timestamp on the certificate-chain, provided by a qualified provider;

* repeat the previous step if the cryptographic algorithms used become obsolete.

We can meet these regulations ourselves, or we can hire an archiving provider to do the
job for us. In the latter case, we have to assume the provider does his job well, so in case of
a dispute, the conflicting party has to prove the problems with the document’s authenticity.

According to the law about accounting, the obligatory time period to preserve electronic
invoices is eight years. Based on the rules of archiving this does not classify as long-term so
the strict regulations do not apply here. Although, from a technical standpoint, it would still
be justified to use the archiving methods mentioned above, even in this “short” period, as the
problems outlined in the earlier paragraph can affect our documents in this period, as well.

Summary

From the previous chapters we can clearly see that long-term data storage, especially of au-
thentic documents is a difficult and expensive job. With the above mentioned technologies,
we can guarantee long-term authenticity but we should not forget about the usual flaws of
long-term storage. Aside from guaranteeing authenticity, we have to still make the interpre-
tation of the original document possible thus reaching a point where the questions discussed
in the second chapter come up.

According to the decree of 114/2007. (XII. 29.) para 2 (2):

“The one bound for preservation has to guarantee that the documents stored remain
readable — through supplying the appropriate software and hardware environment to open
the document — for the time period of said preservation.” [20]

According to what we have mentioned above, the migration technique can not be used
on a logical level, as the document has to be kept in its original format. The solution to this
problem is the emulation technique, or preserving the original hardware and software envi-
ronment.
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Distribution of Fire Cases and the Role of Human
Factors in Coal-Firing Power Plants in Fuel-Supply
Fields and Distribution Systems

ZELE Balazs'

Safety issues in power plants and their direct proportional impact on the safety
regulations are increasing significantly nowadays. As a result, fire cases on the
way from delivery on the conveyor belt to the final usage in the plant, education of
the human resources and improvement of safety regulations are basic key issues.
Therefore, in this research I examined the distribution of fire cases and the role
of human responsibility through the example of a Hungarian lignite firing power
plant by using foreign publications and research.

Keywords: power plant safety regulations, fuel supply fields, human responsibili-
ty, distribution of fire cases in power plant

The status of energy politics in Hungary and all over the world has been changed in a lot
of fields. It is not only relevant in case of general technical improvements, but it also plays
a great role in the field of decreasing environmental pollution and development of general
standards of the public health system.

“One of the main tasks of energy politics is to convince society about the theoretical and
functional ambitions of sustainable energetics. Besides that, another important task of energy
politics is to emphasize more carbon-free energy generation in order to maintain the safe
provision of the regulations (e.g. CO2 quota, choosing of firing resource); and of course to
foster the foundations of national power plants which are based on national and import coal
in order to reduce growth of the average producer price.” [1]

Moreover, the fear of energy addiction does not only effect our present, but is based on
the past, we clearly have to increase the safe energy provision and in line with that decrease
energy addiction. One of the oldest questions of energy maintenance is the energy transfor-
mation process in power plants. In the past few years Europe — and of course Hungary also —
is dealing with the global danger of environmental issues, in which the focus problem is en-
vironmental protection. Hungarian energy politics is influenced by the usage of the national
resources (e.g. coal/lignite resources) in a larger amount besides the utilization of renewable
energy resources. This aspect is based on the ambition of energy generation from basically
the usage of national coal resources. If we review the Hungarian resources, we can see that
there is a larger amount of lignite in the surrounding Méatra Mountain and black coal at the
base of of Mecsek Mountain. In the past years the press was buzzing because of the closure
of some mining centers (e.g.: in Mecsek mountain) and then opening them up again. “In the
integration of mining centers and power plants, most of the previously functioning mines
had been closed down. (In 2003: Balinka, Budaberke storage, Sajomercse, Makvolgy, Fe-

1  Certified energetic engineer and economist, sales energetic engineer, Siemens Zrt., Obuda University, Ph.D.
candidate, e-mail: zelebalazs@gmail.com
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ketevolgy, Szuhakall6; in 2004 the openwork in Pécs, Many, Armin, Lyukébénya, Lencseh-
egy. In 2005, the only deep working mining center was Markushegy, and besides that Vison-
ta, Biikkabrany, and some other little openworks in Borsod and Nograd county.)” [2]

Despite these, it is sure that the utilization of these resources was not only significant in
the past, but it also could be one of the future’s unexploited sources. However, appropriate
environmental politics should be worked out and utilized, which in my opinion is a step on
the right path in order to reach the goals of sustainable energy provision.

The main goal of this current work is to examine and present the contact and presence
ratio of causing factors of unregulated fire cases in Hungary’s biggest energy provider and
distributor power plant which is based on lignite firing. Basically, in this field, besides the
coal dust scattering and the technological hazards, it is mainly the human influencing factor
which I am going to examine in depth, based on previous experience.

The opinion about coal firing power plants and the applicability of technologies have
changed a little bit in the past few years. It is more and more widespread besides firing lignite
to utilize biomass resources, too and this movement contributes to coal technology in a more
environmentally gentle form. The essence of the technology is combining the appropriate
amount and quality of biomass and coal in line with providing the necessary heating value.
Based on these, the clearly coal-used technology is behind us, thus taking the national ef-
ficiency data into consideration, not only coal usage, but in line with the fact that biomass
utilization has also been integrated into the determination of a power plant’s effectiveness.
(Graph 1)
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Graph 1. Power Plant energy balance in 2012.
(Own editing — based on MAVIR data. [3])?

2 Note: The ratio of the gross electricity power generation of power plants (MWh/a) and the titular, gross
performance (MW) is the utilization of the whole power plant area in performance (h/a). (STROBL A.: The
analysis of changes in the European and Hungarian electricity-maintenance, providing supply-safety and
capacity-research studies.)
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In 2012 the performance of power plants which are based on bio-fuels mixed with mostly
carbon sources, can be seen in the first diagram. Based on the sum of these numbers about
1,300 MW performance was within the system, which was a preview of 13% performance of
the year 2012. If we take the 2,000 MW gross performance of Paks Power Plant as a basis,
— which gave 45.9% of the electric power in the whole country for this current year — these
data, besides the nuclear energy utilization can be considered significant values owing to the
role of the Matra Power Plant, too.

On the second diagram, we can see the scattering of energy resource utilization in the
plants which transform energy from coal and use it, and the role of Matra Power Plant is quite
outstanding. Thus the examination of this project of mine mostly is about “one of the larg-
est electric power generating plants which is also the biggest coal-firing plant in Hungary”
based on the official release of the plant. [4] Analyzing the current situation of the country,
a more significant changing method is going on, which affects the power generating plants,
basically the production of coal-firing power functions. Considering energy policy aspects
and EU directives, the energy maintenance of the country should be provided by more and
more renewable resources in the near future. It is set officially in the announcement of the Eu-
ropean Commission as the following: “the European Union is going on a good path towards
reaching its targets, which means that until 2020, 20% of its energy usage should be provided
by renewable energy resources. This initiative is a part of an expansive EU strategy, which is
supposed to decrease the climate change. This is absolutely a good thing. Energy from wind,
solar, water, tide, geometric and biomass utilization in a larger amount can decrease the Eu-
ropean Union’s energy import dependence, and it also stimulates innovation and the employ-
ment.” [5] On the second diagram, based on the 2012 data about the energy consumption of
Hungary, continuously based on the previously specified aspects — we can see that how great
arole the Matra power plant has in our country. Besides that we can also see the ratio of other
energy resources usage (gas, liquid, etc.), which is on a good path reaching the targets of EU,
which helps to maintain a safe and environmentally friendly energy consumption.
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Graph 2. Energy resources utilization “in the biggest power plants remaining today” 2012.
(Own edition — based on MAVIR data. [3])
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In the further parts of the analysis I focus on the Matra Power Plant and I examine the
case study from the plant, and I draw the final conclusion from them. You can see on the third
diagram the statement about the changes in the distribution of the compact energy fuels in
the last 10 years. Based on this it can be seen, that besides the considerably balanced lignite
usage, the bio and “other” garbage utilization has appeared on the market and in line with that
the utilization ratio has also decreased significantly.
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Graph 3. The ratio of used concrete fuels in ME Zrt.

(Own editing — based on Matra Power Plant Zrt., Department of Thermal Engineering;
consultations and reports with associates, January—February 2014.)
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Graph 4. The ratio of concrete fuels and fire cases in ME Zrt.
(Own editing — based on Matra Power Plant Zrt., Department of Thermal Engineering;
consultations and reports with associates, January—February 2014.)
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However, considering the reports of the plant in the examined period of time, the number
of fire cases shows us a decreasing tendency. Hereafter, my examination is focusing on the
causes, influencing facts and hazards of these fire cases; I also analyze which cases were the
most common ones, and of course whether there is coherence between the distribution of
indicators.

Based on my previous research and the reports of the plant, in the last 10 years the most
common fire cause was the coal dust, the oil-drainage after technical damage and malfunc-
tions, and the fire cases influenced by human errors. This conclusion is also strengthened
by my further analysis, too, in which I examine and present the characteristics of fire cases
caused by coal dusting process in the line between the coal storage area and the furnace — it
can be seen on Graph 5.

® Inthe environment of the storage area
(e.g.: lifting-gear equipments)

Inthe area of conveyor belt

M Inside of the blocks

Graph 5. Distribution of fire cases in the Mdtra Power Plant.
(Based on Securing Department data, 2000-2012.) [6]

85% of the fire cases were caused by the coal dust spilling/inordinate scattering within the
blocks. Other fire cases began directly in the coal storage area, on the conveyor belt and in its
surrounding. I confirm these written facts with scientific literature, and besides this I would
like to prove my previous statements as well.

Examining international literature resources and American examples, I found an inter-
esting lecture, in which the lecturer called coal “the necessary evil.” [7] He meant by this
to draw attention to the reaction status of firing coal, thus the thermo process of firing, and
especially to the hazardous consequences of the unregulated coal dust burning and explosion
effect. “In those places, where the smooth, little granule coal dust can settle, this massed coal
dust can ignite — these places can be locations like the equipment beyond the transportation
path and the conveyor belt.” [7] Besides that, during the transportation of fuel into the fur-
nace, it is also possible to spill and spread dust within the industrial area, which can aggregate
and stick into the different tubes and tanks or containers.
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The correspondence between the thickness of the coal dust and the thermo reaction (the
process of the ignition) depends on the followings.

T H x Aot
“ 87'5p x Adust

where:

T, = thickness of coal dust layer, (which contributes to explosion hazard);

A, = the whole floorspace (20,000ft® the upper measuring limit); [7]

* H = the height of floorspace/building (ft);

+ p = the volume of spilled dust (Ib/ft?);

* A, = the surfaces where dust can accumulate within the building (ft*).

It is also specified in the publication that human hazards and fire safety protection — (main-
tenance defaults, smoking prohibitions, compulsory prevention trainings, etc.) — play a great
role in the formation of fire cases and explosions caused by coal dust. Thus in the following
I examine the scattering and influencing factors of these cases based on the previously men-
tioned domestic power plant example. Furthermore, as a new theme, I compare the different
alternatives with the occurring factors of other causes. However, before I start this, I shall
sum up in the first table the causes of the most common fire cases which occurred in this sys-
tem. Thus the fire cases of the largest Hungarian lignite firing power plant gave the basis to
my further examinations. In this process an example, a case study of a Namibian coal firing
power plant — with a performance of 150-800 MW — assisted my work. This study categoriz-
es the fire cases caused by mechanical failures into “low hazardous factor” category, however
we would rather talk about the more significant influencing factors. [8] Thus probably, the
quality, age and other natural factors of fuel — here it is coal — that can be a basis of further
analysis. (For example: what kind of influencing factors are there.)

As a consequence, we cannot make further, significant conclusions based on the experience
of these one or two plants. However, during a power plant investment in Hungary or abroad in
the future, the theories summed up here can be quite usable based on the different firing fuels.

Besides the safety equipment and different solutions, it is worth giving some attention to
the factors of the human hazard component, and examining the role of it in the prevention of
fire cases and of course the causing influence of it, too.

In the past few years, the plant has deepened the relationship between education and the
employees — the decreased number of fire cases also shows that. Thus it can be proven — if
we take an equal mechanical failure rate into consideration — that the human hazard factor has
influenced the number of occurred fire cases.

3 Note: based on USA measuring system: yard® = 27 ft* # 0.7646 m*in SI dimensions.
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Table 1. Distribution of fire cases in the Mdtra Power Plant.
(Own edition — based on Securing Department data, 2000-2012.) [6] [9]

Causing object of fire cases Number of fire cases (pcs.)
(Matrai Eromii Zrt.) (2000-2012)
1. Fire cases caused by unregulated coal dust spilling 130

(coal storage area, within the blocks)

2. Fire cases caused by mechanical failures or oil leak 66
(basically turbine oil leak)

3. Fire cases caused by other human errors (e.g.: defaults 58
of work and fire protection rules during maintenance
welding — assembly scaffold caught on fire)

SUM 254

The number of fire cases based on the influencing factors is present basically because of
the coal dust spilling. However, further fire cases are caused by mechanical failures or oil
leaks — basically turbine oil leaks and the ambient temperature-caused fires. Finally, the hu-
man hazardous facts also influence fire cases, which occurred because of the lack of attention
and other inappropriate behavior (e.g. inappropriate application of work and safety protec-
tion rules, or not complying with them).

My basic target in this publication was to examine the eventuated different power plant
fire cases, thus I analyze the connection between the number of occurred fire cases and the
lost production capacity. (Table 2)

Based on the fire examination reports of the plant, I can sum up in the following table
the role of important human hazards in different cases, like production capacity and the loss
frequency ratio. We can observe the events caused by human hazards in addition to other
different plant problems — examining a more than 5-year-interval. (Table 1)

However the larger and more dangerous fire cases were handled in time by the profes-
sional personnel and fire protection system quite well and fast, so the further malfunction and
production loss was avoided. (Table 2)
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Table 2. Different types and distribution of fire cases 2000-2005. [6] [9]
(Own edition.)

Main fire cases Examined | Number Plant Causes discovered in the
(Matra Power Plant year of fire | malfunction examination
Zrt.) cases |/ production
loss (pcs)

Caused by unregulated | 2000 0 - Massed coal dust, sponta-
coal dust distribution | 2001 3 - neous combustion
(in the coal storage area [, 0 _
and its surrounding)

2003 0 -

2004 2 -

2005 4 -
Caused by coal dust| 2000 2 - Massed coal dust, sponta-
spilling (inside the| 92001 8 - neous combustion
blocks, on thg con- 5000 7 _
veyor belt, and its sur-

. 2003 9 1

rounding)

2004 5 -

2005 10 -
Caused by technical or | 2000 14 - Regular audits (control),
electronic failure (e.g.: | 2001 10 - maintenance
oil spilling, electronic 2002 9 an
malfunction)

2003 2 -

2004 5 -

2005 4 -
Caused by other human 2000 8 1 Human behavior, defaults,
failures (e.g.: defaults | 2001 ) - failures, inobservance caus-
of work and fire protec- 2002 3 _ es (consequence: person-
tion rules during main- alized educational training

. 2003 4 - . .

tenance welding — as- program, strict regulation of
sembly scaffold caught | 2004 5 - open flame usage)
on fire) 2005 6 -

It can be said, that there is no connection between the production loss and the human
influence ratio, consequently the power plant fits the general mechanical and performance
regulations from a safety technical point of view, the fire safety system and the general pro-
tection mechanism are appropriate. However, the human factor (human hazards) can signifi-
cantly influence the outcome of the different situations in a positive and also a negative way,
thus it can be considered an important influencing factor.

A further consideration is how the human factor and the different safety fire protection
equipment are connected and work.
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Based on the plant reports, the following factors contributed to the start of a fire: human
behavior, human hazards, inobservance causes. Besides this as a consequence, a develop-
ment of a new educational training program, the strict regulation of open flame usage or the
previously planned work and fire protection training and lectures were the factors which
contributed to avoiding the occurrence of fire. Furthermore, a quite common case is hazards
caused by coal dust spilling, which needs to be looked out for in the future as well. Actually,
it has a quite great role in the international literature, despite the fact that we have to take into
consideration the different environmental factors and the technical/mechanical influences.

Finally, I examined those human factors which are the most common cases before and
during the formation of a fire.

Human beings, as a basic element of a great whole system, control the technology and
regulate the different methods, and can also be a causing component of an accident which
disrupts the balance and causes production loss. This is based on a scientific statement in the
following wording: human performance basically can influence the complex technical sys-
tem and the safety and responsibility level of the mechanical equipment. The different safety
and risk analyzing reports say that the appropriate handling of the human interactions can be
a key factor in understanding the different accidents and their risk components. The aim of
the human responsibility analysis (HRA) is to identify the different human interactions, ana-
lyze them, and after the thorough examination, build them into the safety regulations, training
tutorials. It is not enough to measure the possibility of the success and failure numbers, it is
also important to make suggestions in order to develop the human performance.

It is important to emphasize the factors which are more significant in the process of devel-
opment. These factors can be the following: human and machine harmonization, development
of processes and educational training system, harmonization of working expectations with
human skills, and the decreasing of the effect of human errors which correlate with each other.

It was also mentioned before, how the systematization of the human capacity and perfor-
mance can play a significant role. With this, we can avoid the danger on a long-term basis for
the safety of complex mechanical equipment caused by human damage factors.

The human factor has also been analyzed in the field of nuclear power plant maintenance
and utilization, too, where it had been determined, that “it is a complex system, which is
built on technological and human factors, and this duality can be seen in the safety issues as
well.” [10]

This examination of mine shows the mentioned fire cases between 2000 and 2005, and it
can be seen from these cases what kind of causal side-effects were responsible for the fires,
besides the basic coal-dust spillage.

The review of these events can be performed in the future, too. Furthermore, to avoid
these accidents, it is also suggested that the safety level be raised, and to decrease the human
damage factor, as much as possible. The previously mentioned American lecture about the
coal-dust combustion has also contributed to this statement. However, for example, it does
not write about the distribution ratio, which can be different, depending on the location and
different coal-type utilization.

It can be seen, that during the transportation process from the storage area to the furnace
it is more common that a fire is formatted because of coal-dust spillage. Furthermore it is also
more common that it caused more significant damage and danger — or even a catastrophe —
inside the blocks in connection with the electric system.
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Searching for international risk analysis and publications I could determine, that there are
some statements and examinations, [8] which analyzes the different risk factors within the
power plant environment. However, there was no examinations or analysis regarding the fire
cases and their later effects caused by events between the transport and burning process —
whether it was caused by coal-dust spillage, mechanical breakdowns, or human hazards. The
decreasing alternatives of the previously examined and analyzed fire cases can be seen in the
next graph, which also shows the possible formation places of fires and the most common
formation causes in coal-firing power plants, as well. [8]

Location of fire cases, considering the departments within the plant:

biomass/other fuel
supply

possible causes:

— possible causes:
coal dust spilling

technical or

electronic failure
1 [ j [ Danger/Hazard
homogenization and distribution within | ___ | distribution within Fire hazard
transport power plant block I. power plant block II.
<:> <::> |:> Danger/Hazard
Lignite/coal supply possible causes: possible causes:
(coal storage area) human hazard other

Figure 1. Location of fire cases and the most common causal factors during the resource-
transportation process of the power plant. (Own edition.)

Summary

In this publication I analyzed and presented the performance and position in the Hungari-
an energy production structure of domestic combining coal and biomass fired power plants
based on today’s present knowledge. I confirmed with strategic figures their place in the
Hungarian energy industry and in addition to this I demonstrated the different cases in the
field of safety and fire protection area. Furthermore I analyzed the hazards induced by en-
gineering operational failure, formation of fire cases and of course the influencing role of
human factors. Based on these information I suggested different, safety increasing problem
solving possibilities.

I also analyzed the role of the human factor and made an analytical comparison based on
international experience and different cases of a Hungarian power plant. Besides the human
errors I identified the importance of human positive thinking, the situational awareness and
the ability to act fast and accurately in a dangerous situation.

Analyzing the different fire cases the interaction of complex and multiple factors and
interacting components can be seen. That is why we can tell that in the whole system the
role of human impact role is an important issue besides the general engineering and technical
failure influence. Additionally, in my opinion, the domino principle (interacting influence
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role) is also present in these cases, which can be another interesting topic in the future as a
new investigation.

All in all, if the number of cases show almost equal distribution, and even if the man-ma-
chine-environment system has a huge influencing impact, quality and quantity of the fuel
is almost the most important factor, in that the firing process and unregulated, uncontrolled
hazards may depend on. To avoid and prevent accidents there are some current developments
which can be solutions to the problems, so increased security and fire protection regulations,
structural and targeted educational and training policy and good resource management can be
key issues besides the general technical compliances and regulations.
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The Questions of Piracy in the Light of International
Law and the Responsibility of a Failed State

HARKALI Istvan'

These days, one of the most significant issue is maritime piracy and armed rob-
bery; it poses a high threat against international peace and security. These crimes
can occur anywhere on the high seas, but the most infected areas are the western
basin of the Indian Ocean, the Gulf of Aden, Southeast Asia, or the Gulf of Guinea,
where piracy causes many troubles to world trade. The crime of piracy calls for a
strong and substantive answer. In this paper, the author tries to look for legal and
non-legal devices against piracy and tries to give an answer to the question wheth-
er we can take a failed state to account in international law?

Keywords: Somalia, piracy, jurisdiction, responsibility, failed state

Introduction

The most infected territory for pirate-activity is the so-called Horn of Africa, namely the Gulf
of Aden, and the western basin of the Indian Ocean, but robbers are present at the coast of
Southeast Asia, and significant pirate activity is evolving in the Gulf of Guinea.

The owners of vessels attacked by maritime bandits and the Flag States try to act against
piracy and attempt to drive back and discourage these activities. The efforts against Somali
pirates have been significantly successful. The act of piracy is one of the oldest “professions”
in the world caused by deep-rooted social and political problems. This is the reason for the
international community not being able to eliminate the international crime of piracy and
armed robbery despite all the endeavors to heal the causes, yet these have not been enough
to permanently abolish piracy.

History of Piracy and Maritime Robbery

History of crimes committed on seas and commercial shipping were born in the same age.
The so-called Sea Peoples ravaged the coast of the Eastern Mediterranean in the 14" century
before Christ. [1] Merchants of ancient Greek city-states were exposed to looting on the
Aegean Sea. Plutarch also urged actions against maritime bandits and emphasized that the
coastal state could only claim supremacy over the part of the sea belonging to its authority if
the Greek states establish security. [2] Not all Hellenic citizens considered pirates offenders.
Hieronymus of Cardia designated pirate-activity as an “honorable entrepreneurial activity”,
where pirates are mercenaries, brothers-in-arms. [3]

1  dr. jur., e-mail: harkai.istvan89@gmail.com
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The security of sailing was an important strategic issue in the Roman era as well. Accord-
ing to Strabo, the historian-geographer with Greek descendants, two types of groups existed.
One of them was a civilized one and used the seas for peaceful purposes. The other one was
a group of barbarians, who committed various misdeeds. [4]

On the eve of the Great Migration, Goth invaders pillaged along the seashore of the
Black Sea, and reached Crete and Cyprus. Franks and Germans harassed the trade routes on
the North Sea. Patrick the monk was abducted by Celtic pirates from Wales and dragged to
Ireland. Later he was revered as a saint. [5]

The Vikings were the most notorious maritime raiders in the Middle Ages. They bothered
not only the coastal regions but internal lands as well. They gladly marched deep inside the
attacked countries using rivers as water roads. [6] Byzantine territorial waters were threat-
ened by the expansionist Arabic sailors. The Byzantine Empire had quite a developed legal
system. In the Rhodian Sea Law (Lex Rhodia), the rules of commerce, navigation and defense
against pirates were collected. [2]

The real golden age of piracy was in the 16-17% century. In this era not only the so-called
Jolly Roger, the characteristic pirate flag was born, but the three main types of piracy — pri-
vateers, buccaneers and corsairs — as well. The “authentic” pirates belonged to the first
category. They were authorized by their ruler, who gave them the so-called letter of marque,
to attack hostile vessels. The buccaneers were organized and controlled from the bases on the
West Indies. The corsairs were Muslim robbers of the Mediterranean Sea in the 16-19" cen-
turies. Their headquarters were located in Algiers, Tunis, Tripoli and Morocco on the north
coast of Africa. They were also authorized to attack Christian sails. Their Christian opponents
were the Corsairs of Malta. The grandmaster of the Knights of Saint John allowed them to
raid the Muslim ships. [6]

The golden age of organized piracy ended in 1816 with the bombing of Algiers, in South-
east Asia pirate activity was defeated by the Ducht, while on the South China Sea it was de-
feated by the English fleet. Naval powers banned the issue of letters of marque and proscribed
the privateers in the Declaration of Paris in 1856. [6]

The Term Piracy

If we would like to define the modern term piracy, we have to invoke Article 100-107 of the
Convention on the Law of the Sea, which was accepted in 1982. [7] The term is consuetudi-
nary and not every country has joined to the United Nations Convention on the Law of the
Sea (UNCLOS) Treaty of Montego Bay. [8]

The modern definition has many antecedents in legal history. It is a basic fact that the
offenders of such a crime have to be considered hostis humani generis, the enemies of man-
kind. Because they are beyond legal protection, each and every person is allowed to act
against them. [9] Ancient Greek sources created the first terms for the trading people of the
eastern Mediterranean in the 2" century BC; that was the peirato. Romans used a similar
word, peiraton, which meant free sailors who stood apart from the scope of the law. [10] The
famous orator and jurist consul Marcus Tullius Cicero alleged that the pirates are enemies of
every community. [10]
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Among the scientists of the late Middle Ages* John of Trevisa, a teacher at the Univer-
sity of Oxford in England was the first, who translated the word piratae as “see theves (sea
thieves)”. [10]

In the 17 century, English and Dutch legal literature dealt in depth with the “pirate-ques-
tion”. According to the definition of Cornelis van Bynkershoek, pirates are the ones robbing
on the high seas and looting on the mainland without the permission of a sovereign power.
In the terminology of Charles Molloy the pirates are sea rovers, enemies of the entire human
race. They confront not only mankind, but they act against a specific state as well. Later on,
legal experts extended the terminology with aggressiveness and robbery. [9]

During the development of the English legal definition of piracy, the term gradually ex-
tended with elements from the field of criminal law. First, we have to mention criminal intent,
so the straight intent (doluc directus) of the pirates has to be directed at asportation (felonious
removal) of the attacked ships and the possessions shipboard.> When two opposing hostile
states loot each other’s ships, it has to be considered sea robbery. However, it is obviously not
piracy, because in a state of war plunder is allowed. Dozens of such acts occurred during the
American Civil War or in World War II. [11]

The protected legal interest is not only the protection of property, but also, the peace of
mankind as well, [9] the order and peace of the high seas. [9]

The first attempt of the codification of piracy made by the Committee of Experts of the
League of Nations was in 1926. In 1930, the 22" Article of the London Naval Treaty extend-
ed the rules, regarding submarines. Until 1956, there was a debate on the question whether
naval ships could commit piracy, when the International Law Commission of the UN brought
the debate to an end, declaring, “piracy could only be committed by privately owned ships,
not by warships.” [9]

Codifiers of the 20* century argued about the unlawfully appropriation. From their point
of view, it was not necessary to ascertain the guiltiness that the intention of pirates cover the
animus furandi because the motivation for crime could be anything else, for example hatred
or vengeance.

The first declared terminology of piracy appeared in the 15" Article of Convention on
the High Seas in 1958. This definition is confined to the private acts, which were committed
against private ships. [12] The Agreement of Nyon from 1937 gives us a wider expression
when considering submarines as surface warships. [9]

The 1982 UNCLOS Treaty integrated the rules of the Treaty of 1958 and its develop-
ments into a single frame. But there was no common denomination in two important ques-
tions. One of them was the animus furandi, the question of private interest, the other one was
the place where the crime was committed, the high seas, because the coastal water is under
the criminal jurisdiction of the coastal state, where the act could only be considered piracy if
the criminal law of the state contains the statutory definition of piracy.*

2 In the Middle Ages contemporary languages referred to the sea robbers according to their nationalities, so for
example the Vikings, who committed many of pirate acts. English resources used the term Dani piratae for
the first time in the 14" century.

3 Sir Matthew Hale, Sir Edward East, James Kent.

4 This is mainly relevant in case of Southeast Asia, because most of those crimes which were committed in the
region occurred on the coastal waters.
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The Article 101 of UNCLOS Treaty classifies the following acts as piracy:

Piracy consists of any of the following acts:

a) any illegal acts of violence or detention, or any act of depredation, committed for
private ends by the crew or the passengers of a private ship or a private aircraft, and
directed:

i) on the high seas, against another ship or aircraft, or against persons or property
on board such ship or aircraft;

ii) against a ship, aircraft, persons or property in a place outside the jurisdiction of
any State (...). [13]

Moreover, the norm knows the formation of incitement, but it does not consist of the at-
tempt of a crime, which is considered by the legal practice materialized when the act entered
into the period of attempt. The preparation is also missing.

The crime of piracy is a sort of “opened statutory definition”, because felony, which is
hurting the protected legal interest, could be realised in countless ways, not to mention that
the intention of asportation is not declared squarely, so the effect of the crime and the time
when the legal interest is harmed is unclear.

The term of high seas as a place of committing the crime should not form a subject of
a debate, because it is clear that the crimes committed on coastal waters exclusively belong
to the jurisdiction of the coastal state, while the high seas, which are res communis omnium
usus, fall under universal jurisdiction.

The Types of Piracy

The first and easiest mode of attack is when pirates step on board a ship (boarding), plunder
the crew, and then leave. In the second case, pirates deprive the crew of their properties, and
then take the whole cargo. Sea robbers ambush vessels in the early morning hours with well
organised, 6—7 — occasionally more (even 70) — membered-armed groups. The mother ship
with an advanced navigation system carries the equipment and the fuel. The bandits approach
the target with powerboats and climb up on the stern. The so-called phantom ships belong to
the third type. Pirates take not only the cargo, but also the vessel with the whole crew on it.
After this, they sell the cargo and ask ransom for the hostages. The stolen ship will be repaint-
ed, renamed and re-catalogued in a foreign country. [14]

According to the definition of the International Maritime Organization, there are more
specific differences as well. We can make a distinction between common piracy and politi-
cal piracy. [15] Common piracy is when pirates attack a vessel only for the sake of private
interests. These are the so-called low-level armed robberies, which are brought to effect
near the seashore; the bandits use boats and cold weapons or small caliber handguns. The
medium-level armed assault and robbery is escorted by a mother ship and committed by
well-armed pirates. The “capital crime” is the “major criminal highjack”, the hijack of the
attacked ship. To carry out this type of attack, sea thieves need detailed plans, ample resourc-
es, trained and armed attackers, and last but not least, land management. [15]

Political piracy is founded on political purposes and motivations; the intent of gaining
profit is only a subsidiary option. These actions are rather committed by groups, which are
linked to terrorist organizations. [15]
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Nevertheless, we can identify interesting connections between the two categories. The
two big Somali Islamist rebel groups, Al Shabab and the Hizbul Islam are in rapport with
the lords of pirate-companies, who support them from the abundant prizes coming from
pirate-activity.> [15]

Causes of the Phenomenon

Primarily, piracy is a “subsistence” crime. Attacks are committed by residents of regions
where the population lives in relative poverty. In addition, the closeness of the sea is also a
basic condition. Pirates need headquarters and supplies, which can easily be provided by the
population of the coastal area.

But why exactly has Somalia has become Tortuga, a “pirate paradise”, in the last decade?
We can answer this question with three quite simple arguments. One of them is the geograph-
ical location of Somalia, which is situated on the Horn of Africa, in a perfect geostrategic po-
sition, which makes it easier to control the area, or at least collect pieces of information about
the merchant convoys sailing along the Somali coasts. The other reason is anarchy. It is beyond
dispute that Somalia is a failed state, without administration of justice. However, if there were
some kind of central jurisdiction, it could restrain criminal activities. This statement is demon-
strated by that six-month period when the Islamic Courts practically abolished piracy, but when
the Islamist government fell, sea bandits reorganized themselves and the attacks continued. [16]

Somalia is characterized by political instability; the federal government is only able
to control the capital, Mogadishu. Two thirds of the young population is unemployed, the
households have to live on only two dollars per day. [17] The whole population is dependent
on the international food supply, which is more than 150 tons every year. Regrettably, inter-
national aid shipments are popular targets of the pirates. [17]

After the long civil war,® since 1991, on the coastal waters — lacking Somali coast guards
— the main European, Asian and African companies started to exploit and pollute the coastal
waters. The Somali people, deprived of their livelihood, tried to protect themselves as much
as they could, so the first pirates came from among the fishermen who knew the surrounding
waters well and were familiar with navigation. [17]

Later on, a significant part of the coastguard joined the fishermen. In a short period of
time, the little groups formed into small clans with a hierarchy. The clans from the region
near Kismayoo recognize the primacy of the clans of Harardheere and Hobyo. [16] The clans
are independent of tribal and ethnic bonds; it is hard to guess their membership.

In one band, around 50 members can be found, and there are some groups with Pakistani
and Bantu fishermen. [16] The “pawns” are the local fishermen who support the actions
with their local knowledge. The “bishops” are the former militiamen, they are competent in
the use of weapons, and they execute the attacks or defend the bases on the mainland. The
“chess masters” are the engineering and planning experts who gain dates from the databases
of freighter companies and work out the details of the missions. [16] The pirates have moles
in positions of authority who receive money from the ransom in lieu of the valuable pieces of
information leaked by them. [17]

5  Occasionally we can detect some similarities between piracy and terrorist acts committed on sea in the light of
perpetration. Politically motivated rebellions and uprisings also take after the crime of piracy.
6  Which was followed by a serious poverty demanding at least 200 thousand lives.
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The clans have built up quite a developed heartland from the rich spoils; they are contin-
uously upgrading their technology. [17] It is a curiosity that a pirate “stock exchange” runs,
where the spoils are sold and people can make investments, which can be useful in pirate ac-
tivity. Once a woman who received an RPG rocket launcher as alimony, sold it on the market
for 75 thousand dollars. [17]

Pirate activity seriously redounds in the GDP of Somalia.” This is so true that — in the
African context — piracy provides a relatively high standard of living not only for the pirates
and warlords of the clans, but for the average people as well. [18] The most seductive fact
for pirates is not really the value of the stolen goods, but rather the ransom given in return for
the hostages. [16] Members of an attacking team could earn around 30 thousand dollars per
capita. Much more money goes into the pocket of the leaders of clans. Participants of a par-
ticular attack could receive even 30% of the ransom, the militia defending the pirate haunts
take 10% in return for their service, and last but not least, the local community also obtain
in planty (around 20%). 20% is the reinvestment in the “pirate venture”. 10% goes into the
pocket of Al-Shabab, which refers to a real connection between pirate companies and terror-
ist organizations.? [16] Not only the Somali Al-Shabab or Hyzbul Islam are related to pirate
clans, but probably Al-Kaida is also connected to them and receives financial support for the
attacks on different targets. [19]

The relationship between pirates and terrorists is pretty paradoxical. As I have already
mentioned the Islamic courts declared jihad against sea robbers and extinguished piracy in
the past. Nevertheless, in the last couple of years, after the fall of the Islamist government,
the activity has been renewed and is flourishing; although Sharia still prohibits abduction,
punishing hostages or piracy itself. [20] Another interesting fact is that, usually, pirates do
not follow any kind of religious or political ideology; but instead, making profit is their main
purpose. This fact also emphasises the difference between terrorists and pirates. [20]

The main seat of pirates used to be the port of Mogadishu and its outskirts. Later on, it
moved to Puntland, then further into the region of the Gulf of Aden. Puntland® is a separatist
province of the collapsed Somalia, which was created by the Clan Harti in 1998. [21] The
“p