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®{��:�a�U|}cPm}mpc8m��-��� r�c\�Uc-³��acP�µ��m����:� r�v¸o�m*mpoq|}vw����|qc-§©c-|}vw��� oqsA�t��|qoqvy��zauy��|*bd�:��^av��acPm�oqs�r�c\mqza��c-|}«?vymqcP� ´�®� ���a�Uvwoqv�s���¬
o}^ac-l �-��� r�cO|}c-�a|}cPmqc-�?oqc8� s�� §©cP¤!cP|�ravwo}m*o}sAc��U�a|}cPm}m���c�o�¤�s�|}¦������U|qc8mqmqcPmP´A]_^ac,���a�a|qc8mqm*mq��^acPb°���UsncPm��as�o�§©s�u�uws&¤ o}^ac
�-u��:mqmqv��P��ut����|qoqvwoqv�s��Vs�§��ac-o�¤!s:|q¦d��uy��m}mpc8mM¶ ! ± oq^�c5�ac-o�¤!s:|q¦°mqvw¾Pc¨vym � � � ²�¬ 9[± o}^ach�ac�o�¤�s�|}¦°mpv�¾-c5v�m � � � ²!����� � ± o}^ac"�ac�o�¤�s�|}¦
mqvw¾Pc"v�m#� � ²�´C¼¨s&¤!cP«�cP|P¬nvwoMz�mpc8m1�Uvw¿�cP|qcP�:o1�a|}c�³ �nc
mqvw¾PcPm1���a�au�l?v��a��oq^�c��!�¯h�[��s:����cP�Uo�±R�!uy��m}mpu�cPm}m�®�?oqc-|M¯5s�b°��vw� �1s�zaoqv��a�?²�´
g»s:|qcPs&«�cP|P¬&�h�a|}c�³��*�P����rtcM�-s���mqvy�Uc-|}cP�*��mI�h|}���a��c_s�§������U|qc8mqmqcPm������*�-s��n«�cP|}mqc-u�l�¬��@=<ravwo}mI|�������c�|qcP�a|qc8mpcP�?o}m�za��oqs ��=�� �
�a|}c�³ �nc8m-´)!¨mh�O�-s���mqcPx?zacP����c:¬�o}^ac*�:�a�U|}cPm}mM����|}��b�c-oqcP|¨v���s�za|"��uy��m}mqv¸³t�P�&o}vws:�,|}zau�cPm5uwc8���amMoqs mpcP«�cP|}��u¥s&«�cP|quy���a��vw�a�d§©s:|qb°mP¬
¤1^avy��^»��s:b���uwvy�-��oqchoq^ac
�-u��:mqmqv¸³��-�&o}vws:�\c �UcP��zaoqv�s�� ±">�vw�:za|}c 5 ²�´

R1: (193.54.3.0\8, [1..1024])      (25.7.5.0\8,*)     IDS1

R2: (193.48.0.0\19, {22,23,80})  (25.111.0.0\23, 34)     IDS2

The packet: src = (193.54.3.6, 22) dst = (25.7.5.6, 34) matches R1 & R2
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vwoP¬t¤!c��Uv�«nv��ac"oq^ac���s:m}mqvwrau�c
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mpzaª°�-cPm5oqs ��s:��mqv��UcP|5s:�ac�s�§Coq^�c°�Vrts:za���a��|qv�cPmP´G>as:|5v���mpo}������c�v¸§!¤!cd��^asns:mqc�o}^ac
u�s&¤!cP|2cP���U��s�v��:o8¬n¤!ch�-���°u�sns�¦�§©s�|!oq^�c¨��|}cP��oqc8m�o2cP���U��s�v��?o_mqb°��u�uwcP|Coq^t���°o}^ac5��s�|qo!«&��uwzac�±">�v���za|}c5�?²�´�·�c"���P��s:b���uwvymp^do}^avym
mqcP��|}��^Vv�� mpzar�uwv��acP��|�oqv�b�c:´ !1§ o}c-|_³����avw�a��o}^ac"c-u�c-bdc-�?o}��|qldv��?oqc-|}«&��uym�s�§�o}^ac
mps:za|���c5�����Ooq^ac
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s�§�o}^av�m¨�a^��:mpc:¬a¤!c"s:rUo}��vw�»mqc-«�cP|}��u ��|}s�za�tm!s�§I|qzau�cPmP´2]_^ac�mqcP�-s����\�a^��:mpc
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�:�a�U|}cPm}mpc8m-´
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>�vw�:za|qc
��¶�{�s:|po¨�M���a��c8m � sns�¦?½ za�

�azUohoqs:��c�o}^ac-|h��u�u��-s�bd�au�c�o}c�rnl?oqcPmh���t�»¤!c*��s�bd�au�c�o}c�o}^ac-b ¤1vwoq^Aoq^ac*����|qoqvy��u�rnl:o}cPmP´5]_^ac*�nzab�r�c-|hs�§C|}zau�cPm¨oq^���o5b°�&o���^
oq^achmq��bdcM��s�bd�au�c�o}c¨rnl?oqc8m2mqcPx?zac-�t��c1¤1v�uwu�rtc5uws&¤<���t�doq^acP|qc-§©s�|}c1¤!c¨b�v��av�bdvw¾PcMoq^�c¨�nzab�r�c-|!s�§ s&«�cP|quy�����avw���h�t��|qoqvy��uarnl?oqc8m-´

152.81.51.30 : IPv4 Address with 4 complete
bytes

152.81.51/11 : IPv4 Address with 2 complete
bytes and 1 partial byte equal to 51/3

0 0 1 1 0 * * *51/3

3

>�vw�:za|}c5�t¶ 9!l?o}ch{2|qc8mpcP�:o��&o}vws:�

]_^ac*�:|}���a^���s:��mpoq|}z���o}vws:����s��tmpvym�o�mMv��»oq|����tm�§©s:|qbdv��a�O��s:bd�auwc-oqc*r?l?o}cPm5vw�?oqsOu���rtcPuwc8��u�vw�a¦Um5rtc-o�¤!cPc-����sn�acPmP´¨· ^acP��¤!c
³����V��oCoq^�c¨mq��bdcM�ts?mpvwoqv�s��°�t��|qoqvy��u������°��s:b���uwc-oqcMrnl?oqc8m-¬:¤!cMs:�au�l*�a|}sU��c8mqmC�-s�bd�au�c�o}cMrnl:o}cPm!�����d¤�cM|}c-�a|}cPmqc-�?o�oq^ac5����|qoqvy��u
rnl:o}cPm_rnlV��«�s:v��Ouwv��a¦)´ !�o_oq^ac
cP���Os�§�o}^ac
��s�bd�au�c�o}c"r?l?o}cPm1mqcPx?zac-�t��c�¬n¤�c
������uwlUmqc¨o}^ac"����|qoqvy��u)rnl?oqcPmP´�·�c�mpo}��|po_¤1vwoq^,oq^ac
uws:�a���a|qc-³��UcPm1mqvw�t��c5oq^acPlO|}c-�a|}cPmqc-�?o�mqb°��u�u vw�?o}c-|}«Y��u�mP´I]_^ac-��¬U¤!c"u�vw�a¦Voq^acPb oqsds&«:c-|}u����a�tc8�Vmqbd��uwu�c-|_�a|}c�³ �nc8m-´?>�v�����u�uwl:¬U¤!c
u���rtcPu�oq^ac�³��t��u��asU�UcPm"rnl o}^acV��uy��m}mpvw³t�P�&oqv�s��A|qzau�cPmh^��Y«nv��a�\oq^acd^av���^ac8m�o"�a|}vws:|qvwo�l�´*]_^av�m"��|qv�s�|}v¸o�l,§©s:uwu�s&¤Mm5oq^ac°��������|}v¸o}vws:�
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o}^ac5�Uv�bdc-��mqv�s��°o}^��&o�¤!ch��|}cM«�cP|qvw§©lnvw�a�t´�]_^�c¨uy��mpo!����|}��b�c-oqcP|Cv�m��
|}cP�-s�|��ds�§¥��s�v��:o}c-|�mIo}^��&o�c��U�a|}cPm}mpc8mIoq^�c5mqcP��|���^°�a|}s��:|qc8mqm
s:�OcP�:��^O�Uv�bdc-��mqvws:�¥´�®�avwoqvy��u�uwl:¬n��uwu)��s�v��?oqc-|�m!^��Y«�ch���nzau�u���s:mqvwoqv�s��Oc �a��c-�ao!o}^ac¨³t|}mpo�s:�ac¨¤1^�v���^\�ts:vw�?o}m!o}s�o}^ac¨³t|}mpo!rnl?oqchs�§
o}^ac"³�|�m�oM�Uv�bdc-��mqvws:�¥´ !¨mMuws:�a���:m_¤!c
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®� mpz�b�b°��|ql:¬¥� ���L�*�asU�Uc°��s:�?o}��v���m"mqc-«�cP|}��u�uy��r�c-u�cP��u�vw�a¦Umho}s\o}^ac�§©s�u�uws&¤1v��a�,�asU�UcPm"�����A��s:m}mqvwrau�l��,«�s:v��Auwv��a¦�vw§�¤�c

cP����s:za�?oqc-|d������|qoqvy��u�rnl:o}c�´µ]_^�c �qgs�\�asU�Uc8m�^��Y«�c,��uymps�bd���nl u���rtcPuwc8� u�vw�a¦Umd���t�µ��«�s�vy� u�vw��¦ v¸§¨oq^acP|qc,v�md���µs&«�cP|quy���
r�c�o�¤�c-cP����|qc-³��UcPmP´O]_^ac°uy��mpo��asU�Uc°¤1^avwoq^ �\o�ln�tc���>T�d�Usnc8m
�as�o�s�¿�cP|����nl»§©z�|po}^ac-|�u�v��a¦Um
razUo�vwo*�-s��?o}��vw��mho}^ac°¤1v��a�av��a�
�-u��:mqmqv¸³��-�&o}vws:�O|}zau�c�´

193 *354

193 **48\3

25 *57

25 *111\7

Rule 1

Rule 2

193 25354

193 48\3

7

25 111\7

Transf(Rule 1)

Transf(Rule 2)

Field 1 Field2

Field 1 Field 2Packet

Pointer Pointer

C
(1,0),1

C
(2,0),1

C
(3,0),1

C
(2,1),2

C
(3,1),2

C
(3,2),2

C
(3,3),2

M
(2,2),1

M
(2,2),2

19
3

54

3 25
7

25
48\3 F

IDS 2

111\7

F
IDS1

5

5

: To IDS 1

: To IDS 2

>�vw�:za|}c
�a¶2�!u��:mqmqv¸³��-�&o}vws:� �h|����a^
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1-- 23, *, * --> RTN1 + ([18,20],CH1,2)+([],CH1,3)+([],CH1,2,3)
2-- 25, *, * --> White + ([],CH1,2)+([34,35],CH1,3)+([],CH1,2,3)
3-- 80, *, * --> RTN3 + ([],CH1,2)+([],CH1,3)+([100,101],CH1,2,3)

4-- *, 5, * --> RTN4 + ([55,56],CH2,3)

9-- *, *, 78 --> RTN8

18-- 23, 4,*  --> RTN13
19-- 23,22,* --> RTN18
20-- 23,45,* --> RTN34

The values of the first field don't exist in the first class CH1

34-- 25,*,122 --> RTN50
35-- 25,*,245 --> RTN10

40-- 20, 4,*  --> RTN13

55-- *,5,67 --> RTN5
56-- *,5,89 --> RTN9

The values of the 2nd field don't exist in the first class CH2

100-- 80,12,45 --> RTN20
101-- 80,24,70 --> RTN30

CH2

CH3

CH1

CH12

CH13

CH23

CH123

>�vw�:za|qc <�¶C¯¨c-oqcP��oqv�s�� |}zauwc8m1mpc8��|���^
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