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�t3 � �X�A� 4 � K�LkP�x[b`d[ZNl.O�Y[jNYfxIP&b ��jkdu�0W���dIb0PCYIogLL�0�! (]XLkP��in�PCjI]`� ]_^.df��]XLNP�ZNWXP&bD¦c'A)-*-," [¦
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m

USER_i

sig_m

Params, d_i

GSig_m = <m, sig_m, ID_i>

Is sig_m valid ?

Params (GroupPK)
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      ID_SIGN       ID_VERIFY
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� 6�� �uL � � f=Y[W���j']`LkP(�NYIWm�io{WXogLkPCO$P[�
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m

Params, d_i

SK_i

sig_m

sig0_m

GSig = <m, sig0_m, sig_m, ID_i>

ID_i

is sig_m valid ?

is sig0_m valid ?

USER_i USER_j

Params (GroupPK)
      ID_SIGN

      RSA_SIGN       RSA_VERIFY

      ID_VERIFY

m���xIZkb`P(t=� �SbXdIZkl�����xIjNYu]`Zkb`P(�kogLkP&O$P{� � ]`LdT¤\ko3ZklNY[�k��h���]_^*P&\E]`P&jNWX��d[j

K�Lk�iW�P3\�]`P&jNWX��dIj*LNYIW�Y�l�P&bX��d[b`O�YfjNo&Pyo3dEW_] WX��jNo&Py��]0Y[nknNW	dIjkP I T���v dIb��{��v`J�Wm��x[jNYf]XZkb`P[� W0du���
PC�[PCb¤]XLk�iWcP&\�]XP&j=Wm��d[j��iWcdIl�]X��d[jNY[hNYfj=n�WmLkdIZkhin$jkdf] ��P0ZNWXPCn$��� P3\�Zkh�lNY[�k��h���]_^4�iWcjkd[] jkPCPCn�PDn���mkZkbX]XLkPCbm�
O$dIbXPP&�IP&j � � ]`L ]`Lk��W�P3\�]XbgY'o&dIWm]C¦ ��P�=PCh���P&�IP4]`LNYu]�dIZkb(WXogLNP&O$P$��W(Wm]X��h�h¤O$dIbXPP3£�o3��P&jE]{]XL=Yu]�Yfj�^
P&\���Wm]X��jkx$x[b`d[Zkl.Wm��x[j=Yu]XZNbXPDW&���df]XP]`LNYu]{� � ]`L ]`Lk�iW{P3\�]XPCjNWm��d[j ¦«Y'ZNWXP&b(o&Y[j Zkh�]XPCbX��d[b`h�^.lNbXdu�IP�]XL=Yu]{LkP�Wm��x[jkPDn�Y'OPDWXW`YfxIP���^
b`P&�IPCY[h���jkx ]XLkP@T���v lNbX���uYu]XP��IP&^ ]XLNYf]*��Y[W�ZNWXPCn � K�LN��W*��W�Y[j ��jE]`P&b`PCWm]X��jkx�lkb`d[l�P&bX]_^ ��d[b.WmdIO$P
Y[lklkh���oCYu]`��dIjNW&� mkdIb�P3\kY[OlNh�P D�QDt9FSP3\�lkhiYf��jNW�LNdu� Y�xIbXdIZkl Wm��x[j=Yu]XZNbXP�W`ogLkP&O$P�oCYfj ��P�ZNWXPCn ]Xd
WXZk�kO$��] ]XPCjNn�P&bgWC�c�¥j.]XLk�iW0P&\�Y[O$lkh�PI¦kYfh�h o3dIO$lNYfjk��PCW WXZk�kO$��]m]`��jkx�Y]`P&jNnkP&b ��dIbXO Y4xIbXdIZkl�YfjNn.PCYIogL
o&d[O$lNY[jE^�WX��xIjNW	� ]gW ]`P&jNnkP&b YfjkdIj�^EO$dIZNWmh�^ZNWm��jkx�]XLkP{x[b`d[ZNl�Wm��x[jNYf]XZkb`P[����Yu]XPCb	� LNP&j�]`LkPSlkbXP&��P&b`bXPDn
]`P&jNnkP&bSLNY[Wy�=PCP&j WmPCh�PDo ]XPDn�]`LkPWX��x[jkPCbyo&Y[j���P�in�PCjI]`�'G=P&bS�E^.]`LkP�]`bXZ=W_]`PCn Y[Z�]XLNd[b`� ]_^I¦=� LkPCbXPDY[W�]XLkP
WX��x[jkPCb`W�df�¤Yfh�h�df]`LkP&b0]XP&j=n�P&bgW�� ��h�h b`P&O�Yf��j�YfjkdIjE^�O$d[Z=W&�¤K�Lk�iW P3\kY[OlNh�P{Lkdu��P&�IP&b�bXP9aEZk��b`PCW	]`LNYu]�Y[h�h
O$PCO���P&bgW	L=Y¡�[P{Y4o&d[O$lkh�P3]XPS]`bXZNWm]�]Xd4]XLkP{]`bXZ=W_]`PCn.YfZ�]`Lkd[b`� ]_^I���¥j'�¢Y[o3]C¦�� LNYf] lkbXPC�[PCjI]gW	]XLkPS]Xb`ZNWm]XPDn
Y[Z�]XLNd[b`� ]_^$��b`d[O2b`P&�IPCY[h���jkx4]XLkP(�in�P&jE]`� ]_^'df��d[]XLkPCb O$P&O���P&bgW��

i ��]XL4d[Zkb+WXogLNP&O$P[¦¡ZNWXP&bgW oCYfj�xIP3] ]`LkP&��b¤Wm��x[jk��jkx0�IP&^{YfjkdIj�^EO$dIZNWmh�^y��bXdIO�]`LkP ]`bXZ=W_]`PCn�Y[Z�]XLkdIbX��]_^[�
K�LNP�� ��jNjkP&bo&Yfj ]`LkP&j�lNbXdu�IP$]XLNYf]�LkP*��Y[W(]XLkP.Wm��x[jkPCb�df��]`LkP*WXP&h�PCo ]`PCn ]`P&jNn�PCb4��^@bXPC�[PCY[h���jkx���]`W
Ty��v lkb`���uYu]`P{�[P&^I�
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K�LN��W{lNY[l=PCb�n�PCW`o3b`���=PDWyLNdu� Yfj�^��in�P&jE]`� ]_^��=Y[WXPCn Wm��x[jNYf]XZkb`P4oCYfj �=P�o&d[j��[PCbm]`PCn���jE]Xd�Y.x[b`d[Zkl Wm��xf�
j=Yu]XZNbXPI��K�LNP�x[PCjkP&bgYu]`PCn.x[b`d[Zkl�WX��xIjNYu]`Zkb`P�o&Yfj�LNY[jNn�h�P�hiYfb`x[P(x[b`d[ZNlNW0WX��jNo&P(]XLNP�x[b`d[Zkl�lkZN�kh��io��IP&^
Y[jNn'lNYfbgYfO$P3]`P&bgW�Yfb`PSo&d[jNWm]`Y[jI]0Y[jNn�n�d$jkdf]�n�PCl=PCjNn.d[j']XLkP(xIbXdIZkl*O$PCO���P&bgW&�

K�LkPyWmPDo3Zkb`� ]_^4df� WXZNogL�Y{x[b`d[Zkl�WX��xIjNYu]`Zkb`P�nkP&l�P&jNnkW	d[j]`LkP�WXPCo3ZNbX��]_^�d[��]`LkP0�_� �NY[WXPCn$WX��xIjNYu]`Zkb`P
W`ogLkPCOP	� ]+��Y[W nkP&b`���IPCn{��b`d[O�� i P	WXLkdu� ]`LNYu]�]XLkP	��d[h�h�du� ��jkx�lkbXdIl=PCbm]`��PDW Y[bXP	lkbXdu���in�PCn � o3d[b`b`PCo ]`jkPCW`WC¦
Y[jkd[j�^�O$� ]_^I¦ ]`b`YIo3PDYf�k��h���]_^[¦+o3dEYfh�� ]`��dIj��;bXPDWm�iW_]gYfjNo&P[¦ Y[jNn d[lk]X��d[jNY[h�h�^@P&\ko3Zkh�lNYf�N��h�� ]_^I���0jkh���jN�¡Y[�k��h���]_^ ��W
jNdf]4lNbXdu���in�PCn�¦�Zkjkh�PCW`WY�x[b`d[Zkl�O$PCO���P&b�Z=WmPDW4Y�nk� �«P&b`P&jE]4�IP&^���jkx�O�Yu]`P&b`��Y[hc��d[b4PCYIogL Wm��x[jNYf]XZkb`P[�
K�LN��W�O$��x[LE]0�=P�YIo&o&P&l�]gYf�kh�P{� ��]XLkP(O$PCO���P&b0WX��xIjNW���P&� O$PCW`WXY[x[PCWC�

K�LkP x[P&jNP&bgYu]XPDn xIbXdIZkl Wm��x[jNYf]XZkb`P�l=PCbm��dIbXO�Y[jNo3P��iW�Wm��O$��hiYfb�]Xd ]XLNP�l=PCbm��dIbXO�Y[jNo3P�df�S]XLNP�Zkj��
nkP&b`h�^���jkx �_� �=Y[WXPCn Wm��x[jNYf]XZkb`P@W`ogLkPCOPI� i P �=PCh���P&�IP ]XLk�iW���W�Y �IP&b`^ xId�d�n b`PCWXZkh ]�WX��jNo&P OdEW_]
d[� P3\���Wm]X��jkx�xIbXdIZkl WX��xIjNYu]`ZkbXP�W`ogLkPCOP�]XLNYf]4LNY¡�IP��=PCP&j lkb`d[l�dIWXPCn�WXd��¢Y[b4Yfb`P�x[b`dIW`WXh�^@��jkP&£�o3��P&jE]C�
�_���;�NY[WXPCn WX��xIjNYu]`ZkbXP�W`ogLkPCOPDW�o&Y[j��=P*�[P&b`^ P&£�o3��P&jE]�PCWXl�PCo3�iYfh�h�^ ��� ]XLkPC^@ZNWXP�PCh�h���lk]X�io�o3Zkb`�[PDW�Yfj=n
l=Yf��bX��jkxnD sk¦N}�¦ QD}�¦kr�F;�

� ��%u���+� 
'��� �
D�Q�F(v�����LNYfO$��bC¦��_�_n�PCjE]X��]_^I�;�NYIWmPDn o&bX^�l�]`dIWX^�Wm]XPCO�W�YfjNn WX��x[jNYf]XZkb`P�WXogLNP&O$PCWC¦ ����j ? !������%�
�� $3�

Z ���/8(�4�/&��/�/8=.+�X�vZ � �(L  �	� 
��k¦=��lNbX��jkx[PCbC¦+T	n���¦ Q�h;f[rN¦�lkl �Nrge�ksf}N�
D t�F(�4�k��d[jkPCL'Y[jNn5c �gmNb`Y[jk��h���j ¦��_�_nkP&jE]X��]_^��NY[WXPCn*P&jNo&bX^�l�]`��dIj���b`d[O ��P&��h«lNYf��bX��jkx=¦ ����j ? !������(�/�1 

$3�VZ ���/8%����&;���/8�.g�5�vZ � �-L  ��	������� ¦���Y[jE]`Y$��Yfb`�NYfbgYk¦=U�v�¦Nv�Zkx[Z=W_]yt[z[zkQI�
D }�F��=�^Uy�tU emY Y[jNn��=�NW��tU	LkPCd[j ¦��mv�j �in�P&jE]X��]_^E�G�=Y[WXPCn WX��xIjNYu]`ZkbXP�WX��x[jNYf]XZkb`P���bXdIO,xEYfl n���£�P3�

LNP&h�h�O�Yfj lkb`d[�kh�P&O�¦ ��K PDogL �¤T P&l ��¦¤�_v�U�T U	b`^�l�]XdIh�dIx[^ P&acb`��jE]$v0bgogLk���IP;��T PCl=dIbm]�tfzIzItAKfzkQ9fk¦
LE]X]Xl �^K;KuP&lkb`��jE]D� �iY[o&bC� d[b`xgK[tfz[zEtAKfzkQ�fgKE¦[tfzIzIt��

D r;FvR$�=a¤Yu]XPCb`WXd[j ¦��m�_n��G�=Y[WXPCn�Wm��x[j=Yu]XZNbXPDW���bXdIO�lNY[��b`��jkxIW�dIj�P&h�h���l�]X�io�o&ZkbX�IPCWC¦ � K�PCogL ��T P&l ��¦=�_v�U�T
U	b`^�l�]XdIh�dIx[^�PCacbX��jE]�v0bgogLk���[P;�¤T PCl=dIbm]�t[z[zItyKuzIzfrN¦ILE]m]Xl � KAK¡P&lNbX��jE]C� ��YIo3bD� dIbXx+KftfzIzItyK¡z[zur+KE¦[tfzIzItk�

D s�F(T�����Yf�uYf�G¦#R$� v LkxI��WXLk�G¦Y[jNn c �,R(YIWXY[LNYfbgYk¦��/U	b`^�l�]XdEWm^�Wm]XPCO$W �NY[WXPCn d[j l=Yf��bX��jkxN¦ � ��j
"{Z ��Z ������� ¦ v ����j=Y¡��YN¦��EYfl=Yfj ¦��EYfj�ZNYfb`^*tfzIz[zN�

D Y�F(�4��U	L=YfZkO1YfjNn T0� �cYfj�W�P&^�W_]D¦��X�Sb`d[ZNl WX��x[jNYf]XZkb`PCWC¦ � ��j ? !������%�
�1 7$3� Z ���/8%����&;���
8=.g�V�
�1h � �,Z � �-L  � � � ¦=��lkb`��jNx[P&bX� �¤P&b`h�Y[xN¦yT n���¦ Q�hAhkQI¦E�Id[hG�ksurge�¦�lkl �NtIsAe�kt�YEs��

D e�F���«v�]XPCjk��PCWXP[¦��N�-U�YfO$P&jk�iW`ogL ¦c����Idu^[P[¦=YfjNn���«K�WXZNn����«¦��XvplkbgY[o ]`��oCYfh�YfjNn�lkb`du�uYf�kh�^'WXPCo&Zkb`P
o&dIY[h���]X��d[j��;b`PCWX��Wm]`Y[jI]Sx[b`d[Zkl WX��xIjNYu]`ZkbXP$W`ogLkP&O$P[¦ � ��j ? !������%�
�1 M$3� Z{���/8(�4�/&;���/8�.g� �#Z � �(L  ��
������� ¦���YfjE]`Y$��Yfb`�NY[b`YN¦+U�v�¦Nv0ZkxIZNWm]0t[z[zIzk�

D f�F��=�AU�YfO$PCjk��WXL$YfjNn�c��;c��iogLkP&hiWC¦��mv xIbXdIZkl4WX��xIjNYu]`Zkb`P � ��]XL$��O$lkb`du�[PDn(P3£�o&��PCjNo3^I¦ �(��j ? !������(�/�1 
$3�rZ ���/8(�4�/&��/�/8=.+�#� ? "+� ? Z � �(L  � ��
f¦k��lkb`��jkx[PCbm� �¤P&b`h�Y[xN¦�T	n���¦�Q9h;hAfk¦f�Id[hG�NQDskQ&r=¦[lkl ��Q�YIz «Q�e¡r=�

�������=�1���
�
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D h�F �� ��c��kK�WmPCjkx$YfjNn �N� ��R$���EYfj ¦��Xv�jkdu�IP&h«�in��G�=Y[WXPCn�xIbXdIZkl*WX��xIjNYu]`Zkb`P[¦ �X�1���1����0#���<$_��� "(��$_���%�
�� ¦
lNl � QC}NQ «Q&rNQI¦=Q9h;hAhk�

D�QCz�F����ya+����O�YfbX]C¦ �Xv0jp�in�P&jE]`� ]_^ �NYIWmPDnpYfZ�]`LkP&jE]X�io&Yf]XPDn �[P&^ YfxIbXPCP&O$P&jE]�lkb`df]`d�o3d[h��NY[WXPCn dIj
]`LkP���P&��h lNYf��b`��jkx=¦ � K�PCogL �	T P&l ��¦��_v�U�T U	bX^�l�]`d[h�d[x[^�PCacb`��jE]*v0bgogLk���[PA��T P&l�d[bX]'tfzIzkQ�K�Q[QIQ[¦
LE]X]Xl �^K;KuP&lkb`��jE]D� �iY[o&bC� d[b`xgK[tfz[zNQ�K�Q[QfQ�KE¦[tfzIzkQ[�

D�Q[Q�F(��c�d[jE]XPCjkP&xIbXd$Yfj=ndUy�U�YIW_]`P&h�h�ZNoCo3�iYk¦ �u�E]gYu]X�iWm]X�io&Yfh�h�^ �0jk�baEZkP(YfjNn U	b`^�l�]XdIx[bgYflkLk�io&Y[h�h�^ �¤P&b`� �
G�Yf�kh�P I ���,U �`J��in�PCjI]`�'G=P&bgW YfjNn.Y[nknkbXPDWXWXPCWC¦ �*��j ����"�" � � � ¦=mNP&�kb`ZNY[bX^'t[z[zEt��

D�QDt�F � �(U	LkPCj Yfj=n�K{� a+�Na+PDn�P&bgWmPCj ¦ � ��P&� x[b`d[ZNl�WX��x[jNYf]XZkb`P�WXogLNP&O$PCWC¦ � ��j ? !������(�/�1 �$3� Z{���/8(�4�/&;�
�/�/8=.+�	� ��h � �,Z � �(L  � � � ¦=��lkbX��jkxIP&bX� �¤PCbXhiYfx=¦AT n ��¦ Q9h;hEs�¦��[dIhF�=hEsfzk¦�lkl � Q�e�Q �Q9fkQI�

D�QC}�F,m��tW0PDWXWC¦ � Tc\�l�d[jNP&jE]'xIbXdIZkl Wm��x[j=Yu]XZNbXP W`ogLkPCOPDW*Y[jNn P3£�o&��PCjI].��nkP&jE]X��]_^ �NY[WXPCn WX��xIjNYu]`Zkb`P
W`ogLkPCOPDW$�NY[WXPCn dIj lNY[��b`��jkxIWC¦ � K�PCogL �cT0P&l ��¦��_v�U�T U	b`^�l�]XdIh�dIx[^�PCacbX��jE]*v0bgogLk���[P;��T PCl=dIbm]
t[z[zEtAKuzNQDtk¦[LE]m]`l � KAK¡PClkbX��jE]C� ��YIo3bD� dIbXx+Kft[z[zItyKuz�Q¡t;K�¦[t[z[zEt��
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