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An Application of the Boneh and Shacham Group
Signature Scheme to Biometric Authentication*

Julien Bringer!, Hervé Chabanne!, David Pointcheval?, and Sébastien Zimmer?
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Abstract We introduce a new way for generating strong keys from biometric data.
Contrary to popular belief, this leads us to biometric keys which are easy to obtain
and renew. Our solution is based on two-factor authentication: a low-cost card and a
biometric trait are involved.

Following the Boneh and Shacham group signature construction, we introduce a new
biometric-based remote authentication scheme. Surprisingly, for ordinary uses no in-
teractions with a biometric database are needed in this scheme. As a side effect of
our proposal, privacy of users is easily obtained while it can possibly be removed, for
instance under legal warrant.

Keywords. Biometric Data, Privacy, Group Signature.

1 Introduction

Authentication is a central problem in cryptography and many cryptographic tools
have been created to established authenticated channels. Since these cryptographic
tools are often difficult to attack, an adversary may prefer concentrate her efforts on a
weaker part of the authentication process. This is the goal of social engineering attacks
which focus on the user mistakes to discover his password. There is no cryptographic
solution against this type of attacks, one has to deploy external security protections.
However, a way to strengthen the security level of authentication procedures is to
combine several authentication means in such a way that, to impersonate an honest
user, the adversary is compelled to break all the authentication factors.

Traditionally, three possible human authentication factors are distinguished (even
if a forth one has already been introduced [5]):

— what I know (as a password),
— what I have (as a card),
— who I am (as a biometric trait).

All the combinations can be used, however in this paper we focus on a two-factor
authentication using a low-cost card (“what I have”), such as a plastic card, and a
biometric trait (“who I am”).

4

Biometric authentication, the “who I am” part of the tryptic, has less to do with
cryptographic techniques. This is mainly due to the fact that biometric data involved
during the authentication must be considered as public data if a high security level is
required. Indeed, they are easy to obtain by an adversary: for example a fingerprint
can be recovered from any object that have just been touched and an image of an iris
scan can be taken with a good camera. This rises two main problems.

Firstly, since an adversary can recover biometric data, no secrecy is used during
the biometric authentication procedure. Therefore, what prevents the adversary to

* Work partially supported by french ANR RNRT project BACH.
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use some (public) biometric templates to impersonate an honest user? Biometrics are
valuable for authentication only if one can check that the biometric template used
during authentication comes directly from a real living person and not from a fake.
Both technical and cryptographic solutions exist to guarantee integrity of biometric
data (authenticated channel, supervision of the biometric acquisition by a trusted
human, acquisition of several biometrics at the same time, tamper proof resistance of
the sensor, ...). The assumption that the biometric template comes directly from a
real person is called the liveness assumption. The liveness assumption while mandatory
for biometric systems is ensured by technical means beyond the scope of this paper
and not described here.

Secondly, since the (public) biometric data is unequivocally linked to a person, if
some information about the biometric data is leaked during the protocol, then the
identity of the user involved in the authentication could be revealed. To protect the
privacy of the users, authentication should stay anonymous and the biometric data
involved should stay private. Our work thus focuses on the integration of biometric
data into cryptographic protocols to respect the privacy of their participants.

1.1 Owur Solution

In this paper we propose a two-factor biometric authentication protocol. As no pro-
cessing power is needed on the side of the user except from the sensor, one can imagine
to simply write the reference biometric template on a plastic card. The contribution
of this paper is two-fold: first, we propose a simple way to generate strong biomet-
ric secret keys, and second, we integrate it in a new authentication protocol which
guarantees client anonymity and some other nice features described below.

The protocol presented in this paper is the consequence of a basic observation: the
biometric measures are prone to a large amount errors which cannot reasonably be
predicted. In other words, the global error between two measures has a high entropy,
therefore, even knowing the distribution of the biometrics, an adversary cannot guess
the exact value of a biometric template with a good precision.

Traditionally, the errors are seen as an obstacle but, with this remark in mind,
one can try to take benefits of these errors to introduce a secret in the biometric part
of the authentication protocol, secret which does not exist without it. If the reference
biometric template is acquired privately, then its exact value cannot be guessed by an
adversary. We propose to hash this template to generate a secret key. More precisely,
the reference biometric template is stored in the plastic card and it is compared with
a fresh biometric template by the sensor. The matching is made on the client side and
if this new template comes from the same biometric trait as the reference template,
then the reference template is hashed to regenerate the secret key. The latter is used
to authenticate the user to the server.

Another simple solution would be to hide the reference biometric template and any
random secret key on a card. However, it requires additional infrastructure to bind the
template and the key together (e.g. a PKI). Indeed, without any link between these
elements, an adversary can read the key in the card, replace the reference biometric
template by one of her own and then she is able to authenticate to the server with the
same secret key. In other words, the security relies only on the card and not also on the
biometric data. Whereas, our solution makes profit of the properties of the biometrics



which link unequivocally the secret key and the biometric data, we guarantee a secure
two factor authentication.

Besides, to complete the authentication protocol, we propose to use the Boneh and
Shacham group signature scheme [2]. This scheme has several nice features that can
be used in our context. First of all, it allows to guarantee the anonymity of the client
towards the server. This is the main property that one want to preserve. Moreover, it
allows to revoke compromised keys by generating a Revocation List: compromised keys
are revoked and added to the list, so that the server can check online if an adversary
tries to use one of the compromised keys to authenticate. Since the only secret is the
error and not the biometric data, to generate a new secret key one only has to acquire
a new reference biometric template from the same biometric trait. Finally, if the entity
which generates the keys, the Card Issuer, is allowed to securely store for every user
the reference biometric template, then under legal warrant it can reveal to whom some
secret key belongs.

1.2 Related Works

In order to integrate biometrics into cryptographic protocols, it is often proposed to re-

place traditional matching algorithms by error-correction techniques [3,4,6,7,8,9,10,11,12,17,18,19]
and to use Secure Sketches [9] instead of traditional template generators. The main

problem with these techniques comes from the use of decoding algorithms instead

of classical matching algorithms. This doing, performances are degraded. Moreover,

for some kind of biometrics, as for instance for the worldwide deployed fingerprints’

minutiae, theoretical solutions have recently been proposed [14] but effective coding

solutions — which achieve performances comparable with existing matching based so-

lutions — are still to be found.

1.3 Organization of this Paper

In Section 2, we explain the principles of our solution. In Section 3, we give statistical
evidence on biometric data to justify our work. In Section 4, we introduce a new
protocol for secure remote biometric authentication with our solution. Finally, we
conclude in Section 5.

2 Our Procedure in a Nutshell

Let B denotes a biometric trait. We write:

— bV, ...« B for different acquisitions of the same biometric trait B,
— b ~ b indicates that a matching algorithm will consider b and b’ as belonging to
the same biometric source B.

During enrollment phase: A biometric trait is acquired: b «— B. This particular
acquisition is treated as confidential (see justification in Section 3.2). A copy of b is
kept by his owner on a plastic card. Let x denote x = H(b), a cryptographic hash of
b.

The main idea here is that whereas the trait B is considered as public, it is not
the case of one acquisition b.
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During verification phase: A user comes with his card containing the biomet-
ric reference b. The same biometric trait is acquired: ¥/ «+ B. If b ~ b/, a remote
cryptographic proof of knowledge of = is made in order to validate the verification.

It means we first run a biometric matching for a local authentication and thereafter
we can authorize the use of z = H(b) for a remote authentication.

3 Some Elements on Volatility of Biometric Acquisitions

3.1 An Example

We give an example based on the iris biometrics to illustrate the variations occurring
between two acquisitions of the same biometric trait. Iris is often considered as the
easiest biometric technology to integrate into cryptographic protocols as it encodes
biometric trait as binary vectors and as the matching is made by computing a simple
Hamming distance (see below).

What we say for iris is also true for other kind of biometric data. But often in
these cases, as for instance for the minutiae matching of fingerprints, we do not even
know how to handle them efficiently as binary vectors.

We report some results on a public iris database. This is called the Iris Challenge
Evaluation (ICE) database and is used to evaluate matching algorithms [13,15]. It
contains 2953 images from 244 different eyes. For each picture, we compute a 256
bytes information vector I together with a 256 bytes mask vector M. The mask
vector indicates for each bit whether or not some information is available in I (due
to eyelid, eyelashes, reflections, some bits may be missing, ...). The matching of two
iris b; and by represented as I7,I» with masks Mj, Ms is done by computing their
relative Hamming distance, i.e. the Hamming distance computed over the portion of
the information vectors not erased by masks:

||[(1y © I2) N My N M|

b1.by) =
by, b2) T3y A M|

(1)

This leads to the following distributions of matching scores (cf. Fig. 1) where we
observe a large number of errors to handle. For instance, if we accept to wrongly reject
at most 5 % of the users, we then have to deal with at least 29 % of errors, i.e. up
to p(bi,b2) = 0.29. An additional difficulty comes from the number of bits where no
information is available which varies from 512 to 1977.

3.2 How Can Volatility Help us To Secure x?

Let b; — B, i=1,...,1 be different acquisitions of the same biometric trait. As it is
indicated in the introduction, we consider that an adversary may have access to some
of these b;.

Below we explain how different can be two biometric captures of the same biometric

trait.

Suppose we are dealing with binary vectors of length n and that any two matching
data b ~ b have more than en differences, then to retrieve b from the knowledge
of v/ there is at least (;) possibilities which correspond to switch the value of en
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Figure 1. Inter-eyes and intra-eye distributions

coordinates of b (we assume for the moment errors to be uniform and independent
random bits). More precisely an adversary has to search among the vectors of the
Hamming spheres S(V/,r) of center v/ and radius r > ro, starting with ro = en.

For instance, for the ICE iris database introduced in the previous section 3.1, we
have n = 2048 and the distance, computed as in (1) only on the non-erased positions,
varies from 44 to 658, amongst the 26874 possible comparisons with two non-equal
matching data. This means that without taking masks into consideration, the “ closest
7 b; differs from b in 44 bits, i.e. € = 2.15%. Thereafter an adversary must switch at
least 44 coordinates of b; to recover b, this leads to (2%8) ~ 2302 possibilities. Moreover,
the masks are also different between two biometric measures, so he will have to correct
their differences. Let My, M;, the masks of b and b;, even if he knows M, he will need
to choose a value in {0, 1} for each erased position of b; which was not erased for b,

i.e. in My, — (M, N My,). The overall number of possibilities is

< || My, 0 My, | ) s« ol[7o,— (0T, |
(b, bi) x [| My 0 M, ||

In the previous example it leads to about 2°39 possibilities as the number of common
non-erased positions is 1056 and the number of differences between the masks is 280.
For all the database, the minimum is around 2°%°. So, in practice even for errors not
“uniformly” random?, the number of possibilities might stay very large.

In practice an adversary may try to reduce the complexity of recovering b by
collecting several different b;. In general, it would remain hard to recover b whereas

! Which seems more realistic however the entropy of errors between two biometric captures is very
hard to estimate.



for situations where variability is not sufficient we can embed additional random bits
under the erased coordinates of b (at least 512 positions for the ICE database). This
allows to rely on a random data while it stays transparent for the biometric matching

(cf. eq. (1)).

4 An Application to Secure Remote Biometric Authentication

4.1 Introduction

In our system for biometric-based authentication schemes, we consider four types of
components.

— Human user H, who uses his biometric data to authenticate himself to a service
provider.

— Sensor client §, which extracts human user’s biometric trait using some biometric
sensor and communicates with the service provider.

— Service provider P, who deals with human user’s authentication request, granting
access or not.

— Card Issuer Z, who holds two master secrets: 7 which is needed to derive keys in
the scheme (see below and next Section 4.2) and A which is the private key only

used in case of legal warrant, with A the corresponding public key (see Section
4.3).

Remark 1 In our system, we make a separation between everyday interactions where
user H deals with his service provider P and exceptional procedures. For daily au-
thentications, our proposal provides privacy for H. However, in case of legal warrant,
Card Issuer T has the capability — by using his cryptographic keys — to retrieve who is
authenticating himself (cf. Section 4.3).

The authentication link we want to establish is the following;:

Human user < his biometric trait
> his biometric key (cf. Section 2): =
< his private key in the system (cf. below): (z, A)

Hereafter, the x’s we have introduced before serves as part of a private key for
a group signature [2]. A group signature scheme enables a member of a group to
anonymously sign a message on behalf of the group (here, the users who has subscribed
to P). A is derived from x by the Card Issuer Z under his master secret . The pair
(z, A) forms the private key of H in this system. Details are given in the next section.
At this point, we only need to know that (x, A) verifies an algebraic relation:

Aa:+’)/ =g (2)

where g; is a public parameter. The cryptographic part of the authentication consists
in convincing P that H holds a private key verifying such a relation.

Keeping notations from previous sections, we have:



Enrollment phase at Card Issuer’s facilities: A biometric trait is acquired for
user H: b « B. The Card Issuer Z computes A with the help of ~. A plastic card C
containing (b, A) is issued by Z for H. The Card Issuer keeps b in a database DB of
his own.

Remark 2 Following a standard trick of the biometric world, it is also possible to
envisage that DB is used during enrollment phase to ensure that none user registers
twice.

During verification phase:

1. A sensor S takes “fresh” biometric trait b’ of a user H. S verifies the liveness of
b

2. A match of b’ against the b stored in the plastic card C is performed.

3. In case of success, a proof of knowledge of the private key (z, A) is made by signing
a challenge sent by the service provider P following the Boneh and Shacham
scheme [2] which is described in the next Section.

4.2 The Boneh-Shacham Group Signature Scheme
System parameters:

— Gy is a multiplicative cyclic group of prime order p.

— G2 is a multiplicative group whose order is some power of p.

— 1) is a homomorphism from Gs to Gy.

— g2 is an order-p element of Gy and g is a generator of G such that ¥ (g2) = g1.

— Gr is a multiplicative cyclic group of prime order p.

— e : G1 X Gy — Gy is a bilinear non-degenerate map.

— H is a hash function from {0, 1}* to Z, and Hj is another hash function mapping
{0,1}* to G2.

Some other elements:
— group public key: gpk = (g1, g2, w) where w = gJ for some secret v € Z,.
— private key: a pair (z, A), where A € G; and x € Z, verifying (2), i.e. e(A, wg3) =
e(g1, g2). Given x, A must be computed by the owner of .
We are now ready to recall the principles of the signature from [2]. We here consider
that the verifier sends a challenge M to be signed by the prover.
Signature of M. The prover obtains generators
(@,9) = Ho(gpk, M,7) € G3 (3)

with a random r € Z,. He computes their images u = (@), v = ¢(0). He then selects
a random o € Z;, and computes:

— Ty =u® Ty = Av®
— ) =z0



From random rg, 7z, rs in Z,, he computes helper values:
— Ry =u", Ry =e(Ty, g2)"™.e(v,w) ".e(v,g2)" ", Ry = T{".u~"s
Let ¢ = H(gpk, M,r, T, T, R1, R, R3) € Zy,. The prover computes:
— Sq =Tat+ca, S =15+ cx, S5 =15+ Cb.

He sends to the verifier the signature of M: o = (r,¢,T1, T2, Sa, Sz, S5)-

Verification. The verifier recovers (4, 9) from (3) and their images u,v in G;. He
computes the helper data as:

R1 = usﬂ/Tf
Ry = e(Ty, g2)" e(v,w) ™ .e(v, ga) ~0.(e(Ta, w) /e(g1, g2))°
Rg = Tlgg“'.ufs‘S

He checks whether ¢ = H(gpk, M,r,T1,T5, R1, Rs, Rg) and accepts the signature
accordingly.

4.3 Implementation Issues

Sensors S and liveness detection. The sensor has to acquire biometric traits and
to verify that these traits are coming from “living persons”. This liveness link must be
maintained throughout the authentication. For achieving this, we propose that only
trusted sensors are allowed to communicate with the service provider P. This is a quite
usual assumption? where we assume that the system follows the protocol honestly. In
practice, we proceed as follows:

‘P sends the challenge M to sensor S.

S gets the “fresh” biometric trait b’ and reads (b, A) from the card.

S checks whether o' ~ b, and in this case computes © = H(b).

S computes the signature o of M under (z, A).

The sensor S encrypts b’ — with a semantically secure encryption scheme — under
the key A of the Card Issuer 7. It then signs this encrypted value together with
o to obtain a signature X' and sends both ¢ and X to P.

6. P verifies the signature Y. This doing, P insures itself that the signature ¢ and
the encryption of b’ can be trusted, as computed by a trusted sensor. The latter is
important as the value could be requested under legal warrant. Finally P checks
the signature o of M to accept the authentication or not.

G W=

Remark 3 To enforce b secrecy, one can think to use Match On Card (MOC) [16].
With this technology, new traits b’ < B are acquired by a sensor but the matching is
made inside the card C which has to decide whether b ~ V. This way, the confiden-
tiality of b also relies on inherent protections of smartcards against physical threats.
Moreover, b does not go out of the card. In this case, C performs directly the signature
of challenges on behalf of the group as previously described in Section 4.2.

2 Tt could require to deal with protected sensors — e.g. via tamper proof hardware.



Privacy. Privacy for the signature scheme of the Boneh and Shacham relies on the
following problem:

Decision Linear Problem in G: Given u,v, h,u*,v*?, h*% € G as input, output yes if
a1 + a9 = ag and no otherwise.

It is proved in [2] that, in the Random Oracle model and assuming the Decision
Linear Problem holds in the group G2, a group member can tell whether he generated
a particular signature o but if he didn’t, he learns nothing else about the origin of o.
This property is known as selfless-anonymity.

Hence, the biometric authentication becomes anonymous against the service provider
P and any external eavesdropper.

Revocation. The scheme of Boneh and Shacham has another interesting property:
a Revocation List (RL) constituted with the second parts — the A’s — of the private
keys of revoked users can be established. A verifier in possession of this list (RL) can
then determine whether he is interacting with a revoked prover or not.

In our system, the Revocation List (RL) is held by the Service Provider P. To
check whether a user belongs to this list (RL), P verifies that A is encoded in (T}, T3)
which happens when e(T>/A, 4) = e(Th,0).

More precisely, when a user H has a problem with his plastic card — for instance,
if he looses it — he has to go to the Card Issuer Z to declare the event. Z then sends
the corresponding A to P for being added to the Revocation List (RL). Enrolled data
can then easily be renewed. The same holds if part of the system, e.g. P, detects a
malicious behavior: he can alert Z in order to add a key into RL.

Legal Warrant and database DB of the Card Issuer. Under legal warrant, the
service provider P can forward the encryption of b’ to the Card Issuer Z who can
decrypt it to check to who this biometric trait is corresponding in his database DB.
The database DB can also be used to check the coherence of b’ with the underlying
biometric key x coming with o.

Note that for ordinary uses, no information has to be sent to Z: P decides by itself
if the authentication is a success or not. The database DB is in fact optional and can
be avoided if the property above is not required.

Remark 4 1. As explained in [2], the scheme of Boneh and Shacham also achieves
traceability, i.e. an adversary cannot forge a signature o without being able to
trace him back to one of the users in the coalition which has served to generate o.
This means a user’s key is strongly binded to the enrolled biometric data. See [2]
for further details.

2. Boneh, Boyen and Shacham propose in [1] an extension of the previous protocol
which is zero-knowledge. This extension does not share the same properties, in
particular the revocation capability of the scheme we used. This is why we do not
choose this extension. Nevertheless, note that in [1], the subject of the simultaneous
revocation of many keys — for instance, at the end of a cryptoperiod — is studied.
This mechanism can also be employed here.
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5 Conclusion

Taking to our advantage the very nature of biometrics, i.e. their volatility and their
need to interact with trusted sensors, we present a simple but effective way of con-
sidering biometric data for remote authentication. Our procedure does not depend on
the kind of underlying biometric information as we can take back traditional matching
algorithms.

We combine our idea with a group signature scheme due to Boneh and Shacham
[2] to obtain an effective protocol for remote biometric authentication with anonymity
features.
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