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❛❝t✐♦♥s ❜❡✐♥❣ ❧✐♥❦❛❜❧❡ t♦ ❡❛❝❤ ♦t❤❡r ✭♦r ❡✈❡♥ ✇♦rs❡✱ t♦ t❤❡✐r ✐❞❡♥t✐t②✮✱ ❦❡② ♣r✐✈❛❝② ✐s ♦❜✈✐♦✉s❧② ❛ ✈❡r②
❛ttr❛❝t✐✈❡ ♥♦t✐♦♥ ❢r♦♠ t❤❡ ✉s❡r✬s ♣♦✐♥t ♦❢ ✈✐❡✇✳ ❍♦✇❡✈❡r✱ s♦♠❡ ♦r❣❛♥✐③❛t✐♦♥s ❛♥❞ ❣♦✈❡r♥♠❡♥ts ❛r❡ ❝♦♥✲
❝❡r♥❡❞ ❛❜♦✉t ❤♦✇ ❛♥♦♥②♠✐t② ❝❛♥ ❜❡ ❛❜✉s❡❞ ❜② ❝r✐♠✐♥❛❧s✱ ❛♥❞ t❤❡ ❦❡② ♣r✐✈❛❝② ♣r♦♣❡rt② ❝❛♥ ♣♦t❡♥t✐❛❧❧② ❜❡
❞❛♥❣❡r♦✉s ❛❣❛✐♥st ♣✉❜❧✐❝ s❛❢❡t②✳ ❚❤❡r❡❢♦r❡ ❛♥♦♥②♠✐t② r❡✈♦❝❛t✐♦♥ s❤♦✉❧❞ ❜❡ ❛✈❛✐❧❛❜❧❡ ✇❤❡♥ ✐❧❧❡❣❛❧ ❜❡❤❛✈✐♦r
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❚❤✐s ♠♦t✐✈❛t❡s t❤❡ ♥♦t✐♦♥ ♦❢ tr❛❝❡❛❜❧❡ ❛♥♦♥②♠♦✉s ❡♥❝r②♣t✐♦♥ ✐♥ ✇❤✐❝❤ ❛♥ ❛❞✈❡rs❛r② ❝❛♥♥♦t ❞❡t❡r♠✐♥❡
✇❤✐❝❤ ✉s❡r✬s ♣✉❜❧✐❝ ❦❡② ❤❛s ❜❡❡♥ ✉s❡❞ t♦ ❣❡♥❡r❛t❡ t❤❡ ❝✐♣❤❡rt❡①t t❤❛t ✐t s❡❡s ✇❤✐❧❡ ❛ tr✉st❡❞ t❤✐r❞ ♣❛rt②
✭❣✐✈❡♥ s♦♠❡ tr❛♣❞♦♦r ✐♥❢♦r♠❛t✐♦♥✮ ✐s ❛❜❧❡ t♦ r❡✈♦❦❡ ❛♥♦♥②♠✐t② ❛♥❞ t❤✉s t♦ tr❛❝❡ ❜❛❝❦ t♦ t❤❡ ✐♥t❡♥❞❡❞
r❡❝✐♣✐❡♥t✳ ❙♦♠❡ ✇♦r❦ ❞❡❛❧t ✇✐t❤ s✉❝❤ ❛ ♣r♦♣❡rt②✱ ❜✉t t♦ t❤❡ ❜❡st ♦❢ ♦✉r ❦♥♦✇❧❡❞❣❡✱ ❛ ❝r✐t✐❝❛❧ ♣♦✐♥t ✇❛s
♠✐ss❡❞✿ ❛♥ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ♠❛② ❝♦♥t❛✐♥ ❛ st❡❣❛♥♦❣r❛♣❤✐❝ ❝❤❛♥♥❡❧ ✭♦r ❛ ❝♦✈❡rt ❝❤❛♥♥❡❧✮ ✇❤✐❝❤ ♠❛❧✐❝✐♦✉s
✉s❡rs ❝❛♥ ✉s❡ t♦ ❝♦♠♠✉♥✐❝❛t❡ ✐❧❧❡❣❛❧❧② ✉s✐♥❣ ❝✐♣❤❡rt❡①ts t❤❛t tr❛❝❡ ❜❛❝❦ t♦ ♥♦❜♦❞②✱ ♦r ❡✈❡♥ ✇♦rs❡ t♦ s♦♠❡
❤♦♥❡st ✉s❡r✳ ▼♦r❡ ♣r❡❝✐s❡❧②✱ st✐❧❧ ✉s✐♥❣ t❤❡ ♦✣❝✐❛❧ s❝❤❡♠❡✱ ✐t ♠❛② ❜❡ ♣♦ss✐❜❧❡ t♦ ❡♥❝r②♣t ❛ ♠❡ss❛❣❡ t♦ ❛ ✉s❡r
❆ ✭t❤❡ ♦✣❝✐❛❧ t❛r❣❡t r❡❝✐♣✐❡♥t ❢♦r t❤❡ tr❛❝✐♥❣ ❛✉t❤♦r✐t②✮ s♦ t❤❛t t❤❡ r❛♥❞♦♠♥❡ss ✐s ✉s❡❞ ❢♦r tr❛♥s♠✐tt✐♥❣
s♦♠❡ ❡①tr❛ ✐♥❢♦r♠❛t✐♦♥ t♦ ❛ ✉s❡r ❇✱ t❤❛t ✇♦✉❧❞ ♥♦t ❜❡ tr❛❝❡❞ ❛s ❛ ♣♦ss✐❜❧❡ r❡❝✐♣✐❡♥t✳

❋♦r ✐♥st❛♥❝❡✱ ✐♥ ✷✵✵✼✱ ❑✐❛②✐❛s✱ ❚s✐♦✉♥✐s ❛♥❞ ❨✉♥❣ ❬✶✼❪ ♣r❡s❡♥t❡❞ ❣r♦✉♣ ❡♥❝r②♣t✐♦♥✱ ❛ ❝r②♣t♦❣r❛♣❤✐❝
♣r✐♠✐t✐✈❡ ✇❤✐❝❤ ❝❛♥ ❜❡ s❡❡♥ ❛s t❤❡ ❡♥❝r②♣t✐♦♥ ❛♥❛❧♦❣✉❡ ♦❢ ❛ ❣r♦✉♣ s✐❣♥❛t✉r❡ ❬✾❪✳ ■t ♣r♦✈✐❞❡s s❡♠❛♥t✐❝
s❡❝✉r✐t②✱ ❛♥♦♥②♠✐t② ❛♥❞ ❛ ✇❛② ❢♦r t❤❡ ❣r♦✉♣ ♠❛♥❛❣❡r t♦ r❡✈♦❦❡ ❛♥♦♥②♠✐t② ♦❢ ❝✐♣❤❡rt❡①ts✳ ❍♦✇❡✈❡r✱ ✐t
♠❛❦❡s ✉s❡ ♦❢ ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢s t♦ ❞❡t❡r♠✐♥❡ ✇❤❡t❤❡r ❛ ❝✐♣❤❡rt❡①t ✐s ✈❛❧✐❞ ♦r ♥♦t✳ ❆s ❛ ❝♦♥s❡q✉❡♥❝❡✱
❛♥ ✐♥✈❛❧✐❞ ❝✐♣❤❡rt❡①t ❝❛♥ ❜❡ ✉s❡❞ t♦ tr❛♥s♠✐t s♦♠❡ ✐♥❢♦r♠❛t✐♦♥✳ ❆❜♦✈❡ ❛❧❧✱ s✉❜❧✐♠✐♥❛❧ ❝❤❛♥♥❡❧s ✭❛✈❛✐❧❛❜❧❡
✐♥ t❤❡ r❛♥❞♦♠♥❡ss✮ ❝❛♥ ❜❡ ❡①♣❧♦✐t❡❞ t♦ s❡♥❞ s♦♠❡ ✐♥❢♦r♠❛t✐♦♥ ✐♥ ❛❞❞✐t✐♦♥ t♦ ❛ ❝❧❡❛♥ ♠❡ss❛❣❡✱ ♦r ❡✈❡♥ t♦
❢r❛♠❡ ❛♥ ❤♦♥❡st ✉s❡r✳

❝© ❙♣r✐♥❣❡r✲❱❡r❧❛❣✱ ✷✵✶✵✳



▲❡t ✉s ❝♦♥s✐❞❡r t❤❡ ❢♦❧❧♦✇✐♥❣ ❡①❛♠♣❧❡✿ ✐♥ ✷✵✵✵✱ ❙❛❦♦ ❬✷✵❪ ♣r♦♣♦s❡❞ ❛ ♥♦✈❡❧ ❛♣♣r♦❛❝❤ t♦ ❛❝❤✐❡✈❡ ❜✐❞
s❡❝r❡❝② ✐♥ ❛✉❝t✐♦♥ ♣r♦t♦❝♦❧s✳ ❍❡r t❡❝❤♥✐q✉❡ ❝♦♥s✐sts ✐♥ ❡①♣r❡ss✐♥❣ ❡❛❝❤ ❜✐❞ ❛s ❛♥ ❡♥❝r②♣t✐♦♥ ♦❢ ❛ ❦♥♦✇♥

♠❡ss❛❣❡✱ ✇✐t❤ ❛ ❦❡② ❝♦rr❡s♣♦♥❞✐♥❣ t♦ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ ❜✐❞✳ ❚❤❡r❡❢♦r❡✱ ✇❤❛t ♥❡❡❞s t♦ ❜❡ ❤✐❞❞❡♥ ✐♥ t❤❡
❝✐♣❤❡rt❡①t ✐s ♥♦t t❤❡ ♠❡ss❛❣❡✱ ❜✉t t❤❡ ❦❡② ✐ts❡❧❢❀ t❤❡ ✉s❡ ♦❢ tr❛❝❡❛❜❧❡ ❛♥♦♥②♠♦✉s ❡♥❝r②♣t✐♦♥ ✭❡✳❣✳ ❣r♦✉♣
❡♥❝r②♣t✐♦♥✮ s❡❡♠s ✈❡r② ♣r♦♠✐s✐♥❣ ❢♦r s✉❝❤ ❛♣♣❧✐❝❛t✐♦♥s ✭t❤❡ ❜✐❞ ✐ts❡❧❢ ❜❡✐♥❣ ✐❞❡♥t✐✜❡❞ ✉s✐♥❣ t❤❡ tr❛❝✐♥❣
♣r♦❝❡❞✉r❡✮✳ ❍♦✇❡✈❡r✱ ♦♥❡ ♠❛❥♦r ❝♦♥❝❡r♥ ✐♥ ❛✉❝t✐♦♥ ♣r♦t♦❝♦❧s ✐s t❤❡ ♣r♦❜❧❡♠ ♦❢ ❝♦❧❧✉s✐♦♥ ❜❡t✇❡❡♥ ❜✐❞❞❡rs
❛♥❞ ✐t ✐s ❤✐❣❤❧② ❞❡s✐r❛❜❧❡ t♦ ♣r❡✈❡♥t ❜✐❞❞❡rs ❢r♦♠ ❡♥❣❛❣✐♥❣ ✐♥ s✉❝❤ ❝♦❧❧❛❜♦r❛t✐✈❡ ❜✐❞❞✐♥❣ str❛t❡❣✐❡s✳ ❯♥❢♦r✲
t✉♥❛t❡❧②✱ ♥♦ ❦♥♦✇♥ ❝♦♥str✉❝t✐♦♥ ♦❢ tr❛❝❡❛❜❧❡ ❛♥♦♥②♠♦✉s ❡♥❝r②♣t✐♦♥ ✐s ❢r❡❡ ♦❢ ❝♦✈❡rt ❝❤❛♥♥❡❧s ❛♥❞ t❤❡ ♠❛✐♥
♣✉r♣♦s❡ ♦❢ t❤❡ ♣r❡s❡♥t ♣❛♣❡r ✐s ♣r❡❝✐s❡❧② t♦ ♣r♦♣♦s❡ ❛ ♥❡✇ ❝r②♣t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡ ❛❞❞r❡ss✐♥❣ t❤✐s ✐ss✉❡✳
❘❡❝❡♥t❧②✱ ❆❜❞❛❧❧❛✱ ❇❡❧❧❛r❡ ❛♥❞ ◆❡✈❡♥ ❬✶❪ ✐♥tr♦❞✉❝❡❞ t❤❡ ❝♦♥❝❡♣t ♦❢ r♦❜✉st ❡♥❝r②♣t✐♦♥ ✐♥ ✇❤✐❝❤ ✐t ✐s ❤❛r❞ t♦
♣r♦❞✉❝❡ ❛ ❝✐♣❤❡rt❡①t t❤❛t ✐s ✈❛❧✐❞ ❢♦r t✇♦ ❞✐✛❡r❡♥t ✉s❡rs✳ ❚❤❡② s❤♦✇❡❞ t❤❛t ✐❢ t❤❡ ❛♥♦♥②♠♦✉s ❡♥❝r②♣t✐♦♥
s❝❤❡♠❡ ✉s❡❞ ✐♥ ❙❛❦♦✬s ♣r♦t♦❝♦❧ ✐s ♥♦t r♦❜✉st t❤❡♥ t❤❡ ❛✉❝t✐♦♥ ♣r♦t♦❝♦❧ ❞♦❡s ♥♦t ❛❝❤✐❡✈❡ ❢❛✐r♥❡ss ✭✐✳❡✳ ❛
❝❤❡❛t✐♥❣ ❜✐❞❞❡r ❝❛♥ ♣❧❛❝❡ ❛ ❜✐❞ t❤❛t ❤❡ ❝❛♥ ♦♣❡♥ ❧❛t❡r t♦ ❛♥ ❛r❜✐tr❛r② ✈❛❧✉❡✮✳ ❚❤❡ ♣r✐♠✐t✐✈❡ ✇❡ ♣r♦♣♦s❡
✐♥ t❤✐s ♣❛♣❡r ♣❡r♠✐ts t♦ ❛❝❤✐❡✈❡ s✐♠✉❧t❛♥❡♦✉s❧② ❢❛✐r♥❡ss ❛♥❞ ❝♦❧❧✉s✐♦♥✲❢r❡❡♥❡ss ✐♥ ❙❛❦♦✬s ♣r♦t♦❝♦❧✳

❈♦♥tr✐❜✉t✐♦♥s✳ ❲❡ ✐♥tr♦❞✉❝❡ ❛ ♥❡✇ ♣r✐♠✐t✐✈❡ ✇❤✐❝❤ ✇❡ ❝❛❧❧ ♠❡❞✐❛t❡❞ tr❛❝❡❛❜❧❡ ❛♥♦♥②♠♦✉s ❡♥❝r②♣t✐♦♥

❛♥❞ t❤❛t ♣r♦✈✐❞❡s ❝♦♥✜❞❡♥t✐❛❧✐t② ❛♥❞ ❛♥♦♥②♠✐t② ✇❤✐❧❡ ♣r❡✈❡♥t✐♥❣ ♠❛❧✐❝✐♦✉s ✉s❡rs t♦ ❡♠❜❡❞ s✉❜❧✐♠✐♥❛❧
♠❡ss❛❣❡s ✐♥ ❝✐♣❤❡rt❡①ts✱ ✇❤✐❝❤ ✇♦✉❧❞ ❛❧❧♦✇ t♦ tr❛♥s♠✐t ✐♥❢♦r♠❛t✐♦♥ t♦ ❛ r❡❝✐♣✐❡♥t t❤❛t ✇♦✉❧❞ r❡♠❛✐♥
♣❡r❢❡❝t❧② ❛♥♦♥②♠♦✉s✱ ♦r ❡✈❡♥ ✇♦rs❡ t♦ ❢r❛♠❡ ❛♥ ❤♦♥❡st ✉s❡r✳

■♥ ♦r❞❡r t♦ ♣r♦✈✐❞❡ s❡♠❛♥t✐❝ s❡❝✉r✐t②✱ ❛s②♠♠❡tr✐❝ ❡♥❝r②♣t✐♦♥ ❤❛s t♦ ❜❡ ♣r♦❜❛❜✐❧✐st✐❝✱ ❛♥❞ r❛♥❞♦♠♥❡ss
❝❛♥ ❜❡ ✉s❡❞ ❛s ❛ ❝♦✈❡rt ❝❤❛♥♥❡❧✳ ❲❡ ✇✐❧❧ t❤✉s ❤❛✈❡ t♦ ❛✈♦✐❞ t❤❡ ✉s❡rs t♦ ❝♦♥tr♦❧ t❤❡ r❛♥❞♦♠♥❡ss ✉s❡❞
✐♥ t❤❡ ❝✐♣❤❡rt❡①t✳ ❲❡ ✐♥tr♦❞✉❝❡ ❛ ♠❡❞✐❛t♦r t❤❛t ✐s ♥♦t ♣r♦✈✐❞❡❞ ✇✐t❤ ❛♥② s❡❝r❡t ✐♥❢♦r♠❛t✐♦♥✱ ❜✉t ✇❤♦s❡
r♦❧❡ ✖s✐♠✐❧❛r t♦ t❤❡ ✇❛r❞❡♥ ♠♦❞❡❧ ✐♥tr♦❞✉❝❡❞ ❜② ❙✐♠♠♦♥s ❬✷✶❪✖ ✐s t♦ ❛❞❞ ♠♦r❡ r❛♥❞♦♠♥❡ss t♦ ❡❛❝❤
❝✐♣❤❡rt❡①t s♦ t❤❛t ❛♥② ❤✐❞❞❡♥ ♠❡ss❛❣❡ ✐s s♠♦t❤❡r❡❞✳ ■t ✐s ✇♦rt❤ ♥♦t✐♥❣ t❤❛t ✖❝♦♥tr❛r② t♦ t❤❡ ❣r♦✉♣
❡♥❝r②♣t✐♦♥ ♣r✐♠✐t✐✈❡✖ t❤❡ ♠❡❞✐❛t♦r ♦♥❧② ❝❤❡❝❦s t❤❡ s②♥t❛❝t✐❝ ✈❛❧✐❞✐t② ♦❢ t❤❡ ❝✐♣❤❡rt❡①t ❜✉t ✐t ❞♦❡s ♥♦t
✈❡r✐❢② t❤❡ s♦✉♥❞♥❡ss ♦❢ ❛♥② ❝♦♠♣❧❡① ♣r♦♦❢✳ ❲❡ ❝❛♥ ❡✈❡♥ ✐t❡r❛t❡ t❤❡ r❡✲r❛♥❞♦♠✐③❛t✐♦♥ ♣r♦❝❡ss ❜② s❡✈❡r❛❧
♠❡❞✐❛t♦rs t♦ ❜❡ s✉r❡ t❤❛t ❛♥② ❝✐♣❤❡rt❡①t ❤❛s ❜❡❡♥ r❡✲r❛♥❞♦♠✐③❡❞ ❛t ❧❡❛st ♦♥❝❡✳

❆♥♦t❤❡r ♣♦✐♥t ❢♦r tr❛❝❡❛❜✐❧✐t②✱ ✐t ✐s ✐♠♣♦ss✐❜❧❡ t♦ ❣❡t ✐t ✇✐t❤♦✉t ❛ss✉♠✐♥❣ t❤❛t ✉s❡rs ✭r❡❝✐♣✐❡♥ts✮ ❛r❡
r❡❣✐st❡r❡❞ ✐♥ t❤❡ s②st❡♠✱ s✐♥❝❡ r❡❣✐st❡r❡❞ ✉s❡rs ♦♥❧② ❝❛♥ ❜❡ tr❛❝❡❞✳ ❆s ❢♦r ✭❞②♥❛♠✐❝✮ ❣r♦✉♣ s✐❣♥❛t✉r❡s ❬✸❪✱
✇❡ ❛❧s♦ ✐♥tr♦❞✉❝❡ ❛ tr✉st❡❞ ♣❛rt② t❡r♠❡❞ t❤❡ ✐ss✉❡r t❤❛t r❡❣✐st❡rs ♥❡✇ ✉s❡rs✳ ❖♥❡ ♠❛② ✇♦♥❞❡r ✇❤❡t❤❡r
t❤❡ ✐ss✉❡r ❤❛s t♦ ❜❡ tr✉st❡❞ ♦r ♥♦t ✇✐t❤ r❡s♣❡❝t t♦ t❤❡ s❡♠❛♥t✐❝ s❡❝✉r✐t② ♣r♦♣❡rt②✱ s✐♥❝❡ ❤❡ ♠✐❣❤t ❦♥♦✇ ❛❧❧
t❤❡ ❞❡❝r②♣t✐♦♥ ❦❡②s ♦❢ t❤❡ s②st❡♠✿ ♦♥❡ ❞♦❡s ♥♦t r❡❛❧❧② ❝❛r❡ ❛❜♦✉t t❤❛t s✐♥❝❡ ♦♥❡ ❝❛♥ ✉s❡ ✐ts ♦✇♥ ❛❞❞✐t✐♦♥❛❧
❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ t♦ ❡♥❝r②♣t t❤❡ ♣❧❛✐♥t❡①t ❜❡❢♦r❡ r❡✲❡♥❝r②♣t✐♥❣ ✉s✐♥❣ ♦✉r tr❛❝❡❛❜❧❡ ❡♥❝r②♣t✐♦♥ ♣r✐♠✐t✐✈❡✳

■t ✐s r❡❧❛t✐✈❡❧② ❡❛s② t♦ ❞❡s✐❣♥ ❛♥ ❛♥♦♥②♠♦✉s ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ t❤❛t ♣r♦✈✐❞❡s tr❛❝❡❛❜✐❧✐t② ♦r t❤❡ ❛❜s❡♥❝❡
♦❢ st❡❣❛♥♦❣r❛♣❤✐❝ ❝❤❛♥♥❡❧✱ ❜✉t t❤❡ t❛s❦ ✐s ♠♦r❡ ❝❤❛❧❧❡♥❣✐♥❣ ✐❢ ✇❡ ✇❛♥t t♦ ❛❝❤✐❡✈❡ ❜♦t❤ s✐♠✉❧t❛♥❡♦✉s❧②✳
■♥❞❡❡❞✱ t❤❡ ❡①✐st❡♥❝❡ ♦❢ t❤❡ tr❛❝✐♥❣ ♣r♦❝❡❞✉r❡ ✐♠♣❧✐❡s t❤❛t ❛ ❝✐♣❤❡rt❡①t ❝♦♥t❛✐♥s ✭❛t ❧❡❛st ✐♠♣❧✐❝✐t❧②✮ s♦♠❡
✐♥❢♦r♠❛t✐♦♥ ❛❜♦✉t t❤❡ r❡❝✐♣✐❡♥t✱ ❜✉t t❤✐s ✈❛❧✉❡ ❝❛♥ ❜❡ ✉s❡❞ t♦ tr❛♥s♠✐t ♦♥❡ ❜✐t ♦❢ ❝♦✈❡rt ✐♥❢♦r♠❛t✐♦♥✳ ❋♦r
✐♥st❛♥❝❡✱ ❛ ❇♦♥❡❤✲❋r❛♥❦❧✐♥ ❬✻❪ ✐❞❡♥t✐t②✲❜❛s❡❞ ✈❛r✐❛♥t ♦❢ t❤❡ ❊❧●❛♠❛❧ ✉♥✐✈❡rs❛❧ r❡✲❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ❬✶✺❪
❝❛♥♥♦t ❜❡ ✉s❡❞ t♦ ❛❝❤✐❡✈❡ ❝♦✈❡rt✲❢r❡❡ tr❛❝❡❛❜❧❡ ❛♥♦♥②♠♦✉s ❡♥❝r②♣t✐♦♥✱ s✐♥❝❡ ✐t t✉r♥s ♦✉t t❤❛t t❤❡ r❡✲
r❛♥❞♦♠✐③❛t✐♦♥ ♣r❡s❡r✈❡s s♦♠❡ ♣r❡❞✐❝❛t❡s t❤❛t ❝❛♥ ❜❡ ✉s❡❞ t♦ tr❛♥s❢❡r s♦♠❡ ✐♥❢♦r♠❛t✐♦♥✳

■♥ t❤✐s ♣❛♣❡r ✇❡ ♣r♦♣♦s❡ ❛ ❢♦r♠❛❧ ❞❡✜♥✐t✐♦♥ ♦❢ ▼❡❞✐❛t❡❞ ❚r❛❝❡❛❜❧❡ ❆♥♦♥②♠♦✉s ❊♥❝r②♣t✐♦♥ ❙❝❤❡♠❡

✭Mt❛❡s✮ ❛♥❞ ❛ s❡❝✉r✐t② ♠♦❞❡❧ ❝❛♣t✉r✐♥❣ t❤❡ ✭s❡❡♠✐♥❣❧② ❝♦♥tr❛❞✐❝t♦r②✮ ❢♦❧❧♦✇✐♥❣ s❡❝✉r✐t② ♥♦t✐♦♥s✿

✶✳ s✉❜❧✐♠✐♥❛❧ ❝❤❛♥♥❡❧ ❢r❡❡♥❡ss✿ ❛❢t❡r r❡✲r❛♥❞♦♠✐③❛t✐♦♥✱ ♥♦ ✐♥❢♦r♠❛t✐♦♥ ❛t ❛❧❧ ❝❛♥ ❜❡ ❡①tr❛❝t❡❞ ❢r♦♠ ❛
❝✐♣❤❡rt❡①t t❤❛t ❞♦❡s ♥♦t tr❛❝❡ ❜❛❝❦ t♦ ❛ ✉s❡r r❡❣✐st❡r❡❞ t♦ t❤❡ ✐ss✉❡r✳ ❲❡ t❤✉s ❛ss✉♠❡ t❤❛t t❤❡
❝♦♠♠✉♥✐❝❛t✐♦♥ ♥❡t✇♦r❦ ❣✉❛r❛♥t❡❡s t❤❛t ❛♥② ❝✐♣❤❡rt❡①t ✇✐❧❧ ❣♦ t❤r♦✉❣❤ ❛ ♠❡❞✐❛t♦r✳ ■♥ ♣r❛❝t✐❝❡✱ ✇❡
❝❛♥ ❛ss✉♠❡ t❤❛t ✐♥ ❛ s♣❡❝✐✜❝ ♥❡t✇♦r❦✱ ❛❧❧ t❤❡ r♦✉t❡rs ✐♠♣❧❡♠❡♥t t❤❡ ♠❡❞✐❛t♦r r❡✲r❛♥❞♦♠✐③❛t✐♦♥✱ ✇❤✐❝❤
❡♥❢♦r❝❡s t❤❡ ✉s❡ ♦❢ ♦✉r s❝❤❡♠❡ ❜② ❛❧❧ t❤❡ ✉s❡rs✱ ❛♥❞ ✇❤✐❝❤ ❣✉❛r❛♥t❡❡s t❤❛t ❛❧❧ t❤❡ ❝✐♣❤❡rt❡①ts ❛r❡ r❡✲
r❛♥❞♦♠✐③❡❞ ❛t ❧❡❛st ♦♥❝❡✳ ❚❤❡♥✱ ♣❛❝❦❡ts t❤❛t ❞♦ ♥♦t ❢♦❧❧♦✇ t❤❡ ❡♥❝r②♣t✐♦♥ r✉❧❡s ❛r❡ ♠❛❞❡ r❛♥❞♦♠❀

✷✳ t❤❡ tr❛❝✐♥❣ tr❛♣❞♦♦r ✐♥❢♦r♠❛t✐♦♥ ❞♦❡s ♥♦t ❛❧❧♦✇ t❤❡ ♦♣❡♥❡r t♦ ✈✐♦❧❛t❡ t❤❡ s❡♠❛♥t✐❝ s❡❝✉r✐t② ♦❢ ❝✐♣❤❡r✲
t❡①ts ♥♦r t♦ ✐ss✉❡ ✈❛❧✐❞ ❞❡❝r②♣t✐♦♥ ❦❡②s ✭✐✳❡✳ t♦ ♣❧❛② t❤❡ r♦❧❡ ♦❢ t❤❡ ✐ss✉❡r✮❀

✷



✸✳ t❤❡ ❝✐♣❤❡rt❡①t r❡♠❛✐♥s ❝♦♥✜❞❡♥t✐❛❧ ❛♥❞ ❛♥♦♥②♠♦✉s ❡✈❡♥ ✇✐t❤ r❡s♣❡❝t t♦ t❤❡ ♠❡❞✐❛t♦r ✭✐✳❡✳ ✇❡ ♦♥❧②
r❡❧② ♦♥ t❤❡ ♠❡❞✐❛t♦r t♦ ❣✉❛r❛♥t❡❡ t❤❡ ❛❜s❡♥❝❡ ♦❢ ❝♦✈❡rt ❝❤❛♥♥❡❧s ✐♥ ❝✐♣❤❡rt❡①ts✱ ❜② ♣r♦♣❡r❧② r❡✲
r❛♥❞♦♠✐③✐♥❣ t❤❡ ❝✐♣❤❡rt❡①ts✮✱ ♦r ❛♥② ❝♦❧❧✉s✐♦♥ ♦❢ ✉s❡rs ❛♥❞ t❤❡ ♠❡❞✐❛t♦r✳ ❆s ❛❧r❡❛❞② s❛✐❞✱ ♠✉❧t✐♣❧❡
r❡✲r❛♥❞♦♠✐③❛t✐♦♥s ❛r❡ ❡✈❡♥ ♣♦ss✐❜❧❡ ❜② ✈❛r✐♦✉s ✐♥❞❡♣❡♥❞❡♥t ♠❡❞✐❛t♦rs✳

❲❡ ♣r♦♣♦s❡ ❡✣❝✐❡♥t ❝♦♥str✉❝t✐♦♥s ♦❢ Mt❛❡s ✐♥ t❤❡ st❛♥❞❛r❞ ♠♦❞❡❧✱ ✇❤✐❝❤ s❡❝✉r✐t② r❡❧✐❡s ♦♥ DDH✲❧✐❦❡
❛ss✉♠♣t✐♦♥s✳ ❚❤❡ ✜rst ♦♥❡ ❞♦❡s ♥♦t s♣❧✐t t❤❡ r♦❧❡s ♦❢ t❤❡ ✐ss✉❡r ❛♥❞ t❤❡ ♦♣❡♥❡r ❛♥❞ ❝❛♥ ❜❡ ❛♣♣❧✐❡❞ ✐♥
❛♥② ❣r♦✉♣ ✇❤❡r❡ t❤❡ DDH ❛ss✉♠♣t✐♦♥ ❤♦❧❞s ✇❤✐❧❡ t❤❡ s❡❝♦♥❞ s❝❤❡♠❡ ♠❛❦❡s ✉s❡ ♦❢ ✭❚②♣❡✲✷ ♦r ❚②♣❡✲
✸ ❬✶✸❪✮ ♣❛✐r✐♥❣✲❢r✐❡♥❞❧② ❣r♦✉♣s✱ ✇✐t❤ ❛s②♠♠❡tr✐❝ ♣❛✐r✐♥❣ ✇❤❡r❡ t❤❡ XDH ❛♥❞ t❤❡ ✭❛s②♠♠❡tr✐❝✶✮ DBDH

❛ss✉♠♣t✐♦♥s ❤♦❧❞✱ t♦ s❡♣❛r❛t❡ t❤❡ t✇♦ ❛✉t❤♦r✐t② r♦❧❡s ✭❛♥❞ t❤❡♥ ❛❝❤✐❡✈❡ t❤❡ s❡❝♦♥❞ ❛❜♦✈❡ ♣r♦♣❡rt②✮✳ ❚❤❡
t✇♦ ✜rst s❝❤❡♠❡s ❧❡❛❞ t♦ ❝✐♣❤❡rt❡①ts t❤❛t ❛r❡ ❧✐♥❡❛r ✐♥ t❤❡ ♥✉♠❜❡r ♦❢ r❡❣✐st❡r❡❞ ✉s❡rs✳ ❚❤✐s ✐s ♥♦t ✈❡r②
♣r❛❝t✐❝❛❧✱ ❜✉t t❤❡② ❛r❡ ❢✉❧❧②✲❝♦❧❧✉s✐♦♥ s❡❝✉r❡✳ ❯s✐♥❣ ♣✉❜❧✐❝ ❝♦❧❧✉s✐♦♥✲s❡❝✉r❡ ❝♦❞❡s ✭❡✳❣✳ ■PP ❝♦❞❡s ❬✶✻❪✮✱
❜❡tt❡r ❡✣❝✐❡♥❝② ❝❛♥ ❜❡ ❛❝❤✐❡✈❡❞✿ ✇❡ ♣r♦✈✐❞❡ ❛ ❣❡♥❡r✐❝ ❝♦♥str✉❝t✐♦♥✱ ✇✐t❤ ✭❛❧♠♦st✮ ❧♦❣❛r✐t❤♠✐❝ ❝✐♣❤❡rt❡①ts✳

✷ ❙❡❝✉r✐t② ▼♦❞❡❧

✷✳✶ ❙②♥t❛❝t✐❝ ❉❡✜♥✐t✐♦♥s

■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ ❣✐✈❡ t❤❡ ❢♦r♠❛❧ ❞❡✜♥✐t✐♦♥s ♦❢ ♦✉r ♥❡✇ ❝♦♥❝❡♣t✿ t❤❡ ▼❡❞✐❛t❡❞ ❚r❛❝❡❛❜❧❡ ❆♥♦♥②♠♦✉s

❊♥❝r②♣t✐♦♥✱ ✇❤✐❝❤ ✐♥✈♦❧✈❡s t✇♦ tr✉st❡❞ ❛✉t❤♦r✐t✐❡s✱ ❛♥ ✐ss✉❡r ❢♦r ❛❞❞✐♥❣ ♥❡✇ ♠❡♠❜❡rs t♦ t❤❡ s②st❡♠✱
❛♥❞ ❛♥ ♦♣❡♥❡r ❢♦r r❡✈♦❦✐♥❣ ❛♥♦♥②♠✐t②❀ ❛♥❞ ❛ ♥♦♥✲tr✉st❡❞ ❛✉t❤♦r✐t②✱ t❤❡ ♠❡❞✐❛t♦r t❤❛t s②st❡♠❛t✐❝❛❧❧②
r❡✲r❛♥❞♦♠✐③❡s ❛❧❧ ✐ts ✐♥♣✉ts✱ ✇✐t❤♦✉t ❛♥② ♣r✐✈❛t❡ ✐♥❢♦r♠❛t✐♦♥✳ ❚❤❡r❡ ❡✈❡♥ ❝❛♥ ❜❡ s❡✈❡r❛❧ ✐♥❞❡♣❡♥❞❡♥t
♠❡❞✐❛t♦rs✳ ▼❡❞✐❛t♦rs ✇✐❧❧ ❜❡ ❛ss✉♠❡❞ t♦ ❜❡ ❤♦♥❡st ✭❜✉t ♣♦ss✐❜❧② ❝✉r✐♦✉s✱ ❛♥❞ t❤✉s ❞❡✜♥✐t❡❧② ♥♦t tr✉st❡❞✮✿
❢♦r t❤❡ s✉❜❧✐♠✐♥❛❧✲❝❤❛♥♥❡❧ ❢r❡❡♥❡ss s❡❝✉r✐t② ♥♦t✐♦♥ ✇❡ ✇✐❧❧ ❞❡✜♥❡ ❧❛t❡r✱ ✐t ✐s ❝❧❡❛r t❤❛t ✐♥ ❝❛s❡ ♦❢ ❝♦❧❧✉s✐♦♥
✇✐t❤ t❤❡ ❧❛st ♠❡❞✐❛t♦r✱ t❤✐s str♦♥❣ s❡❝✉r✐t② ❧❡✈❡❧ ❝❛♥♥♦t ❜❡ ❛❝❤✐❡✈❡❞✳

❉❡✜♥✐t✐♦♥ ✶ ✭▼❡❞✐❛t❡❞ ❚r❛❝❡❛❜❧❡ ❆♥♦♥②♠♦✉s ❊♥❝r②♣t✐♦♥ ❙❝❤❡♠❡s✮✳ ❆ Mt❛❡s ✐s ❛ t✉♣❧❡ ♦❢
❡✣❝✐❡♥t ❛❧❣♦r✐t❤♠s ♦r ♣r♦t♦❝♦❧s ✭GSetup✱ Join✱ Encrypt✱ ReRand✱ Decrypt✱ Trace✱ Judge✮ s✉❝❤ t❤❛t✿

✕ GSetup(λ)→ (mpk,msk, skO)✿ t❤✐s ✐s ❛ r❛♥❞♦♠✐③❡❞ ❛❧❣♦r✐t❤♠ r✉♥ ❜② ❛ tr✉st❡❞ ♣❛rt② t❤❛t✱ ♦♥ ✐♥♣✉t ♦❢
❛ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✱ ♣r♦❞✉❝❡s t❤r❡❡ ❦❡②s ❝♦♥s✐st✐♥❣ ♦❢ ❛ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡② mpk✱ ❛ ♠❛♥❛❣❡r✬s s❡❝r❡t
❦❡② msk ❛♥❞ ❛♥ ♦♣❡♥✐♥❣ ❦❡② skO❀ ■t ❛❧s♦ ❣❡♥❡r❛t❡s ❛ ❞❛t❛ str✉❝t✉r❡ L✱ ❝❛❧❧❡❞ ❛ r❡❣✐str❛t✐♦♥ ❧✐st ✇❤✐❝❤
✐s ✐♥✐t✐❛❧❧② ❡♠♣t②✳

✕ Join(✐❞,mpk,msk) → (pk✐❞, sk✐❞) t❛❦❡s ❛ ❜✐t✲str✐♥❣ ✐❞❡♥t✐t② ✐❞✱ t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡② mpk ❛♥❞ t❤❡
♠❛♥❛❣❡r✬s s❡❝r❡t ❦❡② msk ❛s ✐♥♣✉ts✳ ■t ♦✉t♣✉ts ❛ ♣❛✐r ♦❢ ♠❡♠❜❡r ❦❡②s (pk✐❞, sk✐❞) ❛ss♦❝✐❛t❡❞ t♦ ✐❞✱ ❛♥❞
✉♣❞❛t❡s t❤❡ r❡❣✐str❛t✐♦♥ ❧✐st L ✇✐t❤ t❤❡ ♣❛✐r (✐❞, pk✐❞)✳

✕ Encrypt(mpk, pk✐❞,m) → C t❛❦❡s ❛s ✐♥♣✉t t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡② mpk✱ ❛ ✉s❡r ♣✉❜❧✐❝ ❦❡② pk✐❞ ❛♥❞ ❛
♠❡ss❛❣❡ m✱ ❛♥❞ ♦✉t♣✉ts ❛ ♣r❡✲❝✐♣❤❡rt❡①t C✳

✕ ReRand(mpk, C) → C ′ t❛❦❡s ❛s ✐♥♣✉t t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡② mpk ❛♥❞ ❛ ♣r❡✲❝✐♣❤❡rt❡①t C✱ ❛♥❞ ♦✉t♣✉ts
❛ r❛♥❞♦♠✐③❡❞ ❝✐♣❤❡rt❡①t C ′✳ ◆♦t❡ t❤❛t ✐t ♠❛② ❜❡ ❛♣♣❧✐❡❞ ❛❣❛✐♥ ♦♥ ❛ r❡✲r❛♥❞♦♠✐③❡❞ ❝✐♣❤❡rt❡①t✳

✕ Decrypt(mpk, sk✐❞, C)→ m t❛❦❡s ❛s ✐♥♣✉t t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡② mpk✱ ❛ ♠❡♠❜❡r s❡❝r❡t ❦❡② sk✐❞✱ ❛s ✇❡❧❧
❛s ❛ ❝✐♣❤❡rt❡①t C✱ t❤❡♥ ✐t ♦✉t♣✉ts ❛ ♠❡ss❛❣❡✱ ♦r ⊥ ✐♥ ❝❛s❡ ♦❢ ✐♥✈❛❧✐❞ ❝✐♣❤❡rt❡①t✳

✕ Trace(mpk, skO,L, C) → (✐❞, Π)✿ ❚❤✐s ✐s ❛ ❞❡t❡r♠✐♥✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t ♦♥ ✐♥♣✉t t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝
❦❡② mpk✱ t❤❡ ♦♣❡♥✐♥❣ ❦❡② skO✱ t❤❡ r❡❣✐str❛t✐♦♥ ❧✐st L ❛♥❞ ❛ ❝✐♣❤❡rt❡①t C✱ ♦✉t♣✉ts ❛ ✉s❡r ✐❞❡♥t✐t② ✐❞

✭❡q✉✐✈❛❧❡♥t❧②✱ t❤❡ ♣✉❜❧✐❝ ❦❡② pk✮ ❛♥❞ ❛ ♣r♦♦❢ Π ❢♦r t❤❡ ❥✉❞❣❡✱ ♦t❤❡r✇✐s❡ ⊥ ✐♥ ❝❛s❡ ♦❢ ❢❛✐❧✉r❡✳
✕ Judge(mpk,L, C, ✐❞, Π)✿ ❚❤✐s ✐s ❛ ❞❡t❡r♠✐♥✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t ♦♥ ✐♥♣✉t t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡② mpk✱ t❤❡

r❡❣✐str❛t✐♦♥ ❧✐st L✱ ❛ ❝✐♣❤❡rt❡①t ✐♥ C✱ ❛ ✉s❡r ✐❞❡♥t✐t② ✐❞ ❛♥❞ ❛ ♣r♦♦❢ Π ❝❤❡❝❦s ✇❤❡t❤❡r Π ✐♥❞❡❡❞ ♣r♦✈❡s
t❤❛t ✐❞ ✐s t❤❡ t❛r❣❡t r❡❝✐♣✐❡♥t ♦❢ t❤❡ ❝✐♣❤❡rt❡①t C ✭♦r ♦♥❡ ♦❢ t❤❡♠✱ ✐♥ ❝❛s❡ ♦❢ ❝♦❧❧✉s✐♦♥✮✳

❘❛♥❞♦♠ t❛♣❡s ❤❛✈❡ ❜❡❡♥ ♦♠✐tt❡❞ ✐♥ t❤❡ ♥♦t❛t✐♦♥s✱ ❢♦r t❤❡ s❛❦❡ ♦❢ ❝❧❛r✐t②✱ ❜✉t ✐♥ s♦♠❡ ❝❛s❡s✱ t❤❡② ♠❛② ❜❡
❡①♣❧✐❝✐t✿ Join(✐❞,mpk,msk; r)✱ Encrypt(mpk, pk✐❞,m; r) ♦r ReRand(mpk, C; r)✳

✶ ❚❤❡ ❛s②♠♠❡tr✐❝ DBDH ❛ss✉♠♣t✐♦♥ ❬✶✶❪ r❡❞✉❝❡s t♦ t❤❡ ❝❧❛ss✐❝❛❧ DBDH ❛ss✉♠♣t✐♦♥ ❬✻❪ ✐♥ t❤❡ ❝❛s❡ ♦❢ ❚②♣❡✲✸ ❜✐❧✐♥❡❛r
str✉❝t✉r❡s ❬✶✸❪✳

✸



✷✳✷ ❙❡❝✉r✐t② ◆♦t✐♦♥s

■♥ ❛♥② ❣r♦✉♣ ♣r♦t♦❝♦❧✱ ✇❤❡r❡ ❡❛❝❤ ✉s❡r ♦✇♥s ❛ ♣r✐✈❛t❡ ❦❡②✱ ❝♦❧❧✉s✐♦♥s ❤❛✈❡ t♦ ❜❡ ❞❡❛❧t ✇✐t❤✿ ❛ ❝♦❧❧✉s✐♦♥
♦❢ ✉s❡rs ♠❛② ❤❡❧♣ t❤❡♠ t♦ ♠❛♥✉❢❛❝t✉r❡ ❛ ♥❡✇ ♣❛✐r (pk, sk) ❛ss♦❝✐❛t❡❞ t♦ ♥♦ ✉s❡r✱ ♦r t♦ ❛♥ ❤♦♥❡st ✉s❡r✳
❚❤❡ ❧❛tt❡r ❝❛s❡ s❤♦✉❧❞ ❜❡ ✉♥❧✐❦❡❧②✳ ❚❤❡ tr❛❝✐♥❣ ❛❧❣♦r✐t❤♠ s❤♦✉❧❞ t❤✉s ✭✐♥ ❝❛s❡ t❤❡ ❝✐♣❤❡rt❡①t ✧❝♦♥t❛✐♥s✧
s♦♠❡ ✐♥❢♦r♠❛t✐♦♥✮ ❡✐t❤❡r ♦✉t♣✉t t❤❡ ✐❞❡♥t✐t② ♦❢ t❤❡ t❛r❣❡t r❡❝❡✐✈❡r ✐❢ t❤✐s ✐s ❛ ✇❡❧❧✲❢♦r♠❡❞ ❝✐♣❤❡rt❡①t t♦
t❤✐s ✉s❡r✱ ♦r t❤❡ ✐❞❡♥t✐t② ♦❢ ♦♥❡ ♦❢ t❤❡ ❝♦❧❧✉❞❡rs ✇❤♦ ❤❡❧♣❡❞ t♦ ♠❛♥✉❢❛❝t✉r❡ t❤❡ t❛r❣❡t ♣✉❜❧✐❝ ❦❡②✳ ■❢ t❤❡
♣r❡✲❝✐♣❤❡rt❡①t ❞♦❡s ♥♦t t❛r❣❡t ❛♥② ♣✉❜❧✐❝ ❦❡② ✭♥♦❜♦❞② ❝❛♥ ❜❡ tr❛❝❡❞✮ t❤❡♥ ✇❡ ✇❛♥t t❤❡ r❡✲r❛♥❞♦♠✐③❛t✐♦♥
t♦ ❝❛♥❝❡❧ ❛♥② ✐♥❢♦r♠❛t✐♦♥✳ ❈♦❧❧✉s✐♦♥ ✇✐❧❧ ❜❡ ♠♦❞❡❧❡❞ ❜② ❝♦rr✉♣t q✉❡r✐❡s✱ t❤❛t ✇✐❧❧ ♣r♦✈✐❞❡ t❤❡ s❡❝r❡t ❦❡②s
♦❢ t❤❡ ❝♦rr✉♣t❡❞ ✉s❡rs t♦ t❤❡ ❛❞✈❡rs❛r②✳ ❚❤❡♥✱ ❢r♦♠ ❛❧❧ t❤❡s❡ ❦❡②s✱ t❤❡ ❛❞✈❡rs❛r② ✇✐❧❧ ❜❡ ❛❧❧♦✇❡❞ t♦ ❞♦
❛♥②t❤✐♥❣ ✐t ✇❛♥ts t♦ tr❛♥s❢❡r s♦♠❡ ✐♥❢♦r♠❛t✐♦♥✱ ✐♥ ❛♥ ✉♥tr❛❝❡❛❜❧❡ ✇❛②✳

❆s ❛ ❝♦♥s❡q✉❡♥❝❡✱ ✐♥ t❤❡ s❡❝✉r✐t② ♠♦❞❡❧ ✇❡ ♣r♦✈✐❞❡ t❤❡ ❛❞✈❡rs❛r② ✇✐t❤ t✇♦ ♦r❛❝❧❡s✿ ❛ r❡str✐❝t❡❞ Join

♦r❛❝❧❡ ✭❞❡♥♦t❡❞ Join∗✮ t❤❛t ❥✉st ♦✉t♣✉ts t❤❡ ♣✉❜❧✐❝ ❦❡②s✱ ❛♥❞ ❛ Corrupt ♦r❛❝❧❡ t❤❛t ♦✉t♣✉ts t❤❡ ✉s❡r✬s s❡❝r❡t
❦❡②✳ ❈♦rr✉♣t❡❞ ✉s❡rs ❛r❡ t❤❡♥ r❡❣✐st❡r❡❞ ✐♥ t❤❡ ❝♦rr✉♣t✐♦♥ ❧✐st C✱ ✐♥✐t✐❛❧❧② ❡♠♣t②✿

✕ Join∗(✐❞) → pk✐❞✱ t❛❦❡s ❛s ✐♥♣✉t ❛♥ ✐❞❡♥t✐t②✱ ❛♥❞ t❤❡♥ r✉♥s Join(✐❞,mpk,msk) t♦ ❣❡t (pk✐❞, sk✐❞)✱ ❜✉t
♦✉t♣✉ts pk✐❞ ♦♥❧②✳ ◆♦t❡ t❤❛t t❤❡ r❡❣✐str❛t✐♦♥ ❧✐st L ❤❛s ❜❡❡♥ ✉♣❞❛t❡❞ ❜② t❤❡ Join ♣r♦❝❡❞✉r❡❀

✕ Corrupt(✐❞) → sk✐❞ t❛❦❡s ❛s ✐♥♣✉t ❛ r❡❣✐st❡r❡❞ ✐❞❡♥t✐t②✱ ❛♥❞ ♦✉t♣✉ts t❤❡ s❡❝r❡t ❦❡② ❝♦rr❡s♣♦♥❞✐♥❣ t♦
pk✐❞✳ ■t ❛❧s♦ ✉♣❞❛t❡s t❤❡ ❝♦rr✉♣t✐♦♥ ❧✐st C ✇✐t❤ (✐❞, sk✐❞)✳

❲❡ t❤❡♥ ❞❡♥♦t❡ ❜② LU t❤❡ ❧✐st ♦❢ r❡❣✐st❡r❡❞ ✐❞❡♥t✐t✐❡s✱ ❛♥❞ ❜② CU t❤❡ ❧✐st ♦❢ t❤❡ ❝♦rr✉♣t❡❞ ✉s❡rs✱ ✇❤❡r❡❛s L
❛♥❞ C ❛❧s♦ ❝♦♥t❛✐♥ ❦❡②s✳ ❲❡ ❛❞❞✐t✐♦♥❛❧❧② ❞❡✜♥❡ ❛ ♣r❡❞✐❝❛t❡ ❚r❛❝❡❛❜❧❡(U , C)✱ ✇❤❡r❡ U ✐s ❛ ❧✐st ♦❢ ✐❞❡♥t✐t✐❡s
❛♥❞ C ❛ ♣r❡✲❝✐♣❤❡rt❡①t✱ t❤❛t t❡sts ✇❤❡t❤❡r t❤❡ tr❛❝✐♥❣ ❛❧❣♦r✐t❤♠✱ r✉♥ ♦♥ t❤❡ ❣❧♦❜❛❧ ♣❛r❛♠❡t❡rs ❛♥❞ ❛
r❡✲r❛♥❞♦♠✐③❛t✐♦♥ ♦❢ C✱ ♦✉t♣✉ts ❛♥ ✐❞❡♥t✐t② ✐❞ ∈ U ✇✐t❤ ❛ ❝♦♥✈✐♥❝✐♥❣ ♣r♦♦❢ Π✳

❙✐♥❝❡ ✇❡ ❛r❡ ❞❡❛❧✐♥❣ ✇✐t❤ ❛♥♦♥②♠✐t② ❛♥❞ tr❛❝❡❛❜✐❧✐t②✱ ✇❡ s❤♦✉❧❞ ❛❞❞r❡ss ❢✉❧❧✲❛♥♦♥②♠✐t② ❛♥❞ ❝❤♦s❡♥✲
❝✐♣❤❡rt❡①t s❡❝✉r✐t②✱ ♣r♦✈✐❞✐♥❣ ❛❝❝❡ss t♦ t❤❡ ♦♣❡♥✐♥❣ ♦r❛❝❧❡ ❛♥❞ t♦ t❤❡ ❞❡❝r②♣t✐♦♥ ♦r❛❝❧❡ r❡s♣❡❝t✐✈❡❧②✳ ❇✉t ❞✉❡
t♦ t❤❡ ✐♥❤❡r❡♥t ♠❛❧❧❡❛❜✐❧✐t② ♦❢ s✉❝❤ ❛ r❡✲r❛♥❞♦♠✐③❛❜❧❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ s♦♠❡ ❝♦♥str❛✐♥ts ❛r❡ r❡q✉✐r❡❞✳
❚❤✐s ✐s ❞✐s❝✉ss❡❞ ✐♥ t❤❡ ❆♣♣❡♥❞✐① ❆✳ ■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ ❢♦❝✉s ♦♥ t❤❡ ❜❛s✐❝ ❛♥♦♥②♠✐t② ✭✇✐t❤♦✉t ♦♣❡♥✐♥❣
♦r❛❝❧❡ ❛❝❝❡ss✮ ❛♥❞ t❤❡ ❝❤♦s❡♥✲♣❧❛✐♥t❡①t s❡❝✉r✐t② ✭✇✐t❤♦✉t ❞❡❝r②♣t✐♦♥ ♦r❛❝❧❡ ❛❝❝❡ss✮✳

■♥ ♦r❞❡r t♦ ❛✈♦✐❞ t❤❡ ♦♣❡♥❡r t♦ ❢r❛♠❡ ❛♥ ❤♦♥❡st ✉s❡r✱ ❛s t❤❡ r❡❝✐♣✐❡♥t ♦❢ ❛ ❝✐♣❤❡rt❡①t t❤❛t ✐s ♥♦t ❛✐♠❡❞
t♦ ❤✐♠✱ ✇❡ ❝❛♥ r❡❧② ♦♥ ❛♥ ❛❞❞✐t✐♦♥❛❧ P✉❜❧✐❝ ❑❡② ■♥❢r❛str✉❝t✉r❡ ✭P❑■✮✱ ✐♥ ✇❤✐❝❤ ❡❛❝❤ ✉s❡r ♦✇♥s ❛ ♣❛✐r ♦❢
♣✉❜❧✐❝✴♣r✐✈❛t❡ ❦❡②✱ ❛♥❞ s✐❣♥s pk✐❞ ✇❤❡♥ ✐t r❡❝❡✐✈❡s t❤❡ ❛ss♦❝✐❛t❡❞ s❡❝r❡t ❦❡② sk✐❞✳ ❚❤✐s s✐❣♥❛t✉r❡ ❝❛♥ ❜❡
❛❞❞❡❞ t♦ t❤❡ r❡❣✐str❛t✐♦♥ ❧✐st L✳ ❲❡ t❤✉s tr✉st t❤❡ ❧✐♥❦ ❜❡t✇❡❡♥ ❛♥ ✐❞❡♥t✐t② ✐❞ ❛♥❞ t❤❡ ❛ss♦❝✐❛t❡❞ ♣✉❜❧✐❝
❦❡②✳ ❆♥❞ ✇❡ ✇✐❧❧ ✉s❡ ❜♦t❤ ✐♥ ❛♥ ✐♥❞✐✛❡r❡♥t✐❛❜❧❡ ✇❛②✳

❙❡♠❛♥t✐❝ ❙❡❝✉r✐t②✳ ❚❤❡ ♠❛✐♥ s❡❝✉r✐t② ♥♦t✐♦♥ ❢♦r ❛♥ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐s ♦❢ ❝♦✉rs❡ t❤❡ s❡♠❛♥t✐❝
s❡❝✉r✐t② ♦❢ t❤❡ ❝✐♣❤❡rt❡①t ✭❛❢t❡r r❡✲r❛♥❞♦♠✐③❛t✐♦♥✮✱ t❤❛t ✐s ❢♦r♠❛❧✐③❡❞ ❜② t❤❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ♦❢ t❤❡
t✇♦ ❡①♣❡r✐♠❡♥ts ✭❢♦r b = 0, 1✮ ♣r❡s❡♥t❡❞ ❋✐❣✳ ✶✭❛✮✳ ❆s ✉s✉❛❧✱ t❤❡ ❛❞✈❡rs❛r② ❤❛s t♦ ❣✉❡ss ✇❤✐❝❤ ♣❧❛✐♥t❡①t ❤❛s
❜❡❡♥ ❡♥❝r②♣t❡❞ ✐♥ t❤❡ ❝❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t✳ ◆♦t❡ t❤❛t ✇❡ ♣r♦✈✐❞❡ t❤❡ ♦♣❡♥✐♥❣ ❦❡② skO t♦ t❤❡ ❛❞✈❡rs❛r②✱
✇❤✐❝❤ ♠♦❞❡❧s ❛ ❝♦❧❧✉s✐♦♥ ✇✐t❤ t❤❡ ♦♣❡♥❡r✳ ❲❡ r❡str✐❝t t❤❡ ❛❞✈❡rs❛r② t♦ ✉s❡ ❛ ✈❛❧✐❞ ✭r❡❣✐st❡r❡❞✮ ♣✉❜❧✐❝
❦❡②✱ s✐♥❝❡ ♦t❤❡r✇✐s❡ ♥♦ ♦♥❡ ❝❛♥ ❞❡❝r②♣t t❤❡ ❝✐♣❤❡rt❡①t✳ ❲❡ ❛r❡ t❤✉s ♦♥❧② ✐♥t❡r❡st❡❞ ✐♥ t❤❡ ♣r✐✈❛❝② ♦❢ r❡❛❧
❝✐♣❤❡rt❡①ts✳ ❲❡ ❞❡✜♥❡ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ A ✐♥ ❜r❡❛❦✐♥❣ t❤❡ s❡♠❛♥t✐❝ s❡❝✉r✐t② ❜② ✐ts ❛❞✈❛♥t❛❣❡✿

AdvrindMt❛❡s,A(λ) = Pr[Exprind−1
Mt❛❡s,A(λ) = 1]− Pr[Exprind−0

Mt❛❡s,A(λ) = 1].

❲❡ ❞❡✜♥❡ ❛ ✇❡❛❦❡r ✈❡rs✐♦♥✱ ✇❤❡r❡ t❤❡ ♦♣❡♥✐♥❣ ❦❡② ✐s ♥♦t ♣r♦✈✐❞❡❞ t♦ t❤❡ ❛❞✈❡rs❛r② ✭✇❤✐❝❤ ✐s ✉s❡❢✉❧ ✇❤❡♥
✇❡ ❝❛♥♥♦t s❡♣❛r❛t❡ t❤❡ ✐ss✉✐♥❣ ❛♥❞ ♦♣❡♥✐♥❣✴tr❛❝✐♥❣ r♦❧❡s✱ ❛s ✐♥ ♦✉r ✜rst s✐♠♣❧❡ s❝❤❡♠❡ ❜❡❧♦✇✮✿

Advweak−rind
Mt❛❡s,A (λ) = Pr[Expweak−rind−1

Mt❛❡s,A (λ) = 1]− Pr[Expweak−rind−0
Mt❛❡s,A (λ) = 1].

❆s ✉s✉❛❧✱ ✇❡ ❞❡♥♦t❡ ❜② AdvMt❛❡s(λ, τ)✱ ❢♦r ❛♥② s❡❝✉r✐t② ♥♦t✐♦♥✱ t❤❡ ❜❡st ❛❞✈❛♥t❛❣❡ ❛♥② ❛❞✈❡rs❛r② ❝❛♥ ❣❡t
✇✐t❤✐♥ t✐♠❡ τ ✳ ❋✉rt❤❡r♠♦r❡✱ ✇❡ ♠❛② ❛❞❞ ❛♥ ❡①tr❛ ♣❛r❛♠❡t❡r ω✱ ✇❤❡♥ ✇❡ ❧✐♠✐t t❤❡ ♥✉♠❜❡r ♦❢ Corrupt✲
q✉❡r✐❡s✳ ❚❤✐s ✇✐❧❧ ❜❡ ✉s❡❢✉❧ ❢♦r s❝❤❡♠❡s t❤❛t ❛r❡ ♥♦t ❢✉❧❧②✲❝♦❧❧✉s✐♦♥ s❡❝✉r❡ ✭s❡❡ ❙❡❝t✐♦♥ ✹✮✱ ❜✉t ω✲r❡s✐❧✐❡♥t✿
t❤❡ s❡❝✉r✐t② ❤♦❧❞s ✐❢ t❤❡ ♥✉♠❜❡r ♦❢ Corrupt✲q✉❡r✐❡s ✐s ❧❡ss t❤❛♥ ω✳

✹



❊①♣❡r✐♠❡♥t Exprind−b
Mt❛❡s,A(λ)

(mpk,msk, skO)← GSetup(λ)

AJoin∗(·),Corrupt(·)(mpk, skO)
→ (pk,m0,m1, s)

C ← Encrypt(mpk, pk,mb)
C∗ ← ReRand(mpk, C)

b′ ← AJoin∗(·),Corrupt(·)(s, C∗)
■❋ pk 6∈ LU\CU ❘❊❚❯❘◆ ✵
❊▲❙❊ ❘❊❚❯❘◆ b′

❊①♣❡r✐♠❡♥t Expranon−b
Mt❛❡s,A(λ)

(mpk,msk, skO)← GSetup(λ)

AJoin∗(·),Corrupt(·)(mpk)
→ (pk0, pk1,m, s)

C ← Encrypt(mpk, pkb,m)
C∗ ← ReRand(mpk, C)

b′ ← AJoin∗(·),Corrupt(·)(s, C∗)
■❋ pk0 6∈ LU\CU

❖❘ pk1 6∈ LU\CU ❘❊❚❯❘◆ ✵
❊▲❙❊ ❘❊❚❯❘◆ b′

❊①♣❡r✐♠❡♥t Expind−b
Mt❛❡s,A(λ)

(mpk,msk, skO)← GSetup(λ)

AJoin∗(·),Corrupt(·)(mpk, skO)
→ (pk,m0,m1, s)

C∗ ← Encrypt(mpk, pk,mb)

b′ ← AJoin∗(·),Corrupt(·)(s, C∗)
■❋ pk 6∈ LU\CU ❘❊❚❯❘◆ ✵
❊▲❙❊ ❘❊❚❯❘◆ b′

❊①♣❡r✐♠❡♥t Expanon−b
Mt❛❡s,A(λ)

(mpk,msk, skO)← GSetup(λ)

AJoin∗(·),Corrupt(·)(mpk)
→ (pk0, pk1,m, s)

C∗ ← Encrypt(mpk, pkb,m)

b′ ← AJoin∗(·),Corrupt(·)(s, C∗)
■❋ pk0 6∈ LU\CU

❖❘ pk1 6∈ LU\CU ❘❊❚❯❘◆ ✵
❊▲❙❊ ❘❊❚❯❘◆ b′

✭❛✮ ❙❡♠❛♥t✐❝ ❙❡❝✉r✐t② ✭❜✮ ❆♥♦♥②♠✐t②

❊①♣❡r✐♠❡♥t ExpcorrectMt❛❡s,A(λ)
(mpk,msk, skO)← GSetup(λ)

AJoin∗(·),Corrupt(·)(mpk)
→ (pk,m, r, r′)

C ← Encrypt(mpk, pk,m; r)
C∗ ← ReRand(mpk, C; r′)
■❋ pk 6∈ LU ❘❊❚❯❘◆ ✵
■❋ pk 6= Trace(mpk, skO,L, C

∗)
❘❊❚❯❘◆ ✶

■❋ Decrypt(mpk, sk, C∗) 6= m

✭✇❤❡r❡ sk ❛ss♦❝✐❛t❡❞ t♦ pk✮ ❘❊❚❯❘◆ ✶
❊▲❙❊ ❘❊❚❯❘◆ ✵

❊①♣❡r✐♠❡♥t ExpsubF−b
Mt❛❡s,A(λ)

(mpk,msk, skO)← GSetup(λ)

AJoin∗(·),Corrupt(·)(mpk)
→ (C0, C1, s)

C∗ ← ReRand(mpk, Cb)

b′ ← AJoin∗(·),Corrupt(·)(s, C∗)
■❋ ❚r❛❝❡❛❜❧❡(CU , C0)

❆◆❉ ❚r❛❝❡❛❜❧❡(CU , C1) ❘❊❚❯❘◆ ✵
❊▲❙❊ ❘❊❚❯❘◆ b′

✭❝✮ ❈♦rr❡❝t♥❡ss ✭❞✮ ❙✉❜❧✐♠✐♥❛❧✲❈❤❛♥♥❡❧ ❋r❡❡♥❡ss

❊①♣❡r✐♠❡♥t Exp
priv−b
Mt❛❡s,A(λ)

(mpk,msk, skO)← GSetup(λ)

AJoin∗(·),Corrupt(·)(mpk)
→ (pk0, pk1,m0,m1, s)

C∗ ← Encrypt(mpk, pkd,md)

b′ ← AJoin∗(·),Corrupt(·)(s, C∗)
■❋ pk0 6∈ LU\CU

❖❘ pk1 6∈ LU\CU ❘❊❚❯❘◆ ✵
❊▲❙❊ ❘❊❚❯❘◆ b′

❊①♣❡r✐♠❡♥t Expunlink−b
Mt❛❡s,A(λ)

(mpk,msk, skO)← GSetup(λ)

AJoin∗(·),Corrupt(·)(mpk)
→ (C, s)

C′
0 ← ReRand(mpk, C)

C′
1

R
← C✱ C∗ ← C′

b

b′ ← AJoin∗(·),Corrupt(·)(s, C∗)
■❋ ❚r❛❝❡❛❜❧❡(CU , C′

0) ❘❊❚❯❘◆ ✵
❊▲❙❊ ❘❊❚❯❘◆ b′

✭❡✮ Pr✐✈❛❝② ✭❢✮ ❈✐♣❤❡rt❡①t ❯♥❧✐♥❦❛❜✐❧✐t②

❋✐❣✳ ✶✳ ❊①♣❡r✐♠❡♥ts ❢♦r ❙❡❝✉r✐t② ◆♦t✐♦♥s

✺



❚❤❡ ❛❜♦✈❡ s❡❝✉r✐t② ♥♦t✐♦♥ ✐s ❛❜♦✉t t❤❡ r❡✲r❛♥❞♦♠✐③❡❞ ❝✐♣❤❡rt❡①t✱ ❛♥❞ t❤✉s ❢♦r ❛♥ ❛❞✈❡rs❛r② t❤❛t ❞♦❡s
♥♦t ❤❛✈❡ ❛❝❝❡ss t♦ t❤❡ ♣r❡✲❝✐♣❤❡rt❡①t ❜❡❢♦r❡ r❡✲r❛♥❞♦♠✐③❛t✐♦♥✳ ❲❡ t❤✉s ❞❡✜♥❡ t❤❡ s❛♠❡ s❡❝✉r✐t② ♥♦t✐♦♥
❛❜♦✉t t❤❡ ♣r❡✲❝✐♣❤❡rt❡①t ❝❤❛r❛❝t❡r✐③❡❞ ❜② t❤❡ ❛❞✈❛♥t❛❣❡s AdvindMt❛❡s,A(λ) ❛♥❞ Advweak−ind

Mt❛❡s,A(λ)✳ ■t ✐s ❝❧❡❛r
t❤❛t t❤❡ ❧❛tt❡r s❡❝✉r✐t② ♥♦t✐♦♥s ✭❜❡❢♦r❡ r❡✲r❛♥❞♦♠✐③❛t✐♦♥✮ ❛r❡ str♦♥❣❡r t❤❛♥ t❤❡ ❢♦r♠❡r✱ ❛♥❞ ❛❞❞r❡ss t❤❡
❝❛s❡ ✇❤❡r❡ t❤❡ ♠❡❞✐❛t♦r ✐s ❤♦♥❡st ❜✉t ❝✉r✐♦✉s✿

❚❤❡♦r❡♠ ✷✳ ❋♦r ❛♥② s❝❤❡♠❡Mt❛❡s ❛♥❞ ❛♥② t✐♠❡ ❜♦✉♥❞ τ ✱

AdvrindMt❛❡s
(λ, τ) ≤ AdvindMt❛❡s

(λ, τ) Advweak−rind
Mt❛❡s

(λ, τ) ≤ Advweak−ind
Mt❛❡s

(λ, τ)

❆♥♦♥②♠✐t②✳ ❖✉r ❣♦❛❧ ✐♥ t❤✐s ✇♦r❦ ✐s ❛♥♦♥②♠✐t② ♦❢ t❤❡ r❡❝✐♣✐❡♥t ✭❛✳❦✳❛✳ ❦❡② ♣r✐✈❛❝② ❬✷❪✮✱ ✇❡ ❢♦r♠❛❧✐③❡ ✐t
❛s ✉s✉❛❧ ❜② t❤❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ♦❢ t❤❡ t✇♦ ❡①♣❡r✐♠❡♥ts ♣r❡s❡♥t❡❞ ❋✐❣✳ ✶✭❜✮✿ t❤❡ ❛❞✈❡rs❛r② ❤❛s t♦ ❣✉❡ss
✇❤✐❝❤ ♣✉❜❧✐❝ ❦❡② ❤❛s ❜❡❡♥ ✉s❡❞ t♦ ❣❡♥❡r❛t❡ t❤❡ ❝❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t✳ ❆❣❛✐♥✱ ✇❡ r❡str✐❝t t❤❡ ❛❞✈❡rs❛r②
t♦ ✉s❡ ✈❛❧✐❞ ✭r❡❣✐st❡r❡❞✮ ♣✉❜❧✐❝ ❦❡②s✳ ❲❡ ❞❡✜♥❡ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ A ✐♥ ❜r❡❛❦✐♥❣ t❤❡ ❛♥♦♥②♠✐t② ✭❛❢t❡r
r❡✲r❛♥❞♦♠✐③❛t✐♦♥ ♦r ❜❡❢♦r❡✮ ❜②✿

Adv
(r)anon
Mt❛❡s,A(λ) = Pr[Exp

(r)anon−1
Mt❛❡s,A (λ) = 1]− Pr[Exp

(r)anon−0
Mt❛❡s,A (λ) = 1].

❚❤❡♦r❡♠ ✸✳ ❋♦r ❛♥② s❝❤❡♠❡Mt❛❡s ❛♥❞ ❛♥② t✐♠❡ ❜♦✉♥❞ τ ✱ AdvranonMt❛❡s
(λ, τ) ≤ AdvanonMt❛❡s

(λ, τ)✳

❈♦rr❡❝t♥❡ss✳ ❖❢ ❝♦✉rs❡✱ ❛♥ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ t❤❛t ✐s ♥♦♥✲❞❡❝r②♣t❛❜❧❡ ❝♦✉❧❞ ❜❡ s❡❝✉r❡ ✭s❡♠❛♥t✐❝❛❧❧②
s❡❝✉r❡ ❛♥❞ ❛♥♦♥②♠♦✉s✮✳ ❲❡ t❤✉s ♥❡❡❞ t❤❡ s❝❤❡♠❡ t♦ ❜❡ ❜♦t❤ ❞❡❝r②♣t❛❜❧❡ ❛♥❞ tr❛❝❡❛❜❧❡✿ ❛ ✇❡❧❧✲❢♦r♠❡❞
❝✐♣❤❡rt❡①t s❤♦✉❧❞ ❜❡ ❞❡❝r②♣t❛❜❧❡ ❜② t❤❡ t❛r❣❡t r❡❝✐♣✐❡♥t ✭✉s✐♥❣ sk ❛ss♦❝✐❛t❡❞ t♦ t❤❡ t❛r❣❡t pk✱ ❜♦t❤ ❣❡♥❡r✲
❛t❡❞ ❜② t❤❡ Join ♦r❛❝❧❡✮✱ ❛♥❞ s❤♦✉❧❞ ❜❡ tr❛❝❡❞ ✭✇✐t❤ ❤✐❣❤ ♣r♦❜❛❜✐❧✐t②✮ t♦ t❤✐s r❡❝✐♣✐❡♥t ❜② t❤❡ ♦♣❡♥❡r✳ ◆♦
❛❞✈❡rs❛r② s❤♦✉❧❞ ❜❡ ❛❜❧❡ t♦ ✇✐♥ t❤❡ ❝♦rr❡❝t♥❡ss ❣❛♠❡ ✭s❡❡ ❋✐❣✳ ✶✭❝✮✮ ✇✐t❤ s✐❣♥✐✜❝❛♥t ❛❞✈❛♥t❛❣❡✿

AdvcorrectMt❛❡s,A(λ) = Pr[ExpcorrectMt❛❡s,A(λ) = 1].

❙✉❜❧✐♠✐♥❛❧✲❈❤❛♥♥❡❧ ❋r❡❡♥❡ss✳ ▲❡t ✉s r❡♠✐♥❞ t❤❛t ♦✉r ✉❧t✐♠❛t❡ ❣♦❛❧ ✐s t❤❛t ❡✐t❤❡r t❤❡ ❝✐♣❤❡rt❡①t ❝❛♥
❜❡ tr❛❝❡❞ t♦ ❛ ❝♦rr✉♣t❡❞ ✉s❡r ✭✉♥❞❡r t❤❡ ❝♦♥tr♦❧ ♦❢ t❤❡ ❛❞✈❡rs❛r②✮✱ ♦r t❤❡ ❛❞✈❡rs❛r② ❝❛♥♥♦t tr❛♥s❢❡r ❛♥②
✐♥❢♦r♠❛t✐♦♥✳ ❚❤✐s ✐s ♠♦❞❡❧❡❞ ❜② t❤❡ s✉❜❧✐♠✐♥❛❧✲❝❤❛♥♥❡❧ ❢r❡❡♥❡ss ♣r♦♣❡rt② ✭s❡❡ ❋✐❣✳ ✶✭❞✮✮✿ t❤❡ ❛❞✈❡rs❛r②
❣❡♥❡r❛t❡s t✇♦ ♣r❡✲❝✐♣❤❡rt❡①ts C0 ❛♥❞ C1✱ ✇✐t❤ ✇❤✐❝❤ ✐t tr✐❡s t♦ tr❛♥s♠✐t s♦♠❡ ✐♥❢♦r♠❛t✐♦♥✳ ■❢ t❤❡② ❛r❡
✇❡❧❧✲❢♦r♠❡❞✱ ❛♥❞ r❡❛❧❧② tr❛❝❡ t♦ ❝♦rr✉♣t❡❞ ✉s❡rs✱ t❤❡♥ t❤✐s ✐s ♥♦r♠❛❧ t❤❛t t❤❡ ✐♥❢♦r♠❛t✐♦♥ ✐s tr❛♥s❢❡rr❡❞ ❛♥❞
s♦ t❤❡ ❛❞✈❡rs❛r② ❞♦❡s ♥♦t ✇✐♥ ✭❤❡♥❝❡ t❤❡ t✇♦ t❡sts ✇✐t❤ t❤❡ ♣r❡❞✐❝❛t❡ ❚r❛❝❡❛❜❧❡✮✳ ❚❤❡ ❝❤❛❧❧❡♥❣❡r ♣r♦✈✐❞❡s
❛ r❡✲r❛♥❞♦♠✐③❡❞ ✈❡rs✐♦♥ ♦❢ ♦♥❡ ♦❢ t❤❡♠ t♦ t❤❡ ❛❞✈❡rs❛r②✱ ❛♥❞ t❤❡ ❧❛tt❡r ❤❛s t♦ ❣✉❡ss ✇❤✐❝❤ ♦♥❡✿ ✐t ❤❛s ♥♦
❜✐❛s ✉♥❧❡ss s♦♠❡ ✐♥❢♦r♠❛t✐♦♥ ❧❡❛❦s ✐♥ t❤❡ r❡✲r❛♥❞♦♠✐③❡❞ ❝✐♣❤❡rt❡①t✳ ❆s ❛ ❝♦♥s❡q✉❡♥❝❡✱ s✉❜❧✐♠✐♥❛❧✲❝❤❛♥♥❡❧
❢r❡❡♥❡ss ✐s q✉❛♥t✐✜❡❞ ❜②

AdvsubFMt❛❡s,A(λ) = Pr[ExpsubF−1
Mt❛❡s,A(λ) = 1]− Pr[ExpsubF−0

Mt❛❡s,A(λ) = 1].

❲❡ ♥♦t❡ t❤❛t ❢♦r t❤✐s s❡❝✉r✐t② ♥♦t✐♦♥✱ t❤❡ ❛❞✈❡rs❛r② ❣❡♥❡r❛t❡s t❤❡ ❝✐♣❤❡rt❡①t ✐ts❡❧❢✱ ❛♥❞ ✐s t❤✉s ❛❧❧♦✇❡❞ t♦
❣❡♥❡r❛t❡ ✐❧❧✲❢♦r♠❡❞ ❝✐♣❤❡rt❡①ts✱ ❝♦♥tr❛r✐❧② t♦ t❤❡ ♣r❡✈✐♦✉s s❡❝✉r✐t② ♥♦t✐♦♥s✳ ■♥ s✉❝❤ ❛ ❝❛s❡✱ ♦♥❧②✱ ✐t ✇✐♥s ✐❢
✐t ♠❛♥❛❣❡s t♦ tr❛♥s♠✐t s♦♠❡ ✐♥❢♦r♠❛t✐♦♥✳ ❲❡ ♥♦✇ ♣r♦✈✐❞❡ t✇♦ ❛❞❞✐t✐♦♥❛❧ ♦♥❡ t❤❛t ✇✐❧❧ ✐♠♣❧② t❤❡ ❛❜♦✈❡
♦♥❡s✳

Pr✐✈❛❝②✳ ❚❤✐s ♣r✐✈❛❝② ♥♦t✐♦♥ ✭s❡❡ ❋✐❣✳ ✶✭❡✮✮ ❡♥❝♦♠♣❛ss❡s ❜♦t❤ s❡♠❛♥t✐❝ s❡❝✉r✐t② ✭♣❧❛✐♥t❡①t✲♣r✐✈❛❝②✮ ❛♥❞
❛♥♦♥②♠✐t② ✭❦❡②✲♣r✐✈❛❝②✮ ❜❡❢♦r❡ r❡✲r❛♥❞♦♠✐③❛t✐♦♥✱ ❛♥❞ t❤✉s ❡✈❡♥ ✇✐t❤ r❡s♣❡❝t t♦ t❤❡ ♠❡❞✐❛t♦r✿

Adv
priv
Mt❛❡s,A(λ) = Pr[Exppriv−1

Mt❛❡s,A(λ) = 1]− Pr[Exppriv−0
Mt❛❡s,A(λ) = 1].

❈✐♣❤❡rt❡①t✲❯♥❧✐♥❦❛❜✐❧✐t②✳ ❚❤❡♥✱ ✇❡ ✇❛♥t t❤❛t ❡✐t❤❡r t❤❡ ♣r❡✲❝✐♣❤❡rt❡①t s❡♥t t♦ t❤❡ ♠❡❞✐❛t♦r ❤❛s
❛ ✇❡❧❧ ✐❞❡♥t✐✜❡❞ t❛r❣❡t r❡❝✐♣✐❡♥t✱ ♦r t❤❡ r❡✲r❛♥❞♦♠✐③❛t✐♦♥ ❝❛♥❝❡❧ ❛♥② ✐♥❢♦r♠❛t✐♦♥✿ ✉♥❧❡ss t❤❡ ❝✐♣❤❡rt❡①t
tr❛❝❡s ❜❛❝❦ t♦ ❛ ✉s❡r ❝♦♥tr♦❧❧❡❞ ❜② t❤❡ ❛❞✈❡rs❛r②✱ ♦r t❤❡ r❡✲r❛♥❞♦♠✐③❡❞ ❝✐♣❤❡rt❡①t ✐s ✉♥❧✐♥❦❛❜❧❡ t♦ t❤❡
✐♥♣✉t ♣r❡✲❝✐♣❤❡rt❡①t✱ ❛♥❞ t❤✉s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ✇✐t❤ ❛ tr✉❧② r❛♥❞♦♠ ❝✐♣❤❡rt❡①t ✭✐♥ t❤❡ ❘❡❛❧✲♦r✲❘❛♥❞♦♠
s❡♥s❡✮ ✕ ✭s❡❡ ❋✐❣✳ ✶✭❢✮✮✿

AdvunlinkMt❛❡s,A(λ) = Pr[Expunlink−1
Mt❛❡s,A(λ) = 1]− Pr[Expunlink−0

Mt❛❡s,A(λ) = 1].

✻



✷✳✸ ❘❡❧❛t✐♦♥s ❜❡t✇❡❡♥ t❤❡ ❙❡❝✉r✐t② ◆♦t✐♦♥s

■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ st❛t❡ t❤❛t t❤❡ ❧❛t❡r s❡❝✉r✐t② ♥♦t✐♦♥s ✐♠♣❧② t❤❡ ❢♦r♠❡r✱ ❛♥❞ t❤❡ ♣r♦♦❢s ❝❛♥ ❜❡ ❢♦✉♥❞ ✐♥
t❤❡ ❆♣♣❡♥❞✐① ❆✳

❚❤❡♦r❡♠ ✹✳ ❋♦r ❛♥② s❝❤❡♠❡Mt❛❡s ❛♥❞ ❛♥② t✐♠❡ ❜♦✉♥❞ τ ✱

Advweak−ind
Mt❛❡s

(λ, τ) ≤ Adv
priv
Mt❛❡s

(λ, τ) AdvanonMt❛❡s
(λ, τ) ≤ Adv

priv
Mt❛❡s

(λ, τ)

Adv
priv
Mt❛❡s

(λ, τ) ≤ Advweak−ind
Mt❛❡s

(λ, τ) + AdvanonMt❛❡s
(λ, τ).

❚❤❡♦r❡♠ ✺✳ ❋♦r ❛♥② s❝❤❡♠❡Mt❛❡s ❛♥❞ ❛♥② t✐♠❡ ❜♦✉♥❞ τ ✱

AdvsubFMt❛❡s
(λ, τ) ≤

1

2
× AdvunlinkMt❛❡s

(λ, τ).

✸ ❖✉r s❝❤❡♠❡

❋✐rst✱ ✇❡ ♣r❡s❡♥t ❛ s✐♠♣❧❡ s❝❤❡♠❡ ❛❝❤✐❡✈✐♥❣ t❤❡ ❛❜♦✈❡ s❡❝✉r✐t② r❡q✉✐r❡♠❡♥ts✳ ❚❤✐s s❝❤❡♠❡ ✐♥❤❡r✐ts t❤❡
♣r♦♣❡rt✐❡s ♦❢ s♦♠❡ ❝♦♠❜✐♥❛t✐♦♥ ♦❢ ❜r♦❛❞❝❛st ❡♥❝r②♣t✐♦♥ ❛♥❞ r❡✲r❛♥❞♦♠✐③❛❜❧❡ t❡❝❤♥✐q✉❡s✳ ■t ❢✉❧✜❧❧s t❤❡
str♦♥❣❡st ♣r♦♣❡rt✐❡s ♦❢ ♣r✐✈❛❝② ❛♥❞ ✉♥❧✐♥❦❛❜✐❧❧✐t② ✉♥❞❡r t❤❡ s♦❧❡ DDH ❛ss✉♠♣t✐♦♥✱ ❜✉t ✇✐t❤ t❤❡ r❡str✐❝t✐♦♥
t❤❛t t❤❡ s❛♠❡ tr❛♣❞♦♦r ✐s ✉s❡❞ ❢♦r ❜♦t❤ ❞❡❝r②♣t✐♥❣ ❛♥❞ tr❛❝✐♥❣ ❝✐♣❤❡rt❡①ts✳ ❲❡ t❤❡♥ s❤♦✇ ❤♦✇ ✇❡ ❝❛♥
s❡♣❛r❛t❡ t❤❡s❡ ❝❛♣❛❜✐❧✐t✐❡s✱ ✉♥❞❡r t❤❡ XDH ❬✺❪ ❛♥❞ t❤❡ ✭❛s②♠♠❡tr✐❝✮ DBDH ❬✶✶❪ ❛ss✉♠♣t✐♦♥s✳ ❚❤❡s❡
❝❧❛ss✐❝❛❧ ❛ss✉♠♣t✐♦♥s ❛r❡ r❡✈✐❡✇❡❞ ✐♥ t❤❡ ❆♣♣❡♥❞✐① ❇✳ ❲❡ ❤❡r❡ ✉s❡ ❝❧❛ss✐❝❛❧ ❛❞✈❛♥t❛❣❡ ♥♦t❛t✐♦♥s ❢♦r
❛❧❧ t❤❡ ❞❡❝✐s✐♦♥❛❧ ♣r♦❜❧❡♠s✳

✸✳✶ ❉❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ❙❝❤❡♠❡ Mt❛❡s1

✕ GSetup(λ)✿ ❚❤❡ GSetup ❛❧❣♦r✐t❤♠ t❛❦❡s ❛s ✐♥♣✉t ❛ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✳ ■t ❞❡✜♥❡s ❛ ❝②❝❧✐❝ ❣r♦✉♣ G ♦❢
♣r✐♠❡ ♦r❞❡r q✱ ✐♥ ✇❤✐❝❤ t❤❡ DDH ❛ss✉♠♣t✐♦♥ ❤♦❧❞s✱ ✐♥ s♦♠❡ ❜❛s✐s g✳ ❲❡ ❞❡♥♦t❡ G∗ = G\{1}✱ t❤❡ s✉❜s❡t
♦❢ ❡❧❡♠❡♥ts ♦❢ ♦r❞❡r ❡①❛❝t❧② q✳ ■t ❝❤♦♦s❡s r❛♥❞♦♠ s❝❛❧❛rs x1, . . . , xt ∈ Z

∗
q ✇✐t❤ t t❤❡ ♠❛①✐♠✉♠ ♥✉♠❜❡r

♦❢ r❡❣✐st❡r❡❞ ✉s❡rs✳ ■t s❡ts t❤❡ ♠❛st❡r s❡❝r❡t ❦❡② ❛♥❞ t❤❡ ♦♣❡♥✐♥❣ ❦❡② ❛s msk = skO = (x1, x2, . . . , xt)
❛♥❞ t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡② mpk = (y1 = gx1 , . . . , yt = gxt)✳ ■t ❛❧s♦ s❡ts t❤❡ r❡❣✐str❛t✐♦♥ ❧✐st L t♦ ❡♠♣t②✳

✕ Join(✐❞,mpk,msk)✿ ❚❤❡ ✐❞ ✐s ❛ss✉♠❡❞ t♦ ❜❡ ❛♥ ✐♥t❡❣❡r ❜❡t✇❡❡♥ 1 ❛♥❞ t✳ ❚❤✐s ❛❧❣♦r✐t❤♠ t❤✉s ♦✉t♣✉ts
sk✐❞ = x✐❞ ❛s t❤❡ s❡❝r❡t ❦❡② ♦❢ ✉s❡r ✐❞✱ ✇❤❡r❡❛s t❤❡ ♣✉❜❧✐❝ ❦❡② ✐s y✐❞✳ ■t ❛❞❞s t❤❡ ♣❛✐r (✐❞, pk✐❞ = y✐❞) ✐♥
t❤❡ ❧✐st L✳

✕ Encrypt(mpk, i,m)✿ ❚♦ ❡♥❝r②♣t ❛ ♠❡ss❛❣❡ m ∈ G ✉♥❞❡r ❛ ♣✉❜❧✐❝ ❦❡② pki = yi✱ ✇❡ ❝❤♦♦s❡ t✇♦ r❛♥❞♦♠
s❝❛❧❛rs r, s ∈ Z

∗
q ❛♥❞ ❝♦♠♣✉t❡ (A1, A2, B1, B2) = (gr,m · yri , g

s, ysi )✳
✕ ReRand(mpk, C)✿ ❚♦ r❡✲r❛♥❞♦♠✐③❡ ❛ ♣r❡✲❝✐♣❤❡rt❡①t ✐♥ (G∗)4✱ ✇❡ ✜rst ❝❤♦♦s❡ 4t r❛♥❞♦♠ s❝❛❧❛rs rj , r

′
j

❛♥❞ sj , s
′
j ✐♥ Z

∗
q ✱ ❢♦r j = 1, · · · , t ❛♥❞ ❝♦♠♣✉t❡ t s✉❜✲❝✐♣❤❡rt❡①ts ❛s ❢♦❧❧♦✇s✿

C1,j ← A1 ·B
r′j
1 · g

rj C2,j ← A2 ·B
r′j
2 · yj

rj

D1,j ← B1
s′j · gsj D2,j ← B2

s′j · yj
sj .

❚❤❡♥✱ ✇❡ ♦❜t❛✐♥ ❛ s❡q✉❡♥❝❡ C ♦❢ t t✉♣❧❡s (C1,j , C2,j , D1,j , D2,j) ❢♦r j = 1, . . . , t✳ ◆♦t❡ t❤❛t t❤❡ s❡❝♦♥❞
❤❛❧✈❡s ♦❢ t❤❡ t✉♣❧❡s ❛❧❧♦✇ t♦ r❡✲r❛♥❞♦♠✐③❡ ❛❣❛✐♥ t❤❡ ❝✐♣❤❡rt❡①t✱ ✇✐t❤ 4t r❛♥❞♦♠ s❝❛❧❛rs aj , a

′
j ❛♥❞

bj , b
′
j ✿

C ′
1,j ← C1,j ·D

a′j
1,j · g

aj C ′
2,j ← C2,j ·D

a′j
2,j · yj

aj

D′
1,j ← D1,j

b′j · gbj D′
2,j ← D2,j

b′j · yj
bj .

✕ Decrypt(mpk, i, C)✿ ❚♦ ❞❡❝r②♣t ❛ ❝✐♣❤❡rt❡①t ❢♦r ✉s❡r i✱ ✉s✐♥❣ t❤❡ s❡❝r❡t ❦❡② xi✱ ✇❡ ❝♦♠♣✉t❡ m ←

C2,i · C
−xi

1,i ✳ ◆♦t❡ t❤❛t ✉s❡r i ❝❛♥ ❝❤❡❝❦ ✇❤❡t❤❡r ❤❡ r❡❛❧❧② ✐s t❤❡ t❛r❣❡t r❡❝✐♣✐❡♥t✿ D2,i
?
= Dxi

1,i✳

✼



✕ Trace(msk,L, skO, C)✿ ❚♦ tr❛❝❡ t❤❡ r❡❝✐♣✐❡♥t ♦❢ ❛ ❝✐♣❤❡rt❡①t C✱ ♣❛rs❡ C ❛s (C1,i, C2,i, D1,i, D2,i)i=1,...,t

❛♥❞ ❝❤❡❝❦ ✇❤❡t❤❡r g, yi, D1,i, D2,i ✐s ❛ DDH✲t✉♣❧❡ ❢♦r ♦♥❡ ♦❢ t❤❡ ✐♥❞❡① i ✭✇❤✐❝❤ ✇♦✉❧❞ ❝♦rr❡s♣♦♥❞ t♦ ❛
r❡❣✐st❡r❡❞ ✉s❡r ✐♥ t❤❡ ❧✐st L✮✳ ■❢ s✉❝❤ ❛♥ ✐♥❞❡① ✐s ❢♦✉♥❞✱ ✇❡ ♣r♦✈✐❞❡ ❛ ♥♦♥✲✐♥t❡r❛❝t✐✈❡ ③❡r♦✲❦♥♦✇❧❡❞❣❡
♣r♦♦❢ ♦❢ ✈❛❧✐❞✐t② Π s❤♦✇✐♥❣ t❤❡ ❡①✐st❡♥❝❡ ♦❢ xi ∈ Zq s✉❝❤ t❤❛t yi = gxi ❛♥❞ D2,i = Dxi

1,i❀ ♦t❤❡r✇✐s❡ ✇❡
♦✉t♣✉t ❛♥ ❡rr♦r s②♠❜♦❧ ⊥✳ ◆♦t❡ t❤❛t t❤❡ s❛♠❡ ❝❛♥ ❜❡ ❞♦♥❡ ♦♥ (g, yi, B1, B2) ❢r♦♠ t❤❡ ♣r❡✲❝✐♣❤❡rt❡①t✳

✕ Judge(mpk,L, C, ✐❞, Π)✿ ❚❤✐s ❛❧❣♦r✐t❤♠ ❝❤❡❝❦s ✇❤❡t❤❡r t❤❡ ♣r♦♦❢ Π ✐s ✈❛❧✐❞ ✇rt L, C, ✐❞✳

✸✳✷ ❙❡❝✉r✐t② ❆♥❛❧②s✐s

❈♦rr❡❝t♥❡ss✳ ❋✐rst✱ ♦♥❡ s❤♦✉❧❞ ♥♦t❡ t❤❛t ❛❢t❡r r❡✲r❛♥❞♦♠✐③❛t✐♦♥✱ ❛ ❝✐♣❤❡rt❡①t ❢♦r pki = yi ❧♦♦❦s ❧✐❦❡

C1,j ← A1 ·B
r′j
1 · g

rj = gr+s·r′j+rj C2,j ← A2 ·B
r′j
2 · y

rj
j = m · yi

r+s·r′j · yj
rj

D1,j ← B
s′j
1 · g

sj = gs·s
′
j+sj D2,j ← B

s′j
2 · yj

sj = yi
s·s′j · y

sj
j ,

✇❤❡r❡ r, s ❛r❡ t❤❡ r❛♥❞♦♠ ✈❛❧✉❡s ❝❤♦s❡♥ ❜② t❤❡ s❡♥❞❡r✱ ✇❤❡r❡❛s r′j , s
′
j ❛♥❞ t❤❡ rj , sj ❛r❡ ❝❤♦s❡♥ ❜② t❤❡

r❡✲r❛♥❞♦♠✐③❡r ❢♦r j = 1, . . . , t✳ ■❢ yi ∈ L✱ ❛♥❞ t❤✉s yi = gxi ✱ t❤❡♥

C1,i = gr+s·r′i+ri C2,i = m · yi
r+s·r′i+ri = m · Cxi

1,i

D1,i = gs·s
′
i+si D2,i = yi

s·s′i+si = Dxi

1,i.

❯s✐♥❣ t❤❡ s❡❝r❡t ❦❡② ski = xi✱ ✇❡ ✐♠♠❡❞✐❛t❡❧② ❣❡t m ❜② ❝♦♠♣✉t✐♥❣ C2,i · C
−xi

1,i ✳ ❆ s✐♠✐❧❛r ❝♦♠♣✉t❛t✐♦♥ ♦♥
D1,i ❛♥❞ D2,i tr❛❝❡s ❜❛❝❦ ✉s❡r i✳ ❋♦r ❛♥② ✐♥❞❡① j 6= i ✭♦r ✐❢ yi = gxi 6∈ L✮✱ ✇✐t❤ δj = xj − xi 6= 0✱

C1,j = gr+s·r′j+rj C2,j = m · gxi(r+s·r′j)+xjrj = m · C
xj

1,j · g
(r+s·r′j)δj

D1,j = gs·s
′
j+sj D2,j = gxi·s·s

′
j+xjsj = D

xj

1,j · g
δjss

′
j .

❚❤❡♥✱ t❤❡ t✉♣❧❡ (C1,j , C2,j , D1,j , D2,j) ❢♦❧❧♦✇s ❛ ❞✐str✐❜✉t✐♦♥ st❛t✐st✐❝❛❧❧② ❝❧♦s❡ t♦ r❛♥❞♦♠ ✐♥ G
4✱ s✐♥❝❡ s ❛♥❞

s′j ❛r❡ ♥♦♥✲③❡r♦✳ ■t t❤✉s ❝♦♥t❛✐♥s ♥♦ ✐♥❢♦r♠❛t✐♦♥ ♦♥ m ❛♥❞ i✳ ❲❡ ✇✐❧❧ ❢♦r♠❛❧❧② ❥✉st✐❢② t❤❛t ✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣✳

Pr✐✈❛❝②✳ ❚❤❡ ♣r✐✈❛❝② ♣r♦♣❡rt② ✐♠♣❧✐❡s ❜♦t❤ s❡♠❛♥t✐❝ s❡❝✉r✐t② ❛♥❞ ❛♥♦♥②♠✐t② ♦❢ ♣r❡✲❝✐♣❤❡rt❡①ts✳ ❲❡
♦❜t❛✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣ r❡s✉❧t✱ ✇❤♦s❡ ♣r♦♦❢ ❝❛♥ ❜❡ ❢♦✉♥❞ ✐♥ t❤❡ ❆♣♣❡♥❞✐① ❈✿

❚❤❡♦r❡♠ ✻✳ ❖✉r s❝❤❡♠❡ Mt❛❡s1 ♣r♦♣♦s❡❞ ✐♥ ❙❡❝t✐♦♥ ✸✳✶ ❢✉❧✜❧❧s t❤❡ ♣r✐✈❛❝② ♣r♦♣❡rt② ✉♥❞❡r t❤❡ DDH

❛ss✉♠♣t✐♦♥✿

Adv
priv
Mt❛❡s1

(λ, τ) ≤ 2t · AdvddhG (τ + 2τexp),

✇❤❡r❡ τexp ❞❡♥♦t❡s ❛♥ ✉♣♣❡r ❜♦✉♥❞ ♦♥ t❤❡ t✐♠❡ ❝♦♠♣✉t❛t✐♦♥ ❢♦r ♦♥❡ ❡①♣♦♥❡♥t✐❛t✐♦♥✳

❯♥❧✐♥❦❛❜✐❧✐t②✳ ■♥ ♦r❞❡r t♦ ❣❡t t❤❡ s✉❜❧✐♠✐♥❛❧✲❝❤❛♥♥❡❧ ❢r❡❡♥❡ss✱ ✇❡ ✇✐❧❧ ♣r♦✈❡ t❤❡ ✉♥❧✐♥❦❛❜✐❧✐t②✱ ✇❤✐❝❤
❤♦❧❞s ✉♥❞❡r t❤❡ DDH ❛ss✉♠♣t✐♦♥ t♦♦ ✭t❤❡ ♣r♦♦❢ ❝❛♥ ❜❡ ❢♦✉♥❞ ✐♥ t❤❡ ❆♣♣❡♥❞✐① ❈✮✿

❚❤❡♦r❡♠ ✼✳ ❖✉r s❝❤❡♠❡Mt❛❡s1 ♣r♦♣♦s❡❞ ✐♥ ❙❡❝t✐♦♥ ✸✳✶ ✐s ✉♥❧✐♥❦❛❜❧❡ ✉♥❞❡r t❤❡ DDH ❛ss✉♠♣t✐♦♥✿

AdvunlinkMt❛❡s1
(λ, τ) ≤ 2(t+ 1) · AdvddhG (τ + 2τexp),

✇❤❡r❡ τexp ❞❡♥♦t❡s ❛♥ ✉♣♣❡r ❜♦✉♥❞ ♦♥ t❤❡ t✐♠❡ ❝♦♠♣✉t❛t✐♦♥ ❢♦r ♦♥❡ ❡①♣♦♥❡♥t✐❛t✐♦♥✳

✽



✸✳✸ ❚✇♦✲▲❡✈❡❧ ❙❝❤❡♠❡ Mt❛❡s2

■♥ t❤❡ ♣r❡✈✐♦✉s s❝❤❡♠❡ Mt❛❡s1✱ t❤❡ s❛♠❡ ❦❡② ✐s ✉s❡❞ ❢♦r ❜♦t❤ t❤❡ ❥♦✐♥ ❛♥❞ t❤❡ tr❛❝✐♥❣ ♣r♦❝❡❞✉r❡s✱
❤❡♥❝❡ ✐t ❛❝❤✐❡✈❡s t❤❡ ✇❡❛❦ s❡❝✉r✐t② ❧❡✈❡❧ ♦♥❧②✳ ■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ s❡♣❛r❛t❡ t❤❡s❡ t✇♦ ❝❛♣❛❜✐❧✐t✐❡s ✐♥
Mt❛❡s2✱ ♠❛❦✐♥❣ ✉s❡ ♦❢ ❛ s♦✲❝❛❧❧❡❞ ❚②♣❡✲✷ ♦r ❚②♣❡✲✸ ♣❛✐r✐♥❣✲❢r✐❡♥❞❧② str✉❝t✉r❡ ❬✶✸❪✳ ■t ❝♦♥s✐sts ✐♥ ❛
t✉♣❧❡ (G1,G2,GT , q, e, g1, g2) ✇❤❡r❡ e ✐s ❛♥ ❛❞♠✐ss✐❜❧❡ ❜✐❧✐♥❡❛r ♠❛♣ ❬✻❪✱ g1✱ g2 ❛♥❞ G = e (g1, g2) ❛r❡ ❣❡♥❡r✲
❛t♦rs ♦❢ G1✱ G2 ❛♥❞ GT r❡s♣❡❝t✐✈❡❧② ✭❛♥❞ ❛❞❞✐t✐♦♥❛❧❧② t❤❡r❡ ❡①✐sts ❛♥ ❡✣❝✐❡♥t❧② ❝♦♠♣✉t❛❜❧❡ ✐s♦♠♦r♣❤✐s♠
ψ : G2 → G1 ✐♥ t❤❡ ❝❛s❡ ♦❢ ❚②♣❡✲✷ str✉❝t✉r❡✮✳ ❲❡ ❝♦♥s✐❞❡r str✉❝t✉r❡s ✐♥ ✇❤✐❝❤ t❤❡ XDH ✭✐✳❡✳ t❤❡ DDH

❛ss✉♠♣t✐♦♥ ✐♥ G1✮ ❛♥❞ t❤❡ ✭❛s②♠♠❡tr✐❝✮ DBDH✷ ❬✶✶❪ ❛ss✉♠♣t✐♦♥s ❝❛♥ ❜❡ ♠❛❞❡ ✭❡✳❣✳✱ ✉s✐♥❣ ❲❡✐❧ ♦r ❚❛t❡
♣❛✐r✐♥❣s ♦♥ ❝❡rt❛✐♥ ▼◆❚ ❝✉r✈❡s ❛s ❞❡✜♥❡❞ ✐♥ ❬✶✽❪✱ t❤❡s❡ ❛ss✉♠♣t✐♦♥s s❡❡♠ r❡❛s♦♥❛❜❧❡✮✳

❉❡s❝r✐♣t✐♦♥✳

✕ GSetup(λ)✿ ❚❤❡ GSetup ❛❧❣♦r✐t❤♠ t❛❦❡s ❛s ✐♥♣✉t ❛ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ ❛♥❞ ❣❡♥❡r❛t❡s ♣❛r❛♠❡t❡rs ❢♦r
❛ ❜✐❧✐♥❡❛r str✉❝t✉r❡ (G1,G2,GT , q, e, g1, g2) ❆s ❜❡❢♦r❡✱ t❤❡ ♠❛st❡r s❡❝r❡t ❦❡② ✐s s❡t t♦ ❜❡ ❛ s❡q✉❡♥❝❡ ♦❢
t r❛♥❞♦♠ s❝❛❧❛rs ✐♥ Z

∗
q ✱ msk = (x1, x2, . . . , xt)✱ ❛♥❞ t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡② ✐s ❞❡✜♥❡❞ ❜②

mpk =

(

g1, g2, G, (y1 = g1
x1 , . . . , yt = g1

xt),
(Y1 = e (gx1

1 , g2) , . . . , Yt = e (gxt

1 , g2))

)

.

❚❤❡ ♦♣❡♥✐♥❣ ❦❡② ❝♦♥s✐sts ♦❢ t❤❡ s❡q✉❡♥❝❡ skO = (h1 = gx1
2 , · · · , ht = gxt

2 )✳ ❚❤✐s ❛❧❣♦r✐t❤♠ ❛❧s♦ s❡ts t❤❡
r❡❣✐str❛t✐♦♥ ❧✐st L t♦ ❡♠♣t②✳

✕ Join(✐❞,mpk,msk)✿ ❆s ❜❡❢♦r❡✱ t❤✐s ❛❧❣♦r✐t❤♠ ♦✉t♣✉ts x✐❞ ❛s t❤❡ s❡❝r❡t ❦❡② sk✐❞ ♦❢ ✉s❡r ✐❞✱ ✇❤❡r❡❛s t❤❡
♣✉❜❧✐❝ ❦❡② ✐s (y✐❞, Y✐❞)✳ ■t ❛❧s♦ ❛❞❞s t❤❡ ♣❛✐r (✐❞, pk✐❞ = (y✐❞, Y✐❞)) ✐♥ t❤❡ ❧✐st L✳ ✭◆♦t❡ t❤❛t y✐❞ ✇♦✉❧❞ ❜❡
❡♥♦✉❣❤ ✐♥ t❤❡ ♣✉❜❧✐❝ ❦❡②✱ ❛♥❞ ✐♥ t❤❡ ♠❛st❡r ♣✉❜❧✐❝ ❦❡②✱ ❜✉t t❤❡ ✉s❡ ♦❢ Y✐❞ ✇✐❧❧ s✐♠♣❧✐❢② t❤❡ ♥♦t❛t✐♦♥s✮✳

✕ Encrypt(mpk, i,m)✿ ❚♦ ❡♥❝r②♣t ❛ ♠❡ss❛❣❡ m ∈ GT ✉♥❞❡r ❛ ♣✉❜❧✐❝ ❦❡② pki = (yi, Yi)✱ ♦♥❡ ✜rst ❝❤♦♦s❡s
t✇♦ r❛♥❞♦♠ s❝❛❧❛rs r, s ∈ Z

∗
q ❛♥❞ t❤❡♥ ❝♦♠♣✉t❡s (A1, A2, B1, B2) = (Gr,m · Y r

i , g
s
1, y

s
i )✳

✕ ReRand(mpk, C)✿ ❚♦ r❡✲r❛♥❞♦♠✐③❡ ❛ ♣r❡✲❝✐♣❤❡rt❡①t✱ ♦♥❡ ✜rst ❝❤♦♦s❡s 4t r❛♥❞♦♠ s❝❛❧❛rs rj , r
′
j ❛♥❞ sj , s

′
j

✐♥ Z
∗
q ❢♦r j = 1, · · · , t ❛♥❞ ❝♦♠♣✉t❡s t s✉❜✲❝✐♣❤❡rt❡①ts ❛s ❢♦❧❧♦✇s✿

C1,j ← A1 · e (B1, g2)
r′j ·Grj C2,j ← A2 · e (B2, g2)

r′j · Y
rj
j

D1,j ← B1
s′j · g

sj
1 D2,j ← B2

s′j · y
sj
j .

❚❤❡♥✱ ✇❡ ♦❜t❛✐♥ ❛ s❡q✉❡♥❝❡ C ♦❢ t t✉♣❧❡s (C1,j , C2,j , D1,j , D2,j) ❢♦r j = 1, . . . , t✳ ◆♦t❡ t❤❛t t❤❡ s❡❝♦♥❞
❤❛❧✈❡s ♦❢ t❤❡ t✉♣❧❡s ❛❧❧♦✇ t♦ r❡✲r❛♥❞♦♠✐③❡ ❛❣❛✐♥ t❤❡ ❝✐♣❤❡rt❡①t✱ ❛s ✐♥Mt❛❡s1✳

✕ Decrypt(mpk, i, C)✿ ❚♦ ❞❡❝r②♣t ❛ ❝✐♣❤❡rt❡①t ❢♦r ✉s❡r i✱ ✉s✐♥❣ t❤❡ s❡❝r❡t ❦❡② xi✱ ✇❡ ❝♦♠♣✉t❡ m ←
C2,i · C

−xi

1,i ✳

✕ Trace(msk,L, skO, C)✿ ❚♦ tr❛❝❡ t❤❡ r❡❝✐♣✐❡♥t ♦❢ ❛ ❣✐✈❡♥ ❝✐♣❤❡rt❡①t C✱ ❝❤❡❝❦ ✇❤❡t❤❡r (g1, yi, D1,i, D2,i) ✐s
❛ DDH✲t✉♣❧❡ ✐♥ G1 ❢♦r s♦♠❡ r❡❣✐st❡r❡❞ ✉s❡r i ✐♥ t❤❡ ❧✐st L✱ ❜② t❡st✐♥❣ ✇❤❡t❤❡r e (D2,i, g2) = e (D1,i, hi)✳
■❢ ♥♦ s✉❝❤ ♦♥❡ ✐s ❢♦✉♥❞✱ ✇❡ ♦✉t♣✉t ⊥ ♦t❤❡r✇✐s❡✱✇❡ ♣r♦✈✐❞❡ ❛ ♥♦♥✲✐♥t❡r❛❝t✐✈❡ ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢ ♦❢
✈❛❧✐❞✐t②✱ Π s❤♦✇✐♥❣ t❤❡ ❡①✐st❡♥❝❡ ♦❢ xi ∈ Zq s✉❝❤ t❤❛t hi = gxi

2 ❛♥❞ D2,i = Dxi

1,i✳

✕ Judge(mpk,L, C, ✐❞, Π)✿ ❚❤✐s ❛❧❣♦r✐t❤♠ ❝❤❡❝❦s ✇❤❡t❤❡r t❤❡ ♣r♦♦❢ Π ✐s ✈❛❧✐❞ ✇rt L, C, ✐❞✳

❙❡❝✉r✐t② Pr♦♣❡rt✐❡s✳ ●r❛♥t❡❞ t❤❡ r✐❝❤❡r str✉❝t✉r❡✱ ❛♥❞ ❜♦t❤ t❤❡ XDH ❛♥❞ t❤❡ DBDH ❛ss✉♠♣t✐♦♥s✱ t❤✐s
s❝❤❡♠❡ ❛❝❤✐❡✈❡s ❛❧❧ t❤❡ ❡①♣❡❝t❡❞ s❡❝✉r✐t② ♣r♦♣❡rt✐❡s✿ ❛♥♦♥②♠✐t②✱ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ✭❡✈❡♥ ❣✐✈❡♥ ❛❝❝❡ss t♦
t❤❡ ♦♣❡♥✐♥❣✴tr❛❝✐♥❣ ❦❡②✮ ❛♥❞ ✉♥❧✐♥❦❛❜✐❧✐t②✳ ❚❤❡ ♣r♦♦❢ ❝❛♥ ❜❡ ❢♦✉♥❞ ✐♥ t❤❡ ❆♣♣❡♥❞✐① ❉✳

✷ ❖✉r s❝❤❡♠❡ ❛❝t✉❛❧❧② r❡❧✐❡s ♦♥ ❛ ✇❡❛❦❡r ♠✐①❡❞ ❛ss✉♠♣t✐♦♥ ✇❤✐❝❤ st❛t❡s t❤❛t ❣✐✈❡♥ ga1 ✱ g
a
2 ✱ e(g1, g2)

b ❛♥❞ e(g1, g2)
c✱ ✐t ✐s

✐♥tr❛❝t❛❜❧❡ t♦ ❞❡❝✐❞❡ ✇❤❡t❤❡r c
?
= ab mod q✳

✾



❚❤❡♦r❡♠ ✽✳ ❖✉r s❝❤❡♠❡Mt❛❡s2 ♣r♦♣♦s❡❞ ✐♥ ❙❡❝t✐♦♥ ✸✳✸ ✐s ❛♥♦♥②♠♦✉s✱ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ ❛♥❞ ✉♥❧✐♥❦❛❜❧❡

✉♥❞❡r t❤❡ XDH ❛ss✉♠♣t✐♦♥ ✭t❤❡ DDH ❛ss✉♠♣t✐♦♥ ✐♥ G1✮✱ ❛♥❞ t❤❡ DBDH ❛ss✉♠♣t✐♦♥✿

AdvanonMt❛❡s2
(λ, τ),AdvunlinkMt❛❡s2

(λ, τ) ≤ 2t · AdvxdhBS (τ + 2τexp)

AdvindMt❛❡s2
(λ, τ) ≤ t · AdvdbdhBS (τ),

✇❤❡r❡ τexp ❞❡♥♦t❡s ❛♥ ✉♣♣❡r ❜♦✉♥❞ ♦♥ t❤❡ t✐♠❡ ❝♦♠♣✉t❛t✐♦♥ ❢♦r ♦♥❡ ❡①♣♦♥❡♥t✐❛t✐♦♥✳

✸✳✹ Pr♦t❡❝t✐♦♥ ❆❣❛✐♥st t❤❡ ■ss✉❡r

❆s t❤❡ Pr✐✈❛t❡ ❑❡② ●❡♥❡r❛t♦r ✭P❑●✮ ✐♥ ■❞❡♥t✐t② ❇❛s❡❞✲❊♥❝r②♣t✐♦♥✱ t❤❡ ✐ss✉❡r ❝❛♥ ❜❡ ✐♥✈♦❧✈❡❞ ✐♥ ♠❛❧✐❝✐♦✉s
❛❝t✐✈✐t✐❡s s✐♥❝❡ ✐t ❦♥♦✇s ❛❧❧ ✉s❡rs✬ r❡❣✐st❡r❡❞ s❡❝r❡t ❦❡②s✳ ❲❡ ❝❛♥ ❡❛s✐❧② ♣r❡✈❡♥t t❤❡ ✐ss✉❡r ❢r♦♠ ❜r❡❛❦✐♥❣
t❤❡ s❡♠❛♥t✐❝ s❡❝✉r✐t② ♦❢ ❛ ❝✐♣❤❡rt❡①t s❡♥t t♦ ❛ s♣❡❝✐✜❝ ✉s❡r ❜② ✜rst ❡♥❝r②♣t✐♥❣ t❤❡ ♠❡ss❛❣❡ ✇✐t❤ ❛♥
❛♣♣r♦♣r✐❛t❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✭❢♦r ✇❤✐❝❤ t❤❡ ✐ss✉❡r ❞♦❡s ♥♦t ❦♥♦✇ t❤❡ ❞❡❝r②♣t✐♦♥ ❦❡②s✮ ❛♥❞ t❤❡♥ r❡✲
❡♥❝r②♣t ✭❝♦♠♣♦♥❡♥t ❜② ❝♦♠♣♦♥❡♥t✮ t❤❡ ❝✐♣❤❡rt❡①t ✇✐t❤ ♦✉r ♠❡❞✐❛t❡❞ tr❛❝❡❛❜❧❡ ❛♥♦♥②♠♦✉s ❡♥❝r②♣t✐♦♥

s❝❤❡♠❡✿ ■❢ t❤❡ ❣❧♦❜❛❧ ❝✐♣❤❡rt❡①t ✐s ♥♦t tr❛❝❡❛❜❧❡✱ t❤❡♥ t❤❡ ✉♥❞❡r❧②✐♥❣ ❝✐♣❤❡rt❡①t ✇✐❧❧ ❜❡ t♦t❛❧❧② r❛♥❞♦♠✱
❛♥❞ t❤✉s✱ ♥♦ ✐♥❢♦r♠❛t✐♦♥ ✇✐❧❧ ❜❡ tr❛♥s♠✐tt❡❞✳

▼♦r❡ ♣r❡❝✐s❡❧②✱ ❢♦r s✉❝❤ ❛ t❡❝❤♥✐q✉❡ t♦ ❜❡ ❛♣♣❧✐❡❞ ✇✐t❤ ♦✉r s❝❤❡♠❡s✱ ✇❡ ♥❡❡❞ ❛♥ ✉♥❞❡r❧②✐♥❣ ❊❧●❛♠❛❧ ❬✶✷❪
❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐♥ G ❢♦r Mt❛❡s1 ✭♦r G = GT ❢♦r Mt❛❡s2✮✳ ❋♦r ❡♥❝r②♣t✐♥❣ ❛ ♠❡ss❛❣❡ m ∈ G✱ ♦♥❡
❣❡ts t❤❡ r❡❝✐♣✐❡♥t✬s ❊❧●❛♠❛❧ ♣✉❜❧✐❝ ❦❡②✱ ❛♥❞ ❛♣♣❧✐❡s t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ ♦❢ m✿ ✐t ❣❡ts (c1, c2) ∈ G

2✳
❚❤❡r❡❛❢t❡r✱ c1 ❛♥❞ c2 ❛r❡ ✐♥❞❡♣❡♥❞❡♥t❧② r❡✲❡♥❝r②♣t❡❞ ✉♥❞❡r ♦✉r Mt❛❡s1 s❝❤❡♠❡✱ ✉s✐♥❣ t❤❡ r❡❝✐♣✐❡♥t
r❡❣✐st❡r❡❞ ❦❡②✳ ❖♥❡ ❝♦✉❧❞ ✉s❡ ❛♥♦t❤❡r ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ ❞✐✛❡r❡♥t ♦r str♦♥❣❡r t❤❛♥ ❊❧●❛♠❛❧✳ ❚❤❡ ✉♥✐q✉❡
❝♦♥str❛✐♥t ✐s t❤❛t t❤❡ ✉♥❞❡r❧②✐♥❣ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ s❤♦✉❧❞ ♣r♦❞✉❝❡ ❛ ❝✐♣❤❡rt❡①t ✐♥ G

k✱ ❢♦r s♦♠❡ k✱ s♦ t❤❛t
✐t ❝❛♥ t❤❡r❡❛❢t❡r ❜❡ r❡✲❡♥❝r②♣t❡❞ ❜② ♦✉rMt❛❡s✬s✳

✹ ❆♥ ω✲❘❡s✐❧✐❡♥t ●❡♥❡r✐❝ ❈♦♥str✉❝t✐♦♥

■♥ t❤✐s s❡❝t✐♦♥✱ ✇❡ ♣r♦♣♦s❡ ❛ ❣❡♥❡r✐❝ s❝❤❡♠❡ t❤❛t ✐s ω✲r❡s✐❧✐❡♥t✱ ✇❤✐❝❤ ♠❡❛♥s t❤❛t t❤❡ ♠❛❧✐❝✐♦✉s ❛❞✈❡rs❛r②
❝❛♥ ❝♦rr✉♣t ✉♣ t♦ ❛ ♠❛①✐♠✉♠ ♦❢ ω ✉s❡rs ❛❞❛♣t✐✈❡❧② ❛♥❞ t❤✉s ♣♦ss❡ss t❤❡ ω ❝♦rr❡s♣♦♥❞✐♥❣ ♣r✐✈❛t❡ ❦❡②s✳
❍♦✇❡✈❡r✱ ✐t ❝❛♥♥♦t ♦❜t❛✐♥ ❛♥② ✐♥❢♦r♠❛t✐♦♥ r❡❧❡✈❛♥t t♦ ❝✐♣❤❡rt❡①ts t❤❛t ❛r❡ ❡♥❝r②♣t❡❞ ❢♦r ♣✉❜❧✐❝ ❦❡②s ♥♦t
✇✐t❤✐♥ t❤❡ ❝♦rr✉♣t ✉s❡rs✳ ❋♦r ❛ ✜①❡❞ ω✱ ♦✉r ❝♦♥str✉❝t✐♦♥ ✐s ❢❛✐r❧② ❡✣❝✐❡♥t✱ ✇✐t❤ ❝✐♣❤❡rt❡①ts t❤❛t ❤❛✈❡
❧♦❣❛r✐t❤♠✐❝ s✐③❡ ✐♥ t❤❡ ♥✉♠❜❡r ♦❢ ❣r♦✉♣ ♠❡♠❜❡rs ✭✐♥st❡❛❞ ♦❢ ❧✐♥❡❛r ✇✐t❤ t❤❡ t✇♦ ♣r❡✈✐♦✉s ♣r♦♣♦s❛❧s
Mt❛❡s1 ❛♥❞ Mt❛❡s2✮✳ ❍♦✇❡✈❡r✱ tr❛❝✐♥❣ ♠✐❣❤t ❢❛✐❧ ✭✇✐t❤ s♠❛❧❧ ♣r♦❜❛❜✐❧✐t②✱ ❞❡♣❡♥❞✐♥❣ ♦♥ t❤❡ ❝♦❞❡✮✳
❖✉r ❝♦♥str✉❝t✐♦♥ r❡❧✐❡s ♦♥ ✇❡❧❧✲❦♥♦✇♥ t♦♦❧s✱ ♥❛♠❡❧② ❝♦❧❧✉s✐♦♥✲s❡❝✉r❡ ❝♦❞❡s ❛♥❞ ❤♦♠♦♠♦r♣❤✐❝ ❡♥❝r②♣t✐♦♥

s❝❤❡♠❡s t❤❛t ❣❡♥❡r❛❧✐③❡ t❤❡ ♣r♦t♦❝♦❧s ❢r♦♠ t❤❡ ♣r❡✈✐♦✉s s❡❝t✐♦♥✳

✹✳✶ ❈♦❧❧✉s✐♦♥✲s❡❝✉r❡ ❝♦❞❡s

❖✉r ❝♦♥str✉❝t✐♦♥ ♠❛❦❡s ✉s❡ ♦❢ ω✲tr❛❝❡❛❜❧❡ ❝♦❞❡s ❬✷✷❪✱ ✐♥ t❤❡ s❛♠❡ ✈❡✐♥ ❛s t❤❡ ❝♦❧❧✉s✐♦♥✲s❡❝✉r❡ ❝♦❞❡s
♣r♦♣♦s❡❞ ❜② ❇♦♥❡❤ ❛♥❞ ❙❤❛✇ ❬✼❪ ❛s ❛ ♠❡t❤♦❞ ♦❢ ❞✐❣✐t❛❧ ✜♥❣❡r♣r✐♥t✐♥❣ ✇❤✐❧❡ ♣r❡✈❡♥t✐♥❣ ❛ ❝♦❧❧✉s✐♦♥ ♦❢ ❛
s♣❡❝✐✜❡❞ s✐③❡ ω ❢r♦♠ ❢r❛♠✐♥❣ ❛ ✉s❡r ♥♦t ✐♥ t❤❡ ❝♦❛❧✐t✐♦♥✱ ❜✉t ❢✉rt❤❡r♠♦r❡ ❛❧❧♦✇✐♥❣ t❤❡ tr❛❝❡❛❜✐❧✐t② ♦❢ ❛
tr❛✐t♦r ❢r♦♠ ❛ ✇♦r❞ ❣❡♥❡r❛t❡❞ ❜② t❤❡ ❝♦❛❧✐t✐♦♥✳ ❲❡ ❝♦♥s✐❞❡r ❛ ❝♦❞❡ C ♦❢ ❧❡♥❣t❤ ℓ ♦♥ ❛♥ ❛❧♣❤❛❜❡t T ✱ ✇✐t❤
#T = t ✭✐✳❡✳ C ⊆ T ℓ✮ ❛♥❞ ✇❡ ❝❛❧❧ ✐t ❛♥ (n, ℓ, t)✲❝♦❞❡ ✐❢ #C = n✳ ❚❤❡ ❡❧❡♠❡♥ts ♦❢ C ❛r❡ ❝❛❧❧❡❞ ❝♦❞❡✇♦r❞s✳

❋♦r ❛♥② s✉❜s❡t ♦❢ ❝♦❞❡✇♦r❞s C0 ⊂ C✱ ✇❡ ❞❡✜♥❡ t❤❡ s❡t ♦❢ ❞❡s❝❡♥❞❛♥ts ♦❢ C0 ✭❛✳❦✳❛✳ t❤❡ ❢❡❛s✐❜❧❡ s❡t✮✱
❞❡♥♦t❡❞ Desc(C0) = {x ∈ T ℓ : xi ∈ {ai : a ∈ C0}, 1 ≤ i ≤ ℓ}. ❲❡ ♥♦✇ r❡❝❛❧❧ t❤❡ ❢♦❧❧♦✇✐♥❣ ❞❡✜♥✐t✐♦♥s
❝♦♥❝❡r♥✐♥❣ ♥♦♥✲❢r❛♠❡❛❜✐❧✐t② ❛♥❞ tr❛❝❡❛❜✐❧✐t② ♦❢ ❝♦❞❡s✳ ▲❡t C ❜❡ ❛♥ (n, ℓ, t)✲❝♦❞❡ ❛♥❞ ω ❛♥② ✐♥t❡❣❡r s✉❝❤
t❤❛t n > t ≥ ω ≥ 1✳

❉❡✜♥✐t✐♦♥ ✾✳ C ✐s ❛♥ ω✲❢r❛♠❡♣r♦♦❢ ❝♦❞❡ ✐❢ ❢♦r ❛♥② s✉❜s❡t C0 ⊂ C s✉❝❤ t❤❛t #C0 ≤ ω✱ Desc(C0) ∩ C = C0✳

✶✵



❖♣t✐♠❛❧ ❡①♣❧✐❝✐t ❝♦♥str✉❝t✐♦♥s ♦❢ ω✲❢r❛♠❡♣r♦♦❢ ❝♦❞❡s ❛r❡ ❦♥♦✇♥ ❢♦r s♠❛❧❧ ❝♦❛❧✐t✐♦♥s ❬✹❪✳ ❲❛♥❣ ❛♥❞ ❳✐♥❣ ❬✷✹❪
♣r♦✈✐❞❡❞ ❡①♣❧✐❝✐t ❝♦♥str✉❝t✐♦♥s ♦❢ ω✲❢r❛♠❡♣r♦♦❢ ❝♦❞❡s ❜❛s❡❞ ♦♥ ❛❧❣❡❜r❛✐❝ ❝✉r✈❡s ♦✈❡r ✜♥✐t❡ ✜❡❧❞s❀ t❤❡②
♦❜t❛✐♥ ✐♥✜♥✐t❡ ❝❧❛ss❡s ♦❢ s✉❝❤ (n, ℓ, t)✲❝♦❞❡s ✇✐t❤ ℓ = O(log n) ❢♦r ✜①❡❞ t ❛♥❞ ω✳

❍♦✇❡✈❡r✱ ❛ ❢r❛♠❡♣r♦♦❢✲❝♦❞❡ ❥✉st ❣✉❛r❛♥t❡❡s t❤❛t ♥♦ ❝♦❛❧✐t✐♦♥ ✭♥♦t t♦♦ ❧❛r❣❡✮ ❝❛♥ ♣r♦❞✉❝❡ ❛ ❝♦❞❡✇♦r❞
♦❢ ❛ ✉s❡r ♥♦t ✐♥ t❤❡ ❝♦❛❧✐t✐♦♥✳ ❇✉t ✐♥ t❤❡ ✜♥❣❡r♣r✐♥t✐♥❣ s❡tt✐♥❣ ❛♥❞ ❢♦r tr❛✐t♦r tr❛❝✐♥❣ ❬✶✵❪✱ ✇❡ ❢✉rt❤❡r♠♦r❡
✇❛♥t ❛ tr❛❝✐♥❣ ❛❧❣♦r✐t❤♠ TraceC ✇❤✐❝❤✱ ♦♥ ✐♥♣✉t ❛ ✇♦r❞ x ❣❡♥❡r❛t❡❞ ❜② t❤❡ ❝♦❛❧✐t✐♦♥✱ ♦✉t♣✉ts ❛ ♠❡♠❜❡r
♦❢ t❤❡ ❝♦❛❧✐t✐♦♥ C0✿

❉❡✜♥✐t✐♦♥ ✶✵✳ ▲❡t ε > 0✳ ❆♥ (n, ℓ, ω, t, ε)✲❝♦❧❧✉s✐♦♥✲s❡❝✉r❡ ❝♦❞❡ ✐s ❛♥ (n, ℓ, t)✲❝♦❞❡ ❢♦r ✇❤✐❝❤ t❤❡r❡ ❡①✐sts
❛ ✭♣r♦❜❛❜✐❧✐st✐❝✮ tr❛❝✐♥❣ ❛❧❣♦r✐t❤♠ TraceC s❛t✐s❢②✐♥❣ t❤❡ ❢♦❧❧♦✇✐♥❣ ❝♦♥❞✐t✐♦♥✿ ❢♦r ❛♥② C0 ⊂ C s✉❝❤ t❤❛t
#C0 ≤ ω✱ ❛♥❞ ❛♥② x ∈ Desc(C0)✱ Pr[TraceC(x) ∈ C0] > 1− ε✳

❙✉❝❤ ❝♦❞❡s ❬✷✸❪ ✇✐t❤ ❡✣❝✐❡♥t tr❛❝✐♥❣ ❛❧❣♦r✐t❤♠s ❤❛✈❡ ❜❡❡♥ ♣r♦♣♦s❡❞ ✇✐t❤ ℓ = O(log n)✳

✹✳✷ ❍♦♠♦♠♦r♣❤✐❝ ❡♥❝r②♣t✐♦♥

❍♦♠♦♠♦r♣❤✐❝ ❡♥❝r②♣t✐♦♥ ✐s ❛ ❢♦r♠ ♦❢ ❡♥❝r②♣t✐♦♥ ✇❤❡r❡ ♦♥❡ ❝❛♥ ♣❡r❢♦r♠ ❛ ❣r♦✉♣ ♦♣❡r❛t✐♦♥ ♦♥ t❤❡ ♣❧❛✐♥✲
t❡①ts ❜② ♣❡r❢♦r♠✐♥❣ ❛ ✭♣♦ss✐❜❧② ❞✐✛❡r❡♥t✮ ❛❧❣❡❜r❛✐❝ ♦♣❡r❛t✐♦♥ ♦♥ t❤❡ ❝✐♣❤❡rt❡①ts✳ ▼♦r❡ ❢♦r♠❛❧❧②✱ ❛ H✲
❤♦♠♦♠♦r♣❤✐❝ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐s ❛ t✉♣❧❡ ♦❢ ❡✣❝✐❡♥t ❛❧❣♦r✐t❤♠s (Setup,Kg,Encrypt,⊙,Decrypt) s✉❝❤
t❤❛t (Setup,Kg,Encrypt,Decrypt) ✐s ❛♥ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✇✐t❤ ♠❡ss❛❣❡ s♣❛❝❡ ❛ ❣r♦✉♣ H ❛♥❞ ⊙ ✐s ❛♥
❛❧❣♦r✐t❤♠ ✭✇r✐tt❡♥ ✐♥✜① st②❧❡✮ t❤❛t t❛❦❡s t✇♦ ❡❧❡♠❡♥ts ✐♥ Encrypt✬s ❝♦❞♦♠❛✐♥ ❛♥❞ ♦✉t♣✉ts ❛♥ ❡❧❡♠❡♥t ♦❢
Encrypt✬s ❝♦❞♦♠❛✐♥ s✉❝❤ t❤❛t ❢♦r ❛❧❧ ♠❡ss❛❣❡s m,m′ ∈ H ❛♥❞ ❛♥② ♠❛t❝❤✐♥❣ ❦❡② ♣❛✐r (pk, sk)✱ ✇❡ ❤❛✈❡✿

Decrypt(Encrypt(m, pk)⊙ Encrypt(m′, pk), sk) = m ·m′ ∈ H. ✭✶✮

❊①❛♠♣❧❡s ♦❢ ❤♦♠♦♠♦r♣❤✐❝ ❝r②♣t♦s②st❡♠s ❛r❡ ❞✉❡ t♦ ❊❧●❛♠❛❧ ❬✶✷❪✱ ●♦❧✇❛ss❡r✲▼✐❝❛❧✐ ❬✶✹❪ ❛♥❞ P❛✐❧❧✐❡r ❬✶✾❪✳
◆♦t❡ t❤❛t ✭✶✮ ❢✉rt❤❡r ✐♠♣❧✐❡s t❤❡ ❡①✐st❡♥❝❡ ♦❢ ❛♥ ❡✣❝✐❡♥t ❢✉♥❝t✐♦♥ t❤❛t ❛❧❧♦✇s ❡①♣♦♥❡♥t✐❛t✐♦♥ ♦❢ ❝✐♣❤❡r✲
t❡①ts ✭✉s✐♥❣ ❛ sq✉❛r❡✲❛♥❞✲♠✉❧t✐♣❧② ❛❧❣♦r✐t❤♠✮✿ Encrypt(m, pk)⊙

r
= Encrypt(m, pk)⊙ · · · ⊙ Encrypt(m, pk)

✭r t✐♠❡s✮✳ ❖✉r ❝♦♥str✉❝t✐♦♥ r❡❧✐❡s ♦♥ ❛ ♣❛✐r ♦❢ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s t❤❛t ❛r❡ ❝♦♠♣❛t✐❜❧❡ ❢♦r t✇♦ ❛❧❣❡❜r❛✐❝
♦♣❡r❛t✐♦♥s ⊙ ❛♥❞ ⊗ ✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣ ✇❛②✿

❉❡✜♥✐t✐♦♥ ✶✶✳ ▲❡t H1 ❛♥❞ H2 ❜❡ t✇♦ ❛❜❡❧✐❛♥ ❣r♦✉♣s ♦❢ ♣r✐♠❡ ♦r❞❡r q ❛♥❞ ❧❡t ϕ : H2 → H1 ❜❡ ❛ ❣r♦✉♣
❤♦♠♦♠♦r♣❤✐s♠✳ ❆ (H1,H2, ϕ)✲❝♦♠♣❛t✐❜❧❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐s ❛ t✉♣❧❡ ♦❢ ✭♣r♦❜❛❜✐❧✐st✐❝✮ ♣♦❧②♥♦♠✐❛❧✲t✐♠❡
❛❧❣♦r✐t❤♠s ✭Setup✱ Kg✱ Encrypt1✱ Encrypt2✱⊙✱⊗✱ Decrypt1✱ Decrypt2✮ s✉❝❤ t❤❛t✿

✕ Setup(λ)→ params✿ t❤✐s ❛❧❣♦r✐t❤♠ ✐s r✉♥ ❜② ❛ ✭tr✉st❡❞✮ ♣❛rt② t❤❛t✱ ♦♥ ✐♥♣✉t ♦❢ ❛ s❡❝✉r✐t② ♣❛r❛♠❡t❡r
λ✱ ♣r♦❞✉❝❡s ❛ s❡t params ♦❢ ❝♦♠♠♦♥ ♣✉❜❧✐❝ ♣❛r❛♠❡t❡rs✳

✕ Kg(params)→ (pk, sk(1), sk(2))✿ ♦♥ ✐♥♣✉t ♦❢ ♣✉❜❧✐❝ ♣❛r❛♠❡t❡rs params✱ ❛❧❧ ♣❛rt✐❡s ✉s❡ t❤✐s r❛♥❞♦♠✐③❡❞
❛❧❣♦r✐t❤♠ t♦ ❣❡♥❡r❛t❡ ❛ ♣r✐✈❛t❡✴♣✉❜❧✐❝ ❦❡② ♣❛✐r (pk, sk(1), sk(2))✳ ❲❡ ❞❡♥♦t❡ Kgi ❢♦r i ∈ {1, 2} t❤❡
❛❧❣♦r✐t❤♠ t❤❛t ❡①❡❝✉t❡s Kg ❜✉t ♦♥❧② r❡t✉r♥s (pk, sk(i))✳

✕ (Setup,Kg1,Encrypt1,Decrypt1) ✐s ❛♥ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✇✐t❤ ♠❡ss❛❣❡ s♣❛❝❡ H1✳
✕ (Setup,Kg2,Encrypt2,⊙,Decrypt2) ✐s ❛ H2✲❤♦♠♦♠♦r♣❤✐❝ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ ❜✉t ❢♦r ✇❤✐❝❤ ✇❡ ❛s❦ ❢♦r

t❤❡ ❞❡❝r②♣t✐♦♥ ❛❧❣♦r✐t❤♠ t♦ ♦✉t♣✉t ϕ(m) ∈ H1 ♦♥❧② ✭❛♥❞ ♥♦t m ∈ H2 ✐ts❡❧❢✮✳
✕ ⊗ ✐s ❛♥ ❛❧❣♦r✐t❤♠ ✭✇r✐tt❡♥ ✐♥✜① st②❧❡✮ t❤❛t ♦♥ ✐♥♣✉t ❛♥ Encrypt1✲❝✐♣❤❡rt❡①t ❛♥❞ ❛♥ Encrypt2✲❝✐♣❤❡rt❡①t

♦✉t♣✉ts ❛♥ Encrypt1✲❝✐♣❤❡rt❡①t s✉❝❤ t❤❛t ❢♦r ❛❧❧ ♠❡ss❛❣❡sm1 ∈ H1 ❛♥❞m2 ∈ H2 ❛♥❞ ❛♥② ♠❛t❝❤✐♥❣ ❦❡②
♣❛✐r (pk, sk(1), sk(2))✱ ✇❡ ❤❛✈❡✿ Decrypt1(Encrypt1(m1, pk)⊗Encrypt2(m2, pk), sk

(1)) = m1 ·ϕ(m2) ∈ H1.

❘❡♠❛r❦ ✶✷✳ ❆♥② G✲❤♦♠♦♠♦r♣❤✐❝ ❡♥❝r②♣t✐♦♥ ❣✐✈❡s r✐s❡ t♦ ❛ (H1 = G,H2 = G, id)✲❝♦♠♣❛t✐❜❧❡ ❡♥❝r②♣t✐♦♥
s❝❤❡♠❡ ✐♥ t❤❡ tr✐✈✐❛❧ ✇❛② ✭✐✳❡✳ ✇✐t❤ ⊗ = ⊙✮✳ ■♥ ❛ ❜✐❧✐♥❡❛r str✉❝t✉r❡ BS = (G1,G2,GT , q, e, g1, g2)✱ ❛
♥♦♥✲str❛✐❣❤t❢♦r✇❛r❞ (H1 = GT ,H2 = G1, ϕ : y 7→ e (y, g2))✲❝♦♠♣❛t✐❜❧❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐s t❤❡ ♦♥❡ ✇❡
✐♠♣❧✐❝✐t❧② ✉s❡ ✐♥ t❤❡ ❝♦♥str✉❝t✐♦♥ ♦❢ t❤❡ s❝❤❡♠❡Mt❛❡s2 ✭s❡❡ t❤❡ ❆♣♣❡♥❞✐① ❉✮✿

✕ Setup ❣❡♥❡r❛t❡s t❤❡ ♣❛r❛♠❡t❡rs ❢♦r ❛♥ ❛♣♣r♦♣r✐❛t❡ ❜✐❧✐♥❡❛r str✉❝t✉r❡ BS = (G1,G2,GT , q, e, g1, g2)
✇❤❡r❡ g1✱ g2 ❛♥❞ G = e (g1, g2) ❛r❡ ❣❡♥❡r❛t♦rs ♦❢ G1✱ G2 ❛♥❞ GT r❡s♣❡❝t✐✈❡❧②❀

✶✶



✕ Kg ♣✐❝❦s ❛t r❛♥❞♦♠ ❛ s❝❛❧❛r x ∈ Z
∗
q ❛♥❞ ♦✉t♣✉ts ❛ tr✐♣❧❡ (pk, sk(1), sk(2)) = (y = gx1 , x, h = gx2 )❀

✕ (Setup,Kg2,Encrypt2,⊙,Decrypt2) ✐s t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐♥ t❤❡ ❣r♦✉♣ G1✿ ✐t ♣❡r❢♦r♠s t❤❡

❡♥❝r②♣t✐♦♥ ♦❢ m ∈ G1 ❛s C = (c1, c2) = (m · pkr, gr1) ∈ G
2
1✱ ❢♦r ❛ r❛♥❞♦♠ r

R
← Z

∗
q ✱ ❛♥❞ t❤❡ ❦♥♦✇❧❡❞❣❡

♦❢ sk(2) ❛❧❧♦✇s t♦ r❡❝♦✈❡r ϕ(m) ∈ GT ❢r♦♠ C ❛s✿ ϕ(m) = e (c1, g2) /e
(

c2, sk
(2)

)

✳ ❚❤❡ ♦♣❡r❛t✐♦♥ ⊙ ✐s

t❤❡ ❝♦♠♣♦♥❡♥t✲✇✐s❡ ♣r♦❞✉❝t ✐♥ G
2
1✳

✕ (Setup,Kg1,Encrypt1,Decrypt1) ✐s t❤❡ ❊❧●❛♠❛❧ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐♥ t❤❡ ❣r♦✉♣ GT ✇✐t❤ ♣✉❜❧✐❝ ❦❡②
Y = e (pk, g2) = ϕ(pk)❀

✕ ❚❤❡ ♦♣❡r❛t✐♦♥ ⊗ : G2
T ×G

2
1 −→ G

2
T ✐s✿ (Y1, Y2)⊗ (z1, z2) = (Y1 · e (z1, g2) , Y2 · e (z2, g2)).

◆♦t❛t✐♦♥✳ ▲❡t H ❜❡ ❛ ✜♥✐t❡ ❣r♦✉♣✳

✕ ❲❡ ❞❡♥♦t❡ SplitH t❤❡ ♣r♦❜❛❜✐❧✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t ♦♥ ✐♥♣✉t m ∈ H ❛♥❞ ℓ ≥ 1✱ ♣✐❝❦s ✉♥✐❢♦r♠❧② ❛t
r❛♥❞♦♠ m1, . . . ,mℓ−1 ∈ H✱ s❡ts mℓ = m/(m1 . . .mℓ−1) ❛♥❞ ♦✉t♣✉ts t❤❡ ✈❡❝t♦r m = (m1, . . . ,mℓ) =
SplitH(m, ℓ)✳

✕ ❋♦r ❛♥ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ (Setup,Kg,Encrypt,Decrypt) ✇✐t❤ ❞♦♠❛✐♥ H✱ ✇❡ ❞❡♥♦t❡ Encrypt(ℓ) t❤❡ ❛❧✲
❣♦r✐t❤♠ t❤❛t t❛❦❡s ❛s ✐♥♣✉t m = (m1, . . . ,mℓ) ∈ H

ℓ ❛♥❞ pk = (pk1, . . . , pkℓ) ❛♥❞ r❡t✉r♥s t❤❡ ✈❡❝t♦r
c = Encrypt(m, pk) ❞❡✜♥❡❞ ❛s t❤❡ ❝♦♦r❞✐♥❛t❡✲✇✐s❡ ❡♥❝r②♣t✐♦♥ ♦❢ m ✉♥❞❡r t❤❡ ♣✉❜❧✐❝✲❦❡② pk✳ ❙✐♠✐✲
❧❛r❧②✱ ✇❡ ❞❡♥♦t❡ Decrypt(ℓ) t❤❡ ❛❧❣♦r✐t❤♠ t❤❛t ❣✐✈❡♥ ❛ ✈❡❝t♦r ♦❢ ❝✐♣❤❡rt❡①ts c ❛♥❞ ❛ ✈❡❝t♦r ♦❢ s❡❝r❡t
❦❡②s sk = (sk1, . . . , skℓ)✱ ♣❛rs❡s c ❛s c = (c1, . . . , cℓ) ✭✇❤❡r❡ ❡❛❝❤ ci ✐s ❛ ❝✐♣❤❡rt❡①t✮✱ ♦✉t♣✉ts ⊥ ✐❢
Decrypt(ci, ski) = ⊥ ❢♦r s♦♠❡ i ∈ {1, . . . , ℓ} ❛♥❞

∏ℓ
i=1Decrypt(ci, ski) ∈ H✱ ♦t❤❡r✇✐s❡✳

■♥ ♣❛rt✐❝✉❧❛r✱ ❢♦r ❛♥② ✈❡❝t♦r ♦❢ ♠❛t❝❤✐♥❣ ❦❡② ♣❛✐rs (pk, sk)✱ ❢♦r ❛♥② m ∈ H✱ ❛♥❞ ❛♥② ✐♥t❡❣❡r ℓ ≥ 1✱ ✇❡
❤❛✈❡✿

Decrypt(ℓ)
(

Encrypt(ℓ)(SplitH(m, ℓ),pk), sk
)

= m.

✕ ■❢ (Setup,Kg,Encrypt,Decrypt) ✐s ❛ H✲❤♦♠♦♠♦r♣❤✐❝ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ ✇❡ ❞❡♥♦t❡ ⊙ t❤❡ ❝♦♦r❞✐♥❛t❡✲
✇✐s❡ ♣r♦❞✉❝t ❞❡✜♥❡❞ ♦♥ t❤❡ ❝♦❞♦♠❛✐♥ ♦❢ Encrypt(ℓ)✳
■❢ (Setup,Kg,Encrypt1,Encrypt2,⊙,⊗,Decrypt1,Decrypt2) ✐s ❛ (H1,H2, ϕ)✲❝♦♠♣❛t✐❜❧❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱

✇❡ ❛❧s♦ ❞❡♥♦t❡ ⊗ t❤❡ ❝♦♦r❞✐♥❛t❡✲✇✐s❡ ♦♣❡r❛t✐♦♥ ❞❡✜♥❡❞ ♦♥ t❤❡ ❝❛rt❡s✐❛♥ ♣r♦❞✉❝t ♦❢ t❤❡ Encrypt
(ℓ)
1 ✲

❝✐♣❤❡rt❡①ts ❛♥❞ t❤❡ Encrypt
(ℓ)
2 ✲❝✐♣❤❡rt❡①ts✳

✹✳✸ ❉❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ❙❝❤❡♠❡ Mt❛❡s
ℓ
3

▲❡t ℓ ≥ 1 ❜❡ ❛♥ ✐♥t❡❣❡r✱ ❧❡t H1 ❛♥❞ H2 ❜❡ t✇♦ ❛❜❡❧✐❛♥ ❣r♦✉♣s ♦❢ ♣r✐♠❡ ♦r❞❡r q ❛♥❞ ❧❡t t❤❡ ♠❛♣ ϕ : H2 → H1

❜❡ ❛ ❣r♦✉♣ ❤♦♠♦♠♦r♣❤✐s♠✳ ▲❡t t❤❡ s②st❡♠ (Setup,Kg,Encrypt1,Encrypt2,⊙,⊗,Decrypt1,Decrypt2) ❜❡ ❛
(H1,H2, ϕ)✲❝♦♠♣❛t✐❜❧❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ❛♥❞ C ❛ (n, ℓ, ω, t, ε)✲❝♦❧❧✉s✐♦♥✲s❡❝✉r❡ ❝♦❞❡ ♦❢ ❧❡♥❣t❤ ℓ ♦♥ t❤❡
❛❧♣❤❛❜❡t T = {1, . . . , t}✳ ❚❤❡ ❢♦❧❧♦✇✐♥❣ ❝♦♥str✉❝t✐♦♥ ❞❡s❝r✐❜❡s t❤❡ ❣❡♥❡r✐❝ s❝❤❡♠❡Mt❛❡sℓ3✿

✕ GSetup(λ)✿ ❚❤❡ GSetup ❛❧❣♦r✐t❤♠ t❛❦❡s ❛s ✐♥♣✉t ❛ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✳ ■t ❡①❡❝✉t❡s Setup(λ) ❛♥❞ ❣✐✈❡♥

t❤❡ ❝♦♠♠♦♥ ♣✉❜❧✐❝ ♣❛r❛♠❡t❡rs params✱ ✐t r✉♥s tℓ t✐♠❡s Kg(params) ❛♥❞ ❣❡ts tℓ tr✐♣❧❡s (pki,j , sk
(1)
i,j , sk

(2)
i,j )

❢♦r (i, j) ∈ {1, . . . , ℓ} × {1, . . . , t}✳ ■t s❡ts t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡②✱ t❤❡ ♦♣❡♥✐♥❣ ❦❡② ❛♥❞ t❤❡ ♠❛st❡r s❡❝r❡t
❦❡②✿

mpk =











pk1,1 pk1,2 . . . pk1,t
pk2,1 pk2,2 . . . pk2,t
✳✳✳

✳✳✳
✳✳✳

pkℓ,1 pkℓ,2 . . . pkℓ,t











, skO =













sk
(2)
1,1 sk

(2)
1,2 . . . sk

(2)
1,t

sk
(2)
2,1 sk

(2)
2,2 . . . sk

(2)
2,t

✳✳✳
✳✳✳

✳✳✳

sk
(2)
ℓ,1 sk

(2)
ℓ,2 . . . sk

(2)
ℓ,t













msk =













sk
(1)
1,1 sk

(1)
1,2 . . . sk

(1)
1,t

sk
(1)
2,1 sk

(1)
2,2 . . . sk

(1)
2,t

✳✳✳
✳✳✳

✳✳✳

sk
(1)
ℓ,1 sk

(1)
ℓ,2 . . . sk

(1)
ℓ,t













✶✷



■t ❛❧s♦ ♦✉t♣✉ts t❤❡ r❡❣✐str❛t✐♦♥ ❧✐st L t❤❛t ✐s ✐♥✐t✐❛❧❧② ❡♠♣t②✳
✕ Join(✐❞,mpk,msk)✿ ❚❤✐s ❛❧❣♦r✐t❤♠ ❡♥❝♦❞❡s t❤❡ ✐❞ ✐♥t♦ t❤❡ ♣✉❜❧✐❝ ❦❡②✱ pk✐❞ = c = (c1c2 . . . cℓ) ∈ C✱

✇❤❡r❡ ❢♦r ❡❛❝❤ i✱ ci ∈ {1, . . . , t}✱ ❛♥❞ ♦✉t♣✉ts sk
(1)
c = (sk

(1)
1,c1

, . . . , sk
(1)
ℓ,cℓ

) t❤❡ s❡❝r❡t ❦❡② ♦❢ ✉s❡r ✐❞✳ ■t
❢✉rt❤❡r♠♦r❡ ❛❞❞s t❤❡ ♣❛✐r (✐❞, pk✐❞) ✐♥ t❤❡ ❧✐st L✳

✕ Encrypt(mpk, c,m)✿ ❚♦ ❡♥❝r②♣t ❛ ♠❡ss❛❣❡ m ∈ H1 ✉♥❞❡r ❛ ♣✉❜❧✐❝ ❦❡② pk✐❞ = c✱ t❤❡ ❛❧❣♦r✐t❤♠

❝♦♠♣✉t❡s A = Encrypt
(ℓ)
1 (SplitH1

(m, ℓ),pkc) ❛♥❞ B = Encrypt
(ℓ)
2 ((1H2 , . . . , 1H2),pkc) ✇❤❡r❡ pkc =

(pk1,c1 , . . . , pkℓ,cℓ) ❛♥❞ ♦✉t♣✉ts C = (A,B)✳
✕ ReRand(mpk, C)✿ ❚♦ r❡✲r❛♥❞♦♠✐③❡ ❛ ♣r❡✲❝✐♣❤❡rt❡①t C = (A,B)✱ t❤❡ ❛❧❣♦r✐t❤♠ ♣✐❝❦s ❛t r❛♥❞♦♠ t

✈❡❝t♦rs rj , sj ∈ (Z∗
q)

ℓ ❢♦r j ∈ {1, . . . , t}✱ ❣❡♥❡r❛t❡s u = SplitH2
(1, ℓ) ❛♥❞ v = SplitH2

(1, ℓ) ❛♥❞ ❝♦♠♣✉t❡s
t ✈❡❝t♦rs ♦❢ ❝✐♣❤❡rt❡①ts ❛s ❢♦❧❧♦✇s✿

Cj ← A⊗ (B⊙
rj
⊙ Encrypt

(ℓ)
2 (u,pk❥)) Dj ← B

⊙
sj
⊙ Encrypt

(ℓ)
2 (v,pk❥),

❢♦r j ∈ {1, . . . , t} ❛♥❞ pk❥ = (pk1,j , . . . , pkℓ,j)✳ ■t ♦✉t♣✉ts t❤❡ 2tℓ ✈❡❝t♦r C
′ = (C1, . . . ,Ct,D1, . . . ,Dt)✳

✕ Decrypt(mpk, i, C)✿ ❚♦ ❞❡❝r②♣t ❛ ❝✐♣❤❡rt❡①t C = (C1, . . . ,Ct,D1, . . . ,Dt) ❢♦r t❤❡ ♣✉❜❧✐❝ ❦❡② pkc✱

✉s✐♥❣ t❤❡ s❡❝r❡t ❦❡② sk
(1)
c ✱ t❤❡ ❛❧❣♦r✐t❤♠ ❝♦♠♣✉t❡s Decrypt

(ℓ)
1 ((C1,c1 , . . . , Cℓ,cℓ), sk

(1)
c ).

✕ Trace(msk,L, skO, C)✿ ❚♦ tr❛❝❡ ❛ ✉s❡r ✇rt ❛ ❣✐✈❡♥ ❝✐♣❤❡rt❡①t C✱ ♣❛rs❡ C ❛s (C1, . . . ,Ct,D1, . . . ,Dt)

❛♥❞ ❞❡❝r②♣ts Dc = (D1,c1 , . . . , Dℓ,cℓ) ✇✐t❤ t❤❡ ❞❡❝r②♣t✐♦♥ ❛❧❣♦r✐t❤♠ Decrypt
(ℓ)
2 ❢♦r ❛❧❧ t❤❡ s❡❝r❡t ❦❡②s

sk
(2)
c ✭✇❤❡r❡ c ❞r❛✇s ❛❧❧ t❤❡ ❞♦♠❛✐♥ {1, . . . , t}ℓ✮✳ ■❢ ❢♦r ♦♥❡ ♦❢ t❤❡ ✈❡❝t♦r c✱ t❤❡ ❞❡❝r②♣t✐♦♥ ❧❡❛❞s t♦

ϕ(1H2) = 1H1 ✱ t❤❡♥ t❤❡ ❛❧❣♦r✐t❤♠ ❡①❡❝✉t❡s TraceC(c) ❛♥❞ ✐❢ ✐t r❡t✉r♥s ❛ ❝♦❞❡✇♦r❞ v✱ ✐t ♣r♦✈✐❞❡s ❛

♥♦♥✲✐♥t❡r❛❝t✐✈❡ ③❡r♦✲❦♥♦✇❧❡❞❣❡ ♣r♦♦❢ ♦❢ ✈❛❧✐❞✐t② Π s❤♦✇✐♥❣ t❤❛t Decrypt
(ℓ)
2 (Dc, sk

(2)
c ) = 1H1 ❛♥❞ t❤❛t

TraceC(c) = v. ❖t❤❡r✇✐s❡✱ ✐t ♦✉t♣✉ts ❛♥ ❡rr♦r s②♠❜♦❧ ⊥✳
✕ Judge(mpk,L, C, ✐❞, Π)✿ ❚❤✐s ❛❧❣♦r✐t❤♠ ❝❤❡❝❦s ✇❤❡t❤❡r t❤❡ ♣r♦♦❢ Π ✐s ✈❛❧✐❞ ✇rt L, C, ✐❞✳

❘❡♠❛r❦ ✶✸✳ ■❢ ✇❡ ✐♥st❛♥t✐❛t❡ t❤❡ s❝❤❡♠❡Mt❛❡s13 ✇✐t❤ t❤❡ ❊❧●❛♠❛❧ ❤♦♠♦♠♦r♣❤✐❝ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐♥
❛ ❣r♦✉♣ G ✭r❡s♣✳ ✇✐t❤ t❤❡ (GT ,G1, ϕ : y 7→ e(y, g2))✲❝♦♠♣❛t✐❜❧❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✐♥ ❛ ❜✐❧✐♥❡❛r str✉❝t✉r❡
(G1,G2,GT , q, e, g1, g2)✱ ❞❡s❝r✐❜❡❞ ✐♥ ❘❡♠❛r❦ ✶✷✮ ❛♥❞ t❤❡ ❝♦❞❡ C = {1, . . . , t} = T ✱ ✇❡ ♦❜t❛✐♥ t❤❡ s❝❤❡♠❡
Mt❛❡s1 ✭r❡s♣✳ t❤❡ s❝❤❡♠❡Mt❛❡s2✮ ❞❡s❝r✐❜❡❞ ✐♥ t❤❡ ❙❡❝t✐♦♥ ✸✳

✹✳✹ ❙❡❝✉r✐t② ❆♥❛❧②s✐s

▲❡t ✉s ❡①♣❧❛✐♥ ✇❤② t❤✐s s❝❤❡♠❡ ✇♦r❦s✱ ❛♥❞ ✇❤✐❝❤ s❡❝✉r✐t② ❧❡✈❡❧ ✐t ♣r♦✈✐❞❡s✳

❈♦rr❡❝t♥❡ss✳ ❙✐♥❝❡ B = Encrypt
(ℓ)
2 ((1H2 , . . . , 1H2),pkc)✱ ❢♦r ❛♥② r❛♥❞♦♠ r ∈ (Z∗

q)
ℓ✱ Decrypt

(ℓ)
1 (B⊙r

,pkc) =
1H2 ❛♥❞ t❤❡r❡❢♦r❡

Decrypt
(ℓ)
1 (B⊙r

⊙ Encrypt(ℓ)(u,pkc), skc) = 1H2 .

❚❤❡ ❡①tr❛❝t❡❞ ❝✐♣❤❡rt❡①t (C1,c1 , . . . , Cℓ,cℓ) ✐s A ⊗ (B⊙r

⊙ Encrypt(ℓ)(u,pkc)) ✇✐t❤ r = (rc1 , . . . , rcℓ) ❛♥❞

t❤✉s Decrypt
(ℓ)
1

(

(C1,c1 , . . . , Cℓ,cℓ), sk
(1)
c

)

= m ∈ H1✳ ◆♦t❡ t❤❛t ❜❡❝❛✉s❡ ♦❢ t❤❡ ❝♦❞❡✱ tr❛❝✐♥❣ ♠❛② ❢❛✐❧ ✇✐t❤

s♦♠❡ s♠❛❧❧ ♣r♦❜❛❜✐❧✐t② ε✳

❙❡♠❛♥t✐❝ ❙❡❝✉r✐t② ❛♥❞ Pr✐✈❛❝②✳ ❲❡ ♥♦✇ ♣r♦✈❡ t❤❛t ✐❢ t❤❡ ❜❛s✐❝ ❝♦♥str✉❝t✐♦♥ Mt❛❡s13 ✐s s❡♠❛♥t✐❝❛❧❧②
s❡❝✉r❡ ✭r❡s♣✳ ❛♥♦♥②♠♦✉s ♦r ♣r✐✈❛t❡✮ t❤❡♥ ❢♦r ❛♥② ✐♥t❡❣❡r ℓ ≥ 1 ❛♥❞ ❛♥② ω✲❝♦❧❧✉s✐♦♥ s❡❝✉r❡ ❝♦❞❡ C✱ t❤❡
s❝❤❡♠❡Mt❛❡sℓ3 ✐s ω✲r❡s✐❧✐❡♥t s❡♠❛♥t✐❝❛❧❧② s❡❝✉r❡ ✭r❡s♣✳ ω✲r❡s✐❧✐❡♥t ❛♥♦♥②♠♦✉s ♦r ω✲r❡s✐❧✐❡♥t ♣r✐✈❛t❡✮✳

❚❤❡♦r❡♠ ✶✹✳ ▲❡t ℓ ≥ 1 ❜❡ ❛♥ ✐♥t❡❣❡r ❛♥❞ ❧❡t C ❜❡ ❛♥ (n, ℓ, ω, t, ε)✲s❡❝✉r❡ ❝♦❞❡✳ ❖✉r s❝❤❡♠❡ Mt❛❡sℓ3
❢✉❧✜❧❧s t❤❡ ω✲r❡s✐❧✐❡♥t ✭str♦♥❣✮ s❡♠❛♥t✐❝ s❡❝✉r✐t② ♣r♦♣❡rt② ✐❢ ❛♥❞ ♦♥❧② ✐❢ ♦✉r s❝❤❡♠❡ Mt❛❡s13 ❢✉❧✜❧❧s t❤❡

✭str♦♥❣✮ s❡♠❛♥t✐❝ s❡❝✉r✐t② ♣r♦♣❡rt②✿

Advind
Mt❛❡s

ℓ
3
(λ, τ, ω) ≤ n× Advind

Mt❛❡s
1
3
(λ, τ + tℓτKg),

✇❤❡r❡ τKg ❞❡♥♦t❡s ❛♥ ✉♣♣❡r ❜♦✉♥❞ ♦♥ t❤❡ t✐♠❡ ❝♦♠♣✉t❛t✐♦♥ ❢♦r ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ Kg ❛❧❣♦r✐t❤♠✳

✶✸



Pr♦♦❢✳ ▲❡t ✉s ❝♦♥s✐❞❡r ❛♥ ❛❞✈❡rs❛r② A ❛❣❛✐♥st t❤❡ ω✲r❡s✐❧✐❡♥t ✭str♦♥❣✮ s❡♠❛♥t✐❝ s❡❝✉r✐t② ♦❢Mt❛❡sℓ3✳ ❲❡
❝♦♥str✉❝t ❛♥ ❛❞✈❡rs❛r② B ❛❣❛✐♥st t❤❡ ✭str♦♥❣✮ s❡♠❛♥t✐❝ s❡❝✉r✐t② ♦❢Mt❛❡s13✳

❑❡② ●❡♥❡r❛t✐♦♥✳ ❚❤❡ ❛❞✈❡rs❛r② B s✐♠✉❧❛t❡s t❤❡ GSetup ❛❧❣♦r✐t❤♠ ❜② ✉s✐♥❣ params✱ t❤❡ ❝♦♠♠♦♥ ♣❛✲
r❛♠❡t❡rs r❡❝❡✐✈❡❞ ❢r♦♠ ✐ts ♦✇♥ ❝❤❛❧❧❡♥❣❡r ❛s t❤❡ ❝♦♠♠♦♥ ♣❛r❛♠❡t❡rs ❣✐✈❡♥ t♦ A✳ ■♥ ❛❞❞✐t✐♦♥✱ B r❡✲
❝❡✐✈❡s ❢r♦♠ ✐ts ❝❤❛❧❧❡♥❣❡r ❛ ❧✐st ♦❢ ♣✉❜❧✐❝ ❦❡②s (pk1, . . . , pkℓ) ❛s ✇❡❧❧ ❛s t❤❡ s❡❝♦♥❞✲❧❡✈❡❧ ♠❛t❝❤✐♥❣ s❡❝r❡t

❦❡②s (sk
(2)
1 , . . . , sk

(2)
ℓ ) ❢♦r t❤❡ s❝❤❡♠❡ Mt❛❡s13✳ ❚❤❡ ❛❧❣♦r✐t❤♠ t❤❡♥ ✉♥✐❢♦r♠❧② ♣✐❝❦s ❛t r❛♥❞♦♠ ❛ ✈❡❝t♦r

(a1, . . . , aℓ) ∈ C ⊂ {1, . . . , t}
ℓ ❛♥❞ s❡ts (pki,ai , sk

(1)
i,ai
, sk

(2)
i,ai

) ← (pki,⊥, sk
(2)
i ) ❢♦r i ∈ {1, . . . , ℓ}✳ ■t t❤❡♥ ❡①✲

❡❝✉t❡s (t − 1)ℓ t✐♠❡s t❤❡ ❦❡② ❣❡♥❡r❛t✐♦♥ ❛❧❣♦r✐t❤♠ Kg(λ) ❛♥❞ ❣❡ts (t − 1)ℓ tr✐♣❧❡s (pki,j , sk
(1)
i,j , sk

(2)
i,j )✱ ❢♦r

(i, j) ∈ {1, . . . , ℓ} × {1, . . . , t} ❜✉t j 6= ai✳ ■t s❡ts t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡②✱ t❤❡ ♦♣❡♥✐♥❣ ❦❡② ❛♥❞ t❤❡ ♠❛st❡r
s❡❝r❡t ❦❡② ❛s ✐♥ t❤❡ r❡❛❧ s❝❤❡♠❡✳ ❚❤❡ ❛❧❣♦r✐t❤♠ B r✉♥s A ♦♥ ✐♥♣✉t params✱ mpk ❛♥❞ skO✳

Join∗ ❛♥❞ Corrupt ◗✉❡r✐❡s✳ ❲❤❡♥ A ❛s❦s ❛ Join∗ q✉❡r② ❢♦r ✉s❡r j✱ B ❡♥❝♦❞❡s t❤❡ ✐❞ ✐♥t♦ t❤❡ ♣✉❜❧✐❝ ❦❡②✱
pk✐❞ = c = (c1c2 . . . cℓ) ∈ C✱ ✇❤❡r❡ ci ∈ {1, . . . , t}✳ ■t ❢✉rt❤❡r♠♦r❡ ❛❞❞s t❤❡ ♣❛✐r (✐❞, pk✐❞) ✐♥ t❤❡ ❧✐st L✳

❲❤❡♥ A ❛s❦s ❛ Corrupt q✉❡r② ❢♦r ✉s❡r j ✇✐t❤ ✐❞❡♥t✐t② ✐❞ = c✱ B ♦✉t♣✉ts (sk
(1)
1 , . . . , sk

(1)
ℓ ) ♣♦ss✐❜❧② ❜②

❛s❦✐♥❣ t♦ ✐ts ♦✇♥ Corrupt ♦r❛❝❧❡ t❤❡ ❦❡②s sk
(1)
i,ai

✐t ❞♦❡s ♥♦t ❦♥♦✇✳ ■t ❢✉rt❤❡r♠♦r❡ ❛❞❞s t❤❡ ♣❛✐r (✐❞, pk✐❞) ✐♥
t❤❡ ❧✐st C✳ ■❢ t❤❡ ❛❞✈❡rs❛r② A ✇❛♥ts t♦ ❝♦rr✉♣t ♣❧❛②❡r (a1, . . . , aℓ)✱ t❤❡♥ B ❛❜♦rts✳ ❖t❤❡r✇✐s❡✱ t❤❛♥❦s t♦
t❤❡ ω✲❝♦❧❧✉s✐♦♥ s❡❝✉r✐t② ♦❢ t❤❡ ❝♦❞❡ C✱ ✇❡ ❦♥♦✇ t❤❡ ω ❝♦rr✉♣t✐♦♥s ❝❛♥♥♦t ✐♥✈♦❧✈❡ ❛❧❧ t❤❡ ❝♦♦r❞✐♥❛t❡s ♦❢ t❤❡
❝❤❛❧❧❡♥❣❡ ❝♦❞❡ (a1, . . . , aℓ)✱ ♦t❤❡r✇✐s❡ t❤❡ ❧❛tt❡r ✇♦✉❧❞ ❜❡ ✐♥ t❤❡ ❢❡❛s✐❜❧❡ s❡t✱ ✇❤✐❝❤ ✇♦✉❧❞ ❝♦♥tr❛❞✐❝t t❤❡
❢r❛♠❡♣r♦♦❢✲♣r♦♣❡rt②✿ B ✇✐❧❧ q✉❡r② ✐ts Corrupt ♦r❛❝❧❡ ❛t ♠♦st ℓ−1 t✐♠❡s✳ ❚❤❡♥✱ pkI ❤❛s ♥♦t ❜❡❡♥ ❝♦rr✉♣t❡❞✱
❢♦r s♦♠❡ ✐♥❞❡① I✳

❈❤❛❧❧❡♥❣❡ ❈✐♣❤❡rt❡①t✳ ❊✈❡♥t✉❛❧❧②✱ A ♦✉t♣✉ts ❛ ♣✉❜❧✐❝ ❦❡② pk✐❞ ❛♥❞ t✇♦ ♠❡ss❛❣❡s m0 ❛♥❞ m1 ✭❛♥❞
♣♦ss✐❜❧② s♦♠❡ st❛t❡ ✐♥❢♦r♠❛t✐♦♥ s✮✳ ❲✐t❤ ♣r♦❜❛❜✐❧✐t② ❣r❡❛t❡r t❤❛♥ 1/n ✭✇❤✐❝❤ ❛✉t♦♠❛t✐❝❛❧❧② ✐♥❝❧✉❞❡s t❤❡
❢❛❝t t❤❛t (a1, . . . , aℓ) ❤❛s ♥♦t ❜❡❡♥ ❛s❦❡❞ ❛s ❛ Corrupt✲q✉❡r②✮✱ ✇❡ ❤❛✈❡ ✐❞ = (a1, . . . , aℓ)✳ ■❢ t❤✐s ✐s ♥♦t t❤❡

❝❛s❡✱ B ❛❜♦rts✳ ❆s s❛✐❞ ❛❜♦✈❡✱ ✇❡ ❦♥♦✇ t❤❛t sk
(1)
I,aI

❤❛s ♥♦t ❜❡❡♥ q✉❡r✐❡❞ t♦ B✬s Corrupt ♦r❛❝❧❡✳ ❚❤❡ ❛❧❣♦r✐t❤♠
B t❤❡♥ ❝♦♠♣✉t❡s u = (u1, . . . , uℓ) = SplitH1

(1, ℓ) ❛♥❞ ❢♦r j ∈ {1, . . . , ℓ} \ {I}✱ c⋆j = Encrypt1(uj , pkaj )✳ ■t
t❤❡♥ s❡♥❞s t♦ ✐ts ♦✇♥ ❝❤❛❧❧❡♥❣❡r (pkI = pkaI , uI ·m0, uI ·m1) ❛♥❞ r❡❝❡✐✈❡s t❤❡ ❡♥❝r②♣t✐♦♥ c⋆I ♦❢ uImb ❢♦r ❛
r❛♥❞♦♠ b ∈ {0, 1} ✉♥❞❡r t❤❡ ♣✉❜❧✐❝ ❦❡② pkI ✳ ❚❤❡ ❛❧❣♦r✐t❤♠ B s❡♥❞s c⋆ = (c⋆1, . . . , c

⋆
ℓ ) t♦ A✳ ❚❤✐s ✐s ❛ ✈❛❧✐❞

❡♥❝r②♣t✐♦♥ ♦❢ mb✿ A ♦✉t♣✉ts ❛ ❜✐t b⋆ t❤❛t B ❢♦r✇❛r❞s t♦ ✐ts ♦✇♥ ❝❤❛❧❧❡♥❣❡r✳

❈♦♥❝❧✉s✐♦♥✳ ●❧♦❜❛❧❧②✱ t❤❡ r✉♥♥✐♥❣ t✐♠❡ ♦❢ B ✐s t❤❡ s❛♠❡ ❛s A ✭❛♥❞ t❤❡ r❡❛❧ ❝❤❛❧❧❡♥❣❡r✮ ♣❧✉s t❤❡ t✐♠❡
t♦ ❡①❡❝✉t❡ (t − 1)ℓ t✐♠❡s Kg ❛♥❞ ✐ts s✉❝❝❡ss ♣r♦❜❛❜✐❧✐t② ✐s ✐❞❡♥t✐❝❛❧ t♦ t❤❡ ♦♥❡ ♦❢ A ✇❤❡♥ t❤❡ ❣✉❡ss ❢♦r
(a1, . . . , aℓ) ❤❛s ❜❡❡♥ ❝♦rr❡❝t ✭✇❤✐❝❤ ❤❛♣♣❡♥s ✇✐t❤ ♣r♦❜❛❜✐❧✐t② ❣r❡❛t❡r t❤❛♥ 1/n✮✳ ❚❤✐s ❝♦♥❝❧✉❞❡s t❤❡ ♣r♦♦❢
♦❢ ✭str♦♥❣✮ s❡♠❛♥t✐❝ s❡❝✉r✐t②✳ ⊓⊔

❚❤❡♦r❡♠ ✶✺✳ ▲❡t ℓ ≥ 1 ❜❡ ❛♥ ✐♥t❡❣❡r ❛♥❞ ❧❡t C ❜❡ ❛♥ (n, ℓ, ω, t, ε)✲s❡❝✉r❡ ❝♦❞❡✳ ❖✉r s❝❤❡♠❡ Mt❛❡sℓ3
❢✉❧✜❧❧s t❤❡ ω✲r❡s✐❧✐❡♥t ♣r✐✈❛❝② ♣r♦♣❡rt② ✐❢ ❛♥❞ ♦♥❧② ✐❢ ♦✉r s❝❤❡♠❡Mt❛❡s13 ❢✉❧✜❧❧s t❤❡ ♣r✐✈❛❝② ♣r♦♣❡rt②

Adv
priv

Mt❛❡s
ℓ
3
(λ, t, ω) ≤ n× Adv

priv

Mt❛❡s
1
3
(λ, τ + tℓτKg),

✇❤❡r❡ τKg ❞❡♥♦t❡s ❛♥ ✉♣♣❡r ❜♦✉♥❞ ♦♥ t❤❡ t✐♠❡ ❝♦♠♣✉t❛t✐♦♥ ❢♦r ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ Kg ❛❧❣♦r✐t❤♠✳

Pr♦♦❢ ✭❙❦❡t❝❤✮✳ ❚❤❡ ♣r♦♦❢ ✐s ✈❡r② ❝❧♦s❡ t♦ t❤❡ ♣r❡✈✐♦✉s ♦♥❡✳ ■♥ t❤❡ ❈❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t ♣❤❛s❡✱ t❤❡ ❛❞✈❡rs❛r②
A ♦✉t♣✉ts ❛ t✉♣❧❡ (pk0, pk1,m0,m1, s)✱ ❛♥❞ ✇❡ ❦♥♦✇ t❤❛t t❤❡ t✇♦ ✭✇❤✐❝❤ ❛r❡ ♣♦ss✐❜❧② t❤❡ s❛♠❡✮ ♣✉❜❧✐❝
❦❡②s ❛r❡ ♥♦t ❝♦rr✉♣t❡❞✳ ❆❣❛✐♥✱ st✐❧❧ ✇✐t❤ ♣r♦❜❛❜✐❧✐t② ❣r❡❛t❡r t❤❛♥ 1/n✱ t❤❡ ❛❜♦✈❡ s✐♠✉❧❛t✐♦♥ ✇♦r❦❡❞ ❛♥❞
t❤❡r❡ ✐s I s✉❝❤ t❤❛t pkaI ❤❛s ♥♦t ❜❡❡♥ q✉❡r✐❡❞ t♦ B✬s Corrupt ♦r❛❝❧❡✳ ⊓⊔

❚❤✐s t❤❡♦r❡♠ ✐♠♣❧✐❡s t❤❡ ❛♥♦♥②♠✐t② ♣r♦♣❡rt②✳

❯♥❧✐♥❦❛❜✐❧✐t②✳ ❋✐♥❛❧❧②✱ ✇❡ ❛❧s♦ st❛t❡ t❤❛t ✐❢ t❤❡ ❜❛s✐❝ ❝♦♥str✉❝t✐♦♥ Mt❛❡s13 ✐s ✉♥❧✐♥❦❛❜❧❡ t❤❡♥ ❢♦r ❛♥②
✐♥t❡❣❡r ℓ ≥ 1 ❛♥❞ ❛♥② ω✲s❡❝✉r❡ ❝♦❞❡ C t❤❡ s❝❤❡♠❡ Mt❛❡sℓ3 ✐s ω✲r❡s✐❧✐❡♥t ✉♥❧✐♥❦❛❜❧❡✳ ❚❤❡ ♣r♦♦❢ ❝❛♥ ❜❡
❢♦✉♥❞ ✐♥ t❤❡ ❆♣♣❡♥❞✐① ❊✳

✶✹



❚❤❡♦r❡♠ ✶✻✳ ▲❡t ℓ ≥ 1 ❜❡ ❛♥ ✐♥t❡❣❡r ❛♥❞ ❧❡t C ❜❡ ❛♥ (n, ℓ, ω, t, ε)✲s❡❝✉r❡ ❝♦❞❡✳ ❖✉r s❝❤❡♠❡ Mt❛❡sℓ3 ✐s

ω✲r❡s✐❧✐❡♥t ✉♥❧✐♥❦❛❜❧❡ ✐❢ ❛♥❞ ♦♥❧② ✐❢ ♦✉r s❝❤❡♠❡Mt❛❡s13 ✐s ✉♥❧✐♥❦❛❜❧❡✳

❆❝❦♥♦✇❧❡❞❣❡♠❡♥ts✳ ❚❤✐s ✇♦r❦ ✇❛s s✉♣♣♦rt❡❞ ❜② t❤❡ ❋r❡♥❝❤ ❆◆❘✲✵✼✲❙❊❙❯✲✵✵✽✲✵✶ P❆▼P❆ Pr♦❥❡❝t
❛♥❞ t❤❡ ❊✉r♦♣❡❛♥ ❈♦♠♠✐ss✐♦♥ t❤r♦✉❣❤ t❤❡ ■❈❚ Pr♦❣r❛♠ ✉♥❞❡r ❈♦♥tr❛❝t ■❈❚✲✷✵✵✼✲✷✶✻✻✼✻ ❊❈❘❨P❚ ■■✳
❚❤❡ ❛✉t❤♦rs t❤❛♥❦ ❏✉❧✐❡♥ ❈❛t❤❛❧♦ ❢♦r ❤✐s ♣❛rt✐❝✐♣❛t✐♦♥ ❛♥❞ ❝♦♥tr✐❜✉t✐♦♥s ✐♥ t❤❡ ❡❛r❧② st❛❣❡ ♦❢ t❤✐s ✇♦r❦✳

❘❡❢❡r❡♥❝❡s

✶✳ ▼✳ ❆❜❞❛❧❧❛✱ ▼✳ ❇❡❧❧❛r❡✱ ❛♥❞ ●✳ ◆❡✈❡♥✳ ❘♦❜✉st ❡♥❝r②♣t✐♦♥✳ ■♥ ❉✳ ▼✐❝❝✐❛♥❝✐♦✱ ❡❞✐t♦r✱ ❚❈❈ ✷✵✶✵✿ ✼t❤ ❚❤❡♦r② ♦❢ ❈r②♣t♦❣✲

r❛♣❤② ❈♦♥❢❡r❡♥❝❡✱ ✈♦❧✉♠❡ ✺✾✼✽ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✹✽✵✕✹✾✼✳ ❙♣r✐♥❣❡r✱ ❋❡❜✳ ✷✵✶✵✳
✷✳ ▼✳ ❇❡❧❧❛r❡✱ ❆✳ ❇♦❧❞②r❡✈❛✱ ❆✳ ❉❡s❛✐✱ ❛♥❞ ❉✳ P♦✐♥t❝❤❡✈❛❧✳ ❑❡②✲♣r✐✈❛❝② ✐♥ ♣✉❜❧✐❝✲❦❡② ❡♥❝r②♣t✐♦♥✳ ■♥ ❈✳ ❇♦②❞✱ ❡❞✐t♦r✱ ❆❞✲

✈❛♥❝❡s ✐♥ ❈r②♣t♦❧♦❣② ✕ ❆❙■❆❈❘❨P❚ ✷✵✵✶✱ ✈♦❧✉♠❡ ✷✷✹✽ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✺✻✻✕✺✽✷✳ ❙♣r✐♥❣❡r✱
❉❡❝✳ ✷✵✵✶✳

✸✳ ▼✳ ❇❡❧❧❛r❡✱ ❍✳ ❙❤✐✱ ❛♥❞ ❈✳ ❩❤❛♥❣✳ ❋♦✉♥❞❛t✐♦♥s ♦❢ ❣r♦✉♣ s✐❣♥❛t✉r❡s✿ ❚❤❡ ❝❛s❡ ♦❢ ❞②♥❛♠✐❝ ❣r♦✉♣s✳ ■♥ ❆✳ ▼❡♥❡③❡s✱ ❡❞✐t♦r✱
❚♦♣✐❝s ✐♥ ❈r②♣t♦❧♦❣② ✕ ❈❚✲❘❙❆ ✷✵✵✺✱ ✈♦❧✉♠❡ ✸✸✼✻ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✶✸✻✕✶✺✸✳ ❙♣r✐♥❣❡r✱ ❋❡❜✳
✷✵✵✺✳

✹✳ ❙✳ ❘✳ ❇❧❛❝❦❜✉r♥✳ P❡r❢❡❝t ❤❛s❤ ❢❛♠✐❧✐❡s✿ Pr♦❜❛❜✐❧✐st✐❝ ♠❡t❤♦❞s ❛♥❞ ❡①♣❧✐❝✐t ❝♦♥str✉❝t✐♦♥s✳ ❏✳ ❈♦♠❜✳ ❚❤❡♦r②✱ ❙❡r✳ ❆✱
✾✷✭✶✮✿✺✹✕✻✵✱ ✷✵✵✵✳

✺✳ ❉✳ ❇♦♥❡❤✱ ❳✳ ❇♦②❡♥✱ ❛♥❞ ❍✳ ❙❤❛❝❤❛♠✳ ❙❤♦rt ❣r♦✉♣ s✐❣♥❛t✉r❡s✳ ■♥ ▼✳ ❋r❛♥❦❧✐♥✱ ❡❞✐t♦r✱ ❆❞✈❛♥❝❡s ✐♥ ❈r②♣t♦❧♦❣② ✕

❈❘❨P❚❖ ✷✵✵✹✱ ✈♦❧✉♠❡ ✸✶✺✷ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✹✶✕✺✺✳ ❙♣r✐♥❣❡r✱ ❆✉❣✳ ✷✵✵✹✳
✻✳ ❉✳ ❇♦♥❡❤ ❛♥❞ ▼✳ ❑✳ ❋r❛♥❦❧✐♥✳ ■❞❡♥t✐t②✲❜❛s❡❞ ❡♥❝r②♣t✐♦♥ ❢r♦♠ t❤❡ ❲❡✐❧ ♣❛✐r✐♥❣✳ ■♥ ❏✳ ❑✐❧✐❛♥✱ ❡❞✐t♦r✱ ❆❞✈❛♥❝❡s ✐♥

❈r②♣t♦❧♦❣② ✕ ❈❘❨P❚❖ ✷✵✵✶✱ ✈♦❧✉♠❡ ✷✶✸✾ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✷✶✸✕✷✷✾✳ ❙♣r✐♥❣❡r✱ ❆✉❣✳ ✷✵✵✶✳
✼✳ ❉✳ ❇♦♥❡❤ ❛♥❞ ❏✳ ❙❤❛✇✳ ❈♦❧❧✉s✐♦♥✲s❡❝✉r❡ ✜♥❣❡r♣r✐♥t✐♥❣ ❢♦r ❞✐❣✐t❛❧ ❞❛t❛ ✭❡①t❡♥❞❡❞ ❛❜str❛❝t✮✳ ■♥ ❉✳ ❈♦♣♣❡rs♠✐t❤✱ ❡❞✐t♦r✱

❆❞✈❛♥❝❡s ✐♥ ❈r②♣t♦❧♦❣② ✕ ❈❘❨P❚❖✬✾✺✱ ✈♦❧✉♠❡ ✾✻✸ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✹✺✷✕✹✻✺✳ ❙♣r✐♥❣❡r✱
❆✉❣✳ ✶✾✾✺✳

✽✳ ❘✳ ❈❛♥❡tt✐✱ ❍✳ ❑r❛✇❝③②❦✱ ❛♥❞ ❏✳ ❇✳ ◆✐❡❧s❡♥✳ ❘❡❧❛①✐♥❣ ❝❤♦s❡♥✲❝✐♣❤❡rt❡①t s❡❝✉r✐t②✳ ■♥ ❉✳ ❇♦♥❡❤✱ ❡❞✐t♦r✱ ❆❞✈❛♥❝❡s ✐♥

❈r②♣t♦❧♦❣② ✕ ❈❘❨P❚❖ ✷✵✵✸✱ ✈♦❧✉♠❡ ✷✼✷✾ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✺✻✺✕✺✽✷✳ ❙♣r✐♥❣❡r✱ ❆✉❣✳ ✷✵✵✸✳
✾✳ ❉✳ ❈❤❛✉♠ ❛♥❞ ❊✳ ✈❛♥ ❍❡②st✳ ●r♦✉♣ s✐❣♥❛t✉r❡s✳ ■♥ ❉✳ ❲✳ ❉❛✈✐❡s✱ ❡❞✐t♦r✱ ❆❞✈❛♥❝❡s ✐♥ ❈r②♣t♦❧♦❣② ✕ ❊❯❘❖❈❘❨P❚✬✾✶✱

✈♦❧✉♠❡ ✺✹✼ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✷✺✼✕✷✻✺✳ ❙♣r✐♥❣❡r✱ ❆♣r✳ ✶✾✾✶✳
✶✵✳ ❇✳ ❈❤♦r✱ ❆✳ ❋✐❛t✱ ❛♥❞ ▼✳ ◆❛♦r✳ ❚r❛❝✐♥❣ tr❛✐t♦rs✳ ■♥ ❨✳ ❉❡s♠❡❞t✱ ❡❞✐t♦r✱ ❆❞✈❛♥❝❡s ✐♥ ❈r②♣t♦❧♦❣② ✕ ❈❘❨P❚❖✬✾✹✱ ✈♦❧✉♠❡

✽✸✾ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✷✺✼✕✷✼✵✳ ❙♣r✐♥❣❡r✱ ❆✉❣✳ ✶✾✾✹✳
✶✶✳ ▲✳ ❉✉❝❛s✳ ❆♥♦♥②♠✐t② ❢r♦♠ ❛s②♠♠❡tr②✿ ◆❡✇ ❝♦♥str✉❝t✐♦♥s ❢♦r ❛♥♦♥②♠♦✉s ❍■❇❊✳ ■♥ ❏✳ P✐❡♣r③②❦✱ ❡❞✐t♦r✱ ❚♦♣✐❝s ✐♥

❈r②♣t♦❧♦❣② ✕ ❈❚✲❘❙❆ ✷✵✶✵✱ ✈♦❧✉♠❡ ✺✾✽✺ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✶✹✽✕✶✻✹✳ ❙♣r✐♥❣❡r✱ ▼❛r✳ ✷✵✶✵✳
✶✷✳ ❚✳ ❊❧●❛♠❛❧✳ ❆ ♣✉❜❧✐❝ ❦❡② ❝r②♣t♦s②st❡♠ ❛♥❞ ❛ s✐❣♥❛t✉r❡ s❝❤❡♠❡ ❜❛s❡❞ ♦♥ ❞✐s❝r❡t❡ ❧♦❣❛r✐t❤♠s✳ ■♥ ●✳ ❘✳ ❇❧❛❦❧❡② ❛♥❞

❉✳ ❈❤❛✉♠✱ ❡❞✐t♦rs✱ ❆❞✈❛♥❝❡s ✐♥ ❈r②♣t♦❧♦❣② ✕ ❈❘❨P❚❖✬✽✹✱ ✈♦❧✉♠❡ ✶✾✻ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s
✶✵✕✶✽✳ ❙♣r✐♥❣❡r✱ ❆✉❣✳ ✶✾✽✺✳

✶✸✳ ❙✳ ❉✳ ●❛❧❜r❛✐t❤✱ ❑✳ ●✳ P❛t❡rs♦♥✱ ❛♥❞ ◆✳ P✳ ❙♠❛rt✳ P❛✐r✐♥❣s ❢♦r ❝r②♣t♦❣r❛♣❤❡rs✳ ❉✐s❝r❡t❡ ❆♣♣❧✐❡❞ ▼❛t❤❡♠❛t✐❝s✱
✶✺✻✭✶✻✮✿✸✶✶✸✕✸✶✷✶✱ ✷✵✵✽✳

✶✹✳ ❙✳ ●♦❧❞✇❛ss❡r ❛♥❞ ❙✳ ▼✐❝❛❧✐✳ Pr♦❜❛❜✐❧✐st✐❝ ❡♥❝r②♣t✐♦♥✳ ❏♦✉r♥❛❧ ♦❢ ❈♦♠♣✉t❡r ❛♥❞ ❙②st❡♠ ❙❝✐❡♥❝❡s✱ ✷✽✭✷✮✿✷✼✵✕✷✾✾✱ ✶✾✽✹✳
✶✺✳ P✳ ●♦❧❧❡✱ ▼✳ ❏❛❦♦❜ss♦♥✱ ❆✳ ❏✉❡❧s✱ ❛♥❞ P✳ ❋✳ ❙②✈❡rs♦♥✳ ❯♥✐✈❡rs❛❧ r❡✲❡♥❝r②♣t✐♦♥ ❢♦r ♠✐①♥❡ts✳ ■♥ ❚✳ ❖❦❛♠♦t♦✱ ❡❞✐t♦r✱ ❚♦♣✐❝s

✐♥ ❈r②♣t♦❧♦❣② ✕ ❈❚✲❘❙❆ ✷✵✵✹✱ ✈♦❧✉♠❡ ✷✾✻✹ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✶✻✸✕✶✼✽✳ ❙♣r✐♥❣❡r✱ ❋❡❜✳ ✷✵✵✹✳
✶✻✳ ❍✳ ❉✳ ▲✳ ❍♦❧❧♠❛♥♥✱ ❏✳ ❍✳ ✈❛♥ ▲✐♥t✱ ❏✳✲P✳ ▲✐♥♥❛rt③✱ ❛♥❞ ▲✳ ▼✳ ●✳ ▼✳ ❚♦❧❤✉✐③❡♥✳ ❖♥ ❝♦❞❡s ✇✐t❤ ✐❞❡♥t✐✜❛❜❧❡ ♣❛r❡♥t ♣r♦♣❡rt②✳

❏✳ ❈♦♠❜✳ ❚❤❡♦r②✱ ❙❡r✳ ❆✱ ✽✷✿✶✷✶✕✶✸✸✱ ✶✾✾✽✳
✶✼✳ ❆✳ ❑✐❛②✐❛s✱ ❨✳ ❚s✐♦✉♥✐s✱ ❛♥❞ ▼✳ ❨✉♥❣✳ ●r♦✉♣ ❡♥❝r②♣t✐♦♥✳ ■♥ ❑✳ ❑✉r♦s❛✇❛✱ ❡❞✐t♦r✱ ❆❞✈❛♥❝❡s ✐♥ ❈r②♣t♦❧♦❣② ✕ ❆❙■✲

❆❈❘❨P❚ ✷✵✵✼✱ ✈♦❧✉♠❡ ✹✽✸✸ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✶✽✶✕✶✾✾✳ ❙♣r✐♥❣❡r✱ ❉❡❝✳ ✷✵✵✼✳
✶✽✳ ❆✳ ▼✐②❛❥✐✱ ▼✳ ◆❛❦❛❜❛②❛s❤✐✱ ❛♥❞ ❙✳ ❚❛❦❛♥♦✳ ◆❡✇ ❡①♣❧✐❝✐t ❝♦♥❞✐t✐♦♥s ♦❢ ❡❧❧✐♣t✐❝ ❝✉r✈❡ tr❛❝❡s ❢♦r ❋❘✲r❡❞✉❝t✐♦♥✳ ■❊■❈❊

❚r❛♥s✳ ❋✉♥❞❛♠❡♥t❛❧s✱ ❊✽✹✲❆✭✺✮✿✶✷✸✹✕✶✷✹✸✱ ✷✵✵✶✳
✶✾✳ P✳ P❛✐❧❧✐❡r✳ P✉❜❧✐❝✲❦❡② ❝r②♣t♦s②st❡♠s ❜❛s❡❞ ♦♥ ❝♦♠♣♦s✐t❡ ❞❡❣r❡❡ r❡s✐❞✉♦s✐t② ❝❧❛ss❡s✳ ■♥ ❏✳ ❙t❡r♥✱ ❡❞✐t♦r✱ ❆❞✈❛♥❝❡s ✐♥

❈r②♣t♦❧♦❣② ✕ ❊❯❘❖❈❘❨P❚✬✾✾✱ ✈♦❧✉♠❡ ✶✺✾✷ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s ✷✷✸✕✷✸✽✳ ❙♣r✐♥❣❡r✱ ▼❛② ✶✾✾✾✳
✷✵✳ ❑✳ ❙❛❦♦✳ ❆♥ ❛✉❝t✐♦♥ ♣r♦t♦❝♦❧ ✇❤✐❝❤ ❤✐❞❡s ❜✐❞s ♦❢ ❧♦s❡rs✳ ■♥ ❍✳ ■♠❛✐ ❛♥❞ ❨✳ ❩❤❡♥❣✱ ❡❞✐t♦rs✱ P❑❈ ✷✵✵✵✿ ✸r❞ ■♥t❡r♥❛t✐♦♥❛❧

❲♦r❦s❤♦♣ ♦♥ ❚❤❡♦r② ❛♥❞ Pr❛❝t✐❝❡ ✐♥ P✉❜❧✐❝ ❑❡② ❈r②♣t♦❣r❛♣❤②✱ ✈♦❧✉♠❡ ✶✼✺✶ ♦❢ ▲❡❝t✉r❡ ◆♦t❡s ✐♥ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ♣❛❣❡s
✹✷✷✕✹✸✷✳ ❙♣r✐♥❣❡r✱ ❏❛♥✳ ✷✵✵✵✳

✷✶✳ ●✳ ❏✳ ❙✐♠♠♦♥s✳ ❚❤❡ ♣r✐s♦♥❡rs✬ ♣r♦❜❧❡♠ ❛♥❞ t❤❡ s✉❜❧✐♠✐♥❛❧ ❝❤❛♥♥❡❧✳ ■♥ ❉✳ ❈❤❛✉♠✱ ❡❞✐t♦r✱ ❆❞✈❛♥❝❡s ✐♥ ❈r②♣t♦❧♦❣② ✕

❈❘❨P❚❖✬✽✸✱ ♣❛❣❡s ✺✶✕✻✼✳ P❧❡♥✉♠ Pr❡ss✱ ◆❡✇ ❨♦r❦✱ ❯❙❆✱ ✶✾✽✹✳
✷✷✳ ❏✳ ❙t❛❞❞♦♥✱ ❉✳ ❘✳ ❙t✐♥s♦♥✱ ❛♥❞ ❘✳ ❲❡✐✳ ❈♦♠❜✐♥❛t♦r✐❛❧ ♣r♦♣❡rt✐❡s ♦❢ ❢r❛♠❡♣r♦♦❢ ❛♥❞ tr❛❝❡❛❜✐❧✐t② ❝♦❞❡s✳ ■❊❊❊ ❚r❛♥s❛❝t✐♦♥s

♦♥ ■♥❢♦r♠❛t✐♦♥ ❚❤❡♦r②✱ ✹✼✭✸✮✿✶✵✹✷✕✶✵✹✾✱ ✷✵✵✶✳
✷✸✳ ❚✳ ✈❛♥ ❚r✉♥❣ ❛♥❞ ❙✳ ▼❛rt✐r♦s②❛♥✳ ◆❡✇ ❝♦♥str✉❝t✐♦♥s ❢♦r ■PP ❝♦❞❡s✳ ❉❡s✳ ❈♦❞❡s ❈r②♣t♦❣r❛♣❤②✱ ✸✺✭✷✮✿✷✷✼✕✷✸✾✱ ✷✵✵✺✳
✷✹✳ ❍✳ ❲❛♥❣ ❛♥❞ ❈✳ ❳✐♥❣✳ ❊①♣❧✐❝✐t ❝♦♥str✉❝t✐♦♥s ♦❢ ♣❡r❢❡❝t ❤❛s❤ ❢❛♠✐❧✐❡s ❢r♦♠ ❛❧❣❡❜r❛✐❝ ❝✉r✈❡s ♦✈❡r ✜♥✐t❡ ✜❡❧❞s✳ ❏✳ ❈♦♠❜✳

❚❤❡♦r②✱ ❙❡r✳ ❆✱ ✾✸✭✶✮✱ ✷✵✵✶✳

✶✺



❆ ❖♥ ❙❡❝✉r✐t② ◆♦t✐♦♥s

❆✳✶ ❊♥❤❛♥❝❡❞ ❙❡❝✉r✐t② ◆♦t✐♦♥s

❈❤♦s❡♥✲❈✐♣❤❡rt❡①t✳ ❚♦ ❛❞❞r❡ss ❝❤♦s❡♥✲❝✐♣❤❡rt❡①t ❛tt❛❝❦s✱ ✇❡ ❤❛✈❡ t♦ ♣r♦✈✐❞❡ t❤❡ ❛❞✈❡rs❛r② ✇✐t❤ ❛
❞❡❝r②♣t✐♦♥ ♦r❛❝❧❡✳ ❇✉t ❞✉❡ t♦ t❤❡ ✐♥❤❡r❡♥t ♠❛❧❧❡❛❜✐❧✐t② ♦❢ s✉❝❤ ❛ r❡✲r❛♥❞♦♠✐③❛❜❧❡ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡✱ s♦♠❡
❝♦♥str❛✐♥ts ✇✐❧❧ ❜❡ ❛❞❞❡❞✱ ✐♥ t❤❡ s❛♠❡ ✈❡✐♥ ❛s ❘❈❈❆ ❞❡✜♥✐t✐♦♥ ❬✽❪✱ ✇✐t❤ s♦♠❡ ❢♦r❜✐❞❞❡♥ r❡q✉❡sts ✭❛♥s✇❡r❡❞
❜② Test✮✿

✕ Decrypt∗(P, (✐❞, C)) → {m,⊥}✱ t❛❦❡s ❛s ✐♥♣✉t ❛ ❧✐st P = {(✐❞i, Ci)} ♦❢ ❝r✐t✐❝❛❧ ♣❛✐rs✱ ❛ r❡❣✐st❡r❡❞
✐❞❡♥t✐t② ✐❞ ❛♥❞ ❛ ❝✐♣❤❡rt❡①t C✱ ✐t r✉♥s Decrypt(mpk, sk✐❞, C) t♦ ❣❡t ❡✐t❤❡r m✱ ♦r ⊥ ✐♥ ❝❛s❡ ♦❢ ✐♥✈❛❧✐❞
❝✐♣❤❡rt❡①t✳ ■♥ t❤❡ ❧❛tt❡r ❝❛s❡✱ ⊥ ✐s r❡t✉r♥❡❞✳ ❖t❤❡r✇✐s❡✱ ✐t ❢✉rt❤❡r♠♦r❡ r✉♥s Decrypt(mpk, sk✐❞i , Ci) ❢♦r
❛❧❧ t❤❡ ♣❛✐rs ✐♥ P t♦ ❣❡t ❡✐t❤❡r mi ♦r ⊥✳ ■❢ ❢♦r s♦♠❡ ✐♥❞❡① i✱ mi = m✱ t❤❡♥ ✐t ♦✉t♣✉ts Test✱ ♦t❤❡r✇✐s❡
m ✐s t❤❡ ♦✉t♣✉t✳

❚❤❡ r❡str✐❝t✐♦♥s✱ ✇✐t❤♦✉t ✇❤✐❝❤ ❛tt❛❝❦s ❝❛♥♥♦t ❜❡ ❛✈♦✐❞❡❞✱ ❛r❡ t❤❡ ❢♦❧❧♦✇✐♥❣ ♦♥❡s✿

✕ ❢♦r t❤❡ s❡♠❛♥t✐❝ s❡❝✉r✐t②✱ ✇❡ s❡t P = {(pk, C∗)}❀
✕ ❢♦r t❤❡ ❛♥♦♥②♠✐t②✱ t❤❡r❡ ✐s ♥♦t r❡str✐❝t✐♦♥❀
✕ ❢♦r ♣r✐✈❛❝②✱ ✇❡ s❡t P = {(pk0, C

∗), (pk1, C
∗)}❀

✕ ❢♦r ❜♦t❤ ✉♥❧✐♥❦❛❜✐❧✐t② ❛♥❞ s✉❜❧✐♠✐♥❛❧✲❝❤❛♥♥❡❧ ❢r❡❡♥❡ss✱ ✇❡ ❤❛✈❡ P = LU × {C∗}✳

❋✉❧❧ ❆♥♦♥②♠✐t②✳ ❚♦ ❛❞❞r❡ss ❢✉❧❧✲❛♥♦♥②♠✐t②✱ ✇❡ ❤❛✈❡ t♦ ♣r♦✈✐❞❡ t❤❡ ❛❞✈❡rs❛r② ✇✐t❤ ❛♥ ♦♣❡♥✐♥❣ ♦r❛❝❧❡✳
❇✉t ❛❣❛✐♥st✱ ❜❡❝❛✉s❡ ♦❢ t❤❡ ✐♥❤❡r❡♥t ♠❛❧❧❡❛❜✐❧✐t②✱ s♦♠❡ ❝♦♥str❛✐♥ts ✇✐❧❧ ❜❡ ❛❞❞❡❞✱ ✇✐t❤ s♦♠❡ ❢♦r❜✐❞❞❡♥
r❡q✉❡sts ✭❛♥s✇❡r❡❞ ❜② Test✮✿

✕ Open∗(P, C) → {pk,⊥}✱ t❛❦❡s ❛s ✐♥♣✉t ❛ ❧✐st P = {Ci} ♦❢ ❝r✐t✐❝❛❧ ❝✐♣❤❡rt❡①ts ❛♥❞ ❛ ❝✐♣❤❡rt❡①t C✱ ✐t
r✉♥s Trace(mpk, skO,L, C) t♦ ❣❡t ❡✐t❤❡r pk✱ ♦r ⊥ ✐♥ ❝❛s❡ ♦❢ ✐♥✈❛❧✐❞ ❝✐♣❤❡rt❡①t✳ ■♥ t❤❡ ❧❛tt❡r ❝❛s❡✱ ⊥
✐s r❡t✉r♥❡❞✳ ❖t❤❡r✇✐s❡✱ ✐t ❢✉rt❤❡r♠♦r❡ r✉♥s Trace(mpk, skO,L, Ci) ❢♦r ❛❧❧ t❤❡ ❝✐♣❤❡rt❡①ts ✐♥ P t♦ ❣❡t
❡✐t❤❡r pki ♦r ⊥✳ ■❢ ❢♦r s♦♠❡ ✐♥❞❡① i✱ pki = pk✱ t❤❡♥ ✐t ♦✉t♣✉ts Test✱ ♦t❤❡r✇✐s❡ pk ✐s t❤❡ ♦✉t♣✉t✳

❚❤❡ r❡str✐❝t✐♦♥s✱ ✇✐t❤♦✉t ✇❤✐❝❤ ❛tt❛❝❦s ❝❛♥♥♦t ❜❡ ❛✈♦✐❞❡❞✱ ❛r❡ t❤❡ ❢♦❧❧♦✇✐♥❣ ♦♥❡s✿

✕ ❢♦r t❤❡ s❡♠❛♥t✐❝ s❡❝✉r✐t②✱ t❤❡r❡ ✐s ♥♦ r❡str✐❝t✐♦♥❀
✕ ❢♦r t❤❡ ❛♥♦♥②♠✐t②✱ ✇❡ s❡t P = {C∗}❀
✕ ❢♦r ♣r✐✈❛❝②✱ ✇❡ s❡t P = {C∗}❀
✕ ❢♦r ❜♦t❤ ✉♥❧✐♥❦❛❜✐❧✐t② ❛♥❞ s✉❜❧✐♠✐♥❛❧✲❝❤❛♥♥❡❧ ❢r❡❡♥❡ss✱ ✇❡ ❤❛✈❡ P = {C∗}✳

❆✳✷ Pr♦♦❢s ♦❢ t❤❡ ❘❡❧❛t✐♦♥s ❜❡t✇❡❡♥ ❙❡❝✉r✐t② ◆♦t✐♦♥s

Pr♦♦❢ ✭♦❢ ❚❤❡♦r❡♠ ✹✮✳ ▲❡t ✉s ✜rst s❤♦✇ t❤❛t t❤❡ ♣r✐✈❛❝② ✐♠♣❧✐❡s ❜♦t❤ ✇❡❛❦ s❡♠❛♥t✐❝ s❡❝✉r✐t② ✭✇✐t❤♦✉t
t❤❡ ♦♣❡♥✐♥❣ ❦❡②✮ ❛♥❞ ❛♥♦♥②♠✐t②✿

✕ ❧❡t A ❜❡ ❛♥ ❛❞✈❡rs❛r② ✇✐t❤ ❛❞✈❛♥t❛❣❡ ε ❛❣❛✐♥st ✇❡❛❦ s❡♠❛♥t✐❝ s❡❝✉r✐t②✳ ❲❡ ❞❡s❝r✐❜❡ ❛♥ ❛❞✈❡rs❛r②
B ❛❣❛✐♥st ♣r✐✈❛❝②✳ ❯♣♦♥ r❡❝❡✐✈✐♥❣ t❤❡ ♠❛st❡r ❦❡② mpk✱ B r✉♥s A ❛♥❞ ❣❡ts (pk,m0,m1, s)✳ ■t t❤❡♥
♦✉t♣✉ts (pk, pk,m0,m1, s) t♦ t❤❡ ❝❤❛❧❧❡♥❣❡r✳ ❚❤❡ ❧❛tt❡r ❝❤♦♦s❡s ❛ r❛♥❞♦♠ ❜✐t b✱ ❛♥❞ ❡♥❝r②♣ts mb

✉♥❞❡r pk ✭s✐♥❝❡ t❤❡ t✇♦ ♣✉❜❧✐❝ ❦❡②s ❛r❡ t❤❡ s❛♠❡✮✳ B t❤❡♥ r✉♥s A ♦♥ t❤❡ ❝❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t✱ ❛♥❞
❢♦r✇❛r❞s t❤❡ ❛♥s✇❡r b′✿

Adv
priv
Mt❛❡s,B(λ) = Pr[Expweak−ind−1

Mt❛❡s,A (λ) = 1]− Pr[Expweak−ind−0
Mt❛❡s,A (λ) = 1] = ε

❙✐♥❝❡ Advpriv
Mt❛❡s

(λ, τ) ≥ Adv
priv
Mt❛❡s,B(λ)✱ ❛♥❞ t❤❡ ❛❜♦✈❡ ❡q✉❛❧✐t② ❤♦❧❞s ❢♦r ❛♥② ❛❞✈❡rs❛r② A ✇✐t❤ r✉♥♥✐♥❣

t✐♠❡ ❜♦✉♥❞❡❞ ❜② τ ✱ ✇❡ ❣❡t t❤❡ ❡①♣❡❝t❡❞ r❡s✉❧t✳

✶✻



✕ ❧❡t A ❜❡ ❛♥ ❛❞✈❡rs❛r② ✇✐t❤ ❛❞✈❛♥t❛❣❡ ε ❛❣❛✐♥st ❛♥♦♥②♠✐t②✳ ❲❡ ❞❡s❝r✐❜❡ ❛♥ ❛❞✈❡rs❛r② B ❛❣❛✐♥st ♣r✐✈❛❝②✱
t❤❡ s❛♠❡ ✇❛② ❛s ❛❜♦✈❡✱ ❜✉t ❞✉♣❧✐❝❛t✐♥❣ t❤❡ ♣❧❛✐♥t❡①t ✐♥st❡❛❞ ♦❢ t❤❡ ♣✉❜❧✐❝ ❦❡②✳

❋♦r t❤❡ ♦t❤❡r ❞✐r❡❝t✐♦♥✱ ✇❡ ✉s❡ t❤❡ ❤②❜r✐❞ t❡❝❤♥✐q✉❡✱ ❢♦r ❛♥② ❛❞✈❡rs❛r② A ❛❣❛✐♥st t❤❡ ♣r✐✈❛❝② s❡❝✉r✐t②
♥♦t✐♦♥✱ ✇✐t❤ r✉♥♥✐♥❣ t✐♠❡ ❜♦✉♥❞❡❞ ❜② τ ✳ ❇✉t ✇❡ ❝♦✉❧❞ ❡①t❡♥❞ t❤✐s ♣r✐✈❛❝② ❣❛♠❡ ✇✐t❤ t✇♦ r❛♥❞♦♠ ❜✐ts b
❛♥❞ c✱ ✇❤❡r❡ b s♣❡❝✐✜❡s t❤❡ ♠❡ss❛❣❡ t♦ ❜❡ ❡♥❝r②♣t❡❞ ✭❛s ✐♥ t❤❡ s❡♠❛♥t✐❝ s❡❝✉r✐t② ❣❛♠❡✮ ❛♥❞ c t❤❡ t❛r❣❡t
♣✉❜❧✐❝ ❦❡② ✭❛s ✐♥ t❤❡ ❛♥♦♥②♠✐t② ❣❛♠❡✮✿

Adv
priv
Mt❛❡s,A(λ) = Pr[d′ = 1|b = 1 ∧ c = 1]− Pr[d′ = 1|b = 0 ∧ c = 0]

= Pr[d′ = 1|b = 1 ∧ c = 1]− Pr[d′ = 1|b = 0 ∧ c = 1]

+ Pr[d′ = 1|b = 0 ∧ c = 1]− Pr[d′ = 1 ∧ b = 0 ∧ c = 0]

≤ Advweak−ind
Mt❛❡s

(λ, τ) + AdvanonMt❛❡s
(λ, τ)

⊓⊔

Pr♦♦❢ ✭♦❢ ❚❤❡♦r❡♠ ✺✮✳ ▲❡t A ❜❡ ❛♥ ❛❞✈❡rs❛r② ✇✐t❤ ❛❞✈❛♥t❛❣❡ ε ❛❣❛✐♥st t❤❡ s✉❜❧✐♠✐♥❛❧✲❝❤❛♥♥❡❧ ❢r❡❡♥❡ss
♣r♦♣❡rt②✳ ❲❡ ❞❡s❝r✐❜❡ ❛♥ ❛❞✈❡rs❛r② B ❛❣❛✐♥st ❝✐♣❤❡rt❡①t ✉♥❧✐♥❦❛❜✐❧✐t②✳ ❯♣♦♥ r❡❝❡✐✈✐♥❣ t❤❡ ♠❛st❡r ❦❡② mpk✱
B r✉♥s A ❛♥❞ ❣❡ts (C0, C1, s)✳ ■t t❤❡♥ ❝❤♦♦s❡s ❛ r❛♥❞♦♠ ❜✐t c✱ ❛♥❞ ♦✉t♣✉ts C = Cc✳ ❚❤❡ ❝❤❛❧❧❡♥❣❡r ❝❤♦♦s❡s
❛ r❛♥❞♦♠ ❜✐t b✱ ❛♥❞ t❤❡♥ ♦✉t♣✉ts C∗ ✭t❤❛t ✐s ❡✐t❤❡r t❤❡ r❡✲r❛♥❞♦♠✐③❛t✐♦♥ ♦❢ Cc ✐❢ b = 0 ♦r ❛ tr✉❧② r❛♥❞♦♠
❝✐♣❤❡rt❡①t ✐❢ b = 1✱ ✐♥ ✇❤✐❝❤ ❝❛s❡ ♥♦ ✐♥❢♦r♠❛t✐♦♥ ✐s ❧❡❛❦❡❞ ❛❜♦✉t c✮✳ ■t ✐s ❢♦r✇❛r❞❡❞ t♦ A t❤❛t ❛♥s✇❡rs ✐ts
❣✉❡ss b′✳ ■❢ b′ = c✱ ✇❡ ♠❛❦❡ B ♦✉t♣✉t ✵✱ ♦t❤❡r✇✐s❡ ✐t ♦✉t♣✉ts ✶✿

AdvunlinkMt❛❡s,B(λ) = Pr[b′ 6= c|b = 1]− Pr[b′ 6= c|b = 0]

= 1/2− Pr[b′ = 1 ∧ c = 0|b = 0]− Pr[b′ = 0 ∧ c = 1|b = 0]

=
1

2
×

(

1− Pr[b′ = 1|b = 0 ∧ c = 0]− Pr[b′ = 0|b = 0 ∧ c = 1]
)

=
1

2
×

(

Pr[b′ = 1|b = 0 ∧ c = 1]− Pr[b′ = 1|b = 1 ∧ c = 0]
)

=
1

2
× AdvsubFMt❛❡s,A(λ)

⊓⊔

❇ ❈♦♠♣❧❡①✐t② ❆ss✉♠♣t✐♦♥s

❖✉r ✜rst ♣r♦♣♦s❛❧ r❡❧✐❡s ♦♥ t❤❡ ❝❧❛ss✐❝❛❧ DDH ❛ss✉♠♣t✐♦♥ ♦♥❧②✳ ❖✉r s❡❝♦♥❞ ♣r♦♣♦s❛❧Mt❛❡s2 r❡q✉✐r❡s t❤❡
XDH ❛♥❞ ❛ ♥❡✇ ❛ss✉♠♣t✐♦♥ ✇❡❛❦❡r t❤❛♥ t❤❡ ✇✐❞❡❧② ✉s❡❞ ✭❛s②♠♠❡tr✐❝✮ DBDH ❛ss✉♠♣t✐♦♥s✳

❉❡✜♥✐t✐♦♥ ✶✼ ✭❉❡❝✐s✐♦♥❛❧ ❉✐✣❡✲❍❡❧❧♠❛♥ ❆ss✉♠♣t✐♦♥ DDH✮✳ ▲❡tG ❜❡ ❛ ❝②❝❧✐❝ ❣r♦✉♣ ♦❢ ♣r✐♠❡ ♦r❞❡r
q✳ ❚❤❡ DDH ❛ss✉♠♣t✐♦♥ ✐♥ ❜❛s✐s g st❛t❡s t❤❛t t❤❡ ❞✐str✐❜✉t✐♦♥s ♦❢ t❤❡ t✉♣❧❡s (gx, gy, gxy) ❛♥❞ (gx, gy, gz)
❢♦r r❛♥❞♦♠ s❝❛❧❛rs x, y, z ✐♥ Zq ❛r❡ ❝♦♠♣✉t❛t✐♦♥❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✳

❉❡✜♥✐t✐♦♥ ✶✽ ✭❊①t❡r♥❛❧ ❉✐✣❡✲❍❡❧❧♠❛♥ ❆ss✉♠♣t✐♦♥ XDH✮✳ ▲❡t G1✱ G2 ❛♥❞ GT ❜❡ t❤r❡❡ ❝②❝❧✐❝
❣r♦✉♣s ♦❢ ♣r✐♠❡ ♦r❞❡r q✱ ✇✐t❤ ❛♥ ❛❞♠✐ss✐❜❧❡ ✭✇❤✐❝❤ ♠❡❛♥s ♥♦♥✲❞❡❣❡♥❡r❛t❡ ❛♥❞ ❡✣❝✐❡♥t❧② ❝♦♠♣✉t❛❜❧❡✮
❜✐❧✐♥❡❛r ♠❛♣ e : G1 × G2 7→ GT ✳ ❲❡ ❞❡♥♦t❡ (G1,G2,GT , q, e, g1, g2)✱ ❛ ❜✐❧✐♥❡❛r str✉❝t✉r❡ BS✳ ❚❤❡ XDH

❛ss✉♠♣t✐♦♥ ✐♥ BS ❛ss✉♠❡s t❤❛t t❤❡ DDH ❛ss✉♠♣t✐♦♥s ❤♦❧❞s ✐♥ G1✳

❉❡✜♥✐t✐♦♥ ✶✾ ✭✭❆s②♠♠❡tr✐❝✮ ❉❡❝✐s✐♦♥❛❧ ❇✐❧✐♥❡❛r ❉✐✣❡✲❍❡❧❧♠❛♥ ❆ss✉♠♣t✐♦♥ DBDH✮✳ ▲❡t BS
❜❡ ❛ ❜✐❧✐♥❡❛r s❡tt✐♥❣ ❛s ❛❜♦✈❡✳ ❚❤❡ ❛s②♠♠❡tr✐❝ DBDH ❛ss✉♠♣t✐♦♥ ✐♥ ❜❛s❡s g1 ❛♥❞ g2 st❛t❡s t❤❛t t❤❡
❞✐str✐❜✉t✐♦♥s ♦❢ t❤❡ t✉♣❧❡s (gx1 , g

x
2 , g

y
1 , g

z
2 , G

xyz) ❛♥❞ (gx1 , g
x
2 , g

y
1 , g

z
2 , G

w) ❢♦r r❛♥❞♦♠ s❝❛❧❛rs x, y, z, w ✐♥ Zq

❛r❡ ❝♦♠♣✉t❛t✐♦♥❛❧❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✳

✶✼



❉❡✜♥✐t✐♦♥ ✷✵ ✭❉❡❝✐s✐♦♥❛❧ ▼✐①❡❞ ❇✐❧✐♥❡❛r ❉✐✣❡✲❍❡❧❧♠❛♥ ❆ss✉♠♣t✐♦♥ DMBDH✮✳ ▲❡t BS ❜❡ ❛
❜✐❧✐♥❡❛r s❡tt✐♥❣ ❛s ❛❜♦✈❡✳ ❚❤❡ DMBDH ❛ss✉♠♣t✐♦♥ ✐♥ ❜❛s❡s g1 ❛♥❞ g2 st❛t❡s t❤❛t t❤❡ ❞✐str✐❜✉t✐♦♥s ♦❢
t❤❡ t✉♣❧❡s (gx1 , g

x
2 , G

y, Gxy) ❛♥❞ (gx1 , g
x
2 , G

y, Gw) ❢♦r r❛♥❞♦♠ s❝❛❧❛rs x, y, z, w ✐♥ Zq ❛r❡ ❝♦♠♣✉t❛t✐♦♥❛❧❧②
✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡✳

❈ Pr♦♦❢s ♦❢ ❙❡❝✉r✐t② ♦❢ ♦✉r ❙❝❤❡♠❡ Mt❛❡s1

❈✳✶ Pr✐✈❛❝② ♦❢ Mt❛❡s1

Pr♦♦❢ ✭♦❢ ❚❤❡♦r❡♠ ✻✮✳ ❈♦♥s✐❞❡r ❛♥ ❛❞✈❡rs❛r② A ❛❣❛✐♥st t❤❡ ♣r✐✈❛❝② ♦❢ ♦✉r ✜rst s❝❤❡♠❡✱ ✇❡ ✇✐❧❧ ❝♦♥str✉❝t
❛♥ ❛❞✈❡rs❛r② B ❛❣❛✐♥st t❤❡ ✷✲DDH ♣r♦❜❧❡♠✿ ❚❤✐s ✐s ❛ s✐♠♣❧❡ ✈❛r✐❛♥t ♦❢ t❤❡ DDH✲♣r♦❜❧❡♠ ✐♥ ❜❛s✐s g✱ ✇❤❡r❡
❛♥ ✐♥st❛♥❝❡ ✐s ❛ ✺✲t✉♣❧❡ (gx, gy, gz, gȳ, gz̄)✱ ❛♥❞ ♦♥❡ ❤❛s t♦ ❞❡❝✐❞❡ ✇❤❡t❤❡r ❜♦t❤ z = xy ❛♥❞ z̄ = xȳ✱ ♦r ❜♦t❤
z ❛♥❞ z̄ ❛r❡ r❛♥❞♦♠✳ ❯s✐♥❣ ❛♥ ❤②❜r✐❞ ❛r❣✉♠❡♥t✱ ♦♥❡ ❡❛s✐❧② ❣❡ts t❤❛t Adv2✲ddhG (τ) ≤ 2× AdvddhG (τ + 2τexp)✱
✇❤❡r❡ τexp ✐s t❤❡ t✐♠❡ t♦ ❝♦♠♣✉t❡ ❛♥ ❡①♣♦♥❡♥t✐❛t✐♦♥ ✐♥ G✳

▲❡t g ❜❡ ❛♥② ❣❡♥❡r❛t♦r ♦❢ G✱ ❛♥❞ ✇❡ ❤❛✈❡ t♦ ❣✉❡ss ❛t ❧❡❛st ♦♥❡ ♦❢ t❤❡ ♣❧❛②❡rs t❤❛t ✇✐❧❧ ♥♦t ❜❡ ❝♦rr✉♣t❡❞✿
✇❡ ❝❤♦♦s❡ ❛♥ ✐♥❞❡① I ❛t r❛♥❞♦♠✿ ✇❡ ❛r❡ ❣✐✈❡♥ ❛ ✷✲DDH ✐♥st❛♥❝❡ (U = gu, V = gv, Z = gz, V̄ = gv̄, Z̄ = gz̄)✱

❛♥❞ s❡t✿ mpk = (y1 = gx1 , y2 = gx2 , · · · , yI ← U, · · · , yt = gxt) ❢♦r r❛♥❞♦♠ s❝❛❧❛rs xi
R
← Zq ❢♦r i 6= I✳

❲❤❡♥ A ❛s❦s ❛ Join∗ q✉❡r② ❢♦r ✉s❡r j✱ ✇❡ ♦✉t♣✉t t❤❡ ♣✉❜❧✐❝ ❦❡② pkj = yj ✳ ❲❤❡♥ A ❛s❦s ❛ Corrupt q✉❡r②
❢♦r ✉s❡r j✱ ✇❡ ♦✉t♣✉t sk = xj ✳ ❲✐t❤ ♣r♦❜❛❜✐❧✐t② ❣r❡❛t❡r t❤❛♥ 1/t✱ t❤❡r❡ ✐s ♥♦ ♣r♦❜❧❡♠ ❤❡r❡✱ ♦t❤❡r✇✐s❡✱ ✇❡
❛❜♦rt ✭✐❢ t❤❡ ❛❞✈❡rs❛r② ✇❛♥ts t♦ ❝♦rr✉♣t ♣❧❛②❡r I✮✳

❚❤❡♥✱ t❤❡ ❛❞✈❡rs❛r② ♦✉t♣✉ts ❛ t✉♣❧❡ (pki0 , pki1 ,m0,m1, s)✱ ❛♥❞ ✇❡ ❦♥♦✇ t❤❛t t❤❡ t✇♦ ✭✇❤✐❝❤ ❛r❡
♣♦ss✐❜❧② t❤❡ s❛♠❡✮ ♣✉❜❧✐❝ ❦❡②s ❛r❡ ♥♦t ❝♦rr✉♣t❡❞✳ ❆❣❛✐♥✱ st✐❧❧ ✇✐t❤ ♣r♦❜❛❜✐❧✐t② ❣r❡❛t❡r t❤❛♥ 1/t✱ t❤❡ ❛❜♦✈❡
s✐♠✉❧❛t✐♦♥ ✇♦r❦❡❞ ✭♥♦ ❝♦rr✉♣t✐♦♥ ♦❢ ♣❧❛②❡r I✮ ❛♥❞ t❤❡r❡ ✐s d s✉❝❤ t❤❛t pkid = yI = U ✳ ❚❤❡ r❛♥❞♦♠ ❝❤♦✐❝❡
♦❢ d ✐s ❡q✉✐✈❛❧❡♥t t♦ t❤❡ ❛❜♦✈❡ r❛♥❞♦♠ ❝❤♦✐❝❡ ♦❢ I✱ ✐❢ i0 6= i1✱ ✇❡ t❤✉s ❡✐t❤❡r ❝❤♦♦s❡ ❛♥ ❛❞❞✐t✐♦♥❛❧ r❛♥❞♦♠
❜✐t d ✭✐❢ i0 = i1✮✱ ♦r s❡t d s♦ t❤❛t pkid = yI = U ✱ ❛♥❞ ❞❡✜♥❡ t❤❡ ❝❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t ❛s ❞❡s❝r✐❜❡❞ ❜❡❧♦✇✿

A1 = V A2 = Z ×md B1 = V̄ B2 = Z̄

❚❤❡♥✱ A ♦✉t♣✉ts ❤✐s ❣✉❡ss d′ ❛♥❞ ✇❡ ♦✉t♣✉t t❤❡ ❜✐t β ← (d = d′) ❛s B✬s r❡s♣♦♥s❡✳ ▲❡t γ ❜❡ t❤❡ ❜✐t t❤❛t
✐♥❞✐❝❛t❡s ✇❤❡t❤❡r t❤❡ ✷✲DDH✲t✉♣❧❡ ❢♦❧❧♦✇s ❛ r❡❛❧ ✭γ = 0✮ ♦r r❛♥❞♦♠ ✭γ = 1✮ ❞✐str✐❜✉t✐♦♥✳

◆♦t❡ t❤❛t ✐❢ γ = 0✱ t❤❡♥ t❤❡ ❛❜♦✈❡ ❝❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t r❡❛❧❧② ❝♦rr❡s♣♦♥❞s t♦ t❤❡ ❡♥❝r②♣t✐♦♥ ♦❢ md

✉♥❞❡r pkid ✱ ❛♥❞ t❤✉s Pr[d′ = d|γ = 0] = (Advpriv
Mt❛❡s1,A

(λ)+1)/2✳ ❖♥ t❤❡ ♦t❤❡r ❤❛♥❞✱ ✐❢ γ = 1✱ t❤❡ ❝❤❛❧❧❡♥❣❡

❝✐♣❤❡rt❡①t ✐s ❛ tr✉❧② r❛♥❞♦♠ t✉♣❧❡ ✐♥ G
4✱ ❛♥❞ t❤✉s Pr[d′ = d|γ = 1] = 1/2✳ ❆s ❛ ❝♦♥s❡q✉❡♥❝❡✱

Adv2✲ddhG (B) = Pr[β = 1|γ = 0]− Pr[β = 1|γ = 1]

= (Advpriv
Mt❛❡s1,A

(λ) + 1)/2− 1/2 = Adv
priv
Mt❛❡s1,A

(λ)/2.

●❧♦❜❛❧❧②✱ t❤❡ r✉♥♥✐♥❣ t✐♠❡ ♦❢ B ✐s t❤❡ s❛♠❡ ❛s A ❛♥❞ t❤❡ r❡❛❧ ❝❤❛❧❧❡♥❣❡r✱ ✇❤❡♥ t❤❡ ✷✲DDH ✐♥st❛♥❝❡ ✐s
❣✐✈❡♥✱ ❜✉t ✇❤❡♥ t❤❡ ❣✉❡ss ❢♦r I ❤❛s ❜❡❡♥ ❝♦rr❡❝t ♦♥❧②✱ ✇❤✐❝❤ ❤❛♣♣❡♥s ✇✐t❤ ♣r♦❜❛❜✐❧✐t② ❣r❡❛t❡r t❤❛♥ 1/t✳
❚❤✐s ❝♦♥❝❧✉❞❡s t❤❡ ♣r♦♦❢ ♦❢ ♣r✐✈❛❝②✳ ⊓⊔

❈✳✷ ❯♥❧✐♥❦❛❜✐❧✐t② ♦❢ Mt❛❡s1

Pr♦♦❢ ✭♦❢ ❚❤❡♦r❡♠ ✼✮✳ ❲❡ ❝♦♥s✐❞❡r ❛♥ ❛❞✈❡rs❛r② t❤❛t tr✐❡s t♦ tr❛♥s❢❡r s♦♠❡ ✐♥❢♦r♠❛t✐♦♥ ✐♥ ❛ ❝✐♣❤❡rt❡①t t❤❛t
❞♦❡s ♥♦t tr❛❝❡ ❜❛❝❦ t♦ ❛♥② ❝♦rr✉♣t❡❞ ❦❡②✳ ❲❡ ✇✐❧❧ s❤♦✇ t❤❛t ❛❢t❡r r❡✲r❛♥❞♦♠✐③❛t✐♦♥✱ ❛♥② ♣r❡✲❝✐♣❤❡rt❡①t ✭♦r
❡✈❡♥ ❛ ❝✐♣❤❡rt❡①t ❛❧r❡❛❞② r❡✲r❛♥❞♦♠✐③❡❞✮ t❤❛t ❞♦❡s ♥♦t tr❛❝❡ ❜❛❝❦ t♦ ❛♥② ❝♦rr✉♣t❡❞ yi ❧❡❛❞s t♦ ❛ r❛♥❞♦♠❧②
❧♦♦❦✐♥❣ t✉♣❧❡ ✐♥ G

4t✳
❚✇♦ ❝❛s❡s ❝❛♥ ❛♣♣❡❛r✿ t❤❡ ❝✐♣❤❡rt❡①t ♣r♦✈✐❞❡❞ ❜② t❤❡ ❛❞✈❡rs❛r② tr❛❝❡s ❜❛❝❦ t♦ ♥♦♥❡ ♦❢ t❤❡ t ❦❡②s✱ ♦r

✐t tr❛❝❡s ❜❛❝❦ t♦ ❛♥ ❤♦♥❡st ✉s❡r✳ ❲❡ ❛r❡ ❣✐✈❡♥ ❛ ✷✲DDH t✉♣❧❡ (U = gu, V = gv, Z = gz, V̄ = gv̄, Z̄ = gz̄)✱
❛♥❞ ✇❡ ❝❤♦♦s❡ ❛ r❛♥❞♦♠ ✐♥❞❡① I ❜❡t✇❡❡♥ 1 ❛♥❞ t + 1✱ ✐♥ ✇❤✐❝❤ t♦ ✐♥❥❡❝t t❤❡ DDH t✉♣❧❡✳ ❚❤❡ ❝❛s❡ t + 1
♠❡❛♥s t❤❛t ✇❡ ❞♦ ♥♦t ✐♥❥❡❝t ✐t✱ ❛♥❞ t❤✉s ✇❡ ❜❡t t❤❛t t❤❡ ❝✐♣❤❡rt❡①t ✇✐❧❧ tr❛❝❡ ❜❛❝❦ t♦ ♥♦❜♦❞②✳

✶✽



❆s ✐♥ t❤❡ ♣r❡✈✐♦✉s ♣r♦♦❢✱ ✇❡ s❡t mpk = (y1 ← gx1 , y2 = gx2 , · · · , yI = U, · · · , yt = gxt) ❢♦r r❛♥❞♦♠

s❝❛❧❛rs xi
R
← Zq✳ ❲❤❡♥ t❤❡ ❛❞✈❡rs❛r② A ❛s❦s ❛ Join∗ q✉❡r② ❢♦r ✉s❡r j✱ ✇❡ ♦✉t♣✉t pkj ← yj = gxj ✳

❲❤❡♥ A ❛s❦s ❛ Corrupt q✉❡r② ❢♦r ✉s❡r j✱ ✇❡ ♦✉t♣✉t skj ← xj ✳ ❲❡ r❡❝❛❧❧ t❤❛t L ✐s t❤❡ ❧✐st ♦❢ ❛❧❧ t❤❡
r❡❣✐st❡r❡❞ ❦❡②s✴✉s❡rs✱ ❛♥❞ C t❤❡ ❧✐st ♦❢ t❤❡ ❝♦rr✉♣t❡❞ ❦❡②s✴✉s❡rs✳ ❲❤❡♥ A ♦✉t♣✉ts ❤✐s t❛r❣❡t ❝✐♣❤❡rt❡①t
C = (A1 = ga, A2 = gb, B1 = gc, B2 = gd)✱ ✇❡ ❦♥♦✇ ✭♦r ❛ss✉♠❡✮ t❤❛t ✐t ❞♦❡s ♥♦t tr❛❝❡ ❜❛❝❦ t♦ ❛♥②
❝♦rr✉♣t❡❞ ✉s❡r✿ d = xc✱ ✇✐t❤ x 6∈ L\C✳ ❲❡ ♥♦✇ r❡✲r❡r❛♥❞♦♠✐③❡ ✐t✿

∀i 6= I, C1,i = A1 ×B
r′i
1 × g

ri C2,i = A2 ×B
r′i
2 × y

ri
i D1,i = Bs′i

1 × g
si D2,i = Bs′i

2 × y
si
i

= ga+ci = gb+xci+c′i = gdi = gxdi+d′i

✐❢ I ≤ t, C1,I = A1 ×B
r′I
1 × V C2,I = A2 ×B

r′I
2 × Z D1,I = Bs′I

1 × V̄ D2,I = Bs′I
2 × Z̄

= ga+cr′I+v = gb+cur′I+z = gcs
′
I+v̄ = gcus

′
I+z̄

✇❤❡r❡ ci = cr′i + ri✱ c
′
i = (xi − x)ri✱ di = cs′i + si✱ d

′
i = (xi − x)si✱ ✇❤✐❝❤ ❝❛♥ ❜❡ s❡❡♥ ❛s ❢♦✉r ✐♥❞❡♣❡♥❞❡♥t

r❛♥❞♦♠ ✈❛r✐❛❜❧❡s✱ ✇❤❡♥ i 6= I✳ ❆s ❛ ❝♦♥s❡q✉❡♥❝❡✱ ❢♦r ❛♥② i 6= I✱ t❤❡ t✉♣❧❡ (C1,i, C2,i, D1,i, D2,i) ✐s r❛♥❞♦♠❧②
❞✐str✐❜✉t❡❞ ✐♥ G

4✱ ✐♥❞❡♣❡♥❞❡♥t❧② ♦❢ ♦t❤❡r t✉♣❧❡s✳ ❲❤✐❝❤ ♠❡❛♥s t❤❛t ✐❢ I > t✱ t❤❡ ❝✐♣❤❡rt❡①t C ✐s r❛♥❞♦♠❧②
❞✐str✐❜✉t❡❞ ✐♥ G

4t✳
❍♦✇❡✈❡r✱ ✐❢ I ≤ t✱ ✇❤✐❝❤ ♠❡❛♥s t❤❛t t❤❡ ❛❞✈❡rs❛r② tr✐❡s t♦ tr❛♥s❢❡r s♦♠❡ ✐♥❢♦r♠❛t✐♦♥ ✐♥ ❛ ❝✐♣❤❡rt❡①t

t❤❛t tr❛❝❡s ❜❛❝❦ ❛♥ ❤♦♥❡st ✉s❡r✿ t❤❡ r❡✲r❛♥❞♦♠✐③❡❞ ❧✐♥❡ I ✐s

(C1,I = ga+cI , C2,I = gb+ucI+(z−uv), D1,I = gdI , D2,I = gudI+(z̄−uv̄)),

✇❤❡r❡ cI = cr′I + v ❛♥❞ dI = cs′I + v̄✳ ■♥ t❤❡ ❝❛s❡ ♦❢ ❛ r❡❛❧ ✷✲DDH t✉♣❧❡✱ t❤✐s ✐s ❛ r❡❛❧ r❡✲r❛♥❞♦♠✐③❛t✐♦♥✱
✇✐t❤ rI = v ❛♥❞ si = v̄✳ ❇✉t ✉♥❞❡r t❤❡ DDH ❛ss✉♠♣t✐♦♥✱ t❤✐s ✐s ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ t♦ t❤❡ s✐t✉❛t✐♦♥ ✇❤❡r❡
✇❡ ❤❛✈❡ ❛ r❛♥❞♦♠ ✷✲DDH t✉♣❧❡✱ ❛♥❞ ✐♥ s✉❝❤ ❛ ❝❛s❡✱

(C1,I = ga+cI , C2,I = gb+ucI+r, D1,I = gdI , D2,I = gudI + r̄),

✇❤❡r❡ r = z − uv ❛♥❞ r̄ = z̄ − uv̄✱ ✇❤✐❝❤ ❛r❡ t✇♦ r❛♥❞♦♠ s❝❛❧❛rs✳ ❚❤✐s ❧✐♥❡ ✐s ❛❧s♦ ❛ tr✉❧② r❛♥❞♦♠ t✉♣❧❡ ✐♥
G

4✳
❲✐t❤ s✉❝❤ ❛ r❛♥❞♦♠ ✷✲DDH ✐♥st❛♥❝❡ ❛s ✐♥♣✉t✱ ♦✉r r❡✲r❛♥❞♦♠✐③❛t✐♦♥ ♦❢ C ✐s ♣❡r❢❡❝t❧② ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡

❢r♦♠ ❛ tr✉❧② r❛♥❞♦♠ ❝✐♣❤❡rt❡①t ✐♥ G
4t✳ ❍❡♥❝❡ t❤❡ ✈✐❡✇ ♦❢ t❤❡ ❛❞✈❡rs❛r② ✐s ♣❡r❢❡❝t❧② ✐♥❞❡♣❡♥❞❡♥t ♦❢ t❤❡ ❜✐t

b ✐♥✈♦❧✈❡❞ ✐♥ t❤❡ ✉♥❧✐♥❦❛❜✐❧✐t② ❣❛♠❡✳ ●❧♦❜❛❧❧②✱ t❤❡ r✉♥♥✐♥❣ t✐♠❡ ♦❢ ♦✉r s✐♠✉❧❛t♦r ✐s t❤❡ s❛♠❡ ❛s A ❛♥❞ t❤❡
r❡❛❧ ❝❤❛❧❧❡♥❣❡r✱ ✇❤❡♥ t❤❡ ✷✲DDH ✐♥st❛♥❝❡ ✐s ❣✐✈❡♥✱ ❜✉t ✇❤❡♥ t❤❡ ❣✉❡ss ❢♦r I ❤❛s ❜❡❡♥ ❝♦rr❡❝t ♦♥❧②✱ ✇❤✐❝❤
❤❛♣♣❡♥s ✇✐t❤ ♣r♦❜❛❜✐❧✐t② ❣r❡❛t❡r t❤❛♥ 1/(t+ 1)✳ ❚❤✐s ❝♦♥❝❧✉❞❡s t❤❡ ♣r♦♦❢ ♦❢ ✉♥❧✐♥❦❛❜✐❧✐t②✳ ⊓⊔

❉ ■♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ♦❢ Mt❛❡s2

Pr♦♦❢ ✭♦❢ ❚❤❡♦r❡♠ ✽✮✳ ❆❧❧ t❤❡ ♣r❡✈✐♦✉s r❡s✉❧ts ❢♦r Mt❛❡s1 st✐❧❧ ❤♦❧❞ ❢♦r Mt❛❡s2✱ s✐♥❝❡ ✇✐t❤♦✉t t❤❡
tr❛❝✐♥❣ ❦❡②✱ ❡✈❡r②t❤✐♥❣ ❝❛♥ ❜❡ ❞♦♥❡ ✇✐t❤ ❡❧❡♠❡♥ts ✐♥ G1✳ ❲❡ ❥✉st ❤❛✈❡ t♦ ♣r♦✈❡ t❤❛t ✇❡ ❝❛♥ r❡✈❡❛❧
t❤❡ tr❛❝✐♥❣ ❦❡②s ❢♦r t❤❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②✳ ▲❡t ✉s t❤✉s s❤♦✇ ❤♦✇ ✇❡ ❝❛♥ ✐♥✐t✐❛❧✐③❡ t❤❡ s✐♠✉❧❛t✐♦♥ ✐♥
t❤✐s ♣❛rt✐❝✉❧❛r ❝❛s❡✱ ✐♥ ❛ ❜✐❧✐♥❡❛r s❡tt✐♥❣ BS = (G1,G2,GT , q, e, g1, g2)✳ ❲❡ ❝♦♥s✐❞❡r ❛♥ ❛❞✈❡rs❛r② A
❛❣❛✐♥st ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②✱ ❛♥❞ ✇❡ ❝♦♥str✉❝t ❛♥ ❛❞✈❡rs❛r② B ❛❣❛✐♥st t❤❡ DMBDH ♣r♦❜❧❡♠✿ ❣✐✈❡♥ ❛ t✉♣❧❡
(U1 = gu1 , U2 = gu2 , V = Gv, Z = Gz)✱ ✇❡ s❡t✿

mpk = (g1, g2, G, (y1 = gx1
1 , y2 = gx2

1 , · · · , yI ← U1, · · · , yt = gxt

1 ), (Yj = e (yj , g2))j=1,...,t)

❢♦r r❛♥❞♦♠ s❝❛❧❛rs xi
R
← Zq ❢♦r i 6= I✳ ❲❡ ❛❧s♦ s❡t skO = (h1 = gx1

2 , h2 = gx2
2 , · · · , hI ← U2, · · · , ht = gxt

2 )✳
❲❤❡♥ A ❛s❦s ❛ Join∗ q✉❡r② ❢♦r ✉s❡r j✱ ✇❡ ♦✉t♣✉t t❤❡ ♣✉❜❧✐❝ ❦❡② pkj = (yj , Yj)✳ ❲❤❡♥ A ❛s❦s ❛ Corrupt

q✉❡r② ❢♦r ✉s❡r j✱ ✇❡ ♦✉t♣✉t sk = xj ✳ ❚❤❡♥✱ t❤❡ ❛❞✈❡rs❛r② ♦✉t♣✉ts ❛ t✉♣❧❡ (pk,m0,m1, s)✱ ❛♥❞ ✇❡ ❛ss✉♠❡
t❤❛t pk = pkI ✳ ❲❡ ❝❤♦♦s❡ ❛ r❛♥❞♦♠ ❜✐t d✱ ❛♥❞ ❞❡✜♥❡ t❤❡ ❝❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t (A1 = V,A2 = Z×md, B1 =
gs1, B2 = ysI)✳ ❊✈❡♥t✉❛❧❧②✱ A ♦✉t♣✉ts ❤✐s ❣✉❡ss d′ ❛♥❞ ✇❡ ♦✉t♣✉t t❤❡ ❜✐t β ← (d = d′) ❛s B✬s r❡s♣♦♥s❡✳ ▲❡t γ

✶✾



❜❡ t❤❡ ❜✐t t❤❛t ✐♥❞✐❝❛t❡s ✇❤❡t❤❡r t❤❡ DMBDH✲t✉♣❧❡ ❢♦❧❧♦✇s ❛ r❡❛❧ ✭γ = 0✮ ♦r r❛♥❞♦♠ ✭γ = 1✮ ❞✐str✐❜✉t✐♦♥✿
■❢ γ = 0✱ t❤❡♥ A1 = Gv✱ ✇❤✐❝❤ ♠❡❛♥s t❤❛t r = v✱ ❛♥❞ A2 = Guv = Y r

I ✳ ❚❤❡ ❛❜♦✈❡ ❝❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t
r❡❛❧❧② ❝♦rr❡s♣♦♥❞s t♦ t❤❡ ❡♥❝r②♣t✐♦♥ ♦❢ md ✉♥❞❡r pkI ✱ ❛♥❞ t❤✉s Pr[d′ = d|γ = 0] = (AdvindMt❛❡s2,A

(λ)+1)/2❀
❖♥ t❤❡ ♦t❤❡r ❤❛♥❞✱ ✐❢ γ = 1✱ t❤❡ ❝❤❛❧❧❡♥❣❡ ❝✐♣❤❡rt❡①t ✐s tr✉❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ♦❢ d✱ ❛♥❞ t❤✉s
Pr[d′ = d|γ = 1] = 1/2✳ ❆s ❛ ❝♦♥s❡q✉❡♥❝❡✱

AdvdbdhG (B) = Pr[β = 1|γ = 0]− Pr[β = 1|γ = 1] = (AdvindMt❛❡s2,A
(λ) + 1)/2− 1/2 = AdvindMt❛❡s2,A

(λ)/2.

●❧♦❜❛❧❧②✱ t❤❡ r✉♥♥✐♥❣ t✐♠❡ ♦❢ B ✐s t❤❡ s❛♠❡ ❛s A ❛♥❞ t❤❡ r❡❛❧ ❝❤❛❧❧❡♥❣❡r✱ ✇❤❡♥ t❤❡ DMBDH ✐♥st❛♥❝❡ ✐s
❣✐✈❡♥✱ ❜✉t ✇❤❡♥ t❤❡ ❣✉❡ss ❢♦r I ❤❛s ❜❡❡♥ ❝♦rr❡❝t ♦♥❧②✱ ✇❤✐❝❤ ❤❛♣♣❡♥s ✇✐t❤ ♣r♦❜❛❜✐❧✐t② ❣r❡❛t❡r t❤❛♥ 1/t✳
❚❤✐s ❝♦♥❝❧✉❞❡s t❤❡ ♣r♦♦❢ ♦❢ ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②✳ ⊓⊔

❊ ❯♥❧✐♥❦❛❜✐❧✐t② ♦❢ Mt❛❡s3

Pr♦♦❢ ✭♦❢ ❚❤❡♦r❡♠ ✶✻✮✳ ❈♦♥s✐❞❡r ❛♥ ❛❞✈❡rs❛r② A ❛❣❛✐♥st t❤❡ ω✲r❡s✐❧✐❡♥t ✉♥❧✐♥❦❛❜✐❧✐t② ♦❢ Mt❛❡sℓ3✱ ✇❡
❝♦♥str✉❝t ❛♥ ❛❞✈❡rs❛r② B ❛❣❛✐♥st t❤❡ ✉♥❧✐♥❦❛❜✐❧✐t② ♦❢Mt❛❡s13✳

❑❡② ●❡♥❡r❛t✐♦♥✳ ❚❤❡ ❛❞✈❡rs❛r② B s✐♠✉❧❛t❡s t❤❡ GSetup ❛❧❣♦r✐t❤♠ ❜② ✉s✐♥❣ params t❤❡ ❝♦♠♠♦♥ ♣❛✲
r❛♠❡t❡rs r❡❝❡✐✈❡❞ ❢r♦♠ ✐ts ♦✇♥ ❝❤❛❧❧❡♥❣❡r ❛s t❤❡ ❝♦♠♠♦♥ ♣❛r❛♠❡t❡rs ❣✐✈❡♥ t♦ A✳ ■♥ ❛❞❞✐t✐♦♥✱ B r❡❝❡✐✈❡s
❢r♦♠ ✐ts ❝❤❛❧❧❡♥❣❡r ❛ ❧✐st ♦❢ ♣✉❜❧✐❝ ❦❡② (pk1, . . . , pkℓ) ❢♦r t❤❡ s❝❤❡♠❡Mt❛❡s3(1)✳

❚❤❡ ❛❧❣♦r✐t❤♠ ♣✐❝❦s t❤❡♥ ✉♥✐❢♦r♠❧② ❛t r❛♥❞♦♠ ❛ ✈❡❝t♦r (a1, . . . , aℓ) ∈ C ⊂ {1, . . . , t}
ℓ ❛♥❞ s❡ts

(pki,ai , sk
(1)
i,ai
, sk

(2)
i,ai

) = (pki,⊥,⊥) ❢♦r i ∈ {1, . . . , ℓ}✳ ■t t❤❡♥ ❡①❡❝✉t❡s (t− 1)ℓ t✐♠❡s Kg(λ) ❛♥❞ ❣❡ts (t− 1)ℓ

tr✐♣❧❡s (pki,j , sk
(1)
i,j , sk

(2)
i,j ) ❢♦r (i, j) ∈ {1, . . . , ℓ} × {1, . . . , t} ✇✐t❤ j 6= ai✳ ■t s❡ts t❤❡ ❣r♦✉♣ ♣✉❜❧✐❝ ❦❡②✱ t❤❡

♦♣❡♥✐♥❣ ❦❡② ❛♥❞ t❤❡ ♠❛st❡r s❡❝r❡t ❦❡② ❛s ✐♥ t❤❡ r❡❛❧ s❝❤❡♠❡✳ ❚❤❡ ❛❧❣♦r✐t❤♠ B r✉♥s A ♦♥ ✐♥♣✉t params

❛♥❞ mpk✳

Join∗ ❛♥❞ Corrupt ◗✉❡r✐❡s✳ ❲❤❡♥ A ❛s❦s ❛ Join∗ q✉❡r② ❢♦r ✉s❡r j✱ B ❡♥❝♦❞❡s t❤❡ ✐❞ ✐♥t♦ t❤❡ ♣✉❜❧✐❝ ❦❡②✱
pk✐❞ = c = (c1c2 . . . cℓ) ∈ C✱ ✇❤❡r❡ ci ∈ {1, . . . , t}✳ ■t ❢✉rt❤❡r♠♦r❡ ❛❞❞s t❤❡ ♣❛✐r (✐❞, pk✐❞) ✐♥ t❤❡ ❧✐st L✳

❲❤❡♥ A ❛s❦s ❛ Corrupt q✉❡r② ❢♦r ✉s❡r j ✇✐t❤ ✐❞❡♥t✐t② ✐❞ = c✱ B ♦✉t♣✉ts (sk
(1)
1 , . . . , sk

(1)
t ) ♣♦ss✐❜❧② ❜②

❛s❦✐♥❣ t♦ ✐ts ♦✇♥ Corrupt ♦r❛❝❧❡ t❤❡ ❦❡②s sk
(1)
i,ai

✐t ❞♦❡s ♥♦t ❦♥♦✇✳ ■t ❢✉rt❤❡r♠♦r❡ ❛❞❞s t❤❡ ♣❛✐r (✐❞, pk✐❞) ✐♥
t❤❡ ❧✐st C✳

■❢ t❤❡ ❛❞✈❡rs❛r② A ✇❛♥ts t♦ ❝♦rr✉♣t ♣❧❛②❡r (a1, . . . , aℓ)✱ t❤❡♥ B ❛❜♦rts✳ ❆s ✐♥ t❤❡ ♣r❡✈✐♦✉s ♣r♦♦❢✱ t❤❛♥❦s
t♦ t❤❡ ω✲❢r❛♠❡♣r♦♦❢ ♣r♦♣❡rt② ♦❢ t❤❡ ❝♦❞❡ C✱ ✇❡ ❦♥♦✇ t❤❛t t❤❡r❡ ✐s ❛ pkI ✱ ❢♦r s♦♠❡ ✐♥❞❡① I t❤❛t ❤❛s ♥♦t
❜❡❡♥ ❝♦rr✉♣t❡❞✳

❈❤❛❧❧❡♥❣❡ ❈✐♣❤❡rt❡①t✳ ❊✈❡♥t✉❛❧❧②✱ A ♦✉t♣✉ts ❛ ❝✐♣❤❡rt❡①t C = (A,B) ✭❛♥❞ ♣♦ss✐❜❧② s♦♠❡ st❛t❡

✐♥❢♦r♠❛t✐♦♥ s✮✳ ❆s s❛✐❞ ❛❜♦✈❡✱ ✇❡ ❦♥♦✇ t❤❛t sk
(1)
I,aI

❤❛s ♥♦t ❜❡❡♥ q✉❡r✐❡❞ t♦ B✬s Corrupt ♦r❛❝❧❡✳ ❚❤❡
❛❞✈❡rs❛r② B s❡♥❞s CI = (AI , BI) t♦ ✐ts ♦✇♥ ❝❤❛❧❧❡♥❣❡r ✭✇❤✐❝❤ ✐s t❤❡r❡❢♦r❡ ❜② ❞❡✜♥✐t✐♦♥ ❛ ♥♦♥✲tr❛❝❡❛❜❧❡
❝✐♣❤❡rt❡①t✮✳ ■t r❡❝❡✐✈❡s C⋆

I = (A⋆
1, . . . , A

⋆
t , B

⋆
1 , . . . , B

⋆
t ) t❤❛t ✐s ❡✐t❤❡r ❛ r❡✲r❛♥❞♦♠✐③❛t✐♦♥ ♦❢ CI ♦r ❛ tr✉❧②

r❛♥❞♦♠ ❝✐♣❤❡rt❡①t✳
❚❤❡ ❛❞✈❡rs❛r② t❤❡♥ ❛♣♣❧✐❡s t❤❡ r❡✲r❛♥❞♦♠✐③❛t✐♦♥ ♣r♦❝❡❞✉r❡ ♦❢Mt❛❡sℓ3 t♦ t❤❡ ❝✐♣❤❡rt❡①t C = (A,B)

✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣ ✇❛②✿ ✐t ♣✐❝❦s ❛t r❛♥❞♦♠ t ✈❡❝t♦rs rj , sj ∈ (Z∗
q)

ℓ ❢♦r j ∈ {1, . . . , t}✱ t❤❡♥ ❣❡♥❡r❛t❡s u =
SplitH2

(1, ℓ) ❛♥❞ v = SplitH2
(1, ℓ)✳ ■t ❝♦♠♣✉t❡s t ✈❡❝t♦rs ♦❢ ❝✐♣❤❡rt❡①ts ❛s ❢♦❧❧♦✇s✿

Cj ← A⊗ (B⊙
rj
⊙ Encrypt

(ℓ)
2 (u,pk❥)) Dj ← B

⊙
sj
⊙ Encrypt

(ℓ)
2 (v,pk❥),

❢♦r j ∈ {1, . . . , t} ❛♥❞ pk❥ = (pk1,j , . . . , pkℓ,j)✳ ❚❤❡ ❛❧❣♦r✐t❤♠ B t❤❡♥ r❡♣❧❛❝❡s✱ ❢♦r j ∈ {1, . . . , t}✱ t❤❡ ✈❛❧✉❡
Cj,i ❛♥❞ Dj,i ❜②✿

CI,j ← A⋆
I ⊗ Encrypt2(uI , pkI,j) DI,j ← B⋆

I ⊙ Encrypt2(vI , pkI,j).

■t ♦✉t♣✉ts t❤❡ 2tℓ ✈❡❝t♦r C ′ = (C1, . . . ,Ct,D1, . . . ,Dt)✳ ■t ✐s r❡❛❞✐❧② s❡❡♥ t❤❛t ✐❢ C⋆ ✐s ❛ ✈❛❧✐❞ r❡✲
r❛♥❞♦♠✐③❛t✐♦♥ ♦❢ Ci = (Ai, Bi)✱ t❤❡♥ C ′ ✐s ❛ ✈❛❧✐❞ r❡✲r❛♥❞♦♠✐③❛t✐♦♥ ♦❢ C✳ ❍♦✇❡✈❡r✱ ✐❢ C⋆ ✐s ❛ r❛♥❞♦♠

✷✵



❝✐♣❤❡rt❡①t✱ t❤❡♥ C ′ ✐s ❛ r❛♥❞♦♠ ❝✐♣❤❡rt❡①t t♦♦✳ ❲❤❡♥ ❡✈❡♥t✉❛❧❧②✱ t❤❡ ❛❞✈❡rs❛r② A ♦✉t♣✉ts ❛ ❜✐t b′✱ B
❢♦r✇❛r❞s t♦ ✐ts ♦✇♥ ❝❤❛❧❧❡♥❣❡r✳

❈♦♥❝❧✉s✐♦♥✳ ●❧♦❜❛❧❧②✱ t❤❡ r✉♥♥✐♥❣ t✐♠❡ ♦❢ B ✐s t❤❡ s❛♠❡ ❛s A ✭❛♥❞ t❤❡ r❡❛❧ ❝❤❛❧❧❡♥❣❡r✮ ♣❧✉s t❤❡ t✐♠❡
t♦ ❡①❡❝✉t❡ (t − 1)ℓ t✐♠❡s Kg ❛♥❞ ✐ts s✉❝❝❡ss ♣r♦❜❛❜✐❧✐t② ✐s ✐❞❡♥t✐❝❛❧ t♦ t❤❡ ♦♥❡ ♦❢ A ✇❤❡♥ t❤❡ ❣✉❡ss ❢♦r
(a1, . . . , aℓ) ❤❛s ❜❡❡♥ ❝♦rr❡❝t ✭✇❤✐❝❤ ❤❛♣♣❡♥s ✇✐t❤ ♣r♦❜❛❜✐❧✐t② ❣r❡❛t❡r t❤❛♥ 1/n✮✳ ❚❤✐s ❝♦♥❝❧✉❞❡s t❤❡ ♣r♦♦❢
♦❢ ✉♥❧✐♥❦❛❜✐❧✐t②✳ ⊓⊔

✷✶


