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Abstract: This paper describes a user interface for QoS gament in
mobile IP networks. The paper context is built ionformance with the
generic signaling environment, which is standadlizsy the NSIS IETF
working group. In this work, we investigate the udesome techniques of the
Al (Artificial Intelligence) domain to implement aser interface called NIA
(Negotiation Individual Assistant) in order to detine the QoS profile and
negotiate the QoS parameters in the new domaintaihandover. Therefore,
we use the connectionist learning in the managenoénthe negotiation
profiles and the agent technology to help the tsethoose the best service
provider, dynamically negotiate the QoS on the 'admehalf, follow the user’s
behaviour to be able to anticipate the negotiatoodd manage the re-
negotiation. The resource management, presentedisnwork, provides to
mobile terminals the required QoS based on useslsility and QoS profile.
This QoS profile is determined by the NIA.

1 Introduction

The development of real time applications as wslinaultimedia applications has
withessed an exponential increase. The real tinmstcaints of these applications
present a big challenge for their integration. Thathy we need services adapted to
specific application needs with a guaranteed QuaefitService (QoS) [1].
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However, the implementation of QoS mechanisms iy heavy task. It is
difficult to manually configure all the network degs because of the abundance of
QoS information and because of the dynamic natéir®at configurations. The
operator must control the attribution of networkaerces according to applications
and users characteristics. Using management ta@ipted to QoS quickly proves
essential. In order to simplify the router’'s configtion by permitting its automation,
the IETF proposed a general framework called pdbaged networking [2] for the
control and management of these IP networks. Ttezrlat New Generation is based
on the policy-based networking management.

Most applications cannot dynamically express tkgiS requirements to obtain
the adapted level of service. For each applicatiom customer and the provider have
to agree on rules of assignment of service levigigy sign a contract called SLA
(Service Level Agreement) which is then translated high-level policies. These
policies are not directly executable by the netwaekices. They must be translated
into intermediate and then into low level policiedich are understandable by
network devices. The SLS (Service Level Specifozgtiis the technical version of
the SLA [3] and the QoS parameters (also callefbpmaance metrics) are a part of
the SLS parameters. The negotiation of these paemsnés a difficult process
because the user needs to identify himself théuregaaccording to his context. The
user interface, called NIA (Negotiation Individuddsistant), presented in this paper
is supposed to determine using artificial inteliggechniques, a context-aware
profile for the QoS negotiation.

On the other hand, the IETF has launched the N&esIn Signaling working
group (NSIS). The initial objective of this groupasvto unify all the existing
solutions of IP signaling or to make them coexiatith the emergence of IP
networks and the increasing number of applicati@ugiring a high level of QoS,
the signaling problem became increasingly criti¢&lovide a universal signaling,
which takes into account the QoS as well as thariggand the mobility is a very
difficult task. Initially, the NSIS working groupiraed the QoS, and proposed the
QoS NSLP [4] signaling application.

The objective of our work is to propose a signaliexgvironment for QoS
negotiation and advance resource reservation inlent® networks in conformance
with the generic signaling environment standardibgdthe NSIS IETF working
group. The QoS negotiation and resource reservasomased on the profile
determined by the NIA (Negotiation Individual Adsist).

This paper is organized as follows. The first setfpresents a synthesis of the
research relating to resources reservation in amdBile environment. The second
section defines the NSIS environment in which wecty the advance resource
reservation protocol. The third section presentsuser's mobility and QoS profile.
Then, we present the user interface for profileedsination. The last section is a
description of an utilization case of the signalérmyironment.
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2 QoSin MaobilelP Networks

Recent research takes an interest in advance peseaservation to provide the
necessary QoS to the mobile terminals.

The authors in [5] proposed a new protocol of resueservation in a mobile
environment called MRSVP (Mobile RSVP). In this nebdf reservation, the mobile
terminal can make advance reservations in a seeltf named MSPEC (Mobility
Specification). The MSPEC is not very clear, ityomdicates the future locations of
the mobile terminal but the MSPEC is not describ&athors proposed new RSVP
messages in order to treat the user's mobilitys Tachnique requires additional
classes of service, major changes of RSVP, antlaf &ignaling.

Min-Sun Kim et al. [6] proposed a resource reséomaprotocol in a mobile
environment. The proposed protocol introducesRB&P agentoncept in order to
guarantee the necessary QoS through an anticipatitite resource reservation. In
this protocol, there are 3 classes of resourcervasen to obtain a better use of
resources:

» The Free classt represents the resources used by the best #tfors.

» The Reserved clasi:represents the reserved resources for a spdicifiy, which
are currently used.

» The Prepared classt represents the reserved resources for a spédlaiv, which
are not currently used.

Ferrari et al. [7] described a distributed mechaniis order to make reservations
in advance for the real time connections. In thechanism, the reservation demand
is classified according to two typasimediateandin advance
* An Immediate reservation is activated at the monoéthe demand; its length is

not specified.

» A reservation in advance is associated with tweapaters:starting time (the
time of the reservation activation) addration (the reservation period).

Another way to obtain a better use of resourcesoigletermine the future
locations of the mobile terminal.

3 Signaling Environment

The IETF decided in 2002 to launch the NSIS workgrgup to try to unify all
solutions of signaling or to make them coexist.sTgioup standardized two-layer
architecture: the NSLP layer to generate signdliogs for different purposes and
the NTLP layer to transport those flows in a paithpgied way.

31 GIST

GIST (General Internet Signaling Transport) isphetocol that NSIS has adopted as
a standard for the NTLP layer [8]. GIST is concdivier an in band transport of
signaling flows generated by the NSLP layer, iignaling flows follow the same
path as the data flows. Besides, it only treatscasti signaling. Finally, GIST
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collaborates with the underlying transport and sgcuayers to assure the good
routing of signaling flows.

32 QOSNSLP

Whereas the NTLP layer has for essential goal rdmesport of signaling, the NSLP
layer assures the generation of this signalingcooedance with of user needs. QoS
NSLP is the first NSLP layer protocol to be elabedain NSIS: it permits to
generate a signaling to provide a certain leveDo§ by making reservations on the
data path independently of the QoS models (Diffséntserv...) adopted by the
different domains.
NTLP is independent of the NSLP layer signalinglpgion and it is through
the intermediary of one API that parameters askeone layer are obtained.
QoS NSLP generates 4 messages types:
» Reservethe only message, which handles the reservataie ¢refresh, create,
remove).
* Responseusing this message, a response is sent to a neessagved.
* Query: this message is used to require information camiegrthe nodes, which
are on the data path, for example: the availaldeuees.
» Notify: using this message, it possible to inform a nedtout preliminary
request.

33 MQOSNSLP

We name MQoS NSLP, the procedure of resourcesvasan in advance using the
QoS NSLP messages in a mobile environment. Thisepiare of reservation is
applied in HMIPv6 architecture. The MAP (Mobility ndhor Point) plays a
significant role to reserve the resources in adeancbehalf of the mobile terminal.
QoS NSLP operates according to the two followingde® Sender Initiated

Reservatiorand Receiver Initiated Reservatiom the first mode, the sender of the
flow initiates the reservation (he generates th&REVE message). In the second
mode, the reservation is initiated by the receofahe flow.

4 Mobility and Qos Profile

The user’'s mobility profile is built on the basikits behaviour / movement after
associations with the system.

The system model is based on the Continuous Tin&dwaChain (CTMC).

Our system can evolve between N states definedhdydlowing set: C = (€
Co o G G)-

The system is in the state i = the terminal molsilie the cell ¢

Pj: the probability of transition from the cell (G the cell G

P, (t): the probability, which defines the location dketmobile terminal in the
cell G at the time,t

The user’s mobility profile contains the followimngformation:
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* The user’s identifier;
» User Preferences: User_P;
This attribute represents the set of the userfemmeces and is determined by the
NIA (Negotiation Individual Assistant).
The proposed format for the User_P is as follows:
User_P = <Preference ID> <Duration_P> <Cell_P> SQevel>
» <Preference ID>: it identifies the preference (8Bystem can detect several
preferences for the user).
» <Duration_P> : <start P> <end_P>: it determinespéod of time in which
the user's preference is satisfied.
» <Cell_P>: it determines the cell in which the us@reference is satisfied.
* <QoS_level>: it is the QoS level needed by the tmethe preference.

* M = [Pij] [N*N]: The Matrix of transition, which cotains the [, before them
associations, the;Rire random.

We note:
t [i, j]: the number of transition from the cell i to theldel during them
associations with the system.
g (i): the number of transition outgoing from the cedluiring them associations

with the system. We calculate it as follows:
n

g(i) = Zl thi. jl

After them associations, the probability of transition frone ttell i to the cell j
is calculated as follows;P= t[i, j] / g (i).
» V =[Pi (to)] [N]: This Vector contains the R,).

We note:

P, (t,): this probability defines the location of the nielierminal in the cell Cat
the time §.

k (i): the number of association with the cell iritchg them associations at the
time t.

We have Z k(i)=mand RAt,) =k (i) / m.
=1

» The MSpec (MobilitySpecification): The MSpec determines the futurations
of the mobile terminal.

The proposed format for the MSpec is as follows:

MSpec = <MSpec ID> <Duration> <Cell ID>.
» MSpec IDis the identifier of the MSpec.
» Duration is the interval of time (< start time>, <end timg during which the

future locations of the mobile terminal can be deieed.
e Cell ID: <cell ID1>, <cell ID2>, <cell ID3>, ......... ,cell IDn> is a set of cells

identifiers. We suppose that each cell is idertifig a single identifier.

We have R(t.,): the probability of the mobile terminal’s locatiin the cell Cat
the time 4.

We can calculate this probability by the followifggmula:
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A= 2 PPy

We defined (0 <6< 1), which is a fixed or variable threshold. It is usedselect
the cells according to their probabilitid$e MSpec is defined as follows:
MSpec () ={C; / B (t+1) =6 }.

5 User Interfacefor QoS negotiation

The user interface proposed in this paper is placeithe user terminal and is called NIA
(Negotiation Individual Assistant). The NIA negttis the QoS between the user and the
service provider, from one side, and between teeared the network, from the other side
(figure 1). The main purpose of the interface &rgpresentation of the user in requesting
and negotiating the desired QoS in a dynamic emviemt.

User Interfaces Mamages Context hifbrmation
4 4 4
Terminal v v, v
-~ Profile Management {L‘sst tdentification
: Lav Profile determingis
Qulity Level R User/Application Profiles

Centtal Liver |Fasdba:k inforrnal_icn _(rea/tmﬁ[/‘;

Patameters dt mqgc_ﬁ

Feedback Infgrmation
QoB Parameters
" o il
" Negotiation Layer Ao n.g?tghm /
Fl ! Renegotiation
4 4 4 /
i ] i
LA v
1 1

n

Mobile agents 1 2

Service Providers Network

Fig. 1. The layers of the proposed framework

As shown in figure 1, the proposed interface costdifferent layers. The first one is
the profile management layer. This is the layediofct contact with the user. Once
connected, the principal task of the modules aflthyer is to react autonomously in order
to follow the user's work. User and terminal cotdeare saved along with the used
applications and their requirements in the knowdeldgse of the system. These data are
modified systematically according to any changéhim user choices and actions. The
reasoning modules will also use them in order ttude a general profile that represents
the user.

The second layer is for the control. Once the'sisgeeds and preferences are
identified, the next step consists of verifyingtttieese preferences are converted into the
appropriate SLS values.
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The third layer is the Negotiation layer. This laymanages the service
publication, subscription, selection and negotiatio

In this paper, we will focus on the first layerrther details concerning the
second and the third layers can be found in [1],, 18

5.1 ProfileManagement Layer

This layer is introduced to identify the user aral analyze his work. User
preferences and application requirements are sawvelde knowledge base of the
system. These data are modified systematicallyrdoup to any change in the user
choices and actions. Applications can be classifieshany categories according to
their needs (delay, jitter...) and to the type of $hepported information (data, voice,
image...). The profile of the application will thee kletermined according to these
categories and to the requirements of the user.

As an input to this layer, we can identify two tgps data:

» Information collected through a communication witie user via graphical
interfaces or messages.

 Information collected through an observation of tiser's behavior.

Once the information is analyzed, the result issarprofile that represents the
user’s preferences in terms of quality and an appbn profile that describes the
needs of each application.

=
Log File
.' Diffarants profiles

B Second clustering
Decodzd filzs Data rapresentation First clustaring

Self Orgarizing Map

U-Matrix

Fig. 2. Profile management procedure

Our approach, represented in figure 2, consist®t@overing, first of all, data that
represent traces of use (i.e. log files [9]). Theat will be cleaned and re-coded in
a numerical or binary format to be easily treadt build then a Self Organizing
Map from the re-coded file in order to extract fes [10]. Finally, we carry out a
classification to better see the clusters structafethe map, followed by a
segmentation of the SOM in order to separate tffierdnt profiles.

The steps of our approach represented in figureeXdatailed in the following
subsections.
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5.1.1 Theunsupervised connectionist learning

The unsupervised numerical learning, or automat&ssification, consists in
determining a partition of an instances space faogiven set of observations, called
training set. It aims to identify potential trenfldata to be gathered into classes. This
kind of learning approach, called clustering, se€fekgegularities from a sample set
without being driven by the use of the discoveradwdedge. Euclidian distance is
usually used by clustering algorithms to measurelaiities between observations.

Self-Organizing Maps (SOM) implement a particularni of competitive
artificial neural networks [10]; when an observatig recognized, activation of an
output cell — competition layer — leads to inhibitivation of other neurons and
reinforces itself. It is said that it follows the €alled “Winner Takes All" rule.
Actually, neurons are specialized in the recognitib one kind of observations. The
learning is unsupervised because neither the dassetheir numbers are fixed a
priori.

The training set is used to organize these mapsrugological constraints of
the input space. Thus, a mapping between the ispate and the network space is
constructed; closed observations in the input spaméd activate closed units of the
SOM.

An optimal spatial organization is determined bfoimation received from the
neural networks. When the dimension of the inpatcsgs lower than three, both of
the position of weights vectors and the direct hibarhood relations between cells
can be visually represented. Thus, a visual ingpectf the map provides qualitative
information on its architecture.

The connectionist learning is often presented ménémization of a risk function
[11]. In our case, it will be carried out by themmization of the distance between
the input samples and the map prototypes (reférentighted by a neighborhood
function k. To do that, we use a gradient algorithm. Thesgoh to be minimized is
defined by:

1 N M
ESOM =_Z ZthN(X(k))
N k=1 j=1

Where N represents the number of learning samidlése number of neurons in the
map, NN(¥) is the neuron having the closest referent toirthet form X, and h the
neighborhood function. The neighborhood functiaah be defined as:

I S GG
A(t) A(t)

w, %

At) is the temperature function modeling the neightoghextent, defined as:

t
t

A(t) _ A Af max
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A ands are respectively initial and the final temperaiioe examplén= 2, = 0.5).
tma IS the maximum number allotted to the time (nundfeterations for the x learning
sample). gr,s) is the Manhattan distance defined betweemtumons r and s on the map
grid, with the coordinates (k,m) and (i,j) respezy.

The learning algorithm of this model proceeds diglrin three phases:

* Initialization phase where random values are assigo the connections
weights (referents or prototypes) of each neurah@fmap grid.
« Competition phase during which, for any input forff, a neuron

NN(X), with neighborhood,V is selected like a

NN (x(K))

winner. This neuron has the nearest weight vegtosing Euclidean distance:
dy(r,s) =i —k|+|j —m
) 2
NN(x)) = ar(‘:mlnva,i - x(k)H

1<isM
» Adaptation phase where the weights of all the nesirmre updated according to
the following adaptation rules:

W av then adjust theights using:

NN (x(K)y
W (t+1)= W ()-£O, 0, (W, O

Else

w; (t+1)=w; (f)
Repeat this adjustment until the SOM stabilirati

5.1.2 SOM map segmentation

We segment the SOM using the K-means method (Figurk is another clustering
method that consists in arbitrarily choosing aifiart; the samples are then treated
one by one. If one of them becomes closer to théecof another class, it is moved
into this new class. We calculate the centers of nkasses and we reallocate the
samples to the partitions. We repeat this procedntiéhaving a stable partition.

The criterion to be minimized in this case is defirby:

1 & 2
E k - means ZEZ z ”X_Ck”

k=1 xOQy

Where C represents the number of clusteggs@ne cluster k, Cis the center of
the cluster Qor the referent.

The basic algorithm requires fixing K, the numbémished clusters. However,
there is an algorithm to calculate the best vatwekfassuring an optimal clustering.
It is based principally on the minimization of DasiBouldin index [12], defined as
follows:

> me | 520
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With, Z ”Xi -c, ”2
Sc(Qk): i |Q |
k

dg ( Q) ):”Ck —G ”2

C is the number of clusters, & the intra-cluster dispersion, ang i the
distance (centroid linkage) between the clustergtere k and |. This clustering
procedure aims to find internally compact spherichisters which are widely
separated.

There are several methods to segment the SOMsUBRlly, they are based on
the visual observations and the manual assignnfetfiteomap cells to the clusters.
Several methods use the K-means algorithm withrgiranges for K value. Our
work is based on the approach of Davies-Bouldimxehinimization.

" Clustering 2™ Clustering

_:::-—:I::::_
T
]
0

N exemples M prototypes Cclusters

Fig. 3. Two successive clusterings: SOM followed by K-means

We note that the K-means approach can be direppiiead to the data instead of
SOMs approach. In our work, we applied it to theM&esults. The idea is to use
SOMs as a preliminary phase in order to set acfodiata pretreatment (dimension
reduction, regrouping, visualization...). This peetment has the advantage to
reduce the clusters calculation complexity and alssures a better visualization of
the automatic classification results.

5.1.3 Simulationsresults

We applied the two algorithms described above ondaia (log files describing
different traces of use) in order to determine thegotiation profiles. In the
simulations, we used th8omToolboxproposed by the researchers of the HUT
(Helsinki University of Technology) of the T. Kohem team [14]. The results
obtained are very promising (Figure 4).
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Figure 4.a is a representation of a SOM map seéiCasiponent Planesthat
allows the visualization of the partition of thdfdient variable values. The highest
values of the variables are in red and the lowaktes are in blue.

Figure 4.b represents the neurons segmentatio@bf @ap (second clustering).
The curve shows that the minimal value of the indeBavies-Boudin corresponds
to an optimal clustering resulting in four profiléehe various colors represent the
different clusters or the identified negotiatiomfies.

6 Conclusion

In this paper, we propose a user interface for Qu&agement in mobile
environment. We have presented a mobility and Qo&filp used for QoS
negotiation and advance resource reservation in obilen IP network. This
reservation is made according to the MSpec objduthwdetermines the future
locations of the mobile terminaDur objective through this approach is to minimize
the degradation of services during the handovere Negotiation Individual
Assistant (NIA) presented in this paper constitatesnterface between the user and
the network in the context of the Internet of nesmgration. This interface integrates
two interesting techniques of the Intelligence fatal domain: The connectionist
learning and the agent technology. Our NIA has hegrlemented and tested in two
French national research projects: ARCADE [15] HM8IG [16].
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