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Abstract— Stream database systems are desipned to support
Lhe [ast on-line processing that characterizes many new emerging
applications such a5 pervasive compuling, sensor-hased environ-
menis, on-line business processing and nelwork monitoring. The
sensitive nalure of the data and the high-demands environment
where dala can he lost or dropped because of limited buffer stor-
age or real-time constraints. require robust sccurily mechanisms,
i.e. mechanisms that nol only provide security services, hut are
also (ault-tolerant.

In this paper we identily the sccurity requoirements for data
siream systems, focusing on Nile 2 dafa stream management
sysiem. We present a new method, FI-RU4, that provides
cfficicnt and laull-loterant data confidentiality. We demonstrate
its applicability to data streams by using il as building block in
the design of a seeurily architecture for Nile and by presenting
results for a siream based application.

1. INTRODUCTION

The Intemet revolutien, and more recently the wide-spread
use of wireless and sensor newworks. created a paradigm shift
in the way informalion is accessed and processed, generat-
ing new applications such as real-ume nelwork monitoring,
surveillance. wracking, plant miinienance, telecommunications,
data managemem and environmenwal monitoring, (o name
Just a few. Such applicativns are fundamentally dilferent in
the way they outpul data and perform querics {1). Thus.
they conlinuously produce large velumes ol dala {streams)
oblained from (he environment they operate in. Data strcams
can be oblained from mulliple sources at high-arrival (possibly
unpredictable) rates. They arc conlinuous and unbounded. The
transitive characteristic ol data mikes the compleie storage and
processing impossible. In um. dala may be summarized and
stored only temporarily for processing.,

The qucries applied on such data streams are also differ-
ent from traditional davabase queries. They are nou snapshot
queries, but rather continuous queries in which the same query
is repeatedly evaluated each time new input arrives. Several
quertes can be registered in the sysiem and different levels
of priority cun be defined lor each query. As resources are
a concern, highesl priorily queries’ requirements are scrved
firsl. while low priority querics may receive answers that
arc an approximation ol the correct results, To overcome the
infinite nawre of data streams. the processing is performed on
windows of data. Queries can specify the size of the windows
and the frequency of the resuli.

Scveral systems were designed 1o cope with the require-
ments of data stream databases. Examples include: STREAM

[2]. Aurora [3] and Auwrora* [4]). and Nile [5], [6].

A, Securirv Requirements for Dara Stream Systems

Many of the data siream applications operate over Iniemel
and/or wireless communication networks and are thus exposed
te numerouws threals such as;

v Atiacks on data imtegrity: data can be injected or modified
and it is not in the original form as intended by the sender.
or originzlly stored. Data corruption can be due 10 laults
as well as to malicious actions.

« Arracks on dala confidentiality and privacy: by cavesdrop-
ping of communications channgls, or bypassing the access
control and authorizalion mechanisms. or by inferrinp
information from data they have legitimate access Lo [7).
allackers can oblain cither access [o. or leamn privale
information.

» Antacks on data validisy: malicious clienls can inject or
update corrupted streams that can potentially compremise
the accuracy of query answers on a siream or sel of
streams. Such attacks are exwremely dilficut to defend
against and polential soluions require corroborate in-
formation from multiple independent sources and olten
depend on application scmantics.

» Denial of service: allackers can cxhaust either 1he avaii-
able bandwidth or the database server resources. pre-
venting fcgitimale clients [rom oblaining service, Al the
extreme, such atlacks can render the sysiem unavailable,

As data sream applications process sensitive data that is
often classificd (military applications) or private (financial,
health applications, etc) there is an obvious need for providing
security services not only for the applications but for the data
stream systems themselves, A comprehensive survey of secu-
rity and privacy requirements and open issucs for a particular
type of stream database {scnsor databases) is presented in |8)].
Below we present the main security services (hat any slream
data system concerned with security should consider:

o Auiheniication: aulhenticales a clicm when il requests

access lo he syslem.

» Access conrrol and awthorizarion: checks if a given
chient is authorized to registerfupdate data streams or
perform queries on streams. Difteren( streams can have
ditferent access control and authorizalion mechanisms.
Authenticated clients can have different access control
and authorization credentials.



o Daia confidensialiry: guarantees that only intended parties
can undersland the conlent of the siream. the guery. or
the result.

» Data integrity: ensures that daa is in the lorm as intended
by originater and was nel corrupted untmientionally or
intentionally.

» Datu non-repudiation: ensures that a party that performed
an operation can nel deny that he did it. This service is
useful for audit purposes,

= Daia privacy: defincs what is the minimum information
that should be disclosed and provides ways of protecting
{personal} informalion cven afler it was disclosed 10 other
parlics.

» Data validicy: by lhis we mean that the daa stream
generated provides meaningful information. This service
can he provided under a non-malicious model (like in
[9]), or under a maticious model.

« Survivability: provides syslem recovery from cither an
allack or failure and ensurcs thal a service is available.

« Security policy: all the above security mechunisms muslt
be governed by a security policy.

Most of the securily requircments listed above arc nat
necessarily specific 1o dala sireams systems. However, several
of them are more difficult 1o provide for data streams and
standard solulions can not be directly applied. they require
additional research.

One challenge is reconciling application specific require-
menls with security services, in a high-demand cnvironment,
For example, many applications require privacy of data. b
also audit capability {for example medical applications | 1{]).
Some solutions proposed for (his problem, relying on public
key encryption {11]. [12]. provide audit capabilities while pre-
serving privacy, but the associated cost makes them prohibitive
1o real-time data stream systems,

Another challenge originates from the conflict between
security and real-lime processing thal can impact several ser-
vices. lor access control and authorization the finc-granularity
can have a negalive effect on the real-time processing. An-
other example is providing dava confidentiality. For example.
goad candidates 1o provide confidentiality are stream ciphers
[ £31 because they are highly efficient. However, data can be
dropped or lost cither al the communication level becausce
of the high-ratc and data can nol be recovered, or at the
applicaiton level becanse of limited storage capability and
processing power, For stream ciphers, the impact will be the
de-synchronization between the key-stream and the encrypled
data and will resull in incorreet decryplion of the whole
stream, wasling bandwidth and processing power. We would
like 10 point out that block ciphers are not immune Lo this
problem either. They are recommended to be vsed in encryp-
lion modes that also require data reliability,

B. Our Focus

in 1his paper we investigate the relation between security
and Tault-tolerance in ke context on data streams, focusing
on data confidenttality. Qur ncw contribulions are:

+ Weidentify securily services for dala sireams systems and
proposc a secure architeclure for a data stream system.
Nile |5]. 16].

+ W focus on a particular scrvice. data confidentiality, We
show why current mechanisins fail 10 address the require-
ments of real-time data streams and design a mechanism.
called FT-RC4, based on the RC4 suwream cipher. We
evaluale its overhead and show how it performs in a lossy
environment.

« We discuss implementation issucs of FT-RC4 in Nile
and show i1s performance over querics with differem
requirements.

+ We discuss applicability of FT-RC4 10 other security
services, such as providing privacy through processing
of encrypted data.

The remainder of the paper is orgunized as follows. We
overview related work in Scetion 11, We describe how (he se-
curity services presented in Scetion I-A can be accommodated
in Nile, a stream databusc management system. We present the
design of FI-RC4 in Section IV. Section V shows how our
mechanisms perfarms within Nile. Finally. we conclude this
work and discuss several [uture work directions in V1.

II. RELATED WORK

In this section we overview related work in several areas
reiated lo security for data streams in particular and datzbase
in peneral,

a) Security for Stream Databases: To lhe best of our
knowledpe there is very little work that focuses on the security
requirements and services [or data sireams. A significant work
in this dircction is the work in [8] that overvicws the main
research dircctions and challenges in security for database
sensor nelworks. The paper peints oul among other issucs the
need for robust sccurity mechanisms, i.c. mechanisms thal not
only provide security services. but are alse fauli-toleramt.

b) Access Conirol Jor Dawbase Sysiems: Significant
work wis done in the arca of providing access control 1o
database sysiems [14]. Some of the work focused on investi-
galing how scveral access control models can be applied to
databases (for example RBAC [13]). Another topic in lhis
area [ccuses on providing access control [16], protection and
administration o XML daia sowvrces | 17]. More recent results
analyze whai arc the requirements and mechanisms that need
to be provided in query processing, in order to provide very
finc-grained access control (at the level of individual tuples)
[18].

c) Searching and Querving Encrpted Data! Another
lopic of interest is privacy preservation. In this category work
was conducted in a model where the server is not trusted to
see [he original data, in other words dawa is stored by servers
in encrypted form. In the case servers are not trusted also 10
pracess the data, there is a need for algorithms able to process
encrypied data. Some of the security issues (hat are raised
when guerying encrypted dala are discussed in [19]. Methods
to execute queries arc proposed in [20] and [21]. The frst
shows how SQL. queries can be performed over encrypied data
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where the query processing is partitioned such that most of the
processing happens at the server site. wihile the later relies
on indexing information attached (o the encrypied dalabase
to balance the (rade off between efficiency and protection re-
guirements, More recent work proposes encryption algorithms
that preserve order for numeric data [22].

We would like to point out other significant work addressing
lhe general problem of scarching on encrypted data. Some
solutions proposed for this problem. rely on public key encryp-
tion | 11]. [L2]. while others rely on symmelric encryption 1o
achieve similar goals [23]. The work in [23] although efficient
because il relies on symmelric eryptography, has the drawback
thit the scarch is linear with the size of the document. The
work in [24] improves over [23] by using tree struclures to
avoid the lincar scalability.

) Digitel Rights Managemeni for Databases: Another
security service that was addressed in the context of dalabases
is rights protection, Work in this direction focused in providing
rights protection for relational dalabasc systems [23] and more
recently on designing resilient schemes that achieve rights
proteclion for sensor streams [26].

11I. A SECURITY ARCHITECTURE FOR NILE DBMS

Int this section we discuss how sceurity services presented in
Scction I-A can be accommodaled in Nile, a stream database
managemenl sysiem. We first provide an overview of Nile,
then present the proposed security architccture.

A. Nile Archirecrure

Nile is a stream dulabase management system designed and
developed at Purduc University. It is buill over a relational
database management systcm called PREDATOR |27] 2nd
provides supporl for processing of conlinuous and snap-shot
queries over data sireams.

Nile is a centralized syslem using a clienl-server architec-
wre. Several clienls can communicate with the system; each
client can send maltiple inpul streams and receive one or more
oulput sireams as i 1csponse to queries. Each outpur stream
from the server comesponds to a query requested by a cliem.
The same cliemt can send input streams and receive output
streams, or one client is only sending dala and another client
is querying the data and receiving the ourpul stream.

Figure | shows the main architcctural components of Nile.
The Srream Type Interfuce component is the interface between
the streams gencrators (i.e, sensors, retail stores, etc) and the
system. The definition and configuration of streams is done

through this interface, The Stream Manager component han-
dles multiple incoming streams and acts as a bulfer between
the streams sources and the Srream Query Engine. The main
function of the Strewn Manager is to repister new stream-
aceess requests (queries), rerrieve data [rom the registered
streams inlo lacal stream buffers, and supply daa to the query
engine.

The Srream Query Interface component is uscd o repisler
new snap-shot or cominuous querics. Snap-shel querics are
queries that are cxecuted once over the current datn, whereas
the continuous qucrics are queries that reside in the sysiem and
are conlinuously re-evaluaied (o produce stream of results. In
some situations the Streom Somrce Interfuce and the Stream
Query Imterface can be the same.

The Srorage Manager is responsible for building and main-
taining summaries over data sireams, atlowing the system 1o
answer queries related to past dala. Summaries are maintained
al different granularities such that most recent data wilt have
summirics built at a finer level whereas the eld data will have
summarics built al a coarser level.

The Stream Query Engine component is empowered with
certain capabilities and features that allow fast and efficient
processing of the stream. For example. new access methods
arc defined such as SurcamScan (SScan) w allow efficient non-
blocking pipcline executien. The cngine also suppons new
SQL operators such as Window operator (W-Exp) that allow
the user to limit hissher interest of the data io a specific peried
of time, The W-Lixp operator is the only operator 1hat is awarc
of the time and i1 keeps track of thc new itlems that enter
the interesting window and of the expired items thal leave
the current window. More details about the query processing
mechanisms of Nile can be found in [5].

B. Securiry Architecture

The current architccture of Nile does not provide any
security service. Taking into account the architecture and
functionality of Nile we reason about which of the security
scrvices discussed in Section I-A are relevant and needed for
Nile and how can they be provided.

In Figure 2 we proposc a generic securily architecture for
Nile. Two new moedules are added, The role of the first module
is o handle authentication, encryption. imegrity and non-
repudiation services, The reason we grouped them together is
because sometimes well-known standards or protocols provide
tll of them or a subsel. This module is responsible lor
authenticating clients, performing key management, inmcgrily
and encryplion/decryption operations.

The second module added is the Access Control and An-
thorization Manager that is responsible for making sure that
input streams, queries or results are performed by authorized
clients.

One important aspeet is how a decision is made with
respect 1o the security policy. Bolh server and client can define
their own policy in which case a trust negotiation must be
performed.
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In this work we chose to demonstrate how cncryption can
he provided for systems operating in a lossy or high-rate
environmenl in which data is lost or dropped because of
limited buffer capabilily. or it can not be recovercd because
the real-lime constraints. We show how a well-known stream
cipher can be adapted to operaic in such an environment.

IV. FI-RC4 DESIGN

First we will give a deseription for RC4 algorithm, and
demonstrate with an example what happens in casc data is
fost. We then describe our modification 1o RC4 to make it
more resilient 1o loss,

A, Overview of RC4

RC4 is a swream cipher that is designed lo encrypl and
decrypt stream of bils, so it processes the message as a stream
of bits. Swream ciphers are fasl and have as central mechanism
the generation of a key-siream (based on a shared sccret
key) thal is then XOR-ed with the plaintext. The decryption
operalion is similar with the encryption opceration.

RC4 uses an internal array S of size 256, and il slores values
in range 0..255 with some swapping hetween the values. The
encryption conlinues shulfling the array S values and finully
sums two cntries 10 get the desired key.

One of the disadvantages of stream ciphers when used in
lossy covironments is that they are prone to de-synchronization
between the key-streamn and the ciphertext, 17 such a de-
synchronizition occurs, decryplion of the whole stream [ails
and bandwidth and processing power is wasted. To demon-
strate this behavior we run the following experiment, We
creale a loss of 3 bytes {randomly) in a BMP file and try
to decipher the received data. Figure 3 presents the original

A sccorily architeciure for Nile

piclure on the left, and the decrypled picture on the right,
As can be scen the effect is devastating, Because of only 3
bytes lost. almost the whole piclure is losi. We performed Lhe
same Lest over a JPG file (which is more compressed and less
resistant 10 byle changes) and we naticed 1hat the deerypted
file was so significantly compromiscd that the picture could
not be displaycd. Finally, we also performed several tests using
ASCIT text. With only | byte lost, the result was that 80 5 of
the text was meaninglcss.

B FT-RC4 Description

Fault telerant RC4 (FT-RC4) ts based on RC4 design. and it
uses the sume stream key gencration 1echnique. RC4 can not
landle losing any data between the source and the destination,
and if some of the data is dropped then (he whole strcam
(after the first loss) will pot be deerypled correctly duc to
the shifl in the key gencration. Also the current RC4 can nol
even detect thal there is lost data, bul relics on underlying
communication pretocols (o achieve this. Although appropriate
lor ather applications. the assumption is not correct for streams
lor several reasons; data is gone and can not be recovered (or
is not relevaml anymore), or dala is dropped at the receiver
end because of limited buffer and processing capabilities.

The main idea of 1°1-RC4 is (0 synchronize Lhe byles in the
messape by adding synchronization bits before the encryption
of the message. The decryplion algorithm will then check on
these synchronization bils o detect any data loss and try to
recover from the loss {re-synchronize the keysiream),

The description of 1¥I-RC4 is presented in Algorithm 1. Let
us assume that our original message 1hat we need o encrypl
is A, und the length of AS is L. FT-RC4 [irst cxpands the
message by padding a specific number of synchronization bits
nt after every specific number of bits from the original message
Al. so all wransmitled units in M now carry synchronization
bits, The synchronization bits simply form a counter which
starls from Q and reset whenever it reaches its maximum (2" —
1}, where i is the number of synchronization bits.

The expanded message will be A and its length will be
L', where L’ > L. FI-RC4 then encrypts A!” using the same
RC4 encryption technique, and sends the resulied cipher text
¢ 1o the destination. The destination then will decrypl the
messape C to get AF°, but after decrypting every transmitied



Algorithm 1 I7I-RC4 description
Key Schedule:
fori =010 255 do
S[) =t
=0
for i =0 to 255 do
J =+ S[] + k[1 mod 1.]}(mod 256)
swap {S[i], SO
Encryption;
i=j=0
for cach byte mi in message M
i=(0+ 1) (mod 256)
i=4 + S[i]) (mod 256)
swap(S[il, S
t = (3[i] + SG]) (mod 256)
Ci = mi XOR 3[1]
Decryption:
i=j=0
for cach byte ci in message C
i=(i+ 1) {mod 236)
1 = (j + S[iD {mod 256)
swap(Stil. S1j1)
1 = (S[i} + S|jD) (mad 256)
mi = ¢i XOR §|1]
—check mi to sce if it is (he expected one?
il YES
remove synch. bils from this byte
else
figure out how many bits are lost. shifl
the stream key, and inject zero-bits.

unit it must check whether that unit is the expected one, or
that unit arrived out of order and there was dita loss. This
information can be oblained from the synchronizalion hits,
If there is no data loss and that was the expected unit, the
algorithm removes the synchronization bits, and continues the
decryption. If the decryption algorithm detects dala loss, then
it has to detect how many bits are lost and start shifiing (he
key siream by the same value to resynchronize the message
bits with the stream key. In case the resynchronization does
not take place then the whole stiream afier the first loss will
he parbage.

We note that it is not enough lo detect the loss and shif
the key stream; the algorithm also needs 10 recover from the
loss. The algorithm must also readjust bytes boundaries of the
original message M because the lost data may not be multiple
of bytes. In Ihis case although the decryption is correct. most
applications reading the data in bytes or words will not be able
to read the data {i.c. text editors, audio and video applicalions,
images, etc). IFI-RC4 handles this issue by injecting bils (sct
to zero) instcad of the lost ones, Lhis way readjusting bytes
boundaries such that applications at the destination can read
the message normally.

To summarize, the encryption in FI-RC4 is modified over
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the one in RC4 by adding the expansion phase and padding the
synchronization bits before the encrymion. and the decryption
in FTI-RC4 is modified over the onc in RC4 by adding
the checking and recovering phasc. FIFRC4 uses the same
technique for the stream key schedule, which s efficient due
10 its simplicily.

C. FI-RCY Evaluation

We evaluate how resilient is FT-RC4 by comparing its
performance in a lossy cnvirpnment with the standard RC4,
amd measure how efficiently can FT-RC4 recover from the loss
of byles hetween the source and the deslination. The evaluation
is done over tex( and tmages.

Text: We compared Dboth technigues over lext data
streams. We sct the loss rate 10 be a percent of (he input
data size (i.e. 1% and 5% ) and the lost bytes will be selected
uniformly form the inpul file. For a text of about 700 words,
with a % loss, RC4 [ails to recover the 1ext correctly afier |
byte is lost. while FT-RC4 recovers very quickly.

fmage: We sct the loss rate (o be a percent of the input
data size (i.e. 1% and 5% } andt the lost bytes were uniformly
selected frem 1he input file. We prolected the header part
untouched, because the header part of a file specifies its Lype,
s0 it can be opencd by the correct application. IF any loss
or damage oceurs in the header parl, the entire file will be
unreacdable cven if the remaining part is correct, Also if we
assume that the dara loss occurs in Lhe applications layer,
it is practical that Lhese application handle the header parts
carefully since they are critical.

We compared 1he algorithms over JPEG files, which are
more compressed and less resistant 1o hyte changes. Figure 4
presents an original picture compared with (he results of its
encrypled/decrypted with RCed and FI-RC4 for. As it can be
seen wilh only [% loss, RC4 fails to recover the image, while
FT-RC4 is still able o show the image when loss is 5 . Ata
1% loss where RC4 fails. FT-RC4 recovers the picture almost
in its original quality. With a lost of higher than 15 RC4 [ails.

FT-RC4 Overhead: We compared the performance of
the standard RC4 and our FI-RC4 with respect to the time
required by the algerithm to perform the encryption and
decryption operations, Fipure 5 shows the performance results.
The figure shows that both techniques linearly increase with
the file size, but FT-RC4 has a higher slop. The measurensents
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show that IFI-RC4 almost lakes double the time waken by RC4,
The reason is thal FT-RC4 performs two more operalions aver
the stream which are the expansion phase w augment the
synchronization bits in he encryption, and the compiction
phase o remove the synchronization bits in the decryption.

V. INTEGRATION OF FT-RC4 18 NILE

In 1his section we present performance results and discuss
scveral aspects of the integration of FI-RC4 in Nile,

A, FExperimems in Lossy Enviromnents

We implemented RC4 and I'T-RC4 protacols inside the Nile
system by adding a security layer (encryption and decryplion)
between the clients and (he server. such that both entities
cither use the standard RC4 or use the FI-RCA. We evalualed
the pedformince of the system in a lossy covironment hy
demonsiraling the performance of RC4 and FT-RC4 using a
relail store application [6] that sends a stream of ransactions
generaled from 5 retail stores. each transaction consisting of
< Storel D, ItemID, Price. Quantily. TineStamp >.

First, FI-RC4 is evaluated over a simple query presented
in Fipure 6. The meaning of the guery is o select the sum
of the product of the price and the quantity from the stream
Retaill where the item ifemI D equals to 15 and the window
of interest is of size 5 seconds. The window operator has
syntux Window hl,mm,ss,uu; where h means hours, m means
minules. s means seconds, and v means microscconds.

We executed the query under loss rates of 1%, 5% and 10%.
Figure 7 shows the results generated from the sysiem for query
QI. with Figures {a), (b) and (c) corresponding o the three
dilferent loss rates, 1%, 5% and |0%. respectively. Figure 7
shows that the query result changes over time as new items
arrive inside the window of interest and old items cxpire from
the window. As il can be noticed. the RCd protocol simply
tails 1o process the stream and after the first 1oss. it crashes the
system as il starts producing garbage. This is the reason why

FT-RC4: 5 % loss RC4: | % loss

IFT-RC4 Resilience

the ling representing the RC4 protocol in Figure 7, {a), (b} and
(c) stops after several readings. On Lhe other hand, it can be
noticed that FT-RC4 is very resistant o losses, and although
it does nol produce the optimal results due te replacing the
lost values with 0. it still preserves Lhe stream’s behavior and
produces acceplable results.

For query Q1. the effect of the loss is limited only 10 items
wilh temID equals o 15, 50 any loss thal occurs 10 values
related 10 other itemns will not affect (he query resull. To make
the guery more scnsitive 1o losses we modified Lhe guery
(described in Figure 8), by remaving the W HERE cluusc
from QI. This way, any loss over the selected columns in
the query will affect the query results. We executed the query
under loss rates of | %, 5% and 10%. Figure 9 shows the resuhs
gencraled from the system for query Q2. with Figures (a), (b)
aml {¢) corresponding 10 the three different loss rates. 1%, 5%
and 109, respeclively. Figure 9 shows that RC4 has very poor
perfermance even under a low loss rate, while FI-RC4 has a
high resistance 1o losses and it produces meaninglul results.

Finally. we evaluaed the FI-RC4 protocol over a more
complex query involving (wo dala sucams. The query Q3
description is presented in Figure 10, while the resulis are
presented in Figure 11. In Figure L1 (a) it is assumcd that
holh streams have the same loss rale which is 10%. whilc in
Figure 11 (b) it is assumed that both streams have dillerent
loss rates, 10% and 20% respectively. Figure 11, again shows
that RC4 fails immediatcly, while FT-RC4d behaves well in
both cases.

B. Adapting FT-RC4 10 Srream Raies

Tt should be noted that FT-RC4 can also fail 1w decipher
dara correctly il the sircam looses one complete cycle. The
size of a cycle depends on the number of synchronization
bits used in the protocol. For cxample, if the protocol uscs
n synchronization bits then the cycle size equals 10 2", In
this case. if a1 any time the server losses one complete cycle
of contiguous unils, then the FT-RC4 will fail 10 detect and
re-synchronize the keysiream correctly.

In this section we propose an adaptive scheme by which the
FI-RC4 can change the number of synchronization bits such
that it minimizes the transmission overhead and at the same
time iL will be able to cope with peak losses thal may oceur
from time to time over (he stream. We will demonstrate the



{c) 10 % loss

Fig- 7. Resulis for query QI

SELECT SUM(R |.txn.Price() * R1.txn.Quantity())
FFROM Retaill RI

WINDOW 0D.00.05.00:

Fig. B Query Q2 descriplion

imperance of Lhe adaplation schema using a new query Q3,
over the same application as in previous section.

In some applications the transmission of the data is in the
form of packets, each packet consists of a payload that contains
the actual data and other additional hcader fields o hold
certain information necessary for the transmission. In such
upplications adding one byle in eiach packel o be used (al
the application level) as synchronization bils in the FT-RC4 is
sufficient and the overhead is acceptable. But in many sircam
applications such as sensor ncitworks the ransmission of the
data is unstruciured, it can be a siream of integers, characlers,
eic. Therelore for this type of applications it is clear thal using
one byte or fixed number of bits with cach transmitted unit
will involve a high and somelimes unaceeplable overhead,
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Fig. 9. Results for query Q2

SELECT RIL.1xn.Quantity()+R2 . txn.Quantiiy()
FROM Reraill R1, Relail2 R2

WHERE R ixn.ItemID() = R2.xn ftemID(}
WINDOW 00,(4,10,00;

Fig. 10, Query Q3 description

The purpose of the adapiation is te achieve wo goals;
(1) use a minimal number of synchronizition bits, (2) avoid
loosing one complete cycle of subsequent units. The proposed
methad is as lollows:

1} Initinlly when clienl € registers with the server (o slarl
sending data, the client informs the server about the
expected sending rale R,

2} The server calculates the overall transmission rate in the
system al the current moment. and based on the available
resources, the server estimates the overall lose rate S,

3} The server divides 5 over the streams according to their
sending rate ratios. Let's assume that client € is going 10
suffer a loss rate (number of packets per second) equal
to L. In this case. the server sends a message 1o client
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(b) Strcam 1 10% loss and Stream 2 20% loss

Fig. 11, Results for query Q3
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Fig. 12

Effect of adapting FI-RCH 10 siream rale

lo sct the number of synchrenization bits o tog{L) + 1
such that no cycle can accur without the server delecting
the loss.

4) Since the stream rate can change over time; burst. normal
or low, then the server periedically performs steps (2)
and (3} to adapt the number of the synchronizalion bits
to the currect state of the stream.

3) To avoid transit periods, the server will not assume thit
the client is vsing the new value for the synchronization
bits until Lhe client sends back a message to confirm the
change.

To show the imperlance of the adaplation scheme we
performed the following experiment using query Q3 described
in Figure 0. In the experiment it is assumed thal Stream {
{Reril 1) has a moderate arrival rale and loss rate set 10 10%,
while Srream Il {Retail {f) has a very high armrival rale and

loss rate sel 1o 40%, and we forced Strecun I to loss [rom
time to fime 5 subscquent bytes. Figure 12 shows the result of
query Q3 under two scenarios. In the first scenario there is no
adaptation, und all clients use fixed number of synchronization
bits {set 10 2). In the sccond scenario the adaptation wilt allow
the server to ask the client sending Stremn # w0 use more
synchronization bits (se¢t w 3) as the server knows thau it
my loose more than 4 subsequenmt bytes. The reselts show
tha1 before the loss of any 5 subsequent bytes both scenarios
produce exacily the same results. However, after the first loss
ol 5 subscquenl bytes, FT-RC4 fails in the first scenario as it
leoses Lhe synchronization and stanis producing garbage, while
the FT-IRC4 in the second scenario performs well and is able
lo cope the loss.

C. Using FT-RCH for Orther Sccurity Services for Streams

There are other sceurily services that we believe can benefit
from IFI-RC4. One such service is providing data privacy,
while maintaining audit capabilities. Tn such a service 1he
servers are not lrusted, so clients will input data in encrypled
form. However, there is a necd 1w be able o do scarch on the
enerypled dala, and sometimes Lo be able o delegate cerain
keyword search capabililies to authorized parties.

Recent eesulis [ 117, [12] addressing the problem of search-
ing on cnerypled data provides rely on public key encryp-
tion. Although apprepriate for oft-line logging and tradilional
databases, their cost is prohibitive for data streams. More
appropriate schemes for dala strcams are schemes that use
symmetric encryption, in particular stream ciphers. In fact a
scheme like that was proposed in the past [23], having in focus
cmail as the rargel application. The scheme proposed in [23]
can be adapted for data streams. particularly beeause of Ihe
reduced complexity of both data and operations thit can be
performed on streams, When uscd in lossy environments, the
scheme will suffer from the same problems as RC4. Therefore,
we believe that the same synchronization lechnigque we used
for data confidentiality. can be applied to make symmetric-
based searching on encrypted streams robust 1o faults. We
would like o explore the topic in the future and apply it o
scveral stream applications with different environments and
sceurily requirements,

VI. CONCLUSIONS AND FUTURE WORK

In 1his paper we focused on security services for data
streams. Mare precisely, we focused on data confidentiality
based on stream ciphers and on the interaction between fault-
tolerance and security. We show how current stream schemes
lail to decipher correclly when de-synchronization between
the ciphertext and the keystream happens because of lossy
environments or inability of the application 10 process the
incoming streams. We proposed a modification 10 a well-
known stream cipher RC4. o cope wilh the problem, We
showed how the modificd scheme, referred as FT-RC4 ad-
dresses the problem, how can be used as a building block
for a sccurity architeclure for Nile. a data stream database
system and presented results for several queries with different



requireiments and loss rites. Finally we discuss how other
securily services such as privicy can henefit from FT-RC4.

We ulso discussed how our scheme can be made adaptive.
Although the scheme we proposed is not very complex,
the results we presented indicale the henefils that can be
obtained. We would like in the future 10 design more so-
phisticaled adaplive algorithms that are robust 10 faults while
still providing the security scrvice they were designed for. In
addition, we would like 10 cxplore symmelric-based privacy
preserving schemes, in the same conlext of daa streams, and
experiment with several stream applications operating under
diflerent environment constraints and having different security
requircments.
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