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[Motivations
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m Pervasive Computing
— Multiple sources of contextual information
e.g. calendar, location tracking, organizational info, pref.
mVirtual Enterprise Collaboration

— Selectively sharing of information with prospective and
actual customers and suppliers
e.g. collaborative design, supplier evaluation, available-to-
promise/capable-to-promise information, order tracking
m Rather than exposing all these resources as
iIndividual semantic web services, organizations and
individuals will want to have unified gateways to
their information... “e-Wallets” to allow resource

identification & enforce confidentiality logic




[Vision - myCampus
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m Campus as “everyday life microcosm”

m Enhance campus life through context-aware
services accessible over a WLAN

m Approach:
— Involve stakeholders in the design

— Semantic Web and agent technologies

m A growing collection of context-aware agents that:

— Users can pull into their own personal environment

— Customize themselves through automated identification
and access of relevant contextual resources



User Interaction
Agent

Directory Facilitator
Agent (FIPA)

Agent Management
Agent (FIPA)

e-Wallet Manager
Agent

Ontologist
Agent

&)
‘ .........................

Task-Specific
Agents



Agent

Directory Facilitator

iServIet k----iu» behavior
HTTP Request ' session : :
DA E.S.é.s..i.o.;" i‘.---llh behavior
HTTP Request ... ..... S | .
o | segsiol w-2=+1% behavior
HTTP Request ... U desion bV
paa “" :_____;’ ____________ 1
= e = ) Tomcat server
© HTTP Request

l,{f;’j" Internet Explorer

Login 200

x 1:39 €9

FLogin name: fyandan

Password: ™

wyCampus & Camegie Bellon Traversity - Mlobile Commerce Lab.

Agent (FIPA)

Agent Management
Agent (FIPA)

e-Wallet Manager
Agent

Ontologist
Agent

S

O

Task-Specific
Agents

Jualuod TMO pue Sobesssw 10V Vdi4



I!:lg‘;rii' Internek EHpIDrEr 4“ 1:39 @ < @ essssssEsEssssEEEEEEEEES > ’

Info e-Wallet m_ [~ User Interaction

Agent

List of registered services:

*  jim_ewallet: "the e-wallet service | | pessessssrsrss s
is gathering and securing personal - Type ‘ |

information, enabling context- . )
Service : - :

Directory Facilitator

1

at the sarme tirne"

*  MeetingScheduler: "service in

charge of scheduling a meeting. "
*  Map: "service providing a map of Y FE ,

the area around your current 1 - Name €rrreersrrrnnarranannns
White
Pages

awareness while er‘|5urir‘u_:,| pFivacy
Pages Owiner Agent (FIPA)

address."
+  WeatherForecast: "weather Address Agent Management
Agent (FIPA)

forecast service, providing you
with a customized weather
forecast report based on your —

current zip code,” :
¥iew Tools '1.'* @ ﬁ- |'|':__::| x_'-a E|.¢ @ rsssnsssnsnsnEnEnEnEnEnn > E

e-Wallet Manager
Agent

Ontologist
Agent

4 ......................... » &
Task-Specific
Agents



I!:IE’ji' Internet Explorer -39 9 B AELLRECLITEITTEITTEPEETE T > @resasssssassassassannnnnn > @

] HTTPRequest | User Interaction

i Ebe L B Agent
(hack to list of services)
You can add a class or add a property to this €rrrnnnnnaaaaaeeerees >
ontalogy. .
| = Directory Facilitator
+» mwahageable entity
+-r person Agent (FIPA)
ok man
+-—> WoIah
+-> Ceam < manageable entity group @ rrernsssasnsssssannnnnnn > :
++ group — :
+-r Ceam < manageshle entity group Agent Management
Agent (FIPA)

+> designation

+-3> hatne . @ srsssssssssassansansnnas »

view Tools ¢ ] i L) ) =~ e-Wallet Manager
R S Agent .
| XSLT i
| .:52 S 111 . @ i
E visualization @ rrsssssssssansnannEnn :...y
! g@i S Ontologist :
1 ownioa 1
iOntoIogies ........................................... » Agent

Task-Specific
Agents



:_arwj Internet Explorer o 1:42 9 o) R > <} 000000000000C00000000000E > O

Cold Creek Manor (Losws
Waterfront Theatre 12:20 PM, 1:30,

3:20, 4:30, 6:35, 7:30, 9:20, 10:30, .
12:10 ) . € >
N

B S : | Services =8 HTTP Request | User Interaction E
back to list of services) .
Agent :
Search a slot for a meeting with
rnar A .
-
y 00 n " —
ll:-_{?‘:’i-‘ 9 D e > - oy,
g fromn the l.:':iii‘:.i" Internet Explorer wfx 1:45 9 . >
S B (haﬂmmf‘uﬂ oo MiieEsuille /g e S Directory Facilitator >
len B A et g oy e Agent (FIPA) 19
foday: A Drizele high = 71F. | Ee] 2 £ :
o and low = 61F, ‘ ) 1
AIThunderstarms bigh = &6 || jmpes € Camed” =
Tumurruw. FI ar-ld |DW=46 F. Cnn E ‘IIIIIIIIIIIIIIIIIIIIIIIII’ Eg
Sun: Few Shioweers high = 59 ﬁ 8
: F. ar = .
£Z|Internet Explorer i -:j'_lg ‘F Agent Management :(QQJ
Mon: EE?ng | o LT Agent (FlPA) (D
Bad Boys II (Carmike Maxi Sav /Hﬂsnltal LHHull'nw lake. E . w
Tue: llze:,rng 12:30 PM, 2:45, 6:45, 9:40 e S Q:J
Bruce Almighty (Carmike Maxi 5 ey
mpCampus @& Camegie i 112 1:00 PM, 3:20, 5:35, 7145, _L@ — g @ essssssEEEEEEEEEEEEEEEES »
ommed (110:05 ip AF Nl | @)
- Cabin Fever (Loews Waterfromia Al M e-Wallet Manaaer
¥iew Tools ¢ €] (] |[Theatre 2:20 PM, 5:20, 7:50, 4 | . A t & : E
10:25 ) view Tools @ & (} %) EH|~ gen A
)
(o)
-t
D
=~

Cold Creek Manor (Showcaze N 3

Cinernas Pittsburgh East 1:30 PM, \\ OﬂtOlOgISt

4:30, 7:10, 9:45 ) | s Agent

Innrlrl_u Diavw Carvo (O armila blgwi | i \\ __________________________________
Yiew Tools <3 @ it [E] @ El* ]

@ I

&) Task-Specific
© Agentsp |



__________________________________________________

XSLT  owL (ontologies,

privacy) Queries
edition

...... annotations) Rules <.--:.-.- 'g :
SLAALLELEEELLED, N LU L » -

(definitions, services,

» Agent

User Interaction
Agent

Directory Facilitator
Agent (FIPA)

Agent i/
Agenp( ‘

e-Wallet Manager

Ontologist
Agent

4 ......................... » &
Task-Specific
Agents



[e-WaIIet

mEach user has a semantic e-Wallet

— Automated identification and access of a user’s personal
resources subject to privacy preferences

— Personal resources implemented as semantic Web services

mNeeds for procedural knowledge i.e. rules
— Resource identification rules

— Privacy / confidentiality rules

« Access Control rules
e.g. “Only my colleagues can see my location”

e Obfuscation rules
e.g. “My colleagues can only see the building | am in but not the
actual room”

mNote: The same concept applies to virtual
organizations and B2B scenarios
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.[>Query context Asserting elementary needs for Pre-check

Example: Query from John inquiring about Mary’s location
Step-1 The sender of the query is John.

Step-2 The query requires finding Mary’s location.

Step-3

(a) Is John allowed to see Mary’s location given what we currently know?

(b) Checking Mary’s privacy/confidentiality preferences, e.g.: Only her colleagues
can see her location — and only when she is on campus.

(c) Is John a colleague of Mary? Yes.
Step-4 No action in this example.

Step-5 Finding Mary’s location by accessing some location tracking functionality
or looking in her calendar.

Step-6 Is Mary on campus? Yes.

Step-7 Checking Mary’s obfuscation rules e.g. Mary is only willing to disclose the
building she is in but not the specific room.

Step-8 “Mary is in Smith Hall”.



[Design of an e-Wallet
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m Three-layer architecture: security through typing
— Core knowledge: static & dynamic knowledge of user

— Service Layer: invoke external sources

of knowledge - web services and

(deftemplate triple

(slot predicate (default ""))
- (slot subject (default ""))

(slot object (default "")) Iy rUIeS

) 5 control

& obf (deftemplate service triple

(slot predicate (default ""))
(slot subject (default ""))
— Backy (siot object (default ""))

- )
StatIC LI | Ilvl CACTUTT T U J

privacy

Core
Know-

S service rules,

(deftemplate”authorized triple
(slot predicate (default ""))
(slot subject (default ""))
(slot object (default ""))

)




[Design of an e-Wallet
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m Three-layer architecture: security through typing
— Core knowledge: static & dynamic knowledge of user

— Service Layer: invoke external sources
of knowledge - web services and
personal resources

— Privacy layer: enforce privacy rules
on external requests - access control
& obfuscation

— Backward chaining migration: privacy rules, service rules,
static migration rules

privacy
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_ o external services

Result Assertion of Application of Post-check

— ) N : .
authorized knowledge obfuscation rules access rights




[e-WaIIet and representation needs

m Static assertional knowledge:
— User’s static profile: OWL annotations.
— Static contextual knowledge: OWL annotations.

m Dynamic assertional knowledge:

— User’s dynamic profile:
* Rules in (R)OWL to update profile
« Result: entailed facts
— Dynamic contextual knowledge:
* Rules in (W)OWL to identify and invoke web services
« Result: facts returned by the web service
— Security and privacy
* Rules in (S)OWL to grant access and obfuscate
« Result: authorized facts for query solving

m Ontologies in OWL.

Mobile Commerce Lab. CMU / 14
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[Summary on the e-Wallet implementation ]
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Meta-model
in CLIPS

Ontology & Ontology ' Ontology
in OWL stylesheet in CLIPS
Annotation & Annotation 'Annotatlon
in OWL stylesheet in CLIPS

Rule 2 Rule L Rule
in (R)OWL stylesheet in CLIPS

Services 2 Service ' Service rule
in (W)OWL stylesheet in CLIPS

Privacy || Privacy . Privacy rule _
in (S)OWL stylesheet in CLIPS

Query 2 Query L Query rules
in (Q)OWL stylesheet in CLIPS

XSLT Engine

Result
in OWL




[e-WaIIet semantic engine
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RDF Triple model

Triple: (predicate, subject, object)

(deftemplate triple "Template representing a RDF triple"
(slot predicate (default ""))
(slot subject (default ""))
(slot object (default ""))

)

RDFS & OWL meta-model (e.g., symmetry of properties)

<rdfs:Class rdf:ID="SymmetricProperty'">
<rdfs:label>SymmetricProperty</rdfs:label>
<rdfs:subClassOf rdf:resource="#0ObjectProperty"/>
</rdfs:Class>

(triple

(predicate "http://www.w3.0rg/2000/01/rdf-schema#subClassOf")
(subject "http://www.w3.0rg/2002/07/owl#SymmetricProperty")
(object "http://www.w3.0rg/2002/07/owl#ObjectProperty")

)

(defrule symmetry (declare (salience 100))
(triple
(predicate "http://www.w3.0rg/1999/02/22-rdf-syntax-nsi#type")
(subject ?p)
(object "http://www.w3.0rg/2002/07/owl#SymmetricProperty") )
(triple (predicate ?p) (subject ?x) (object ?y))

=> (assert (triple (predicate ?p) (subject ?y) (object ?x))) )




[e-Wa let semantic engine
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m Ontologies: (e.g., declare person, location, etc.)

<owl:Class rdf:ID="Person">
<rdfs:subClassOf rdf:resource="#Entity" />
</owl:Class>

<owl :ObjectProperty rdf:ID="location">
<rdfs:domain rdf:resource="#Entity" />
<rdfs:range rdf:resource="4#Place"/>
</owl:0bjectProperty>

(triple
(predicate "http://www.w3.0rg/2000/01/rdf-schema#subClassOf")
(subject "http://sadehlab.cs.cmu.edu/mycampus#Person")
(object "http://sadehlab.cs.cmu.edu/mycampus#Entity")
) ...
m Annotations: (e.g., Mary is in Smith Hall, etc.)

<mc:Woman rdf:ID="http://cs.cmu.edu/People/~mary">
<mc:location rdf:resource="http://cmu.edu/SmithHall"/>
</mc:Woman>

(triple
(predicate "http://sadehlab.cs.cmu.edu/mycampus#location")
(subject "http://cs.cmu.edu/People/~mary")

(object "http://cmu.edu/SmithHall")
) ...

m Available online with XSLT translation stylesheets




[e-WaIIet semantic engine
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m Rules: (e.g., when in | am in a meeting | am busy)

<rowl:Rule direction="forward">
<rdfs:label>Meeting means busy</rdfs:label>
<rowl :head>
<mc:Person rdf:ID="&variable;#person">
<mc:availability><mc:Busy rdf:ID="&mc; #Busy"/></mc:availability>
</mc:Person>
</rowl:head>
<rowl :body>
<mc:Person rdf:ID="&variable; #person">
<mc:activity>
<mc:Meeting rdf:ID="&variable;#activity" />
</mc:activity>
</mc:Person>
</rowl :body>
</rowl:Rule>

(defrule Meeting-means-busy

(triple (predicate "http://Sadehlab.cs.cmu.edu/mycampus#activity"):
(subject ?person) (object 2activity)) 5
(triple (predicate "http://www.w3.0rg/1999/02/22-rdf-syntax-ns#type") ¢
(subject ?activity) (object "http://sadehlab.cs.cmu.edu/mycampus#Meeting") :
) °
=>

... (assert (triple
(predicate "http://sadehlab.cs.cmu.edu/mycampus#availability")
(subject ?person) (object "http://sadehlab.cs.cmu.edu/mycampus#Busy") ,




Service rules
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<wowl:ServiceRule wowl:salience="50">

<rdfs:label>provide location for IP Address</rdfs:label>

<wowl :output>
<mc:Entity rdf:ID="&variable;#entity">

<mc:location rdf:resource="&variable;#location" />

</mc:Entity>

</wowl:output>

<wowl :precondition>
<mc:Entity rdf:ID="&variable;#entity"><mc:ip>&variable;#ip</mc:ip>
</mc:Entity>

</wowl:precondition>

<wowl:call>

<wowl :Service wowl:name="call-web-service">
<wowl:gname>http://mycampus/WiFiService#</wowl:gname>
<wowl :endpoint>http://128.2.68.34:7788</wowl:endpoint>
<wowl :method>GetLocation</wowl :method>
<wowl:ip>&variable; #ip</wowl:ip>

</wowl:Service>

</wowl:call>

</wowl:ServiceRule>

(defrule provide-location-for-IP-Address (declare (salience 50))

(need-dynamic triple

(predicate "http://sadehlab.cs.cmu.edu/mycampus#location")
(subject ?entity)

(object ?location)

)
>
(call-web-service "qname"'%ttp://mycampus/WiFiService#" (..) "ip"?ip)




[Privacy rules

<sowl :ReadAccessRule>
<rdfs:label>people can only know I am on or off campus</rdfs:label>
<sowl:target>
<mc:Person rdf:ID="&variable; #owner">
<mc:location rdf:resource="&variable;#location"/>
</mc:Person>
</sowl:target>
<sowl :check>
<rowl :And>
<rowl:condition>
<mc:E-Wallet rdf:ID="&variable; #e-Wallet">
<mc:owner> <mc:Person rdf:ID="&variable;#owner"/> </mc:owner>
</mc:E-Wallet>
</rowl:condition>
<rowl:not-condition>
<gowl:Query rdf:ID="&variable;#query">
<gowl:sender rdf:resource="&variable;#owner" />
</gowl:Query>
</rowl:not-condition>
<rowl:condition>
<mc:Place rdf:ID="http://www.cmu.edu">
<mc:include rdf:resource="&variable;#location" />
</mc:Place>
</rowl:condition>
</rowl:And>
</sowl:check>
<sowl:revision>
<mc:Person rdf:ID="&variable;#owner">

<mc:location rdf :resource="ilispeiyiymm———————i >

</;é$i§£2£i?;n> http://gandon.at.home.fr/

</sowl :ReadAccessRule>

Mobile Commerce Lab. CMU / 20

Privacy rule: grant access to location when on campus but obfuscate -pﬁeei-s-i-entmth




[Query

<gowl :Query rdf:ID="">
<gowl :sender rdf:resource="http://cs.cmu.edu/~john"/>
</gowl:Query>
<mc:Person rdf:ID="http://cs.cmu.edu/~mary">
<mc:location rdf:resource="&variable; #location" />
</mc:Person>

Mobile Commerce Lab. CMU / 21]

m Query context assertion: query sent by John

(triple
(predicate "http://mycampus.cs.cmu.edu/QOWL#location")
(subject "
(object "http://cs.cmu.edu/~john")

) ...

m Query rule definition
— Body: request for authorized triples
— Head: storage & pretty printing function

(defrule query (declare (salience 0))

(aathorized;triple
(predicate "http://sadehlab.cs.cmu.edu/mycampus#location”)
(subject "http://cs.cmu.edu/~mary") (object ?location))
=>
(store-result location ?location)]

)
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[Concluding remarks
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m Rather than directly publishing Web services,
iIndividuals and organizations will often want to
expose a unified front-end (“e-Wallet”) that:

— Enforces automated resource identification logic
— Enforces privacy/confidentiality (access & obfuscation)

® Implementation:

— Multi-layer reasoning engine that distinguishes between
different types of knowledge (core k., service invocation K.,
K. sanitized following application of confidentiality rules)

— OWL & rule extension (essentially Horn clauses &
variables) and rule editor

m Validation with students accessing context-aware
agents on CMU’s campus
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““Well, officer, the coffee pot at home tried
to tell my PDA to buy some Colombian beans on
the way home, but the car overheard the message

and took it as a command to turn for the
grocery store right away...”’

Source:http://www.firstmonday.org/issues/issue4_9/odlyzko/index.html



