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Abstract. Indistinguishability properties are essential in formal verification of cryptographic proto-
cols. They are needed to model anonymity properties, strong versions of confidentiality and resistance
against offline guessing attacks. Indistinguishability properties can be conveniently modeled as equiva-
lence properties. We present a novel procedure to verify equivalence properties for a bounded number of
sessions of cryptographic protocols. As in the applied pi-calculus, our protocol specification language is
parametrized by a first-order sorted term signature and an equational theory which allows formalization
of algebraic properties of cryptographic primitives. Our procedure is able to verify trace equivalence for
determinate cryptographic protocols. On determinate protocols, trace equivalence coincides with obser-
vational equivalence which can therefore be automatically verified for such processes. When protocols
are not determinate our procedure can be used for both under- and over-approximations of trace equiv-
alence, which proved successful on examples. The procedure can handle a large set of cryptographic
primitives, namely whose equational theory is generated by an optimally reducing convergent rewrite
system. The procedure is based on a fully abstract modelling of the traces of a bounded number of
sessions of the protocols into first-order Horn clauses on which a dedicated resolution procedure is used
to decide equivalence properties. We have shown that our procedure terminates for the class of subterm
convergent equational theories. Moreover, the procedure has been implemented in a prototype tool
A-KiSs (Active Knowledge in Security Protocols) and has been effectively tested on examples. Some
of the examples were outside the scope of existing tools, including checking anonymity of an electronic
voting protocol due to Okamoto.

1 Introduction

Cryptographic protocols are distributed programs that rely on the use of cryptography to secure electronic
transactions such as those that arise in electronic commerce and wireless communication. They are also
being applied in new domains such as in Internet voting. For example, French citizens living abroad were
allowed to vote via the Internet in the parliamentary elections in 2012 [?]. In Estonia, Internet voting has
been allowed in parliamentary elections since 2007 [?]. Internet voting was also deployed in the state elections
in New South Wales, Australia in 2015 [?]. This has led to increasing demands on the complexity of desired
security properties, leading to more complex cryptographic protocols. Given the socio-economic-political
consequences and the history of incorrect design of cryptographic protocols, the need for formal proofs of
correctness of protocols is of great importance and has been widely recognized. Formal reasoning about
cryptographic protocols is challenging as one has to reason against all potentially malicious behavior—all
communication between protocol participants is assumed to be under the control of an adversary.

In order to make the task of formal analysis amenable to automation, usually the assumption of back-box
cryptography and unbounded computational power on the part of the adversary is made. This adversarial
model is often called the Dolev-Yao model as it is derived from the positions that Dolev and Yao took in their
seminal paper [4I]. It has proved extremely successful, and there are several automated tools [T7/9I34]/43]
that can automatically check trace-properties such as (weak forms of) confidentiality and authentication.

* Parts of this work has been done while the first, third and fourth author were affiliated to LSV, CNRS & Inria &
ENS Cachan and the second author was affiliated to LORIA, CNRS & Inria & Université de Lorraine.



While these trace-based properties are certainly important, many crucial security properties can only be
expressed in terms of indistinguishability (or equivalence). They include strong flavors of confidentiality
[18]; resistance to guessing attacks in password based protocols [I4]; and anonymity properties in private
authentication [3], electronic voting [39U13], vehicular networks [35l36] and RFID protocols [722]. More
generally, indistinguishability allows to model security by the means of ideal systems, which are correct by
construction [4I37]. Indistinguishability properties of cryptographic protocols are naturally modeled by the
means of observational and testing equivalences in cryptographic extensions of process calculi, e.g., the spi
[4] and the applied-pi calculus [2]. While we have good tools for automated verification of trace properties,
the situation is different for indistinguishability properties. This paper is an attempt to address this concern.

State-of-the-art Many results have been obtained in the restricted case of a pure eavesdropper, i.e., a passive
adversary: for static equivalence many decidability results have been shown [1I32[10] and exact [I5]30] and
approximate [19] tools exist for a variety of cryptographic primitives. In the case we consider indistinguisha-
bility in the presence of an active adversary, who can interact in an arbitrary way with honest participants
less results are known. Hiittel [47] showed undecidability of observational equivalence in the spi calculus,
even for the finite control fragment, as well as decidability for the finite, i.e., replication-free, fragment of the
spi calculus. The decidability result however only holds for a fixed set of cryptographic primitives and does
not yield a practical algorithm. Current results [19,? 53] allow to approximate observational equivalence for
an unbounded number of sessions. However, this approximation does not suffice to conclude for many appli-
cations, e.g., [39/7]. Our approach overcomes these limitations for some applications in [39]. We still cannot
conclude for the e-passport example in [7], albeit for a different reason: our procedure does not currently
handle else branches in protocols.

Symbolic bisimulations have also been devised for the spi [2TJ20/54] and applied pi calculus [3849] to avoid
unbounded branching due to adversary inputs. However, only [38/54] and [2I] yield a decision procedure, but
again only approximating observational equivalence. The results of [38] have been further refined to show
a decision procedure on a restricted class of simple processes [33]. In particular they rely on a procedure
deciding the equivalence of constraint systems, introduced by Baudet [I4], for the special case of verifying
the existence of guessing attacks. Baudet’s procedure allows arbitrary cryptographic primitives that can be
modeled as a subterm convergent rewrite system [I]. An alternate procedure achieving the same goal was
proposed by Chevalier and Rusinowitch [26]. However, both procedures are highly non-deterministic and do
not yield a reasonable algorithm which could be implemented. Therefore, Cheval et al. [24] have designed a
new procedure and a prototype tool to decide the equivalence of constraint systems, but only for a fixed set
of primitives. Tools have also been implemented for checking testing equivalence [42], open bisimulation [54]
and trace equivalence [25] for a bounded number of sessions but only a limited set of primitives. One may
note that [25] is the only decision procedure to consider negative tests, i.e., else branches, which are crucial
in several case studies [73].

Our contribution In this paper we introduce a new procedure for verifying equivalence properties for processes
specified in a cryptographic process calculus (without replication). The messages in the calculus are modeled
as terms equipped with an equational theory, similar to the applied pi calculus. Our main contributions are
as follows.

— Our procedure checks for two equivalences which over- and under-approximate the standard notion of
trace equivalence =2; for cryptographic protocols: the under-approximation can be used to prove protocols
correct while the over-approximation can be used to rule out incorrect protocols.

— Cortier and Delaune have shown in [33] that observational equivalence coincides with =z for the class of
determinate processes. They also give a decision procedure for a strict sub-class of determinate processes,
namely, simple processes. We show that the coarser relation coincides with &, and thus our procedure
can be used to verify observational equivalence for the whole class of determinate processes.

— A novelty of our procedure is that it is based on a fully abstract modeling of symbolic traces for a bounded
number of sessions in first-order Horn clauses. This is in contrast to the constraint-solving techniques



employed by Tiu et al. [564], Cheval et al. [2425], Baudet [I4] and Chevalier et al. [26] for verifying under-
approximations of observational equivalence. Techniques based on Horn clauses have been extensively
used, e.g., by Blanchet [I7], Weidenbach [55] and Goubault [46], in the case of an unbounded number
of sessions. Affeldt and Comon [5] faithfully encode a bounded protocol into Horn clauses with rigid
variables. Of these tools, only Blanchet [I7] can verify an equivalence property, which happens to be
an under-approximation of observational equivalence. Horn clause modeling of an unbounded number of
sessions of security protocols may allow false attacks. On the other hand, we have proven our modeling
of a bounded number of sessions to be precise.

— Our modelling is fully abstract for arbitrary cryptographic primitives that can be modeled as a convergent
rewrite system which has the finite variant property [31l44]. This allows us to handle a larger class
of cryptographic primitives than [5412425|T4126]. Following our work, the recent work by Santiago et
al. [53] also provides support for rewrite systems which have the finite variant property. They additionally
cover associative-commutative theories, even though their experimental evaluation suggests that these
theories yield frequent non termination problems for the associative-commutative theories. Moreover,
they only provide support for a restricted class of processes. We were also able to show termination of
our procedure for the sub-class of subterm convergent rewrite systems. Please note that static equivalence
is undecidable even for the class of optimally reducing convergent rewrite systems [6]. Optimally reducing
convergent rewrite theories generalize subterm convergent rewrite systems, while maintaining the finite
variant property. Moreover, even though our termination proof does not apply, our tool terminated on
specific protocols whose cryptographic primitives can be modeled as a convergent rewrite theories. These
included the electronic voting protocols by Okamoto [52] and Fujioka et al. [45] which use trapdoor
commitment and blind signature respectively.

— Our procedure is implemented in the AKiSs (Active Knowledge in Security protocols) prototype tool
and we used it among others to successfully prove anonymity in an electronic voting protocol [45]. For
this electronic voting protocol, this is the first automated proof.

An extended abstract of the paper [23] authored by R. Chadha, S. Kremer and §. Ciobaca appeared in
the European Symposium of Programming in 2012. In addition to the proofs that were not present in the
extended abstract, this paper also contains the proof of termination for subterm convergent rewrite theories.
The proof of termination is due to V. Cheval.

2 Preliminaries

We recall some standard definitions and establish some notations that we shall be using throughout the
paper.

2.1 Terms

Let F be a signature, i.e., a finite set of function symbols and let ar be a function which assigns to each
function symbol a natural number. Given a function symbol f € F, we say ar(f) € N is the arity of f. A
function symbol of arity 0 is called a constant. Given a set of atoms A and a signature F, we denote by
Tr, 4 the set of terms built inductively from A by applying functions symbols in F. Given sets of atoms
Ai, Az, ..., Ay, we denote the set Tru, ., 4 bY TF A, As,...A,- We assume that we have the following
countably infinite pairwise disjoint sets: a set A" of private names, a set M of public names, a set C of public
channel names, a set W of parameters, and a set X of message variables. Intuitively, elements of the set
N represent nonces generated by honest principals of a protocol, elements of M represent nonces available
both to the adversary and to the honest participants and elements of C represent names of public channel
(e.g. the name of a public network). Elements of W are pointers used by the adversary to refer to messages
output by the honest participants in a protocol. We fix an enumeration wy, ws, ... of the elements of W. We
let x,y, z range over X. We also define the following sets.



Definition 1. The set Tr x am,w,x, denoted Terms, is the set of all terms, the set Tr ar am, denoted Messages,
is the set of messages and the set Tr nr,m,x, denoted SMessages, is the set of symbolic messages.

If ¢ is a term, we denote by wvars(t) the set of variables appearing in ¢, by names(t) the set of names
(public or private) appearing in ¢ and st(¢) the set of all subterms of ¢. The functions vars, names and st are
extended as expected to sequences and sets of terms. A position is a string of positive natural numbers and
€ denotes the empty string. The set pos(t) of positions of a term ¢ is defined as usual [I1]. If p € pos(t) then
t|, is the subterm of ¢ at position p.

Ezample 1. Consider the signature F = {enc, dec, pair, fst,snd} where ar(enc) = 3, ar(dec) = ar(pair) = 2
and ar(fst) = ar(snd) = 1. The term ¢ = pair(enc(a, k1,71), enc(b, ka,72)) models the pair of the encryptions
of public names a and b with keys ki, resp. ko and randomness 1, resp. ro. The set of positions pos(t) =
{6, 1, 11, 12, 13, 2, 21, 22, 23} and t|5 =1t, t|1 = enc(a, k’1, 7’1) and t|23 =Ta.

Substitutions A substitution is a partial function o : WU X — Terms. We only consider substitutions which
map elements of W to elements in Messages and elements of X' to elements of SMessages. The domain of o,
denoted by dom(o), is defined as usual: dom(o) = {o € WUX | o(0) # o}. For our purposes, we only consider
substitutions with finite domains. We let range(c) = { o(u) € T |u € dom(o) }. If dom(o) = {u1,u2, ..., up }
and t; = o(u;) for each 1 <14 < n then we shall write o as {u; — t1,...,uy — t, }. 0 is said to be ground if
range(o) C Messages. The notation names(o) will denote the set names(range(o)). A substitution o can be
extended to a (total) function oe : WUX — Terms by letting oex(x) = x if © ¢ dom(o) and gex(z) = o(z)
if x € dom(o). As usual, o extends homomorphically to a function apply, : Terms — Terms obtained
by “applying” oexx homomorphically. Given ¢ € Terms, we denote apply,(t) by to. If o is a substitution
and X C WU X, we denoted by o[X] the substitution whose domain is restricted at most to X. Given two
substitutions o and 7, the substitution obtained by composing o and 7, denoted o7, is the unique substitution
such that o7(z) = (o(x))7 for all z e WU X.

2.2 Rewriting and unification

Two terms s and ¢ are (syntactically) unifiable if there exists a substitution o such that so = to. We denote
by mgu a function which associates to any two unifiable terms s and ¢ a most general unifier o of s and ¢
such that o = olvars(s,t)]. It is well known [ITJI2] that for any two unifiable terms s and ¢, there is a most
general unifier, unique up to variable renaming.

A rewrite system R is a set of rewrite rules of the form ¢ — r where ¢, € Messages, names(l,r) = (
and vars(r) C vars(f). A term ¢ can be rewritten in one step to u, denoted ¢ —g u, if there exist a position
p € pos(t), arule £ — r in R and a substitution o such that t|, = fo and v is obtained from ¢ by replacing
the subterm t|, by ro. —% denotes the transitive and reflexive closure of —g. A rewrite system is said to be
confluent if for any t,t1,t2 such that t —% t; and ¢t —§ t2 there exists u such that t; —% v and to =% u. A
rewrite system is said to be terminating if it does not admit any infinite sequence tg —r t1 —-r t2 =g .... It
is said to be convergent if it is both confluent and terminating. In a convergent rewrite system R, for every
term ¢ there is a unique term ¢’ such that ¢ —7, ¢’ and there is no u such that ¢’ —g u. t’ is said to be the
normal form of t. We denote by t]g the normal form of the term ¢. Two terms s and ¢ are said to be equal
modulo R, written s =g t, if s]g = tlg. Given a substitution ¢ we denote by olg a substitution such that
dom(olgr) C dom(o) and for all u € dom(c),olr(u) = o(u)dg-

Ezample 2. Continuing Example[l} consider the rewrite system R = {dec(enc(z,y, 2),y) — =, fst(pair(z,y)) —
x,snd(pair(z,y)) — y}. The first rewrite rule models that a message can be decrypted, provided decryption
uses the same key (represented by variable y) as encryption. The two last rules model projection of the first
and second component of a pair. Then we have that ¢ = fst(pair(dec(enc(a, k,r), k), b)) —r fst(pair(a,b)) —r

We recall the notions of optimally reducing [51] and subterm convergent [I] rewrite systems.



Definition 2. A rewrite system R is said to be optimally reducing if for any ¢ — r € R and any substitution
0 such that all proper subterms of £0 are in normal form, we have that r0 is in normal form.

Definition 3. A rewrite system R is said to be subterm convergent if R is convergent and for each rule
¢ — r € R, we have that either r € st(£) or r is a constant.

We immediately note that any subterm convergent rewrite system R can be easily converted into an
equiavlent optimally reducing rewrite system by replacing every rewrite rule £ — r in R by ¢ — r|g.

Ezample 8. The rewrite system R = {dec(enc(z,y, 2),y) — «, fst(pair(z,y)) — x,snd(pair(xz,y)) — y} given
in Example [2] is subterm convergent. We shall examples of convergent rewrite systems that are not subterm
convergent when we discuss the case studies on electronic voting in Section [6.2

Remark 1. When R is clear from the context or unimportant we will simply drop the subscript R in —g and

Ip.

2.3 The finite variant property

Given a convergent rewrite system, we now define the notion of complete set of variants, which was introduced
by Common-Lundh and Delaune [3I]. Our notion is slightly stronger than the notion defined in [3I] and was
first introduced in [44]. See [?] for a comparison of the various definitions of variants.

Definition 4. A set of substitutions variants(ty,...,tx) is called a complete set of variants of the terms
ty,...,tg if for any substitution w there exist o € variants(ty,...,tx) and a substitution T such that for all
1 < j <k we have that wlvars(t;)]L = (ol7)[vars(t;)] and (tjw)l = (tjo)lT.

Intuitively if variants(t) = {o1,032,...0% } then the set of terms preterms(t) = {toil,toal, ..., torl }
represent pre-computations of all possible instances of ¢ in the following sense: If w is a substitution and %,
is the term tw/ then there is a term ¢’ € preterms(¢) and a substitution 7 such that ¢'7 is the syntactic term
t.,. No rewrite rules are needed to compute t,, from #'7.

Ezample 4. Consider the rewrite system introduced in Example [2] and let ¢ = dec(fst(z),y). We have that
variants(t) = {0, 01,02} where () denotes the identity substitution and

o1 = {z — pair(z1,29)}, and
o9 = {x — pair(enc(z1,y, 22),23) }

Intuitively, the substitution () covers the cases where both the decryption and projection may fail, o; cor-
responds to the situation where the projection succeeds, but decryption may fail, and o5 accounts for the
situations where both projection and decryption succeed. Note that the case where projection fails and
decryption succeeds is not possible.

In [28], Ciobaca presents an algorithm for computing such complete sets of variants which is correct
whenever the rewrite system is optimally reducing [51]. Optimally reducing rewrite systems include subterm
convergent systems [I] (and hence the classical Dolev Yao theories for encryption, signatures and hash
functions), as well as a theory for modeling blind signatures [48]. Moreover, complete sets of variants can be
used to perform unification modulo R [44128].

Definition 5. Given sets of terms {s;}icr and {t;}icr, let X = vars({s;,t;}icr). A set of substitutions

mgug ({s; Z ti}icr) is called a complete set of unifiers modulo R of the system of equations {s; Z titier if
each of the following holds:

1. dom(o) C vars(X) for each o € mgug({s; < ti}ier)
2. s;0 =g t;o for each i € I and for each o € mgug({s; . ti}ier)-
3. For any substitution 0 such that s;0 =g t;0 for every i € I, there exists a substitution o € mgug({s; Z

ti}ier) and a substitution T with ] X] =g (o7)[X].

For singleton systems, we also write mgug(s,t) instead of mgug({s,t}).
For the remaining of the paper, we assume that the rewrite system is convergent and has the finite variant

property.



2.4 Frames, deducibility and static equivalence

Recall that we have fixed an enumeration wy,wa, ... of the elements of the set W. As in [2], we will use the
notion of a frame to represent messages which have been recorded by the attacker.

Definition 6. A frame ¢ is a substitution {wy — t1,..., W, — t,,} where t; € Messages (1 <i<n).
Intuitively, w; in a frame points to the i-th message recorded by the attacker in a protocol run. Note
that in our definition, every frame with |dom(p)| = n has dom(p) = {w1,...,w,}. We denote the set of all

frames as Frames. The adversary can use the public names as well as recorded messages to construct new
messages. This is modeled as the deducibility relation.

Definition 7. Any term in Tr amw is said to be a recipe. We say that a message t is deducible from ¢ with
a recipe r (written as ¢ " t) if t € Messages and r¢ =g t. We write Recipes for the set Tr -

Intuitively, the recipe r tells how the attacker can construct the message ¢t from the recorded messages.

Note that the same term ¢ can be constructed using different recipes. A frame ¢’ = {wy — t},...,wy, =t}
extends a frame ¢ = {wy — t1,...,wy, = t,} if m > n and if t; = ¢; for all 1 <7 < n. It is easy to see that

if ¢" extends ¢ and if ¢ F" ¢ then ¢’ F" t.

Example 5. Consider the signature F and the rewrite system R in Example Let o = {wy — enc(s, k, 1), wg —
k) where s,k,r € N are private names. Then we have that ¢ F9eW1.w2) 5 Note that dec(wy, k) ¢ Recipes
as k € N. If we had that s € M we would also have that ¢ F* s reflecting that public names are always
deducible.

We now recall static equivalence of frames [2] to capture indistinguishability of frames. Recall that two
terms can be indistinguishable to an attacker even if the two terms are distinct. For example, 0 encrypted
using a symmetric key unknown to the attacker and 1 encrypted using the same key are indistinguishable
to the attacker. Thus, instead of checking of direct equality between messages, the attacker can perform a
series of tests to distinguish between two frames. This is the intuition behind the following definition:

Definition 8. Let r1,75 € Recipes. A test 7 z ro holds in a frame ¢ (written (11 = r2)p) if ¢ F™ t and
@ F"2 t for some t, i.e., 11 and ro are recipes for the same term in .

Frames @1 and @2 are statically equivalent (written o1 =5 @2) iff for all ri,r2 € Recipes we have that
(r1 =r2)p1 iff (r1 =r2)ps.

Ezample 6. Let a,b € M andr, k, k' € N'. We have that {w; — enc(a, k,7),wq — k} 25 {wy — enc(b, k,r), wa

k} because the test (dec(wy,ws) Z a) distinguishes the two frames. However, {w; — enc(a, k, 1), wy — k'} ~
{wy — enc(b, k,r),wo — k'}.

3 A cryptographic process calculus

We shall assume that cryptographic protocols are modeled using a simple process calculus which has sim-
ilarities with the applied pi-calculus [2]. The applied pi-calculus has proven to be useful for specifying and
verifying cryptographic protocols; there are tools that automate verification of protocols in this model [17].
We shall further restrict our attention to the finite, i.e., replication-free fragment of applied pi-calculus. This
restriction is important because observational equivalence becomes undecidable with replication [47]. With
this restriction, one can model a bounded number of protocol instances.

In this section we define our process calculus. We begin by defining its syntax.



Syntaz Recall that we have fixed a first-order signature F, a set N of private names, M of public names, a
set C of public channel names, a set W of parameters, and a set X of message variables (see Section . The
terms of the set Tr a7 m,w,x are also identified modulo a fixed subterm convergent rewrite system R (see
Section .

We model a bounded number of instances of a cryptographic protocol as a finite set of traces. Traces are
defined using sequences of actions generated by the following grammar (note that here in and out are fresh
symbols not occurring in F):

a = in(c, x) receive action
out(c,t) send action
?
[s =t test action
where x € X', s,t € SMessages, ¢ € C. A trace T is a sequence of actions T' = aj.as. . ... an. As usual, a receive

action in(c, z) acts as a binding construct for the variable x. We assume the usual definitions of free and
bound variables for traces. We also assume that each variable is bound at most once. A trace is ground if
it does not contain any free variables. The set of ground traces shall be represented as GndTraces. We also
assume the usual definition of a name occurring in a trace.

A process P is defined to be a set of traces P = {T1,...,T,}. We say that a process is ground if all of its
traces are ground. We identify traces with singleton processes.

Remark 2. Contrary to the applied pi calculus [2] we do not have an v operator for generating new names:
as we only consider a finite number of sessions we can simply use private names in N. We have also not
explicitly included the parallel operator | and the choice operator +. One could include these and generate
the corresponding set of traces. Thus, there is no loss in expressivity. However, we note that an explicit
enumeration of the traces can result in an exponential number of traces.

Semantics The semantics of a process is defined using the semantics of its traces. The semantics of a
trace is given in terms of a labeled transition system T. We assume that all interactions between protocol
participants are mediated by the adversary. The labeled transition system records the interaction of the
protocol participants with the adversary. The set of labels of T is defined using the set Recipes. Recall that
the set Recipes is the set Tr a0 (see Section . The set of labels, Labels, is

Labels = {in(c, ), out(c), test | r € Recipes,c € C }.

The labeled transition system T is a subset of (GndTraces x Frames) x Labels x (GndTraces x Frames) and
we shall write (T}, ¢) 4 (T",¢") whenever ((T, ), ¢, (T',¢’)) € T. The frame in the transition system is used

to record the messages that the protocol participants have sent in the past. The relation L is defined as
follows:

okt

in(e,r)

RECEIVE

(in(c, x).T, ) (T{x — t},p)

SEND

out(c)
(out(c,t).T,9) —= (T, p U {W‘dom(w)‘+1 — t})

S:Rt

TesT ? test
(s=1.T.,¢) = (T.¢)
The label in(c, r) indicates a message sent by the adversary over the channel ¢ and r is the recipe that
adversary uses to create this message. The label out(c) indicates a message sent over the public channel ¢
and the transition rule SEND records the message sent in the frame. Finally, the rule TEST is an internal

action.



1s--

As usual, we shall write (Tp, ¢o) RLIEEUN (T, on) when (To, o) L, (Th, 1) - - N (T, on) and we say
that ¢1...4, is a run of (Tp, o). We shall write (T, ¢) LY (T', ") when either (T, p) Bost” bbest”, (T, ¢")

test™

and £ # test or (T, ) —— (T, ¢’) and £ = test, where test™ denotes an arbitrary number of test actions.

We write (T,¢) 222 (T, 0,) when (T, ) 2 (T, 01) 2 ... & (T, 00). P = {T1,...., Ty} is a

process, we write (P, ) fotn, (T, ¢") (resp. LY (T, ")) if there exists a trace T € P such that

(T, ) 2 (17, ) (vesp. (T, ) 222258 (T, ).

Process equivalences In this section we will define various flavors of trace equivalence which will be useful in
this paper. We first recall the standard definition of trace equivalence in cryptographic process algebras.

Definition 9 (Trace equivalence). A ground process P is said to be trace-included in a ground process

Q (written P C; Q) if whenever (P, () LN (T, @) then there exist TV, ¢’ such that (Q,0) LN (T', ")

and p =5 ¢'. Two processes P and @ are trace-equivalent (written P =~ Q) if P T, Q and Q C; P.

We will also define two other notions of trace equivalence, one coarser and one more fine-grained. The
coarser trace equivalence, which we denote by ==.; is the trace equivalence that can actually be verified by
our procedure.

Definition 10 (Coarse trace equivalence). Given ground processes P and Q, we say that P T Q

if whenever (P,{) LAY (T, ) and (r1 = r2)p for some recipes r1,79 then there exist T',¢" such that

(Q,0) Lln, (T, ¢") and (11 =12)¢’. We say that P ~, Q if PCy Q and Q Ty P.

The following example illustrates the difference between ~; and =;.

Example 7. Let P and @ be the ground processes defined as follows:

P = {out(c,a).out(c,a) } and
Q@ = {out(c,a).out(c,a), out(c,a).out(c,b) }

Clearly P C.: Q. Observe also that Q C.; P. Indeed, only trivial equalities hold on the frame {w; — a, ws —
b}, and therefore these also hold on {w; — a,wsy — a}. Thus, we have that P . @ while P %; Q.

We will however show that these two notions coincide for a class of determinate processes. In the context
of the applied pi calculus determinate processes were previously studied by Cortier and Delaune in [33].

Definition 11 (Determinate process). We say that a ground process P is determinate if whenever
L,...,0 L,...,0

(P.0) === (T, ¢) and (P,0) === (T",¢') then ¢ =, ¢'.

Intuitively, determinate processes are processes in which the adversary’s static knowledge at any instance
is completely determined by its past interaction with the protocol participants. The following is immediate
from the definition.

Proposition 1. A ground trace, i.e, a ground process consisting of single trace, is determinate.

As already mentioned above, it was demonstrated in [33] that trace equivalence coincides with obser-
vational equivalence for determinate processes. We show that =; and =.; also coincide for this class of
processes.

Theorem 1. If P and Q are ground processes then P =; Q implies P =~ Q. Furthermore if P and Q are
determinate, then P =~ @Q implies P ~; Q.

Proof. (=) Follows immediately from definition of ~; and ~;.
(<) Let P and @ be determinate processes. We need to show that P =z, @ implies P ~; Q. We proceed

by contradiction. Suppose that P ~. @ and P #; Q. We suppose P Z; @ (the case of @ [Z; P being

symmetric). As P Z; Q we have that there exist £1,...,0,, T, o, such that (P, 0) g} (T, ¢) and



1. either there exist no ¢’, 7" such that (Q, ) Lo, (T, ¢"),

2. or for all @', T" such that (Q,0) Ll (T',¢") we have that ¢ %, ¢'.

In the first case we have that P %.; Q, contradicting our hypothesis. In the second case, as ¢ %, ¢’, there

exist r, 7’ such that (r = ") and (r # ')’ (or vice-versa, the other case is symmetric). As P C.; Q, we

have that there exist T, ¢ such that (Q,0) LN (T",¢") and (r = r")¢”. As Q is determinate, we

have that ¢’ a2, ¢”. This yields a contradiction, as (r # )¢’ and (r = ’)¢” would imply ¢’ %, ¢”. O
Additionally, we introduce a more fine-grained notion of trace equivalence, denoted ~sy;.

Definition 12 (fine-grained trace equivalence). Given ground processes P and @, we say that P Ty Q
if for each trace T € P there exists a trace T' € Q such that T ~; T'. We say that P ~p Q if P Cg Q and
QCx P.

It follows directly from the definition that ~pC~s;. The difference between these two relations is illustrated
by the following example.

Example 8. Let P and ) be ground processes defined as follows:

(

P = { out(c, enc(a, k)).out(c, enc(b, k)) (c, w;[x = enc(a, k)].out(c, k),

c(b, k)).
out(c, enc(a, k)).out(c, enc(b, k)). Jx = enc(b, k)].out(c, k)}
Q = { out(c, enc(a, k)).out(c, enc(b, k)).in(c, z).[x = enc(dec(z, k), k)].out(c, k)}

in
in
b

where k € N is a private name and a, b are constants. The test x = enc(dec(z, k), k) simply checks whether
2 is an encryption with key k. It is not difficult to see that P ~; @ but P %4 Q.

As already mentioned our procedure is able to check ~. which coincides with &; when processes are
determinate. In the case where processes are not determinate we can use our procedure to check ~. and
~f in order to over- and under-approximate ~;. Indeed, as traces are determinate processes a procedure for
checking ~.; can be used to verify ~g.

4 Modeling traces as Horn clauses

Our decision procedure is based on a fully abstract modelling of a trace in first-order Horn clauses. We give
the details of this modelling; we start by giving some definitions that we need for defining the predicates
used in the logic.

Symbolic labels and symbolic runs We define the set of symbolic labels as
SLabels = {in(c, t), out(c), test | t € SMessages, ¢ € C}

and the set of symbolic runs, SRuns, as the set of finite sequences of symbolic labels (see Figure [1)). The
empty sequence is denoted by e. Sometimes we simply write (empty space) for e. Intuitively, a symbolic
label stands for a set of possible labels, and a symbolic run stands for a set of possible runs of the protocol.

Symbolic Recipes We assume a set ) of recipe variables disjoint from X. The set of terms T a1,y shall be
called symbolic recipes and denoted by SRecipes. We use capital letters X,Y, Z to range over ). Intuitively,
a symbolic recipe stands for a set of recipes.

We extend the definition of substitutions to include variables from )Y in its domain. However, we only
consider substitutions that map variables in ) to SRecipes. A ground substitution must map variables in )
to Recipes. The notion of most general unifiers is extended to symbolic recipes as expected.



Predicates The predicates used in our modelling and the semantics of the predicates are given in Figure
The ground predicates are interpreted over a pair— a trace T and a frame ¢. A predicate P with free
variables, is interpreted over a triple- a trace T, a frame ¢ and a substitution o:

(T, o,0) = Piff (T, o) |= Po.

We consider four kinds of predicates, all of which have a symbolic run as an argument. Intuitively, the
reachability predicate r,, says that each run represented by w is possible, i.e., does not block due to a test
that fails. The intruder knowledge predicate k., (R,t) says that whenever a run represented by w happens,
the (symbolic) message ¢t can be constructed by the intruder using the (symbolic) recipe R. The identity
predicate i, (R, R') says that whenever the (symbolic) run w is executed, the (symbolic) recipes R and R’
are recipes for the same (symbolic) term. Observe that the term ¢ in the definition of the predicate i, (R, R’),
if it exists, must be unique (modulo R). The reachable identity predicate ri,, (R, R’) is a short form for the
conjunction of the predicates r,, and i, (R, R’).

Formulas and statements We consider first-order formulas built using the above predicates and the usual
connectives (conjunction, disjunction, negation, implication, existential and universal quantification). As
in the case of predicates, a formula is interpreted over a triple consisting of a trace T, a frame ¢ and a
substitution o; and the semantics is defined as expected.

Note that in case f is a ground formula, we shall omit ¢ as we do not need the substitution o. If in
addition to f being ground, we have that dom(p) = 0, we simply write T = f for (T,0) | f.

Symbolic Runs (w € SRuns, ¢ € SLabels):

wi=c¢€|liw

Predicates (w € SRuns, R € SRecipes,t € SMessages):

rw (Reachability predicate)
kw(R,t) (Intruder knowledge predicate)
iw(R,R') (Identity predicate)

riw (R, R') (Reachable identity predicate)

Semantics for ground predicates (¢; € SLabels, R € SRecipes,t € SMessages,
T € GndTraces, ¢ € Frames):

(T, 900) ': eq,..., £n if (T7 @0) i> (T17 901) 3 o L—n> (Tn,@n)
such that ¢; =g Lip;—1 forall 1 <i<n
(T, 00) |= ket (Ryt) - if when (T, 00) =5 (T3, 01) =2 ... =2 (T, o)
such that éz =R Ligai_l for all 1 S 7 S n
then ¢, ¢
(T, po0) Eiey....e,, (R, R') if there exists t such that
(T, ¢0) = key,... 0, (R, t) and
(T, ¢0) = key,ooptn (R, 1)
(T, 00) Eriey,....0; (R, R') if (T, 00) E rey,....0,, and (T, 00) E iey,....0n (R, R)

Fig. 1: Predicates

We now identify a subset of the formulas, which we shall call statements. Statements will take the form
of Horn clauses, and we shall be mainly concerned with them.

Definition 13. A statement is a Horn clause of the form H < By, ..., B, where:
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1. He{r, ok, (Rot) iy (R, R, iy (R, R
2. For each 1 <i<mn,B; =k, 1, (Xi,t:)

for some li,...,l;, € Slabels, t € SMessages, R, R’ € SRecipes, j; < k, t1,...,t, € SMessages and
X1,...,Xn € Y. Furthermore X1,...,X,, are distinct variables and if H = ky, .. ¢, (R,t) then vars(t) C
vars(ty, ... tp).

We implicitly assume that in a Horn clause all variables are universally quantified. Hence, all statements
are closed formulas.

Remark 3. We sometimes abuse language and call o a closing substitution for a statement H < By,..., B,
if o is closing for each of the formulas H, By, ... B,.

Remark 4. Let f = H < By,..., B, be a statement.

— f is said to be a reachability statement if H is of the form ry, ., .

— f is said to be a deduction statement if H is of the form k;, __;, (R, ).

— f is said to be an equational statement it H is of the form i;, . ;, (R, R').

— f is said to be a reachable identity statement if H is of the form ri;, _ ;, (R, R).

4.1 The set of seed statements

As mentioned above, our decision procedure is based on a fully abstract modelling of a trace in first-order
Horn clauses. In this section, given a trace T' we will give a set of statements seed(7") which will serve as a
starting point for the modelling. We shall also establish that the set of statements seed(T') is a sound and
(partially) complete abstraction of the trace T. In order to formally define seed(T), we start by fixing some
notational conventions.

Let T =aj.as..... an be a ground trace. We assume w.l.o.g. the following naming conventions:

. if a; is a receive action then a; = in(c;, x;).
. x; # x; for any i # j.
. if a; is a send action then a; = out(c;, t;).

= W N

. if a; is a test action then a; = [s; z t;].
Moreover, for each 1 < i <n let ¢; € SLabels be as follows:
il’l(Ci7 l‘z) if a; = iIl(C,L', ZZZ,L')
¢; = { out(c;) if a; = out(cy, t;) .

test if a; = [s4 ~ t;]

For each 0 < 'm < n, let the sets Rcvy(m), Sendp and Testy(m) respectively denote the indices of the receive
actions, send actions and test actions amongst a1, ..., a,,. Formally,

Revr(m) ={i| 1 <i<m,a; =in(c;,x;)}
Sendr(m) ={i|1<i<m,a; =out(c;,t;)} .
Testr(m) = {i |1 <i<m,a; =[s; = t;]}

Given a set of public names Mgy C M, the set of seed statements associated to T and My, denoted
seed(T, My), is defined to be the set of statements given in Figure [2| If My = M, then seed(T, M) is
said to be the set of seed statements associated to T and in this case we write seed(T) as a shortcut for

seed(T', M).

Remark 5. Please note that while constructing the set of seed statements, we apply the most general unifier
modulo R to all tests. In addition, we also apply finite variants. This allows us to get rid of rewriting in our
procedure.
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Ezample 9. As an example consider the signature F = {pair,fst,snd, h,a} where ar(pair) = ar(h) = 2,
ar(fst) = ar(snd) = 1, and ar(a) = 0 equipped with the rewrite system R = {fst(pair(x,y)) — =, snd(pair(z,y)) —
y} and the trace

T = in(c, z).[fst(z) = a].out(c, h(s, snd(z))).out(c, s)

The set seed(T, ) (ignoring public names) consists of the following clauses:

< k(X, z)
lin(c,pair(a,z)).test < k(X palr(a, JJ))

(

(

lin(c,z)

Fin(c,pair(a,z)).test.out(c) <k X palr(aa .’E))
Fin(c,pair(a,z)).test.out(c).out(c) <k X palr(a, ;E))

~ o~ o~
H~ [\
NN N

—~
ot
N2

kin(c,pair(a,z)).test‘out(c) (W17 h(S, l‘)) ~ k(Xa pair(a, l‘))
kin(c,pair(a,m)).test.out(c).out(c) (W27 S) ~ k(X7 pair(au .’E))

—~~
D
=

kw(a,a) < (7)

(St(Y) fst(y)) < kw(Y,y) (8)

kw (fst(Y), y1) <= ku (Y, pair(y1, y2)) (9)

Kw (snd(Y),snd(y)) < ko (Y, y) (10)
kw(snd(Y), y2) <= ku (Y, pair(y1, y2)) (11)

ku (pair(Y1, Y2), pair(y1, y2)) < ku(Y1,41), ku (Y2, y2) (12)
kw (h(Y1,Y2), h(y1,92)) < kuw(Y1,91), ke (Y2, y2) (13)

where w € {u | Jv. uv = in(e, pair(a, z)).test.out(c).out(c)}.
We may note that in the first block of 4 reachability statements (1H4)), in order to satisfy the test

[fst(z) < a), the attacker needs to be able to construct a pair pair(a,z). This condition is obtained by
computing mgug({fst(z) = a}) = {z — pair(a, z)}. The second block of clauses adds a knowledge clause for
each send action in the trace. The third block of clauses represents the attacker capabilities. It computes
the set of variants on f(y1,...,yr) for each function symbol f in the signature, e.g., variants(fst(x)) =
{0, {x > pair(z,y)}} (where §} denotes the identity substitution).

We shortly show that the set of seed statements is a sound and (partially) complete modelling of a trace.
However, we need one more definition to state this fact.

Definition 14. Let K be a set of statements. We define H(K) to be the smallest set of ground terms such
that:

f= (H<:B1,...,Bn) €K
o grounding for f Byo € H(K) B,o € H(K)
Ho € H(K)
ky(R,t) € H(K)
kuo (R, t) € H(K)
(Equivalently, H(K) is the least Herbrand model of K U{ke, . 0., (X, x) <= ke 0, (X, 2)}nen.)

SIMPLE CONSEQUENCE

EXTENDK

We show that as far as reachability predicates and intruder knowledge predicates are concerned, the set
seed(T") is a complete abstraction of a trace (please see Appendix (B for the proof):

Theorem 2. Let T be a ground trace.

12



eyord,..., bmoTl) <~ {k2107¢,4.4,f_7_107l(Xj7:UjUT*l/)}]'ERCVT(m)
forall0 <m<n

for all o € mgug({sk = tr}reTestr (m))
for all 7 € variants({10, ..., lmo)

Keyord,.ootmorl (Wisendp(m)|> tm0TL) <= {Keyory,..t; 1070 (X5, 20TL) }jeRevp (m)
for all m € Sendr(n)

for all o € mgug({sr = tx}reTesty (m))
for all 7 € variants(¢10,...,lmo, tmo)

k(c,c) <
for all public names ¢ € My

kZ1 ----- Zm(f(ylv"',Yk)vf(ylv---:yk)Ti) ~ {kél ----- Zm(YJWiji)}jG{lwwk}
foral0 <m<n

for all function symbols f of arity k
for all 7 € variants(f(y1,...,Yyk))-

Fig. 2: Seed statements

— (Soundness.) For any statement f € seed(T) U H(seed(T)), T = f.
— (Completeness.) If (T, D) Lo bm, (S, ) then:

1. Yol Lmel € H(seed(T)).
2. ng& FE ¢ then kthpJ,,...,mep\L(R7t\l/) S ”H(seed(T))

Remark 6. Please note that the set seed(T') is only partially complete in that we have not shown in Theorem
Bl that if o F7 ¢ and @ F7' ¢ then i, gy, 1.0y (R, R') € H(seed(T)).

We will shortly show how the completeness of seed(7") can be built upon to achieve a) full abstraction
of the trace T' and b) a procedure for checking equivalences =~ and ~y.

5 Procedure for deciding trace equivalence

We shall now describe a procedure for deciding trace equivalence. At a high level, this consists of two steps.

1. A saturation procedure which constructs a set of simple statements from the set seed(7T") which we will
call solved statements. The saturation procedure ensures that the set of solved statements is a complete
abstraction of T

2. Given two processes P and (), we saturate the set of seed statements for traces of P and ) and then use
the solved statements to decide whether P and @) are trace equivalent.

We shall now give the details of the procedure. We start by the saturation procedure.

5.1 Knowledge bases and saturation
The saturation procedure manipulates a set of statements called a knowledge base:
Definition 15. Given a statement f = H < By, ..., By,

— [ is said to be solved if for all 1 <i <mn, B; =k, 1, (X5, ;) for some variables x; € X, X; € V.
— f is said to be well-formed if one of the following holds:

1. f is not solved.

2. f is a solved reachability, equational and reachable identity statement.
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3. f is a solved deduction such that if H = ke, . ¢, (R,t) thent & X.

A set of well-formed statements is called a knowledge base. If K is a knowledge base, we define Ksoed =
{f € K| f is solved } to be the knowledge base restricted to the solved statements.

Given an initial knowledge base K, the saturation procedure produces another knowledge base sat(K). The
saturation procedure proceeds as follows. First new statements are generated and then the knowledge base is
updated with the new statements. This two-step process continues until a fixed-point is achieved. We describe
the two steps in the procedure.

Generating new statements Given a knowledge base K, new statements f are generated by applying the rules
in Figure[3] Each of the rule generates a new statement h. The rule RESOLUTION applies the standard rule of
resolution from first-order logic to an unsolved and a solved deduction statement and allows us to propogate
constraints imposed from a partial execution of a trace to its possible extensions. The rule EQUATION allows
us to derive new identities on recipes that may be imposed by the execution of the protocol. The rule TEST
allows us to conclude which identities necessarily hold in an execution of the protocol. Once the statement
h is generated, we update the knowledge base K with h. The process of updating K with h, denoted K & h,
is explained below.

feKvgeKsolved, f: (H<:kuu(X,t)7B1,...,Bn)
g= (kw(R, t') < Bn+1,...,Bm) o =mgu(ka(X, ), k(R t))) t&X
K := K @ h where h = ((H¢Bl,...,Bm)a)

RESOLUTION

fvg S Ksolved:
f= (ku(R, t) < B, .. .,Bn) g= (ku,,,,(R’,t’) = By, .. .,Bm) o = mgu(ka(L 1), kur (1, ))

K := K @ h where h = ((iulv/(R, R)«<B,..., Bm)a)

EQUATION

f,g S Ksolved, f = (Iu(R, Rl) = Bl, e ,Bn) g = (ruzv/ = Bn+1, ceey Bm) g = mgu(u, u')
K := K ® h where h = ((riu/v/(R, R') < By, ..., Bm)a)

TEST

Fig. 3: Saturation rules

Update The first step while updating the knowledge base by f is to convert f into a canonical form.

Definition 16. Given a solved deduction statement f, we define the canonical form of f to be the statement
fU obtained by first applying Rule RENAME below as many times as possible and then applying Rule REMOVE
below as many times as possible:

H < ky(X, 7). ko (Y, 2), B1,..., By,
(H < ku(X7x)7BlvaBn){Y — X}

RENAME

H < ky(X,2),B1,...,By x & vars(H)
H < B,...,B,

REMOVE

For any other type of statement f, the canonical form [\ is defined to be equal to f.
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It is easy to see that any statement f can be converted into a canonical form. After a canonical form has
been obtained, we perform another check before fl} can be added to the knowledge base. This check ensures
that we do not add unnecessary knowledge statements which could otherwise entail non-termination (see

Example 11| below).

Definition 17. The set of consequences of a knowledge base K, denoted conseq(K), is the smallest set
such that

AXIOM

Kuy(R,t) < ky (R, 1), By,. .., By, € conseq(K)

ky(R,t) < By,...,B, € K o a substitution
Bio < Ch,...,Cp € conseq(K) ... Byo < C,...,Cp, € conseq(K)
S

RE
kuw(R,t)o <= C4,...,Cy, € conseq(K)

Given a knowledge base K and a statement f, the update of K by f, denoted K & f, is defined to be
K U{f{} if the head of f is not of the form kg, o, (R,t). Otherwise, let

fh =k o, (Byt) = key e (X1stn), oo ke e, (X tn)

and

KU{fl}

if f is solved and for any R’ we have that
Key,on (B 1) = {key e (Xt Yieq,my ) € K

Ko f=q KU{ie, 0 (R R) < {key o, (X5, 85) jeqr,ny }
if f is solved and R’ is such that
ke, 0 (R, ) < {kzl,...,eij (X5, )} jeqr,.my} € K

Ku{fl} if f is not solved

where K’ = conseq(Ksolved)-

Please note that update is not a function, namely that there may be several R’,iq,...,4, such that
key,0,(Rt) <= key o (X15t1), ooy key gy (Xnstn) € conseq(Ksoived). However, we need to compute
only one such R',i1,...,1,.

Initial knowledge base One question that naturally arises is what is the initial knowledge base for the
saturation procedure. Given a trace 7', the initial knowledge base for the saturation procedure is defined as
follows.

Definition 18. Given a set of statements S, the initial knowledge base associated to S, denoted K;(S), is
defined to be the empty knowledge base updated by the set S, i.e., K;(S) = (0 ® f1) ® f2) ... f¢) where
fis--., fe is an enumeration of the statements in S. If T is a ground trace, we write K;(T) for K;(seed(T)).

Please observe that K;(T') depends on the order in which statements in seed(T) are updated. The exact
order, however, is not important and our results hold regardless of the order chosen. The saturation procedure
takes K;(T') as an input and produces a knowledge base sat(K;(T")). The reason for choosing K;(T') instead of
seed(T") as the starting point of the saturation procedure is that seed(7") may not be a knowledge base (recall
that a knowledge base is a set of well-formed statements). For instance, given a trace T' = in(c, z).out(c, x)
we have that Kin(c,z).out(c)(W1,2) < k(X, ) € seed(T). The set K;(T') is, however, a knowledge base. This
is an immediate consequence of the following proposition.

Proposition 2. If K is a knowledge base and f is a statement then K ® f is a knowledge base.
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Proof. We first observe that if a statement f is well-formed then K & f is a knowledge base, as equational
statements are well-formed and the canonical form preserves well-formedness, i.e. if f is well-formed then f|}
is well-formed as well.

If a statement f is not well-formed, then it is a solved statement of the form

ku(R, ZIJ) < By,...B,
By Definition kw(X,2) € By, ..., B, where v is a prefix of u. By rule AXiom
kw(X,z) < By,...,B, € conseq(K)

and therefore we have that K @ f = K U {i,(R,X) < By,..., B,} which is a knowledge base as equational
statements are well-formed.

Ezample 10. Continuing Example [9] on the trace
T =in(c, z).[fst(x) L aJ.out(c, h(s,snd(z))).out(c, s)

we have that K;(seed(T)) = seed(T). After saturating the initial knowledge base the set sat(K;(T))solved
contains in particular the following additional solved statements:

Kin(c,pair(a,a)).test.out(c) (W1, h(s, 7)) <= k(X, ) (14)
ke (wa, s) < k(X,x) (15)

ro < k(X, ) (16)

iw(Wi, h(we, Xo)) < k(X1,2), k(Xa, x), ke (X3, 2) (17)

Fiw (W1, h(wa, X3)) < k(X1, ), k(X2, ), ke (X3, 2), k(X1, 2) (18)

where w = in(c pair(a x)).test.out(c).out(c).
Statement ( is obtained by first applying RESOLUTION on statements (5) and (| . (defined in Exam-
ple E[) yleldlng
kin(c,pair(a,m)).test.out(c) (W17 h(57 I)) <= k(Y7 a)’ k(Xv 'T)
Applying again RESOLUTION on the above statement and statement @ we obtain . Statements and
(16) are obtained in a similar way.
To obtain statement we apply EQUATION on statements and yielding

iw(wla h(Yla }/2)) <~ k(X7 .’17), kw(Y17 8)7 kw(}/é7 LL’)
Applying RESOLUTION on this statement and statement yields ([17)).
Statement is obtained by applying TEST on statements and .

Ezxample 11. We now present a second, contrived example that illustrates the need of computing an update
based on our set of consequences. Consider the signature F = {f,g,h} where ar(f) = ar(g) = 2, ar(h) =1,
the (subterm convergent) rewrite rule

g(f(f(z1, h(x2)), ), f(f(z,h(y)), 71)) — f(z, h(y))

and the trace
T = out(c, h(s)).in(c, z).out(c, f(z, s))

The initial knowledge base contains the following deduction statements.

kout(c) (W1, h(s)) <= (19)
kout(c).in(c,w).out(c) (W27 f(l‘, S)) = kout(c) (X7 1‘) (20)
ki (h(X),h(2)) < kyi (X, ) (21)

ki (F(X1, X2),f(x1,22)) < kyi (X1, 21), ki (Xo, 22) (22)

ki (8(X1, X2), g(21,22)) < kyi (X1, 21), ki (X2, 22) (23)

kwi (8(X1, X2),f(2,h(y))) <= kui (X1, f(f(z1, h(z2)),9)), ke (X2, f(f(2, h(y)), 21)) (24)



for 1 <i < 3 where w = out(c).in(c, ¥).out(c) and w’ denotes the prefix of w of size i. Moreover we write
w'(t) for wi(t){z — t}.
Applying RESOLUTION to statement i=23) and we obtain the statement

Kuws (f(z1,h(22))) (8(W2, X2), (2, h(5))) < kyt (X, f(21, h(22))),
Kuws (f(z1 h(z2))) (X2, f(f(2, h(s)), 21))

Applying 3 times RESOLUTION with statement (22)), we obtain
Kuws ((z1 b)) (B8(Wa, FIF(X5 1, X5%), X3),f(2,h(s)))) <= kut (X1, 21), kyt (X2, h(22)),
K (11 h(2))) (X2 2),

Kus (f(ar () (X275 D (5)),
Kuws (a1 h(22))) (X3, 1)

Applying twice RESOLUTION with statement , and taking the canonical form we obtain

Kuws (f(a1,h(s))) (B(Wa, F(F(X2, w1), X1)), f(2,h(s))) <= ket (X1, 21), Kus (f(z1,h(s))) (X2, 2) (25)

As
Kus (1, h(s))) (F( X2, 1), f(z, h(s))) <= Kkt (X1, 1), Kus (521 h(s))) (X2, 2)

is a consequence of the previous solved statements (in particular of and ) the update will add the
equational statement

w3 (F(z1,h(s))) (8(Wa, F(F( X2, w1 ), X1)), f(Xa, w1)) <= ket (X1, 21), ks (f(z1 h(s))) (X2, 2)

Suppose we would have added directly statement . In that case we could again apply RESOLUTION to
statement (24} ¢ = 3) and which yields

kw3(f(m’1,h(s)))(g(g(w27 f(f(Xé> wy), X{)), XQ)? f(z, h(h(S)))) <= Kyt (X{, $/1),
kuws ((2/ n(s))) (X2, f(21, h(22))),
kws (X2, f(f(2, h(h(s))), 21))

Repeatedly applying RESOLUTION as before we can obtain the statement
kw3(f(x1,h(s))) (R, f(Z, h(h(s))))) <= k1 (Xl, 1’1), kWS(f(xhh(s)))(XQ, Z)

which is similar to statement but with an additional application of h. (We omit the precise form of R
for readability.) We see that we could procede indefinitely to produce statements of the form

kw3(f($1,h(s)))(Rn’ f(z, (h"(s)))) < ky1 (X1, 21), kWS(f($17h(S)))(X27 2)

demonstrating the need of verifying whether a statement is already a consequence or not.

Soundness and completeness of the saturation procedure We shall now show that the set of solved
statements in sat(K;(T)) is a sound and complete abstraction of a trace T. We need one more definition
which extends H(K) and allows us to establish that sat(K;(7)) is a complete abstraction of 7.

Definition 19. Let K be a set of statements. We define He(K) to be the smallest set of ground terms such
that H(K) C He(K) and closed under the following rules.
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iw(Rl,Rg) € He(K)
REFL - SYM -
Iw(R, R) S He(K) Iw(RQ, Rl) S He(K)

iw(Rh Rg) S HS(K) iw(R1, Rg) c He(K)
iw(Rl, Rg) S He(K)

TRAN

iw(Rllel) € HG(K)v"' 7|w(Rn7R;L) € He(K) f € }—a (M‘(f) =n

conG o (F(Rar o Ro) f(RL . RL)) € Ho(K)

i (R, R) € He(K)
o (R, ) € He(K)

EXTEND

ko(R.t) € H(K)  iw(R,R') € Ho(K)

EQUATIONAL CONSEQUENCE
ke (R, 1) € He(K)

We have that the set of solved statements produced by the saturation procedure is a sound and complete
abstraction of the trace T' (see Appendix |C| for the proof):

Theorem 3. Let T be a ground trace and let K = sat(K;(T)).

— (Soundness.) For any f € KUH(K), T k= f.
— (Completeness.) If (T,0) EEIN (S, ) then
1. MLiol,....Lnpl € He(Ksolved)-
2. ifga FE ¢ then kLleJ”_“’LanJ,(R, Ll,) S He(Ksolved)-

3 if oFRt and o F® t, then i, gy 1,0 (R R') € He(Keoived)-

Effectiveness of the saturation procedure We have shown that the set of solved statements in sat(K; (7))
form a sound and complete abstraction for the trace T'. However, the set sat(K;(T")) may, a priori, not be
computable for several reasons.

— As the set of public names M is infinite, the set seed(7T") for a ground trace T is infinite as well.
— For the update rule, we have to check that given a knowledge base K, a term ¢, labels ¢1, ..., ¢, indices
1<4y,...1,, < k, variables z1,...,x, € X and recipe variables X1,..., X, € ), whether

Liy, (Xna xn) € conseq(Ksolved)~

,,,,,

Furthermore, if the check succeeds then we have to compute one such R.
— The saturation procedure may itself not terminate even if the initial knowledge base is finite.

We now address each of these three reasons.

Firstly, we show that we only need to consider the saturation of the set K;(seed(T, Mr)) where Mr
is the (finite) set of public names occurring in 7. The set sat(K;(T")) can then be computed from the set
sat(K;(seed(T, M7))) by adding the set of clauses K}{j‘fl}%ss which is not required for the saturation and is
defined as follows.

Definition 20. Given a set of public names M C M and a set of solved reachability statements R we define

KR = (k(m.m) <}menr U {i(m,m) <}hnemt
{riu(m,m) < Bi,... By | m € M,1, < By,... B, € R}

The following is proved in Appendix
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Lemma 1. Let T be a trace and M1 C M be the public names occurring in T. Then
sat(K;(T)) = sat(K;(seed(Mr,T))) U K}{,Sflﬁss
where R is the set of solved reachability statements in sat(K;(seed(T, Mr))).

Since the set K;(seed(T, Mr)) is finite, this means that all intermediate knowledge bases in the saturation
procedure are finite.

Secondly, we show that the update step can be computed if we only have a finite number of statements
in the knowledge base (see Appendix |§| for the proof):

Lemma 2. Given a finite set of solved statements K, term t, labels f1,..., 0, indices 1 < iy,...1, <
k, variables x1,...,x, € X and recipe variables X1,...,X, € Y, it is decidable if there is an R such
that ke, .. e, (R, t) < key,...tr, (X1,21),. -, Ky, (X, Tp) € conseq(Koolved). If the answer to the decision

procedure is “Yes”, then we can compute one such R.

Thirdly, we show that our procedure terminates for the class of subterm convergent rewrite systems
(Definition . It has been shown in [6] that deducibility is undecidable for convergent optimally reducing
rewrite systems. As observed in [I] static equivalence is even harder to decide, as soon as the signature
may contain a free symbol (which does not change the statement that the rewrite system is convergent and
optimally reducing). As our algorithm would allow to decide static equivalence as a particular case we cannot
expect a general termination result. However, we prove that the saturation procedure does terminate for the
class of subterm convergent rewrite systems (see Appendix |E| for the proof):

Theorem 4. Let T be a ground trace and S = seed(T). For a subterm convergent rewrite system the com-
putation of sat(K;(S)) terminates in a finite number of steps.

We remark that the saturation is nevertheless sound and complete for the more general class of convergent
rewrite systems for which the finite variant property holds. Indeed, the procedure may also terminate on
protocols that rely on rewrite systems that are not subterm convergent. This is demonstrated in our case
studies when analysing protocols using blind signatures and trapdoor commitment schemes.

5.2 Algorithm

In this section we describe an algorithm to decide trace inclusion for determinate processes. In
we describe the checks REACHABILITY and IDENTITY which allow us to test whether a trace-represented
by the set K of solved statements in the saturated knowledge base associated to this trace—is included in a
determinate process P (see Appendix [E| for the proof):

Theorem 5. Let T be a ground trace, P a ground process and K = (sat(K;(T)))solved- We have that

— if T T P then REACHABILITY (K, P) and IDENTITY(K, P) hold.
— if P is determinate and REACHABILITY (K, P) and IDENTITY(K, P) hold
then T C.; P.

Note that performing the tests requires deciding if, given ¢, and w, k,, (R, t) € H(K) for some recipe R for
a knowledge base K containing only solved statements. It is easy to see that this is equivalent to checking if

(kw (R,t) < ) € conseq(K) and we have already shown that there is an effective procedure for this (which

finds an R if such an R exists).
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REACHABILITY (K, P)

For all ry, . 1, < {kw;(Xi,2:)} ieqr,...,m} € K do
let ci1,...,cr be fresh public names
such that o :wvars(ly,...,ln) = {c1,...,ck} is a bijection

if for all ¢ s.t. l; = in(d;,t;) we have that ki o, .1, ,0(Ri,tio) € H(K) then

L if I; € {test,out(c) | c € C}
let M= {in(di,Ri) if [; = in(di,ti)
check that (P,0) TN (T, )
endif
enddo

IDENTITY (K, P)
For all riy,...1,, (R, R') < {kuw, (X, %i) }icqa,...,m} € K do

let ci1,...,cr be fresh public names
such that o :wvars(ly,...,ln) = {c1,...,ck} is a bijection
if for all ¢ s.t. l; = in(d;,t;) we have that kio, .1, ,0(Ri, tio) € H(K) then
l; if l; € {test,out(c) | c € C}
let M; = ’
e v {in(di,Ri) if [; = in(di,ti)

check that (P,0) ELITEUN (T, ) and (Rw = R'w)yp

where w = {X; — z,0}
endif

enddo

Fig.4: Tests for checking T'C. P

Ezxample 12. We continue Example Let
T = in(c, z).[fst(z) = a].out(c, h(s,snd(z))).out(c, s)

and
T’ = in(c, z).[fst(z) = a].out(c, h(s, snd(z))).out(c, s').

The equivalence T' = T’ models real-or-random secrecy of s. Our algorithm can be used to show that
T Zp T'. In particular IDENTITY (K, P) does not hold. Indeed, as shown in Example we have that

fiw (w1, h(wg, X5)) < k(X1, 2), k(X2, x), ke (X3, 2), k(X71,2) € sat(K;(T))solved

where w = in(c, pair(a, z)).test.out(c).out(c). Let 0 = {x — ¢1}. We have that k(pair(a,c1), pair(a,c1) €
H(K) and

(T/,@) in(c,pair(a,c1)) test.out(c).out(c) (6, 80)

where ¢ = {wg — h(s,c1),w; — s'}. However, (wg # h(wy, ¢))p demonstrating that real-or-random secrecy
does not hold.

6 Prototype and case studies

6.1 The AKISs prototype

We implemented the procedure for checking equivalence in a prototype, AKISs (Active Knowledge In
Security protocols). AKiSs is written in OCaml and has about 2000 lines of source code, including code
for computing complete sets of finite variants and complete sets of equational unifiers. We used AKISSs to
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verify the equivalences in Examples[7]and [8] Using AKISS we were able to verify strong secrecy for Denning-
Sacco-Blanchet [I8] and Needham-Schroeder-Lowe (NSL) [50], resistance to guessing attacks in the EKE
protocol [16], and, more interestingly, anonymity of the FOO [45] and Okamoto [52] electronic voting proto-
colsE| To our knowledge, AKISSs is the only tool that can verify FOO and Okamoto completely automatically.
We discuss each of these examples in more details below. In [§] the tool has also been extended to verify a
property called everlasting privacy that appears in electronic voting. Several other protocols were analysed
in this context. AKI1Ss along with all the discussed examples is available on:

http://akiss.gforge.inria.fr

To ease protocol specification, the process calculus syntax used for specifying protocol we allow for an
operator interleave, denoted ||, which models parallel composition of processes and an operator sequence,
denoted ;, for modeling protocols structured in phases. These constructs are merely syntactic sugar and are
defined as follows. Given processes P and ) we define P; (@ as the sequential composition of each trace in P
with each trace in @), i.e.,

P;Q={N.T; | Ty € P,T; € Q}

Let € denote the empty sequence, aq, as be actions and T,T}, T, traces. The parallel composition of two
traces is the process defined inductively as

Tle=e|T=T
ar.Ty || az. Ty = {ay; (T1 || a2.T3), az; (a1.T1 || T2)}

The parallel composition is then naturally lifted to process, i.e., P | Q@ = Up,cpmeq 11 || To-

The || operator reflects the usual notion of parallel composition in process calculi. One may note that the
number of possible interleavings (and hence generated traces) is exponential. We can however slightly lower
this number due to the fact that test actions are silent, i.e., unobservable. We therefore define an optimised
interleaving operator ||, which generates fewer interleavings. In practice this gain is substantial on several
examples. In the following we let 7 (and decorations of 7) range over test actions, i.e. actions of the form

[s < t] for some terms s,t. « (and decorations of a) range over input and output actions. The optimized
parallel composition of two traces is the process defined inductively as

T TnlleT=T711...7T0

T Tnee; (T o1 ... 7, O/.T’),}

/
...l o1 T = m*
1 " lo 71 m {T{...T,r/n.a/;(Tl...Tn.a.T llo T7)

Intuitively we consider sequences of silent actions together with the following visible action as atomic. We
will now show that this is indeed a sound optimization when checking trace equivalence by showing that
Py || Pyt Py | P2 (see Appendix for a proof).

Proposition 3. Let T1,T5 be two ground traces.

l l l l

(T1 || To) == (T, @) iff (T1 ||o T2) === (T0, )

From this proposition it is easy to conclude that (P || Q) =~ (P o Q).

6.2 Security properties and case studies

We now give more details about our case studies.

5 Please note that as defined in [52], modeling of Okamoto’s protocol requires private channels. As we do not have
private channels in our calculus, we transform the protocol so that every message sent by honest participants on
a private channel is sent encrypted under a key not known to the adversary
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Strong flavors of confidentiality The strong secrecy property was introduced by Blanchet in [I8] and we
rephrase it here in our setting. Let P be a protocol with = as the only free variable of P. Then x is said to
be strongly secret if

in(c,z1).dn(c, x2).(P{x — z1}) = in(c, z1).in(c, z2).(P{z — x2}).

Intuitively, the attacker cannot distinguish the processes using variables 1 and z2 even though it can choose
arbitrary (public) values for these variables. The definition generalizes to multiple variables in the expected
way. We illustrate this property on a Denning-Sacco-Blanchet protocol. Informally, the protocol can be
described as follows.

A — B : aenc(sign(pair(pk(ska), pair(pk(skb, k))), ska), pk(skb))
B — A:enc(z,k)

A sends to B a fresh symmetric session key k together with A’s and B’s public keys. This is signed with A’s
secret key and (asymmetrically) encrypted with B’s public key. Upon receiving this message, B decrypts it,
checks the signature and uses the fresh session key to symmetrically encrypt a secret z. The detailed protocol
model is given in Figure 5] We note that the rewrite system is subterm convergent. We used AKISs to verify

Rewrite System:

fst(pair(z,y)) — = adec(aenc(z, pk(y)),y) — = check(sign(z, y), pk(y)) — ok
snd(pair(z,y)) = y dec(enc(z,y),y) = = msg(sign(z,y)) — =

Processes:

P; = Setup; (A || B) (re{1,2})

Setup = out(c, pk(skA)).out(c, pk(ekB)).in(c, z1).in(c, z2)
A = out(c, aenc(sign(pair(pk(skA), pair(pk(ekB), k)), skA), pk(ekB)))
B; =in(c, z).

o

[check(adec(z, ek B), pk(skA)) = ok].
[fst(msg(adec(z, ekB))) < pk(skA)].
[fst(snd(msg(adec(z, ekB)))) < pk(ekB)].

out(c, enc(z;, snd(snd(msg(adec(z, ekB))))))

Fig. 5: Formal description of the protocol by Blanchet

this protocol for strong secrecy of x (with one session of A and B). This protocol is determinate, and hence
we used ~; to verify that P; ~. P». The verification succeeds as expected.

A variant of the protocol [I8] consists in letting A also send out a secret y encrypted with k changing
the first message to

A — B : pair(aenc(sign(pair(pk(ska), pair(pk(skb, k))), ska), pk(skb)), enc(y, k))

In this case the protocol does not respect strong secrecy of z,y as, by choosing x1 = y; and z2 # ys, the
attacker can distinguish the two situations by testing the equality of the encryptions of  and y. The detailed
model is given in Figure[6 This attack is again found by AKISS.

AKIiSs also verifies strong secrecy of the nonce generated by the responder in the Needham-Schroeder-
Lowe (NSL) [50] protocol. The NSL protocol is a two-way handshake protocol relying only on public encryp-
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Rewrite System:

fst(pair(z,y)) = adec(aenc(z, pk(y)),y) = = check(sign(z, y), pk(y)) — ok
snd(pair(z,y)) = y dec(enc(z,y),y) = = msg(sign(z,y)) — z

Processes:

P; = Setup; (A; || Bs) (ie{1,2})

Setup = out(c, pk(skA)).out(c, pk(ekB)).in(c, z1).in(c, z2).in(c, y1).in(c, y2)
A; = out(c, pair(aenc(sign(pair(pk(skA), pair(pk(ekB), k)), skA), pk(ekB))),
enc(y1, k))
B; =in(c, z).

[check(adec(z, ek B), pk(skA)) = ok].
[fst(msg(adec(z, ekB))) < pk(:skA)}.
[fst(snd(msg(adec(z, ekB)))) = pk(ekB)].
out(c, enc(z;, snd(snd(msg(adec(z, ekB))))))

Fig. 6: Formal description of the variant protocol by Blanchet

tion of fresh nonces and can be informally described as follows.

A — B : aenc(pair(ng, A), pk(skb))
B — A : aenc(pair(ny, pair(n,, B)), pk(ska))
A — B : aenc(pair(ny), pk(skb))

Once again, the modelling of NSL leads to a subterm convergent rewrite system and determinate processes.
We therefore used ~,; for our verification. The detailed model is given in Figure[7}

Rewrite System:
fst(pair(z,y)) — = snd(pair(z,y)) = y adec(aenc(z, pk(y), 2),y) — «

Processes:

P; = Setup; (A || B) (1 €{1,2})
Setup = out(c, pk(skA)).out(c, pk(ekB)).out(c, skD)in(c, z1).in(c, z2)
A = out(c, aenc(pair(nq, a), pk(skD),r1)).
in(c, y).[snd(snd(adec(y, skA))) = d].
out(c, aenc(fst(snd(adec(y, skA))), pk(skD), r2))

B; = in(c, z).[snd(adec(z, skB)) = a.
out(c, aenc(pair(fst(adec(z, skB)), pair(z1,b)), pk(skA),r3))

Fig. 7: Formal description of the NSL protocol

This model includes a session of the initiator who is willing to engage with any participant (including the
attacker to allow man-in-the-middle attacks) and a session of B who is willing to engage a session with A.
Note that if B was willing to start a session with an arbitrary initiator the secrecy of n;, would be trivially
broken in a session with the attacker. (In a more complex model one could of course add additional sessions
for B with an arbitrary initiator.) We note that for the verification of NSL, one needs to explicitly model
randomness for asymmetric encryption since the protocol is insecure if deterministic asymmetric encryption
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is used. Indeed, as the attacker may choose the value of n; he could simply recompute the last message and
compare it with the message sent by the initiator.

We also used AKISs to verify the above protocols for real-or-random secrecy. Let P be a protocol and
n € names(P). Then n is said to be real-or-random secret if

P;out(c,n) ~ P;out(c,n’)

where n’ is a fresh name, i.e. a name that does not appear in P. Real-or-random secrecy is particularly useful
to model resistance to offline guessing attacks in password protocols [I4]. Intuitively, an offline guessing
attacks works in two phases. In the first (online) phase, the attacker interacts with the protocol P in an
arbitrary way. In a second (offline) phase, the attacker tries all possible passwords against the data recorded
in the first phase. Our property states that the attacker cannot distinguish the case where he tests the real
password (n) from the case where he tests a wrong password (n’). We show that the EKE protocol [16] is
resistant to offline guessing attacks. The protocol can be described informally as follows:

A — B :enc(pk(k)),w)

B — A : enc(aenc(r, pk(k)), w)
A — B :enc(na,r)

B — A : enc((na,nb),r)

A — B :enc(nb,r)

In the first step A generates a new private session key k and sends the corresponding public key pk(k) to B,
encrypted (using symmetric encryption) with the shared password w. Then, B generates a fresh symmetric
session key r, which he encrypts (using asymmetric encryption) with the previously received public key pk(k).
Finally, he encrypts the resulting ciphertext with the password w and sends the result to A. The last three
steps perform a handshake to avoid replay attacks. Using AKISS we have shown that the protocol resists to
offline guessing attacks on the password w. As EKE is modelled by a subterm convergent rewrite system and
determinate processes, we used the = relation. The detailed description of our model is given in Figure

Rewrite System:
fst(pair(z,y)) = x adec(aenc(z, pk(y), 2),y) = «
snd(pair(z,y)) =y dec(enc(z,y),y) — =

Processes:

P, = (A || B);out(c,w)
P, = (A || B);out(c,w")
A= f)u(t(c7 e)nc(pk(k),w)).
out(’c,ler';c(na7 adec(dec(z1, w), k))).
in(c, z2).[fst(dec(x2, adec(dec(z1, w), k))) < Ngl.
out(c, snd(dec(x2, adec(dec(z1,w), k)))).
B =in(c,11).
out(c, enc(aenc(r, dec(yr, w), rp),w)).
in(c, y2).
out(c, enc(pair(dec(yz, ), np),7)).

Fig. 8: Formal description of the EKE protocol

Anonymity for electronic voting protocol A voting protocol must respect voter privacy: the adversary should
not be able to learn how each voter voted. AKISS can automatically verify voter privacy in the FOO electronic
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voting protocol [45] and the Okamoto protocol [52]. Voter privacy is naturally modelled as an equivalence
property [39U13]: it is not possible to distinguish the situation where honest voter A votes ‘yes’ and honest B
votes ‘no’ from the situation that A votes ‘no’ and B votes ‘yes’. Note that our modelling of the protocols,
that we make precise below, is exactly the same as in [39]. We assume that only voters A and B are honest
while all other entities are dishonest. An arbitrary number of dishonest voters are however subsumed by the
attacker and need not be modelled directly.

We now briefly describe the two protocols. The FOO protocol relies on blind signatures and a commitment
function. The rewrite system is specified in Figure [JJ We note that the rewrite system is not subterm
convergent, but it is optimally reducing. The protocol consists of 3 phases informally described as follows.

Phase 1 :

V — A : sign(blind(commit(v, ), b), skV))
A — V : sign(blind(commit(v, ), b), skA))
Phase 2 :

V — C: sign(commit(v,r), skA)

Phase 3 :

V-C:r

In the first phase, the voter V commits to his vote v which he blindly signs and sends to the election
administrator A. A checks eligibility of V and then signs the blinded commitment. Blinding the commitment
ensures that A cannot trace the ballot. V unblinds the signature and obtains a ballot which is signed by A.
In the second phase, V submits the signed ballot to a collector C who publishes all the submitted ballots
on a public bulletin board. Finally, in the 3rd phase, V submits the random r which allows to open the
commitment to C who again publishes this value on the bulletin board. The election can now be tallied by
any observer. The detailed model is given in Figure[J} Note that only two honest voters need to be modelled
for showing anonymity. All remaining voters and election authorities are subsumed by the adversary. The
processes AyesBpno and Ay, Byes model the situation where these two honest voters have swapped their vote.
The protocols do not lead to determinate processes. Therefore, we proved the relation AyesBpno ~p AnoByes-

Rewrite System:
open(commit(z,y),y) = = check(sign(z,v), pk(y)) — =
unblind(sign(blind(z, y), 2),y) — sign(z, 2)

Processes:

Py = Setup; Ayes Bno
P> = Setup; ApoByes
Setup = out(c, pk(ska)).out(c, pk(skgs))
V-Phasel = out(V,sign(blind(commit(v, ), b), sk)).
in(A, z).[check(z, pk(skA)) = blind(commit(v, 1), b)]
V-Phase2 = out(C, unblind(z, b))
V-Phase3 = out(C,r)
AB = (V-Phasel{"* [v,"™ [, [2.,"* [5,% /2, } ||
V-Phase1{" /4,**B /1,70 /.20 /5,0 [2, });
(V-Phase2{% /p,% [} || V-Phase2{® /,,"" [+ });
(V-Phase3{"*/+} || V-Phase3{™/})

Ayeano - AB{yes/v(”no /Ub}
AnoByes - AB{no/’UruyeS /’Ub}

Fig. 9: Formal description of the FOO protocol
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We will not give a detailed description of the Okamoto protocol and refer the reader to [39]. The protocol
is a variant of the FOO protocol which aims at achieving receipt-freeness. To avoid vote-selling, a voter should
not be able to provide a receipt of how he voted to a potential coercer. In the FOO protocol this is possible
by sending all private names to a coercer. The main tool to avoid this problem in the Okamoto protocol
is the use of trapdoor commitment functions. These functions allow to change the value of committed vote
using a secret value called the trapdoor. Following [29] we model trapdoor commitment by the following
rewrite system:

open(tdcommit(z, y, 2),y) — « tdcommit(zx, f(z1,y, 2, x), z) — tdcommit(zy,y, 2)
Open(tdcommit(xa Y, Z)a f(.T, Y, =, $1)) — 21 f(xlv f(iL’, Y, 2, xl)a 2 xQ) - f((E, Y, =, ‘TQ)

Intuitively, a trapdoor commitment tdcommit(z,y, z) commits to = using the key y and trapdoor z. The
commitment can be opened using key y to x. However, knowing the trapdoor z one may compute an
alternate key f(x1,y, 2, ) which opens the commitment tdcommit(z,y, z) to x; rather than x. This rewrite
system is again optimally reducing but not subterm convergent and out of the scope of most tools, even in
the simpler case of a passive adversary. The only result we are aware of that can verify protocols for the case
of passive adversary and which uses trapdoor commitments is [29]. As for the FOO protocol we used the
relation = to prove anonymity.

To our knowledge, no other tool can handle the above two protocols automatically. We are aware of two
other attempts for verifying the FOO protocol. Using ProVerif [I8], Delaune et al. [40], verify a transformation
of the protocol. However, the soundness of this transformation has never been proven. Chothia et al. [27]
verify a different notion of anonymity (also based on process equivalence) using the uCRL tool. However,
the attacker they consider is only an observer that cannot interact with the protocol participants, yielding
only a finite state system.

Efficiency On a standard modern laptop, AKISs takes a few seconds to carry out the above verification,
except for the verification of the Okamoto protocol which takes about 30 seconds. Most of the computa-
tional effort goes into the saturation of the traces. Interleaving individual roles of a protocol introduces an
exponential blowup on the number of traces and saturations to perform. However, we believe that we can
scale to larger protocols and more sessions by parallelizing the saturation of these traces (e.g. on clusters of
machines). An implementation performing saturations in parallel is currently in progress.

7 Conclusion

In this paper we present a novel procedure for verifying equivalence properties for a bounded number of
sessions of cryptographic protocols. The procedure has been implemented in a tool which is able to handle
examples which are out of the scope of existing tools.

There are several directions for future work. The implementation of the tool should be optimized and we
plan to analyze more examples coming from electronic voting, RFID protocols and auction protocols which
all have requirements stated in terms of equivalences.

We would also like to extend the procedure to be able to take disequalities into account. On the one hand,
disequalities will allow to verify processes with else branches which are important in a number of practical
examples. On the other hand, characterizing disequalities in our decision procedure would allow to directly
decide trace equivalence based on static equivalence (rather than static inclusion). Another direction would
be to extend the procedure to allow AC operators in order to treat protocols based on exclusive-or and
Diffie-Hellman exponentiations.
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A Optimally reducing convergent rewrite theories and static equivalence

In this section, we shall sketch the proof of undecidability of static equivalence for equational theories when
the equational theory form an optimally reducing convergent rewrite system. We shall first show that the
deducibility relation is undecidable. Then we can use the results of [I] to conclude that checking static
equivalence is also undecidable.

Lemma 3. Given a signature F, an optimally reducing convergent rewrite system R over F, a frame ¢ that
maps elements of W to elements of Tr xrpm and a term t € Tr ar a1, the problem of checking whether there
exists a recipe v € Tr pmw such that ¢ ="t is undecidable.

Proof. (Sketch.) We shall reduce the problem of checking whether a 2-counter deterministic Minsky ma-
chine halts on empty inputs to our problem. Recall that a 2-counter Minsky Machine is tuple CM =
(Q’ ds,4f, 61'177,67 62'2nc7 631'zdec’ 6j2'zdec) where
— ( is a finite set of control states.
— ¢s € @ is the initial state.
— gr € @ is the final state.
— 01 . C @ x Q is the increment of counter i for i = 1,2.
5izdec C @ x @ x Q is the conditional jump of counter ¢ for i =1, 2.

CM is said to be deterministic if from each state ¢, there is at most transition out of g. The semantics
of CM is defined in terms of a transition system (Conf, (¢s,0,0), =) where Conf = @ X N x N is the set of
configurations, (qs, 0,0) is the initial configuration and — is defined as follows:

(¢:1,5) = (¢'si+1,5) if (¢,q') € 6}

(@1,9) = (¢ij + 1) if (¢, ) € 62

(¢,1,5) = (q,77’vj) if i =0 and (g, q, q//) jzdeu
(q,i,7) = (¢",i—1,7) if i # 0 and (¢,¢',¢") € Zdec,
(¢,4,79) — (¢',4,7) if j=0and (q,¢',¢") € Zdec, and
(¢;4,4) = (¢"i,j — 1) if j # 0 and (¢,¢',¢") € 62zdec

A sequence of configurations sg, $1, . . . s is said to be a computation of CM is so = (gs,0,0) and s; — s;41
fori=0,1,...k—1. A computation sg, 51, ... s is sad to be a halting computation of CM if s = (¢, 0,0).

The halting problem asks given a 2-counter machine CM if there is a halting computation of CM.

Now, given a deterministic 2-counter CM = (Q, qs, qf, 63,0y 62,0, 5szec7 5]22dec) we construct F, R, p,t as
follows. For each ¢ € @, F will consist of a O-ary symbol ¢. In addition, F will consist of a 4-ary symbol
h, a 0-ary symbol Z, a unary symbol s and a unary symbol Run. Intuitively a term h(q, z,y,w) will stand
for a configuration of the counter machine CM with ¢ as the control state, x and y as the contents of the
two counters and w some auxiliary information. The term Z will stand for the natural number 0. The term
s(z) will stand for increment of counter z. Finally Run(:) will encode a command to execute one step of the
counter machine.

The rewrite sybtem R consists of the following rewrite rules:
Run(h(q, z,y,w)) h(q', s(z),y,w )if (4,4) € Ojpe-
Run(h(q,z,y,w)) hid',z, s(y), w) if (, )€5fm
Run(h( Z Yy, w )) ( Z Yy, w ) ( q q,/) € 61zdec'
Run(h(q, s(z),y )) hq" @y, w) if (

(h( E )i (

q, q q”) € 6lzdec'
Run(h(g, z, Z, ) ¢z, Z,w 0.4.4") € 522dpc-

Run(h(q,x S( ) )) q/ T,y,w ) lf (q q qll) € 62zdec‘

R can be shown to be convergent and optimally reducing. Fix a secret name n € N and let ¢ = {w; >
h(gs, Z,Z,n) } and let t be h(qy, Z, Z, n). Now, it can be shown that for each configuration (g, ¢, j) of CM there
is a computation sg, s1, . . . s, such that sg = (g, 4, j) iff there is a recipe r, such that ¢ =" h(q, s(2), s (Z),n).
It follows that there is is an recipe r such that ¢ F" t if and only if CM halts.
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It is shown in [I] that given a signature F and a rewrite system R, the problem of checking whether a
term is deducible from a frame can be reduced to the problem of checking of static equivalence of two frames

by just adding one unary function symbol to the signature, while keeping the same equational rewrite system
R over the extended signature. This yields:

Corollary 1. Given a signature F, an optimally reducing convergent rewrite system R over F, frame ¢

and varphis that map elements of W to elements of Tr ar,m, the problem of checking whether 1 =5 @2 is
undecidable.
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B Proof of Theorem [2; Soundness and completeness of the set of seed
Statements

We prove soundness (see Lemma 4] and Proposition [4)) and completeness (see Lemma [5)) for the set of seed
statements.

Lemma 4 (Soundness of the set of seed statements). Let T' be a ground trace. For any statement f
in the set of seed statements seed(T) we have that T |= f.

Proof. We suppose the same naming conventions for T" as in the definition of the set of seed statements (see
Section [4.1)). We prove that for each statement f € seed(T") we have that T' |= f. There are four kinds of
seed statements (see Figure [2) which we consider one-by-one.

1. Let m be such that 0 < m < n, let o and 7 be substitutions such that o € mgug({sx = t& }reTests(m))
and 7 € variants(lyo,...,l,0). We show that

f= ((relaw,..qemaw “= {kélam..,eﬂaw(vaijTi)}jeRch(m)))

is a statement that is true in 7.
Let w be an arbitrary substitution grounding for f. Assume furthermore that 7' = (ke ory,....¢;, o7y (X, 2j0T]))w

for all j € Revyp(m). We show that T = (rg,ory,.. 0,00, )w. In fact we will show a stronger statement. In
particular, we show that

T ': (%mi ..... épa‘ri)w

for all 0 < p < m. We proceed by induction on p.
Base case: p = 0. We have (rg,or),....0,0r)w = r. and T |= (re,o7),....0,0r) )W trivially.

) )

Inductive case: p > 0. We assume that T' |= (rg,0ry,....¢,_,0r))w and we show that T' |= (rg,ory,.. 0,071 )W

by case analysis on a,. Before, we do the case analysis, let us first fix some notations.
Let Ty =T and @1 = ¢. As T'|= (r¢,074,... 4,_,0r) ), We have that there exist Ly, ..., L, 1 such that

B

L;
(T3, i) == (Tig1, Pit1)

and L;p; =g £iorlw for all 1 <4 < p, where T; = (a;. . ... an){7; = ;0T IW}jerev, (¢ — 1) and where @;

extends ;1 (for all 1 < ¢ < p). We can now do the case analysis.

(a) ifa, = out(cy, tp), then £, = out(c,) by definition. Let Tp41 = (ap+1--- - - an {75 = 2;0TIW} jeRevr (p)
and let @11 = ¢©p U{Waom(p,)+1 = tpoTiw}. Let L, = out(c,). By the definition, we have that

LP
(Tpa Spp) — (Tp+1v Soerl),

which is was we wanted to prove.

. ?

(b) if a, = [s, = tp), then £, = test. Let Tp11 = (apy1.. ... an){x; = ;07}w}jcRevy (p) and let o1 =
Pp-
As 0 € mgug({srk = tr}reTestr(m)), We have that s,o =g t,0 and therefore s,o7|w =g tpoTlw.
Hence,

test
(Tp, op) — (Tp+1, Ppt1),
as we wanted to prove.
(¢) If a, = in(cp,zp), we know that p € Reve(p). Let Tpy1 = (apsi1----- an){r; = 2;0TIWw}jcRevr (p)
and let p,.1 = ¢p. As p € Revy(p), we have that T = (keory,... 0, 10rL(Xp, TpoT]))w (this is an
antecendent of f). Therefore ¢, FX»* z,07|w and, by letting L, = in(c,, z,07]w), we obtain by the

definition of — that .
(Tpa Sﬁp) — (Tp+17 901)-&-1)7

which is what we wanted to prove.



We have shown that T' = (reory,....0,0r))w-
2. Let m € Sendr(n), 0 € mgug({sx = tk frcTesty(m)) and 7 € variants(t,,). We show that the statement

f= ((kelaw ottt (WiSendp (m)|> (tm0T) 1) <= {keyory,.., E_j_lor¢(Xj7ijT\I/)}jeRch('rrz)))

holds in 7.
Let w be a substitution grounding for f. We assume that

TE (k(lo—r%.‘,e]‘,lm—i(Xj, zjoT]))w

for all j € Revy(m) and we show that T = (ke ory.,... 0, 0rL (WiSendr (m)]» (Em0T) 1))w.

Let T; = (a. .. .. an {75 = T;0TW} jeRevr(i—1) and ©; = Ui<j<|Sendr (i—1)|{Wj > to(j)0Tw}, Where o(j) =
min{z | |Sendr(z)| = j}, i.e. o(j) denotes the index of the jth send action.

We distinguish two cases:

(a) if there exist Ly,..., L,, such that (T1,) Ly (Ty, p2) Lo Lm, (Tt ©mi1) and Lip; =r

lioTlw for all 1 < ¢ < m, we have that

SDm(W\sendT(m)\) = o(|Sendp (m))TTW = 0 TW

and we have that ¢ FYisndrtml ¢, 07w and therefore ¢ FYIsndr(mI (¢, 07)Jw which implies that

T ): (kllaTi ..... Zmari(W|SendT(m)|7thT\L))w~
(b) otherwise, we trivially have that T = ke, ory.....0,, 07 (W]Sendp (m)]s (Em0T) |)w.

We have shown that T |= f.
3. Let ¢ be a public name. T' = (k(c, c) <= ) trivially holds because § ¢ c.
4. Let g be a function symbol of arity k and let o € variants(g(x1,...,2x)). We show that the statement

7= (kg(X1 o X g, m)od) < k(X 200 e, )

is true in 7.
Let w be an arbitrary substitution grounding for f. We assume that 7' |= k(X;,z;0l)w forall 1 < j <k
and we show that

TE (k(g(X1,...,Xk),9(z1,...,26)0]))w.

We have that
f X zjolw

for all 1 < 57 < k by our hypothesis. But this implies
O 9@ Xw) g o lw, . apolw) =g g(T1, . .. 2k) 0w

which immediately implies that T = (k(g(X1, ..., Xk),g(z1,...,25)0]))w.
We have shown that T' = f.

We have shown for every statement f € seed(T") that T = f. O

Proposition 4 (Soundness of H()). Let T be a ground trace and K be a set of statements such that for
all f € K we have that T = f. Then for all f € H(K) we also have that T = f.

Proof. The proof of this proposition is a straightforward induction on the size of the smallest proof of
feH(K).
Base case The proof of f € H(K) is obtained by applying the rule SIMPLE CONSEQUENCE. We have that

f'=(H <) e K and f = f'o where o is a substitution grounding for f’. As f’ € K, by hypothesis, T = f'.
Hence, as all variables in f’ are universally quantified, T = f’o.
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Inductive case We proceed by case distinction on the last rule which has been applied.

— SIMPLE CONSEQUENCE: We have that f' = (H < B;...B,) € K, o is a substitution grounding for
f! such that f = Ho and B;o € H(K) for 1 <i <n. As H < B;...B, € K we have by hypothesis
that T = H < By ... By, and hence T' |= (H < By ... B,)o. By induction hypothesis we also have that
T | B;o. Hence, we conclude that T = Ho.

— EXTENDK: We have that k,(R,t) € H(K). By induction hypothesis T' |= k,(R,t). It follows from the
semantics of k that T' = ky, (R, t).

Lemma 5 (Completeness of the set of seed statements). Let T and S be traces and let ¢ be a frame.
Ly,....Ly

If (T,0) —=25 (S, ) then

(A) TLigl,....Lapl € H(seed(T));
(B) if o FE t then ki oy, 1,01 (R 1)) € H(seed(T)).

Proof. We prove the two statements by induction on n. We assume that the two statements hold for any
L17~--7Ln

index less than n and we prove them for n. As (T, () —== (S, ), we have that

— there exists w such that (Lypl, ..., Lppl) = (b1, ..., 4w,
— Spw =R trw for all k € Testp(n).

We prove each of statements in turn:

(A) As spw =g tpw for all k € Testr(n), by the definition of mgug there exists o € mgug({sx L th fheTests (n))
such that:
(a) dom(o) C X,
(b) sro =g tyo for all k € Testp(n) and
(¢) w[X] =r (om)[X] for some substitution =

where X = vars({sk, t }reTests (n))-

It follows that (¢1, ..., 4,)wl = (€1, ..., €,)on] for some substitution 7. By the definition of variants((¢y, . . .

there exists 7 € variants((¢1, ..., 0, )o) such that (¢1,...,¢,)onl = (¢1,...,L,)or)7" for some substitu-
tion 7/. By the definition of seed(T"), we have that

f= (relo—w,.uxnm <= kelaw,...,eHaw(vaijTi)jeRchm)) € seed(T').

Let 77 be the substitution that extends 7/ by {X; = R;} crevy(n) Where R; are recipes for x;w.
We have by the induction hypothesis that each antecedent of f7” is in H(seed(T')). Therefore

Myorlr,.. . bporlr” = Ylyorlr!,...bnoTiT! € H(Seed (T))
(B) By induction on R, we show that:

Kiiol,... Lot (R, Rpl) € H(seed(T))

(a) If R = c is a public name, and as the statement f = (k(c7 c) < ) is in the set of seed state-
ments by definition, we have that k(R, Rpl) = k(c,¢) € H(seed(T')) by definition and therefore
Kiyol,....npt (R, Rpl) € H(seed(T')) by the EXTENDK rule.

(b) If R = wj, let m be the smallest index such that |Sendr(m)| = j (i.e. m is the index of the action a,,
that output the content of w;) and let ¢, be the term such that a,, = out(c, t,,) for some channel

c.
As for we choose o € mgug({sg < L} heTestr (m)) sSuch that (£q,... 0y wl = (f1,...,0,)om]
for some substitution w. Let 7 € variants((¢1,...,%m,tm)o) and 7" be substitutions such that

(1o by tm)w = (U1, oo by b )T )T
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We have by the definition of the seed knowledge base that

h = (kelaT\L,...,fmo'TJ,(WjatﬂLUTJ/) ~ {kﬁloTi,...,ﬁk,loTi(kaxkO'T\l/)}kERch(m)> € Seed(T)'

For k € Revp(m) we let Ry, be recipes of xxo7|7’ =g xjw in the smallest possible prefix of ¢. Let
7" = 7" U{Xk = Ri}reRevr(m)- We have that the antecedents of h7” are in H(seed(T')) by the
induction hypothesis. Therefore

Kevorlrt,.. tmorlr (Wi tmoTlT")
= kfl ot ... lmoTlT! (WJ, tmO—T\JﬂJ)
=Koyttt (W, twl) € H(seed(T)).

But (¢1,...,¢n)wl isaprefixof w = (¢4, ..., {,)wl and therefore by the EXTENDK rule ky, (w;, tymwl) =
ky(Rj, Rjpl) € H(seed(T)), which is what we had to prove.

IfR= f(Ry,...,Ryg), let 7 € variants(f(y1,...,yx)) and 7’ be such that Rp| = (f(y1,...,yx)7)d7.
By the definition of the seed knowledge base, we have that the statement

9= (Ker ot POV V), 01 9)7H) = {Kert (V557D e,y ) € seed(T),

Let 7" = wU T U{Y; = Rj}jcq1,...x}- We have that all antecedents of g7 are in H(seed(T")) by
the induction hypothesis. Therefore, the head of g7” is also in H(seed(T)).
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C Soundness and completeness of saturation: Proof of Theorem

C.1 Soundness of saturation

In this section, we prove the soundness part of Soundness is an immediate consequence of
Lemma 6 Lemma [§] Lemma [I2] Lemma [J] Lemma [10] Lemma [11] and Lemma [I3] proved below.

Lemma 6 (Soundness of canonicalization). Let T be a ground trace. If T |= f then T = fl.
Proof. We will show that each canonicalization rule is sound:

1. For the RENAME rule, consider a statement
f= (H ki (X, 2), key oy, (Yox), By, . ,Bn>
where k <[ and we show that if T = f then T |= g where
g= ((H ke (X,2), By, ..., B)Y X})

Let 7 be a grounding substitution for g such that T =k, .4 (X, 2){Y — X}7, Bi{Y — X}7,..., B {Y —
X}r. We show that if T |= f then T = H{Y — X }r.
Let 7/ be a substitution identical to 7, except for 7/(Y) = 7(X). We will show that all the antecedents
in fr’ are true in T.
Indeed, ky, .1, (X, 2)T" = ki, 1 (X, 2){Y — X }7 holds by hypothesis. Ask < land T = ke, ... 4 (X, 2)7,
we also have that T =k, ¢, (X, 2)7" = k¢, 4, (Y, 2)7'. Furthermore T = B17' = Bi{Y — X}r,...,B,7' =
B,{Y — X}7 by hypothesis. As T |= f, and all antecedents of f7’ are true in T', we obtain that T = H7'.
But H7' = H{Y +— X}7 and therefore we have that T = H{Y — X }7. As we have chosen 7 arbitrarily,
it follows that T = g.

2. For the REMOVE rule, consider a solved statement

f= (H ki (X,2), By, . .,Bn)

such that the rule RENAME does not apply to f and such that z ¢ vars(H). We show that if T |= f then
T E g where

g= (H<:B1,...,Bn)

Let 7 be an arbitrary substitution such that T = By7,..., B,7. We will show that T = H7 and hence

TEg.
Let (T1,¢1) = (T,0). We distinguish between two cases:

(a) If (T1, 1) Ly (T, p2) Loy L, (Tx+1,pr+1) such that L;p; = t;7 for all 1 < i < k, we consider
the substitution 7’ to be identical to 7 except for 7/(z) = (X7)pp11.
As x ¢ vars(H) and because f is solved and the rule RENAME does not apply, we have that = ¢
vars(By, ..., By,) and therefore T = By7' = By71,...,B,7 = B,T.
Furthermore, we have that T |= ky, .4, (X, z)7’ by the definition of k.
As all antecedents of f7/ are true in T and T = f, it follows that T = H7'. But Hr = H7’ since
x & vars(H) and therefore T' = Hr.

(b) Otherwise, we trivially have that T |= ke, ..+, (X, z)7. We have that all antecedents of fr are true
in T and therefore, as T |= f, it follows that T = Hr.

We have shown that T |= g, therefore the rule REMOVE is sound.

We have shown that both rules for computing the canonical form are sound and therefore T' = f|
whenever T |= f. ]
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Lemma 7 (Monotonicity of k). Let T be a ground trace. If T = ky(R,t) then T |E kyy (R, t).
Proof. Immediate by the semantics of k.

Lemma 8 (Soundness of the consequence). Let T be a ground trace and K a knowledge base. If for all
f € K we have that T |= f, then for oll f € conseq(K) we have that T |= f.

Proof. We show that both inference rules are sound.
For the AXIOM rule, soundness follows immediately from Lemma 7]

For the RES rule, let f — (ku(R,t) . Bl,...,Bn> and g; = (Bia . Cl,...,0m> for 1 < i < n be

statements such that T |= fand T = ¢; (1 < ¢ < n). We will show that T |= (ku(R, tyo < Cq,...,Cp)
by letting 7 be a substitution such that T = Ci1,...,Cp7 and proving that T' | k,(R,t)o7. Indeed, as
TECT,...,.Chrand as T = g; (1 <4 <n), we have that T |= B;ot (1 <i <n). But T | f and therefore
T = ky (R, t)or as well. By monotonicity of k (Lemma [7) we conclude that T |= ky, (R, t)oT.

Lemma 9 (Soundness of the Resolution saturation rule). Let T be a ground trace and f, g and h be
defined as in the RESOLUTION rule. If T = f and T |= g then T |= h.

Proof. We consider the following statements:

f= H<:kgl,___,gi(x,t),Bl,...,Bn)
9= (Keppoy (R) = Buy1, .., B
h = (H<=Bl,...,Bm)a)

with j < 4 and where o = mgu(kgflwﬂg/j (R,t"), ke, ,....0; (X, 1)). We will show that if T = f and T |= g then
T h.

Indeed, let T be an arbitrary substitution grounding for kA and assume that T' |= Byor, ..., Bhor. We will
show that T' = Hor. As T |= Byy107,...,Bno7 and because T |= g, we have that T |= kg, (R,t)oT.
But kg/p___j;(R, t)or = key,.0; (X, t)oT as 0 = mgu(kglly.”’g;_ (R,t'), ke, ,....0;(X,1)). As j < 4, it follows by
Lemma [7|that T |= ke, ¢, (X, t)o7 as well. As all antecedents of for are true in T and because T |= f, we
have that T' = Ho7. As 7 was chosen arbitrarily, it follows that T |= h. O

Lemma 10 (Soundness of the Equation saturation rule). Let T be a ground trace and f, g and h be
defined as in the EQUATION rule. If T = f and T |= g then T = h.

Proof. We consider the following statements:

f: ku(th)<:Bla"'7Bn>
g = ku’v’(Rlvt/) ~ BnJrlw . 7Bm)
h = ((iww (R, R') < By,... ,Bm)o)

where o = mgu(ky (R, t), ky (R, ).

We will show that if T |= f and T | g then T' |= h. Let 7 be an arbitrary substitution grounding for h.
We assume that T | Byor,...,By,or and we show that T | iy (R, R )or. As T = Byor,...,Bpot
and because T | f we have that T | ku(R,t)or. But ky(R,t)or = ky(R,t')or by choice of o =
mgu(ky (R, t), ke (R,1')) and therefore T' |= k,/ (R, t')o7. By monotonicity of k (Lemma|7) we also have that
T = kyrw (R, t)oT. As T |= Bpy107 ..., Bp,o7 and because T' |= g we also obtain that T |= kyry (R, t')oT.
As T |= kyror (R, t")or and T |= kyrr (R, t')oT, we have by definition that T' |= iy (R, R )oT.

We have shown that the head of h7 is true in T. As 7 was chosen arbitrarily, it follows that h holds in
T. O
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Lemma 11 (Soundness of the Test saturation rule). Let T be a ground trace and f, g, h be statements
as in the TEST saturation rule. If T = f and T |= g then T = h.

Proof. We consider the following statements:

f=(u(RR) < Bi,....B,)
9= ru/v/<:Bn+1a'~~aBm)
h = ((fiww (R, R < By, ... ,Bm)a)

where o = mgu(u, u’).

Let 7 be an arbitrary substitution grounding for h. We assume that 7' = BioT, ..., B,,o7 and we show
that T = riy (R, R')7. Indeed, as T' = Bior,...,Byo7 and as T |= f, we have that T |= i, (R, R')oT. As
T & Bpt107,...,Bpor and as T = g, we have that T |= ryr o7

But 0 = mgu(u,u’) and therefore uor = v/o7. Hence, we immediately obtain T | fiy (R, R')oT, which
is what we wanted. As 7 was chosen arbitrarily, it follows that T |= h.

Lemma 12 (Soundness of the update). Let T be a ground trace and K a knowledge base. If for all
f € K we have that T |= f and if T |= g, then for any f € (K & g) we have that T |= f.

Proof. It K @ g = K U{gl}, we immediately conclude by Lemma Otherwise, it must be that

gl = (kél,...,ék (R,t) <= key o (Xa,w1)5oo s key e, (men))

for some R, t,01,... Lr, i1, 0n, X1y-es XnyZ1y--.,2, and K @ g = K U {h}, where

and where
g/ = (kél,‘..,ﬁk (RI7 t) C kél,...,éil (X17 ‘7/'1), MR kfl,‘..,fin (XTL7 wn)) 6 ConseQ(Ksolved)~

It is sufficient to show that T = h. As Kgved C K, it immediately follows that ¢’ € conseq(K) and, by
Lemma T = g’. We now show that T' = h. Let 7 be an arbitrary substitution grounding for h such that the
antecedents of ht are true in T'. As the antecedents of h7 are the same as the antecedents of gll7 and those
of g7, and as T |= gl (by Lemma@ and T }= ¢’ we have that T |= ke, ¢, (R, t)T and T |= ke, .. ¢, (R, t)T.
But this immediately implies that T |= ip, . ¢, (R, R')7T (the head of h7). As 7 was chosen arbitrarily, it
follows that T' = h. |

Lemma 13. Let T be a ground trace and K a knowledge base such that for all f € K we have that T = f.
Then for all H € He(K) we also have that T |= H.

Proof. This result is proved by structural induction on the proof tree witnessing the fact that H € He(K).
]
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C.2 Completeness of saturation

In this section, we prove the completeness part of The first two items of the completeness are
immediate consequences of and Lemma 20| proved below. The third item follows from the second
item, direct applications of the definition of H,, Corollary (proved below) and applications of the Sym and
TRAN rules.

Proposition 5. Let K be a knowledge base, f = (kuv(R7 t) < Cl,...7Cm) a statement such that f €
conseq(K) and 7 a substitution that is grounding for f such that C;t € H(K) for all 1 < i < n. Then
kuo (R, t)T € H(K).

Proof. By induction on the proof tree of f € conseq(K).

— If the AXIO0M rule was used, we have that C; = k, (R, t) for some ¢ and, by hypothesis, C;7 € H(K). We
conclude using the EXTENDK rule.

— If the RES rule was used, we have that there exists (ku/ (R',t') < By,... ,Bn) € K and a substitu-
tion o such that ky(R,t) = ky (R',t')o and B;jo < C,...,C,, € conseq(K) (1 < i < n). By the
induction hypothesis, we have that B;or € H(K). As (ku/ (R',t') < By, .. .,Bn> € K, it follows that
ky (R, t')or = ky (R, t)T € H(K). We conclude using the EXTENDK rule.

Proposition 6. Let K be a knowledge base. If kyy(R,t) € He(K) and i,(R, R') € He(K), then k(R t) €
He(K).

Proof. As ky(R,t) € He(K), we claim that there exist R’ such that
ko (R",t) € H(K) (26)

and such that i, (R, R"”) € He(K). This can be shown as follows. There are two possible ways to conclude
that ke (R, t) € He(K):

1. ky(R,t) € H(K) itself. In that case we can take R” to be R itself. Note that i, (R, R) € He(K) thanks
to the REFL rule.

2. The fact that k., (R, t) € H(K) is derived using EQUATIONAL CONSEQUENCE rule. In this case, the claim
follows from the definition of the EQUATIONAL CONSEQUENCE rule.

But iy, (R, R') € He(K) and therefore, by the symmetry and transitivity of i, (-, -), we have that
iw(R",R") € He(K). (27)
Using Equations [26[ and we immediately obtain by the definition of He that ky, (R',T) € He(K).
Definition 21. When H € H(K) we define S(H, K) to be the size of the smallest proof tree of H € H(K).

Definition 22. We write w C w’ whenever w is a prefiz of w': i.e. there exists {1,...,¢, such that w' =
by, ..., 0y and w =¥q,..., Ly for some 0 < m < n.

Proposition 7. Let K be a knowledge base. If ky,(R,t) € H(K) (resp. iw(R,S) € H(K)) then there exist
a statement [ = (kw/(R',t’) = Bl,...,Bm) € K (resp. f = (iw/(R’,S’) = Bl,...,Bm) € K)and a
substitution o such that R'c = R, t'oc =t (resp. S'c = S), w'oc C w, Bioc € H(K) for all1 < i < m and
> 1ciom S(Bio, K) < S(ky (R, 1), K).

Proof. We prove the proposition by induction on the smallest proof tree of H = k,,(R,t) € H(K) (resp.
H=i,(R,S) € H(K)). We proceed by case distinction on the last proof rule that has been applied.
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— SiMPLE CONSEQUENCE: In this case we have that there exist a statement f = ( H' < By, ..., Bm) eK

and a substitution ¢ such that H'c = H, Bijo € H(K) forall 1 <i<mand ) ,.,.,,S(Bio,K)+1 =
S(ky (R, t')o, K). Hence we directly conclude.

— EXTENDK: In this case H = k,(R,t) and we have that w = wv for some u,v and k,(R,t) € H(K).
By induction hypothesis, we have that there exists f = k. (R',t') < By,..., B, € K and o such that
Ro=R,tc =t o Cu, Bjo € H(K) forall 1 <i <mand ) ,_,.,, S(Bio, K) < S(kw(R, 1), K).
As u C w, we also have that /o T w. Moreover, S(ky(R,t) € H(K)) = S(ky(R,t) € H(K)) + 1
> <iem S(Bio, K) which allows us to conclude.

Lemma 14. Let K be a saturated knowledge base and f € K be a statement
f= (H<:Bl,...,Bn)

where H is eitheri,(R, R'), ri,(R, R") orry. If o is a substitution grounding for [ such that B;o € H(Ksolved)
for all 1 < i < n then we have that
Ho € H(Ksolved)~

Proof. We prove the lemma for the case where H =i, (R, R"). The proof for the two other cases is similar.
Let G = Zie{l,...,n} S(B;0, Ksolved)- We prove the lemma by induction on G. If f is a solved statement, the
conclusion is immediate by the definition of H.

Otherwise, if f is not a solved statement, there exists some B; (1 < j < n) such that B; = ky, (X}, ;)
and tj € X.

As Bjo € H(Ksolved), it follows by Proposition |7|that w; = u;v; for some u;,v; and that there exists

g = (kus (R;, t;) = Bn-i—lv SRR Bm) € Ksolved

and a substitution ¢’ grounding for g such that B,1107,..., Bno' € H(Ksoved), R;»O'/ = X,o, t;»O'/ = t;o,
’U,;-O'/ = U0 and S(BJJ) > Zie{n+1 _____ m} S(B,LU/)

Asw=o0Uo’ is a unifier of H' = ku/ (R}, 1) and ky, (Xj,t;), it follows that the two terms are unifiable.
Let 7 = mgu(H’ ky,(Xj,t;)) denote their most general unifier. As K is saturated, it follows that the
RESOLUTION saturation rule was applied to f and g and therefore the resulting equational statement

h= (iw(R,R’) < By,...,Bj_1,Bji1,.. .,Bm)T

must be in K (by the update function, equational statements are added to the knowledge base).
As w is a unifier of H" and k,; (X;,t;) and as 7 = mgu(H’, ky, (X;,1;)), it follows that there exists w’
such that w = 7w’. We have that ' is a substitution grounding for h, that

BiTW/ eH (Ksolved)

forie{l,...,7—1,7+1,...,m} and that Zie{l _____ 1L m}S(BiTw’) <gG-1.
Therefore we can apply the induction hypothesis to & and w’ and conclude.

Lemma 15. Let K be a saturated knowledge base. If r,, € H(Ksolved), v (R, R') € H(Ksoned) and u' C u,
then riy (R, R') € H(Ksolved)-

Proof. As r, € H(Ksolved), there exists a solved statement f = (rv < Byq,... ,Bn> € Ksoved and a substitu-
tion ¢ grounding for f such that B;o € H(Ksolved) for all 1 < i < n and such that u = vo.
Asiy (R, R') € H(Ksolved), there exists by Propositiona solved statement g = (iw(T7 7)< Bpi,---, Bm)

and a substitution 7 grounding for g such that B;7 € H(Ksned) for all n +1 < ¢ < m and such that
vJuw Jwr, R=T7and R\ =T'r.
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As vo = uw J wr, it follows that v = vyv; such that vy and w are unifiable (¢ U 7 is such a unifier). Let
w = mgu(vg, w) and let m be such that o U7t = wr.

As the knowledge base is saturated, the TEST saturation rule must have fired for f and g and therefore
K must have been updated by h where

h= ((ri,,(T, T') < By, ..., Bm)w>.

But as h is not a deduction statement, the update must have simply added h to K and therefore h € K.
We have that Bywnm = B;jo € H(Ksoved) for all 1 < i < n and that Bywnr = B;7 € H(Ksoed) for

all n +1 < i < m. By applying Lemma to the statement h and the substitution 7, we obtain that

riy (T, T )wr = riy, (R, R') € H(Ksolved)- O

Lemma 16. Let K be a saturated knowledge base. If ky (R, t) € H(Ksolved) and kyy (R, t) € H(Ksoived) then
iw (R, R") € H(Ksoved) for some w C uv.

Proof. Let w = 01,..., 0 and v = g y1,...,0. As ky(R,t) € H(Ksolved), it follows by Proposition (7] that
there exist
f = (kw(sa 3) <~ Bh e 7Bn) S Ksolved

and a substitution o grounding for f such that B;o € H(Ksoved) (1 < i < n) and ky (S, s)o = ky (R, t) for
some 1’ C u a prefix of u.
Similarly, as ky, (R, t) € H(Ksolved), it follows that there exist

f = (kwf(S/,S/) < By, .. .,B{n) € Ksolved

and a substitution ¢’ grounding for f’ such that Bjo € H(Ksoved) (1 <7 < m) and kg (S',s")o" = ky (R, 1)
for u” C uv a prefix of uv.
We have that wo C u, which trivially implies wo C uv. We also have w'o’ C uv. Let w = £1,..., £, and
w' ={f,..., £, Suppose q < p, the other case being symmetric. We have that (¢1,...,¢,)0 = (¢1,...,£])o".
We have that cUc” is a unifier of ket (5, 8) and key ..o (L, 8'), it follows that 7 = mgu (ke ... (5 9), key..en (5, 8)
exists. As K is saturated, it follows that the equational statement

h = (ig/v_‘_,g(p(S,S/) <= Bl,...,Bn,Bi,... ,B;n)T e K

resulting from applying the EQUATION saturation rule to f and f’ is in K (Note that since h is an equational
statement, hll = h).

As 0 U ¢’ is a unifier of kg/l,__ﬂg;(,,s) and k@/ll7___7g;/(,, s') and as 7 = mgu(kg/w__,%(,, s), kg/1/7___,g;/(,, s), it
follows that there exists w such that o U o’ = Tw.

We have that w is grounding for h and that BiTw, ..., ByTw, BiTw, ..., B!l 7w € H(Ked). Therefore,
we have by Lemma [T4] that

iy, (S, 8")Tw =0, 10 (R, R') € H(Ksolved)-
As (04,...,4,)0 is a prefix of uv we conclude.
Corollary 2. Let K be a saturated knowledge base. If ky (R, t) € H(Ksolved) and Ky, (R, t) € H(Ksolved) then
iuv (R7 R/) € He(Ksolved)-

Proof. The corollary follows from Lemma [16| by the EXTEND rule of the definition of He.
Lemma 17. Let K be a saturated knowledge base, let
f = (Ku(Rit) = By, By)

be a statement such that f| € Keowed and let o be a substitution grounding for f such that B;o € H(Ksolved)
for all 1 < i <mn. Then we have that

(kw (R’ t))o € He(Ksolved)-
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Proof. We prove this by induction on the number of canonicalization steps.
If f is already in canonical form, then the conclusion is immediately true by definition of H. Otherwise,
there must be a canonicalization rule which can be applied to f. We distinguish between two cases:

1. If the RENAME canonicalization rule can be applied, then f must be of the form:
I = (Ku(R,t) = Ku(X,2), koY 2), Ba, ., By )
Let us consider the statement f’ obtained by applying RENAME to f:
f= (kw(R, t) < ko(X,2), Bs, ... Bn){y — X}
By the definition of a statement, Y has at most one occurence in By, ..., B, and therefore we have that
(B1,Bs,...By){Y — X} =(B1,Bs,...,B,). Therefore (B, Bs, ... By){Y — X}o = (B1, B3, ..., Bn)o.
We can therefore apply the induction hypothesis on f’ and o to obtain that
ke (R, 0){Y — X}o € He(Ksolved)- (28)
But ky (X, 7)o € H(Ksoned) and ky, (Y, z)o € H(Ksolved)- By Corollary [2, we have that
i (X, Y)o € He(Ksolved)- (29)

From Equation 28] and Equation 29 and as uv is a prefix of w by the definition of a statement, we
conclude by Proposition [6] that
Kew (R7 t)O’ S He(Ksolved)-

2. If the REMOVE canonicalization rule can be applied, then f must be of the form:
f = (ku(R.t) = Ku(X,2), By, By ).
Let f’ be the statement obtained from f by applying REMOVE. We have that
f:@daw¢3%“£Q.
By applying the induction hypothesis on f/ and o, we immediately obtain our conclusion:
ky (R, )0 € He(Ksolved)-

Lemma 18. Let K be a saturated knowledge base, let
f= (kw(R,t) . Bl,...,Bn>

be a statement such that f| = (kw(R’,t) <= (4,.. .,Cm) for some R',C4,...,C,, and let R" be a recipe
such that
9= (kw(R",t) = C,..., Cm) € conseq(Ksolved)

and such that
h = (iw(RH, R/) <~ Cl, ey Cm) € Koolved-

Let o be a substitution grounding for f such that B;o € H(Ksolved) for all 1 < i < mn. Then we have that

(kw (R’ t))o € He(Ksolved)-
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Proof. We prove the lemma by induction on the number of steps to reach the canonical form.
If f is already in canonical form we have that By,...,B, = C1,...,C,, and, by applying Proposition
to g and o, we have that
kw(R/, t)O’ € H(Ksolved)-

Furthermore, as h € Kqoed and as all antecedents Byo, ..., B,o = Cio,...,Cpo of ho are in H(Ksolved), We
have that
iw(RN, R/)U S H(Ksolved)-

It immediately follows that
kw (RH, t)CT S He(Ksolved)a

which is what we had the prove.
Otherwise, there must be a canonicalization rule which can be applied to f. We distinguish between two
cases:

1. If the RENAME canonicalization rule can be applied, then f must be of the form:
f= (kw(RJ) = ku(X, ), kuo (Y, ), B, .. .,Bn).
Let us consider the statement f’ obtained by applying RENAME to f:
F = (kw(R, t) < ku(X, ), Bs, ... B,L>{Y - X).

By the definition of a statement, Y has at most one occurence in By, ..., B, and therefore we have that
(Bl, Bg, . Bn){Y — X} = (Bl,Bg, e, Bn) Therefore (Bl, B37 . Bn){Y — X}O’ = (Bl,Bg, ey Bn)O'
We can therefore apply the induction hypothesis on f’ and o to obtain that

ki (R, ){Y = X}o € He(Keolved)- (30)
But k. (X, z)o € H(Ksolved) and ky, (Y, z)o € H(Ksolved). By Corollary 2| we have that
iuv(Xa Y)U S H(Ksolved)' (31)

From Equation [30] and Equation [31] and as uv is a prefix of w by the definition of a statement, we
conclude by Proposition [f] that
kw (R; t)U € He(Ksolved)~

2. If the REMOVE canonicalization rule can be applied, then f must be of the form:
J = (ku(R.t) < Ku(X,2), Ba..., By ).
Let f’ be the statement obtained from f by applying REMOVE. We have that
= (kw(R,t) = BQ,...,BH).
By applying the induction hypothesis on f’ and o, we immediately obtain our conclusion:
ki (R, t)0 € He(Ksolved)-
Lemma 19. Let K be a saturated knowledge base, let f € K be a statement
f = (ku(R,t) < Bi,.... B,)
and let o be a substitution grounding for f such that B;o € H(Ksoed) for all 1 < i < n. Then we have that

(kw (R’ t))o € He(Ksolved)-
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Proof. Let G = Zie{l """" ) S(Bio, Ksolved)- We prove the lemma by induction on G.
If f is a solved statement, the conclusion is trivial by the definitions of H, He.
Otherwise, there exists some B; = ky, (Xj,1;) (with 1 < j <n) such that t; ¢ X.
As Bjo € H(Ksolved), we have by Proposition [7| that there exist

g = (ku’(Rlvtl) ~ Bia .. aB;n> S Ksolvedv

a substitution ¢’ grounding for g such that Bio’,..., B, 0’ € H(Ksolved); ku (R, )0’ = ky (X}, t;)o for some
prefix u C w; of w; and S(Bjo, Ksolved) > Zie{l,...,m} S(Blo’, Ksolved)-

As o0 U ¢’ is a unifier of k,(X},t;) and k, (R',t"), it follows that 7 = mgu(ky(X;,t;), ku (R, 1)) exists.
The substitution o U ¢’ must be an instance of the most general unifier 7. Hence is a substitution w such
that c U0’ = Tw.

As K is saturated, it follows that the RESOLUTION saturation rule was applied to f and g. Let h be the
resulting statement:

h= (kw(R,t) < By,...,B;_1,Bjs1,...,Bn,B,,.. .,B;n)f.
We distinguish two cases:

1. if h is not solved we have that h € K by the update function (as K is saturated).
We can therefore apply the induction hypothesis on h and on the substitution w to immediately conclude.
2. if h is solved, we distinguish two cases:

(a) either h{ € K, in which case we conclude by applying Lemma to h and w.
(b) or hl = (kw(R”,t) =0, .,ck) and

B = (kw(R’/’7t) =0y, Ck) € conseq(Kolved)

and
h” = (iw(Rma R//) <~ 017 LR} Ck) € Ksolved

for some R, in which case we conclude by applying Lemma
Proposition 8. If k,(R,t) € He(K) then kyy(R,t) € He(K).

Proof. As ky(R,t) € He(K), it follows that k,(R',t) € H(K) and i, (R, R) € He(K) for some R'. By the
EXTENDK rule, we have that k,,(R’,t) € H(K) and by the EXTEND rule, we have that i, (R, R) € He(K).
We conclude by rule EQUATIONAL CONSEQUENCE that ky,(R,t) € He(K), which is what we had to show.

Lemma 20. Let S be a set of seed statements and let K = sat(K;(S)). Then H(S) C He(Ksolved)-

Proof. Let H € H(S). We will prove by induction on the proof tree of H € H(S) that each node of the tree
is in He(Ksolved)- We proceed by case distinction on the last rule that has been applied to derive H.

1. EXTENDK: we have that H = k, (R, t) and ky(R,t) € H(S) for some prefix u of w, in which case by the
induction hypothesis we have that ky(R,t) € He(Ksolved) and we conclude by Proposition
2. SIMPLE CONSEQUENCE: there is a statement

f:(H’<:B§,...,B;) es

and a substitution o grounding for f such that H = H'o and Bjo € H(S).
By the induction hypothesis, we have that Bio € He(Ksolved). W.l.0.g. assume that B = Kuw (X, ;). As
Blo € He(Ksolved), we have by definition of He that there exist Rj such that

kw;o—(R;’ tio) € H(Kolved), (32)
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iwéa(R;u XZU) € He (Ksolved) (33)

forall 1 <i<n.
But w}o is a prefix of w, where w is such that H = predicate,(...) with predicate € {r,k}. Note that
as S is a set of seed statements, predicate ¢ {i,ri}. By applying the EXTEND rule to Equation , we
obtain

iw(R;, XiO') S ,He(SsoIved)~ (34)

Let o’ be the substitution defined to be o except that it maps X; to R} for all 1 < ¢ < n.
We will show that H'o’ € He(Ksolved)- As K was updated by f, there are three cases:
(a) if f € K, we conclude by Lemma [19| or Lemma [14] (depending on the predicate). Moreover, when
predicate = r, we use the fact that H(Kowed) € He(Ksolved)-
(b) if f € K and f ¢ K, in which case f must be a solved deduction statement. In this case, by
Lemma we obtain that H'o’ € He(Ksolved )-
Ku

(c) if fU = (R, t) < C4,..., Cm) and there exists R’ such that

(kw (R/’ t) = Clv ceey Cm) € COHSGQ(KsoIved)

and such that
(iw(R, R)<Cy,..., C’m) € Keoned-

In this case, we have that H'c’ € He(Ksolved) by Lemma

We have shown that H'o’ € He(Ksolved). We distinguish several cases depending on predicate:
— predicate = r: In such a case, we have that H'0’ = H'c = H and we easily conclude.
— predicate = k: In such a case, we have that H'c’ = k,,(R'0’,to’) for some R!.
We claim that i, (R0, R'0") € He(Ksolved)- In fact, we claim that for any R°, we have that i,, (R0, R%") €
He(Ksolved)- The proof is by induction on the structure of RO :

o RYis a name. Now R'o = Ro’ and the claim follows from REFL rule.

e RY is a variable. There are two sub-cases. The first is that R° is X, for some 1 < i < n. In this
case, the claim follows from Equation The second sub-case is that R # X, for any 1 <1i < n.
The claim follows from REFL rule.

e RV is F(RY,...,RY) for some m-ary function symbol F. Note that we have by induction hy-
pothesis, i, (R0, RV0") € He(Ksoned) for each 1 < i < m. The claim now follows by CONG
rule.

Since ky (R0, t0") € He(Ksoned) and to = to’, using Proposition @ we conclude that k,(R'o,to) €
7'[e([(solved)-
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D Effectiveness of the procedure

D.1 Proof of Lemma 1l
We let = denote the saturation relation. We let == denote the reflexive closure of =.

Lemma 21. Let K be a knowledge base and My C M a set of public names such that names(K) N Mg =
0. Let K1 C K, r where R is the set of solved reach statements in K. If h is a statement such that
names(h) N Mo =0, then

(K@Kl)@h:(K@h)H’JKl

Proof. If h is not solved or if it is not a deduction statement, we have that (KW K;)®h = (KWK,)U{h} =
(KU{h})W Ky = (K&h)dK;.If his asolved deduction statement, let

hi = key,0 (R 1) = key e (X1521), - ke, (Xins Tn)-

We distinguish two cases:

L. either ke, o (R,t) <= key, oy (X1,21), - ke, (Xns Tn) & conseq((K W K1)solved) for any R, in
which case

(KWK & h=(KwK)U{hl} = (KU{h}}) W K.

It follows that ke, .. ¢ (R',t) < Key,...t:, (X1,21), . key e, (X, @) & conseq(Ksonved) for any R
either (since K C K W K3). Therefore K @ h = K U {hl} and we immediately conclude by replacing
K U{hl} by K & h in the equation above.

2. or ke, e (Rt = key e (X1,21), - key s, (X, Tn) € conseq((K W K )solved) for some R, In this

i

case, (K WK)®h=(KWK;)U{f} where

f= (iel,...xk(R, R') <= {keyos, (XG5 25) equ,o., n})}'

To conclude we show the following claim.

If names(t) N Mo = () and
i (Xh $1)7 ce kil,...,éin (Xna xn) S COHSGQ((K O] Kl)solved)

then
key (Rt <= key o (X1, w1)s o key e, (X, ) € conseq(Ksolved)

Wi

To proof this claim we proceed by induction on the size of the proof tree of

kghm)gk(R/,t) = kgl}m’gil (Xl,.’L‘l), ey kéh,,. 0. (Xn,.’l'}n) € conseq((K ] Kl)solved)-

Lin
Base case: we need to consider two cases according to which rule has been applied.

— AXioM: the rule does not depend on the knowledge base and we trivially conclude.
— REs: we have that n = 0, i.e., H <= € (KUK1)soived and Ho = kg, .4, (R, t). As names(t)NMo =0
we have that H < € Kgoed- Hence, ke, 4, (R, 1) € conseq(Ksolved)-
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Inductive case: We suppose that the proof ends with an application of the RES rule. We have that
H < By,...,B,, € (K U Kl)solvedy B,o < kghm)gil (Xl, .’L‘l), ceey kgl).wgi" (Xn,.’L‘n) € conseq((K W
Kl)solved) and Ho = kgh“_,gk(R/,t). Let H = ku(S,t/) and Bi = kul(Y;,yl) As Ho = k@l,m’gk(R/,t)
and names(t) N My = (), by inspection of the statements in K, it must be that H < By,...,B,, €
Kooved- Moreover, as t'c = t we have by hypothesis that ‘o N My = () and hence t' N My = 0. As
y; € vars(t') we have that y,0 N My = () and we can apply our induction hypothesis to conclude that
Bio < ke, (X1,21),. ., keyorp, (X, ) € conseq(Koed) for 1 < i < n. Hence, as

H<:Bl,-.-7Bm S Ksolved

and
Bio < kél,...,&;l (Xh 561), ey kél,... 4 (Xna -Tn) S conseq(Ksolved)

Tin

for 1 <4 < n we conclude that ke, ., (R',t) € conseq(K).

Lemma 22. Let K be a knowledge base and My C M a set of public names such that names(K)N Mg = .
Let K1 C Knm,,r where R is the set of solved reach statements in K. If

KWK, = K"

then K" = K'W Ky with K =~ K', Ky C K,z where R’ is the set of solved reach statements in K' and
names(K') N Mo = 0.

Proof. We perform a case distinction depending on which saturation rule triggered:

1. if rule RESOLUTION triggered, we will show that f,g € K.
Indeed, no statement (k(m,m) = ) € Kj can play the role of g in the RESOLUTION saturation rule
since ' = m must unify with ¢t ¢ X. Therefore ¢ must be m, but m & names(K) by hypothesis and
therefore ¢t cannot be m.
No statement in K; can play the role of f in the RESOLUTION saturation rule since they have no
antecedents.
Therefore f,g € K and names(h) € My. We choose K' = K @ h, K = K; and we conclude by
Lemma 211

2. if rule EQUATION triggered, we distinguish three cases:

(a) if a statement (k(m,m) = ) € K plays the role of f in the EQUATION saturation rule, we have

that ¢ = m. As t/ unifies with m, we have that either ¢ = m or that t’ is a variable. The second
case is not possible since g must be well-formed. Therefore t' = m. As m € names(K) by hypothesis
it follows that g € Ky and therefore g = k(m, m). Therefore the resulting statement is i(m,m). We
choose Ky = K1 U {i(m,m)}, K’ = K to conclude.

(b) if a statement (k(m,m) < ) € K; plays the role of g, the reasoning is analogous to the case above

(c) otherwise f,g € K. Therefore names(h)NMgy = 0. We choose K’ = K@ h and K, = K; to conclude.
3. if rule TEST triggered, we distinguish two cases:

(a) if (i(m,m) = ) € K; plays the role of f, then ¢ =r, < By,...,B, € K. We choose K’ = K and

Ky = Ky U{riy(m,m) < By,...B,} to conclude.
(b) otherwise f € K. The statement g must also be in K since g is a reachability statement and K; does
not contain reachability statements. We choose K/ = K & h and K5 = K; to conclude.

From the above lemma we can immediately conclude that if My = M \ names(K) and
K U{k(m,m)}mem, =" K’

and K’ is saturated, then

K :* KI/
with K" saturated and K’ = K" U K, r+ where R” is the set of solved reach statements in K”. This
means that there is no need to keep track of all (an infinite number of) names during the saturation process.
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D.2 Proof of Lemma 2

Proof. The definition of conseq(K) yields a direct recursive algorithm which moreover computes R:

— (Axiom) Check whether ¢ = x; for 1 < j < n. If this is the case return (yes, Xj;).
— (Res) Otherwise, guess a (solved) statement k,(R',t") < ky, (Y1,91), .- ku, (Y, yx) € K and compute
substitution o such that ke, .. ¢ (R, t) = ky(R',t")o. Check recursively whether

.....

3R ku, (R, yi)o <= key, o, (X1, 21)5 -0 key g,

Win

(X5, z,) € conseq(K)
for 1 <1 < k. In that case return (yes, R'[Y; — R;]i<i<n). Otherwise return no.
Termination is ensured because the size of ¢ when checking whether
AR ke, 0 (R, t) < Ky, s, (X1,21),. - ke, oy, (X, T) € conseq(K)

strictly decreases in each recursive call. Indeed, when k,(R',t") < ky, (Y1,91), - - ku, (Yi,yx) € K we have
that ¢ ¢ X because it is well-formed and y; € vars(t’) by definition of a statement. Hence, |y;0| < |t'o| = |¢].

D.3 Termination of the saturation

Throughout this section we suppose that all statements have distinct variables. This can be supposed w.l.o.g.
because all variables are universally quantified. Moreover, we are assuming that the rewriting system is
subterm convergent.

Basic properties
Lemma 23. Let K be a knowledge base. We have:

1. for all substitutions o, for all f € conseq(K), fo € conseq(K)

2. for all (ku(R, t) < By,.. .,Bn) € conseq(K), for all symbolic runs v, (kuv(R, t) < Bi,.. .,Bn) €
conseq(K)

3. for all statements H <= ky v, (R1,t1), ..., Kupo, (B, tn), for all predicates ky, (S1,71),- -, Kw, (Sk, T%),
if (H < kuyo,(R1,t1)s- - kupo, (Ryytn)) € conseq(K) and for all i € {1,...,n}, (ku,(Rit;) <
Ky (S1,71), -+ -, ku, (Sk, 7)) € conseq(K) then (H <= kuy, (S1,71), ., kuy, (Sk, 7)) € conseq(K).

Proof. We prove the three properties separately.
Property : We prove the property by induction on the length of the derivation of f € conseq(K).

Base case, size of the derivation is 1: We have

— either f = (kuv(R, t) < ky(R, 1), By, ..., Bm) which implies that fo = (kum,o(Ra, to) < kyy(Ro,to), Byo, ...

and so fo € conseq(K) by rule AXIOM.
—or f = kyw(R,t)y < C4,..., C’m) for some (ku(R7 t) < ) € K and substitution 7. Since fo =
(kuv (R, t)yo < Cho,.. ., C’ma), we directly have that fo € conseq(K) by rule RES.

Inductive step, size of the derivation bigger than 1: We have that f = (kuv(R, tyy < Ch,... ,C'm) for some
(ku(R,t) = Bl,...,Bn) € K and substitution « such that for all ¢ € {1,...,n}, (Bi'y <= Cl,...,C’m) €
conseq(K). By induction hypothesis, we deduce that for all i € {1,...,n}, (Bifya < (Cqo,.. .,C’ma) €
conseq(K). Hence we can apply the rule RES which allows us to conclude that fo € conseq(K).

Property @: Let v be a symbolic run and f = (ku(R, t) < By,..., Bn). We proceed by case distinction
on the last rule applied in the derivation of f € conseq(K).
Rule AX10M: There exist two symbolic runs u;,us such that f = (kuyu,(R,t) < ku, (R,1),Bi,...,Bn)
which trivially implies that (ky,u,v(R,t) < ky, (R,t), B1,..., By,) € conseq(K).

48



Rule RES: There exist two symbolic runs uy, us, a substitution v and g = (kul(R’7t’) <= C,..., Cm) eK
such that ke, (R, ')y = ky(R,t) and for all i € {1,...,m}, (C;y < By,...,B,) € conseq(K). But the
variables of g being distinct from the one of f, we can assume w.l.o.g that the variables of g are distinct from
the one of v. Hence vy = v which allows us to deduce that (kuy,u,o(R',t')y < Bi,...,By) € conseq(K).

Property : We do a proof by induction on the length of the derivation of f = (H < ky,v, (R1,t1), -, Kupo, (Rnstn)) €
conseq(K).

Base case, size of the derivation is 1: In such a case, one of the following cases holds:

— Case f = (kw(R, t) < ky(R,t), By, .. .7Bn,1): By hypothesis, we know that there exists ' E u such
that (ku (R,t) < ke, (S1,71), .-, ku, (Sk, 7)) € conseq(K). Thanks to the second property of this
lemma, we can deduce that (kuy(R,t) < ku, (S1,71), ..., kw, (Sk,Tk)) € conseq(K). Hence the result
holds.

— Case H = kyy(R,t)y for some (k,(R,t) < ) € K and substitution v: From the rule RES, one can infer
that (km, (R, t)y < Cq,..., Ck) € conseq(K) for all substitutions ~, all symbolic run v and all predicates
C1,...,Ck. Hence it holds for (kyw(R,t)y <= kuw, (S1,71), - -, ku, (Sk, 7)) € conseq(K).

Inductive step, size of the derivation bigger than 1: In such a case, we have that H = ky,(R,t)y for some
(ku(R,t) <= By,...,By,) € K and substitution y such that for alli € {1,...,n}, (Biy < kuyu, (Rl, t1), s Kupo, (R, tn)) €

conseq(K). By inductive hypothesis, we deduce that for all i € {1,. ,n}, ( iV < ke, (S1, 7"1) <y ke, (St rk)) €
conseq(K). Hence by application of rule RES, we can conclude that kuv(R, 1)y <= kuy (S1,71), - -+ s Ku (Sk, 7)) €
conseq(K) .

In the following we will caracterize the shape of the knowledge base built by applying saturation rules.
Definition 23. We say that a symbolic run ¢y ... 4L, is initial if:

1. for allie {1,.. n} L; = test or {; = out(c;) or £; = in(c

i, xi) with x; € X and ¢; € C and
2. foralli,je{1,...,n}, i # j implies vars({;) Nwars({;) = 0.

Definition 24. Let f = (kw(R7 t) < By,..., Bn) be a statement. We say that f satisfies origination when-
ever there exists u,v such that w = uv and

— v is initial;
— for all x € vars(v), x & vars(u) and for all ky (X, 7) € {B1,...,Bn}, © & vars(r);
— for all x € vars(u), there exists ky (X,7) € {B1,...,Bn} such that x € vars(r) and x & vars(w').

Given a clause f with a knowledge predicate as head, we denote by inst(f) = u and init(f) = v, where u is
chosen to be mazimal (in size). We say that a knowledge base satisfies origination when all its clauses with
a knowledge predicate as head satisfy origination.

We first prove that any set of seed statements satisfies origination.

Lemma 24. Let T be a ground trace of size n and My a set of public names. The set S = seed(T, My)
satisfies origination.

Proof. Let us use the notations of Section Among seed(T, My), there are three kinds of Horn clauses
with a knowledge predicate as head:

— h = (kglwi’ Aot (Wi tmoT)) <= {Keyory,.. 0, 1UT¢(Xj,xj07'¢)}jeR(m)) where m € Send(n), o €
mgug({sx = tr}rer(m)) and 7 € variants(¢y0,...,4y,0,tm0). By definition of Rev(m), we deduce that
for all x € vars(ﬁlaTi, oy bmotl]), there exists j € Rev(m) such that « € vars(z;o7])). Moreover, if we
consider jo the smallest j such that « € vars(xj,07]), we obtain that « & vars(fyo7l,...,{;,—107]). We
can conclude that h satisfies origination with inst(f) = 107}, ..., ¢no7l and init(f) = e.
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— h = (k(c,¢) < ) with ¢ € M. In such a case, we trivially have that h satisfies origination with inst(f) = ¢
and init(f) = e.

= h=(key, (FV1, o Y0) F (s )T < ke, (V5,957 Yeqa,. ky) Where m € {0,...,n}, f
is a symbol function of arity k¥ and 7 € variants(f(yi,...,yx)). Since ¢1,...,£,, is initial, we directly
have that h satisfies origination with inst(h) = € and init(h) = 41, ..., 4p,. O

Moreover origination is preserved by application of the resolution rule. As defined in Definition we
write w C w’ whenever w is a prefix of w’. We will also write w C w’ whenever w is a strict prefix of w’.

Lemma 25. Let K be a knowledge base satisfying origination. Let f € K and g € Keoved and let K' be the
knowledge base obtained by updating K by the statement obtained by applying the rule RESOLUTION on f
and g. We have that K' satisfies origination.

Proof. On the one hand, if the head of f is not an intruder knowledge predicate then the result trivially
holds since in such a case, K’ is K, plus a statement whose head is not an intruder knowledge predicate.
On the other hand, let us consider f with an intruder knowledge predicate as head. Since we apply the rule
RESOLUTION on f and g, we know that:

— f=(H <kw(X,1),Bi,..., By)

— g = (kw(R,t') < Bpy1,...,Bn)

— 0 =mgu(ky (X, 1), ky (R, 1))

— h=(H<B,...,By)f

K =K®&h

Let us define uinst = inst(f)@ if inst(g)0 T inst(f)d, otherwise we define ujnse = inst(g)6. Moreover, let us
define i such that inst(f)init(f)0 = insttinit. We now show that h satisfies origination with inst(h) = inst
and |n|t(h) = Ujnit-

— Let us focus on the unification of u with w. We know that w = inst(g)init(g). Moreover, u C inst(f)init(f)

and so inst(g)init(g)f C uipstthinit- Note that if inst(g)0 C inst(f)0 then ujne = inst(f)0 and so ujny =
init(f)0. Otherwise, ujnst = inst(g)f and so inst(f)0 is a prefix of uinst. But inst(f)init(f)0 = UinstUinit
hence we deduce that uin; is a suffix of init(f)f. Thus, in both cases, we have that wujy: is a suffix of
init(f)0.
Moge())ver, since init(g) and init(f) are both initial, we have w.l.0.g. that w,;; is a suffix of init(f) (typically,
we assume that the variables of init(g) are in dom(#)). Since init(f) is initial then so is ujn:. Lastly, since
the variables of init(f) were not occurring in inst(f) nor in the rest of the clause f, and since the variables
of ujnir do not appear in the image of 8, we deduce that for all x € vars(uint), © & vars(uinst) and for all
ks(Y,p) € {B10,..., Bn0}, © & vars(p).

— Let © € wvars(ujnst). There exists y € wvars(inst(f),inst(g)) and x € wvars(yf) (note that y might be
x). If y € vars(inst(f)) then we deduce that there exists ks(Y,p) € {kyy(X,t),B1,...,B,} such that
y € vars(p) and y & vars(s). Moreover, if y € vars(inst(g)) then we deduce that there exists ks(Y,p) €

{Bn+1,-..,Bm}such that y € vars(p) and y & vars(s). Hence, there exists ks (Y, p) € {kuo(X,t), B1,...,Bn}

such that y € vars(p) and y € vars(s). W.Lo.g. let us assume that there is no other variable z and
ke (Y, p') € {kuo(X,t), B1,..., B} such that = € vars(z0), z € vars(p’), z & vars(s') and s’ C s. Hence
y € vars(p) and y ¢ wvars(s) imply that x € vars(pf) and = & wvars(sf). If ks(Y,p) € {B1,...,Bm}
then the result holds. Hence it remains to consider the case where ks(Y,p) = kyp(X,t). In such a
case, © € wvars(td) and z ¢ wvars(uvf). But we know that z € wvars(tf) implies that there exists
ke (Y',p') € {Bn+1, ..., B} such that & € vars(p'd). Moreover, we know that uf = w6 and by definition
of statement, s'6 C wf. Hence we can deduce that x ¢ vars(s’8) and so the result holds.

Finally, we easily see that obtaining the canonical form of h preserves the origination property and conclude
that K’ satisfies origination.

In the following we say that S is a set of seed statements if S = seed(T") for some ground trace T'.
The following corollary is a direct consequence of Lemmas [24] and Moreover. we say that K is built
from S if all the statements of K can be obtained by applying saturation rules from Figure [3|to K;(S).

Corollary 3. Let S be a set of seed statements and K a knowledge base built from S. K satisfies origination.
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Initial substitution We first introduce a few notations.

— Given a statement f = (ku(R7 t) < By,..., Bn), we denote by w(f) the symbolic run .

— Given a set of seed statements S, we denote by IPC(S) the subset of S corresponding to the protocol
clauses and the public name clauses.

— Given a symbolic run w and an integer n, we denote by w|, the symbolic run prefix of w of size n.

Lemma 26. Let T be ground trace of size n and Mg a set of public names. For all (ky(R,t) <= ky, (X1,%1), .-
IPC(seed(T, My)), for alli € {1,...,n}, vars(t;) C vars(w).

Proof. Let us use the notations of Section Amongst IPC(seed(T, My)), there are two kinds of Horn
clauses:

— h = (kluf‘ri ,,,,, gmgTi(W|S(m)|,th7‘\L) = {kelg.r%,___’gjflg.,-i(Xj,:EjUT\L)}jeR(m)) where m € S(n), o €
mgug({sx = tk}trer(m)) and 7 € variants((10,...,4y,0,tm0). By definition of R(m), we deduce that
for all j € R(m), l; = in(c;,z;) for some ¢;. Therefore, l;o07] = in(c;, z;07)). Hence vars(zjor)) C
vars(liotd, ..., lno7l).

— h = (k(c,c) < ) with ¢ € My: Trivial.

Given a set of seed statements S, the variables of the deduction statements in IPC(S) correspond intu-
itively to what an attacker can input. It can typically be messages directly received (corresponding to the
application of the application of the resolution rule on two statement of IPC(S)) or messages that he con-
structed (corresponding to the application of the resolution rule on a statement of IPC(S) and a statement
of S\ IPC(S)). Therefore, a term of a statement in the knowledge base can be seen as a term obtained of
IPC(S) where some of the variables has been replaced by a term deduced by the attacker. We formalize this
notion of “term obtained from IPC(S)” as follows:

Definition 25. Let S be a set of seed statements. We define an initial substitution and initial subterms
respectively as a pair (w,0) and a set stzs(S,0) such that there exist f1,..., fn and T with the following
properties:

— w s an nitial symbolic run; and

— f1,.o fn €1IPC(S),Vie {1,...,n}, |w(f;)| < |wl|; and

— o = mgu({(W|jwis)W(f1))s -5 (Wlwig) W)U T); and
- T - St(fl, . ,fn) X St(fl, . ,fn),' and

— wvars(img(c)) Nvars(w) = (.

— stzs(S,0) = st(fi,-- -, fo) YU es vars(r)=0 SES)

We denote by ZS(S) the set of all initial substitutions for S.

We note that in the definition of stzs(S,o) the statements fi,..., f, are uniquely identified by the
variables in ¢ as we suppose that all clauses have distinct variables. Moreover, adding all ground clauses to
stzs(S, o) guarantees that stzs(S, o) is uniquely defined.

Intuitively, an initial substitution represents the worlds that could be obtained through several appli-
cations of the resolution rule between statements of IPC(S). Hence o is the most general unifier of worlds
of several statements from IPC(S) ({(w|jw(s,);,W(f1));---; (Wljw(s,)>W(fn))}). Note that in the resolution
rule, we also unifier terms in the deduction fact. Therefore o also unifies several subterms of the statements

T Cst(fiy..o, fn) Xst(f1,.o oy fn)

Definition 26. Let S be a set of seed statements. Let (w, o) € IS(S). We say that a substitution v completes
(w, o) if vars(img(y)) N (vars(w) U vars(IPC(S))) = @ and dom(vy) = vars(wo).

Definition 27. Let S be a set of seed statements, (w,0) € ZS(S) and v a substitution completing (w, o).
We say that (w, o) is mazimal for v in S if for all (w,o’) € ZS(S), for all substitutions v completing (w, c”)
such that woy = wo'', there exists 6 such that o = o’6.
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Using initial substitutions, we will show that the world w of all statements of the knowledge base can be
decomposed as an initial substitution (wg, og) and a substitution 7y completing it : w = wyogy. Moreover,
we will also show that when a statement k,,(R,u) < Bj,..., B, in solved form is added to the knowledge
base then w = wgopy and u = ugogy for some initial substitution (wg, 0p), some substitution v completing
it and u € stzs(.S, 0p). Considering that given S, there is a finite number of initial substitutions and a finite
number of initial subterms, this will help us proving the termination of the algorithm.

Lemma 27. Let S be a set of seed statements and (w,o) € ZS(S). For all t € st(img(0)), there exists
u € stzs(S,0) such that uo = t.

Proof. By definition of ZS(S), we have that

o = mgu({(wljw(s)) W) -5 (@lweg ) Wfa))} U T)

with f1,... fn € IPC(S), T Cst(f1,..., fn)Xst(f1,..., fn) and vars(img(c))Nvars(w) = 0. Let i € {1,...,n}
such that for all j € {1,...,n}, lw(fi)| > |w(f;)|. We deduce that

o = oo mgu({(W(fi)l (s W) - -3 W) lwipay s W)} U T)

where of = mgu({(w|jw(s,),w(fi))}). W.lo.g., we can consider that dom(op) C vars(w) and img(op) C
st(f;). This allows us to conclude that o = of, mgu(Uy) with Uy C st(f1,. .., fn)ol X st(f1,--.., fn)og, and for
all t € st(img(ay()), t € st(f;) and to}) = ¢.

It remains to prove that for all U and o', if mgu(U) exists, U C st(f1,..., fn)o’ x st(f1,..., fn)o’ and
for all ¢ € st(img(o’)), there exists u € st(f1,..., fn) such that uo’ = t, then for all ¢ € st(img(c’ mgu(U))),
there exists u € st(f1,..., fn) such that ue’ mgu(U) = t.

We prove this result by induction on m(U) defined as follows:
m(U) = (lvars(U)|, {{[ta] + [t2[ | (81, 22) € U})

where {{i1,...,i,}} is the multiset composed of the integers 41, ...,4, and where |t| is the height of the term
t. We consider here the natural ordering of multisets of integers as well as the lexicographic ordering on
pairs.

Base case m(U) = (0,0): In such a case, U = ). Thus we have that mgu(U) = Id and so the result trivially
hold since, by hypothesis, we have for all ¢ € st(img(c’)), there exists u € st(f1,..., fn) such that uo’ = t.

Inductive step: Otherwise, since mgu(U) exists, we have that either (a) U = {f(u1, ..., Um), f(v1,...,0m) U
U or (b) U= {x,uful".

In case (a), mgu(U) = mgu(U") with U” = {(u1,v1);...; (tm,vn)} UU'". But U C st(f1,..., fn)o’ X
st(f1,..., fn)o' implies that U” C st(f1,..., fn)o’ Xst(f1,..., fn)o’. Moreover, m(U) > m(U") hence we can
apply our inductive hypothesis on U” and ¢’. Since mgu(U) = mgu(U"), the result holds.

In case (b), o’ mgu(U) = o’c” mgu(U’'c”) with ¢’ = {& — u}. Let t € st(img(c'c")), we have that either
there exists v € st(img(c’)) such that ¢ = vo” or else t € st(u).

If the first case, we know by hypothesis on ¢’ that there exists v’ € st(fy,..., fn) such that v’ = v
hence v'a’'c” = t.

In the second case, we know that u € st(fi,..., fn)o’ hence t € st(f1,..., fn)o'. Thus either there exists
t' € st(f1,..., fn) such that t = t'0’ or t € st(img(c’)). Once again by hypothesis on ¢, we deduce that in
both cases, there exists t’ € st(f1,..., fn) such that ¢ = '0’. Moreover, mgu(U) existing also implies that
x & st(u) and so x ¢ st(t). Therefore, to” =t which allows us to deduce that t = t'o’0”.

With the fact that m(U) > m(U’c"”), we satisfy all the conditions to apply our inductive hypothesis on
U’c" and 0’0", and so the result holds.

Corollary 4. Let S be a set of seed statements and (w,c) € ZS(S). For allv € stzs(S, o), for allt € st(vo),
there exists u € stzs(S, o) such that uo =t.
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Lemma 28. Let S be a set of seed statements. Let (w, o), (w,0’) € ZS(S). Let v and " be two substitutions
respectively completing (w, o) and (w,o’). If woy = wa'y' then there exist o”,~y", a, & such that:

— (w,0") € I8(S), 7" completes (w,c"), wo"~y" = woy, 0" = oca =0d'd’; and
— for all x € dom(y"), there exists y € dom(y) and y' € dom(y') such that zv" € st(yy), 7" € st(yy')

and if y € vars(w) (resp. y' € vars(w)) then y'v' € st(yy) (yy € st(y'v')).
— for all u € stzs(S,0) (resp. stzs(S,0")), uoy = uc”v" (resp. uo'~' = uo"5").

Proof. By definition, (w, o), (w,c’) € ZS(S) implies that there exist f1,...fn,91,---,9m € IPC(S), T C
st(fi,.-y fn) Xst(f1,..., fn) and R Cst(g1,.-.,9m) X st(g1,-..,gm) such that

- Vie {1van}7|w(fz)| < |U)‘

- Vie{l,....,m}, |w(g)| < [w]

— o = mgu((w|jw(r)), W(f1)); -5 (Wlwp ) Wfn)); T)
— o' = mgu((wjw(g,), W(g1)); - - -5 (Wlw(g,m)|> W(gm)); R)

We know that all clauses have distinct variables but some clauses used to generate o may have been used to
generate o’. Hence let us define F, E, G the following sets:

- F={filie{l,...,n}and Vj € {1,...,m}, f; # g;}
- G=A{gjlie{l,...,m}and Vie {1,...,n}, fi #g;}
CE={flie{l,.. nband3je (L, m} i = g}

Since woy = wo’y', we have that for all f € E, w(f)oy = w(f)o’+'. Moreover, by Lemma [26] for all f € E,
for all t € st(f), vars(t) C vars(w(f)) hence toy = to’y'. Hence, let us build 6 such that dom(0) C vars(w)U
{vars(f) | f € EUF UG}; and Olvars(w)] = oy[vars(w)]; and for all f € E, O[vars(f)] = oy[vars(f)]; and
for all f € F, Olvars(f)] = ov[vars(f)]; and for all g € G, O[vars(g)] = o'y [vars(g)]. In such a case, we
deduce that:

— forallie{1,...,n}, w||w(fi)‘9 =w(f;)0
— forall j € {1,...,m}, wljw(g,) 0 = w(g:)0
— for all (u,v) € TUR, ub = v.

Therefore, there exists ¢/’ such that:

} (Whw() [ W))5 -5 (Ww( g W(fn));
o’ =mgu | (Wljwgn),W(g1)); -5 (Wliw(g,))» W(gm));
TUR

Hence (w,0"”) € ZS(S). Moreover, since 6 is also a unifier, there exists 4" such that § = ¢”+" and dom(c”)N
dom(~") = 0 hence wo""y" = wor.

By definition of a most general unifier, we also have that 0" = o mgu(Uye dom (o) {20, 0’'0}) = 0’ mgu(Uzc gom (o) {z0’, 00’
Hence we deduce the existence of o, o’ such that ¢ = ca and 0" = o'd/.

We now show that dom (") C vars(wo”). Let us consider x € dom(v"). Since 6 = 4", we deduce that
z € dom(y") C dom(6) C vars(w)U{y € vars(f) | f € EUFUG} and = ¢ dom(o”). But by Lemma [26] for
all fe EUFUGQG, for all y € vars(f), y € vars(w(f)). Assume that z € vars(f) with f € EUF UG. Since
x & dom(c"), we deduce that = € vars(w(f)c”) and so x € vars(wo”) by definition of ¢”. If € vars(w)
then = ¢ dom(c”) also implies that z € vars(wo”).

Let us now consider z € wars(wo”). We know that ¢” = ca = oo’ hence we deduce that either
x € wars(wo) and x ¢ dom(a) or there exists y € wvars(wo) such that x € wvars(ya). But wo”+" =
woay” = wo~y. Hence either xy” = a7y or there exists y € vars(wo) such that " € st(y~y). In the former,
~ completing (w, o) implies that x € dom(y) and so = € dom(v"). In the latter, v completing (w, o) also
implies that y € dom(y). Moreover, in combination of 4/ completing (w’,o’) and woy = wo'y’, we deduce

that vars(img(y)) N vars(img(a)) = 0. Hence z ¢ st(yy) and so zv” # = which allows us to deduce that
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x € dom(y ) Therefore, in both cases, we have shown that x € dom( ") and that there exists y € dom(7)
such that xy" € st(y~y). Similarly, we can show that there exists ¥’ € dom(y’) such that zv" € st(yy').

We have just shown the existence of y € dom(y) and ¢y’ € dom(y’) such that xy" € st(yy) and zv” €
st(y'y"). Moreover, the previous reasoning allows us to show that there exists z € vars(w) such that y €
vars(zo), y' € vars(zo ) and zoy = zo'y' = zo”~". Therefore, if y € vars(w) meaning y = z then yo =y
and so yoy = yy = z0'v'. Thus, we conclude that y'y’ € st(y'y). We show similarly, that if ¢’ € vars(w) then
yy € st(y'Y).

We finish by showing that vars(img(y”)) N (vars(w) U vars(IPC(S))) = 0. Let = € wvars(img(y")).
Thanks to the property we have just proved, we know that = € wars(img(vy)). By definition of ¢”, we
know that vars(o”) C vars(w) U vars(IPC(S)). But v completes (w, o) hence we deduce that vars(img(y)) N
(vars(IPC(S)) U vars(w)) = 0. Therefore, we conclude that = & vars(IPC(S)) U vars(w).

Let u € stzs(S,0). Thus there exists f 6 F U E such that u € st(f). By Lemma we know that

vars(u) C vars(w(f)). By construction of ¢” and o, woy = wo”+" implies that for all z € vm"s(w(f))7

xoy = xzo’'y" and so uoy = uo’’+". We do a similar proof to show that for all u € stzs(S,0’), us’y’ = uo”~".
Lemma 29. Let S be a set of seed statements and (w, o) € IS(S) Let v be a substitution completing (w, o)
and u,v € Uyesrs(5.0) st(ta) such that u'y = v7y. There exist o', = mgu(u,v),v" such that (w,o’) € ZS§(S),
v completes (w,d’), o' = o, oy = o', uae = va and v = W[dom( N].

Proof. By definition, (w,o) € ZS(K) implies that there exist fi,...f, € IPC(S), T C st(fi,..., fn) X
st(f1,..., fn) such that

—Vie{l,...,n},|w(fi)| < |w]|
— o = mgu((w|w(s), Wf1))i -5 (@l W(fa)); T)

But by Corollary U,V € Upestrs(s,0) St(to) implies that there exists u',v" € stzs(S,0) such that u = v'o
and v = v'o. Since uv = v, we deduce that ((w|jw(s)), W (fl)) o (Wl W(fn)); T (u',0")) are unifiable
by o+. Let us define ¢’ such that ¢’ = mgu((whw(f1 W(f1)); -5 (Wljw( gy, W(fn)); T (u',v")). It implies that
there exists 7/ such that oy = ¢’y and dom(c’) N dom( ") = ). Moreover, by definition of a most general
unifier, we have that ¢/ = o mgu(v'o, 1/0) with dom(mgu(v'o,v'c)) N dom(a) = (). Hence we deduce that
there exists @ = mgu(u'o,v'c) such that ¢/ = ca and dom(a) N dom(c) = 0. Let x € dom(y'). We already
know that « & dom(c’). Hence o'y’ = xv'. But 0’ = o« therefore © ¢ dom(o) and so zoy = z7y. Note that
x € dom(v') implies that xv' # z and so xy # x. We can conclude that x € dom(y) and zy = xv’.

Consider z € vars(wc'). By definition of ¢’, we know that x € vars(w) U vars(IPC(S)). Since oy = o’v/,
we know that woy = wo’+y’. But v completes (w, o), hence dom(vy) = vars(wo) and img(y) N (vars(w) U
vars(IPC(S))) = 0. Thus z & vars(wo+y) and so & & vars(we’y") which allows us to deduce that € dom(y').

Lastly, 7' = y[dom(v")] and img(y) N (vars(w) U vars(IPC(S))) = @ directly allows us to conclude that
completes (w, o’).

Lemma 30. Let S be a set of seed statements. Let (w,0) € IS(S) and let v be a substitution completing
(w,0). There exists o', , v such that:

— (w,0") € Z8(S), v completes (w,0’) and (w,c") is mazimal for ' in S; and
— o' = ca and wo'y = woy; and

— for all x € dom(v'), there exists y € dom(y) such that zv" € st(yy); and

— for all u,v € UtEStzs(S,a/) st(to’), uy’ = vy’ implies u = v.

— for all u € stzs(S,0), uocy = us'y'.

Proof. Since we consider S finite, let us denote by N = |vars(IPC(S))| + |vars(w)|. By definition of ZS(S),
we know that for all (w, o) € ZS(S), vars(o) C vars(IPC(S)) U vars(w). Hence |dom(o)| < N. Let us prove
the result by induction on N — |dom (o).

Base case N = |dom(o)|: In such a case, since vars(c) C vars(IPC(S))Uvars(w), we deduce that vars(img(c)) =
(). Moreover, we deduce that vars(wa)) = 0. Hence, dom(y) = 0 and v = id. We first show (w, o) is maximal
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for «. Let (w,01) € ZS(S) and let v; be a substitution completing (w,oq) such that woy = woyy;. By
Lemma there exist og,72,a, a1 such that (w,o2) € ZS(S), woyye = woy, o2 = ca and 03 = o10.
But we already know that (w,o2) € ZS(S) implies vars(os) C vars(IPC(S)) U vars(w). Hence, dom (o) =
vars(IPC(S)) Uvars(w) and o9 = oo imply that o = id. Thus, we conclude that o2 = 0 = 0104 and so (w, o)
is maximal. Moreover, since v = id then for all u,v € Utestzs(s,n) st(to), uy = vy trivially implies u = v.
Therefore, we can conclude with o’ = o, v/ =~ = id and a = id.

Inductive step N > |dom(o)|: Let us first assume that (w, o) is not maximal for y in S. Therefore, there exist
(w,01) € IS(S) and a substitution v; completing (w, o1) such that woy = woyv; and for all 6, o # 046.
By Lemma 28] there exist o2, 72, @, a1 such that:

— (w,02) € Z8(S), 2 completes (w, 03), woays = wo7y, o2 = o and 09 = o101
— for all x € dom(7s), there exists y € dom(7y) and y € dom(y1) such that zvys € st(yy), xy2 € st(y'1).
— for all u € stzs(S,0), uoy = uoays.

Therefore, we know that oo = o11. By hypothesis on (w,o1) and 71, we deduce that o # id (otherwise
we would have that ¢ = o101 which is a contradiction). Hence, |dom(o2)| > |dom(o)|. We can apply our
inductive hypothesis on o9 and deduce that there exist o’,~’, ay such that:

— (w,0’) € Z8(S), v completes (w,o’) and (w,o’) is maximal for 4/ in S; and

— o' = ogas and wo'y' = woaye; and
for all x € dom(v’), there exists y € dom(7y2) such that zv" € st(yv2); and
— for all u,v € Uyeq, 45,00 St(t0'), uy" = vy’ implies u = v.
— for all u € stzs(S, 02), uo’y' = uosys.

But 02 = ca Hence, ¢/ = cgaas. Moreover, wosys = woy hence wo'y' = woy. We also know that u €
stzs(S,0) and o2 = o« hence stzs(S,0) C stzs(S, 02). Therefore, for all u € stzs(S,0), usy = uoays =
uo’y'.

Lastly, for all z € dom(y’), we know that there exists y € dom(7z2) such that zv" € st(yy2). But we also
know that for all ' € dom(v2), there exists y' € dom(v) such that 2'y5 € st(y'7y). Thus, it is true for 2’ =y
and so there exists y' € dom(y) such that 2 € st(yy2) C st(y'v).

Let us now assume that (w, o) is maximal for v in S. By taking ¢/ = o, v/ = v and a = id, the first three
properties are directly proven. We thus focus on the last property: Let u,v € Utestzs( S,0) st(to) such that
uy = vy. By Lemma[29] there exist 0", o/ = mgu(u, v),7” such that (w, ") € ZS(S), " completes (w, "),
o =od, oy = 0"y ua/ = va’ and 4" = y[dom(~")]. But (w,o) is maximal for v in S and woy = ¢”v".
Therefore, we deduce that there exists 6 such that ¢ = ¢”0. With ¢” = o/, we deduce that ¢ = ¢ and
o' = 0 = id. Thus, we can conclude that u = ua/ = va’ =v.

Characterisation of the form of a knowledge base

Definition 28. Let S be a set of statements and K be a knowledge base built from S. Let f = (kw(R, t) <
kuw, (X1,t1), .-+, ku, (Xn,tn)) € K. Consider an initial substitution (wo,0) € ZS8(S) and a substitution ~
completing (wg, o) such that w = wooy and (wp, o) is mazimal for v in S. We say that a term u is well-
formed in f w.r.t. (wo,o) and v if there exist uy,..., Uy, € stzs(S,0), i1,...,ik € {1,...,n} and a context
C built only of function symbols such that:

— forallj€{l,... k}, t;; € X; and
—u=Clti,...,ti, U107, ..., umoyl]; and
— for all position p of C, there exists T such that (ku (T, ulp) < ku, (X1,t1), - .-, ku, (X5, tn)) € conseq(Ksolved)-

Definition 29. Let S be a set of seed statements and K be a knowledge base built from S. We say that
K is a proper knowledge base if for all f = (ku(R,t) <= kuy (X1,t1), . ke, (Xn,tn)) € K, there exists
(wo,0) € ZS(S) and a substitution v completing (wo, o) such that the following properties hold:
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1. (wp, o) is mazimal for v in S.

2. w = weoy

3. for all x € dom(vy) \ vars(wo), vars(xy) C vars(ti,...,tn).

4. for all x € dom(vy) Nwvars(wy), zy € X, a7y &€ vars(t,t1,...,t,) and xy occurs only once in w.
5.

for allz € dom(v), xy & X implies that either xy € st(ty,...,t,) or there exists T such that (ky (T, z7) <
Koy (X15t1)5 -+ s ke, (X, tn)) € conseq(Kolved )-
6. one of the two following properties holds:
a) there exists u € stzs(S, o) such that t = uoy and for allv € {t1,...,t,}, v is well formed in f w.r.t.
(wg, o) and .
b) there exist u and T such that t € st(u), (kw(T,u) < ku, (X1,t1),- .., ku, (Xn, tn)) € conseq(Ksoied)-
7. if f € Ksoned then one of the two following properties holds:
a) there exists u € stzs(S, o) such that t = uoy and uo ¢ X.
b) o =id and t =f(t1,...,tn) for some function symbol f, all variables t; are distinct and w = w; (1 <
i<mn).

Note that when f € Kolved, Property 7.a (resp. 7.b) implies Property 6.a (resp. 6.b). Also note that given
a statement f, the properties 1 to 7 are parametrized by only K and S.

Lemma 31. Let S be a set of seed statements and K be a proper knowledge base built from S. Let f be a
statement verifying the properties of Definition parametrized by K and S. If K ® f = K U{f|} then
K & f is a proper knowledge base.

Proof. Let us denote K/ = K U {f|}}. Let g € K. we know that ¢ verifies the properties of Definition
parametrized by K and S. But Ksoed C Kéowed and conseq is monotonous by inclusion. Hence, g also
verifies the properties of Definition [29| parametrized by K’ and S.

Let us now focus on fl}. We show by induction on the number of rules applied during the canonisation
of f that f| verifies the properties of Definition [29| parametrized by K’ and S.

The base case is direct since f verifies the properties of Definition [29] parametrized by K and S and since
conseq is monotonous as previously mentioned.

We thus focus on the inductive step. Note first that by Definition we necessarily have that f is solved
in such case since f| = f when f is not solved. Let us denote f = (ku(R,t) < ku, (X1,t1), ..., K, (Xn,tn)).
By inductive hypothesis on f, we know there exists (wg, o) € ZS(S) and a substitution v completing (wy, o)
such that:

1. (wg, o) is maximal for 7 in S.

2. w = woovy

3. for all z € dom(y) ~\ vars(wp), vars(xy) C vars(ti,. .., tn).

4. for all z € dom(vy) Nwars(wy), zy € X, xy & vars(t,ty,...,t,) and xy occurs only once in w.
5.

for all z € dom(v), xy ¢ X implies that either a7y € st(ty, ..., t,) or there exists T such that (k. (T, z7) <
Koy (X1,81)5 -« s ke, (X, tn)) € conseq(Ksolved)-

6. one of the two following properties holds:

a) there exists u € stzs(S, o) such that ¢t = uoy and uo € X.

b) dom(vy) = vars(wog) and t = f(t1,...,t,) for some function symbol f and w = w; (1 <i < n).

We do a case analysis on the rule applied:

Rule RENAME: In such a case, there exist ¢,j € {1,...,n} such that i # j, t;, = t; and w; = w;v for some v.
Let us denote g = (kw(R, t) = kwl (Xl, tl), RN kwjil(Xjfl, tjfl), kwj+1 (Xj+17 thrl) ey kwn (Xn,tn)){Xj —
X;}. We prove the result on g with (wg, o) and 5. By hypothesis on f, we know that g verifies properties
1 and 2. Moreover, since t; = t;, we also know that vars(t1,...,t,) = vars(t1,...,tj—1,tj41,...,t,) and
vars(t,t1,...,ty) = vars(t,t1,...,t;j—1,tj41,. .., tn). Therefore, g verifies properties 3 and 4. Let € dom(7)
such that zy ¢ X. By hypothesis on f, we know that either a7y € st(¢1,...,t,) or there exists T such that
(kw (T, z7v) <= kuy (X1,t1), -« s Kao,, (X, tn)) € conseq(Koped). In the former case, we directly have that zy €
st(ti,...,tj—1,tj41,...,tn) since t; = ;. In the later case, a simple induction on the number of rules applied
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allows us to deduce that (ky(T{X; = X}, 7) < kuy (X1,t1), s Ky (Xjo1,65-1) ke oy (X1, tj41) - -+ Kup (X, tn)) €
conseq(Koned ). Therefore, g verifies property 5. Lastly, by definition, f cannot verify 6.b since two variables

t; and t; are not distinct. Thus, f verifies property 6.a and so we directly have that so does g; else f verifies

property 6.b. We can conclude that g verifies the properties of Definition [29] parametrized by K and S.

Rule REMOVE: In such a case, there exists i € {1,...,n} such that t; & vars(k,(R,t)). Let us denote g =
(kw(R, t) <~ kwl ()(17 tl), ceey kwi71 (Xi—la ti—l)a ku,iJrl (Xi-i-lv ti+1) ey kwn (Xn, tn)) Once again we prove the
result on g with (wp, o) and v. Once again, we directly have that g verifies properties 1 and 2. Let € dom().
Since y completes (wp, o), we know that dom(vy) = vars(weo) and so vars(zy) C vars(woovy) = vars(w). But
t; & vars(ky(R,t)) hence we directly have that vars(xy) C vars(ty,...,ti—1,tit1,-..,tn) and so g verifies
property 3 and 4. By hypothesis on f (Prop. 5), we know that either ay € st(ty,...,t,) or there exists T such
that (ke (T, 27y) < ke, (X1,1), ..., Ku, (Xn, tn)) € conseq(Ksved). Once again since t; € vars(zy), we de-
duce that in the former case zy € st(t1,...,t;—1,tit1,...,t,); and in the later case, a simple induction on the
number of rules applied allows us to deduce that (kw(T, 27y) <= Koy (X1,t1), -0 Ky (X1, tim1)s Ky (X1, ti) - -+ K, (X5
conseq(Koved). Therefore g verifies property 5. Lastly, by definition, f can only verifies 6.0 since t; & vars(t).
Thus, f verifies property 6.a and so we directly have that so does g; else f verifies property 6.b. We can
conclude that g verifies the properties of Definition 29| parametrized by K and S.

Note that all the statements are universally quantified and thus can be renamed. Therefore, we consider
of statements during the saturation are freshly renamed and so different from the variables of the set of seed
statements S.

Lemma 32. Let S be a set of seed statements. K;(S) is a proper knowledge base.

Proof. By definition, K;(S) = f1 @ ... ® fn, with {f1,..., fn} is S with all its variables renamed. We prove
by induction that for all i € {1,...,n}, f1 ... f; is a proper knowledge base. The base case i = 0 being
trivial, we focus on the induction step n > i > 0.

Let us denote K = f1 &...® f;_1. By inductive hypothesis, we know that K is a proper knowledge base.
Let us assume that K & f; = K U {f;|}} (otherwise the result trivially holds). Thus it implies that if f; is
solved then for all R, (k,(R',t) < Side) ¢ conseq(Ksolved) Where f; = (ky (R, t) < Side) for some R.

Relying on Lemma [3I] we just need to show that f; verifies the properties of Definition 29| parametrized
by K and S. Let us use the notations of Section Let T be a ground trace. Let S = seed(T, M;) and
[ = (kw(R,t) < ku, (X1,t1), ..., Kw, (Xn, 1)) € S such that there exists a renaming p of the variables of f
and f; = fp. We distinguish two cases according to whether f € IPC(S) or not.

f € IPC(S) In this case, there exists a fresh initial wg such that o = mgu(wg,w) exists, and w = wyo.
Moreover, (wg,o) € ZS(S) and st(f) C stzs(S,0). Taking v = p, we have that w(f;) = wp = weoy. We
know that dom(p) = vars(f) and vars(img(p)) Nwvars(IPC(S)) = 0. Since wy is a fresh initial wy, we deduce
that vars(img(y)) N (vars(wp) U vars(IPC(S))) = 0 and so v completes (wq, o).

By Corollary we know that there exists o’,+’, @ such that:

— (wo,0") € ZS8(S), v' completes (wp,o’) and (wp,o’) is maximal for v in S; and
— ¢’ = oa and wyo'y = wyoy; and

— for all x € dom(7’), there exists y € dom(v) such that zv' € st(yy); and

— for all u,v € Uyeqrrg(5,01) st(to’), wy’ = vy’ implies u = v; and

— for all u € stzs(S,0), uoy = uo'y'.

We prove the result with (wg,o’) and 4. We directly have that Properties 1 and 2 are satisfied. By
definition of f, we know that 7' is a ground trace and so vars(lyi,...,ln) = {Zj};cr(m)- It implies that
vars(w) = wvars({t1,...,t,}). But dom(vy) = dom(p) = wvars(w). Hence vars(img(p)) C {t1p,...,tnp}
But for all x € dom(y'), vars(zy') C wars(img(y)) hence vars(xy') C {t1p,...,tnp}. This allows us to
prove that Property 3 is satisfied. Property 4 is trivially satisfied since dom (o) = vars(wg) C dom(o’) and
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dom(v") = wvars(wgo’). Property 5 is also trivially satisfied since v is a mapping and for all € dom(v'),
xvy' € st(img(~)) implying that zv" € X.

Since st(f) C stzs(S, o), we know that ¢ € stzs(S, o). But vars(wy) = dom (o) and vars(we)Nvars(t) = (.
Hence t = to and so tp = toy. But vars(t) C vars(w) = vars(wgo) and woo’'y’ = wooay’ = weoy. Thus
tp = toy = to’~'. For the same reason, we directly have that t1p,...,t,p are well formed in f. Lastly, if f is
solved, we have by our hypothesis K @ f; = K U{f;|}} that t € X.

f € IPC(S) In this case, we know that w is initial and vars(t,t1,...,t,) N vars(w) = 0. Defining o to be
the identity substitution, there exists an initial wy and a variable renaming 7 from vars(wg) to vars(w)
such that (wp,o) € Z8(S) and w = wyy = weory. Property 3 trivially holds since dom(y) \ vars(wg) = 0.
Property 4 also directly holds since vars(t,ty,...,t,) Nvars(w) = ) and w is initial. Property 5 holds since
for all x € dom(7y), zy € X. As we focus on subterm convergent rewriting system and since we assumed that
K @ fi = K U{fi{}, we know that either f is not solved and there exists i € {1,...,n} such that ¢t € st(¢;)
or else f is solved and ¢t = f(t1,...,t,) for some function symbol f with ¢y, ...,t, all distinct. Thus Property
6.b holds respectively with u = ¢; or u = t. Lastly, when f is solved, we already showed that ¢t = f(¢1,...,t,)
and therefore Property 7.b holds.

Lemma 33. Let S be a set of seed statements and K be a proper knowledge base built from S. Let (wo,0) €
ZS(S) and let v be a substitution completing (wo, o) such that (wo, o) is mazimal for v in S. Assume
that (kwo(m(R,u) < Ky, (R1,t1),- .-, kwn(Rn,tn)) € conseq(Koed). There exist u, ..., uy, € stzs(S,0),
i1,...,0k €{1,...,n} and a context C built only on function symbols such that:

—u=Clti,...,ty,u107,...,unoy]; and
— foralli e {1l,...,m}, ujoc € X; and
— for allp position of C, there exists T such that (kwyoy(Ts ulp) < kuy (R1,t1), ..., K, (Rnstn)) € conseq(Ksoied)-

Proof. We proceed by induction on the size N of the derivation of f = (kwogw (R,u) < ke, (R1,t1), -+ y K, (R, tn)) €
conseq(Kqopved)-

Base case N = 0: either there exists i € {1,...,n} such that u = ¢; (rule AXioM) and we trivially conclude
choosing C = _, k=1, m =0, i; = 4; or there exist (kw(R’, ) < ) € Keveq and a substitution o such that
wa C wooy, u = t'a and R = R'a. In fact vars(t') = 0 and so v = t/. But K is a proper knowledge base
and in particular, Properties 1,2 and 7.a hold. Hence there exist o’,+" and a term wuy € st(S, o) such that
(wy,0") € IS(S), wio'y = w, ugo’y' =t and ugo’ ¢ X for some wjw{ = wy.

Let us define § such that dom(d) = vars(wy) U dom(v'), §[vars(w()] = ovy[vars(w()] and d[dom(y')] =
~v'a[dom(7')]. In such a case, we deduce that woo'd = wooy. But (w, o) is maximal for v in K hence there
exists 6 such that o = ¢’6. Therefore, we have that ugoy = ugo’6y and ugo € X. But wgo’d = wyo’6y and
vars(upo’) C vars(woo’) hence we deduce that ugo’8y = ugo’d and so ugoy = ugo’y'a = u. We conclude
with C' = _k=0,m = 1,u; = ug.

Inductive step N > 0: there exists g = (kw(R/,t/) < By,.. .,Bm) € Ksoed and a substitution « such
that wa C wooy, u = t'o, R = R'a and for all i € {1,...,m}, (Bia < ku, (R1,t1),- .., Kk, (Rn,tn)) €
conseq(Koned)- Since K is a proper knowledge base there exist o), 7" such that (w(,o’) € ZS(K), wio'y =
w with wjw{ = wgy. Moreover, either Property 7.a holds and so there exists ug € stzs(S,o’) such that
ugo’y’ =t' and ugo’ € X or else Property 7.b holds and so ¢/ = id and t = f(y1, ..., ¥ym) for some function
symbol f where for all ¢ € {1,...,m}, y; is the variable of B;.

In the case Property 7.a, we do the same reasoning as in the base case of the induction which al-
lows us to conclude. Let us focus on the case where Property 7.b holds. Since for all i € {1,...,m},
(Bia < ke, (R1,t1), -+, ke, (Rn,tn)) € conseq(Koned), by induction hypothesis, we deduce that for all
i € {1,...,m}, there exist ui,...,u’ , € stzs(S,0), ji,...,j;. € {1,...,n} and C; built only on function
symbol such that:

— yio = Cyltji,. .. ,tjii,uzlcw, oyl ov]; and
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— forall £ € {1,...,m'}, uio & X; and
— for all p position of Cj, there exist 7; such that (kweor (R}, yictlp) < kuy (R1,t1), ... ke, (Rn,tn)) €
cOnseq(l(solved)

This allows us to first deduce that o = u has the expected form with a context f(Cy,...,C,,). Secondly,
by combining our induction hypotheses, we conclude that for all p position of f(C1,...,Cy,), there exists T’
such that (kugor (T7,ulp) < ke, (R1,t1), - - - ki, (Rn, tn)) € conseq(Ksoved)-

Lemma 34. Let S be a set of seed statements and K a proper knowledge base built from S. Consider f € K
and g € Ksoved Such that:

— f = (ka(R,1) < kuy (X1,11)s -+ ko, (Xns ) s and
—g= (k (R <= Ky (Xl,ml) k(X x;n)), and

— ‘there ewists w T wy such that § = mgu(k (X1,t1), ke (R, 1))

Let h = (ku(R.t) < kuy(Xaita), . kuy (Xnstn), Kt (X1, @), Ky (X

. m))9 We have that K' =
K @ h is a proper knowledge base.

Proof. We only focus on the case where K & h = K U {hl}} otherwise the result trivially holds. According
to Lemma we only need to prove that g satisfies the properties of Definition [29| parametrized by K and
S. Since K is a proper knowledge base, we deduce that there exist (wg,00) € ZS(K) and a substitution
completing (wp, 0¢) such that the following properties hold:

f.1) (wo,0p) is maximal for v in K.

) w = wopy.
£.3) for all z € dom(y) \ vars(wp), vars(zy) C vars(ty, ..., tn).
) for all x € dom () Nwars(wy), 7y & vars(t, t1,...,t,) and z7 occurs only once in w.
) for all z € dom(v), vy € X implies that either zy € st(¢y,...,t,) or there exists T such that

(kw(T, 2Y) < Koy (X1,81), - oy Ky, (X tn)) € conseq(Kolved)-
£.6) one of the two following properties holds:
a) there exists u € stzs(S5,09) such that ¢ = uogy and for all v € {t1,...,t,}, v is well formed in f
w.r.t. (wp,o) and ~.
b) there exist u and T such that ¢ € st(u), (kw (T, u) <= ke, (X1,t1)5 -+ oy Ko, (X, tn)) € conseq(Ksolved)-

Moreover, we also deduce that there exist (wy, o) € ZS(K) and a substitution 4’ completing (wj, o) such
that the following properties hold:

g.1) w) C wy and (w, 0f) is maximal for 7/ in K.
! ! A
w' = wholy'.

for all z € dom(y') \ vars(wy), vars(xy') C vars(x}, ..., z,,).

’ m

)
) !

g.4) for all z € dom (') Nwvars(wf), xvy' & vars(t',x},...,z,,) and xv occurs only once in w'.
)

for all z € dom(y'), 2y & X implies that there exists T such that (ke (T, 27) < ko (X1, 20), ... kur (X
Conseq(Ksolved)~
g.6) one of the two following properties holds:
a) there exists u € stzs(S, of)) such that ¢’ = uoyy’ and uoj, ¢ X.
b) o) = id, t' = f(z,...,2},) for some function symbol f, all variables z,...,z
w =w; (1 <i<m)

!

T, are distinct and

Note that the Property g.5 should have been a disjunction with xvy’ € st(z],...,},) being a possibility. But
since z,...,x, € X, it is trivially impossible.

Since (wy, 0() € ZS(K) and wo C wo (Prop. g.1), we deduce that (wo, o) € ZS(K). Since wj T wp, there
exists wy such that wy = wjw]. Let us define §’ such that dom(d’) = dom(v') U vars(wy), 6'[dom(v")] =
' 0[dom(~")] and &' [vars(w()] = ooyf|vars(w])]. Moreover, let us denote § = v0[dom(7y)]. We know that
0 = mgu(ky(X1,t1), ke (R, ")) with w C w; hence uf = w6 which implies, by Prop. g.2 and .2, that
who0Y0 = wyoyy'8 = wjoyd’. Moreover, since dom(o() Nwvars(wj) = 0, we have w(o(d = wyd' = w”cro’ye
Hence, we can conclude that woaofyﬁ = w0005'

By Lemma., 28] there exist ofj, 7, a, o’ such that:
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(wo,0() € ZS(K), 4" completes (wo, of); and

woogy" = weod = weo'd’, o = oo = of’; and

for all z € dom(v"), there exist y € dom(d) and y' € dom(d’) such that zv" € st(yd), 7" € st(y’d’) and
if y € vars(wp) (resp. y' € vars(wp)) then y'd’ € st(yd) (resp. yd € st(y'd')); and

for all u € stzs(S,00) (resp. u € stzs(S,00)), uoed = uoyy” (resp. uoyd’ = uogy")

Moreover, by Lemma [30] there exist o{/’,7", @’ such that the following properties hold:

s.1) (wo,0(") € ZS(K) and is completed by v and is maximal for 4" in K.

s.2) o) = ofa” hence o' = opaa” = ola’a”.

8.3) woo('y" = wooy Yy = weoed = weopd’.

s.4) for all z € dom(v"), there exists y € dom(y") such that xv"" € st(yy”); and so there exists z € dom(9)

and 2z’ € dom(d")) such that av"" € st(26), zv"" € st(z0’) and if z € vars(wg) (resp. 2’ € vars(wp)) then
2’8" € st(20) (resp. 26 € st(2'd")).

s.5) for all u,v € stzs(S,0"), uc”’'v"" = vo"'4"" implies that uo’”’ = vo'.
$.6) for all u € stzs(S,0(), uoly” = uof’y"; and so since stzs(S,00) C stzs(S,0f) and stzs(S,0() C
stzs(S,0(), we have that for all u € stzs(S,00) (resp. stzs(S,0()), uoegd = uoy'y" (resp. uoyd’ =
"o
uog'y™").

"

Let us now prove the different properties required for h with (wp,o(") € ZS(K) and ~"'. We al-
ready proved that (wg,o(’) is maximal for 4 in K and that "’ completes (wg,o(’) (Property s.1).

Moreover, we know that w = wgogy hence wd = woogyd = weoed = wooy’y"”" (Property s.3). Let
us denote Side = ku,o(X2,t20), ..., ku,o(Xn,tn0), ke o(X1,710), ... ks o(X},,27,0) and let us denote
Tp = {ta0,...,t,0,210,..., 2, 0}. It remains to prove the following properties:

h.3) for all x € dom(~"") ~\ vars(wp), vars(xy"") C vars(Tg).

h.4) for all z € dom(y"") Nwars(wy), zv"" & vars(td) Uvars(Tp) and xy"" is a variable that occurs only once
in h.

h.5) for all « € dom(v"), =y & X implies that either z+v" € st(Tg) or there exists T' such that
(kwo(T,27"") <= Side) € conseq(Ksoed)-

h.6) one of the two following properties holds:
a) there exists u € stzs(S, (") such that t6 = uo{(/’y"”" and for all v € T, v is well formed in h.
b) there exist u and T such that t0 € st(u), (kwo(T, u) < Side) € conseq(Ksoled)-

h.7) if h is solved then there exists u € stzs(S,o()’) such that t0 = uo()’y"" and uoj’ & X.

Before proving properties h.3-h.7 we will show two other useful properties.

Sub-property 1: Assume that Property f.6.a is satisfied. For all x € dom(0), if 6 ¢ X then one of the
following property holds:

— there exists u € stzs(S,0(’) such that uoy’ ¢ X and 260 = uoy’y".
" "

— 0 is well formed for h w.r.t. (wo,o()’) and v

To prove this sub-property, we do an induction on the size of |z6| with x € dom(6). Let us assume that

x0 ¢ X. We need to consider 6, that is § = mgu(kwé(,m(Xl,tl), Kuwt oy (R',t")). By the properties of the
most general unifier, we deduce that one of the following property holds:

1. there exists r € st(w{og) such that r ¢ X and rv0 = z0:
By Corollary there exists u € stzs(S, 0¢) such that uog = r and so uogyf = 2. But u € stzs(S, 09)

implies u € stzs(S, o)) since o() = opaa’’. Thus with r = uoy € X, we deduce that uo(’ &€ X. Moreover,

by Property s.3, woo('y"" = wpopd. Thus, 26 = uo{’y".
2. there exists r € st(wjog) such that r ¢ X and rv'6 = z0:
Using the same reasoning as above, we deduce that there exists u € stzs(S, o) such that x6 = uo{’'~"

and ucy’.
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3. there exist y € dom(7) and r € st(y~y) such that rf = 26 and yy ¢ X
By Property f.5, we know that either yy € st(t1,...,t,) or there exists T such that k,(T,yy) <
Ky (X15t1)5 -+ - s ke, (X, tn)) € conseq(Kolved)-

In the former case, let us assume that yy € st(¢;,) for some ig € {1,...,n}. By Property f.6.a, we have for
alli € {1,...,n}, t; is well formed in f w.r.t. (wg, o) and . Hence, there exists u1,...,ur € stzs(S,00),
i1,...,4¢ € {1,...,n} and a context C built on function symbols such that t;, = C[t;,, ..., t;,,u1007,- .., uo0Y),

for all j € {1,...,4}, t;;, € & and for all position p in C, there exists 7" such that (kw(T, tiglp) <=
Ky (X1,t1), -+« s Ku, (X, ) € conseq(Ksoived)-
In the later case, by combining Lemma and the fact that for all ¢ € {1,...,n}, t; is well formed
in f wr.t. (wg,0) and v (Prop f.6.a), we obtain that there exist uy,...,ur € stzs(S,00), i1,...,%¢ €
{1,...,n} and a context C built on function symbols such that yy = C[t;,,...,ti,,u1007, ..., ur007],
for all j € {1,...,4}, t;, € X and for all position p in C, there exists T such that (k. (T,y7|y) <
Ky (X1,81)5 -« -y ke, (X, tn)) € conseq(Kolved)-
Therefore, in both cases, we deduce that r € st(Cl[t;,, ..., t;,,u1007,- .., uroo7y]). W.lo.g., we can assume
that there exists a position p of C' such that r = Ct;,, ..., t;,, w1007, .., uxooy]|p (otherwise we refer to
previous cases). Thus, it allows us to deduce that r is well formed in f w.r.t. (wg, o) and . Furthermore,
by applying our induction hypothesis on each ¢;,,...,%;, and by application of Lemma we deduce
that 70 = z6 is well formed in h w.r.t. (wo,o0(’) and 7.

4. there exist y € dom(y') and r € st(yy') such that 70 = 20 and yy' € X:
This case is similar to Case 3. In fact by Property g.5, we know that there exists 7" such that (k- (T, y7') <
kwt (X1,20), -+ kwr (X, 27,)) € conseq(Ksoived). But by Lemmaand the fact that all 2, ...,z are
variables, we obtain that yv is well formed in g w.r.t. (wp, o)) and 7". Then we apply the same reasoning
as Case 3.

5. there exists r € st(¢1) such that rf = 20 with r ¢ X
Since Property f.6.a holds, we know that ¢; is well formed in f. Hence we can apply the same reasoning
as in Case 3 (we had yv well formed in f w.r.t. (wg,09) and v, and r € st(yy)).

6. there exists r € st(t’) such that 760 = z6 with r ¢ X
If Property g.6.a holds then we have that r € st(uo(y’) for some u € stzs(S, o) such that uof(y’ = t'.
In such a case, either there exists r’ € st(wjyo() such that v € X and r’y’ = r or else there exists
y € dom(v') such that r € st(yy’) and yy' ¢ X. We can respectively apply the same reasoning applied
in Case 2 and 4.

If Property g.6.b holds then ¢t = f(¢4, ..., t,) for some function symbol f. By considering C = f(_, ..., ), we
also have that for all position p of C, there exists T" such that k(T ') <=k (X1, 21), .-+ kur (X7, 27,)-

Thus, ¢’ is well formed in g w.r.t. (wp, () and 4’. Hence we can apply the same reasoning as in Case 3
(we had yvy well formed in f w.r.t. (wo,00) and v, and r € st(yy)).

Sub-property 2: Assume that Properties h.5 and h.3 are satisfied and h is solved. Let v and T such that
(kwoa"j"’y”/(T’ u) < Side) € conseq(Koed). Let v € st(u). If there is no T” such that (kwoag'»y”/(T»U) =
Side) € conseq(Ksoned) then there exists vy € stzs(S, 0f)’) such that v = voo(’y" and voo()’ & X. We prove

this sub-property by induction on |u|:

Base case |u| = 1: In such a case, by Lemma[33] we deduce that either u € T or there exists r € stzs(S, of)’)
such that ro’y"”" = w and roj)’ ¢ X. But v € st(u) and |u| = 1 imply that v = u. Thus, v € Tp is in
contradiction with the fact that there is no 7" such that (kwog(/]u,ym(T, v) < Side) € conseq(Koed). Hence
roy’y" = u and rof]’ ¢ X which means that the result holds.

Inductive Step |u| > 1: By Lemma we deduce that there exists uy,...,u; € stzs(S,0("), v1,...,v € Tp
and a context C built only on function symbols such that:

— s IBVIIAN
—u=Clv,...,v,uro{’y", ... Jugol’~"]; and

— forall j € {1,...,k}, ujoy’ ¢ X; and
— for all p position of C, there exists T" such that (kwoa""y”’(T> ulp) < Side) € conseq(Kolved)-

61



But & is solved meaning that Tg C X. But v € st(u) and there is no 7" such that (kwoaé”'y”’(Tvv) =

Side) € conseq(Koved). Hence we deduce that there exists ¢ € {1,...,k} such that v is a strict subterm
of u;o{'y"". In such a case, either there exists r € stzs(S,o(’) such that rof’ € st(v;ay’), roy’'v" = v and

roy’ & X, or else there exists y € dom(y""’) such that v € st(yy”’). In the first case, the result directly
holds. In the latter case, Properties h.5 and h.3 indicate that either yy"’ € st(Tg) or there exists 7" such
that (kwoo'()”’y’” (T, yy") < Side) € conseq(Koned)- But h is solved hence Tg is a set of variables meaning
that yy"”" € st(Tp) implies yy"” € Tp and so v € Ty which is in contradiction with the fact that there is
no T" such that (Ky,opryw (T",0) < Side) € conseq(Ksoned). Hence v € st(yy") where |yy"”'| < |u| and
there exists T such that (kwogén,ym (T",yy"") < Side) € conseq(Ksoived). We can conclude by applying our

"

inductive hypothesis on y~"".

Sub-property 3: Assume that Property h.4 holds. Let « € dom(y"") such that xy"" ¢ X. If there exists
z € dom(y') ~\ vars(w}) such that zv"" € st(z7'6) then either 2y € st(Ts) or there exists T such that
(ko (T, zv"") <= Side) € conseq(Kolved)-

We prove this result by induction on |z’|. The base case |z7'| = 0 being trivial, we focus on the inductive
case |z7'| > 0. Let us do a case analysis on whether z9’ € X or not. If 27/ € X' then by Prop. g.3, we know that
zy e {xl,..., 2.} and so xy"" € st(zv'6) C st(T). Otherwise z7' ¢ X and so by Prop. g.5, we know that
there exists there exists 7" such that (kuyges~ (T, 27") <= kuw (X1, 27), - ke, (X7, 27,)) € conseq(Ksolved)-
By Lemma we know that there exists uy,...,us € stzs(S,0() and iy,...,ix € {1,...,m} and a context
C built only on function symbols such that

=2y =Clwy ...,z ,u100Y ... w0

—forallie {1,...,0}, ujol, ¢ X

— for all p positions of C, there exists 7" such that (kwyos~ (1", 27']p) < kuwi (X1,27), - kur, (X7, 77,)) €
cOns‘eQ(I(solved)

But zv" € st(z7y'6). So either there exists a position p of C' such that zvy"” = 279'6|,; or there exist j €
{1,...,¢} and v € stzs(S, 0() such that v is a strict subterm of u; and zv"" = vo(v'6 (by Corollary, or there
exists y € dom (") \ vars(w}) such that zv"" € st(yy'8) and |yv'| < |z7'| (since for all ¢ € {1,...,¢}, w0} &
X). In the first case, we know that (kuy,os (T, 27'|p) <= kst (X1,21), .-+ kur, (X}, 77,)) € conseq(Ksolved)

and so we can deduce by Lemma 23| that (ks (T, 27'0],) <= Side) € conseq(HKsolved). Hence the result

holds. In the second case, since 27" & X, we deduce by Prop. h.4. that x € dom(y"") \ vars(wy) and so

x € stzs(S,0("). But v € stzs(S,0() and xv" = vo(y'0 = vo(d’. But vod’ = vo’y"” by Prop. s.6 and
" ! 1

v € stzs(S,0(). By Prop. s.5, we can conclude that v = zo(’y"" = voy’y" implies ¢ = voy’ = voja’a
and so vo(, € X. Thus, vo(, € dom(y') \ vars(w() with voyy'0 = z"". But we know that v is a strict subterm
of u;j and so |vo(y'| < |27'|. Therefore, it corresponds to the third case. In the third case, we can apply our

inductive hypothesis on |y+'| which allows us to conclude.

Now that we proved the sub-properties we need, we will prove Properties h.3 to h.7.

Property h.8 Let x € dom(y""") \ vars(wp). By Property s.4, we know that there exists y € dom(d) (resp.
dom(¢8")) such that vars(zvy"") C vars(yd) (resp. vars(yd’)). Moreover, vars(w() C vars(wg) and by definition
of § and ¢’, Properties f.3 and g.3 allow us to deduce that vars(zv"") C vars(Tg) U {t10}. Since t,0 = t'0
with vars(t') C {f,...,z],} we conclude that vars(zy"") C vars(Tg). Therefore Property h.3 holds.

Properties h.4 Let x € dom(v"")Nvars(wg). But 4" completes (wq, 0()’). Hence, we deduce that = &€ dom(a{)’).

But we know that o))’ = cpad” = o(a’a” (Prop. s.2). Therefore, we deduce that z € dom(og) and = ¢
dom(ay,). But by Definition [25] we know that vars(img(cg))Nvars(we) = 0 and vars(img(cf))Nvars(wo) = 0.
Moreover, we also know that v and 4’ respectively complete (wp,00) and (w(,o() with wj C wy and so
dom(v) = vars(woop) and dom(y') = vars(wjoy). Hence we deduce that z € dom(v) and if = € vars(w()
then x € dom(y'). By Prop. f.4, we deduce that zvy & vars(t,t1,...,t,) and z7y occurs only once in w.

Let us do a small case analysis on x.
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— if x & vars(wy), then we directly have that zy & vars(). Thus, 2y occurs only once in wf. But wyogy8 =
wooy'y"" (Prop. 8.3), © & dom(op) and = € dom(o)) and so a0 = xv"". Therefore, 2y occurs only
once in wf. Moreover, we know that zv & vars(t,ty,...,t,) by Prop f.4 and also that xy & {z,...,2],}
since f and g have distinct variables. Therefore, we can conclude that zv"" = zv0 & vars(t0) Uvars(Tg).

— if © € wars(w}), we know that Prop g.4 that xv' & wars(t',z},...,z),). Hence, we deduce w.l.o.g.
that 0 = {&y — xv}0" where zv,2v" & vars(8’). Hence, since zv & vars(g), we obtain that xv'0 =
xy & vars(t'0,246,... 2, 0). But we already know that zvy & wvars(t,t1,...,t,) and zv &€ dom(6).
Hence zv0 = xvy & vars(t0,t16,...,t,0). Therefore, xv0 & vars(tf) U vars(Tg). Lastly, we know that
woogyl = wool’y" (Prop s.3) and = & dom(og) thus 2y = x+"". Since z7y occurs only once in w and

xy & vars(0') and zy' & vars(w), we deduce that v = xy"" occurs only once in wf = woo{’y".

Properties h.5 Let @ € dom(xz+"") such that 2" ¢ X. By Property s.4, we know that there exists z € dom(d)
and 2z’ € dom(¢’) such that zv"” € st(z9), v € st(z0’) and if z € vars(wy) (resp. 2’ € vars(wp)) then
2'0" € st(20) (resp. 20 € st(2'd0")). By definition of §, we know that z € dom(vy) and 26 = 2. We prove the
result by induction on |z7|. The base case (|z7y| = 0) being trivial, we focus on the inductive step (|zy| > 0).

Assume first that z € dom(v)Nwvars(wp). In such a case, we know by Prop. f.4. that zy & vars(t, t1,...,t,)
and zv is a variable that occurs only once in w. If z € vars(w{) then zy ¢ vars(d) and so zv0 = 2§ is a
variable. This is impossible since " € st(zd) and xy"” & X. Therefore, z € vars(wj). But z € vars(wy)
implies that 2’0’ € st(zd). Let us look at z’. By construction of §’, we deduce that 2’ € dom(y'). If 2/ €
vars(wy) then by Prop. g.4. we have 2’y & vars(t',x},...,z},) and 2’4" occurs only once in w’. But 27 is also
a variable that occurs only once in w and 2y & vars(t,ty,...,t,). Thus by construction of 8, 276, 2’70 € X.
This is once again impossible since 2"’ € st(z0) and zv"" & X. Therefore, 2z’ € dom(y') \ vars(wj). We can
therefore conclude by applying the Sub-Property 3.

Assume now that z € dom(y)~\vars(wp). If zy € X then by Prop. {.3., we know that zy € vars(ty,..., t,).
Else by Prop. f.5., we know that either zy € st(t1,...,t,) or there exists T such that (kw(T, zy) <
kuy (X1,81), -+, K, (Xn,tn)) € conseq(Ksoed). Therefore independently of zy € X or not, we obtain
that either zy € st(ty,...,t,) or there exists T such that (ky(T,27) < ku, (X1,t1), ... ke, (Xn,tn)) €
conseq(Koned). We do a case analysis:

— if zy € st(ta,...,ts): In such a case, we directly have that 270 € st(t20,...,t,0) C st(T,). And so
" e st(Th,).
— if 2y = ¢;: In such a case, we know that ¢;0 = '6. Since g is solved, we directly have that (k. (R',t') <

kuwt (X1, 27)5 -+ Ky (X7, 25 )) € conseq(Koed ). Therefore, by Lemma we can conclude that (kwg(R’, zy) <

Side) € conseq(Kolved)-

— if 27 is a strict subterm of t1: Once again, we know that ¢160 = t'6. If Prop. g.6.b. holds then we
directly that that zv6 € st(x}0,...,2,0) and so xv"" € st(Tp). If Prop. g.6.a. holds then there exists
u € stzs(S, 0() such that t' = uo(y’ and uoj, ¢ X. Therefore either there exists v € stzs(S, () such that

xy" =o' = vo(d’ or there exists y € dom(y') \ vars(w() such that v € st(y+'0). In the former,

we know that zv"" = zo{(’y""’. Moreover, by Prop. s.6., va(d’ = vo(]’y"’. Thus by Prop. s.5, we deduce
that © = vo{)’. With o’ = o(a’a”, we deduce that vo}, € X and so vo}, € dom(y') \ vars(w(). We can
conclude by applying Sub-Property 3. In the latter case, we can directly apply Sub-Property 3.

— if there exists T such that (ky (T, 27) < kuw, (X1,t1), - - - s Kw, (Xn,tn)) € conseq(Ksoed). By Lemma

there exist ug, ..., up € stzs(S,00), i1,...,i € {1,...,n} and a context C built only on function symbols
such that:
o 2y =Cltiy,. .., ti,,u1007, .. .,u00y]; and

o forallie{l,...,¢}, ujo0 € X; and
e for all p positions of C, there exists 7" such that (ku (7”7, 27[p) < ke, (X1,%1), -, Ku, (Xn.tn)) €
conseq(Ksolved)-
Since zv"" € st(z), either v € st(t;,0,...,¢;,0) and so we conclude like in previous cases; or there
exists p position of C such that z7"” = 276, and so there exists T’ such that (k,(7",27],) <
Ky (X1,%1)5 -+ s ke, (Xn,tn)) € conseq(Kolved) Which allows us to conclude thanks to Lemma or
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there exists ¢ € {1,...,¢} and y € w;00 such that 27" € st(yyf) and so we can conclude by ap-
plying our inductive hypothesis on y7v since u;o0 € X meaning that |yy| < |z7y]; or else there exists
i€ {l,...,0} and v € st(u;) such that vopyd = ay"”. In the latter case, by Prop. s.6., we know that
vyl = vopd = vo()'y"". Thus by Prop. s.5, we deduce that z = vo(’ is a variable. By va”’ = vogaa”
and so voy is also a variable meaning that vog € dom(v) and |vogy| < |zy|]. We can thus conclude by

applying our inductive hypothesis.

Property h.6 We know that either Property f.6.a or f.6.b holds. Let us assume that Property f.6.a holds. In
such a case, we know that there exits u € stzs(S, 0¢) such that ¢ = uogy and for all i € {1,...,n}, t; is well
formed in f. But by Property s.5, we deduce that uogy8 = uo()’+".

Let © € {x1,...,xm} U{te,...,tp,} NX. If x € dom(f) then x € Ty and trivially well formed in h.
If © € dom(f) then by Sub-property 1 and the fact that 6 € Tp, we deduce that z6 is well formed in
h. Let v € {to,...,tp} ~ X. By Property {.6.a, we deduce that v is well formed in f that is there exist
Ul ..., u € stzs(S,00), i1,...,4¢ € {1,...,n} and a context C' built on symbol functions such that v =
Cltiys ..ty u1007, . . ., upooy], for all j € {1,..., £}, t;, € X and for all position p of C, there exists 7" such
that (ke (T, ulp) < ki, (X1,t1),- -, kw, (Xn,tn)) € conseq(Ksoned). Thus, v = C[t;,0,...,t;,0,u100'y",.
By applying Sub-Property 1 on each ¢;,6, j € {1,...,/}, we can conclude that v6 is well formed in h and o)
Property h.6.a holds. '

Assume now that Property f£.6.b holds. There exists u and T such that ¢ € st(u) and (k (T,u) <

N
, UROg 7Y

Ky (X1,t1), -« ke, (X, tn)) € conseq(Ksolved ). Therefore, we directly have by Lemma.that kuwo(T0,ub) <

Side) € conseq(Ksolved)-

Property h.7 Suppose h is solved. With h being solved and K’ = K&h = KU{h{}, we deduce that there is no
T such that (kwg (T,t9) < Side) € conseq(Koed)- If Property h.6.a holds then there exist u € stzs(S, (")
such that t0 = uo{’y""". Thus, we only need to show that uoj’ ¢ X. We show it by contradiction: uoj)’ € X
implies that uc{’ € dom(y"). But if uo(’y""" € X then td = ua”’ "€ Tp, and if t0 = uo()’y" ¢ X, Property
h.5 holds. Therefore, we deduce that there exists 1" such that (kwg (T,t0) < Szde) € conseq(Ksoh,ed)7 which
is a contradiction with our hypothesis. Therefore, when Property h.6.a holds, Property h.7.a holds.

Let us now focus on the case where Property h.6.b holds which implies that there exists v and T such
that t0 € st(u) and (kwg (T,u) < B) € conseq(Kqoed). Therefore, by applying Sub-property 2, we deduce
that there exists vy € stzs(S,0(’) such that t6 = voo{’y" and vyo]’ ¢ X. Hence we can conclude that
Property h.7 holds.

Combining Lemmas [32] and [34] we obtain the following corollary

Corollary 5. Let S be a set of seed statements and K a knowledge based built from S. K is well-formed.

The measures

Definition 30. Let S be a set of seed statements and K be a proper knowledge base built from S. Let
N = [st(IPC(9))|. Let f = (kw(R,t) < Bi,...,By) € K. Let (wo,00) € ZS(K) and v be a substitution
completing (wg, 0g) such that (wg,oq) is mazimal for v in S and w = woogy. (Existence of (wo,0q) and v
is guaranteed since K is a proper knowledge base). We define the measure

C(fv K) =N — |{’U, € StIS(Su UO) | ElT(kw(Ta UUO’V) < By, .. 7Bn) € Conseq(Ksolved)}‘

Lemma 35. Let S be a set of seed statements and K be a proper knowledge base built from S. Consider
f € KN Kgved and g € Kgolved such that:

- f = (kw(R, t) <~ kw1 (Xl,tl) .,kwn (Xn,tn)),' and
—g= (kw/(R’7t ) <= ky (Xl,scl) ) kw;n(X;n,:I:;n)); and
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— there exists w C wy such that = mgu(k,, (X1,%1), ke (R, 1)).
Let b = (ky (R, t) < Kuy (X2, t2), -+, Ku, (X )y koot (X1, 20), s ket (X7, 27,))0. We have that:

- mC(haK> < min(mc(f,K),mC(g,K))
— forall f' e K, mg(f',K®h) <me(f,K)
— if his solved and K & h = K U{h{} then mec(hl), K ® h) < min(me(f, K), mc(g, K))

Proof. Since K is a proper knowledge base, we know that there exist wo, o9, o), 7y, y" such that (wo, 09), (wo, 0f) €
ZS(K) and:

— (wp,00) (resp. (wp,oy)) is maximal for v (resp. v") in K
— v completes (wg, 0p) and " completes (wg, of))
— w = wpogy and wl = weoyy".
Since (wp,oy) is maximal for 7", we deduce that there exists « such that o{] = oga. Therefore, we deduce
that v0[dom ()] = avy”[dom(¥)].
Let u € stzs(S,00) and T such that (kw(T, uogy) < kuy (X1,61)5 -y Koy, (X tn)) € conseq(Kolved)-
Since o{] = oga, we deduce that u € stzs(S, o) ). Moreover, by Lemma (ke (T, uo0y) <= ke (X1, 1), ... kw” (Xn n)) €
conseq(Ksoed) implies that (kue (T, uooy8) < ku,a(X2,t20), ... Ku,o(Xn, tnb), ke o (X1, 10), . .. kw7 ,x,0)) €
conseq(Koned). But uogyd = uogay” = uo{~"”. Hence, we can conclude that mc(h K) < mc(f, K). By
applying similar reasoning, we deduce that mg(h, K) < mg(g, K). Therefore, we conclude that mg(h, K) <
min(me(f, K),me(g, K)).
Let f/ € K. By definition of conseq, we directly have that conseq(Ksned) € conseq((K & h)solved)-
Therefore, we deduce that me(f/, K @ h) < me(f’, K).
Moreover, if  is solved and K @h = KU{hl}} then there is no T'such that (ke (T’ t) < ku, (X2,22), . . ., Ku, (Xn, tn), kur (X7,

conseq(Koed). First, similarly to the proof of Lemma for all u € stzs(S, o)), since vars(uo” 'y” ) C

vars(woo(yvy'"), we can prove by an induction on the number of step applied to calculate hl} = (H < Side) that

if there exists T such that (kwg(T7 uap") = kuyo (X2, t20), - . - ki, o (X, tn8), ko (X1, 210), - ks 6( X, xmﬁ))
conseq(Koed) then there exists T” such that (kwg (T, uaé”y”) <= Side) € conseq(Koed). Second, since K
is a proper knowledge base, we know that there exists ug € stzs(S, o) such that t6 = ugo{~". Therefore, we
deduce that ug € {u € stzs(S,09)|3R s.t. (kw(R, uogy) < Ky, (X1,t1), -+, K, (Xn,tn)) € conseq(Kolved) }-
It implies that me(h{, K®h) < me(f, K@®h). By using a similar reasoning, we deduce that me(hll, K®h) <

me(g, K @ h) and so we can conclude that mg (b, K ® h) < min(me(f, K), ma(g, K)).

Definition 31. Let S be a set of seed statements and K be a proper knowledge base built from S. Let
f € KN Ksoved and g1, ..., gn € Keolved- We denote by Sres(f, [g1, - - -, gn]) the set of clauses such that for all
h € Sgres(f,[g1,---,9n)), there exist clauses hy, ..., hy, such that ho = f, h = h, and for alli € {1,...,n},
h; is the result of an application of the rule RESOLUTION on h;_1 and g;.

Moreover we define the measure

mA(Ka s [glw-'agn]) = th} | h e SRES(f7 [g1,.--,gn])} N K‘

Corollary 6. Let S be a set of seed statements and K be a proper knowledge base built from S. Let f €
K\ Koolved- Let g1,. .., 9n € Ksolved- For all h € Sges(f, [g1,---,9n]), for all ' € K,

- mc(haK@h) S min(mc<f7K)amC(glaK)a"'amC(gTHK))
_mc(flaK@h)SmC(f/7K)
— if h is solved and K & h = K U{h{} then mc(h{, K & h) < min(me(f, K),mc(g1, K),...,mc(gn, K))

Lemma 36. Let S be a set of seed statements and K a proper knowledge base built from S. For all f € K,
there exists N € N such that for all M > N, for all g1,...,9m € Ksolved, Sres(f5 [915- -, 9m]) = 0.
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Proof. For all f = (H < ky, (X1,t1), ..., ku, (Xn,tn)) € K, we define the multiset

m(f) = {lwil, [t:]) | i € {1,....n}}

Consider now g € Kgoveq such that:

— 9= (ka (R, ) < kot (X1, 20), .. Kur, (X))
- tl ¢ X and
— there exists u C wy such that 8 = mgu(k, (X1,t1), ke (R, t')).
Let h = (H <= ku,(X2,t2), .- K, (Xns tn), ket (X1, 20), 0k (X, 20,)) 0.

We know that K is a proper knowledge base. In particular, there exist (wq, 0¢) € ZS(S) and a substitution
~ completing (wg, 0g) such that w’ = wyopy. Moreover, either (a) t' = f(z,...,2},) for some function
symbol f and w' = w} = ... =w],; or else (b) there exists u € stzs(S, 0¢) such that ' = ucgy. In case (b),
u € stzs(S, 0p) implies that vars(uog) C vars(wgog). Therefore, vars(t') C vars(woogy) = vars(w') and so
by Corollary |3} we deduce that for all ¢ € {1,...,m}, |w}| < |w'].

In case (a), since t; € X, we deduce that for all ¢ € {1,...,n}, t;0 = ¢; and for all j € {1,...,m},
|2,0] < [t10]. Therefore, whether it is Case (a) or (b), m(h) is the multi set m(f) where we replace the
element (Jwy|, |t1]) by several elements (|w'8|,|z}0]), i € {1,...,m} strictly smaller than (Jw], |[t1]). We can
conclude that m(h) < m(f) and so the result holds.

Definition 32. Let S be a set of seed statements and K be a proper knowledge base built from S and such
that K;(S) C K. We denote by mp(K) the following multiset:

f € K’L(S) N Ki(S)solveda
gi,--39n € Ksolveda

<min(mc(f, K),mc(g1, K),. .., mC(ng))v>
SR,ES(fa [glv oo agnD 7é w

mA(K7f7 [glw--ugnD

We use the natural ordering on multiset with the lexicographic ordering for the elements of mp(K).

Lemma 37. Let S be a set of seed statements and K be a proper knowledge base built from S and such
that K;(S) C K. Let f € K;(S) N K;(S)solved- Let g1, ..., 9n € Ksolved- Let h € Srus(f, [91,---,9n]) such that
h & K and K ® h = KU{h{}. We have that mp(K ® h) < mp(K).

Proof. Let f' € K;(S) N\ K;(S)solved and g1, - .., g0, € Keolved such that Srus(f', g1, ---,90]) # 0. By Corol-
lary [6] we know that mc(f/, K @ h) < me(f/,K) and for all i € {1,...,m}, mc(g), K ® h) < mc(g), K).
Moreover by definition, we trivially have that ma(K @ h, f',[¢], ..., 9h]) < ma(K, f',[91,---,95,)). Since
hl & K, h € Sres(f,[91,---,9n)) and hll € K @ h, we also deduce that ma(K @ h, f,[g1,...,9,]) <
mA(Kv s [917 s 7977,]])-

Let us first consider the case where h is not solved. In such a case, h{ = h and Keoived = (K @ h)solved-
Moreover, we just showed that:

min(me(f', K ® h),mc(g1, K D h),...,ma(g.,, K ®h))
< min(mc(f’,K), mC(glvi)’ . '7mC(g;n7K)); and

- mA(K@h’flv [glla"wg;n]) < mA(K’flv [glla""g;n])§ and
— min(me(f, K ®h),mc(g1, K ®h),...,mc(gn, K ®h))

< min(me(f, K),mc(g1, K),...,mc(gn, K)); and
mA(K@h’fv [917-~'agn]) < mA(K’f’ [gla-"agnﬂ)'

This allows us to deduce that mp(K ® h) < mp(K).

In the case where h is solved, we need to consider more elements for mp (K @ h) since (K @ h)solved =
Koonved U {h{}. By Corollary [} mc(h{, K ® h) < min(me(f, K),mc(g1, K),...,mc(gn, K)). Therefore, for
all f" € K;(S) ~ K;(S)solved, for all g7, ..., g; € Keonea U{R{}, if hll € {g7,..., g} } then min(mc(f”, K &
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h),mc(g!, K ®h),...,mec(g9, K ®h)) < min(me(f, K),mc(91,K),...,mc(gn, K)). Hence, mp(K @ h) is
the multiset mp(K) where we replaced at least one element, i.e.,

(min(mC(fv K)7 mc(gh K)7 cey mC(gnv K))? mA(Kv fa [glv cee mgnH))
by several strictly smaller elements:

- (mln(mc(f,K @ h)’ mc(glaK S h)7 L} mc(gn,K S h))a mA(K S?) h7f7 [917 cee 7gn]))
— (min(me(f", K@&h),me(g{, K&h),...,mc(g., K&h)),ma(K&h, f’,[g7,...,g0])) forall f” € K;(S)~
K;(S)solved and for all g7, ..., g}/ € Ksoed U {h{} such that hl € {g{,..., g}

This allows us to conclude that mp(K @ h) < mp(K).

Theorem 4. Let T be a ground trace and S = seed(T). For a subterm convergent rewrite system the com-
putation of sat(K;(S)) terminates in a finite number of steps.

Proof. We have by Corollary [5| that sat(K;(.S)) is well-formed. Hence, by Lemma [36| the number of elements
in mp(K) is finite. Moreover, by Lemma mp strictly decreases when applying rule RESOLUTION on
a statement with a knowledge predicate as head. Moreover, by Corollary [5| and Lemma the measure
on the resulting knowledge base also contains a finite number of elements. Hence, the RESOLUTION rule
only generates a finite number of statements in sat(K;(S)) with a knowledge predicate as head. As a direct
consequence the rule EQUATION also generates a finite number of statements. Lastly, by Lemma we
can deduce that RESOLUTION and TEST generate only a finite number of statements, whatever the head
predicate.
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E Proof of the algorithm

In order to prove Theorem [5| we need the following technical lemmas.

Lemma 38. LetT be a trace and let K be a saturated knowledge base associated to T'. Then for any statement
f € K, we have that:

1. 4f f= (rll,u.,ln < {ky, (Xi,ti)}ie{l,__,7m}) and x € vars(l) then there exists w; =1ly,..., i with k' <k
such that x € vars(t;).

.....

Proof. The seed knowledge base satisfies the above properties and they are preserved by canonicalization,
update and saturation.

Lemma 39. Let Ty be a trace, oo = 0 the empty frame, and {c1,...,cx} names such that c; & names(Ty)
foralll <i<k.

If
(To, 00) =2 (Th, 1) 22 ... £5 (T, 1)

and V1 <3<k

— either ¢; & names(Ly,...,Ly)
— 0T Pida(er)—1 Y t; for some t; where ida(c;) = min{j | ¢; € names(L;)}

0

then
L7’ Lon’ L7’
(TOa 800) ﬁ (Tlﬂ-a Qplﬂ-) 2:” s :7"> (Tnﬂ-v SOTLT()’

where ™ = {c; = Ri}icq1,...ky and m = {c; = ti}icq1,.. b}
Proof. By induction on n, the same operational steps will take place with the new labels.

Lemma 40. Let T be a trace, let {c1,...,cx} be public names not appearing in T and let 7 : {c1,...,ck} —
Messages and 7' : {c1,...,ck} — Recipes be mappings from names to terms. If T |E ky(R,t) and T |
ko (e, e;m) then T |= kyr (R7 7).

Proof. By induction on R.

Lemma 41. Let T be a trace and ¢ a frame such that (T, @) = (T",¢") and such that

1. either M = L,
2. or L =1in(d,R) and M = in(d, R’) such that (R = R)ep.

Then we have that (T, @) A (T, ¢").

Proof. If M = L then the result is obvious. Otherwise, R and R’ are recipes for the same term in ¢ and
therefore the transition still holds. a

Theorem 5. Let T be a ground trace, P a ground process and K = (sat(K;(T)))solved- We have that

— if T T P then REACHABILITY (K, P) and IDENTITY(K, P) hold.
— if P is determinate and REACHABILITY (K, P) and IDENTITY(K, P) hold
then T C.; P.

Proof. We first prove that if any of the tests fail then T [Z.; P.

68



— If the REACHABILITY test fails, we have that (r;, ;. < {kw, (X, xi)}iE{L_“’m}) € K and for all T, ¢
we have that P 2 (T',¢). By (soundness of K'), we have that there exists T, ¢” such
that (T, 0) Moo M, (T",¢"). Hence, T L.+ P

— If the IDENTITY test fails, we have that (I’Ill’ 1, (R, R <= {ku, (X, 2 )}ie{l,...,m}) € K and:

there exists 7", ¢" such that (T, 0) M Mo, (T",¢"). Hence, T L4 P

2. or for any T”,¢ such that (P,0) 2 M (T", ) we have (Rt # R'm)p. By we have
however that that there exists 7", ¢ such that (7', 0) M Mo, (T",¢") and (Rm = R'm)¢"”. Hence,
T ZCt P.

Next, we prove that if T [Z,; P and P is determinate, then at least one test fails. We assume by
contradiction that T [Z.; P, that all tests pass and we derive a contradiction. As T [Z. P, it follows that

there exist Ly, ..., Ly, such that
— either (T,0) 2225 (77, ) and VS € P, §", 4. (S, 0) £ (57 ).
— or, (T,0) 2222 (77, ) and (R = R')p and VS € P, §",4 if (S, 0) =225 (S7 ) then (R # R')i).

Let n be the smallest index such that one of the above holds. We then have that:

(T @> (T1a<p1> _> —> (Tnflaﬁpnfl) L_n> (T’ru(pn)
and for all R, R’ and 4, such that 1 <i <n —1 and(R = R')y; there exists S € P such that

(S,0) 25 (S1,00) 22 ... E5 (S5, ),
and (R = R’)1; and

2. or there exist recipes R, R’ such that for all U € P,V such that (U, 0) EEHEAN (V,4) we have (R # R')v.

We consider each of these two cases separately:

1. As (T,0) EEN (T, ©n), we have by (completeness) that rr e, ... Loonl € He(K). By the

definition of H., we have that it contains no reachability statements in addition to those in H. Therefore
MLigntsLugnt € H(K). Hence there exist a statement f = (rll,,, 1, <= ke (X“xl)ze{l,..‘,m}) € K and a
substitution 7 grounding for f such that l;7 = L;p,] (for all 1 <7 < n) and such that ky,(X;7,2;7) €

H(K).

Let ¢1,...,c; be fresh public names and let o : vars(ly,...,l,) — {c1,...,cx} be a bijection. For all
1 < j < k we have that (k(cj7 ¢j) <= ) € K;(T). By definition of H we have that ky,, (X0, z,0) € H(K)
for all 1 <i < m where dom(o’) ={X1,..., X} aHdO'(X)—$lO' forall 1 <i<m.

Instantiating f with o Uo’, we obtain that ry,,,. 1o € H(K Bym (soundness), it follows that
T =ty o Therefore, there exist recipes R’ (for all 1 < ¢ < n such that I; = in(d;,t;)) such that
T = ko, 1 10(RE, ti0). By (completeness) and definition of H. there exist recipes R; such
that klla,..., 1’710(Rl,t 0') S H(K)

Let M; = 1; if |; € {test,out(c) | ¢ € C} and let M; = in(d;, R;) if I; = in(d;,t;) for all 1 <4 < n. As
REACHABILITY (K, P) holds there exists S, € P such that, if we let ¢j = (), we have

(Shy ) 22 (S7,94) 22 ... 25 (7 t).
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Let ¢ be such that I; = in(d;,t;). Applying Lemma 3§ E to f we have that for all z € wars(t;) there
exists w; such that |w;| < i and x = z;. We already have that ke, (X;7,2;7) € H(K) by choice
of f and of 7. By (soundness), we obtain that T = ku,,(X;7,2;7). Hence, as |w;| < i,
T |= Kiyrytioar (X7, 257).

Let m: {c1,...,ck} — Messages and 7’ : {c1,...,cp} — Recipes be two mappings such that w(¢;) = ;7
and 7'(¢;) = X;7 when o(z;) = ¢. As X;7 = qn’, ;7 = gm and L47,...,Li_17 = lom, ..., li_iom
therefore we have that T' = ki, on,.. 1, or(an, m). We already established that ki o, 1, ,o(Ri tio) €
H(K). By [Theorem 3| (soundness) we have that T' |= ki, 0,1, .o (Ri, ti0). We apply Lemmato obtain
that T = ki, on,... 1;_yorn (Bim  tiom). But tiom = ¢;7 and lion, ..., li_1om = l17,...,l;_17 and therefore
we have that T' = ki, 7.1, (R, t;7). From Lemma we obtain that

(Sh, %) = (Shm, om) 22I5 (S, m) 2255 2Ty (6 g ).

We will show by induction on n that

L7
(Sor, z/J07T) (Sim, 1/’17T) = (S, Yp).
We assume by the induction hypothesis that

(Shm, o) 25 (St ir) B EEL (S0l )

and we show that
(S1am, ¥f1m) =5 (Sim, vim).
We will show that L; and M;x’ satisfy the conditions of Lemma which allows us to conclude. Indeed,
either L; = M;n’ (in the case of a test or out action), or L; = in(d;, R}') and M;n" = in(d;, R;7") (in
the case of a in action). In the second case, we need to show that (R;7’ = R} )y;_1. By the definition
of =, we have that T |= ky, -, .1, 1T(R” t; 7') We have previously shown that T = ky, -, i, - (Ri7’, t;7)
and therefore T |= illT,_“,liilT(Rl , R, or, equivalently, (R;7" = R})p;—1. By the hypothesis, we have
that there exists S € P such that
Li_q

(S, @) (5171/)1) == (Si—1,%i-1),

and (R;7" = RY)y;_1. By determinacy of P it follows that ¢;_17m ~s 9, ;7 and therefore (R;n’ =
R} )l_, as well. As the hypothesis of Lemma [41| are satisfied, we can conclude.

We have shown that (S, 0) el (S1,4!), therefore obtaining a contradiction. Hence Item 1 cannot

hold.

a contradiction. Since P is determinate, we can fix one such U.

As (T,0) REEIN (T, ¢n) and (R =g R')p,, by completeness, we have that iz, e, | . .0, (R, R') €
He(K). Note, we also have that (R #g R')Yy. From the fact that ir, o, ... L,enl (R, R’) € He(K) and

(R+#g R )wU7 we can show that

— there exist recipes Q, Q" and k < n such that iz, 4,1, 1.0.1(Q,Q") € H(K) but (Q #r Q" )Yy
We fix recipes @, Q' such that they satisfy the above condition and such that the sum of the sizes of the

recipes (Q and Q' is the smallest one.
AS NLigntssLngnt € H(K), we have by Lemma [15] that rig, ). .. 1,41 (Q, Q") € H(K). Therefore there
exists a statement

f= (rizl,...,zn(RuRﬁ) = {kwi(Xivxi)}ie{L...,m}) eK

and a substitution 7 grounding for f such that ky, - (X;7,2;7) € H(K) (for all 1 <i<m), l17,...,l,7 =

Liond, ..., Lpond, Ri7 = Q and Ri7 = Q'. We make the following observations:

(a) Note first that neither Ry nor R} are recipe variables. This can be shown by proving that none of
the symbolic recipes in a head of a statement in K can be a recipe variable. The latter can be shown
by a straightforward induction the number of steps used in the saturation procedure.
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(b) This implies that if recipe variables X; and X; for 1 < ,j < m belong to the union of subterms of
Ry and of R}, then the sum of sizes of X;7 and X7 is less than the sum of the sizes of Ri7 = Q
and Ri7 = Q.

(c) If #; = x; for 1 <4,j < m then, by Lemma [16] we have that i;,,,|,.... 0,1 (XiT, X;7) € H(K) for
some k < n and hence (X;7 =g X;7)pi. If & < n we must have that (X;7 =g X;7)¢y as we would
otherwise contradict minimality of n. If k = n, by our construction of @ and Q" and observation (b)
above, if recipe variables X; and X; belong to the union of subterms of R; and of R/, then we must
have (X;7 =g X;7)1y. Otherwise we would contradict minimality of @, Q’.

(d) For each 1 < ¢ < m, consider the set comp, = {j|z; = z; and X is a subterm of R, or Rj }.
Consider the map least : {1 <i < m} — {1 <i < m} defined as follows. least(i) = x, where
r is the least element of the set comp; if comp; is nonempty and is the least element of the set
{jlxz; = x; } otherwise.

Let 79 be the substitution such that for 70(X;) = 7(Xjeast(s)) for 1 < i <m, and 7o(z) = 7(z) for all
message variables. By observation (c¢) above, we have that
- RlT =E Rl’l‘o)i/JU and hence (Q =FE R170)1/1U.
— (Ri7 =g Ri70)Yu and hence (Q =g Ri70)¢u.
— (Rumo =g R170)¢n-
We proceed exactly as for Item 1 and show that there exists S{ € P such that

(S5, 00) = (Shm, or) 25 (S)m, Wim) 22 ... E5 (Shm, )

where 7(c) = 7(z) if o(c) = x. Let 7'(¢;) = 10(X;) if o(¢;) = 2.

Furthermore, as IDENTITY (K, P) holds it follows that (Rijw = Rjw)v),, where w = {X; — x;0}. As the
equational theory is stable by substitution of terms for names, we have that (Riwn’ =g Rjwn )y .
But Rywn’ =g Ri79 and Rjwn’ = Rj79, which means that (R179 =g R}70)¥, 7. Now, thanks to
determinacy, we have that (R179 =g R}70)%u. By observation (d) above, we get (Q =g Q')vy, thus
obtaining a contradiction.

As both cases yield a contradiction, it follows that if T' [Z.; P then REACHABILITY (K, P) or IDENTITY (K, P)
fail.
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F Optimisation of the interleaving

We first introduce some additional notation and show some properties of ||,.

We define vis(T') to be the trace containing only visible actions of T, i.e., vis(e¢) = e, vis(7.T) = vis(T)
and vis(a.T') = a.vis(T'). For 0 <4 < |vis(T")| we also define tests;(T") to be the sequence of test actions that
occur before the ith visible action, i.e., testso(T") = e, tests;(7.17") = 7.tests;(T") and tests;(a.T") = tests;_1 (T').
We denote by T7 C T5 the fact that T3 is a subsequence of T5.

Lemma 42. For all T € (11 || T2) there exists T, € (11 ||o T2) such that vis(T) = vis(T,) and tests;(T) 3
tests; (Ty,) for 0 <14 < |vis(T)|.

Proof. We actually prove the following stronger statement.

Let Ty, T5,T{, T4 be such that

— vis(Ty) = vis(T7]) and vis(T) = vis(T3), and
— tests; (T1) 3 tests; (T7]) and tests;(T2) 3 tests;(T4) for 0 < i < |vis(T)|.

Then for all T' € (T; || T») there exists T, € (T} ||, T5) such that vis(T) = vis(T,) and tests;(T") 3 tests;(T,)
for 0 <4 < |vis(T)|.

We proceed by induction on the number v of visible actions in 77 and T5.
Base case: v=0. In this case the lemma trivially holds as vis(T') = € = vis(T,) and testsy(T') = € = testsy(Ty).
Inductive case: v=n. As v > 1 we have that

T=m...7.0.T"

Suppose that
Ty=1]... Tj/-.oz.Tll

The case where Ty is of this form is symmetric. As T € (Ty || T2) we have by the definition of || that
Tieeen. T AT i and T' € (T7 || T3) for some suffix T3 of Ty such that vis(Tz) = vis(73) and tests;(73) J
tests; (T3).

As T' € (1] || T4) by induction hypothesis we have that there exists T, € (T} ||, T5) such that vis(T") =
vis(T) and tests;(7”) 3 tests;(T}) for 0 < i < |vis(T")].

Let

We indeed have that

— vis(T) = avis(T") = awvis(T)) = vis(T,), and
— tests;(T) = 71 ... 7p.tests; 1 (1") D 7y ... 7] tests;_1(T,) = tests;(7,) for 1 <1 < |vis(T')|, and
— testsg(7") = testso(T,).

(]
Proposition 9. Let T1,T5 be two ground traces.
I, ) Iy,
(T | T2) === (T, ) ff (Ta [|o T2) === (T, )
Proof. (=) This direction follows directly from the fact that (T3 ||, T2) C (11 || T2).
(<) This direction is a corollary from Lemma
O
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