
Ad Hoc Networks 125 (2022) 102740

Available online 14 November 2021
1570-8705/© 2021 Elsevier B.V. All rights reserved.

AI-enabled privacy-preservation phrase with multi-keyword ranked 
searching for sustainable edge-cloud networks in the era of industrial IoT 

B D Deebak a,*, Fida Hussain Memon b,c, Kapal Dev d, Sunder Ali Khowaja e, 
Nawab Muhammad Faseeh Qureshi f,* 

a School of Computer Science and Engineering, Vellore Institute of Technology, Vellore 632 014, India 
b Department of Mechatronics, AMM Lab Jeju National University, South Korea 
c Department of Electrical Engineering Sukkur IBA University, Pakistan 
d Department of Institute of Intelligent Systems, University of Johannesburg, South Africa 
e Department of Mechatronics Engineering, Korea Polytechnic University, Republic of Korea 
f Department of Computer Education, Sungkyunkwan University, Seoul, South Korea   

A R T I C L E  I N F O   

Keywords: 
Industrial internet of things 
Multi-keyword searching 
Data privacy 
Protection 
Cloud computing 
Secure searching efficiency 

A B S T R A C T   

The integration of sensing technologies and cloud computing signifies the design perspectives of electronic 
healthcare systems. It has its own application domain to upload the clinical data of the patients and treatment 
procedures to the cloud server. Moreover, the data user may process the queries with suitable sensing parameters 
to obtain an appropriate medical record. As a result, the development of the Industrial Internet of Things (I-IoT) 
demands practical insights, trustworthiness, and reliability of intelligent automation to prevent the occurrence of 
potential risks in the process of production. In the past, multi-keyword searching (MKS) over encrypted cloud 
data has attracted researchers’ attention. As cloud computing is highly practicing, data owners may easily 
outsource any kind of system data to commercial sites using the Industrial Internet of Things (I-IoT). However, 
data privacy and protection should be ensured using encryption techniques before any sensitive data is out-
sourced over insecure public networks. Providing cloud data encryption and secure keyword searching still exist 
as challenging issues. In I-IoT, cloud computing deals with a large amount of data users and documents, thus a 
technique like MKS is highly necessitated to process the search request and secure query processing. Thus, this 
paper presents a privacy-preservation phrase with multi-keyword ranked searching (PPP-MKRS) that introduces 
optimized filtering, binary tree index structure, and conjunctive keyword search to achieve secure searching 
efficiency. The experimental analysis shows that the proposed PPP-MKRS scheme consumes less computation, 
storage, and verification time in comparison with other searching encryption techniques.   

1. Introduction 

The industrial IoT exploits the features of the physical world to state 
the proposal of industrial standards. It can include multi-level security 
approaches to stream the system data over trusted authorities. Each 
approach has its own encryption strategy to interoperate the system 
heterogeneity in terms of software and hardware to protect industrial 
equipment and technological development. An I-IoT ecosystem con-
siders an appropriate countermeasure to identify security vulnerabil-
ities, risks, and threats. Most of the systems reform the paradigm 
structure of IoT to meet the industrial standards which evolve smart 
intelligence to make life easier. It can even emerge with artificial 

intelligence to manage the issues of IoT applications such as intelligent 
production, energy management, and organizational services. More-
over, the AI-enabled IoT systems demand a decision-making process to 
offer adaptable features including effectiveness, smart services, and 
reliability. 

The IoT applications possess multi-dimension structures to explore 
the functionalities of remote servers and networks to solve real-time 
problems. To exploit accessible resources, smart computing devices 
apply diversified techniques. It uses multi-dimensional structures to 
signify the role of the decision-making process. Most computing devices 
integrate AI and IoT to design a systematic framework to regulate the 
evolution of the digital markets. An AI-enabled IoT deals with a three- 
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tier strategy to exploit the core features of smart application systems. 
The system has a reliable edge-tier architecture to transfer and control 
the communication between the end computing devices through a 
dedicated edge-gateway. An edge-gateway utilizes a proximity network 
to connect sensing components, actuator, and control system to provide 
inter-level communication. Moreover, the middleware applications such 
as data transformation and integration interface with a platform tier to 
offer high-level services. 

Of late, the fifth generation (5 G) has standardized the technological 
standards of broadband cellular networks for the evolution of IoT- 
enabled wireless devices (IoT-EWD). Global commercialization en-
grosses the network initiatives towards sixth-generation (6 G) to deter-
mine performance requirements, technological innovation, and key 
drivers. International Telecommunication Union (ITU) discovers a new 
horizon to enable digital society and network innovation by 2030 [1]. 
An academic institute so-called the University of Oulu, Finland allies 
with a telecom research institution to launch a 6 G flagship project [2]. 
The university research partnership focuses on the evolution of 
networking architecture to enable new technological services such as 
critical and holographic communication. The united states collaborate 
with the federal communications commission to operate the 6 G network 
in the spectrum of TeraHertz 〈THz〉 [3]. It applies blockchain technology 
to offer a feature of dynamic spectrum sharing. 

Also, the next-generation communication systems such as aerial, 
terrestrial, maritime, and satellite integrate the feature of the 6 G 
network to discover a space-air-ground integrated network (SAGIN) to 
propose various cutting edge technologies including quantum machine 
learning and Millimeter and Terahertz Waves Communication [4]. The 
generation of mobile communication systems generally drives the 
fundamental features of the 6 G network to empower digital technolo-
gies. The advancement of the Internet of Things (IoT) deals with system 
intelligence to connect the environmental object which utilizes the 
services such as enhanced mobile broadband (eMBB) and massive ma-
chine type communication (mMTC) to perform intensive computing, 
data collection, processing, and analysis [5]. Moreover, the communi-
cation technologies such as high-order modulation and low-density 
parity coding consider an eMBB scenario to achieve a peak data rate 
∼ 10 Gbps. However, the massive growth of IoT devices consumes a 
longer time to process the environmental data to the cloud storage 
system. 

As a result, future networking system including 5 G/6 G makes a 
discovery of edge intelligence to minimize processing delay and to 
perform a power computation at mobile edge computing (MEC) [6]. It 
may converge computing, communication, and caching to standardize 
the vision of beyond 5 G (B5G) networks. Most networking scenarios 
present a predictive technical framework, three-dimension radio con-
nectivity, cell-less architecture, and resource allocation to fulfill the 
system-level perceptive of 6 G applications. The emerging communica-
tion system utilizes sensitive sensors, immersive media, autonomous 
vehicles, and IoT to fulfill the key dimensions of digital society. The 
massive volume of physical objects centralizes the operational demands 
of 6 G to coordinate with intelligent networks which offer efficient 
interaction over a dedicated network infrastructure. An effective bind-
ing can vary the limits of the network latency and amplitude to support 
convenient access and edge computing. Moreover, this technical feature 
may effectively control the usage of network resources to meet the re-
quirements of new communication services. Of late, cloud computing 
has rapidly been developed for various application services that deal 
with a massive amount of data over cloud-server [7]. 

To provide better storage efficiencies, private and public clouds are 
blended. It may involve a joint operation to develop a hybrid cloud. It is 
emerging as a new paradigm to perform storage and service computa-
tion. As a result, more individual users and enterprises are motivating to 
outsource the private data over a cloud server. It has several benefits 
such as high-quality services, greater flexibility, quick deployment, 
faster computation, and effective resource usage. The recent 

development makes a double-edged sword to address various chal-
lenging issues. Therefore, data security and privacy issues have attracted 
researches attention for the protection of cloud data [8]. To offer 
effective data retrieval and utilization, encrypted data over the cloud is 
stimulating more interest. In a cloud environment, data upload plays a 
significant role to ensure the security of sensitive data i.e. for 
data-owner. On the other hand, cloud servers should provide adequate 
protection from outsider attack. However, there may be a serious threat 
to the user data when the cloud server is compromised. Thus, the cloud 
server is usually a semi-trusted component to perform honest user re-
quests when any data content is attempting to gain quality services [9]. 

Of late, encryption over cloud data has enhanced the development 
aspects of data security and user protection. Since the cloud server has 
high-quality data storage, on-demand service, data accessibility, share-
ability, and consistent data backup of massive data, the storage tech-
nologies and network environment include hardware resources and 
software management to minimize the maintenance cost and service 
response time. The emerging technologies advance the development of 
cloud computing to improve the quality of user experience and appli-
cation services [10]. As a result, it allows computing devices to access 
cloud data remotely which adopts system resources such as computa-
tion, communication, and storage to enable large-scale data processing 
[11]. The intelligent system integrates a cloud storage service to manage 
extensive datasets of industrial applications. However, the applications 
are still challenging to offer better security and privacy in the manage-
ment of remote data services [12]. A large quantity of datasets generated 
by IoT devices demands efficient shareability among different 
computing devices. The real-time entities utilize trusted third parties to 
store their data files on a cloud server. 

Unfortunately, in a real-time application, cloud storage or third 
parties gain device access to collect the sensitive information of the users 
[13]. Thus, it is evident that sensitive data can easily be intruded under 
any mission-critical infrastructure by illegal users. By accessing the file, 
the entities such as cloud servers and an illegal user may acquire the 
information restricted to a particular data. In order to preserve data 
integrity, a straightforward approach is highly preferred. This approach 
can encrypt the user data before outsourcing it to the cloud server. 
However, a user wants relative searching techniques such as semantic, 
privacy-preserving, identity-based, etc. to solve the problem of intrac-
tability [14]. Zeng and Choo [15] designed a proxy re-encryption 
scheme for secure cloud storage systems. Their scheme constructs a 
conditional process to minimize computation cost and key size of the 
ciphertext. Hussain et al. [16] applied a sequence of binary bit and an 
XOR operation to develop an efficient encryption scheme. In their 
scheme, the IoT includes several stages to encrypt the data which con-
sumes less time than traditional RSA. 

Fan et al. [17] considered multi-linear mapping to design a proxy 
re-encryption with the dynamic condition. Their scheme allows the data 
owners to share the encrypted data using proxy on to the cloud. As a 
result, the data security issue is a key factor of the data owner to verify 
whether the outsourcing data is private to the cloud-server or not. Of 
late, the researchers have proposed various data encryption techniques 
[18–21] that guarantee secure data outsourcing. Lian et al. [18] utilized 
access control factors to design a proxy re-encryption scheme. Their 
scheme tries to build a system model to generate a key with multi-factor 
and weight value. Maiti et al. [19] employed a strategy of proxy 
re-encryption to present a privacy-preserving scheme. In their scheme, 
Lagrange interpolation is preferred to solve the computation cost of 
re-generation keys. Wu et al. [20] proposed identity-based proxy 
re-encryption using lattice-based cryptography. This mechanism applies 
pre-image sampling and double private-key to separate the execution of 
ciphertext transformation and decryption in order to generate a valid 
re-encryption key. Kim et al. [21] designed a proxy re-encryption 
scheme to optimize the resource usages including storage and network 
capacity. 

This scheme enables data sharing and management to design a 
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lightweight device. However, the existing re-encryption techniques are 
still unavailable to construct a conventional keyword-based technique. 
Therefore, a searchable encryption technique is chosen which allows 
data users to execute the encrypted queries over stored data remotely. It 
provides security efficiency and flexibility to strengthen the verification 
process in the ciphertext environment. Of late, cloud computing has 
been more prevalent to examine the searching techniques such as multi- 
keyword ranking, fuzzy keywords, and similarity over encrypted data 
outsourcing. The authorized data users have sufficient network access to 
search outsourcing files that allow the users to search arbitrary key-
words. It can obtain the eligible data files without applying for any 
control data access. In a real-time scenario, the data owner wishes to 
access the keyword queries to grant the privileges to the different data 
users. As an instance, a technical manager allows searching techniques 
to obtain the development process of the documents. Moreover, the 
developers rely on the current projects to prevent the company from 
accessing the financial statements. 

The fine-grained data access control is not trivial to process by the 
data owner as the data can be outsourced to the remote cloud server in 
the form of encryption. Moreover, the provision of ciphertext retrieval 
considers the role of keyword trapdoor to complete a ciphertext search 
without accessing the entire documents of ciphertext. As a result, the 
bandwidth consumption can be preserved to accelerate the execution of 
ciphertext queries. However, most of the existing techniques cannot 
resist indistinguishable attack as they use a strategy of the deterministic 
trapdoor to complete ciphertext retrieval. Most importantly, searchable 
encryption techniques such as single keyword, multi-keyword, and fuzzy 
keyword linearly increase the complexity over the size of the encrypted/ 
decrypted document. The storage systems such as public, private, and 
hybrid integrate searchable encryption to gain data security and pri-
vacy. It is worthy to note that hardware storage and system maintenance 
may cause severe physical threats to cloud storage. As to strengthen the 
security features of the storage systems, people prefer encrypted cloud 
before uploading sensitive data. At present, privacy preservation is 
treating as a serious issue to outsource cloud data. 

1.1. Edge-Cloud in I-IoT 

To provide a substantial solution, an edge-cloud design is preferred 
that has a comparable platform among energy computation and 

industrial applications i.e. based on the Internet of Things (IoT) [22]. To 
optimize the system computation, edge computing is suited that may 
closely associate with IoT objects to acquire the cloud services. This 
systematic process may offer instant caching to analyze the online data 
efficiently to meet the industrial demand i.e. Industry 4.0. [23]. Fig. 1 
shows the architecture of edge-cloud in I-IoT that traditionally collects 
the raw data to synchronize with a cloud computing platform. Most IoT 
devices utilize edge applications to transmit industrial data to a central 
storage unit. The edge applications locate their own cloud center to 
process any real-time data which demands minimum latency to fulfill 
the requirements of cloud computing. The computing system prefers the 
edge of the network to build a robust infrastructure. It is widely 
comprised of industrial IoT devices, software applications, and network 
protocols to deliver any intellectual services. The industrial IoT includes 
sensing units, actuators, and smart devices to establish seamless inter-
action with data users. The edge of the network manages IoT devices to 
locate centralized access in the cloud. The centralized cloud solves the 
issue of data placement to minimize service latency. It uses a strategy of 
service allocation to manage the cloud services using software-defined 
networking. 

Moreover, to analyze a huge amount of industrial data, the archi-
tecture of Edge-Cloud integrates on-demand computing services over a 
dedicated Internet such as a database, server, and web-based tools. This 
architecture handles a massive amount of data generated by IoT devices 
to manage the consumption of bandwidth, storage, and processing costs. 
It uses a technology of edge computing to offer service continuity and to 
manage the cloud networks. The computing tools such as edge device, 
control access, communication, and storage are legally distributed to 
process the system functions namely query task, delegate, collect data, 
and upload. However, a data manager may authorize the user to retrieve 
the cloud data due to storage limitations. In general, communication 
latency may involve a significant role between data managers and IoT 
devices to analyze the data services. Each IoT device may typically store 
the online data over an edge platform to authorize the data owner. Most 
of the applications include online data services over the flow of data 
such as transmission latency and data redundancies. A typical win-win 
strategy may be applied to mitigate the communication cost that re-
stricts unnecessary data upload over a cloud platform. Therefore, cloud 
and edge computing may usually be honest but more curious. Tradi-
tionally, edge computing devices have fewer capabilities of intelligence 

Fig. 1. An Architecture of Edge-Cloud in I-IoT.  
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to process local data such as data transmission, and feature extraction to 
the cloud servers. 

1.2. Motivation 

Edge computing devices demand machine learning techniques to 
improve system intelligence. It can offer a proper decision-making 
process without cloud intervention to protect sensitive data. To 
retrieve on-demand data precisely, the encryption technique is highly 
preferred. It can guarantee data confidentiality to improve the efficiency 
rate of the searching techniques including document frequency, word 
frequency, and vector model that makes the edge platform to distribute 
the computing nodes over a dedicated network. However, major issues 
such as data privacy and keyword search are yet to be solved. Oppor-
tunely, a technique known as public-key encryption with keyword 
search (PEKS) is widely used to address privacy and searching issues. 
Due to expensive computation costs, most of the existing schemes are 
still incongruous for industrial IoT devices. In the past, the diagnostic 
industries have practiced rapid development involving IoT and cloud 
computing. The technological objective is to enable cloud assistance 
efficiently that forms a set of wearable sensors to aggregate personal 
health information (PHI). The healthcare service providers (HSPs) 
associate with a medical patient to find the health status whereby a 
timely diagnosis may be provided. The integration of cloud edge with 
wearable IoT may significantly improve healthcare to mitigate the 
storage and computation cost. 

Nevertheless, data privacy and file security play a major role due to 
the nature of sensitive data. File encryption i.e. PHI may preserve the 
medical file before transferring to the cloud server. But, it may not 
provide a complete solution for privacy preservation [24]. As a result, 
searching keywords i.e. medical data need to be in the form of encryp-
tion to offer a promising solution. A technology known as searchable 
encryption [25] may allow the user to search the keywords on encrypted 
files that convert the search index into encrypted form. Of late, several 
searchable encryption schemes [26] have been proposed that can only 
process a static dataset. Thus, it cannot be applied to the electronic 
healthcare (e-Health) system as it is dynamic. On the other hand, various 
dynamic searchable encryption schemes [27,28] may not directly sup-
port the e-Health system as the medical files are periodically generated 
to upload the data into the cloud. Generally, keyword partition has a 
high relevance but query processing relevant to keyword search plays an 
important role to examine the target partition. 

Therefore, to enhance the search efficiency, a privacy preservation 
phrase with multi-keyword ranked searching (PPP-MKRS) is presented 
that introduces optimized filtering, binary tree index structure, and 
conjunctive keyword search. The major contributions are as follows:  

1 Use a bisecting k − Mean clustering, to generate a balanced keyword 
partition and index bit-vectors  

2 Use a vector space model adopts to examine the metrics such as term 
frequency TF, and inverse document frequency IDF over encrypted 
cloud data  

3 Utilize secure k − NN to analyze a high execution efficiency without 
loss of accuracy.  

4 To attain the execution cost, a system with a multi-core processor is 
preferred that builds a balanced multi-mode searching.  

5 To mitigate the computation overhead, the index vectors of all 
documents are separated level-wise before storing them in the tree. 

The rest of the paper is prepared as follows: Section 2 discusses the 
relevant works of searchable and privacy-preservation-based authenti-
cation schemes. Section 3 shows a systematic model and the design re-
quirements for the e-Health system. Section 4 presents the proposed 
PPP-MKRS scheme. Section 5 analyzes the important security proper-
ties of searching schemes. Section 6 demonstrates the experimental 
analysis using Phyton 3.6. Section 7 summarizes the outcomes of the 

state-of-the-art approaches. Section VII concludes the research work. 

2. Related works 

This section studies the relevant works of searchable and privacy- 
preservation-based encryption schemes. Of late, a network of the elec-
tronic healthcare system has been set up as a reliable application domain 
for the development of sensory technologies, cloud computing, and IoT. 
Healthcare applications significantly improve the availabilities of the 
networks to manage massive amounts of medical records. Most 
computing applications utilize a practical query service so-called pay-as- 
you-go to improve the quality of cloud-based services. A paradigm of 
service-oriented computing highly motivates the usages of data 
outsourcing to address the performance issues such as computation and 
reliability. However, the existing studies show that the cloud service 
models are vulnerable to several security threats such as phishing, 
spyware, account hijacking, and data breaches. The existing works are 
focused on keyword searches, multi-keyword searches, and searching 
based on access control to achieve s state of user personalization. Pitchai 
et al. [29] presented a file-sharing technique to address searchable 
encryption. Wang et al. [30] proposed multiuser encryption to provide a 
private secret key and to generate a trapdoor without the activities of the 
data owner or trusted third parties. Unfortunately, their schemes cannot 
trace the malicious activities that may leak the information of the 
decryption key to other users. 

Xia et al. [31] employed an authorized and multi-keyword searching 
scheme using asymmetric encryption techniques. Their scheme may 
satisfy document confidentiality, collision resistance, and trapdoor 
unlinkability. Li et all. [32] presented a multi-keyword searching 
scheme to provide secure searching and accuracy over the mobile cloud 
data. Moreover, their scheme uses k − nearestneighbor and relevance 
score to meet the objective of multi-keyword searching. Jiang et al. [33] 
developed a verification searching scheme for a single keyword search 
that uses a specific data structure to achieve searching efficiency. Sun 
et al. [34] proposed an attributed-based keyword search that has search 
authorization and user revocation to outsource multiple data owners. 
Fan et al. [35] presented a verifiable scheme using an authentication tag 
that controls the server access. Wu et al. [36] developed a verifiable 
searching scheme using homomorphic encryption. Their scheme may 
generate an encrypted index structure to validate the searching results. 
Li et al. [37] addressed the issue of searchable encryption over a medical 
cloud. Cao et al. [38] utilized a bilinear mapping to build the access 
control list that uses a proxy server to generate the encrypted data. 

Ren et al. [39] shown the technical challenges of 
privacy-preservation searching to address the significance of 
thing-fog-cloud architecture i.e. for IoT. Their architecture shares the 
secret key to authorize the user and to generate a query token. Since a 
user may gain access to recover the entire database, an access-control 
policy is tactfully set to update the secret key periodically by data 
owners. The searching results execute the query to return the most 
relevant files, which may apply a probabilistic trapdoor to resist a 
distinguishability attack. Xu et al. [40] designed a two-step ranking 
scheme that adopts ordered-preserving encryption over cloud encrypted 
data. Li et al. [41] developed a fine-grained multi-keyword searching 
over cloud encrypted data. Fortunately, their scheme can only operate 
boolean queries to improve the searching accuracy. Yang et al. [42] 
presented a fast privacy-preserving scheme to exploit the security fea-
tures of multi-keyword searching. Their scheme can offer dynamic up-
dates to maintain a better relevancy score between a query and a 
document. Xia et al. [43] adopted a balanced binary-tree index to 
explore the algorithmic strategies of dynamic multi-keyword searching 
schemes. Chen et al. [44] proposed privacy-preserving ranked searching 
to explore the clustering mechanism which can improve the searching 
efficiency. Fu et al. [45] designed a fuzzy-based multi-keyword 
searching scheme that uses location-sensitive hashing to adopt the 
technical feature of WordNet. 
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Wang et al. [46] developed a multi-keyword searching to explore the 
queries which order the privacy-preserving using locality-sensitive 
hashing. Fu et al. [47] presented a synonyms-based multi-keyword 
searching to realize the expansions of document keywords. Xia et al. 
[48] designed a semantic multi-keyword searching scheme to relate the 
libraries including document index and semantic relationship. Fu et al. 
[49] introduced several semantic-aware ranked searching schemes to 
adopt the features of semantic relationships. Most of the existing works 
introduce state-of-the-art approaches for public clouds. Yang et al. [50] 
proposed a searching scheme for hybrid clouds including public and 
private. In general, the public cloud acts as a trusted entity whereas the 
private cloud presumes to be honest but curious. The document key-
words divide into several partitions to obtain unique document index 
vectors. The private cloud uses the document index vectors to hold the 
document identities. Accordingly, the public cloud finds the identities of 
the encrypted documents to classify the efficiency rate of the search 
keywords. Importantly, the coverage keywords influence the propor-
tionality of searching efficiency over the number of partitions. 

Wang et al. [51] introduced a secure keyword ranking scheme to 
record top-k relevant scores. Also, several ranked searching schemes 
have been introduced for key factors such as security and efficiency. 
However, their schemes cannot mitigate the computation cost to apply 
multi-keyword searching. Cao et al. [52] presented an asymmetric scalar 
privacy-preserving approach to support multi-keyword searching. 
However, their scheme cannot consider a weight for each keyword to 
improve the searching efficiency. Peng et al. [53] developed a 
keyword-balanced binary tree to construct an index structure. More-
over, it uses a multi-keyword searching scheme to meet the configura-
tion setup of multi-ownership. Since the server of the semi-trusted cloud 
can easily snoop the keywords and trapdoor privacy, it can be prone o 
equivalence tests and keyword guessing attacks. Moreover, the mali-
cious user may infer the receiver’s public key to capture the generated 
ciphertext including trapdoor and keyword ciphertext. To provide better 
analysis, the key issues of searching such as single keyword, 
multi-keyword, single-owner, multiple owners, proxy, trapdoor privacy 
protection, and unlinkability are considered in Table 1. It is shown that 
the proposed PPP-MKRS scheme can support multi-keyword searching 
without the establishment of a proxy (Figs. 2 and 4). 

Zhong et al. [54] introduced locality-sensitive hashing to achieve a 
privacy-aware system. Their scheme proposes a multi-dimensional 
ensemble-driven approach that prefers a set of candidate services to 
achieve a better quality of services such as response time and 
throughput. Guan et al. [55] discovered a cross-lingual multi-keyword 
searching to signify the use of language profiling. This scheme includes 
personalized searching to accelerate the sorting process. Xiao et al. [56] 
designed multi-keyword searching based on a mapping set that includes 
a private cloud server to match the keyword set over the query vectors. It 
may segment document index vector and query vector to minimize the 
processing cost. Cui et al. [57] presented an attribute-based 

multi-keyword searching to secure the encrypted cloud data. This 
scheme linearly scales the growth of service functionality to minimize 
the computation overhead of encrypted keywords. Najafi et al. [58] 
utilized symmetric searchable encryption to provide an optimal solution 
in terms of searching time, storage, and communication. Sangeetha et al. 
[59] applied attribute-based encryption to secure the personal health 
record of the patients. This scheme effectively retrieves the health data 
file to secure trustworthiness while any sensitive data is being shared in 
the cloud. 

Niu et al. [60] developed a data-sharing scheme using multi-keyword 
searching. In their scheme, the techniques such as proxy re-encryption 
and searchable encryption are analytically unified to protect the pri-
vate information of the patient. Hozhabr et al. [61] presented a dynamic 
secure multi-keyword searching to authorize document access in any 
operational environment. It can generate an index tree-based cluster 
technique to improve search efficiencies and to ensure the trustworthi-
ness of the retrieving documents. Xu et al. [62] applied a modified 
Paillier encryption and secure k-NN computation to match and rank the 
diagnostic data files. It uses weighted Euclidean distance to obtain the 
Top-k files in diagnostics. 

3. Models and design requirements 

This section shows a systematic model for the e-Health system that 
defines different model elements and design goals. 

3.1. System model 

In e-Health, the wearable sensor devices collect the generated data in 
the encrypted medical files over IoT-gateway. Then, the medical files are 
forwarded to cloud storage i.e. ServerA. Importantly, this model obtains 
the files and their related queries to store in another cloud storage i.e. 
ServerB. This is to note that privacy preservation may be ensured in the 
use of multiple cloud servers. It comprises six real-time entities: 1. Data 
Owner 〈DO〉; 2. IoT-Gateway 〈GIoT〉; 3. Cloud − ServerA; 4. Cloud −
ServerB; 5. Data Users 〈DU〉; and 6. Trusted Authority 〈TA〉. The real-time 
entities including IoT-gateway, cloud-server, data owner, and user 
guarantee data confidentiality to outsource the encrypted data files. It 
can build searchable indexes to enable efficient and secure access con-
trol over encrypted data. Each index creates a secure searching index to 
define the user types and policies. It authorizes data users that execute 
query trapdoor, which is based on encrypted keywords. Moreover, it 
uses attribute sets to infer the interested medical files from the cloud 
server. Upon execution of the query trapdoor, the searching index ex-
plores the cloud server to extract the encrypted data file. However, the 
associated attributes are verified with the access control policy to 
perform the query execution over the search index. Eventually, the cloud 
server returns the query response to the data users. 

Data Owner 〈DO〉: Data owner outsources private and sensitive data 
to achieve convenient access, reliability, and on-demand data access to 
authorized users. To provide data privacy, DO encrypts the medical 
documents using symmetric encryption techniques [12]. Each document 
creates the index vector that is based on the dictionary using a term 
frequency TF. BMS index tree may be constructed using index vectors 
and document pool to enhance searching efficiency. To protect index 
tree privacy, the data owner encrypts the index tree before uploading 
them to Cloud − ServerB. DO generates a query vector based on a dic-
tionary and inverse document frequency (IDF) values that are linked to 
query keywords of DU. To protect data and consumer privacy, DO en-
crypts query vector, forms trapdoor, sends trapdoor and document 
decryption keys to DU. 

Data Users 〈DU〉: DU sends the searching keywords to DO and obtains 
a trapdoor corresponding to the searching keywords from DO. DO sends 
the trapdoor to Cloud − ServerA that obtains the top-ranking from the 
encrypted documents. Then, DO decrypts the downloaded documents 
using decryption keys. 

Table 1 
Comparison of Multi-Keyword Searching Schemes.  

Existing Schemes KI1 KI2 KI3 KI4 KI5 KI6 KI7 

Fu et al. [45] X √ X √ √ X X 
Wang et al. [46] X √ X √ √ √ X 
Fu et al. [47] X √ X √ √ X X 
Fu et al. [49] X X X X √ X X 
Yang et al. [50] X X X X √ X X 
Wang et al. [51] √ X √ X √ X X 
Cao et al. [52] X √ X √ X X X 
Peng et al. [53] X √ X √ X X X 
Xiao et al. [56] X √ X √ X √ X 
Cui et al. [57] X √ √ √ X √ X 
Niu et al. [60] X √ X X √ X X 

KI1: Single keyword searching; KI2: Multi-keyword searching;. 
KI3: Single owner; KI4: Multiple owners; KI5: Proxy;. 
KI6: Trapdoor privacy protection; and KI7: trapdoor unlinkability. 
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Trusted Authority 〈TA〉: TA collects the DU attributes to generate the 
public keys and distribute the keys to other entities. 

IoT-Gateway 〈GIoT〉: GIoT collects the medical files from DO to 
aggregate the medical data. Additionally, the keywords are extracted 
from the medical files to encrypt both files i.e. medical and keywords. 

Cloud − Server: Aand B store the encrypted documents and the 
corresponding encrypted BMS tree received from DO. Aand B offer data 
access to authorized DU. When the DU sends trapdoor to Aand B, Aand B 
then search the trapdoors over BMS tree to yield top-ranked encrypted 
documents to DU. 

3.2. Threat model 

TA is assumed to be a trusted entity whereas the cloud servers i.e. 
ServerAand ServerB are designated to be honest but more curious to 
sense the private information of DO. GIoT considers as a secure entity to 
generate an encrypted medical file. Moreover, DU acts as a medical 
professional to evaluate the medical data. ServerAand ServerB may be 
susceptible to compromise the integrity of real-time entity i.e. DU. 
Hence, DU should verify the veracity of medical files to claim that the 
real-time entities do not conspire. To acquire the supplementary infor-
mation, the trapdoor and secure indexes utilize the phrase searching 
protocol. As a result, it would analyze the document to infer the location 
and keyword index. We consider two different threat models, which are 
already employed in [13]. 

Known Cyphertext Model: In this model, ServerAand ServerB may 
only identify the encrypted documents and the index vectors that are 
outsourced by DO and the trapdoors provided by DU. Moreover, they are 
capable to record the search history in the encrypted document. 

Known Background Model: This model uses ServerAand ServerB to 
retain more knowledge rather than known ciphertext models, such as 
the relation between trapdoors and statistical information about the 
datasets. Also, they may infer query phrasing to collect the keyword 
frequencies. 

3.3. Design requirements 

In this paper, important design requirements are defined as follows: 
Searchable Keywords: The proposed PPP-MKRS scheme achieves 

multi-keyword searching and their related frequencies. In opposition to 
other e-Health systems, the proposed PPP-MKRS may obtain frequency 

gaps in keyword ranges. 
Data Sharing: DO may periodically upload the medical files into 

ServerA. Later, the files may be shared to DU to provide a proper medical 
diagnosis. 

Data Verifiability: To extract the incorrect medical data, DU should 
verify the document integrity and conformity of encrypted file contents. 

Confidentiality of document pool: Using ServerAand ServerB, DO 
stores the document pools whereas DU accesses them. As a result, proper 
data confidentiality may be maintained among DO and DU to provide 
document privacy. 

Index and trapdoor privacy protection: Assume that ServerAand 
ServerB are used to identify the content of the index and trapdoor in turn 
to learn the documented subjects. Importantly, the secure index cannot 
be inferred by ServerAand ServerB as it is subjected to the representation 
of an encrypted document. Therefore, the privacy of the document may 
be guaranteed once the keyword locations are well protected. 

Trapdoor Unlinkability: Cloud − Server cannot associate with the 
trapdoors to perform the phrase searching as it has a similar phrase for 
multiple queries. The documents storing in ServerAand ServerB may have 
searched for several times. However, ServerAand ServerB may not be 
learning about the search keyword information, which is accessed from 
trapdoors. Therefore, DO use different trapdoors to generate the same set 
of search keywords. 

4. Proposed PPP-MKRS 

This section presents the vector space model, search model, rele-
vance score, secure k − NN computation, and dictionary formation to 
protect data authorization. 

4.1. Fibonacci heap FH 

A mergeable-heap with a set of a heap-ordered tree is chosen to 
exploit the operations such as node insertion and extraction with the 
minimum keys [63]. It is used to implement the process effectively that 
introduces several key operations. They are as follows:  

○ Make-Heap () – Create a new heap without any key elements 
○ Insert () – Add a key element {x} with a key to H, which takes con-

stant storage time 

Fig. 2. Model of e-Health System.  
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○ EXMIN(H) – Use to perform a deletion of a node {x}, which has a 
minimum key to return the pointer {x} i..e. from the heap. It is a 
complex operation for a Fibonacci Heap FH. 

Shorter execution time may appeal to select a minimum number of 
elements from the given set. 

4.2. Pseudo-Random permutation and function 

A pseudo-random number may generate a fixed length to express the 
function as F: {0, 1}λ × {0, 1}* → {0, 1}*. The adversaries use proba-
bilistic polynomial-time to distinguish the pseudo-random permutation 
and function to build and protect the privacy of the nodes in the graph. 
Table 2 defines the important notations used in the proposed PPP-MKRS. 

4.3. Paillier cryptosystem 

It is an additive homomorphic cryptosystem to enable the arithmetic 
operation on the encrypted medical data that may result in operation 
consistency. Assume that two computation integers i.e. x1 and x2 are 
encrypted using the same secret-key k into the ciphertexts Ek(x1) and 
Ek(x2). As a result, additive homomorphism can be expressed as follows: 

Ek(x1).Ek(x2) = Ek(x1 + x2)

In formal, three Paillier algorithms are shown below: 
KeyGen: Two independent prime integers such as r1 and r2are 

randomly selected to obtain N = (r1.r2); and ϕ(PK) = (r1 − 1).(r2 − 1). 
Lastly, public key PKand private key 〈PK,ϕ(PK)〉are chosen. 

Encryption: A random integer r ∈ Z∗
N is chosen for a message MG ∈ ZN 

that obtains the encrypted results as: 

C = (1 + N)
MG .rN (mod N2)

Decryption: Assume that C = Ek(MG) is selected to perform the 

encryption. As to decrypt the results, C with 〈PK,ϕ(PK)〉is carefully 
chosen: 

MG =
〈( (

Cφ(PK ) mod N2) − 1
) /

N
〉
.φ(PK)

− 1
(mod N)

MS
(

Fd,i

)

=
∑i

t=1
St +

∑h

j=i+1
Ri (1) 

Where h is the total number of levels in the index tree; Lk is a list to 
store the top-ranked K document files in descending order i.e. Sd; DLi is 
the list of index vectors storing the documents at ith level; and Ak is the 
similarity score of Kth document file in Lk. Fig. 3 shows the flow structure 
of the proposed PPP-MKRS including vector space modeling, keyword 
relevance score, and query computation. 

4.4. Vector space model 

A vector space model adopts a secure multi-keyword search to 
examine the metrics such as term frequency TF, and inverse document 
frequency IDF. The former term defines the number of times the key-
words existing in the given document, whereas the latter divides the 
overall documents by many available documents in the existence of 
keywords or terms. Each medical document Di describes n dimension 
vectors where n is the ordered reference of the keyword dictionary. VDi [j]
is used to store the normalized TF value of the keyword Wj as defined in 
Eq. 1. 

VDi [j] = TFDi ,Wj

/ ̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅∑

Wj∈Di∧Di∈D

(
TFDi ,Wj

)2
√

(2) 

For an execution query Q, n dimension query vector VQis used to 
store the normalized IDF. The expression of VQ[j] is defined in Eq. 2: 

VQ[j] = IDFWj

/ ̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
∑

Wj∈Q

(
IDFWj

)2
√

(3)  

4.5. Relevance score RC 

In a document, the term ‘relevance’ signifies the number of times the 
query searching in a searchable document. It is widely employed in the 
searchable encryption technique, which retrieves the ranked search re-
sults. The metric for relevance score is meant as TFIDF . To measure the RC 
among documents and searching requests, Di and Q is assumed. It can be 
defined to calculate the inner product between VDi and VQ: 

RC〈VDi ,VQ〉 = (VDi .VQ) =
∑n

j=1
(VDi [j] ×VQ[j]) (4) 

However, this paper deliberately uses TF to compute the size of 
keyword frequency which is completely depending on synonyms fre-
quency from the searching documents. As referred to [15], the keyword 
relevance score is defined as follows: 

RC
(
Wj, TFDi ,Wj

)
=

1
⃒
⃒TFDi ,Wj

⃒
⃒

(
1+ lnTFDi ,Wj

)
ln
(

1+
Wj

TFDi ,Wj

)

(5)  

RC

(
Wj, IDFWj

)
=

1
⃒
⃒
⃒IDFWj

⃒
⃒
⃒

(
1+ lnIDFWj

)
ln

(

1+
Wj

IDFWj

)

(6)  

4.6. Secure k − NN query computation 

A secure k − NN Query Computation discusses a key specific feature 
of query protocol that initializes ServerA with Fibonacci-Heap FHre-
sulting in a heap list HL. Specifically, it is used to store the encrypted k −
NN that initiates a result with counter M = 1. It has an adjacent 

Table 2 
Important Notation Used in Proposed PPP-MKRS.  

Parameter Description 

DP A document pool i.e. set of m documents denoted as DP = (d1,d2,……, 
dm) 

PDi Medical document 
Di A collection of medical documents, comprising Di = {d1,d2,……, dm} 
VPDi  An n dimensional vector of medical documents di 

VDi  A set of document vectors in Di, VDi = {VD1 ,VD2 ,……, VDm }

W A keyword dictionary consisting of n keywords, W = {w1,w2,……, wn} 
PL A list of keyword partitions, PL = {PL1,PL2,……, PLM} 
VFdi  

An n dimension document filtering bit (DFB) vector di 

VFD  A set of DFB vectors in medical documents, VFD = {VFd1
,VFd2

,……,

VFdm
}

D The keyword-synonym dictionary of size n × t, where n refers to the 
number of keywords and t represents the number of synonyms of each 
keyword. It is denoted as   

Dn × t = (k11,k12,……, k1t 

k21,k22,……, k2t 

⋮ 
kn1,kn2,……, knt) 

W A subset of keywords and synonyms of D in the search query 
TF A sum of keyword frequency and corresponding synonyms (in the 

dictionary) frequencies in the document 
Q Query vector for keywords or synonyms of data consumers to search in 

the cloud 
T An encrypted trapdoor that forms the query vector Q 
Fd,i  An index vector of the document at ith level 

Si Equate similarity score with RelevanceScore (Fd,i, Qi) 
Qi A query vector at ith level 
Rj An inner product of Gi and Qi at query generation phase 
VQ An n dimension query vector of Q 
CD A set of candidate documents i.e. for query D 
MS(Fd,i) A function to predict the maximum conceivable final relevance score 

from the index vector Fd,i  
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dictionary Dnbrwith a size k, which stores the neighbor point of interest 
(PoI) in k − NN. 

To determine the initial PoI, the user may generate a query token i.e. 
qt1, and qt2 with a query-point qp. It will later send to ServerA to compute 
qt1⊕qt2 that obtains 〈x1‖x2〉, where x1 is the first encrypted NN of q. In 
the secure k − NN query, the rest of the (k − 1) nearest PoI employs an 
iterative method to find FHprivately. 

Each iteration involves a filtering mechanism to refine the Mth steps. 
They are as follows: 

Step1: ServerA recovers the adjacency list involving the head pointer 
that may newly add the PoI i.e. Mth NN query. 
Step2: The adjacency list retrieves the nodes to insert FHwith Key 
(xi‖yi) = Di, where Di defines encryption distance to the query. 

Step3: ServerA runs EXMIN(H) to extract the nodes with minimum 
keys. It is set to encrypt (M + 1)th NN query to add the set of 
encryption results HL. 
Step4: ServerA returns the authentic information to include kth 

nearest PoI resulting in HL. To verify the authentic data, the user 
should include Vsign, where Vsign is the modular signature multipli-
cation of k nearest PoI i.e. for each vertex obtained from the adjacent 
neighbor. 
Step5: Lastly, DU collects the verification objects V to include the 
encryption results that correspond to the authentic information Vsign 
to validate HL. This is to note that DU may decrypt HL with secret key 
sk to collect the k − NN query results. R, where R = {1stNN,2ndNN, 
……, kthNN}. 

The objective of the random vector generation is to guarantee the 
keyword anonymity of the document pool. The second step is to create 
two random invertible matrices M1 and M2 to encrypt the split vectors. 
Finally, (sk,M1,M2) is used to act as a secret key. When a relevance score 
of a document file is computed for a query of data consumer, the index 
vector of a document and the query vector should be considered to use. 
To achieve privacy-preserving, the index vector and the query vector are 
encrypted using a secret key (sk,M1,M2) and transfer to Cloud − Server. It 
computes the encrypted vectors without knowing the actual values 
including the document vector and query vector. Moreover, it provides 
the document score for the query. 

It splits into two document vectors {d′

i, d′′
i } and query vector q splits 

into two query vectors {q′, q′ ′} based on bit-vector S. If jth bit of S is 
equaled to 0, then i′[j] and i′ ′[j] are set as the identical value as i[j], 
whereas q′[j] and q′ ′[j] are set as 0 and 1 respectively. The split index 
vectors may be encrypted as follows: 

EN (i) =
{

MT
1 .i

′

, MT
2 .i

′′
}

(7) 

Fig. 3. Flow Structure of the Proposed PP-MKRS.  

Fig. 4. Dictionary Formation – A Document Pool.  
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The query vector pair may be encrypted as follows: 

EN (q) =
{

M− 1
1 .q

′

, M− 1
2 .q′′

}
(8) 

Eq. (7) and Eq. (8) are used to compute the product of the index 
vector and the query vector that produces a document score to the 
query. It is as follows: 

Score = EN (p) × EN (q)

=
{

MT
1 .i

′

, MT
2 .i

′′
}
×
{

M− 1
1 .q′

, M− 1
2 .q′′

}

= MT
1 .i

′

. M− 1
1 .q′

+ MT
2 .i

′′. M− 1
2 .q′′

=
(
i
′ T .M1 ×M− 1

1 .q′)
+
(
i′′T .M2 ×M− 2

2 .q′′
)

=
(
i
′ T .q′)

+
(
i′′T .q′′

)

= iT .q  

= RelevanceScore(i, q) (9) 

This is to note that the relevance score of unencrypted vectors is very 
similar to encrypted vectors. Algorithm 1 shows the execution steps of 
secure k − NN query computation. 

4.7. Verify k − NN query 

In k − NN verification, Cloud − Server may attempt to return some 
incorrect results. Therefore, query verification is highly demanded to 
validate the expected outcome. In general, k − NNquery has a significant 
procedure such as signature verification, where DU creates an encrypted 
query to provide a verification object V i.e. for ServerA. V contains the 
encrypted HL to apply an authentic signature Vsign. Algorithm 2 shows 
the verified k − NN query. 

4.8. Dictionary formation Dnbr 

We consider a publicly available document pool that finds the root of 
every term with a well-known stemming method called the Porter 
stemming algorithm [64]. Each document pool shows a regular set of 
important keywords. It extracts the important keywords to increase the 
searching efficiency as shown in Fig 3. It is observed that the first step is 
to translate each term into a lower case to determine the root of each 
term. The second step is to remove the stop words. Next, we find the 
synonym set of each term using WordNet. In the next step, to extract 
keywords in each document, we compute TFIDF of each term provided in 
Eq. (6). The TF is used to calculate the sum of the frequencies i.e. for 
term and frequency of corresponding synonyms in the document pool. 
Importantly, the keywords are sorted in descending order to select the 
first 5 words as the main keywords of the corresponding document. 
Eventually, the dictionary with all selected keywords is created to 
represent the whole document pool with the corresponding synonyms. 

4.9. Trapdoor generation 

(VDi ,VQ)←TG
(
RC, Wj

)

With the query keywords of the data consumer, DO engenders the 
query vector based on the generation of query keywords, When the 
keyword is available in Dnbr, IDF values of the keyword are placed in the 
corresponding dimension of the query vector. Otherwise, it is set to be 
zero. The query vector is encrypted using Eq. (2) and Eq. (3) to send the 
search access control i.e. for DO. TG has the highest relevance score 
RC(Wj, IDFWj

) at each level of an index vector to DU. lastly, DU submits 
query vector to cloudserver. 

5. Security analysis 

This section analyzes the important security of the proposed PPP- 
MKRS to enrich the privacy constraint. 

5.1. Document confidentiality 

The document and the corresponding vectors are forcibly encrypted 
to outsource the data over an encrypted cloud. The secure k − NN query 
is intellectually created to sense the encrypted data that authorizes the 
activities of DO. It uses a specific signature algorithm to secure the in-
ternal product operation with kth nearest PoI resulting in HL to verify the 
data authenticity. Since the secret key sk is privately shared to DO 
through DU authorization, the ServerA, and ServerB cannot collect any 
confidential parameters to infer sk. Therefore, it is computationally 
infeasible to determine the information of medical files over cloudserver. 
Hence, the proposed PPP-MKRS guarantees data confidentiality. 

5.2. Index and trapdoor privacy protection 

Trapdoor may be generated periodically to perform a secure k − NN 
query that uses secret-key sk and query-point qp to determine the secret 
key sk shared by DO and DU. Moreover, several random integers such as 
x, y, and r are chosen to generate the trapdoor process, which may add 

Algorithm 1 
Secure k − NN Query.  

: DO provides the input parameters such as secret-key sk, query-point qp, and ServerA 
OP: DU provides query results R, ServerA, and verification object V 
ServerA: Initialize a Fibonacci-Heap FHresulting in a 

heap list HL 

Consider a counter M = 1 with an adjacent 
dictionary Dnbrwith a size k 

ServerA: Consider a query token i.e. qt1, and qt2 

with a query-point qp to compute 
(qt1,qt2): =(Pk1(qp),Gk2(qp)) 

DU To ServerA: Send the query token qt = (qt1,qt2) 
DU: Compute 〈x1‖x2〉 = D1 − NN(qt1⊕qt2) 
DU: Set Pk1(1stNN) = x1 

DU: Insert Pk1(1stNN) into HL 

while (M < k) do 
ServerA: Compute 〈Addr1‖kp〉 = DHead[Pk1(1stNN)]⊕y 
ServerA: Parse Arr[Addr1] as 〈N′

1, r1〉

ServerA: Compute N1: =N′
1⊕H(kp,r1) 

while Addr1 ∕= NULL do 
ServerA: Parse Ni as (xi‖yi‖Addri + 1) 
ServerA & ServerB: Compute the encrypted 

Distance with Paillier cryptosystem: 
Di = min{D1.D2|(C,D1) ∈ DHL 〈qt1〉, (C,D2) ∈ DHL 〈xi〉}

ServerA & ServerB: Insert 〈H, xi‖yi〉 with k〈xi‖yi〉 = Di 

ServerA: Insert (xi,Di) to the neighbor dictionary Dnbrwith [Pk1(MthNN)] 
ServerA: Parse Arr[Addri + 1] as 〈N′

i+1 , ri+1〉

ServerA: Compute Ni + 1: =N′
i + 1⊕H(kp,ri + 1) 

ServerA: Set i = i + 1 
end while 
ServerA & ServerB: Parse EXMIN(H) as 〈x‖y, Key(x‖y)〉
ServerA: Set M = M + 1 
ServerA: Set Pk1(MthNN) = x 
ServerA: Insert Pk1(MthNN) into HL 

end while 
Each operation demands a security comparison between ServerA & ServerB to choose 

two minimum encrypted data. It is used to process the interaction between ServerA 
& ServerB. 

ServerA: Set the signature object: 

Vsign =
∏k

M=1
SPoI[Pk1(Mth NN)] [mod N]

ServerA: Set the geometric verification: 
Vgeo = [S1 − NN(qt1),Dnbr] 

ServerA: Return V = 〈HL,Vsign〉 to DU 

DU: Decrypt the key elements in HL to collect the k − NN results in R  
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more random values in index vectors. Without knowing the secret key sk, 
it is more complex to deduce the actual query vector. Hence, the pro-
posed PPP-MKRS can achieve the privacy of the query vector and 
trapdoor. 

5.3. Trapdoor unlinkability 

A trapdoor may generate a similar query to analyze the probability 
under a known-background model that can extend the query vector into 
〈n + HL + 1〉 bit dimension. Moreover, it uses parameters such as Pkr , sk, 
and skp to perform the multiplication i.e. (S1 − NN[Pk1(q)])e ∕= H(q‖1 −
NN)(modN). It has a possible query to generate Pkr = 1/(x×2q) that 
determines whether it can achieve a larger denominator and smaller Pkr . 
Assume that q is a parameter whose size is 1024 bits. Then, the size of 
the query i.e. Pkr < 1/21024, which is considered to be negligible. 
Therefore, the proposed PPP-MKRS can achieve the property of 
unlinkability. 

6. Result analysis 

This section demonstrates the experiential analysis of the proposed 
PPP-MKRS scheme with other searchable encryption schemes [6,8,17] 
over encrypted cloud data. An 1024 − bits Paillier cryptosystem has been 
implemented using Python 3.6 that compares the performance metric 
such as verification time among the proposed and existing schemes [25, 
27,36,61,62]. The system is capable of a 3.60GHz Intel Core i7–4790 
processor, and Windows 8.1 operating system with 16 GB RAM. We have 
conducted an extensive analysis of the public dataset [65] that uni-
formly distributes the densities d i.e. 1% to 10% [18]. As to analyze the 
public dataset, an average execution time of ∼ 100 is chosen. Each file 
has the number of keywords in the dictionary 〈d〉 and trapdoor 〈n〉 to 
examine the computation and storage costs. 

Fig 5[A] shows the comparison of computation overhead over the 
number of keywords in terms of the trapdoor. When d = 100 and n =
10 ∼ 50 are considered to analyze the computation cost, it is observed 
that the proposed PPP-MKRS has less execution time to operate the 
encryption process including trapdoor and retrieval than other existing 
schemes [25,27,36,61,62]. Moreover, we can observe that the execution 
time including encryption and retrieval is linearly growing over the 

number of keywords for the analysis of trapdoor and dictionary. It 
considers the time cost to examine the trapdoor and encryption algo-
rithm to verify whether there is a relationship with the available key-
words in the trapdoor or not. Fig 5[B] shows the comparison of 
computation overhead over the number of keywords in terms of dic-
tionary. When d = 10 ∼ 50 and n = 10 are utilized to analyze the 
execution time such as encryption, and trapdoor, it is observed that the 
proposed PPP-MKRS has less computation time to learn the encryption 
process including trapdoor than other existing schemes [25,27,36,61, 
62]. Moreover, we can observe that the operational processes such as 
encryption and trapdoor linearly grow with the available number of 
keywords in the dictionary. However, it can be more stable irrespective 
of the keywords available in the dictionary. 

Fig 6[A] and 6 [B] show the comparison of storage overhead over the 
number of keywords in terms of the trapdoor. The examination result 
reveals that the proposed PPP-MKRS has less storage cost than other 
existing schemes [25,27,36,61,62]. Moreover, it has the operational 
parameters such as trapdoor size, parameter size, and ciphertext size to 
examine the given settings such as d = 100, n = 10 ∼ 50, d = 10 ∼ 50, 
and n = 10. Moreover, it is evident that the proposed PPP-MKRS linearly 
grows over the number of keywords in terms of trapdoor and dictionary 
to realize the storage sizes such as trapdoor and ciphertext. Above all, 
the proposed PPP-MKRS has less computation and storage efficiencies to 
meet the practical constraints of big data applications. Fig 6[B] shows 
the verification time over a number of users. 

From Fig. 7, it is observed that a survey was conducted on the given 
dataset i.e. k = 16 search. According to query processing, the medical 
files are returned. In the experiment, the PoI densities are chosen to be 
5% to acquire the verification time over Vsign. In the proposed PPP- 
MKRS, the time for trapdoor generation completely depends on the 
number of keywords in the dictionary and the query but not the number 
of documents in the document pool. Therefore, the proposed scheme can 
execute the queries in parallel in the multicore system in comparison 
with other existing schemes [6,8,17]. Assume that one processor exe-
cutes on the root, then the other nodes may execute on the other pro-
cessors in parallel without any queueing delay, whereby improves the 
search efficiency. 

Fig. 5. [A] Computation cost 〈ms〉 versus the number of keywords in the trapdoor. [B] Computation cost 〈ms〉versus the number of keywords in the dictionary.  
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7. Discussion 

The evolving technologies including wireless personal and local area 
networks, wireless wide area networks, and unlicensed long-range 
technologies signify the roles of IoT to promote smart intelligence, 
tracking, and monitoring [66]. Of late, I-IoT has played a crucial role to 
offer a powerful computing system. The system may exploit the features 
of the distributed system to evolve a paradigm known as ‘compu-
ting-as-a-service’ to realize resource utilization. Due to the increasing 
demand for computing resources, the data owners prefer to upload their 
computed data to the cloud servers. The emerging technologies can 
handle massive computation and storage to process the user requests 
dynamically [67]. Users may use computational resources to process the 
industrial data in real-time. They use sensing devices such as radio fre-
quency identification and global positioning system to optimize resource 
utilization and to improve the quality of experiences. I-IoT standardizes 

the technological guidance to develop a potential application system 
[68]. Nowadays, it is growing exponentially to manage and utilize the 
massive amount of industrial data. It may use a cloud service provider to 
improve storage capacity and analytical capabilities. 

The service providers can effectively analyze and mine the industrial 
data to offer better intelligence to the industrial sectors such as logistics 
and manufacturing. Moreover, the data users may exploit the features of 
cloud service providers to offer better scalability and resource optimi-
zation [69]. However, data security and privacy are seriously challenged 
over an insecure network. As an instance, an adversary may overhear on 
any transmitted data to infer the intricacy of the production units. On 
the other hand, the service providers may misuse the sensitive data of 
data users to gain some illegal profits or to restrict the privileges of data 
outsourcing. As a result, a privacy-preserving strategy is highly 
demanded to optimize the data utilization of I-IoT [70,71]. In order to 
protect the information about an enterprise, the service providers 
exploit a technique of data encryption. Unfortunately, the traditional 
encryption techniques cannot guarantee data privacy to process and 
submit confidential data to the cloud servers. It is worthy to note that the 
original data structure will be altered once the encryption technique is 
applied. Therefore, a searching algorithm for plaintext will not be 
preferable for encrypted data contents. To address the issue effectively, 
this paper prefers multi-keyword searching with privacy-preserving. It 
uses secure k-NN computation, vector spacing, and relevance score not 
only to minimize computation cost but also to enhance the storage ca-
pacity of healthcare service providers. 

8. Conclusion 

The cybersecurity applications for IoT demand the development of 
an AI-enabled trustworthy model. The trustworthy models can integrate 
with sensors, actuators, and medical diagnostics to fulfill the security 
goals including data confidentiality,integrity, and confidentiality. Thus, 
in this paper, the PPP-MKRS scheme has been proposed for e-Health 
systems. To examine the metrics such as term frequency TF, and inverse 
document frequency IDF over encrypted cloud data, a vector space model 
was adopted. Moreover, a secure k − NN was constructed to analyze a 
high execution efficiency without loss of accuracy. To attain better 
verification costs, a system with a multicore processor was built. The 

Fig. 6. [A] Storage cost 〈KB〉 versus the number of keywords in the Trapdoor. [B] Storage cost 〈KB〉 versus the number of keywords in the Dictionary.  

Fig. 7. Verification time 〈sec〉 versus the number of users.  
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security analysis proves that the proposed PPP-MKRS fulfills the desir-
able properties such as confidentiality, privacy, and trapdoor unlink-
ability. Finally, the performance analysis demonstrates that the 
proposed PPP-MKRS can execute the queries in parallel in the multicore 
system without queueing delay to enhance efficiency factors such as 
computation, storage, and verification cost. In the future, superior 
functionalities such as optimization problems and context-aware models 
will be incorporated with multi-keyword searching techniques to ach-
ieve the standard requirements of cybersecurity applications. In addi-
tion, we will utilize a weighted Euclidean distance through secure k-NN 
to find the Top-k diagnostic data files. As to restrict the injection of 
uncorrected file formats, a technique known as message authentication 
codes will be employed. It will verify the integrity of data files and proof 
of correctness to examine the properties of privacy preservation. 
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