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ABSTRACT

DISTRIBUTED LEARNING ALGORITHMS:
COMMUNICATION EFFICIENCY AND ERROR
RESILIENCE

FEBRUARY 2022

RAJ KUMAR MAITY
B.E., JADAVPUR UNIVERSITY
M.E., INDIAN INSTITUTE OF SCIENCE
Ph.D., UNIVERSITY OF MASSACHUSETTS AMHERST

Directed by: Professor Arya Mazumdar

In modern day machine learning applications such as self-driving cars, recommender
systems, robotics, genetics etc., the size of the training data has grown to the point that
it has become essential to design distributed learning algorithms. A general framework
for the distributed learning is data parallelism where the data is distributed among the
worker machines for parallel processing and computation to speed up learning. With
billions of devices such as cellphones, computers etc., the data is inherently distributed
and stored locally in the users’ devices. Learning in this set up is popularly known as
Federated Learning. The speed-up due to distributed framework gets hindered by some
fundamental problems such as straggler workers, communication bottleneck due to
high communication overhead between workers and central server, adversarial failure
popularly know as Byzantine failure. In this thesis, we study and develop distributed

algorithms that are error resilient and communication efficient.
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First, we address the problem of straggler workers where the learning is delayed
due to slow workers in the distributed setup. To mitigate the effect of the stragglers,
we employ LDPC (low density parity check) code to encode the data and implement
gradient descent algorithm in the distributed setup. Second, we present a family of
vector quantization schemes vgSGD (vector quantized Stochastic Gradient Descent )
that provides an asymptotic reduction in the communication cost with convergence
guarantees in the first order distributed optimization. We also showed that vgSGD
provides strong privacy guarantee. Third, we address the problem of Byzantine failure
together with communication-efficiency in the first order gradient descent algorithm.
We consider a generic class of d- approximate compressor for communication efficiency
and employ a simple norm based thresholding scheme to make the learning algorithm
robust to Byzantine failures. We establish statistical error rate for non-convex smooth
loss. Moreover, we analyze the compressed gradient descent algorithm with error
feedback in a distributed setting and in the presence of Byzantine worker machines.
Fourth, we employ the generic class of §- approximate compressor to develop a commu-
nication efficient second order Newton-type algorithm and provide rate of convergence
for smooth objective. Fifth, we propose COMRADE (COMmunication-efficient and
Robust Approximate Distributed nEwton ), an iterative second order algorithm that
is communication efficient as well as robust against Byzantine failures. Sixth, we
propose a distributed cubic-reqularized Newton algorithm that can escape saddle
points effectively for non-convex loss function and find a local minima . Furthermore,
the proposed algorithm can resist the attack of the Byzantine machines, which may
create fake local minima near the saddle points of the loss function, also known as

saddle-point attack.
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NOTATION

The following notation is used throughout the thesis unless otherwise specified.

e £ reads “is defined to be equal to.”

v denotes a vector.

M denotes a matrix.

F denotes a generic field.

R denotes the real numbers.

N denotes the natural numbers (positive integers).

For n € N, [n] is the set {1,2,...,n}.

04 and 1, denote the all zeros and all ones vectors in d -dimensions respectively.

For p € N, |||, = (327, 2]) .

e S%1 denotes the unit sphere.

xXvi



CHAPTER 1
INTRODUCTION

The landscape of the modern technology is shaped and driven by machine learning
and data science. With billions of smart devices and modern world applications
such as self-driving cars, recommender system, genetics research etc, one of the most
challenging part is to handle large scale data which makes training of sophisticated
and powerful learning model extremely computationally-intensive and expensive. For
example the OpenAl’'s GPT-3 language model has 175 billions model parameters
requiring memory exceeding 350 GB and costing 12 millions USD to train'. Even
though such expensive and computationally intensive model is rare, the moderately
larger machine learning systems are ubiquitous in modern data science industry. To
cater to the computational need of such machine learning model and large volume
of data, distributed learning setup (such as Amazon EC2) is used. A very general
framework for distributed learning is worker and central or parameter server setup.
The data is distributed among the worker nodes and being processed in parallel.
The worker nodes then communicate the update based on the data locally stored
to the central server where the final result is computed by aggregating the updates
received. In practice, distributed system faces certain challenges in the form of delay
due to straggler or slow worker, communication bottleneck due to high communication
overhead between central server and worker machines, and disruption in the form of

Byzantine failures in the worker machines. In this thesis, we address these problems

'https://venturebeat.com/2020/06/01/ai-machine-learning-openai-gpt-3-size-isnt-everything/
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and develop distributed first order (gradient based) and second order (Newton type)
algorithms that are communication efficient and robust to such delays and faults.
In the rest of this chapter, we provide an overview of the thesis. We discuss the

problem settings and our contributions that are considered in each chapter.

Straggler Mitigation : Generally in a distributed set-up (e.g., [36, 138]), the
original large scale problems is divided into small problems and assigned to different
worker nodes. The central (master ) node collects the outcomes of the worker nodes
and computes the results (potentially over multiple rounds of communication). In
practical system, the process of collection of the outcomes from the worker nodes
can be prone to unpredictable delays [35]. Such delays arise due to various reasons,
including the slow-down at the workers and the congestion in the communication
networks in the system. The workers that cannot provide the outcome of their local
computation within a reasonable deadline due to these delays are termed stragglers.
The presence of the stragglers can significantly degrade the performance of the system.
Therefore, it is imperative that we address the variability in the response times of
different components of the setup during the design of the computations tasks.
Multiple recent works explore the problem of mitigating the effect of stragglers.
The replication schemes assign each task to multiple servers [104, 10, 124]. This
ensures that the task gets completed without significant delay if at least one of the
servers processing the task is non-straggler. In [84], Lee et al. explore the coding
theoretic ideas that go beyond the replication schemes to address the issue of stragglers.
In particular, they focus on linear computation, namely a matrix-vector product, and
propose to encode the columns of the matrix by a maximum distance separable (MDS)
code to obtain a taller encoded matrix. The rows of the encoded matrix are distributed
among the workers, who are responsible for computing the inner product of the rows
assigned to them with the vector in question. The redundancy among the rows of the

encoded matrix allows for computation of the intended matrix-vector product even



if some of the servers fail to respond with the computation assigned to them. More
exploratory works can be found in Dutta et al. [41], where sparsity is introduced in
the rows of the matrix to make the computation faster. Other computational tasks
(e.g., matrix-matrix product and convolution between vectors) have been explored in
[86, 137, 42].

In Chapter 2, we consider the problem of data-fitting under square loss which
is one of the most important loss function in machine learning, optimization and
statistics. We employ projected gradient descent to solve the problem in distributed
setup. To make the process robust against stragglers we employ low density parity
check code (LDPC) to encode the second moment of the data which provide redundancy
in computation of the gradient that is being carried out by multiple worker nodes
in distributed manner. In each iteration, the master server collects the (partially)
computed gradient by the worker servers and aggregates them to update the learning
parameter. Due to the employment of LDPC in the pre-processing step the master
server is able to compute good enough estimate of the gradient when the outcomes
form the stragglers is not available. In Chapter 2 we discuss the setup, method,
advantage of using LDPC in details and provide theoretical analysis and experimental

results.

Communication Efficiency: Next, we focus on the problem of communication
bottleneck in the distributed framework for large scale stochastic gradient descent
(SGD) algorithm which is widely used in training large scale models. The distributed
SGD model can easily be scaled on the basis of need but with high dimensional data,
large scale model with millions of parameters and increasing number of servers as
in Federated setup [77] the communication has become a bottleneck to the efficiency
and speed of learning with SGD [28]. In the recent years, various quantization and
sparsification techniques [3, 6, 12, 74, 90, 107, 118, 125, 131] have been developed

to alleviate the problem of communication bottleneck. Recently, [66] even showed



the effectiveness of gradient quantization techniques for ReLLU fitting. The goal of
the quantization schemes is to efficiently compute either a low precision or a sparse
unbiased estimate of the d-dimensional gradients. One also requires the estimates to
have a bounded second moment in order to achieve guaranteed convergence.

In Chapter 3, we present a family of vector-quantization schemes that incur low
communication costs while providing convergence guarantees. In particular, we provide
explicit and efficient quantization schemes based on convex hull of specific structured
point sets that require near optimal amount of communication necessary and sufficient
for this purpose. At a high level, our scheme is based on the idea that any vector
with bounded norm can be represented as convex combination of carefully constructed
point set. Now with this construction, we can choose a point from the point set with
probability proportional to its coefficient in the representation which makes it an
unbiased estimator of the the given vector. For the purpose of communication, we can
index the points in the point set in some order and communicate just the index. This
process requires bits logarithmic of the size of the point set. We provide matching
upper and lower bounds on this communication cost.

Moreover, the data samples used to train the model often contain sensitive infor-
mation. Hence, preserving privacy of the participating clients is crucial. Differential
privacy [43, 44] is a mathematically rigorous and standard notion of privacy considered
in both literature and in practice. Informally, it ensures that the information from
the released data (e.g. the gradient estimates) cannot be used to distinguish between
two neighboring data sets. We provide construction with large convex hull where the
variation in the coefficients of the convex combination of any two points of bounded
norm is small. This kind of constructions provide privacy guarantee for certain range of
€ which is the privacy parameter. For any general value of €, we propose Randomized
Response (RR) [130] and RAPPOR [45] based mechanisms that can be used over

the proposed quantization with small trade-off in the variance of the estimates. The



instances of convex hull for the purpose of quantization is easy to construct and

implement in practice.

Byzantine Resilience In First Order Learning : Next in Chapter 4, we focus
on Byzantine failure which is another fundamental problem in the distributed learning
setup. In many practical scenarios, messages or output from workers are susceptible
to errors due to hardware faults or software bugs, stalled computations, data crashes,
and unpredictable communication channels. In scenarios such as Federated Learning,
users may as well be malicious and act adversarially. The inherent unpredictable (and
potentially adversarial) nature of compute units is typically modeled as Byzantine
failures (|79]). Even if a single worker is Byzantine, it can be fatal to most learning
algorithms. In Chapter 3, we provide vector qunatization for the purpose of the
communication efficiency. In Chapter 4, we address both communication efficiency
and Byzantine-robustness. Both these challenges have recently attracted significant
research attention, albeit mostly separately. The problem of developing Byzantine-
robust distributed algorithms has been considered in |7, 115, 7, 27, 135, 136, 15, 52].
And in Chapter 3, we discuss in details about the sparsification and quantization
methods in terms of communication efficiency.

A notable exception to considering communication overhead separately from
Byzantine robustness is the recent work of [13]. In this work, a sign-based compression
algorithm signSGD of [12] is shown to be Byzantine fault-tolerant. The main idea of
signSGD is to communicate the coordinate-wise signs of the gradient vector to reduce
communication and employ a majority vote during the aggregation to mitigate the
effect of Byzantine units. However, signSGD suffers from two major drawbacks. First,
sign-based algorithms do not converge in general (|71]). In particular, [71, Section
3] presents several convex counter examples where signSGD fails to converge even
though [13, Theorem 2| shows convergence guarantee for non-convex objective under

certain assumptions. Second, signSGD can handle only a limited class of adversaries,



namely blind multiplicative adversaries ([13]). Such an adversary manipulates the
gradients of the worker machines by multiplying it (element-wise) with a vector that
can scale and randomize the sign of each coordinate of the gradient. However, the
vector must be chosen before observing the gradient (hence ‘blind’).

For the communication efficiency, we employ 6 -approximate compressor. For the
adversarial model we restrict to an adversarial model in which Byzantine workers can
provide arbitrary values as an input to the compression algorithm, but they correctly
implement the mandated compression scheme. Though this adversarial model is
restricted, we argue that it is well-suited for applications wherein compression happens
outside of worker machines. Later we provide algorithm and analysis where we get
rid of this restriction. To make the stochastic gradient descent algorithm Byzantine
robust we simply discard the output (gradient from good nodes and arbitrary or
possibly malicious value from Byzantine nodes) of a number of worker nodes (slightly
higher than the number of Byzantine nodes believed to be in the setup) based on
the norm of the output. This simple process provide good convergence property. We
provide analysis and simulation results of our scheme. Furthermore, we strengthen
our distributed learning algorithm by using error feedback to correct the direction
of the local gradient. We show (both theoretically and via experiments) that using
error-feedback [71] with a §-approximate compressor indeed speeds up the convergence

rate and attains better (statistical) error rate.

Sparse Distributed Approximate Newton : An alternative way to reduce the
number of iterations (and hence the communication cost) between the workers and
the central machine is to use second order optimization algorithms; which are known
to converge much faster than their first order counterparts. A handful of algorithms
has been developed using this philosophy, such as DANE [108], DISCO [140], GIANT
[127], DINGO |[32], Newton-MR [102], INEXACTDANE and AIDE [99]. However, the



question of whether it is possible to employ quantization/sparsification techniques in
second order algorithms to further cut down communication cost remains unanswered.

In Chapter 5, we investigate and answer this aforementioned question affirmatively.
Here, we use a d-approximate compressor (same as used in Chapter 4 ) to provide
communication efficiency in a recently proposed second order optimization algorithm
DINGO [32]. We show different settings where we apply compression to reduce
communication overhead in each iteration.

In each iteration of DINGO, the worker machines first communicate the local
gradients to the central machine. The central machine aggregates the local gradients
and broadcasts the global gradient to the worker machines. The worker machines then
compute the local Hessians, obtain the (pseudo) inverse, compute the product of the
inverse Hessian and the global gradient and send this vector to the central machine.

Observe that, there are multiple places where compression can be employed. Such as:

1. One round compression: Every worker machine sends the uncompressed gradients
to the central machine. However, while sending the product of the inverse (local)
Hessian and gradient, it uses a d-approximate compressor (as mentioned before
), and sends the compressed vector. Hence, only one round of compression is

employed in each iteration.

2. Two round compression: Here every worker compresses their local gradients and
sends it to the central machine. Furthermore, while sending the product of local
inverse Hessian and gradient, it also compresses that vector. So, each worker
machine uses two rounds of compression (both with d-approximate compressor)

in each iteration.

We provide a careful analysis of the above settings such that we can track the
effect of compression on the convergence rate. For setting 1, the conditions on the

algorithm remain almost the same as that of DINGO with availability of the gradient



but differs in a ‘dot-product’ condition [32] as the second round of the communication
(Hessian-gradient product) is compressed. For setting 2, we provide analysis with both
rounds of communication being compressed while adhering to the same protocol of

the underlying second order algorithm.

Byzantine Resilience In Second Order Learning : In the state-of-the-art dis-
tributed second order algorithms (like GIANT [127], DINGO [32], Determinantal
Averaging [37]), which sequentially estimates functions of local gradients and Hes-
sians and communicate them with the center machine. In sharp contrast with these
algorithms, in Chapter 6, we propose COMRADE where the worker machines com-
municate only once per iteration with the center machine. We show that sequential
estimation done by the previous approximate Newton type algorithm is redundant. In
COMRADE, the worker machines only send a d dimensional vector, the product of
the inverse of local Hessian and the local gradient. Via sketching arguments, we show
that the empirical mean of the product of local Hessian inverse and local gradient
is close to the global Hessian inverse and gradient product, and thus just sending
the above-mentioned product is sufficient to ensure convergence. Hence, in this way,
we save O(d) bits of communication per iteration. Furthermore, we argue that, in
order to cut down further communication, the worker machines can even compress
the local Hessian inverse and gradient product using the § approximate compressor.
In addition to the iteration reduction and compression for communication efficiency,
we also make the algorithm resilient to Byzantine workers. For Byzantine resilience,
COMRADE employs a simple thresholding policy on the norms of the local Hessian
inverse and local gradient product. Since the norm of the Hessian-inverse and gradient
product determines the amount of movement for Newton-type algorithms, this norm

corresponds to a natural metric for identifying and filtering out Byzantine workers.



Escape Saddle Points: The standard and general approaches and convergence
guarantees of the distributed learning algorithms ( we discuss in Chapter 4 (first
order method) and 6 (second order method) ) work well for the convex loss function
but provide weak results in the non-convex loss as a critical point in non-convex loss
function may be a saddle point. [51, 72| shows that the stationary points of these
problems are in fact saddle points and far away from any local minimum. Moreover,
in [63, 116], it is argued that saddle points can lead to highly sub-optimal solutions
in many problems of interest. This issue is amplified in high dimension as shown in
[34], and becomes the main bottleneck in training deep neural nets. Hence designing
efficient algorithm that escapes saddle points and find a local minima is of acute
interest.

Furthermore, a line of recent work, shows that in many problems of interest, all
local minima are global minima (e.g., dictionary learning [117|, phase retrieval [116],
matrix sensing and completion [14, 51|, and some of neural nets [72]). Also, in [29], it
is argued that for more general neural nets, the local minima are as good as global
minima.

The issue of saddle point avoidance becomes non-trivial in the presence of Byzantine
workers. Since we do not assume anything on the behavior of the Byzantine workers,
it is certainly conceivable that by appropriately modifying their messages to the
center, they can create fake local minima that are close to the saddle point of the
loss function f(.), and these are far away from the true local minima of f(.). This is
popularly known as the saddle-point attack (see [135]), and it can arbitrarily destroy
the performance of any non-robust learning algorithm. Hence, our goal is to design an
algorithm that escapes saddle points of f(.) in an efficient manner as well as resists
the saddle-point attack simultaneously. The complexity of such an algorithm emerges
from the the interplay between non-convexity of the loss function and the behavior of

the Byzantine machines.



The problem of saddle point avoidance in the context of non-convex optimization
has received considerable attention in the past few years. In the seminal paper of
Jin et al. [64], a gradient descent based approach is proposed. By defining a certain
perturbation condition and adding Gaussian noise to the iterates of gradient descent,
the algorithm of [64] provably escapes the saddle points of the non-convex loss function.
A few papers [133, 9] following the above use various modifications to obtain saddle
point avoidance guarantees. However, these algorithms are non-robust. A Byzantine
robust saddle point avoidance algorithm is proposed by Yin et al. [135], and probably
is the closest to this work. In [135], the authors propose a repeated check-and-escape
type of first order gradient descent based algorithm. First of all, being a first order
algorithm, the convergence rate is quite slow (the rate for gradient decay is 1/ VT,
where T' is the number of iterations). Moreover, implementation-wise, the algorithm
presented in [135] is computation heavy, and takes potentially many iterations between
the center and the worker machines. Hence, this algorithm is not efficient in terms of
the communication cost.

Here, we consider a variation of the famous cubic-regularized Newton algorithm of
Nesterov and Polyak [94]. It is theoretically proved in [94] that a cubic-regularized
Newton method with proper choice of parameters like step size always outperforms
the gradient based first order schemes (like [135]) in all situations under consideration.
We observe that the rate of gradient decay is #, which is strictly better than the

first order gradient based methods.
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CHAPTER 2

ROBUST GRADIENT DESCENT VIA MOMENT
ENCODING AND LDPC CODES

We focus on the problem of fitting a structured linear model to the given data. In
particular, given the features or data points {Xi}ig[n];:{l’m’n} C R? and the associated
labels {y;}icpy C R, we want to learn the model parameter w* belonging to a
structured set w C R? so that y; = x/ w* + ¢;, for small modeling errors {€; }ief,. In
many applications, the prior knowledge about the structure of the model parameter
(such as, sparsity and group sparsity) can be expressed with the help of a regularizer
R :RY — R so that W= {w € R?: R(w) < R}, for R € R. In such settings, the

task of recovering w* can be realized by solving the following optimization problem.

[\Dll—l

Z —x'w)? subjectto weW={w cR*":R(W)<R}. (21

Note that the square loss — employed in the optimization problem above— is one of
the most pervasive loss functions in machine learning, optimization, and statistics. A
large class of estimation problems arising in practice, such as compressed sensing [47],
dictionary learning [89], and matrix completion [75|, can be solved as special cases of
the general optimization problem outlined in (2.1) [121].

Even though, we focus on the constrained optimization problem, our proposed

solution easily extends to the unconstrained optimization problem

m

min ¥ (yi —x; w)?/2+A-R(w), We{w eR": R(w) < R}.
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where we incorporate the regularizer in the objective function with the help of a
regularization parameter A € R.

We note that our proposed solution can also be employed to recover the structured
model parameters for single-index or generalized linear models [65], where the given
data fits a model of the form: y; = g(x? w*) + ¢;, with g : R — R denoting a possibly
unknown nonlinear link function. In this setting, the model parameter can again be
recovered by solving a generalized LASSO in (2.1) [96].

We employ the projected gradient descent (PGD) method to solve the underlying
optimization problem. In a distributed computing setup, the iterative optimization
procedure is implemented as follows. The master server maintains an estimate for the
model parameter. In each step, the master sends the current estimate to the workers.
The workers then compute a partial value of the gradient based on the received
estimate and send the outcome of their computations to the master. By combining the
messages received from the non-straggling workers, the master computes the gradient
and updates its current estimate for the model parameter. In this chapter, our first
contribution is to propose a preprocessing step which encodes the second moment of
the data and then distributes the encoded moments among the workers. This way,
there is some redundancy among the outcomes of the computation at the workers,
which allows the master to obtain a good enough estimate of the gradient even when
it does not receive the outcome of the computation assigned to the stragglers.

We employ the low-density parity check (LDPC) codes to encode the second
moment of the data points. As a result, the task of calculating the gradient at the
master reduces to the task of decoding an LDPC codeword in the presence of erasures,
where the erased locations depend on the identities of the stragglers. The reason for
working with LDPC codes is that the iterative decoding algorithms for these codes
provide us three-fold benefits. The decoder has very low computational complexity

and can automatically adjust to the number of the stragglers with a small number of
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decoding iterations required if there are not too many stragglers present. Additionally,
we can use the number of decoding iterations as a tuning parameter. Depending on
the number of stragglers, we can run only those many decoding iterations that are
sufficient to ensure the desired quality of the estimate of the gradient. In our setup,
the number of erased coordinates of the gradient vector serves as a measure of its
quality. Note that this measure is a non-increasing function of the number of decoding
iterations. Finally, the MDS code based solutions provided in prior literature (such
as, [84, 137|) suffer from the issue of noise-stability resulting from the low condition
number of Vandermonde matrices, which we bypass by considering LDPC matrices.

Furthermore, we show that for a random model for stragglers, the PGD method
with the proposed moment encoding scheme can be viewed as the projected stochastic
gradient descent (PSGD) method. We then use the convergence analysis for the
PSGD method to establish the convergence guarantee for our proposed solution. This
analysis clearly characterizes the advantage over non-redundant or replication based
gradient descent method in terms of the decoding iterations employed in each step of
the method. We also conduct a detailed performance evaluation of our solution on a
real-life distributed computing framework (swarm2) at the University of Massachusetts
Ambherst [119]. The performance results show that, as compared to the existing
schemes, our proposed solution requires a smaller number of gradient steps in order to
converge to the correct model parameter.

Furthermore, we show that for a random model for stragglers, the PGD method
with the proposed moment encoding scheme can be viewed as the projected stochastic
gradient descent (PSGD) method. We then use the convergence analysis for the
PSGD method to establish the convergence guarantee for our proposed solution. This
analysis clearly characterizes the advantage over non-redundant or replication based
gradient descent method in terms of the decoding iterations employed in each step of

the method. We also conduct a detailed performance evaluation of our solution on a
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real-life distributed computing framework (swarm2) at the University of Massachusetts
Ambherst [119]. The performance results show that, as compared to the existing
schemes, our proposed solution requires a smaller number of gradient steps in order to

converge to the correct model parameter.

Comparison with other relevant works. 1In [84], Lee et al. focus on performing
iterative gradient descent method in a distributed manner via repeatedly invoking
their solution for coded computation of matrix-vector product. In this chapter, we also
rely on the coded computation of matrix-vector product to realize iterative gradient
descent in a straggler tolerant manner. However, we encode the second moment
matrix as opposed to the plain data matrix as done in [84]. This leads to reduced
communication rounds. Furthermore, this also makes the analysis of the optimization
procedure completely different from that in [84]. As another novel contribution, we
utilize LDPC codes which, as discussed above, allow for both efficient decoding and
control over the quality of the (approximate) gradient computed in each step of the
optimization procedure. In [67], Karakus et al. also study the problem of recovering
the model parameter of a linear model by solving an alternative optimization problem
where they encode both data points and their labels by the matrices with maximal
(pairwise) incoherent columns. Again, our approach differs from theirs as we solve the
original optimization problem itself and rely on moment encoding as opposed to data
encoding.

In [120], Tandon et al. propose a novel framework, namely gradient coding, to
counter the effect of stragglers on the performance of the gradient descent method.
The gradient coding framework is designed for general loss functions which decompose
over the data points. The gradient coding essentially relies on replication by cleverly
assigning the data points to multiple workers to evaluate partial gradients. The specific
designs for the replication among servers in the gradient coding framework along

with their performance analysis are presented in [98, 24, 58]. Here, we note that the
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square loss that we consider does have the additive structure. However, employing
the (replication based) gradient coding framework to square loss leads to inefficient
utilization of the compute and the communication resources. In [134], Yang et al.
also study the iterative methods to solve linear inverse problems in the presence of
stragglers. However, their setup significantly differs from our setup. In [134], multiple
instances of the gradient descent method are run on different machines in a redundant
manner such that each machine is responsible for locally solving an entire instance.
Whereas in our setup, a single instance of the linear inverse problem is solved by a
network of servers and each server communicates its partial results in each step of the
gradient descent method. There exists a large literature dealing with various issues
other than the stragglers in the context of distributed optimization and learning. We

refer the readers to [84] for an excellent exposition of the literature.

Organization. We present the exact problem formulation along with the necessary
background in Section 2.1. We present the main contribution of this chapter in
Section 2.2 where we describe the moment encoding based optimization scheme along
with its convergence analysis. In Section 2.3, we perform an extensive evaluation of
the proposed scheme in a real-life distributed computing setup and compare it with

the prior work. We present a list of notations in Table 2.1 for ease of reading.

2.1 System Model and Background

Our distributed computing setup has m worker servers and one master server.
Performing large-scale computation in this setup involves dividing the desired com-
putation problem into multiple small computation tasks that are assigned to the
workers. The master then collects the outcomes of the tasks mapped to the workers
and produces the final result. The overall computation may require multiple rounds

of communication among the master and the workers.
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Table 2.1: List of notation

n Number of samples/data points

d Dimension of samples

(N, K) Length and dimension of the employed code

I=N< | Length of the encoded vectors

K
m Number of worker servers

o= # Number of rows mapped to each server
w Model parameter to be learnt

(((y, x),w) Loss associated with w for data point x and label y

L(w) Total empirical loss associated with w
k Index for LDPC decoding itrations
D Number of iteration of LDPC decoding during each gradient descent step
t Index for gradient descent steps
T Number of gradient descent steps
i Learning rate for gradient descent
S Set of servers available during the t-th gradient descent step
S Number of stragglers

We are given n data samples or feature vectors {X;}icp C R? and their labels
{yi}ie[n] C R. We are mainly concerned with learning a structured linear model. In
particular, we are interested in learning a vector w* € W = {w’ € R? : R(w') < R},
for some regularizer R : RY — R, such that the following total empirical loss is
minimized. In this work, we are mainly concerned with the following linear regression
task, where we are interested in learning a vector w = (wy,ws, ..., wy) € R? with
R(w) < R, for some regularizer R : R? — R, such that the following total empirical

loss function is minimized.

(yi — X;TFW)Q, (2.2)

=1

(v - Xw)' (v - Xw) =

N | —

1
£(w) = Slly — Xwf3 =

N | —
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where y = (y1,¥2,.--,%n)! € R™and X = (x1 x3 -+ x,)7 € R™? Note that the

gradient of the total empirical loss with respect to w has the following form.

Vwl(w) = (X"Xw — X"y) = Z (xix] W — yix;). (2.3)
i=1
In this paper, we rely on the PGD method to solve the underlying constrained

optimization problem, which iteratively updates an estimate of w*. Specifically, at

the t-th step, the estimate w; has the form
w, = Py (Wtfl - ntvwﬁ(wtfl))a (2-4)

where 7, is the learning rate at the ¢-th step, which may potentially be independent of ¢;

and the projection operator Py, : RY — R% is defined to be w — arg mingeypy ||[w—w||2.

Remark 2.1. In our proposed scheme, the master performs the projection step in
(2.4). Thus, we are mainly interested in the reqularizers with computationally efficient
projection operations. This is particularly true for decomposable regularizers, such as

sparsity constraints.

Preliminary: Linear codes. We rely on linear codes to perform the overall compu-
tation on a distributed computing setup in redundant manner. The redundancy allows
the master to realize the original computation task in a straggler tolerant manner.
An (n, k) linear code is simply a subspace of dimension k belonging to an n-length
vector space. Here, we focus on the vector space defined over the real numbers R.
Therefore, an (n, k) linear code C forms a k-dimensional subspace in R™. Given an
k-length message vector x € R¥, it can be encoded (or mapped) to a codeword from
the code C with the help of a generator matrix G € R"™* as ¢ = Gx € C. Thus, a

linear code can be defined as C := {c € R" : ¢ = Gx for some x € R?}. Alternatively,
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(n=k)xn aq follows

a linear code can also be defined by a parity check matrix H € R
C :={c € R": Hc = 0}. A generator matrix leads to a systematic encoding, if for
each x € R*, the message vector x exactly appears as k coordinates of the associated
codeword ¢ = Gx. The redundancy introduced by mapping a k£ dimensional vector x
to an n-dimensional vector ¢ with n > k allows one to recover x from c even when
some of the coordinates of ¢ are missing. In particular, if the code C has minimum

distance d,;,, then x can be recovered even if any d,,;, — 1 coordinates of ¢ are not

available.

2.1.1 The Data Coding Method of [84] and the Gradient Coding Ap-
proach of [120]

An approach to run gradient descent in a distributed system using reliable dis-
tributed matrix multiplication as a building block was recently presented by Lee et al.
[84]. Note that, in the linear regression problem, computing the gradient of the total
empirical loss involves computation of two matrix-vector products in each iteration
(see (2.3)), namely: Xw;_; and X7 (Xw;_; —y). In [84], an MDS-coded distributed
algorithm for matrix multiplication was proposed. In this algorithm, to perform the
matrix-vector product Ax, the matrix A is premultiplied by the generator matrix
G of an MDS code of proper dimensions to get A = GA. Each worker node then
performs a single inner product (or a set of inner products) involving a row of A and
x. The results of these local computations are then sent to the master node. As long
as the number of workers that successfully deliver their local computations within the
deadline is more than a specified threshold (in other words, as long as the number of
stragglers is within the erasure correcting capability of the MDS code given by G),
the product Ax can be found at the master node. In each iteration of the gradient

descent, the above matrix-vector product protocol is applied twice (see [84] for details)
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to compute Xw;_; and X*(Xw;_; —y). This facilitates computation of the gradient
in each iteration in the presence of the stragglers.

In [120], Tandon et al. propose a novel framework to exactly compute gradient of
the underlying loss function in a distributed computation setup. In particular, they
consider a generic loss function which takes the following additive form.

L(w)=>",0((yi,x;),w). For such a loss function, its gradient can be obtained

as

Vwl(w) = Z Vwl ((yi, %), w). (2.5)

In order to compute the gradient in a distributed manner, the samples and the
corresponding labels are distributed among w workers in a redundant manner. For
i € [m], the samples and labels allocated to the i-th worker server are indexed by the
set A; C [m]. Given the samples and labels indexed by the set A;, the i-th worker

can compute the following components of the gradient (cf. (2.5)).
B; := {Vwl((y;,x;), W) }jeAi c R<. (2.6)

Now, the i-th worker transmits a linear combination of the blocks in B; to the master.

In particular, the transmitted block can be represented as follows.

JEA;

Equivalently, the transmitted blocks from all m workers can be represented as the

following m x d matrix.
Z=(z1,....2,)" = B(VWE((yl,xl), w) - VWE((yd,xd),W))T,
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where B is an m x d matrix containing the coefficients associated with the transmission
from m workers (cf. (2.7)). Note that, for i € [m], the support of the i-th row of the
matrix B is contained in the set A;.

Let S C [m] denote the set of indices of the workers that successfully deliver their
local computations within the deadline. Assuming that we have s straggling workers
which do not respond with their intended transmission before the deadline, we have

|S| = m — s. Note that the master has following information at its disposal.
Zs = Bs(Val((y1,%1), W) -+ Vil((Yms %), W), € RO=¥4 - (28)

where Zs and Bs denote the sub-matrices formed by the rows indexed by & in Z and

B, respectively. In order to be able to obtain the gradient

Vwl(w) = Z Vel ((yi, %), W)

— (1, 1) (Val(y1,%1), W) -+ Vol (Y, %), W),

we require that the all ones vector (1,...,1) belongs to the subspace spanned by
the rows of the matrix Bs. Therefore, the design criterion in the gradient coding
approach [120] is to find an allocation of the samples {A;}ici) and the associated
transmission matriz B such that for every S C [s] with |S| =m — s, all ones vector
(1,...,1) belongs to the row-space of the matriz Bs.

Our computing method crucially differs from both of the schemes of [120] and [84].
Instead of encoding the matrices X and X? with MDS codes we use a single code to

encode the matrix X7 X, the second moment of the data.

20



2.2 Encoding Second Moment : Optimization with Approxi-

mate Gradient

We exploit the special structure of the gradient of the square loss (cf. (2.3)) to
devise a scheme to deal with stragglers. The proposed scheme is more efficient as
compared to the gradient coding approach [120] and the reliable distributed matrix
multiplication based scheme [84] . Recall the gradient of the total empirical loss
associated with the square loss function from (2.3). Note that we need to compute
the term Xy only once at the beginning of the optimization procedure as it is
independent of the optimization parameter w. By using the notation M = X7X and

b = Xy, the t-th step of the PGD method takes the following form (cf. (2.4)).

w, = P, (Wt,l — ntvwﬁ(wt,l)) = P, (wt,l —m(Mwy_q — b)) (2.9)

where w; denotes the estimate of w* at the end of ¢-th step.

2.2.1 Exact Computation of Gradient in Each Step

Now, in order to perform the projected gradient descent in a distributed com-
putation setup, we distribute the task of computing matrix-vector product Mw;
among the m workers. In particular, we encode the d x d matrix M using a linear
code. The encoded matrix can be used to generate redundant tasks for workers which

subsequently enable us to mitigate the effect of stragglers.

Scheme 2.1 (Exact gradient computation using linear codes:). Given the matriz
M = XTX and an (N =m, K) linear code' C, the gradient computation for each

step of the optimization procedure is realized as below.

IFor the ease of exposition, we assume that K divides d.
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Letmy, ..., my denote the d rows of the matric M = XTX. Let Py, P, . .. , Payg C
[d] represent a partition of the set indices for these rows [d] such that P; \'P; =
0 fori#jand |P|=K Vield/K].

For each i € [d/K], we encode the K x d matriz Mp, using the (N = m, K)

linear code C as

CY = GMp, € RV*?, (2.10)

where G is an N x K generator matriz of C. Note that the d columns of the
matriz C% form d codewords of C.
In the distributed computation setup, for i € [d/K| and j € [N] = [m], we now

allocate j-th row of C% to the j-th worker. This way, the j-th server is assigned

the following sets of o = % . % = % vectors.
d
7= {cV, ... "y e rY (2.11)

where ng‘) denotes the j-th row of the matriz C®.

During the t-th step of the gradient descent optimization procedure, j-th worker

18 tasked with computing the inner product of the rows assigned to it with the
d

current estimate wy_y, i.e., the j-th worker sends a = = inner products

d
(e W)y (€9 W)} (2.12)

to the master.
Straggler tolerant exact gradient computation: Assuming that the workers

indexed by the set S¢ := [m|\S; behave as stragglers during the t-th step of
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the optimization procedure, the master has access to the following information

received from the non-straggling workers.
Clw,_, = Gs,Mpw,_1 for alli € [d/K]. (2.13)

Since the code C generated by G is a linear code, it’s straightforward to verify
that for each i € [d/K], Cw,_; = GMp,w,_; corresponds to a codeword of C.
Moreover, the information available at the master (cf. (2.13)) is equivalent to
observing these codewords with some of their coordinates erased. Assuming the
code C has large enough minimum distance, or equivalently, the matriz G, is full
rank, the master can recover Mp wy_1, ... ,M'pd/KWt_l from the information
received from the workers indexed by the set S;. This allows the master to

construct Mw,_; = XTXw,_; and update the estimate for w according to (2.9).

We now state the following result about the performance of Scheme 2.1, which

follows from the description of the scheme in a straightforward manner.

Proposition 2.2. Assume that the moment encoding based Scheme 2.1 employs an
(N =m, K) linear code C with minimum distance dy;,. Then, the scheme implements
exact gradient descent method as long as the number of the stragglers during each step

of the optimization is strictly less than dpy,.

Remark 2.2. Note that length of the code C does not need to be equal to the
number of workers. For the ease of exposition, we focus on the N = m case here.
This choice provides a simple natural allocation of computation tasks to the workers.

However, suitable allocation can also be devised for the setting with N # d.

Comparison with Gradient Coding Approach [120]. Encoding the second
moments offers an immediate advantage over the general gradient coding approach

for the underlying optimization problem (cf. (2.1)). In Scheme 1, during a step
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of the optimization method, each worker communicates one scalar for each of the
rows assigned to it. Whereas, in gradient coding, each worker needs to transmit a
d-dimensional vector to the master. Moreover, as for the local computation at a worker
during each step, our approach requires computing a single inner product for every row
assigned to the worker. In contrast, in the gradient coding framework, workers have
to perform matrix-vector products between d x d rank 1 matrices and d-dimensional
vectors.

In Scheme 2.1, we employ linear codes with the objective that the master should
be able to compute (decode) the exact gradient during every step of the optimization
procedure. This can be achieved by utilizing any linear code with large enough
minimum distance. However, for the PGD method to succeed, it’s not necessary
to compute the exact gradient in every step. In particular, the stochastic gradient
descent method is one of the most used versions of the gradient descent methods,
where one employs an estimate of the gradient based on a randomly chosen sample
and its label [105]. For the problem at hand, the ¢-th step of projected stochastic

gradient descent (PSGD) method is as follows.

w, = P, (Wt_l — - n - (XeXE Wy — yixi)), (2.14)

where i denotes an integer that is picked uniformly at random from [n]. Note that

n - (x;x/ W — y;x;) indeed gives an unbiased estimate of the true gradient (cf. (2.3))
asn - ]E[(XiXZTW — yle)] = VwL(w). Next, we exploit this robustness of the gradient

based procedures to the quality of the gradient.

2.2.2 Approximate Recovery of Gradient in Every Step
Here, we focus on implementing the gradient based optimization procedure in a
distributed computing setup by constructing only an estimate of the true gradient

during each step of the optimization procedure. This allows us to employ coding
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schemes that have low complexity encoding and decoding algorithms, which lowers
the overall computational complexity of the coding based approach to mitigate the
effect of stragglers. Before we describe our approximate gradient based optimization
procedure, we specify the assumptions on the identity of the stragglers during each

step of the optimization procedure.

Assumption 2.1 (Straggling behavior of the workers). Let the indices of the stragglers
SC C [m] during the t-th step of the optimization be distributed independent of the
stragglers in the previous steps. Furthermore, let the distribution of the stragglers in

each step be such that each worker independently behaves as a straggler with probability

qo-

The analysis of this section can be modified for the other random models for the
identity of the stragglers. Here, we note that we do not ensure any such random
model for the straggling behavior during our experimental evaluations of the proposed
scheme in Section 2.3.

We are now in the position to describe the LDPC codes based optimization
procedure that rely on approximate gradient during each step of the optimization

procedure.

Scheme 2.3 (LDPC codes based optimization with approximate gradients). Given
the matriz M = XTX, we take an (N = m = d+ p, K = d) LDPC code C with

2 The approzimate gradient based

H € RPN as its (low-density) parity check matriz.
optimization procedure in realized as follows.
e Encode M = XTX using a systematic matriz of C, say G, as C = GM, where

without loss of generality we assume that M constitutes the first d rows of the

2For the ease of exposition, in addition to N = m, we assume that K = d. The proposed scheme
can be easily generalized to the setting with d > K, as done in Scheme 2.1 by partitioning the rows
of M in the blocks of K rows.
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matriz C. Neaxt, distribute the m = d + p rows of C among m workers such that
the j-th row c; is assigned to the j-th worker.
e During the t-th step of the optimization procedure, j-th worker computes the

imner product of the row assigned to it with the current estimate wy_1 and sends

cgl)wt,l € R to the master.
o Assuming that the set S¢ := [m]\S; denotes the indices of stragglers during t-th

step, the information received at the master takes the form:
Cstwt_l = GStMWt—l' (215)

Note that ¢ = GMw,_1 is a codeword of C with Mw,_, appearing in its first d
coordinates.

e Computation of approxrimate gradient: Givencs, = Cs,w;_ 1 = Gg,Mw;_1,
the master employs D iterations of an iterative erasure correction algorithm
for the LDPC' code C, where Sf denotes the indices of the erased coordinates.
Let ¢(t; D) = (¢(t; D)1, ..., ¢(t; D)g) be the estimate for the codeword c after D
iterations of the erasure correction algorithm [100]. If a particular coordinate
s not recovered by the end of D iterations, we replace the coordinate with 0.
Let U, C [d] denote the set of indices of the coordinates that are set to 0 in this
manner. Subsequently, we construct a vector Bt by setting those coordinates
of b =Xy to 0 that are in U;. During the t-th step, the master updates the

current estimate of w* as
wi = Pu(wir =m- (@t D), et D))" = bi) ). (216)

In what follows, we establish that under Assumption 2.1, Scheme 2.3 indeed imple-
ments a variant of the PSGD method. As a result, under some natural requirements

on the loss function and the initialization wg,, we obtain a convergence result for
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Scheme 2.3 that is similar to those available in the literature for the PSGD method
(cf. (2.14)).

However, before we analyze the convergence of Scheme 2.3, we need to characterize
the quality of the gradient recovered at the end of D iterations of the erasure correction
algorithm of the underlying LDPC code C. The LDPC codes have been extensively
studied in the literature along with the performances of various decoding algorithms
for such codes [48, 111, 100]. Under Assumption 2.1, where each worker independently
behaves as a straggler with probability qo, the vector received by the master (cf. (2.15))
is equivalent to the outcome of an erasure channel. For a specific family of LDPC codes
and a fixed iterative erasure correction algorithm, there have been many successful
attempts to characterize the likelihood of an initially erased coordinate being recovered
after a certain number of iterations. Here, we state a special case® of the most prominent
result in this direction which applies to various random ensembles of LDPC codes with

sufficiently large length. This results is obtained by density evolution analysis [100].

Proposition 2.4. Consider an ensemble of LDPC code defined by the random p x N
parity check matriz H such that each of the p rows (N columns) of the matriz H
have z (r) nonzero entries.* Let each coordinate of a codeword from the ensemble be
independently erased with the probability qo. Then, the probability qi that a coordinate
of the codeword remains erased after k iterations of the iterative erasure correction

satisfies the relationship® q, = qo - (1 —(1- qk,l)“l)z_l.

3In particular, we restrict ourselves to the LDPC codes with left and right regular Tanner graphs.
We refer the readers to [100] for the general version of the result that applies to LDPC codes with
irregular Tanner graphs.

4There are multiple ways of generating a random ensembles of LDPC codes (see e.g., [100][Ch. 3]).

5The relation in here is shown to hold with very high probability, which involves application of
bounded-difference concentration inequality on the random bipartite graphs corresponding to H.
Given that these are fairly standard results in the coding theory literature, we refer the readers to
[101, 100] for the details.
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Remark 2.3. The key take away from Proposition 2.4 is that the probability of a
coordinate of a codeword staying erased is a monotonically non-increasing function of
the number of iterations as long as qo < q*(r,z) < 1, where ¢*(r, z) is function of the

row and column weights of the random matriz H.

The following lemma characterizes the quality of the gradient vector obtained at

the master after D iterations of the erasure correction algorithm of the underlying

LDPC code.

Lemma 2.5. Let the distribution of stragglers satisfy Assumption 2.1 and the master
node employs D iterations of the erasure correction algorithm. Then, during t-th step

of the optimization procedure, we have
E [(@(t; D)y,....e(t; D))" — Bt] — (1= qp) - VL(Wi_1),

which is a scaled version of the true gradient at w;_1.

Proof of lemma 2.5. Recall that, during the ¢-th step of the optimization procedure, ¢p
denotes the probability that a particular coordinate of the codeword ¢ = Cw;_; € RY
is not recovered by the master (cf. Scheme 2.3). The first d coordinates of this vector

correspond to the true gradient vector at w;_;. Therefore, for i € [d], we have
Similarly, for ¢ € [d], we have,

P [b - bi] —1-gp and P [b — o} = 4. (2.18)
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By using (2.17) and (2.18), it is straightforward to verify that

E [(é(t; D),....é(t: D))" — Bt] (1—ap)- ((c1,...,cx)T = b)

(1—gp) Mw,_; — X"y)

%

—~
~

=(1—gqp) -VL(W¢_1),

where (i) follows from the systematic form associated with the generator matrix

G. ]

Convergence Analysis of Scheme 2.3 Here, we formally argue that the proposed
Scheme 2.3 enjoys the convergence guarantees similar to those available for the typical
PSGD method. In fact, the proof of the convergence of our scheme heavily relies on
the ideas employed in the proof of convergence for PSGD algorithm as described in
[93]. Recall that the total empirical loss associated with the model parameter w € R?
for given set of data samples {x;};c(y C R? and the corresponding labels {y; }icpy C R

takes the form.

n

L(w) = ZE((%,XZ%W) = % : Z (yi — X;TFW)Q. (2.19)

=1 =1

We now state the convergence result for Scheme 2.3 which holds under natural
assumptions on the loss function and the initialization for the optimization procedure
wo. In what follows we use || - || to denote the ¢5 norm || - ||o. We also note that the

projection operator P, is non-expanding, i.e.,
| P (W) — Po (W) < [[lw — W/ for all w,w' € R%.

Theorem 2.6. Suppose for all (x,y) € R™! and w € W, the loss function satisfies

|\VL(w)|| < B. Moreover, let the initial estimate wq satisfy |[wo — w*|| < R. Then,
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by setting the learning rate as n = R/(B - \/T) in Scheme 2.3, when D iterations of

LDPC decoding are employed during each gradient descent step, ensures the following:
E[L(wr)] — L(w") < RB/((1— gp) - VT), (2.20)

where Wp = % . Ztem w; and the expectation is taken over the distribution of the

stragglers.

Proof. Proof of Theorem 2.6: It follows from the convexity of the loss function £(-)

that
1 I LI
L(wr) — L(w) < tzl L(wi) — L(W") < ; VL(w) - (w, —w*). (221
Recall from (2.16) that, for 0 < ¢ < T — 1, we have
Wil = Pw (Wt - gt(wt))a
where g¢(w;) = (é(t +1;D)q,...,¢(t+1; D)k)T — Bt-i—l- Now, consider

* x2 () *
Iwies =Wl < [P (e — g (w) — w2 2 [ Po (s — gew) — Pa(w°)
< ||wy — gi(wy) — W*H2
= [[we — w*II” — 20 - (ge(wy), (We — W) + 1?[|ge(wo) |2

< lwi = w* = 20+ (ge(We), (we — w*)) + 0 B?, (2.22)

where (i) follows from the fact that w* € W and (ii) holds as the operator Py is

non-expanding, i.e.,

| Py (W) — Py (W')|| < [[w — W/ for all w,w' € R%.
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Let H; denote the history, i.e., identity of the stragglers, before the (¢ 4 1)-th step of

the optimization procedure. Note that it follows from Lemma 2.5 that

Elg:(w:) | He] = (1 —gqp) - VL(Wy). (2.23)

By combining (2.22) and (2.23), we obtain that

Elwerr = w[* | He] < [lwe = w[1* = 20+ (1 = qp) - (VL(W,), (We — w")) + B>,
(2.24)

Now taking expectation on the both sides gives us that

El[|wepr — W] S E[we = w*|?] = 2-E[p- (1 — qp) - (VL(W:), (W — W"))] +1°B~.

(2.25)
(1= ap) - B L(we) (we = W] < 50 Bllwe = w'IF) = 5 Bllwess = wIF]+ T
(2.26)

By taking the average of the aforementioned inequality over T iteration, we obtain

that
8 [ 5 wtm). v - | < oL (Bl ) Ellwr —w ]
T t=0 ! ~ 2n(1 —qp) T T
[wo—w[? | 0B
~2nT(1—qp)  2(1—4qp)
R? nB2
< +
20T(1—qp)  2(1—qp)
() 1 B
< : R—, (2.27)
l—qgp VT

where (i) follows form the choice of . Now, Theorem 2.6 follows by combining (2.21)
and (2.27). O
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2.3 Simulation Results

In this section, we conduct a detailed evaluation of our moment encoding based
scheme (cf. Scheme 2.3) for distributed computation. In particular, we perform experi-
ments on distributed setting to obtain solutions of two problems: 1) Least-square esti-
mation, and 2) Sparse recovery. Recall that, for least-square estimation, given inputs
y € R" and X = {x;,Xy,...X,,} € R"™ the task is to find arg ming,cpa [|[y — Xw/||3.
Note that this problem does not require a projection step during the optimization
procedure. In the sparse recovery problem, one seeks to find a u-sparse vector w € R
(this means at most u coordinates out of d of the vector w are nonzero) from linear
samples y = Xw, for some matrix X € R™*9. In this case, t-th step of the projected
gradient descent procedure takes the form [50] w; = H,(w;—1 — nVL(W;_1)), where
VwL(w) = XT"Xw — X'y is the gradient of the squared loss ||y — Xw||3 and H,(w)
is the thresholding operation that sets all except the largest u coordinates in absolute
value of w € R? to zero. To compute the gradient we again employ the moment encod-
ing method with LDPC codes as outlined in Scheme 2.3. Note that the thresholding

operation can be easily performed by the master node itself.

Figure 2.1 presents the results for the least-square estimation problem. In our
experiments, the data samples X = {x1, Xy, ...X,} C R? are randomly generated with
the dimensions d € {200,400, 800, 1000} and the number of total samples n = 2048.
The corresponding labels y are created by multiplying the data matrix X with
randomly drawn vector w* € R?. We implement Scheme 2.3 on a real-life distributed
computing framework (swarm2) at the University of Massachusetts Amherst [119]
using mpidpy Python package. The setup involves a cluster of 41 computing nodes
(40 worker nodes and 1 master nodes). Throughout this section, the plotted results
are averaged over 100 trials. We compare our LDPC codes based (rate= 1/2) moment

encoding scheme with the recently proposed data encoding (with MDS/Gaussian
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Figure 2.1: Total number of iterations and total computation time for solving the linear
regression problem (m = 2048). The number of stragglers are 5 (top-left), 10 (top-right), 5
(bottom-left) and 10 (bottom-right).

matrices) scheme of Karakus et al. (KSDY17 in the figures) [67], as well as with
uncoded and replication-based schemes (2-replication).® In all cases, we wait for either
30 or 35 workers to respond before the computations at the master node, i.e., the
number of stragglers is 10 or 5, respectively. In order to implement our scheme, we
utilize a (40,20) LDPC code. In the replication-based schemes, we partition the data

and repeat each partition of the data twice. We use sub-sampled Hadamard and

6Here, we do not compare our scheme with the approaches proposed in [120] and [84] as both
of these schemes involve significantly different computation and communication requirements. For
example, the gradient coding scheme [120] requires communicating d-dimensional vectors; and the
approach of [84] involves encoding of two different matrices and two rounds of communications per
step of the optimization procedure.
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Figure 2.2: Total number of iterations for solving sparse recovery problem in an overdeter-
mined system (m = 2048). The left two figures correspond to the dimension 800 and the
remaining ones correspond to dimension 1000. The number of stragglers are 5(top-left), 10
(top-right), 5 (bottom-left)and 10 (bottom-right).

Gaussian matrices to implement the data encoding method from [67]. We sampled
the columns of 4096 x 4096 Hadamard matrix and generated 4096 x 2048 random
Gaussian matrices for the purpose of our experiments. For each case we record the
number of steps until the Euclidean distance of the evaluated parameter from the
actual parameter vector w* is within a small threshold.

For the sparse recovery problem, we consider both the over-determined (n > d)
and the under-determined (n < d) cases. For n > d, we adopt the same experimental
setup as described above with n = 2048, but restrict ourselves to the dimensions d €

{800, 1000}. For each d, we consider different sparsities: for f € {0.1,0.2,0.3,0.4,0.5},
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Figure 2.3: Number of iterations and computation time for the sparse recovery problem in
an underdetermined system (k = 2000, m = 1024). The number of stragglers are 5(top-left),
10 (top-right), 5 (bottom-left)and 10 (bottom-right).

u = d - f entries in w* are nonzero. Figure 2.2 presents the results for the sparse
recovery problem in this over-determined setup. We only plot the number of steps of
the optimization procedure. The total computation time shows a similar trend. For
n < d, we generate the matrix X as a 1024 x 2000 matrix with i.i.d. entries distributed
according to the standard normal distribution. The true parameter vector w* is
drawn randomly with sparsity levels u € {100,200}. The results obtained from our
experiments are presented in Figure 2.3. As it is evident from the plots in Figure 2.1,
2.2 and 2.3, our scheme requires smaller number of steps to converge to the true model

parameters. Furthermore, our scheme also leads to smaller overall computation time.
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2.4 Conclusion and Future Direction

In this chapter, we propose to encode the second moment of the data for the
purpose of mitigating the effect of the stragglers in the distributed gradient descent
algorithm. This scheme is specifically tailored for the purpose of squared loss function
as the idea revolves around the the second moment of the loss function. This idea can
be easily generalized to other loss functions -such as logarithmic loss or the Poisson
loss function. We used LDPC code for the purpose of encoding and took advantage of
the decoding scheme to tune the algorithm ensuring the desired quality of the estimate
of the gradient.

One very serious direction of future work is to figure out encoding scheme for
general loss function especially non-linear loss function that appears in training neural
network (relu network). It would be interesting to see what functional of the data
that needs to be encoded for the purpose of the straggler mitigation. One important
thing is that all the encoding scheme including ours work on the linear operation
specifically the Matrix-vector product part of the computations. But encoding for
non-linear computation is still a open problem. Also in this chapter, we show the
convergence analysis for the case of the randomized straggler case where each machine
can be straggler with some probability. Even though the scheme will work for the

adversarial case, further analysis is required.

36



CHAPTER 3

VQSGD: VECTOR QUANTIZED STOCHASTIC
GRADIENT DESCENT

In the previous chapter, we focus on the issue of stragglers in the distributed SGD.
Now we focus on the issue of high communication overhead between parameter (central
) server and worker nodes which can cause bottleneck to the efficiency and speed of
learning using SGD [28]. In the recent years, various quantization and sparsification
techniques [3, 6, 12, 74, 90, 107, 118, 125, 131] have been developed to alleviate
the problem of communication bottleneck. In this chapter, we present a family of
privacy-preserving vector-quantization schemes that incur low communication costs
while providing convergence guarantees. In particular, we provide explicit and efficient
quantization schemes based on convex hull of specific structured point sets in R? that
require O(dlogd/R?) bits to communicate an unbiased gradient estimate that has
variance bounded above by R?: this is within a log d factor of the optimal amount of
communication that is necessary and sufficient for this purpose.

At a high level, our scheme is based on the idea that any vector v € R?% with
bounded norm can be represented as a convex combination of a carefully constructed
point set C' C R?%. This convex combination essentially allows us to chose a point
c € C with probability proportional to its coefficient, which makes it an unbiased
estimator of v. The bound on the variance is obtained from the circumradius of the
convex hull of C'. Moreover, communicating the unbiased estimate is equivalent to
communicating the index of ¢ € C' (according to some fixed ordering) that requires

only log |C| bits.
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Large convex hulls have small variation in the coefficients of the convex combination
of any two points of bounded norm. This observation allows us to obtain e-differential
privacy (for any € > ¢y), where ¢y depends on the choice of the point set. We also
propose Randomized Response (RR) [130] and RAPPOR [45] based mechanisms that
can be used over the proposed quantization to achieve e-differential privacy (for any
€ > 0) with small trade-off in the variance of the estimates.

The family of schemes described above is fairly general and can be instantiated
using different structured point sets. The cardinality of the point set bounds the
communication cost of the quantization scheme. Whereas, the diameter of the point
set dictates the variance bounds and the privacy guarantees of the scheme.

We provide a strong characterization of the point-sets that can be used for our
quantization scheme. Using this characterization, we propose construction of point-sets
that allow us to attain a smooth trade-off between variance and communication of the
quantization scheme. We also propose some explicit structured point sets and show
tradeoff in the various parameters guaranteed by them. Our results' (summarized in
Table 3.1) are the first quantization schemes in literature to achieve privacy directly
through quantization. While our randomized construction is optimal in terms of
communication, the explicit schemes are within log d factor of a lower bound that we
provide.

Empirically we compare our quantization schemes to the state-of-art schemes
[6, 118]. We observe that our cross-polytope vqSGD, performs equally well in practice,
while providing asymptotic reduction in the communication cost. The communication
results are compared in Table 3.2(up).

While differential privacy for gradient based algorithms |2, 110] were considered

earlier in literature, cpSGD [5] is the only work that considered achieving differential

!Note that e denotes the privacy parameter and ¢ refers to the packing parameter of e-nets.

20, hides terms involving &
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Communication

Point set Error (bits) Privacy Efficiency
Gaussian-Sampling d

(Theorem 3.7) for any ¢ > log(d) cN Ne i Olexp(c))
Reed-Muller (Crar) d

(Proposition 3.9) N Nlog 2d ) 0ld)
Cross-polytope (Cip) 4 Nlog2d ¢ > O(log d) 0(d)

(Proposition 3.10

Scaled e-Net (Chet) 1 ) nd
(Proposition 3.12 ) N Oc(Nd) . 0 ((E) )

Simplex (Cyg) &2
(Proposition 3.13) N Nlog(d +1) €>log7 O(d)
Hadamard (Cg) 2
(Proposition 3.14) N Nlogd e>log(1+v2) | O(d)
e polytope (Co) R o N log(2d) €>0 O(d)

(Theorem 3.16)

Cross-polytope (Cg) + RAPPOR a2
(Theorem 3.17) N 2Nd €>0 O(d)

Table 3.1: List of results. (/NV: number of worker nodes, d: dimension).

privacy for gradient based algorithms and simultaneously minimizing the gradient
communication cost. The authors propose a binomial mechanism to add discrete
noise to the quantized gradients to achieve communication-efficient (e, §)-differentially
private gradient descent with convergence guarantees. The quantization schemes used
are similar to those presented in [118| and hence require Q(d) bits of communication
per compute node. The parameters of the binomial noise are dictated by the required
privacy guarantees which in turn controls the communication cost.

In this work we show that certain instantiations of our quantization schemes
are e-differentially private. Note that this is a much stronger privacy notion than
(€, d)-privacy. Moreover, we get this privacy guarantee directly from the quantization
schemes and hence the communication cost remains sublinear (logd) in dimension.
We also propose a Randomized Response [130] based private-quantization scheme
that requires O(log d) bits of communication per compute node to get an e-differential

privacy while losing a factor of O(d) in convergence rate. Table 3.2(down) compares
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the guarantees provided by our private quantization schemes with the results of ¢cpSGD

[5]-

Organization: In Section 3.1, we describe some other related work on communica-
tion efficiency in the federated learning setup. We start in Section 3.2 describing the
settings for our results. The vqSGD quantization scheme is presented in Section 3.3.
In Section 3.4 we provide a handle to test whether a point-set is a valid vqSGD
scheme, and prove existence of a point-set that achieves a communication cost equal
to the dimension divided by the variance, which matches a lower bound we prove.
We provide a few structured deterministic constructions of point sets in this section
as well. Section 3.5 emphasizes the privacy component of vqSGD - and derives the

privacy parameters of several vqSGD schemes. Finally, we provide some experiments

to support vqSGD in Section 3.6.

Table 3.2: (Up): Comparison of non private quantization schemes. (Down): Com-
parison of private quantization schemes. (N: number of worker nodes, s,c¢: tuning

parameter (> 1))

Method Error Comm
%]SGD min{s%,@}% N8(8+\/3)
DME . 1 logd
[118] mln{m,w} Nsd
VQSGD d
& Nslogd
Qc., o slog
Gaussian Nisc Nsc
Method Error Comm | DP (e)
d >0,
cpSGD [5] Os (%) ’ Os(d) e> f(0)
vaSGD Qc,, | O (%) | O(logd) | € > O(logd)
vgSGD Q¢g | O (%) O (logd) | € >1log7
vaSGD Q¢,, | © (dﬁ) O (logd) | € > log(2.5)
vgSGD Q¢ a2
R O(N) O (logd) | € >0
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3.1 Related Work

The foundations of gradient quantization was laid by [103] and [114] with schemes
that require the compute nodes to send exactly 1-bit per coordinate of the gradient.
They also suggested using local error accumulation to correct the global gradient in
every iteration. While these novel techniques worked well in practice, there were no
theoretical guarantees provided for convergence of the scheme. These seminal works
fueled multiple research directions.

Quantization & Sparsification: [6, 125, 131| propose stochastic quantization
techniques to represent each coordinate of the gradient using small number of bits.
The proposed schemes always return an unbiased estimator of the local gradient
and require ¢ = Q(\/a) bits of communication to compute the global gradient with
variance bounded by a multiplicative factor of O(d/c). The quantization techniques for
distributed SGD, can be used in the more general setting of communication efficient
distributed mean estimation problem, which was the focus of [118|. The quantization
schemes proposed in [118] require O(d) bits of communication per compute node to
estimate the global mean with a constant (independent of d) squared error (variance).
Even though the tradeoff between communication and accuracy achieved by the above
mentioned schemes are near optimal [139], they were unable to break the v/d barrier
of communication cost. Moreover, the schemes proposed in [6, 118] are variable length
codes that achieve low communication in expectation. The worst case communication
cost could be higher. In a parallel work [90], the authors propose an efficient fixed-
length quantization scheme that achieves near-optimal convergence with 7T-rounds of
SGD. However, the goal of their work is different from ours, and the methodologies

are different as well.

305 hides terms involving 6.
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In this work, we propose (fixed length) quantization schemes that require o(d) (as
low as logd) bits of communication and are almost optimal as well. In fact for any
c-bits of communication, the quantization scheme with Gaussian points achieves a
variance of O(d/c) that meets the lower bounds for any unbiased quantization scheme
(also shown in the current work).

Gradient sparsification techniques with provable convergence (under standard
assumptions) were studied in [3, 8, 62, 113|. The main idea in these techniques is to
communicate only the top-k£ components of the d-dimensional local gradients that can
be accumulated globally to obtain a good estimate of the true gradient. Unlike the
quantization schemes described above, gradient sparsification techniques can achieve
O(log d) bits of communication, but are not usually unbiased estimates of the true
gradients. [107] suggest randomized sparsification schemes that are unbiased, but are
not known to provide any theoretical convergence guarantees in very low sparsity
regimes.

See Table 3.2 for a comparison of our results with the state of the art quantization
schemes.

Error Feedback: Many works focused on providing techniques to reduce the
error incurred due to quantization [61, 70] using locally accumulated errors. In this
work, we focus primarily on gradient quantization techniques, and note that the
variance reduction techniques of [61] can be used on top of the proposed quantization

schemes.

3.2 Preliminaries
For any x,y € R? we denote the Euclidean (¢5) distance between them as ||x —y/||2.
For any vector x € R%, z; denotes its i-th coordinate. For any ¢ € R%, and r > 0, let

By(c,r) denote a d-dimensional ¢, ball of radius 7 centered at c. Let e; € R? denote
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the i-th standard basis vector which has 1 in the ¢-th position and 0 everywhere else.
Also, for any prime power g, let IF, denote a finite field with ¢ elements.

For a discrete set of points C' C R?, let CONV(C) denote the convex hull of points
in C, i.e., CONV(C) := {3 ccacc|ac>0,> oac=1}.

Suppose w € R? be the parameters of a function to be learned (such as weights of
a neural network). In each step of the SGD algorithm, the parameters are updated as
W < W — ng, where 7 is a possibly time-varying learning rate and g is a stochastic
unbiased estimate of g, the true gradient of some loss function with respect to w. The
assumption of unbiasedness is crucial here, that implies Eg = g.

The goal of any gradient quantization scheme is to reduce cost of communicating
the gradient, i.e., to act as an first-order oracle, while not compromising too much on
the quality of the gradient estimate. The quality of the gradient estimate is measured
in terms the convergence guarantees it provides. In this work, we develop a scheme
that is an almost surely bounded oracle for gradients, i.e., ||g||3 < B with probability 1,
for some B > 0. The convergence rate of the SGD algorithm for any convex function
f depends on the upper bound of the norm of the unbiased estimate, i.e., B, cf. any
standard textbook such as [106].

Although we provide an almost surely bounded oracle as our quantization scheme,
previous quantization schemes, such as [6], provides a mean square bounded oracle,
i.e., an unbiased estimate g of g such that E||g||3 < B for some B > 0. It is known
that, even with a mean square bounded oracle, SGD algorithm for a convex function
converges with dependence on the upper bound B [17]. As discussed in [6], one can
also consider the variance of g without any palpable difference in theory or practice.
Therefore, below we consider the variance of the estimate g as the main measure of
error.

In distributed setting with /N worker nodes, let g; and g; are the local true gradient

and its unbiased estimate computed at the ith compute node for some i € {1,..., N}.
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For g = & >, &, the variance of the estimate § = + >, &; is defined as

1 & 1 1 —
Var(g) :=E Hﬁzgi—ﬁzgiﬂg = WZE[H&—@HE} :
i=1 =1 =1

In this work, our goal is to design quantization schemes to efficiently compute unbiased
estimate g; of g; such that Var(g) is minimized.

For the privacy preserving gradient quantization schemes, we consider the standard
notion of (e, §)-differential privacy (DP) as defined in [44]. Consider data-sets from a
domain X. Two data-sets U,V € X, are neighboring if they differ in at most one data

point.

Definition 3.1. A randomized algorithm M with domain X is (¢,0)-differentially

private (DP) if for all S C Range(M) and for all neighboring data sets U,V € X,
PrIM(U) € S] < e Pr[M(V) € S| + 9,

where, the probability is over the randomness in M. If 6 =0, we say that M is e-DP.
We will need the notion of an e-nets subsequently.

Definition 3.2 (e-net). A set of points N(g) C St is an e-net for the unit sphere

SI=Lif for any point x € S there exists a net point u € N (g) such that |x—ul|, < €.

There exist various constructions for e-net over the unit sphere in R? of size at

most (1 +2/)% [30].

3.3 Quantization Scheme
We first present our quantization scheme in full generality. Individual quantization
schemes with different tradeoffs are then obtained as specific instances of this general

scheme.
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Let C = {cy,...,cn} C R? be a discrete set of points such that its convex hull,

CONV(C) satisfies

B4(04,1) C conv(C) C By(04,R), R > 1. (3.1)

Let v € By(04,1). Since By(04,1) C cONV(C'), we can write v as a convex linear
combination of points in C. Let v = Y " a;c;, where a; > 0,7 a; = 1. We
can view the coefficients of the convex combination (ay,...,a,) as a probability
distribution over points in C'. Define the quantization of v with respect to the set of
points C' as follows:

Qc(v) = c¢; with probability a;

It follows from the definition of the quantization that Q¢ (v) is an unbiased estimator

of v.
Lemma 3.1. E(v)] = v.
Proof of Lemma 3.1. E[Qc(v)] = 2‘1(31 a;-c; =V. O

We assume that C' is fixed in advance and is known to the compute nodes and the

parameter server.

Remark 3.1. Communicating the quantization of any vector v, amounts to sending
a floating point number ||v||2, and the index of point Qc(v) which requires log |C| bits.
For many loss functions, such as Lipschitz functions, the bound on the norm of the
gradients is known to both the compute nodes and the parameter server. Therefore, we

can avoid sending ||v||s and the cost of communicating the gradients is then exactly

log |C| bits.

Remark 3.2. If, for any vector v, we send the floating point number ||v||2 sepa-

rately, instead of there being a known upper bound on gradient, we can just assume
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without loss of generality that v € S t. In this case, in the subsequent bounds on

variance in this section, R* can be replaced by R* — 1

Any point set C' that satisfies Condition (3.1) gives the following bound on the

variance of the quantizer.

Lemma 3.2. Let C C R? be a point set satisfying Condition (3.1). For any v €

Bg(04,1), let v := Qc(v). Then, ||V||3 < R? almost surely, and E[||v — v|j3] < R%

Proof of Lemma 3.2. From the definition of the quantization function,

Elllv — Qc()2] = EllQc(W) ] — IIvII* < R*.

This is true as C satisfies Condition (3.1) and therefore, each point ¢; € C has a

bounded norm, [|c;|| < R. O

From the above mentioned properties, we get a family of quantization schemes
depending on the choice of point set C' that satisfy Condition (3.1). For any choice
of quantization scheme from this family, we get the following bound regarding the

convergence of the distributed SGD.

Theorem 3.3. Let C C R? be a point set satisfying Condition (3.1). Let g; € R?
be the local gradient computed at the i-th node, Define g := % Zfil gi, where g; :=

lgill - Qo(gi/llgill)- Then,

Elgl=g and ]E[Hg—éH%}S(R/N)2Z\|gi\l2'
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Proof of Theorem 3.3. Since g is the average of N unbiased estimators, the fact that

E[g] = g follows from Lemma 3.1. For the variance computation, note that

Ellg — gll3] (ZE lg: — &ill3 > ( since g; is an unbiased estimator of g )

R2
< N2 Z g2 (from Lemma 3.2).

[]

Remark 3.3. Computing the quantization Qc(.) amounts to solving a system of
|C| linear equations in R:. For general point sets C, this takes about O(|C|?) time
(since |C| > d). However, we show that for certain structured point sets Qc(.) can be

computed in linear time.

From Theorem 3.3 we observe that the communication cost of the quantization
scheme depends on the cardinality of C' while the convergence is dictated by the
circumradius R of the convex hull of C. In the Section 3.4, we present several
constructions of point sets which provide varying tradeoffs between communication

and variance of the quantizer.

Reducing Variance: Here, we propose a simple repetition technique to reduce the
variance of the quantization scheme. For any s > 1, let Q¢ (s, v) == 237, Qg) (v) be
the average over s independent applications of the quantization Q- (v). Note that even
though Q¢ (s, v) is not a point in C', we can communicate Q¢ (s, v) using an equivalent
representation as a tuple of s independent applications of Q¢ (v) that requires slog|C|
bits. Using this repetition technique we see that the variance reduces by factor of s

while the communication increases by the exact same factor.

Proposition 3.4. Let C C R? be a point set satisfying Condition (3.1). For any
v € By(04,1), and any s > 1, let v := Qc(s,v). Then, E[||v — V]3] < R?/s.
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Proof of Proposition 3.4. The proof follows simply by linearity of expectations and

Lemma 3.2.

- R

®w | =

E [Iv - ¥I3] =B |- 3 (v = Q) IP| <

i=1

3.4 Constructions of Point Sets and Lower Bound

In this section, we propose constructions of point sets that satisfy Condition (3.1)
and provide varying tradeoffs between communication and variance of the quantization
scheme. But first, we start with a lower bound that shows that one must communicate
Q(%) bits to achieve an error of O(R?) in the estimate of the gradient as per

Condition (3.1).

Theorem 3.5. Let C C R? be a discrete set of points that satisfy Condition (3.1).
Then
|C| > exp(ad/R?)

for some absolute constant a > 0.

Proof of Theorem 3.5. We use a packing argument for S 1. Let ¢ € C. We will
estimate the cardinality of the set P(c) := {x € S !: (x,c) > 1} under the uniform

measure over S%!. Using Theorem 3.6, size of C' must be at least

area(S971)

maxcec area(P(c))

for it to satisfy Condition (3.1).

Note that, P(c) is a hyper-spherical cap with angle ¢ such that cos ¢ > LH > %,

lc

since C' satisfy Condition (3.1). The area of a cap can be computed using the
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incomplete beta functions, however a probabilistic argument below will serve to lower
bound this.

If we uniformly at random choose a vector z from S?!, then the probability p
that it is within an angular distance ¢ of a fixed unit vector, u, will exactly be the the
ratio of the areas of the hyper-spherical cap and the sphere. Again this probability is
known to follow a shifted Beta distribution, but we can estimate it from above using
concentration bounds.

Since the area of the hyper-spherical cap is invariant to its center, we can take u
to be the first standard basis vector. It is known that if g = (g1, go,...,94) € R? is a
random vector with i.i.d. Gaussian NV(0, 1) entries, then z := g/||g]| is uniform over

S4=1. Therefore,

Pr((z,u) > 1/R) = Pr(g:/llgll = 1/R)
< Pr(g1 > |lgll/R | ]l = Vd/4) + Pr(|lgll < Vd/4)

< Pr(g1 > Vd/4R) + Pr(|lg|| < Vd/4).

Now since ¢; is N(0,1), Pr(g; > Z—g) < exp(—g3%z), from Chernoff bound. On
the other hand ||g||? is a x? distribution of d degrees of freedom. Since that is
sub-exponential, we have Pr(|g| < vd/4) < Pr(|g|*> < d/16) < exp(—2254) <
exp(— 5%z ) for any R > 1.

This implies, |C| > (2exp(—d/(32R?)))~ . O

We also show a strong characterization of the point sets that satisfy Condition (3.1),

and later use this characterization to construct point sets with optimal trade-offs.

Theorem 3.6. Let C = {cy,...,c,} CR? be a discrete set of points. The unit ball
B4(04,1) C conv(C) if and only if for all points x € S, there exists a point c € C

such that (x,c) > 1.
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Proof of Theorem 3.6. Assume that for some x € S%! (x,¢) < 1 for all ¢ € C.
Which implies that all points of C, and therefore the CONV(C'), are separated from x
by the hyper-plane H,, := {w € R?(x,w) = 1}. Therefore x ¢ conv(C).

To prove the other side, assume B,y(04,1) ¢ coNv(C). Let H,, := {z € RY|(w,z) =
1} be the separating hyper-plane that partitions By(04, 1) such that CONV(C) lies on
one side of the hyper-plane. Without loss of generality, we assume CONV(C) C H, =
{z € RY(w,z) < 1}. Since H,, partitions the unit ball, the distance of H,, from the

origin is 1/||w]| < 1.

L
[[wll

forallc e C. O

Now consider the point x := w/||w|| € S, For this point, (x,c) = = (w,c) < 1

3.4.1 Gaussian Point Set
We provide a randomized construction of point set using the characterization

defined above, that is optimal in terms of communication.

Theorem 3.7. Let R € [5,6V/d]. There exists a set C of exp(O(d/R? +logd)) points

of {3 norm at most R each, that satisfy Condition (3.1).

This theorem is one of our main results and is proved by choosing exp(O(d/R?))
i.i.d. zero-mean spherical Gaussian vectors with variance o* := R?/9d for each
coordinate, and then using them as a covering for an e-net of the unit sphere with
properly chosen e.

To prove Theorem 3.7, we first show the following lemma that allows us to union
bound over the discrete set of points in an e-net of a unit sphere. Consider an e-net
for the unit sphere N(¢) for any ¢ < 1/R. We know that such a set exists with

NE) < (1+2)" < ()7 3oL

Lemma 3.8. Let C be a set of points in R? such that ||c||> < R? for all c € C. If for
each y € N(g), yT'c > 2 for some c € C, then it holds that for each x € S4L, there is

ac € C such that xTc' > 1.
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Proof. Let y € N(g) be a net-point, and ¢ € C be such that y’c > 2. Note that
all points x € S9! in the e-neighborhood of y can be written as x = y + y, where
y € R? has norm at most e. Therefore, x’c = yTc+yTec > 2 — |y|lllc|| > 1. Since
N(e) covers the entire unit sphere, it follows that for all points x on the unit sphere,

there will be a ¢ € C such that x7c > 1. O

Proof of Theorem 3.7. Let us choose the random set C' of t := ¢ 7t +2losd points in R?
in the following way: Each coordinate of any ¢ € C' is chosen independently from a
zero-mean Gaussian distribution with variance o2 := g'—;.

We say that a vector x € S9! is a witness for C'if x"c < 1 for all ¢ € C. We now
show that with high probability, there is no witness for C' in S9~!. Using Lemma, 3.8,
it is sufficient to show that for any x € N(e), x’c > 2 for some c € C,e < 1/R.

Let us define E; to be the event that ||c|[[? < R? for all ¢ € C. Since every
entry of ¢ is chosen from i.i.d. Gaussian, the norm ||c||? is distributed according to
x?-distribution with variance 2do?*. Since y?-distribution is sub-exponential [123]]
Eq. 2.18], for any ¢ € C, we have, for any [ > 1, Pr(||c||?> > do?(l + 1)) < e~%/8. This
implies,

Pr(HCH2 > R2) < 67%(32/02701) < e*d,

substituting the value of o2

Then by union bound over all ¢ € C.

PI'[EJ < te_d — e—d+20d/R2+210gd < €_Q(d)7 (32)

for R > 5.
Let Ey denote the event that for each y € N(e), there exists ¢ € C such that
y'c > 2. For any fixed y € N(¢), and ¢ € C, define py . to be the probability that

yTe > 2. Note that since ¢ has i.i.d. Gaussian entries, then for any fixed y € N(e),
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the inner product y”c is distributed according to N'(0,0?). Using standard bounds

for Gaussian distributions [16],

20 2
ci=Prlyle>2]>—"— ¢
by, Yz e
1 2 R 2
> ——min(o },0/4)e 7 > ————e o2,
T V27 ( /) - 12V2nd

for any R < 6v/d.
Since each c is chosen independently, the probability that y’c < 2 for all ¢ € C' is

(1 —pye)t <e'Pve. Now for ¢ = 1/R, by union bound, since |N(g)| < (g)d,

Pr[Ey] =Pr[3y € N(¢) s.t. y'e <2V ce (]
< eft-py,c+dlog3R

18d 12v27wd
—t~e_ R2 —log( R )

— e +dlog3R

24 Ceoc12v/27d
_e 2 T2losd loa( = )+dlog3R

2d _joq(12V2md
o efdQeRﬁ kR +dlog3R

< eiQ(d).

Therefore, Pr[E; U Fy] < =9, Then using Lemma 3.8 and Theorem 3.6, we obtain
the statement of the theorem.

]

The above stated theorem provides a randomized algorithm to generate a point
set of size exp(O(d/R?)) such that the quantization scheme defined in Section 3.3
instantiated with this point set achieves a variance of O(R?) while communicating
O(d/ R?) bits, hence meeting the lower bound of Theorem 3.5. In particular, there exists
a quantization scheme that achieves O(1) variance with O(d) bits of communication.

Also, at the cost of communicating only O(logd) bits, our quantization scheme can
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achieve a variance of O(d/logd). The deterministic constructions we provide , meet

this bound up to a factor of logd.

3.4.2 Derandomizing with Reed Muller Codes

In this section, we propose a deterministic construction of point set based on first
order Reed-Muller codes that satisfy Condition 3.1. We assume d to be a power of 2,
1.e., d = 2P for some p > 1.

Our quantization scheme is based on the first order Reed-Muller codes, RM(1, p) [87].
Each codeword of RM(1, p) is given as the evaluation of a degree 1, p-variate polyno-
mial over all points in F5. Mapping these codewords to reals using the coordinate-wise
map ¢ : Fy — R defined as ¢(b) = (—1)® will give us a set of 2d points in {£1}¢. Let
RM denote this set of mapped codewords.

We show that the set of points in RM satisfy the characterization of Theorem 3.6,
and therefore will give us a quantization scheme with log 2d communication and the

following guarantees:

Proposition 3.9. For any v € By(04,1), let v := Qcp,, (V). Then, Ev] =v  and
E{llv = ¥[3] = O(d).

Proof of Proposition 3.9. We prove this theorem by showing that the point set Crps
satisfies the characterization of Theorem 3.6. Since all points in Cgy; have squared
norm exactly d, from Lemma 3.1 and Lemma 3.2, the proof follows.

First note that the matrix with the points in Cry; as its rows, has the following

structure:

where, H,, is the 27 x 27 Hadamard matrix.
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For any fixed x € 7!, consider the sum S(x) := " ... (x"c)?. We first show

that S(x) > 2(d + 1).

S(x) = Z (xTc)? =2 Z (x"h;)?

CECR]\/[ hiEHp
= 2”pr”2 = Q(XTHZ) (Hpx)

9 9d - |z|? = 2d.

(7) follows from the fact that the columns of the Hadamard matrix are mutually
orthogonal and therefore, H;;FHp =d - I, where, I; denotes the d x d identity matrix.

By an averaging argument, it then follows that there exists at least one ¢ € Cryy
such that |XTC| > 1. Since for every ¢ € Cgryy, there exists —c € Cgyy, we get that

xTc > 1 for some ¢ € Cryy. m

Remark 3.4. Instead of first order Reed-Muller codes, we can use any binary
linear code C C T4 to construct the point set as follows. Map all the codewords from
Fe to R? using ¢ described above. The point set containing all such mapped codewords,
and their complements will give a quantization scheme with variance O(d). The
communication will however be log(2|C|), where |C| denotes the number of codewords
in C. In this regard, the first order Reed-Muller codes described above provide the best

communication guarantees and is also efficiently computable.

3.4.3 Other Deterministic Constructions

We now present several explicit constructions of point sets that give quantization
schemes with varying tradeoffs. On one end of the spectrum, the cross-polytope
scheme requires only O(logd) bits to communicate an unbiased estimate of a vector
in R? with variance O(d). While on the other end, the e-net based scheme achieves a

constant variance at the cost of O(d) bits of communication.
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3.4.3.1 Cross Polytope Scheme

Consider the following point set of 2d points in R%:
Cop = {EVd e; | i € [d]},

The convex hull cONV(C,,) is a scaled cross polytope that satisfies Condition (3.1)
with R = v/d . Let Qc., be the instantiation of the quantization scheme described in
Section 3.3 with the point set C,.

To compute the convex combination of any point v € CONV(C,,), we need a

non-negative solution to the following system of equations

o 1 2d
{\/a]d —\/c_ifd} = s.t. Zai =1, (3.3)
i=1

A24 Vg

where, I; is the d x d identity matrix. Equation 3.3 leads to the following closed form

solution that can be computed in O(d) time:

(

+ X ify;>0andi<d

L otherwise

where, v :=1 — %, is a non-negative quantity for every v € By(0g4, 1).

The bound on the variance of the quantizer follows directly from Lemma 3.2.
Proposition 3.10. For any v € B4(04,1), let v := Q¢,,(v). Then, EV] = v and
E[lv =3 = O(d).

Proof of Proposition 3.10. The proof of Proposition 3.10 follows directly from Lemma 3.2
provided the point set C., satisfies Condition (3.1) with R = v/d. We will now prove

this fact.
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Since each vertex is of the form £+/de;, it follows that all the vertices of CONV(Cyp),
and hence the entire convex hull lies inside a ball of radius Vd, i.e., , CONV(Cyp) C
B(04,Vd).

To prove that the unit ball is contained in the convex hull cONV(C,,), we pick any
arbitrary point v € By(04, 1) and show that it can written as a convex combination of
points in C,,. The fact follows from the solution to the system of linear equations (3.3)
given in Equation (3.14). Note that the solution satisfies a; > 0 and ) . a; = 1 for any

point v € By(0,1). O

Moreover, using the variance reduction technique described in Section 3.3 with

s = O(lo‘gi =), the cross polytope based quantization ()¢, achieves a variance of O(log d)
at the cost of communicating O(d) bits.
We note that the cross-polytope quantization scheme described above when used

along with the variance reduction technique (by repetition), is in essence similar to

Maurey sparsification ([3]).

3.4.3.2 Scaled e-nets

On the other end of the spectrum, we now show the existence of points sets of
exponential size that are contained in a constant radius ball. This point set allows
us to obtain a gradient quantization scheme with O(d) communication and O(1)

variance. We show that an appropriate constant scaling of an e-net points satisfies

Condition (3.1).

Lemma 3.11. For any 0 < e <1, let R = l—ia The point set Cpep := {R-u | u €

N(e)} satisfies Condition (3.1).

Proof of Lemma 3.11. Let K := CONV(N(¢)) be the convex hull of the e-net points
of the unit sphere. Let B;(04,7) be the inscribed ball in K for some r < 1. We show

that r > 1 —e¢.
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Consider the face of K that is tangent to B,(04,7) at point z. We will show that
|z]|2 > 1 — . Extend the line joining (04,2) to meet S9! at point x. Since x € S},
we know that there exists a net point u at a distance of at most ¢ from it. Therefore, the
distance of x from K is upper bounded by ¢, i.e., dist(x, K) = ||x—z| < ||lx—u| <e.
Therefore ||z|| =1 —||x —z|| > 1 —e¢.

Therefore scaling all the points of N(g) by any R > 7 we see that By(04,1) C

CONV(C). O

Let Qnet be the instantiation of vqSGD with point set Ce;. From Lemma 3.2, we
then get the following guarantees for the quantization scheme obtained from scaled

e-nets, Ce for some constant ¢ < 1.

Proposition 3.12. For any v € By(0g4,1), let v := Qc,.,(v). Then, E[V] = v and

Elv -3 = s

Moreover, Qpet requires O(d log %) bits to represent the unbiased gradient estimate.

3.5 Private Quantization

In this section we show that under certain conditions the quantization scheme
Qc(.) obtained from the point set C' is also e-differentially private. First, we see why
the quantization scheme described in Section 3.3 is not privacy preserving in general.

Let C' be any point set with |C| > d+ 1. For any point x = lei‘l a;c; € CONV(C),
let supp(x)C' = {c; € C' | a; # 0} denote the points in C' that are in the range of
Qo(x).

In order for Q¢ to be e-DP for any € > ¢, we have to show for gradients x,y € R?

of any two neighboring datasets and for any z € supp(x)C U supp(y)C,

PriQo(x) = z] < e® - Pr[Qe(y) = 2. (3:5)
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If |C| > d+ 1, there may exist two gradients x,y € CONV(C') such that supp(x)C #
supp(y)C'. Therefore, for z € supp(x)C' \ supp(y)C, Eq. (3.5) will not hold for any
finite €.

The discussion above establishes a sufficient condition for the quantization scheme
Q¢ to be differentially private. Essentially, we want all points in By(04, 1) to have full
support on all the points in C'. This is definitely possible when |C| = d + 1. Therefore
if the point set satisfying Condition (3.1) has size |C| = d + 1, then the quantization
scheme Q¢ is e-differentially private, for some € > €(C).

We now present two constructions of point sets C' of size exactly d 4 1 satisfying
Condition (3.1) that give an e-differentially private quantization scheme. Both the
schemes achieve a communication cost of log(d + 1), but the variance is a factor d

larger than the non-private scheme, Qc,, .

(1) Simplex Scheme: Consider the following set of d 4+ 1 points
Cs={2de;|ield}u{-414}.

The convex hull of Cg satisfies Condition (3.1) with R = O(d). Since the size of
the set is exactly d + 1, every point in the unit ball can be represented as a convex
combination of all the points in Cg (i.e., all coefficients of the convex combination are
non zero). This fact will be used crucially to show that this scheme is also differentially
private.

The coefficients of the convex combination of any point v € CONV(Cy) can be

computed from the following system of linear equations:

T T d
[—41dT 2\/&1}1] [ao ad} = [vl vd} such that Zai =1 (3.6)
i=0

Equation 3.6 leads to the following closed form solution that can be computed in

linear-time:
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ao=1/3— (> _v)/(6d) a;=wvi/(2d)+2a9/d Vi> 1. (3.7)
i=1
Proposition 3.13. For any v € By(04,1), let v := Qcy(v). Then, E[¥] = v and
E[||v — v||3] = O(d?). Moreover, Q¢4 is e-DP for any € > log7.

Proof of Proposition 3.13. First we show that the point set C'g satisfies Condition (3.1)
with R = 2d. The fact that CONV(Cs) C By(04,2d) follows trivially from the
observation that each point in Cs € By(04, 2d).

To show that B;(04,1) C CONV(Cys), consider any face of the convex hull, F, :=
CONV(Cg \ {c}), for some c € Cs. We show that F is at an ¢y distance of at least 1
from 04. This in turn shows that any point outside the convex hull must be outside
the unit ball as well.

First consider the case when ¢ = —41,;. We observe that the face F, is contained
in the hyper-plane H, := {x € R? | \/LElde — 2/d}, and therefore is at a distance of
O <\/E) from the origin.

Now consider the case when ¢ = 2d e;. Let w = 1%1*% (345,55, 35)" €R?
be a unit vector. We note that F, C H,, where H,. := {x € R? | wi'x = ——L—1} is

/9 _ 1
16  2d

the hyper-plane defined by the unit normal vector w that is at a distance of at least 1
from 0.
Since all other faces are symmetric, the proof for the case ¢ = 2de;, i € [d] follows

similarly.

Privacy: We now show that the quantization scheme is e-differentially private for
any € > log7. From the definition of e-DP, it is sufficient to show that for any

X,y € By(04,1) , and every c € Cg,

Pr[Qcy(x) = ]
Pr[Qcs(y) = ¢

<T.
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Since x,y € CONV(Cy), we can express them as the convex combination of points in

Cs. Let x =) agk-Smﬂhﬂ%kﬁy=:2ka%a9%.Thmgﬁmnﬂmcmmﬁmxmn

ceCyg

of the quantization function Q)¢, we know that

. =), .
We now show that the ratio % is at most 7 for any pair x,y € B4(04,1) and any

c € Cyg. The privacy bound follows from this observation.

First, consider the case ¢ = —41;. From the closed form solution for any
d o
x € CONV(Cyg) described in Equation (3.7), we know that ot = 3 - %.

For any x € By(04,1), %, 2 € [, [Ix].] € [—\/Zz, \/E]. Therefore, al® €

[% — ﬁg, % + ﬁg . It then follows that for any x,y € By(04,1) and ¢ = —41,,

|H

(%)

1

3+
TP EL TR S
as 37 5vd 2\/3—1

Now we consider the case when ¢ = 2d e;. Then from the closed from solution in

Equation (3.7), we get that for any x € CONV(Cy) the coefficient a = 2(1-3) -

Z?:Q i
3d?

+ 3%. Note that this quantity is maximized for x = e; and minimized for

x = —ej. Therefore the ratio for any x,y € By(04,1) and ¢ = 2d e, is at most

a  7d—2
5 S = <
¥ T d+2

The ratio for all other vertices can be computed in a similar fashion and is bounded

by the same quantity. O

(2) Hadamard Scheme: We now propose another quantization scheme with same

communication cost, but provides better privacy guarantees. This quantization
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scheme is similar to the one presented in Section 3.4.2 and is based on the columns of
a Hadamard matrix.

Let us assume that d + 1 is a power of 2, i.e., d + 1 = 2P for some p > 1. For
any i € [d+ 1], let h; € R? denote the i-th column of H, with the first coordinate
punctured. Consider the following set of d 4+ 1 points obtained from the punctured

columns of H,:
Cy={2Vdh;|ie[d+1]}

The quantization scheme ()¢, can be implemented in linear time since computing the

probabilities requires computing a matrix vector product,
T T
(d+1)- [al ad+1} = HpT [1 VT/(Z\/E):|
that has closed form solution for each a; as:
a; = (1+ (h]'v)/(2Vd))/(d+ 1) (3.8)

Proposition 3.14. For any v € By(04,1), let v := Q¢ (v). Then, EV] =v and E|||v — v|3] =
O(d?). Moreover, Qc,, is e-DP for any € > log(1 4+ v/2).

Proof of Proposition 3.14. First, we show that C'y satisfies Condition (3.1) with R =
2d. The fact that CONV(Cg) C By(04,2d) is trivial and follows since every point in
Cy is contained in By(04, 2d).

To show that By(04,1) C Cy, consider any x € By(0g4,1), and the closed form
solution for the coefficients a; given by Equation (3.8). We now show that these

coefficients indeed give a convex combination. Note that a; := ﬁ <1 + ‘f—;‘) > 0.
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This holds since ¢'x > ||c||||x]| > —2d. Moreover, from the property of Hadamard

matrices,

d+1 1

1
Z_ ¢ d+1{1 1] P,
=1 d

The last equality follows from the following property of the Hadamard matrices that

can be proved using induction.

{1 1]HZ=[2p 0 ... o].

Therefore, any x € B;(04,1) can be expressed as a convex combination of the points

. ‘ d+1
in Cy, i.e.,, X = ZZL a;c;, for ¢; € Cy.

Privacy: We now show that the quantization scheme is e-differentially private
for any € > 0.4. From the definition of e-DP, it is sufficient to show that for any

X,y € By(04,1), and any c € Oy,

P —

Qe =<l |, »
Pr[Qcy(y) = ¢

Since x,y € CONV(Cy), we can express them as the convex combination of points in

Cu. Let x =3 o a®. Similarly, let y = > el aY). Then, from the construction

of the quantization function ()¢,,, we know that

r x)=c] a¥
P [QCH( ) C} _ a(y)‘ (39)

From the closed form solution in Equation (3.8), we know that for any x € CONV(Cp),

the coefficient of ¢ in the convex combination of x is given by al = d+r1 (1 + CAtT_olx)'

Plugging this in Equation (3.9), we get

X Ty T(x—
PrQc,(x)=¢] o 14x - <EY
= == oy _ (3.10)
PrlQey(y) =c o 14 1+ 2
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ellallx =yl c

<1+ fory=——— 3.11

14— el Y= Tl (3.11)
2v/2d

<1 12

DY (3.12)

(since [[x —yll2 < V2 and |[[c[]z = 2d.)

=1++2 (3.13)

This concludes the proof of Proposition 3.14. O

Finally, we remark that even though the point set C,, in the cross-polytope scheme
has more than d+ 1 points, it still gives us e-DP - although with slightly worse privacy

guarantee.
Proposition 3.15. Q¢,, is e-DP for any ¢ > logd.

Proof of Proposition 3.15. The fact that Qs = satisfies Condition (3.1) with R = 2vd
follows from the proof of Proposition 3.10. For any v € R?, we can compute the

convex combinations as

ﬁa—i—% ifv,>0andi<d
a; = —#g—i—% ifv, <0andi>d (3.14)
% otherwise

where, v :=1 — “2%, is a non-negative quantity for every v € By(0g4, 1).

To prove the privacy guarantees of this scheme, we first state a few observations:

e Since ||v||; € [-V/d,Vd], the quantity v € [1/2,3/2].

e For any coordinate i € [d], if z; > 0, then the coefficients a; = 2'”13/'8 + 55, and

_—
Ad+i = 54-
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e Similarly, if z; < 0, then the coefficients a; = 55, and a44; = loil 4

e For any x € By(04,1), x; € [-1,1]

Let x,y € By(04,1) and for any c € C’Cp, we need to upper bound the following

quantity to prove the privacy guarantees of the scheme:

Pr(Qe,, (x) = c]

P PiQe, (v) =

Note that it is sufficient to consider only one of the points ¢ = 2\/Eej in the

following four scenarios:

il | ya 1 3
— +
L@ > 0,45 > 0, then p, = =7 < 242 < O(Vd)
2vd T 2d id

_A'_'YJ L_i_i
2. x; > 0,y; <0, then p, = 2424 < 24 2 < O(\/?l)

2d 4d
Jz. 3
3. x; <0,y; >0, thenpc: \y-lzdw =4 <3
sugtsd  ad

Jz 3
4. xiSO,yiSO,thenpc:%jZ:“jfiSS.
4d
Therefore, the privacy guarantees hold for any € > O(logd). O

We now show a Randomized Response (RR) scheme that can be used on top of
any of our quantization schemes to achieve privacy. This scheme incurs the same
communication as the original quantizer, however, the price of privacy is paid by
factor of d increase in the variance. We also propose a weaker version using RAPPOR

that incurs a higher communication cost depending on the point set of choice.

3.5.1 Randomized Response
We present a Randomized Response (RR) [130] mechanism that can be used over
the output of Q¢ to make it e-DP (for any € > 0). This modified scheme retains the

original communication cost of Q¢, but the cost for privacy is paid by a factor of O(d)

in the variance term.
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Recall that the quantization scheme described in Section 3.3, Q¢(v), takes a vector
v € B4(04,1) and returns a point ¢; € C. The RR scheme takes the output of Q¢ (v)
and returns a another random vector from C'

We define the

For any € > 0, define p := p(e) = and q := |é|ip1 =

e€ 1
ec+|C|—1 ec+|C|—1"

private quantization of a vector v € By(0g4, 1) as
€

N 1
V="PQc.(v) = g Z(l{yzci} - q)ci,
=1

where, 1{y—c,} is an indicator of the event y = ¢; and y := RR ,(Q¢(v), C) is defined

as

Qc(v) w.p. p
z€ C\{Qc(v)} wp. ¢

RR (Qc(v), C) =

We claim that the quantization scheme PQ)¢ . is e-differentially private.

Theorem 3.16. Let C C R? be any point set satisfying Condition (3.1). For

any € > 0, let p = and ¢ = For any v € By(04,1), let v =

e 1
ec+|Cl—-1 es+|C|-1"

PQc(v) = p%q ZLZ‘I(l{y:Ci} — q)c;, where, y := RR ,(Qc(v),C). Then, E[vV] =v

and E[||v — ¥||3] = O(|C|R?), where the expectation is taken over the randomness in

both Qc and RR ,,. Moreover, the scheme is e-differentially private.

Proof of Theorem 3.16. First we show that v = PQc(v) = p%q ZLZ|1(1{y=ci} —q)c;

is an unbiased estimator of v. From linearity of expectations, we have
E¥]=— (Prly = ¢i] = g)ci, (3.15)

where, the expectation is taken over the randomness of both the quantization and RR
scheme. Recall that

y = RR ,(Qc(v),C) € C,
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where p = Therefore,

ef
es+|C|—1°

IC]

= Z Prly = ¢;|Qc(v) = ¢ - Pr[Qc(v) = ¢;]

=(p—qa+q

Therefore E[v] = p%q Zlc‘l a;c; = V.

Now we bound the variance of the estimator

C]

Efllv —v[*] = E[| Z g Ly=e =) ~ a;)cil|’]

IC|
<ZEII ;Ly=eiy = q) — ai)’[le;|]

IC\
_va« 10— ey — 7))llei]

L

= Var(liy—c c;|?

(= Z wr=en) el
= O(IC|R?)

As ||¢i||* < R? and Var(1y—c,;y) < 1/4 .

Privacy Now we show that our scheme is € differentially private where € is the input

parameter to the RR algorithm. For any two points v,w € B;(04, 1),

PQcv)=y Y Pr(ylQc(v) = c)
PQcw) =y Y% Pr(y|Qc(w) = ¢))
o nax; Pr(y|Qc(v) = ¢;) Z'Cl PT(QC(V) )
~ min; Pr(y|Qc(w) = ¢;) Z'C‘ Pr(Qc(

max; Pr(y|Qc(v) = ¢i) _

min; PY(Q’QC(W) ])
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we are using the following privacy property of Randomized Rounding [130] mechanism

in Equation (3.18)

3.5.2 Privacy Using RAPPOR

In this section, we present an alternate mechanism to make the quantization scheme
e-DP (for any € > 0). The main idea is to use the RAPPOR [45] mechanism over a
1-hot encoding of the indices of vertices in C'. Though in doing so, we have to tradeoff
on the communication a bit. Instead of sending log |C| bits, this scheme now requires
one to send O(|C|) bits to achieve privacy.

Recall that the quantization scheme described in Section 3.3, Q¢(v), takes a vector
v € By(04,1) and returns a point ¢; in C. We can interpret the output as the bit
string b € {0, 1}/°l which is the indicator of the point ¢; in C' (according to some
fixed arbitrary ordering of C'). Note that this is essentially the 1-hot encoding of c;.
In the RAPPOR scheme each bit of the 1-hot bit string b is flipped independently

1

with probability p := p(e) = Ik

For any ¢ > 0, let p = Define, the private quantization of a vector

1
(e/2+1)"

VvV € Bd(Od, 1) as
) 1 IC]
V= PQc.(v) = m ; (y; —p)c;

where, y := RAPPOR ,,(1-HOT (Q¢(v),C)) € {0,1}¢.
We claim that the quantization scheme PQ¢ . is e-differentially private. Moreover,
adding the noise over the 1-HOT encoding maintains the unbiasedness of the gradient

estimate but incurs a factor of |C] in variance term while the communication cost is

o(C)).
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Theorem 3.17. Let C C R? be any point set satisfying Condition (3.1). For any

e>0, letp= For any v € By(0g4,1), let v := 2p Elc‘ (y; — p) cj, where,

1
(e2+1)”
y := RAPPOR ,(1-HOT (Q¢(v),C)). Then, E[V] = v and IE[HV —v|3] = O(|C|R?).

Moreover, the scheme is e-differentially private.

Proof of Theorem 3.17. First we show that v = 7= 2p) Zlc‘ (y; — p) c; is an unbiased

estimator of v. From linearity of expectations, we have

IC]

BIY) = (=g 2 Blul ~ ) (3.19)

where, the expectation is taken over the randomness of both the quantization and

RAPPOR scheme.

Recall that
y := RAPPOR ,(1-HOT (Qc(v),C)) € {0,1}°1,

Each entry of the vector y is an independent binary random variable and

IC|

Ely;] = ZPr Y Qo(v) = ¢)

IC|

=D _ Pr(ylQe(v) = e Pr(Qo(v) = c))

= Pr(y;|Qc(v) = ¢;)Pr(Qc(v) = ¢;)

IC]
+> Pr(y|Qe(v) = ¢i) Pr(Qe(v) = )
i#]
= (1 —pla;+p(l —a;) =p+ (1-2p)a;. (3.20)

Plugging Equation (3.20) in Equation (3.19) , we get

Q

IC|

—p)c; = Z a;jc; =V (3.21)

=1 j=1

E(v)
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Now we show a bound on the variance of the estimate

C] IC|

B v = 18] =& |13 0 - L monel| G2

j=1
IC|

- ZE (a] - 2];)))2 ;| (3.23)

(‘all the cross terms are 0 as they are mutually independent and E (aj — %) =0)

Y — D 2
= Zvar (1]_ Qp) |c;] (3.24)
2 |C]

_ (1_#2]3) ;var@j) &2 = O(IC|R?) (3.25)

Equation (3.25) comes form the fact that y; is a binary random variable and Var(y;) =

Pr(y;)(1 — Pr(y;)) < 1 and |¢j]* < R

Privacy Now we show that our scheme is € differentially private where € is the input

parameter to the RAPPOR algorithm. For any two points v,w € By(0g4, 1),

PQoc(v) =y _ Y Pr(ylQc(v) = ¢) Pr(Qc(v) = c) (3.26)

PQce(w) =y 3% Pr(y|Qo(w) = ¢;) Pr(Qo(w) = ¢

< max; Pr(y|Qc(v) = ¢) 30,7, Pr(Qo(v) = ¢) (3.27)
min; Pr(y|Qc(w) = c;) zl | L Pr(Qe(w) = c;)

_ max; Pr(y|Qc(v) = Z>

™ i, Pr(yQc(w) = <)) 2

By the privacy property of RAPPOR [45] mechanism , we are using the following fact

in equation (3.28)




Communication : Now we show that for the RAPPOR based scheme the expected
communication is linear in |C]. Say y is the output when RAPPOR is applied to one
hot encoded binary string. Without loss of generality say the the bit string is e;. The

output y is generated as follows

p ifj#1

(I—p) ifj=1

Pr(y; =1) =

So the expected sparsity (lp norm) of the output is

IC|

Ellyllo] E:% (ICl=Dp+(1—p)

= |Clp+ (1 —2p) = O(|C|)

3.6 Experiments

We use our gradient quantization scheme to train a fully connected ReLLU activated
network with 1000 hidden nodes using the MNIST [81] and the Fashion MNIST [?]
dataset (60000 data points with 10 classes for each). We use the cross-entropy loss
function for the training the neural network with a total of d = 795010 parameters.

The dataset is divided equally among 100 workers. Each worker computes the
local gradients and communicates the quantized gradient to the master which then
aggregates and send the updated parameters. We plot the error at each iteration
(Figure 3.1) and compare our results with QSGD quantization.

We use vqSGD with cross polytope scheme, ()¢,,, along with the variance reduction
technique with repetition parameter s = 100. Therefore, each local machine sends

about 2060 = 100 - log(2d) bits per iteration whereas, QSGD requires 3825.05 bits
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for MNIST and 2266.79 bits for Fashion MNIST, of communication per iteration
per machine (computed by averaging over the total bits of communication over 50
iterations) to communicate the quantized gradient. Our results indicate that vgSGD
converges at a similar rate to QSGD while communicating much lesser bits.

We also our vqSGD with the cross polytope scheme, Q¢,,, to train a ReLU network
with 4000 hidden nodes using the CIFAR 10 dataset [78]|. This dataset also has 10
classes, every other set up is same except now we have d = 12332010 parameters.

The dataset is again equally divided among 100 users. Using vqSGD, each machine
send 2455 bits per iteration using the variance reduction scheme. On the other hand,
for QSGD, the number of bits per machine per iteration is 4096.9 (computed by
averaging over the total bits of communication over 50 iterations). As is evident from

the plot in Figure 3.1, vqSGD communicates lesser number of bits to achieve similar

performance.

\ —— vqSGD repetition= 100 !
Y -~ QSGD 1

—+—= vqSGD repetition= 100 —+= vqSGD repetition= 100
—= QSGD

1

4 -~ QSGD
i

A

wwwwwwwwww

(b) Fashion MNIST (¢c) CIFAR10

Figure 3.1: Convergence for fully connected ReLLU network compared to QSGD

Further we experimentally show the performance of vqSGD using the cross polytope
Qcp, to solve the least squares problem and logistic regression for binary classification
Least Squares: In the least square problem, we solve for 8" = argming || A0 —bl|3,
where the matrix A € R™¢ and 8" € R? are generated by sampling each entry from
N(0,1) and we set b = A6™.
In order to show the performance of vqSGD, we simulate the iterations of distributed

SGD with n = 10000 data samples distributed equally among N = 500 worker nodes.
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In every iteration of SGD, each worker node computes the local gradient on individual
data batch and communicates the quantized version of the local gradient to the
parameter server. The parameter server on receiving all the quantized gradients
averages them and broadcasts the updated model to all the workers. The convergence
of SGD is measured by the error term ||@* — 6,2, where 8, is the computed parameter
at the end of ¢-th iteration of distributed SGD.

We compare the convergence of the least square problem for d = 100, 200, 500
against the state-of-the-art quantization schemes - DME [118] and QSGD [6]. The

results are presented in Figure 3.2.

—— QSGD
- DME
— VQSGD

—— QSGD
- DME
— VQSGD

(a) d=100 (b) d=200 (c) d=500

Figure 3.2: Comparison of convergence for the least square problem with d =
100, 200, 500.

The results indicate that vqSGD achieves the same rate of convergence and accuracy
as DME and QSGD while communicating only log(2d) bits and one real (I3 norm of
the vector form each server), whereas, DME (one bit stochastic quantization) and
QSGD both require communication of about v/d bits and one real.

For the same problem setup, we also show the improvement in the performance
of vgSGD using the repetition technique for variance reduction. Recall that using
repetition technique, each worker now sends s different indices instead of 1 which
increases the communication to slog(2d) bits and 1 real. In Figure 3.3 we plot
the convergence of the lease square problem with d = 200 with different values of
s =1,5,10,20. We see the evident improvement in the convergence of vqSGD using

this repetition scheme with increasing s.
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Figure 3.3: Convergence of 6, for s = 1,5,10, 20. for least square problem

Binary Classification: We compared the performance of vqSGD against DME
and QSGD for the binary classification problem with logistic regression using various

datasets from the UCI repository [22]. The logistic regression objective is defined as

where 8 € R? is the parameter, a; € R? is the feature data and b; € {—1,+1} is its
corresponding label.

We partition the data into 20 equal-sized batches, each assigned to a different
worker node. We calculate the classification error for different (test) datasets after

training the parameter in the distributed settings (same as described in least square

1l & 1
- ;log(l + exp(—biaiTO) + %HOH;

(3.29)

problem). Results of the experiments are presented in Table 3.3, where each entry is

averaged over 20 different runs.

Method DME QSGD vqSGD
aba (d = 122) 0.233 £ 0.0003 | 0.233 £0.0002 | 0.2368 £ 0.0029
a9 (d = 123) 0.234 £ 0.0003 | 0.234 £ 0.00017 | 0.234 £ 0.0015

gisset-scale (d = 5000)

0.0947 £ 0.00384

0.10475 %= 0.006

0.1480 £ 0.0174

splice (d = 60)

0.467 £ 0.017

0.4505 £ 0.0352

0.16618 £ 0.0054

Table 3.3: Comparison in classification error (mean+ standard deviation) for various

UCI datasets
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We note that for most datasets, with the exception of gisset-scale, vqSGD with
O(N logd) bits of communication per iteration performs equally well or sometimes

even better than QSGD and DME with O(Nd) bits of communication per iteration.

3.7 Conclusion and Future Direction

In this chapter, we propose a general framework of convex-hull based private quan-
tization schemes for distributed stochastic gradient descent that can be instantiated
with any point set satisfying certain properties. We also provide randomized and
deterministic point sets for the quantization and based on the point sets, we achieve
different communication, variance and privacy trade-off. With the Gaussian point
set, we theoretically establish the communication- variance trade-off and for practi-
cal purpose, the repetition scheme is suitable to tune the communication-variance
trade-off.

In the future, it would be interesting to consider communication, variance and
privacy together. It is to be noted that our cross-polytope scheme which is very
efficient and easy to implement, achieve O(log d) privacy due to the construction while
enjoying O(d) variance. But if we want to design quantization for any value of ¢, in
this chapter we used randomized response on top of it. Due to this, the variance blows
up. It would be challenging to study whether there is a quantization scheme that can
achieve a certain level of privacy, with a communication budget and low variance. In
a recent work [25], the authors proposed a deterministic construction with Kashin
representation to answer this particular question. But a more general theoretical
study is warranted to understand the relationship between the iteration complexity of
optimization and communication cost under data privacy. Also, in this chapter we
considered pure differential privacy with 6 = 0. It would be also be interesting to see

if a better (lower) value of € can be attained by leveraging some § > 0.
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CHAPTER 4

COMMUNICATION-EFFICIENT AND
BYZANTINE-ROBUST DISTRIBUTED LEARNING WITH
ERROR FEEDBACK

In this chapter, we develop a communication-efficient distributed statistical learning
algorithm that is provably robust against Byzantine workers. Specifically, we consider
the following setup. There are m worker machines, each storing n data points. The
data points are generated from some unknown distribution D. The objective is to
learn a parametric model that minimizes a population loss function ' : YW — R, where
F is defined as an expectation over D, and W C R? denotes the parameter space.
We choose the loss function F' to be non-convex. With the rapid rise of the neural
networks, the study of local minima in non-convex optimization framework has become
imperative [112, 51|. For gradient compression at workers, we consider the notion of
a d-approximate compressor from [71] that encompasses sign-based compressors like
signSGD [13] and top-k sparsification [113]. We also assume that 0 < o < 1/2 fraction
of the worker machines are Byzantine. We first consider a restricted (as described
next) adversarial model in Section 4.4, and in the subsequent section, we remove this
restriction by slightly changing the learning algorithm.

Our key idea is to use a simple threshold (on local gradient norms) based Byzantine
resilience scheme instead of robust aggregation methods such as coordinate wise median
or trimmed mean of [135]. We mention that similar ideas are used in gradient clipping,
where gradients with norm more than a threshold is truncated. This is used in
applications like training neural nets [97] to handle the issue of exploding gradients,

and in differentially private SGD [26], to limit the sensitivity of the gradients. Note
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that although gradient clipping and norm based thresholding have some similarities,
they are not identical. In gradient clipping, although we scale down (clip) the gradients,
we retain them. On the other hand, in norm based thresholding, we aim to identify the
Byzantine machines and remove them. Note that in our learning framework, we have «
fraction of Byzantine workers, and an estimate of a is known to the learning algorithm.
When « is very close to 0, our learning algorithm does not trim worker machines, and
the effect of all gradients are considered. If we employ gradient clipping in this regime,
depending on the threshold used in the clipping operation, some gradients may be
scaled back. As a result, the convergence rate will suffer. On the other hand, suppose
a is large. In this regime, our algorithm tend to identify and remove the influence of
the Byzantine workers, where gradient clipping would scale them down, but retain
term in the learning process. This could potentially slow down the learning as the
Byzantine machines may send any arbitrary updates, which are different for the actual
gradient norms and directions. Hence, in both the regimes, the knowledge of « helps
our algorithm to handle the Byzantine workers graciously compared to the gradient
clipping operation.

Our main result is to show that, for a wide range of compression factor d, the
statistical error rate of our proposed threshold-based scheme is (order-wise) identical
to the case of no compression considered in [135]. In fact, our algorithm achieves order-
wise optimal error-rate in parameters («, n, m). Furthermore, to alleviate convergence
issues associated with sign-based compressors, we employ the technique of error-
feedback from [71]. In this setup, the worker machines store the difference between the
actual and compressed gradient and add it back to the next step so that the correct
direction of the gradient is not forgotten. We show that using error feedback with our
threshold based Byzantine resilience scheme not only achieves better statistical error
rate but also improves the rate of convergence. We outline our specific contributions

in the following.
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Our Contributions: We propose a communication-efficient and robust dis-
tributed gradient descent (GD) algorithm. The algorithm takes as input the gradients
compressed using a d-approximate compressor along with the norms! (of either com-
pressed or uncompressed gradients), and performs a simple thresholding operation
based on gradient norms to discard 8 > « fraction of workers with the largest norm
values. We establish the statistical error rate of the algorithm for arbitrary smooth
population loss functions as a function of the number of worker machines m, the
number of data points on each machine n, dimension d, and the compression factor ¢.
In particular, we show that our algorithm achieves the following statistical error rate
for the regime 0 > 48 + 4a — 8a? + 4a3:

@(dQ{a—2+1_5+LD. (4.1)

n n mn

We first note that when 6 = 1 (uncompressed), the error rate is (’5(612[%2 + -L.]), which
matches [135]. Notice that we use a simple threshold (on local gradient norms) based
Byzantine resilience scheme in contrast with the coordinate wise median or trimmed
mean of [135]. We note that for a fixed d and the compression factor ¢ satisfying
d > 1 — a?, the statistical error rate become O ( %2 + %), which is order-wise identical
to the case of no compression [135]. In other words, in this parameter regime, the

compression term does not contribute (order-wise) to the statistical error. Moreover,

it is shown in [135] that, for strongly-convex loss functions and a fixed d, no algorithm

1

mn

can achieve an error lower than Q(% + —=), implying that our algorithm is order-wise
optimal in terms of the statistical error rate in the parameters («, n, m).
Furthermore, we strengthen our distributed learning algorithm by using error

feedback to correct the direction of the local gradient. We show (both theoretically

and via experiments) that using error-feedback with a §-approximate compressor indeed

"'We can handle any convex norm.
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speeds up the convergence rate and attains better (statistical) error rate. Under the
assumption that the gradient norm of the local loss function is upper-bounded by o,

we obtain the following (statistical) error rate:

2 2
(] =0 L
O<d {n—i_ ) +mn

provided a similar (4, @) trade-off?>. We note that in the no-compression setting (§ = 1),
we recover the (5(%2 + -L) rate. In experiments (Section ??), we see that adding error
feedback indeed improves the performance of our algorithm.

We experimentally evaluate our algorithm for convex and non-convex losses. For
the convex case, we choose the linear regression problem, and for the non-convex case,
we train a ReLU activated feed-forward fully connected neural net. We compare our
algorithm with the non-Byzantine case and signSGD with majority vote, and observe
that our algorithm converges faster using the standard MNIST dataset.

A major technical challenge here is to handle compression and the Byzantine
behavior of the worker machines simultaneously. We build up on the techniques of
[135] to control the Byzantine machines. In particular, using certain distributional
assumption on the partial derivative of the loss function and exploiting uniform bounds
via careful covering arguments, we show that the local gradient on a non-Byzantine

worker machine is close to the gradient of the population loss function.

Organization: We describe the problem formulation in Section 4.1, and give
a brief overview of d-compressors in Section 4.2. Then, we present our proposed
algorithm in Section 4.3. We analyze the algorithm, first, for a restricted (as described
next) adversarial model in Section 4.4, and in the subsequent section, remove this

restriction. In Section 4.4, we restrict our attention to an adversarial model in

2See Theorem 4.7 for details.
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which Byzantine workers can provide arbitrary values as an input to the compression
algorithm, but they correctly implement the same compression scheme as mandated.

In Section 4.5, we remove this restriction on the Byzantine machines. As a
consequence, we observe (in Theorem 4.6) that the modified algorithm works under a
stricter assumption, and performs slightly worse than the one in restricted adversary
setting. In Section 4.6, we strengthen our algorithm by including error-feedback
at worker machines, and provide statistical guarantees for non-convex smooth loss
functions. We show that error-feedback indeed improves the performance of our

optimization algorithm in the presence of arbitrary adversaries.

Related Work

Gradient Compression: The foundation of gradient quantization was laid in
[114, 103]. In the work of |6, 131, 125] each co-ordinate of the gradient vector is
represented with a small number of bits. Using this, an unbiased estimate of the
gradient is computed. In these works, the communication cost is Q(v/d) bits. In
[118], a quantization scheme was proposed for distributed mean estimation. The
tradeoff between communication and accuracy is studied in [139]. Variance reduction
in communication efficient stochastic distributed learning has been studied in [61].
Sparsification techniques are also used instead of quantization to reduce communication
cost. Gradient sparsification has beed studied in [113, 8, 62] with provable guarantees.
The main idea is to communicate top components of the d-dimensional local gradient

to get good estimate of the true global gradient.

Byzantine Robust Optimization: In the distributed learning context, a generic
framework of one shot median based robust learning has been proposed in [?]|. In
[27] the issue of Byzantine failure is tackled by grouping the servers in batches and
computing the median of batched servers. Later in [135, 136|, co-ordinate wise

median, trimmed mean and iterative filtering based algorithm have been proposed and
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optimal statistical error rate is obtained. Also, [92, 33| considers adversaries may steer
convergence to bad local minimizers. In this work, we do not assume such adversaries.

Gradient compression and Byzantine robust optimization have simultaneously been
addressed in a recent paper [13]. Here, the authors use signSGD as compressor and
majority voting as robust aggregator. As explained in [71], signSGD can run into
convergence issues. Also, [13] can handle a restricted class of adversaries that are
multiplicative (i.e., multiply each coordinate of gradient by arbitrary scalar) and blind
(i.e., determine how to corrupt the gradient before observing the true gradient). In
this paper, for compression, we use a generic d approximate compressor. Also, we can
handle arbitrary Byzantine worker machines.

Very recently, [71] uses error-feedback to remove some of the issues of sign based
compression schemes. In this work, we extend the framework to a distributed setting
and prove theoretical guarantees in the presence of Byzantine worker machines.

Throughout the paper, we assume C,C}, Cy, .., ¢, ¢, .. as positive universal con-

stants, the value of which may differ from instance to instance.

4.1 Problem Formulation

In this section, we formally set up the problem. We consider a standard statistical
problem of risk minimization. In a distributed setting, suppose we have one central
and m worker nodes and the worker nodes communicate to the central node. Each
worker node contains n data points. We assume that the mn data points are sampled
independently from some unknown distribution D. Also, let f(w,z) be the non-
convex loss function of a parameter vector w € W C R? corresponding to data
point z, where WV is the parameter space. Hence, the population loss function is

F(w) = E,p[f(w,z)]. Our goal is to obtain the following:

w" = argming, ¢, F(w),
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where we assume W to be a convex and compact subset of R? with diameter D. In
other words, we have ||w; — wy| < D for all wi,ws € W. Each worker node is
associated with a local loss defined as Fj(w) = 1 >>" | f(w,2"7), where z'/ denotes
the j-th data point in the i-th machine. This is precisely the empirical risk function
of the i-th worker node.

We assume a setup where worker ¢ compresses the local gradient and sends to the
central machine. The central machine aggregates the compressed gradients, takes a
gradient step to update the model and broadcasts the updated model to be used in
the subsequent iteration. Furthermore, we assume that « fraction of the total workers
nodes are Byzantine, for some a < 1/2. Byzantine workers can send any arbitrary
values to the central machine. In addition, Byzantine workers may completely know
the learning algorithm and are allowed to collude with each other.

Next, we define a few (standard) quantities that will be required in our analysis.

Definition 4.1. (Sub-exponential random variable) A zero mean random variable Y

is called v-sub-exponential if Ble’Y] < 22| for all |\ < 2,

Definition 4.2. (Smoothness) A function h(.) is Lg-smooth if h(w) < h(w') +

(Vh(W'),w —w') + LE||w — W/||> Vw, W'.

Definition 4.3. (Lipschitz) A function h(.) is L-Lipschitz if |h(w) — h(w')| <

Liw —w| Vw, w.

4.2 Compression at Worker Machines
In this section, we consider a generic class of compressors from [113] and [71] as

described in the following.
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Algorithm 1 Robust Compressed Gradient Descent

1: Input: Step size v, Compressor Q(.), ¢ > 1, § < 1. Also define,

{9(x), |x]l,} ¥x€R? Option I
C(x) = .
Q(x) vx € R¢  Option II

2: Initialize: Initial iterate wy

3: fort=0,1,..., T —1do

4:  Central machine: broadcasts w;
for i € [m] do in parallel

5:  4-th worker machine:

e (Non-Byzantine) computes VF;(w;); sends C(VFE;(w;)) to the central
machine

e (Byzantine) generates x (arbitrary), and sends C(x) to the central machine

end for
6: Central Machine:

e Sort the local gradient norms in a non decreasing order
e Return the indices of the first 1 — § fraction of elements as U;.
e  Update model parameter: w1 = wy — 7 > icu, LV Ei(wy))

7. end for

Definition 4.4 (5-Approximate Compressor). An operator Q(.) : R? — R? is defined

as d-approximate compressor on a set S C RY if, Vx € S,

1Q(x) —x|I* < (1 =9I/,

where ¢ € (0, 1] is the compression factor.

Furthermore, a randomized operator Q(.) is J-approximate compressor on a set S C R?

if,

E([Q() —x|*) < (1 - o)l
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holds for all x € §, where the expectation is taken with respect to the randomness
of Q(.). For the clarity of exposition, we consider the deterministic form of the
compressor (as in Definition 4.4). However, the results can be easily extended for
randomized Q(.).

Notice that § = 1 implies Q(x) = x (no compression). We list a few examples of

d-approximate compressors (including a few from [71]) here:

1. topy operator, which selects k coordinates with largest absolute value; for
1 <k<d (Qx))i = (X)r@ if i <k, and 0 otherwise, where 7 is a permutation
of [d] with (|x|)x@) > (|x|)x@+1) for ¢ € [d — 1]. This is a k/d-approximate

COIMPIessOr.
2. k-PCA that uses top k eigenvectors to approximate a matrix X ([125]).

3. Quantized SGD (QSGD) [6], where Q(x;) = ||x]| - sign(z;) - & (x), where sign(z;)
is the coordinate-wise sign vector, and &;(x) is defined as following: let 0 <[ < s,
be an integer such that |z;|/||x| € [I/s, (I+1)/s]. Then, & = [/s with probability
1— ﬁg +1 and (I+1)/s otherwise. [6] shows that it is a 1 — min(d/s? V/d/s)-

approximate compressor.

4. Quantized SGD with ¢; norm [71], Q(x) = @ sign(x), which is JH);H”?Q -approximate

compressor. In this paper, we call this compression scheme as ¢;-QSGD.
Apart from these examples, several randomized compressors are also discussed
in [113]. Also, the signSGD compressor, Q(x) = sign(x), where sign(x) is the
(coordinate-wise) sign operator, was proposed in [11, 12|. Here the local machines

send a d-dimensional vector containing coordinate-wise sign of the gradients.

4.3 Robust Compressed Gradient Descent
In this section, we describe a communication-efficient and robust distributed

gradient descent algorithm for d-approximate compressors. The optimization algorithm
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we use is formally given in Algorithm 1. Note that the algorithm uses a compression
scheme Q(.) to reduce communication cost and a norm based thresholding to remove
Byzantine worker nodes. The idea behing norm based thresholding is quite intuitive.
Note that, if the Byzantine worker machines try to diverge the learning algorithm by
increasing the norm of the local gradients; Algorithm 1 can identify them as outliers.
Furthermore, when the Byzantine machines behave like inliers, they can not diverge
the learning algorithm since they are only a few (o < 1/2) in number. It turns out
that this simple approach indeed works.

As seen in Algorithm 1, robust compressed gradient descent operates under two
different setting, namely Option I and Option II. Option I and II are analyzed in
Sections 4.4 and 4.5 respectively. For Option I, we use a d-approximate compressor
along with the norm information. In particular, the worker machines send the pair
denoted by C(x) = {Q(x), ||x||,, } where we have ¢ > 1, to the center machine. C(x)
is comprised of a scalar (norm of x) and a compressed vector Q(x). For compressors
such as QSGD ([6]) and ¢,-QSGD (|71]), the quantity Q(.) has the norm information
and hence sending the norm separately is not required.

As seen in Option I of Algorithm 4, worker node ¢ compresses the local gradient
VF;(.) sends C(VF;(.)) to the central machine. Adversary nodes can send arbitrary
C(%) to the central machine. The central machine aggregates the gradients, takes a
gradient step and broadcasts the updated model for next iteration.

For Option I, we restrict to the setting where the Byzantine worker machines can
send arbitrary values to the input of the compression algorithm, but they adhere to
the compression algorithm. In particular, Byzantine workers can provide arbitrary
values, x to the input of the compression algorithm, Q(.) but they correctly implement
the same compression algorithm, i.e., computes Q().

We now explain how Algorithm 1 tackles the Byzantine worker machines. The

central machine receives the compressed gradients comprising a scalar ( ||x||,,q¢ > 1)
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and a quantized vector (Q(x)) and outputs a set of indices U with |U| = (1 — B)m.
Here we employ a simple thresholding scheme on the (local) gradient norm.

Note that, if the Byzantine worker machines try to diverge the learning algorithm
by increasing the norm of the local gradients; Algorithm 1 can identify them as outliers.
Furthermore, when the Byzantine machines behave like inliers, they can not diverge
the learning algorithm since av < 1/2. In the subsequent sections, we show theoretical
justification of this argument.

With Option II, we remove this restriction on Byzantine machines at the cost
of slightly weakening the convergence guarantees. This is explained in Section 4.5.
With Option II, the i-th local machine sends C = {Q(VF;(wy)), |Q(VE;(w))|l4}
to the central machine, where ¢ > 1. Effectively, the i-th local machine just sends
Q(VF;(w;)) since its norm can be computed at the central machine. Byzantine
workers just send arbitrary () vector instead of compressed local gradient. Note that
the Byzantine workers here do not adhere to any compression rule.

The Byzantine resilience scheme with Option II is similar to Option I except the
fact that the central machine sorts the worker machines according to the norm of the

compressed gradients rather than the norm of the gradients.

4.4 Distributed Learning with Restricted Adversaries

In this section, we analyze the performance of Algorithm 1 with Option I. We restrict
to an adversarial model in which Byzantine workers can provide arbitrary values to the
input of the compression algorithm, but they adhere to the compression rule. Though
this adversarial model is restricted, we argue that it is well-suited for applications
wherein compression happens outside of worker machines. For example, Apache
MXNet, a deep learning framework designed to be distributed on cloud infrastructures,
uses NVIDIA Collective Communication Library (NCCL) that employs gradient

compression (see [1]). Also, in a Federated Learning setup the compression can be part
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of the communication protocol. Furthermore, this can happen when worker machines
are divided into groups, and each group is associated with a compression unit. As an
example, cores in a multi-core processor (|85]) acting as a group of worker machines
with the compression carried out by a separate processor, or servers co-located on a
rack ([31]) acting as a group with the compression carried out by the top-of-the-rack

switch.

4.4.1 Main Results
We analyze Algorithm 1 (with Option I) and obtain the rate of the convergence

under non-convex loss functions. We start with the following assumption.

Assumption 4.1. For all z, the partial derivative of the loss function f(.,z) with
respect to the k-th coordinate (denoted as Oy f(.,2z)) is Ly Lipschitz with respect to the

first argument for each k € [d], and let L= \/Zle L%. The population loss function
F(.) is L smooth.

We also make the following assumption on the tail behavior of the partial derivative

of the loss function.

Assumption 4.2. (Sub-exponential gradients) For all k € [d] and z, the quantity

Orf(W,2)) is v sub-exponential for all w € W.

The assumption implies that the moments of the partial derivatives are bounded.
We like to emphasize that the sub-exponential assumption on gradients is fairly
common ([135, 115, 132]). For instance, [135, Proposotion 2| gives a concrete example
of coordinate-wise sub-exponential gradients in the context of a regression problem.
Furthermore, in [136], the gradients are assumed to be sub-gaussian, which is stronger

than Assumption 4.2.

86



To simplify notation and for the clarity of exposition, we define the following three

quantities which will be used throughout the paper.

d A 1
'U\/E(max {— log(1 4 2nDLd), \/— log(1+2nDLd)}) + —, (4.2)
n

n

| |
<

Vid max Jmn —————log(1 + 2(1 — a)mnDLd),

d
a)m

Q

Ty o1 +201 - a)mnDLd)}) (4.3)

() [E) e (FE) ]

where )\ is a positive constant. For intuition, one can think of ¢ = @(%) and

€ = (5( im) as small problem dependent quantities. Assuming S = ca for a universal

constant ¢ > 1, we have

e_@(dzl%?Jrl;éJr%D. (4.5)

Assumption 4.3. (Size of parameter space W) Suppose that |VF(w)| < M for all
w € W. We assume that W contains the {y ball {w : ||[w — wo| < c[(2 - @)M +
\/aw}, where cq is a constant, § is the compression factor, wq is the initial

parameter vector and € is defined in equation (4.4).

We use the above assumption to ensure that the iterates of Algorithm 1 stays in
W. We emphasize that this is a standard assumption on the size of W to control the
iterates for non-convex loss function. Note that, similar assumptions have been used
in prior works [135, Assumption 5|, [136]. We point out that Assumption 4.3 is used
for simplicity and is not a hard requirement. We show (in the proof of Theorem 4.4)
that the iterates of Algorithm 1 stay in a bounded set around the initial iterate wy.
Also, note that the dependence of M in the final statistical rate (implicit, via diameter

D) is logarithmic (weak dependence), as will be seen in Theorem 4.4.
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First, we make the state the following fact. Let M and B denote the set of non-
Byzantine and Byzantine worker machines. Furthermore, i; and 7; denote untrimmed

and trimmed worker machines. So evidently,
M| +B| = [th] + |Te| = m.

We provide the following rate of convergence to a critical point of the (non-convex)
population loss function F'(.). In the following result, we show that for non-Byzantine
worker machine 7, the local gradient V F;(wy;) is concentrated around the global gradient

VE(wy).

Lemma 4.1. For any w € W, we have

(W) — <
max ||V E(w) = VE(w)|| < e

2(1—a)md

(iniD)’ where €, is defined in equation (4.2).

with probability exceeding 1 —

Proof. Proof of Lemma 4.1: For a fixed i € M, we first analyze the quantity
|\VF;(w;) — VF(w;)||. Notice that ¢ is non-Byzantine. Recall that machine i has n
independent data points. We use the sub-exponential concentration to control this
term. Let us rewrite the concentration inequality.

Univariate sub-exponential concentration: Suppose Y is univariate random variable
with EY = p and yq,...,y, are i.i.d draws of Y. Also, Y is v sub-exponential. From
sub-exponential concentration (Hoeffding’s inequality), we obtain

t2

Pr (% Zyl — pl > t) < 2exp{—nmin(E —)}

, v v?
=1
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We directly use this to the k-th partial derivative of F;. Let Oy f(wy,z%7) be the
partial derivative of the loss function with respect to k-th coordinate on i-th machine

with j-th data point. From Assumption 4.2, we obtain
|—1 y ( ij)— (we)| >t ] <2exp{—nmi ! —tQ ¥
Pr E O f (wy, z" O F (W ex nmin .
neo g o g o= o v’ v?

Since VF;(w;) = %Z?Zl V f(wy,z"7), denoting VFi(k) (w;) as the k-th coordinate
of VF;(w;), we have

IVEM (w,) — 0uF(wy)| <t

with probability at least 1 — 2exp{—nmin(%, £)}.

This result holds for a particular w,. To extend this for all w € W, we exploit the
covering net argument and the Lipschitz continuity of the partial derivative of the
loss function (Assumption 4.1). Let {wy,...,wx} be a ¢ covering of W. Since W has

diameter D, from Vershynin, we obtain N < (1+ %)d. Hence with probability at least
| —oNdexp{—nmin [ L. 5 )
— exp{—nmin [ —, —
p U? vz 7
we have
VS (w) = 0 F(w)| < t
for all w € {wy,...,wy} and k € [d]. This implies

IVEi(we) = VE(w,)| < tVd,

with probability greater than or equal to 1 — 2Nd exp{—n min(Z, 5—22)}
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We now reason about w € W\ {wy,...,wx} via Lipschitzness (Assumption 4.1).
From the definition of § cover, for any w € W, there exists w,, an element of the

cover such that ||w — wy|| <. Hence, we obtain
VEP (W) = OuF (w)| < t + 2L
for all w € W and consequently
IVEy(w;) — VF(w,)| < Vdt+25L

with probability at least 1 — 2Nd exp{—n min(Z, 5—22)}, where L = /3¢, L2.

i - 1
Choosing 6 = 5.7 and

t= vmax{g log(1 + 2nLd), \/g log(1 + 2nLd)},
n n

we obtain

n

IVE,(w;) — VF(w,)| < vVd (max{g log(1 4 2nLd), \/g log(1 + 2nﬁd)}> + !
n n

= €, (4.6)

d

with probability greater than 1 — TmiD)

. Taking union bound on all non-Byzantine
machines yields the lemma.

]

Since the iterations {w,}{_; € W, we have the above lemma for all the iterates of
our algorithm. Furthermore, we have the following Lemma which implies that the
average of local gradients V F;(w;) over non-Byzantine worker machines is close to its

expectation VF(wy).
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Lemma 4.2. For any w € W, we have

> VE(w) - VEW)| < o

ieM

\M!

2(1—a)md 2d

(niD)y ~ (F(—a)mniD)’ where €5 is defined in equa-

with probability exceeding 1 —
tion (4.3).

Proof. Proof of Lemma 4.2

We need to upper bound the following quantity:

lyy |ZVF (Wi) = VE(w))

ieM

We now use similar argument (sub-exponential concentration) like Lemma 4.1.
The only difference is that in this case, we also consider averaging over worker nodes.

We obtain the following:

|M| > (VE(w) — VE(w))| < e
ieM

where

€ = v\/_(max{ log(1 + 2(1 — a)mnLd), \/ log(1+2(1 — a)mnﬁd)}),

(1 —a)mn

(1 —a)mn

2d

with probablhty 1-— m.
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Lemma 4.3. For any A > 0, we have,

V1—06+ 2 2

A < 148 (52 TGl + )

ca(l—aymd cod

(LniDY ~ r—ammEDyi: Where

with probability greater than or equal to 1 —

aA):20;+%)[(VT:fjgl+B)2é+-(1:g>2£].

with €, and €y as defined in equation (4.2) and (4.3) respectively.

Proof. Proof of Lemma 4.3: Reall the definition of A. Using triangle inequality, we

obtain

INE H,m > QVE(w) - g S VE wt>|r+u,u‘ S VE(w) — VE(w)|

1€EU 1€U 1€U

J J/
-~ -~

T1 T2

We first control 7. Using the compression scheme (Definition 4.4), we obtain

1€EU 1E€UL 1€Ut

<V1‘5 S IvEml - Y IR+ Y va<wt>u]

-l licM IEMNTL ieBrU

< |1Z/{t_|5 Z||VE(Wt>||+ Z ||VF1<Wt)||]

LieM 1€BNU;

Since 8 > «a, we ensure that M N T; # (). We have,

1—o |
T < VEF;(w;)|| + ammax ||V F;(w
< | S IV e |V )
vi—o|
< | 2 VR = VEw)[+ Y [VE(w)]
. 24 Liem ieM 5
P

92



amy/1 —9
T max [[|VE;(wy) = VE(w)[| + [ VE(w)]]

J/

-~

Ty

We now upper-bound 73. We have

1y < M [V Ewe) = VE(w] + 7P|
1-0(1—a) ) w 1-96(1—a) w
< Y ) - VE ]+ 2 v )|

_VIs(1-a)  VI-d(1-a

)
< e S )

2(1—a)md
(14nLD)4’

with probability exceeding 1 — where we use Lemma 4.1. Similarly, for 7},

we have

1 -« V1 —do
7 < =t + = IV F Wl

We now control the terms in 75. We obtain the following:

Ty < _|y > VE(w,) — VF(w,)||

Ul &
|HZ (VE(wi) = VE(w,) = Y (VE(w) = VE(w)) + Y (VE(w) = VE(w,))|
iEM 1IEMNT; i€BNT¢
|HZ (VE(w)) VF(WJ)IH@H S (VE(w) — VF(w)|
ieM 1IEMNT:
\UtIH > (VE(wi) = VE(w)))|.
1€BNTi

Using Lemma 4.2, we have

1 —
N (VE(wi) = VE(wW))|| € +—eo.

|| <
‘Mt ieM 1- ﬁ
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2(1—a)md 2d

with probability exceeding 1 — niD) ~ (T —e)ymmED)

. Also, we obtain

|H Y (VE(w) = VE(wy))|| < 0 max ||V Fi(w;) — VF(w,)|| <

11—« ieM
| t 1EMNT

2(1—a)md
(1+nL D)4’

with probability at least 1 — where the last inequality is derived from

Lemma 4.1. Finally, for the Byzantine term, we have

o
||| > (VE(w) — VF(wy))| < T 5 IV EFi(w)[| + —HVF(Wt)H
1€EBNT;
« a
< T 5 [V E(we)| + mHVF(Wt)H
« 2c
<173 max [VE(we) = VE(w)| + IIVF(Wt)II
@ 2a
< e+ I VR,
with high probability, where the last inequality follows from Lemma 4.1.
Combining all the terms of T} and 75, we obtain,
\/1— + 2« Vi—-d+a+p 1 -«
A F :
Al < ST R+ e+ e
Now, using Young’s inequality, for any A > 0, we obtain
VI=6+2a\" _
A1 < @) () IVFeRIE + )
where
2 2
- 1 Vi—-d+a+p 1—a
e(A)zZ(l—I—X) < - )e%%—(l_ﬂ)]eg.
O
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Theorem 4.4. Suppose Assumptions 4.1, 4.2 and 4.8 hold, and o < [ < 1/2.

For sufficiently small constant ¢, we choose the step size v = ﬁ Then, running

Algorithm 1 for T = Cs LF(F(WOG)_F(W*)) iterations yields

minT IVE(w,)|* < Cle,

t=0,...,

c1(1—a)md . cod
(14nLD)d (14(1—a)mnLD)

compression factor satisfies 6 > 0y + 4o — 9a? + 4o, where §y = (1 — %) and A

with probability greater than or equal to 1 — -, provided the

is a (sufficiently small) positive constant.
Proof. Proof of Theorem 4.4

Let g(w;) = |71t\ > e, QVE(wy)) and A = g(w;) — VF(w;). We Lemma 4.3 to
control of ||A|%.

We first show that with Assumption 4.3 and with the choice of step size v, we
always stay in W without projection. Recall that g(w;) = ﬁ > icu, LV Ei(wy)) and
A = g(w;) — VF(w;). We have

Wi = Wi < [lwy = W + 7 ([[VE(w) | + [lg(wi) = VE(w,)]])

. c
< lhwe = w4+ - (IVEwl + [A])

We use Lemma 4.3 with A = )\ for a sufficiently small positive constant \y. Define

5o = (1 — (ifgz> A little algebra shows that provided § > dy + 4a — 902 + 403, we

obtain

IAI* < (1= co)I[VF(wo) | + e

ca(l—a)ymd cad
(14nLD)d (14+(1—a)mnLD)d’

with probability greater than or equal to 1 — where ¢ is a

positive constant and € is defined in equation (4.4). Substituting, we obtain

C
[Wepr — Wi < flwy — w7 + L—l (L +VI=co)[VE(wW)| + Ve)

F
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< flwe=w'll+ 7= (@ = DIVEw)]| + Ve)

where we use the fact that v/1 —cy < 1 — ¢g/2. Now, running 7' = C’LF(F(WOE)_F(W*))
iterations, we see that Assumption 4.3 ensures that the iterations of Algorithm 1 is

always in WW. Hence, let us now analyze the algorithm without the projection step.

Using the smoothness of F'(.), we have

L
F(Wei1) < F(w) + (VF(Wy), Weat — W) + —-

9 ||Wt+1 - WtHz-

Using the iteration of Algorithm 1, we obtain

QLF

F(wip) < F(wi) = y(VE(w,), VE(W) + A) + IVF(w:) + Al

< F(wi) = [VEW)||* = 1(VE (W), A)
7 LF

2L
IVE (w2 + * Fl!AH“r’VQLF(VF(Wt) A)

gFm»—W—”LF

NV E (W)l

2 P 2 2 'YQLF 2
+(y+77Le) | SIVEWI +2—p|\AH +—— Al

where p > 0 and the last inequality follows from Young’s inequality. Substituting

p =1, we obtain

(V/2=Lp) V(W) |* < F(we) — F(we) + (7/2 + 7 L) | A

We now use Lemma 4.3 to obtain

(2 = L) |[VF(w)|)* < F(w,) — F(wii1)

2
s (0 (Y2 p e
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with high probability. Upon further simplification, we have

(- (552 - (T

2

1] ) e Lo IV
< F(wy) = F(wis) + (/2 + 12Li)e(N),

We now substitute v = -, for a small enough constant ¢, so that we can ignore the

contributions of the terms with quadratic dependence on . We substitute A = )\, for

a sufficiently small positive constant \g. Provided ¢ > §y + 4o — 9a? + 4a?, where

do = <1 — (i+§)2> we have

<%—§( +A)(\/11T_;20‘) (14 (@;M)QW%F—VZLF) - L

where c; is a constant. With this choice, we obtain

Lp(F(wo) — F(w"))

2
ZHVF (w2 < ¢ T

+ 026

T+1

where the first term is obtained from a telescopic sum and € is defined in equation (4.4).

Finally, we obtain

Lp(F(wo) — F(w"))

VF 2<C C.

Juin [[VE(w) 1 T1 + Cae

with probability greater than or equal to 1 — c(ﬁ;z‘])j’;f — an 1—;2)i1nf1D) ~, proving
Theorem 4.4. O

A few remarks are in order. In the following remarks, we fix the dimension d, and

discuss the dependence of € on (a, d,n,m).
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Remark 4.1. (Rate of Convergence) Algorithm 1 with T iterations yields

min ||[VF(w,)|]* < CiLr(F(wo) = F(w"))

t=0,., T T+1 +Cae

with high probability. We see that Algorithm 1 converges at a rate of O(1/T), and
finally plateaus at an error floor of €. Note that the rate of convergence is same as

[135]. Hence, even with compression, the (order-wise) convergence rate is unaffected.

Remark 4.2. We observe, from the definition of € that the price for compression

is O(1=2).

n

Remark 4.3. Substituting § = 1 (no compression) in €, we get € = (5(0;—2 + %),
which matches the (statistical) rate of [135]. A simple norm based thresholding
operation is computationally simple and efficient in the high dimensional settings
compared to the coordinate wise median and trimmed mean to achieve robustness and

obtain the the same statistical error and iteration complexity as [135]

Remark 4.4. When the compression factor ¢ is large enough, satisfying § > 1—a?,
we obtain € = (5(%2 + ﬁ) In this regime, the iteration complexity and the final
statistical error of Algorithm 1 is order-wise identical to the setting with no compression
[135]. We emphasize here that a reasonable high § is often observed in practical

applications like training of neural nets [71, Figure 2/.

Remark 4.5. (Optimality) For a distributed mean estimation problem, Observation
1 in [135] implies that any algorithm will yield an (statistical) error of Q(%2 + -4,

2

Hence, in the regime where 6 > 1 — o, our error-rate is optimal.

Remark 4.6. For the convergence of Algorithm 1, we require 6 > do+4a—9a>+4a3,
implying that our analysis will not work if § is very close to 0. Note that a very small
d does not give good accuracy in practical applications [71, Figure 2/. Also, note

that, from the definition of oy, we can choose Ny sufficiently small at the expense of
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increasing the multiplicative constant in € by a factor of 1/X\g. Since the error-rate
considers asymptotic in m and n, increasing a constant factor is insignificant. A
sufficiently small Ao tmplies §o = O(203), and hence we require 6 > 4o + 20 (ignoring

the higher order dependence).

Remark 4.7. The requirement 6 > 4o+ 2 can be seen as a trade-off between the
amount of compression and the fraction of adversaries in the system. As « increases,

the amount of (tolerable) compression decreases and vice versa.

4.5 Distributed Optimization with Arbitrary Adversaries

In this section we remove the assumption of restricted adversary (as in Section 4.4)
and make the learning algorithm robust to the adversarial effects of both the com-
putation and compression unit. In particular, here we consider Algorithm 1 with
Option II. Hence, the Byzantine machines do not need to adhere to the mandated
compression algorithm.

In Option II, the worker machines send Q(V F;(w;)) to the center machine. The
center machine computes its norm, and discards the top [ fraction of the worker
machines having largest norm. Note that it is crucial that the center machine computes
the norm of Q(VF;(w;)), instead of asking the worker machine to send it (similar
to Option I). Otherwise, a Byzantine machine having a large ||Q(x)||, can (wrongly)
report a small value of || Q(x)]|,, gets selected in the trimming phase and influences
(or can potentially diverge) the optimization algorithm. Hence, the center needs to
compute ||Q(x)[|, to remove such issues.

Although this framework is more general in terms of Byzantine attacks, however,
in this setting, the statistical error-rate of our proposed algorithm is slightly weaker
than that of Theorem 4.4. Furthermore, the (0, ) trade-off is stricter compared to

Theorem 4.4.
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4.5.1 Main Results

We continue to assume that the population loss function F(.) is smooth and
non-convex and analyze Algorithm 1 with Option II. We have the following result.
For the clarity of exposition, we define the following quantity which will be used in

the results of this section:

+%0)(((1+6)\/11_Tg+a+5)2€2+ 1—a>2 2>'

Comparing € with €, we observe that € > ¢. Also, note that,

E:@(d2{o‘—2+1_5+iD, (4.7)

n n mn

which suggests that € and e are order-wise similar. We have the following assumption,

which parallels Assumption 4.3, with € replaced by €.

Assumption 4.4. (Size of parameter space W) Suppose that |VF(w)|| < M for all
w € W. We assume that W contains the ly ball {w : ||w — wol| < ¢[(2 — @)M +
ﬁ]w}, where ¢y is a constant, § is the compression factor and € is defined

in equation (4.7).

Lemma 4.5. For any A > 0, we have,

(1+8)vV1—90+ 2
1-p5

JAJ? < <<1+A>( ) IV Ew)|? + ()

ca(l—aymd cad
(14nLD)d (14+(1—a)mnLD)2’

with probability greater than or equal to 1 — where

e =2(1+ §)<((1+6)\/11_T§+a+5>2€%+(1:g)%g).

with €, and €y as defined in equation (4.2) and (4.3) respectively.
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Proof. Proof of Lemma 4.5

Here we prove an upper bound on the norm of

A = g(wy) — VF(wy)

where g(w;) = IUI > icu, QVE(wy)).
We have

||A||_|| |ZQ (VEi(wy)) = VE(wy)|]

€Uy

= ||Z QVE(wW,)) — VEW)] — Y [Q(VE(w,)) — VF(w,)]

ieM 1€(MNT)

+ Y [QIVE(wW)) — VEw)]l|

i€ (Bmut)

(I @vrm) - Vel ¥ @) - vrwl

| ieEM y 1€(MNT)

J/

N
~ ~~

Ty T

Y Q(VE(Wt))—VF(wt)H)

1e(BNUy)

N

-~

T3

Now we bound each term separately. For the first term, we have

1

n ||Z@ VE(w0) = VE(w)| + grll 3 VE(w) = VF(w))|

| ieEM ieM

1 1 —«
“E (1@ Ew) ~ VEm) + 15

1 —«
SWGZM(F_ vawtm) e

1—90
<

3 (||VF<wt>|r FIVE(we) - VF<wt>r|) '

[Us] ieM
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_VId(1-a)
<5

V1—-0(1—a) l—a
-5 “Ti-p

IVE (W)l +

€2

where we use the definition of a d-approximate compressor, Lemma 4.1 and Lemma 4.2.

Similarly, we can bound 75 as

< Y |QIVE(W,)) = VE(w)l

1€(MNTy)

< pm max IQ(VE(wy)) = VF(wy)]|
< s (VIS BV Ewi)l| + [VF () - V(o))

< fmmax (\/1 —S|IVE(w)|l + (1 + VI =0)|IVEi(w,) - VF(wt)|]>

where we use the definition of §-approximate compressor. Hence invoking Lemma 4.1,

we obtain

1, VI

= (14 VI=9)
U= 15

1-5

€1

IVEw)| + 2

Also, owing to the trimming with 5 > «, we have at least one good machine in the

set T; for all . Now each term in the set B N4, we have

o= Y |QIVE(wW:)) — VF(w)||

1e(BNUt)

< am(max [ Q(VFi(w)|| + |[VF(wi)])
< am{max VT = 3|V E(wp) || + IV Ey(wo) || + IV F(wy)]

< am(u VT D+ (@4 Vs 5>|rVF<wt>r|)

1 a24++/1—-0) (1++v1-9)

a
m 3 < 1= 3 [|VF(wy)|| + 5

€1
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where we use Lemma 4.1. Putting T}, 75, T3 we get

HAH < (\/1 —0(1 — ) n BvV1—9 . a2+ /1 _5))HVF(W15)H

1-p 1-5 1-5
Vi—-0(1l—a) BA++vV1-6) a(l++/1-9) -«
+( 13 + 1_ 5 + 1—3 )61+1_562
[+ B)VI =6+ 2 1+p/V1i—0+a+p 1 -«
—( - >||VF(wt)||+( - )61 5%

(1+8)V1—0+2a
1-p5

IAP<q +A>( ) IV F (w12 + 2

2
where €(A) =2(1+ §) ((L W) €5 + (1_—a)2e§) Hence, the lemma follows.

]

Theorem 4.6. Suppose Assumptions 4.1,4.2 and 4.4 hold, and o < 3 < 1/2. For suf-

ficiently small constant ¢, we choose the step size v = ﬁ Then, running Algorithm 1

for T = Cs LF(F(W(’%_F(W*)) iterations yields

min_[|[VF(w,)|? < CE,
t=0,...,T

-----

with probability greater than or equal to 1 — C(ﬁ;z‘)D”;j — (1+(1—22)fnnﬁD)d’ provided the
compression factor satisfies o > (% + 4a — 8 + 4a3, where (% = (1 — mgﬁ%)

and g is a (sufficiently small) positive constant.

Proof. Proof of Theorem 4.6 The proof of convergence for Theorem 4.6 follows the

same steps as Theorem 4.4. Recall that the quantity of interest is

A = g(wy) — VF(wy).

The proof parallels the proof of 4.4, except the fact that we use Lemma 4.5

to upper bound ||£||2 Correspondingly, a little algebra shows that we require
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§ > 0p + 4o — 802 + 4a3, where &y = (1 — %), where )\ is a sufficiently small
positive constant. With the above requirement, the proof follows the same steps as

Theorem 4.4 and hence we omit the details here.

]

Remark 4.8. The above result and their consequences resemble that of Theo-
rem 4.4. Since € > €, the statistical error-rate in Theorem 4.6 is strictly worse than

that of Theorem 4.4 (although order-wise they are same).

Remark 4.9. Note that the definition of dg is different than in Theorem 4.4. For
a sufficiently small \g, we see (% = O(405), which implies we require 6 > 40 + 4o
for the convergence of Theorem 4.6. Note that this is a slightly strict requirement
compared to Theorem 4.4. In particular, for a given &, Algorithm 1 with Option II can

tolerate less number of Byzantine machines compared to Option 1.

Remark 4.10. The result in Theorem 4.6 is applicable for arbitrary adversaries,
whereas Theorem 4.4 relies on the adversary being restrictive. Hence, we can view
the limitation of Theorem 4.6 (such as worse statistical error-rate and stricter (6, c)

trade-off ) as a price of accommodating arbitrary adversaries.

4.6 Byzantine Robust Distributed Learning with Error Feed-
back

We now investigate the role of error feedback [71] in distributed learning with
Byzantine worker machines.

In order to address the issues of convergence for sign based algorithms (like
signSGD), |71] proposes a class of optimization algorithms that uses error feedback.
In this setting, the worker machine locally stores the error between the actual local
gradient and its compressed counterpart. Using this as feedback, the worker machine

adds this error term to the compressed gradient in the subsequent iteration. Intuitively,
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Algorithm 2 Distributed Compressed Gradient Descent with Error Feedback

1: Input: Step size v, Compressor Q(.), parameter 5(> ).
2: Initialize: Initial iterate wy, €;(0) =0V ¢ € [m]
3: fort=0,1,..., T —1do
4:  Central machine: sends w; to all worker
for i € [m] do in parallel
5:  i-th non-Byzantine worker machine:

e computes p;(w;) =YV E;(wy) + e;(t)
e sends Q(p;(w;)) to the central machine
e  computes e(t + 1) = pi(w;) — Q(pi(W1))

6:  Byzantine worker machine:

e sends x to the central machine.

7. At Central machine:

e sorts the worker machines in non-decreasing order according to

1Q(pi(we))ll-

e returns the indices of the first 1 — 3 fraction of elements as ;.

& Wiy = W — \J—t\ ZiGUt Q(pi(we))

8: end for

this accounts for correcting the the direction of the local gradient. The error-feedback
has its roots in some of the classical communication system like “delta-sigma” modulator
and adaptive modulator(]60]).

We analyze the distributed error feedback algorithm in the presence of Byzantine
machines. The algorithm is presented in Algorithm 2. We observe that here the
central machine sorts the worker machines according to the norm of the compressed
local gradients, and ignore the largest [ fraction.

Note that, similar to Section 4.5, we handle arbitrary adversaries. In the subsequent
section, we show (both theoretically and experimentally) that the statistical error rate

of Algorithm 2 is smaller than Algorithm 1.
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4.6.1 Main Results

In this section we analyze Algorithm 2 and obtain the rate of the convergence
under non-convex smooth loss functions. Throughout the section, we select v as the
step size and assume that Algorithm 2 is run for T iterations. We start with the

following assumption.

Assumption 4.5. For all non-Byzantine worker machine i, the local loss functions
Fi(.) satisfy |VFi(x)||* < 0, where v € {w;}]_,, and {wy,...,wr} are the iterates

of Algorithm 2.

Note that since Fj(.) can be written as loss over data points of machine i, we
observe that the bounded gradient condition is equivalent to the bounded second
moment condition for SGD, and have featured in several previous works, see, e.g.,
[69], [91]. Here, we are using all the data points and (hence no randomness over
the choice of data points) perform gradient descent instead of SGD. Also, note that
Assumption 4.5 is weaker than the bounded second moment condition since we do not
require ||V F;(x)||* to be bounded for all x; just when x € {w;}1_,.

We also require the following assumption on the size of the parameter space W,

which parallels Assumption 4.3 and 4.4.

Assumption 4.6. (Size of parameter space W) Suppose that |VF(w)|| < M for all

w € W. We assume that W contains the ly ball {w : ||[w — wql|| < yr*T'}, where

T*:€2+M—|—

68(1++/1—9) 3(1—6 12016
1= 3 (61+M—|— ] 5a>+ —) oo,

and (€1, €2) are defined in equations (4.2) and (4.3) respectively.

Similar to Assumption 4.3 and 4.4, we use the above assumption to ensure that
the iterates of Algorithm 2 stays in W, and we emphasize that this is a standard

assumption to control the iterates for non-convex loss function (see [135, 136]).
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To simplify notation and for the clarity of exposition, we define the following

quantities which will be used in the main results of this section.

Ay = 9(12;;_16_)5) [0® + 8+ (B —a)’] <e? + 3(1(5_ 5>02) + 5—363, (4.8)
A — L*3(1—46)o? 2Lé2
S co c
() MR o o (4 208,
2 o(1— )2 ! 0 ’
Az = (%0 + 25L2)3(1;—55)02, (4.10)

where ¢ is a universal constant.
We show the following rate of convergence to a critical point of the population loss

function F(.).

Theorem 4.7. Suppose Assumptions 4.1, 4.2, 4.5 and 4.6 hold, and o < § < 1/2.

Then, running Algorithm 1 for T iterations with step size v yields

min_ IVE(w,)|? < F(wo) — F*

A A A
t=0,..., C”}/(T—'—l) + 1+7 2+r)/ 3

c1(1—a)md . cod

with probability greater than or equal to 1 — (i)Y ~ (Lr(i—aymmED)

compression factor satisfies (1le— V_lf};f)? [@? + 32+ (8 — a)?] < 0.107. Here Ay, Ay and

As are defined in equations (4.8),(4.9) and (4.10) respectively.

-, provided the

Proof. Proof of Theorem 4.7
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We first define an auxiliary sequence defined as:

~ 1
W = Wy — W Zei(t)

Hence, we obtain

Wil = Wiyq — |/\/l| Zez t+1

ieM

For notational simplicity, let us drop the subscript ¢ from U, and 7; and denote
them as U and T.
Since (we will ensure that the iterates remain in the parameter space and hence

we can ignore the projection step),

Wil = Wy — Z pz Wt
U]
€U’

we get

Wil = Wy — ‘M|ZQPth ‘M’Zezt+1

€U ieEM
(Z Q pz Wt + Z Q(pl<wt)) - Z Q(pZ(Wt > |M’ Zel t+1
1EM ieBNU iEEMNT ieEM
1l -«
:Wt_( )|M|2szwt |M|Zezt+1 |Zszwt

ieEM eBNU

+_ Z szwt))

‘ | tEMNT

Since Q(pi(wy)) + €;(t + 1) = p;(wy) for all i € M, we obtain

1l —« 1 B—a 1
( )|M|ZQP”’” |M|Ze”+1 ] 2 P+ TG gy 2 Qpa(wa)

1EM
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Let us denote T} = |71|ZZEBOZ/{ Q(pi(wy)), To = ﬁzieMmT Q(pi(wy)) and T3 =

—a 1

’?)_—ﬁ M Y iem 2(pi(wy)). With this, we obtain

- 1
Wil = Wy — —— P (W T+ 15 1T
t+1 t ‘M|p<t) 1 2 — 13
- 1
=Wy + —— e;(t) — (W)
t M;M |M|;Mp t
ZVFwt
ze/\/l

where T = T, — Ty + T3. Observe that the auxiliary sequence looks similar to a

distributed gradient step with a presence of T. For the convergence analysis, we will

use this relation along with an upper bound on ||T.

Using this auxiliary sequence, we first ensure that the iterates of our algorithm
remains close to one another. To that end, we have

Wi — Wy = Wi — W+ ——e;(t+1) —

1
|Mre@'<”

1
i€

|M!

Hence, we obtain

HWt+1 —Wt||

—””w%w (ol + I + s+ DI + | e

1
<l S VR = VE(w) | +AIVEw) | + [T + | et + D) + | oes(d)]
M| 2 |M| M]

< veo + | VE(w) | + 17| + Hme@-(t +1D]+ HWGN)H-

Now, using Lemma 4.8 and Lemma 4.9 in conjunction with Assumption 4.3 ensures

the iterates of Algorithm 2 stays in the parameter space W.
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We assume that the global loss function F(.) is Lr smooth. We get

Lp

F(Wi1) < F(Wy) + (VE(W), Wi — Wi) + —- 5

|\Wt+1 - th .

Now, we use the above recursive equation

\Ai’t_i_l:\’\?\/’t |M|ZVF Wt T

ieEM
Substituting, we obtain
F(Wei1)
< F(wy) —v(VF(W,), > VE(wy)) = (VF(W,), T) + H ZVF (w,) + T2
|Mr P 1M|
< F(wy) —7(VF(wy), Z VE(wi)) = (VF(W:),T) + Ly ||, M| > VE(w)|? + Le||T|?
zEM iEM
(4.11)
In the subsequent calculation, we use the following definition of smoothness:
IVE(y1) = VE(y2)ll < Lrllyr — ya|
for all y; and y, € R%
Rewriting the right hand side (R.H.S) of equation (4.11), we obtain
R.H.S = F(W,) = Y(VF(W;), VE(w,)) +7(VF(W,), VF(w;) M M‘ > VFE(wy))
Term—1I N ieM
Term—[]

+ (VF(wy), =T) + (VF(W,) = VF(w,), -T)

TV
Term—IIT1

+2Lpy? | D VE(W) = VE(W,)| + 2Ly [ VE(w,) | + Le| T
|

ieM

IM

N J/

-
Term—IV

We now control the 4 terms separately. We start with Term-I.
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Control of Term-I: We obtain

Term-1 = F(w;) — y(VF(w;), VF(wy)) — v(VE (W) — VF(wy), VF(wt)>

< F(0) = ||V (wo) |+ 257|[VF (W) — VE(wy) |2 + <[V F(wy) [,

100
where we use Young’s inequality ((a,b) < 2|a||* + 2%)Hb\|2 with p = 50) in the last
inequality. Using the smoothness of F'(.), we obtain

Term-1 < F(W,) = 1|VE(w,)[[* + |V F(w)|* + 259L3, H‘ |Zez Ol

100 -

(4.12)

Control of Term-II: Similarly, for Term-II, we have

Term-11 = 4(VF(W,), VF(w;) — Z VE(w,)) < 507€2 + L |[VF )|
i & 200
< 2 F 24 2 4.1
< 507e; + moHV (wo)ll” + 100 zj\; Ol (4.13)
Control of Term-III: We obtain
Term-11I = (VF(w,), =T) + (VF(VT/t) —VF(wt) ~T)
7 2 2 4 2 4 2
~|VF — T 4.14
< SIVEw)[" + 3 || F1* + |M| Z Ol + | [ (4.14)
Control of Term-IV:
Term-1V = 2Lp~?|| —- Z VFi(w;) — VE(W)||? 4 2Le2|VE(wy)||? 4 Lp||T)?
| | ieM
< 2Lpyes + 2Lp? [ VE(wWo)|* + Le || T (4.15)
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Combining all 4 terms, we obtain

- - Yooy ) , L% L2 )
P < F() = (3 = g5 =20e?) I9Ftw0l + (2592 + 358+ ) U S el
2 2 2 L1 712
+ 50v€e5 + 2Lpye; + %—i- §+Lp 7| (4.16)

We now control the error sequence and ||T]|2. These will be separate lemmas, but

here we write is as a whole.

Control of error sequence:

Lemma 4.8. For alli € M, we have

3(1—=9
e < 20050

for allt > 0.

Proof. For machine i € M, we have

les(t + DII* = [|Q(pi(we)) — pi(w)[[* < (1= d)lIps(we)[|* = (1 = 0)l|7V EFi(w:) + ei(t)]

Using technique similar to the proof of |71, Lemma 3| and using ||V F;(w,)[]? < o2,

we obtain

21 —-0)(1+1
et + v < 2EZ LD e
where 1 > 0. Substituting n = 2 implies
3(1—9
et + 1y < 200500 (4.17)
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for all 7 € M. This also implies

) _
. < .
mie%l(Hez(t—i- D|F < 5 vo

Control of ||T||?:

Lemma 4.9. We obtain

I(1+ V1 —0)%?

[ 3(1—9
IT)1? < A0 02 g2 43— a)?) (& 4 VP2 + 1-9),
(1-5) 5
with probability exceeding 1 — (21(};?];;‘5

Proof. We have
T\ = 1Ty = T + Ts[| < |Tall + I T2l + 1 T5]I-
We control these 3 terms separately. We obtain

1 1
ITh]] = HW > Qpi(wi))|| < 0= pm > lQiwi)ll-

ieBNU eBnU

Since the worker machines are sorted according to || Q(p;(w:))|| (the central machine
only gets to see Q(p;(w¢)), and so the most natural metric to sort is || Q(p;(wy))]|),

we obtain

ITi] < = s | Qe

am
< (14 V1= 6) 77— max |[pi(wi)|

(1=p8)m
<(1+V1- 6)% max ||y V E(w:) + e (1)]]
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< (1 VI=0) =gy IVEw) = VEW)| + (1 + VT=8) =5l VF(wo)|
+(1+ V1 - )W max lles(t)]]
a+ﬂ—>f“b u+ﬂ—>( oAl
— ayo [3(1—9)
+(1+V1 5)(1_5) -
Hence,
2 (1 + 1 - 5)2052 2 62 W 2 3(1 - 6) 0_2
i < 38 e (4 v rw P+ 20 ).

Similarly, we obtain,

A+VI=0)? 5 5 ( e 3=
(1— B)2 57<1+||VF( DI+ )

ITo]* < 3

For T3, we have

ﬁ

—|

175 =

— 1
W)l € T YL+ VI=8)pi(wo)|
’M‘ ieM

<(1+v1- )1

3 11.1;%} i (W)l
Using the previous calculation, we obtain

Il <arvi—nl=ha 5= )|wm )

(1-5) (1—5)
(B—a)o [31-0)
+(1+vV1-9) =) 5
and as a result,
2 (1++v1-9)° 2.2 ( 2 o, 3(1—=9) ,
L e R M CRAN/ACAl =l
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Combining the above 3 terms, we obtain

7% < BITa|” + 31 T3 + 3|73

_ 9L+ VI =0)y
- (1=-pp

[0® + 82+ (B — )] (e% + [ VE(w)|? + 31— 5)02) :

Back to the convergence of F(.): We use the above bound on ||T|? and Lemma 4.8

to conclude the proof of the main convergence result. Recall equation (4.16):

~ ~ Y
P(Sn) < P80 = (3= 55 ~280?) IVFOlF + (25928 + oo+ ) g > el

11 .
+ 50ves + 2Lpyes + (5 +5 LF) 7)1

First, let us compute the term associated with the error sequence. Note that (from

Cauchy-Schwartz inequality)

1 2 1 2
HM Z e;(1)[|” < ™ Z lei(@)]”

iEM iEM

and from equation (4.17), we obtain

_5)
2 2 2
H|M|Zez || 07

1EM

and so the error term is upper bounded by

272 372 2
YLy vLE 3572\ 3(L—0)o
— 250°Ly | —————
( > T p T2 5

We now substitute the expression for ||T]|>. We obtain

1 1 ~ 1, - 1 -
— 4+ Lp | |ITI?P==—=ITI”P+ | =+ Lr ) |IT|*
(5 + 5+ Lr ) 112 = - UT1P + (5 + L) 171
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The first term in the above equation is

71 < PUE 2 a2 24 (5 - ) (e%+i|w<m>u2+3<1‘5>02)

2(1— B)? 5
< P 04 4 (5 - ] IV
+ 97(;; - 16)_2 o [0 + 32+ (6 — )] <e? + 3<15_ d 0—2) :

and the second term is

1 5
-+ L T|?
(5+2¢) 171

< (% +LF) WALV (424 g2 4 (5 — ] (ef + [V F(w P+ 2 5>a2)

B (1-p)? 5
= (% " LF) = (ti— ﬁl)z_ O a2+ 2+ (8- a)?] [V F(wy)?

2 /1 5 2 Y
+ (% + LF) il (tl—i_— 51)2 ) [0 + 3%+ (B — a)?] (e% + —3<15 >02)

Collecting all the above terms, the coefficient of —v||VF(w;)||? is given by

11 9(1 +vI—3)?
____QLF’Y_ 2
2 50 2(1— 1)

5+ LF)97(1<1+_V51); O [a2+ 5+ (5]

[az + %4 (B — a)Q]

Provided we select a sufficiently small v, a little algebra shows that if

I1+V1=08)2 ., ) 11

the coefficient of |VF(w,)||* becomes —cy, where ¢ > 0 is a universal constant.

Considering the other terms and rewriting equation (4.16), we obtain

- - 212 312 3(1 = §)o?
F(#e) < F(@) — ey [VE(w) | + (” Tr Tl 257%%) D74 50y
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NA+VI=0) 5 | o212
CTIE [ + 8%+ (B a)]<61+

+ (% + LF> 972(1(1+_\/51)2T5)2 [@®+ 8%+ (B—a)’] (e? Ml 02) .

+ 2LF7263 +

Continuing, we get

T+1ZNVFwnP

T 9 Se?
_C’yT—l—l Z Wt+1))—|—<%+71(i]F —|—25"}/2L2)¥+?62
2L V1 —0)? 3(1—=9
+ I;VEQ (26(1_5)2) [a2+52+(5—a)2] <e%—|— ( . >02)
1T — 5)2 _
+ (%+LF) 97(1&_15)2 ) [0® + 5%+ (6 — @)?] (e§+ 3(15 6)02).

Using the telescoping sum, we obtain

Jmin [V F(w,)|?

) B (904 VI p (s B1—0) 5\ . 50,
< wan)+[ R py+5+wﬁ—m}(q+ 5 a)+ e4
L% 3(1—0)o?  2Lpé 1 9(1 + V1 —4)?

7 [7 co - c * (5 * LF) c(1—p)?

[&+ﬂ%u@—wﬂ(%+

L2 {( L% 3(1— 6)02}

25L7
100 * ) co
Simplifying the above expression, we write

F — F*
L IIllIl HVF(Wt>H2 < (WO) + Al + ’YAQ + ’)/2A3,

0y’ - y(T+1)

where the definition of A;, Ay and Az are immediate from the above expression. [

117

3(1—9) ,




Remark 4.11. (Choice of Step Size ) Substituting v = \/T;iﬂ’ we obtain

T N
VTRl T4

min [|VF(w L Qe StV
i [VEw)” < — ==

+A

with high probability. Hence, we observe that the quantity associated with As goes
down at a considerably faster rate (O(1/T)) than the other terms and hence can be

tgnored, when T is large.

Remark 4.12. Note that when no Byzantine worker machines are present, i.e.,
a = =0, we obtain
50 , L*3(1—6)o? 2Le3 L? 3(1 —§)o?

A= — Ny = — As = (— + 2512
LT 27 9 cd * c ' 3 (100+ ) cd

Additionally, if 6 = O(1) (this is quite common in applications like training of
neural nets, as mentioned earlier), we obtain Ay = C(L*c* + Le3), and Az = CL?.
Substituting eo = O(\/%) and for a fived d, the upper bound in the above theorem is
order-wise identical to that of standard SGD in a population loss minimization problem

under similar setting [18],[59],[71, Remark 4].

Remark 4.13. (No compression setting) In the setting, where 6 =1 (no compres-

sion), we obtain

and

2
Ay =0 {dQL (O‘—+i)} ,
n mn

and Az = 0. The statistical rate (obtained by making T sufficiently large) of the

problem is Ay, and this rate matches exactly to that of [135]. Hence, we could recover
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—-= Without thersholding scheme —-= Without thersholding scheme
—— With thersholding scheme —— With thersholding scheme

Error

o 50 100 150 200 0 50 100 150 200
Iterations Iterations

(a) Number of Byzantine (b)  Number of Byzantine
nodes=10 nodes=20

Figure 4.1: Comparison of Robust Compressed Gradient Descent with and without
thresholding scheme in a regression problem. The plots show better convergence with
thersholding.

—-= signsgd with majority vote
— Robust Gradient

—-= signsgd with majority vote
— Robust Gradient

Error

o 50 100 150 200 0 50 100 150 200
Iterations Iterations

(a) Number of Byzantine (b)  Number of Byzantine
nodes=10 nodes=20

Figure 4.2: Comparison of Robust Compressed Gradient Descent with majority vote
based signSGD [13] in regression Problem. The plots show better convergence with
tthresholding in comparison to the majority vote based robestness of [13]

the optimal rate without compression. Furthermore, this rate is optimal in (o, m,n)

as shown in [135].

4.7 Experiments

In this section we validate the correctness of our proposed algorithms for linear
regression problem and training ReLLU network. In all the experiments, we choose the

following compression scheme: given any x € R? we report C(x) = {@, sign(x) }

[+
d

where sign(x) serves as the quantized vector and is the scaling factor. All the

reported results are averaged over 20 different runs.
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First we consider a least square regression problem w* = arg miny, ||[Aw — b||5. For
the regression problem we generate matrix A € RV*4 vector w* € R? by sampling
each item independently from standard normal distribution and set b = Aw*.

Here we choose N = 4000 and consider d = 1000. We partition the data set equally
into m = 200 servers. We randomly choose am (= 10, 20) workers to be Byzantine and
apply norm based thresholding operation with parameter Sm (= 12,22) respectively.

We simulate the Byzantine workers by adding i.i.d AV/(0, 101,) entries to the gradient.
In our experiments the gradient is the most pertinent information of the the worker
server. So we choose to add noise to the gradient to make it a Byzantine worker.
However, later on, we consider several kinds of attack models. We choose [|w; — w*||

as the error metric for this problem.

Effectiveness of thresholding: We compare Algorithm 1 with compressed gradient
descent (with vanilla aggregation). Our method is equipped with Byzantine tolerance
steps and the vanilla compressed gradient just computes the average of the compressed
gradient sent by the workers. From Figure 4.1 it is evident that the the application of
norm based thresholding scheme provides better convergence result compared to the

compressed gradient method without it.

Comparison with signSGD with majority vote: Next, in Figure 4.2, we show
the comparison of our method with [13| in the regression setup described above. Our

method shows a better trend in convergence.

Error-feedback with thresholding scheme: We demonstrate the effectiveness
of Byzantine resilience with error-feedback scheme as described in Algorithm 2. We
compare our scheme with Algorithm 1 (which does not use error feedback) in Figure 4.3.

It is evident that with error-feedback, better convergence is achieved.
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30 —-= Without thersholding scheme
—— With thersholding scheme

—-= Without thersholding scheme
—— With thersholding scheme

Error

0 50 100 150 200 4

50 100 150 200
Iterations

Iterations
(a) Number of Byzantine (b)  Number of Byzantine
nodes=10 nodes=20

Figure 4.3: Comparison of norm based thresholding with and without error feedback.
The plots show that error feedback based scheme offers better convergence.

4009 ! —— Our algorithm

—-— Our algorithm 1
li —-— sign-sgd majority
i

—— Trimmed Mean Based Algorithm

!

i

i

!

00 | 300
!
i
i

N\
T A NSV it
5

25 0 75 100 125 150 175 200
iterations

Figure 4.4: Training (cross entropy) loss for MNIST image. Comparison with (a)
Uncompressed Trimmed mean [135] (b) majority based signSGD of [13]. In plot (a)
show that Robust Gradient descent matches the convergence of the uncompressed
trimmed mean [135]. Plot (b) show a faster convergence compared to the algorithm

of [13].

Feed-forward Neural Net with ReLU activation: Next, we show the effec-
tiveness of our method in training a fully connected feed forward neural net. We
implement the neural net in pytorch and use the digit recognition dataset MNIST
([80]). We partition 60,000 training data into 200 different worker nodes. The neural
net is equipped with 1000 node hidden layer with ReLLU activation function and we
choose cross-entropy-loss as the loss function. We simulate the Byzantine workers
by adding i.i.d N (0,101,) entries to the gradient. In Figure 4.4 we compare our
robust compressed gradeint descent scheme with the trimmed mean scheme of [135]
and majority vote based signSGD scheme of [13]. Compared to the majority vote

based scheme, our scheme converges faster. Further, our method shows as good
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as performance of trimmed mean despite the fact the robust scheme of [135] is an

uncompressed scheme and uses a more complicated aggregation rules.

4000 —:—- Numbner of Byzantine nodes=5 —:=- Numbner of Byzantine nodes=5
P Numbner of Byzantine nodes=10 40004 f e Numbner of Byzantine nodes=10
o 30001 —— Numbner of Byzantine nodes=20 " —— Numbner of Byzantine nodes=20
2 f —— No Byzantine 8 00 —— No Byzantine
i |
E’ 2000 Cch
E E 2000
2 e
= 1000 F 3000
0 = 0
5 50 100 50 75
iterations iterations
(a) Deterministic shift (b) Random Labeling

Figure 4.5: Training (cross entropy) loss for MNIST image. Different types of attack (a)
labels with deterministic shift (9 — label) (b) random labels. Plots show theresholding
scheme with different type of Byzantine attacks achieve similar convergence as ‘no
Byzantine’ setup.

Different Types of Attacks: In the previous paragraph we compared our scheme
with existing scheme with additive Gaussian noise as a form of Byzantine attack.
We also show convergence results with the following type of attacks, which are quite
common ([135]) in neural net training with digit recognition dataset [80]. (a) Random
label: the Byzantine worker machines randomly replaces the labels of the data, and (b)
Determanistic Shift: Byzantine workers in a deterministic manner replace the labels
y with 9 —y (0 becomes 9 , 9 becomes 0). In Figure 4.5 we show the convergence with

different numbers of Byzantine workers.

Large Number of Byzantine Workers: In Figures 4.6 and 4.7, we show the
convergence results that holds beyond the theoretical limit (as shown in Theorem 4.4
and 4.6) of the number of Byzantine servers in the regression problem and neural net
training. In Figure 4.6, for the regression problem, the Byzantine attack is additive
Gaussian noise as described before and our algorithm is robust up to 40%(a = .4) of

the workers being Byzantine. While training of the feed-forward neural network, we

122



apply a deterministic shift as the Byzantine attack, and the algorithm converges even
for 40%(a = .4) Byzantine workers.

Another ‘natural’ Byzantine attack would be when a Byzantine worker sends —eg
where 0 < € < 1 and g is the local gradient making the algorithm ‘ascent’ type.
We choose ¢ = 0.9 and show convergence for the regression problem for up to 40%

Byzantine workers, and for the neural network training for up to 33% Byzantine

workers in Figure 4.7.

—— # byzantine: 25% 30711 —— # Byzantine : 25%
—— # byzantine: 30% 300 " —— # Byzantine : 33%
—— # byzantine: 35% I‘| —— # Byzantine : 40%
—-— # byzantine: 40% 2501 |

i
© \\i\\'_\, 100 %
W \
5 AN s %
o T, o —
(a) Regression Problem (b) Training loss for ReLU net

Figure 4.6: Convergence for (a) regression problem (b) training (cross entropy) loss for

MNIST image. Plots show convergence beyond the theoretical bound on the number
of Byzantine machine.

# byzantine: 25%

! —-— # Byzantine : 25%
= # byzantine: 30% 400 : —— # Byzantine : 33%
# byzantine: 35% |

i

# byzantine: 40%

(a) Regression Problem (b) Training loss for ReL.U net
Figure 4.7: Convergence for (a) regression problem (b) training (cross entropy) loss

for MNIST image. Plots show convergence with an negative Byzantine attack of —e
times the local gradient with high number of Byzantine machines for ¢ = 0.9.

4.8 Conclusion and Future Direction

In this chapter, we address the problem of robust distributed optimization where

the worker machines send the compressed gradient to the central machine. We propose
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a first order optimization algorithm, and consider the settings of restricted as well as
arbitrary Byzantine machines. Moreover, we consider the setup where error feedback
is used to accelerate the learning process.

As a future work, it would be interesting to study the variance reduced type
algorithms in this setting. In [61], the authors have studied the variance reduced
gradient descent in the compressed setting. Applying similar technique with Byzantine
resilience can be nice extension of the present work. Also in the Federated setup, data
heterogeneity and data privacy are two very important aspect that we do not consider
in this chapter. In this chapter, we consider that each coordinate of the gradient is
distributed sub-exponentially as they are bounded. But these assumption can be
further relaxed and extended with gradient similarity type condition (see [69]). Here
worker machines send compressed gradient to the central machine, it would also be
interesting to employ differential privacy in addition to compression (in Chapter 3, we

achieved this).
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CHAPTER 5

COMMUNICATION EFFICIENT DISTRIBUTED
APPROXIMATE NEWTON METHOD

In this chapter, we propose and analyze a communication-efficient Newton-type
algorithm by employing compression. The most crucial and challenging part of this
work is in discerning the scope of compression in the second order optimization
method. We use DINGO [32] as the baseline second order algorithm and make it
communication-efficient by employing d-approximate compressors. As mentioned,
we handle one-round and two-round compression (settings 1 and 2 as described in
Chapter 1) both theoretically and experimentally. We show that with proper choice
of the step-size and hyper-parameters of the algorithm, we can achieve the same rate
of convergence as DINGO. We prove that the gradient norm decreases exponentially
over iterations of the algorithm. We also validate our results for regularized logistic
regression for binary classification on real datasets|22|. Also, we emphasize here that
when 6 = 1 (no compression), we recover the same convergence rate of DINGO[32].
Furthermore, in the regime where the compression factor § is constant (O(1)), with a
careful choice of learning rate, our rate of convergence matches (order-wise) to that
of DINGO. So we get compression for free in this parameter regime. Note that, as

illustrated in [71], 6 = ©(1) is usually observed in most practical applications.

Related Work
Distributed Second Order Optimization In the past few years, several dis-

tributed second order algorithms such as DANE [108|, INEXACTDANE and AIDE
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[99], DISCO [140] and GIANT [127] have been proposed and analyzed. These algo-
rithms requires convexity of the objective function (in addition to 2nd order oracle
access. Very recently, [102] and [32] alleviate these disadvantages. In [57], a nu-
merical linear algebra based sketching method has been developed to compute the
approximate Hessian. In this work, we deal with non-convex objective and emphasize

communication efficiency.

Gradient Compression In the works [118, 125, 7, 131, 6, 12|, communication
efficiency is achieved by coordinate-wise quantization of gradients and in [49], vector
quantization of gradients has been studied. Recently, gradient sparsification where
only top-k component of the d-dimensional gradient vector is communicated, have been
proposed in [62, 8, 3, 113|. In [71], the authors exploit the ‘error in compression’ as
feedback to improve convergence of first order optimization. Very recently, Byzantine
resilient communication efficient method have been analyzed in [13, 53|. Note that
all the compression techniques discussed here are only applicable for first order

optimization.

5.1 Background and Problem Statement

Our objective is to solve the following problem

min f(w) = min 1 Zfz(w), (5.1)

in a distributed environment with m worker machines, where each machine has

local access to the ith loss function f;. We assume that the worker machines can

communicate to the central machine, but can not interact among themselves. This is a

commonly used distributed setup particularly in applications like Federated Learning,

large scale neural net training etc. We assume that ith worker machine has n i.i.d
1

data points {x;;}7_;, and hence fi(w) = > I(W;x;;), where I(w;x; ;) is the

T n
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loss associated with jth data point x; ;. Classically, we use the second order Newton

method for convex optimization, and the update is given by,

W1 = Wi + aupy where py = —[V2f(w,)] 7'V f(wy) (5.2)

where «; is the step size. Here we provide a communication efficient Newton type
algorithm in distributed setup. We use the recently proposed and popular second

order distributed optimization algorithm called DINGO [32].

Notation The Moore-Penrose Inverse of any matrix H is denoted by H'. For
vectors X,y € R? by [x,y] we denote the line {(1 —#)x + ty|0 <t < 1}. Also for the

purpose of our algorithm we use the following definitions:

git = sz‘(Wt) H;; = szi(wt)

g =Vf(w) H,=V’f(wy),

~ H, gi,
H,=| | er¥™ g, =|"|er®, (5.3)

’ ol 0

where ¢ > 0 and 0 € R? is the all zero vector.
We conclude this section with the set of assumptions required for the analysis

presented in the subsequent sections.

Assumption 5.1 (Twice Differentiablity). For all i € [m], the local loss functions f;

are twice differentiable.

Assumption 5.2 (Moral Smoothness). For all iteration t, there exists a constant

L > 0 such that, for all w € [wy, w, + py|, where p, is the update direction we have

IV2f(wW)V f(w) = VEf(wo) Vf(we)|| < Lilw — wil|.
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Note that this is a weaker assumption than the Lipschitz-ness of both gradient
and Hessian, typically used in related literature [102, 32|. The assumption requires
the gradient and Hessian to be Lipschitz continuous on the piece-wise linear path of
the update direction. In [32, 102|, more detailed discussion on this can be found. As

shown in [32], we have the following useful lemma.

Lemma 5.1. Let x,z € R, 3 € (0,00),L € [0,00) and f : R — R be differentiable

and suppose y € [x,7]. If [V f(y) = V)|l < Llly — x||?, then,

F(¥) < )+ (y —x, V) + ﬁuy ——

Following the Assumptions 5.1, 5.2, Lemma 5.1 with § = 1 and using the fact
V(3IVf(w)|[?) = V2f(w)V f(w), we obtain

IVFw)I* < IV F(Wo)ll* + (W — we, VA (W) V f (W)

+ Lllw — wy|?, (5.4)

for all w € [w;, w; + p;] and all iteration t.

Assumption 5.3. For all i € [m] there exists constants v; € (0,00) such that

L) < .

Assumption 5.4. For alli € [m] there exists constants 7; € (0,00) such that ||H; || <

Ti -

Assumptions 5.3,5.4 characterize the spectrum of the Hessian and its pseudo-inverse.
Assumption 5.4 implies that each local Hessian has largest singular value uniformly
bounded for all iterates. Also, Assumption 5.3 deals with the smallest singular value
of the Hessian. If the function is strongly convex, then the smallest singular value

of the Hessian is always positive. But in more general sense, the Hessian is always
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positive definite in its own range space [102]. In the following assumption, we state

the more general form of the Assumption 5.3.

Assumption 5.5. There exists an constant 5 € (0,00) such that for all iteration t

we have |Hyp|| > B|p|| where p is in the range space of H; i,e p € R(H,).
Also an assumption similar to below appear in [32].
Assumption 5.6. There exists a constant n; such that ||(I:IZt)TQ(Htgt)H > nillgell-

Observe that the assumption is dependent on the compression Q. In Lemma 5.3,
we justify this assumption by providing a proper value to ;.
The next assumption is basically a restatement of Pythagoras theorem, the proof

of which can be found in [102].

Assumption 5.7. There exists a constant v € (0,1) such that

1—v

TV < —=[(ULVF(W)I*,

for all w € R?, where U and Ut are the orthonormal basis for the range space of

Hessian and its orthogonal complement.
Using Assumption 5.7, we infer that ||V f(w)||* < 1[|[(ULV f(w)]||? for all w € R%.

Lemma 5.2. If Q is a §-compressor on set S € R? as defined in definition 4.4 then
Q)| = (1 - v1-2d)|x| (5.5)

for allx € S and § € [0,1].

129



Proof. For a d-compressor Q, we have

1Q(x) —x[| > [[[Q)[| — [[x[[| = Q)| — [Ix]|
and we also have
1Q(x) — x| > [[Ix]| = Q) I] > Q)] + [Ix]]

So

QG = [lx[| — Q) — ]|
> |Ix|| — v1— 4|l (Using the definition 4.4)
= (1= v1I=9)x|

]

Lemma 5.3. Under the Assumptions 5.4, 5.5 and 5.7, Assumption 5.6 holds with

= B(1— V1= 0)(———)"2,

T? + ¢?

where ¢ is described in 5.8 and § is the compression factor.

Proof. Proof of lemma 5.3: In this proof of lemma 5.3 we are going to validate the
assumption 5.6. The positive definite matrix ﬂthI:Izt has eigenvalue at most 77 + ¢2.

So we have

1

() Q(H,g)|* = Q(H,g,) " (HI H,,) ' Q(H,g:) > 21

|Q(H,g,) |
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Now we can bound the ||Q(H,g;)|| the following way

[Q(H:g:)|| > (1 — V1 —0)||Hsg:ll by equation 5.5

Now assume that U and U+ are the ortho-normal basis and the orthogonal complement

for g;. Now we can say

IH,(U"U + (UH)"UY)g| > [H,U" Ug |
> B||[UTUg|| Using assumption 5.5

> BVl Using assumption 5.7

Finally we have

v
T2 + ¢?

I(HT)TQ g | > (1 — V1= 3)(

)2l

5.2 One Round Compression

In this section, we propose and analyze an algorithm for the communication
efficient second order optimization. It is formally written in Algorithm 3. The
algorithm works mainly on the estimation of the gradient in the first round and
the estimation of the update direction on the next. In this section, we assume
that the worker machines do not compress the local gradients in the first round,
e, Qi(x) = x for all x, in Algorithm 3. So, the central machine computes the
full gradient g, = % >, it after receiving the local gradients. Next the central
machine broadcasts the gradient g; and each worker machine computes the following
(compressed) vectors Q(H; 1g;), Q(H;tgt), Q(I:II’tgt). Update direction p; and step-

size a are computed based on these vectors. The iterated update w; 1 = w; + ap;
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is then performed based on the three cases (Algorithm 3). The constant G in the

algorithm is 0]|g;||*>. We now give results on the three cases of the algorithm. For
shorthand, we define v = = %™ 4, and 7 = L 3" | 7;, which are used in the results

of this and subsequent sections.

Case 1l If

1 m
( Z H g:), Q(Hig:)) > 0|’ (5.6)

then the update is p; = % > o, Piy where p;; = —Q(H;tgt) and set @ < Lv(Hi/m)Q [0(17_”) —

(1—0++V1—-0)7].
Theorem 5.4. Under the Assumptions 5.1, 5.2, 5.8 and 5.4, if we run Algorithm 3

we have

lgeall* < (1 —2p00)]g:l*. (5.7)

Proof. Proof of Theorem 5.4 Following from the equation 5.4 and with update

W11 = Wy + ap; we have
lgel® < llgell* + 2a(pr, Higr) + La? || pe|? (5.8)

First we are going to compute the bound on p; where p, = =+ > Q(H! tgt)

1 m
[pell = ||EZ Q(H], gl
=1

1 m
< o Z(l +v1-— 5)||Hz,tgt|| ( Definition of compressor)
i=1
1 m
< ooy Z(l + V1 —6)villgll Form assumption 5.3
i=1
1 m

= (1+V1-=9)[el <EZ%:7)
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Now we control the cross product term

<Pt,Htgt = pt, ZQ ztgt Pt, ZHztgt__ZQ ztgt (5-9)

(. [
-~ -~

Terml Term?2

Now the Term 1 can be bounded by the condition 5.6

m m m

(e~ 37 QHug) = (— " Q] 80, >~ QHug)) <~

i=1 =1 =1

We bound the Term 2

Pt, ZHztgt - —ZQ ztgt

< HptHHE ZHi,tgt - Q(Hz’,tgt)H
i=1

1 m
< ||pt||<E Z; V1 —6||H;g:l]) (0 — compressor)
1 & '
< ||Pt||(% Z V1—07igll) (Assumption 5.4)
1 & i
EZ (14+V1—=08)y)(— Z\/1 — o)1z ? (Assumption 5.3)
i=1 i=1
1 m
<(1- 1-— 2 - =
< (154 V=3l (2=

Now we use the bound of Term 1 and Term 2 and put it in equation 5.9

(P, Hige) < (=0 + (1 -0+ V1 - 5)77)HgtH2

Collecting all the terms and plugging in equation 5.8, we have

lgeall® < llgel* +20(=0+ (1 = 6 + V1 = 0)y7) lgell* + Lay*(1 + V1 — 6)*lge”
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< |lgell® +20(—0+ (1 =6 + V1 - )w+—(1+vl— DRI

< (1= 2ap0)|/g:l*

where (1 —p) = (1 =0+ V1 —0)y7 + chyz (1++/1 — )% Simplifying it we get

_ 1 0(l—p) 4 _ o
a_[/y(l—i-my[ > (1=0++V1-=20)7]

]

Remark 5.1. Note that we achieve an exponential convergence even for non-
convex functions. When O is a constant, our algorithm enjoys the same order of

convergence with compression as in [71]. So, we get the compression for free.

Remark 5.2. Case 1 is often satisfied if we choose the value of the hyper-parameter

0 ~ ~1 and a constant 6. Erperimentally we find that it to be the most frequent case.

Case 2 If
1 - )
E Z ztgt Q(Hig:)) > 0l (5.10)

. m i ~ 2
then the updateis p, = = > | p;, where p;; = —Q(H;tgt) and set v < mw(l—

p) — (1 =6+ +/1-4)7]. Here, (from the construction) we assume
IHL || < 1/9. (5.11)

Theorem 5.5. Under the Assumptions 5.1,5.2, 5.4 and condition (5.11), if we run

Algorithm 3 we have

lgeall? < (1= 2006) g (5.12)
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Proof. Proof of Theorem 5.5 Similarly to the proof of 5.4, we bound the term p; for

the case 2 where p; = —+ el SR Q(H tgt)

1~ ot -
lpell = 11— Z Q(HI, &)l
< — Z (14++v1-— )||Hztgt|| (0- Compressor)
< —Z(1+v1 _5)q_b||gt” (From equation 5.11)
m
i=1

- <1+¢1—6>%ngtn

Now we control the dot product term

m

(. s (.

1 m
<Pt, Htgt pt, — Z H, tgt Pt, Z Hztgt - Z Q 1tgt (5-13)

Terml Term?

Now the Term 1 can be bounded by the condition 5.10

m m

(Pt, — Z H;.g:)) = Z Ztgt Z Q(Hi.g)) < —0lg:I?
i=1

=1 =1

We bound the Term 2

pt> ZHztgt__ZQ ztgt
< ||Pt|| ||E ; Hi,tgt - E ; Q(Hi,tgt)H
1 m
< “ptH(E Z v1-—67illgd) (0- Compressor)

< (1 VT=0) 6 VT nlsl?

= (1= 0+ VI=0) Sl (> m=1
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So we have the following bound for equation 5.13

(P, Hige) = (=0 + (1 =0+ V1-9)~ )”gtH2

Collecting all the terms and plugging in equation 5.8, we have

lgell” < llgell* +20(=0+ (1 = 0+ V1 =) )lgell” + La*((1 + V1 - 6)— )HgH2

+ Lo((1+ V1 —=0)

%I\\

= llgll +2a(—0+ (1 -0+ V1-6)— ))HgtH?

-1 2

20?
< (1 —2ap0) | gl

here (1 — p) = (1 =0 + V1 —-0)5 + La((1 + V1 -6) 2(}52) We get the following

2¢* — T
o= <<1+\/1T)[<1_p)_(1_6+ 1_5)5]

]

Remark 5.3. We resort to case 2 if the condition for case 1 is not satisfied. We
observe the similar exponential convergence. The convergence rate here depends on
the choice of ¢ which is the spectral upper bound of H. In our experiments, we did

not encounter this case.

Case 3 When the conditions for case 1 and case 2 are not satisfied, the central

machine broadcasts Q(H,g;) and solve the following optimization problem locally:

argmianﬁi,tp + &)

such that (p, Q(H,g,)) < —0]|g:|*. (5.14)
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Proposition 5.6. The solution to the optimization problem (5.14) is

f’i,t = —I:I;r,tgt - Ai,t(ﬂftﬂi7t)_lQ(Htét)
0l&l* - (Q(Htgt))Tﬂftét
(Q(Htgt)) (Hth zt) 1Q(Htgt)

where \;; =

In Algorithm 3, we use p;; (to get the direction p;), which is defined as: p;; =
Q(p;) and set a < W(Q(l —p)—(2v/1 = dcr)), where ¢ = % 221(%(2+%>)

Theorem 5.7. Suppose Assumptions 5.1,5.6 and Lemma 5.3 hold. Then, Algorithm
3 yields

lge+1l” < (1 = 2pad)|g:]|*. (5.15)

Proof. Proof of Theorem 5.7 The update here is p; = % Yo, Pit where

0llg:l> — (Q(H,g:)) " H] &
(Q(H,g:))" (HT,H;,) ' Q(H,g,)
(5.16)

Pit = —Q(f{j,tgt — )\i,t(I:Ig:tI:Ii,QilQ(Htgt)) where \;; =

First we bound p;

1 m
Ipel| = I|E;pm||
1 m
_Z Pl
m
=1

< (1 +V1+9 Z ||Hz tgt zt HZ tHzt) 1Q(Htgt>||

IN

< (L+VT+06)— > (1] &l + (A (] H:,) ' Q(Hog)[])
=1

1
m
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Now we use the fact that (Q(Htgt))T(I:IZtI:IM)*lQ(Htgt) = ||(I:IZt)TQ(H,5gt)||2 and

bound the following term

12 (HEH, )7 O(Hugy) |
0ll:|* — (Q(Hig)) HI &
(Q(Hig:))T (H] H,;) ' O(Hyg:)
0llg:l|* — (Q<Htgt))TI:I;r,tgt
I(HY,) Q(Hig:)| 2
0llg:l|” — (Q(Htgt))THTtgt I ”( t“”(ﬁT)i,t)TQ(Htgt)H
I(H,)TQ(Heg) | I(H,)TQ(Heg)|
_ Ollsll? 1(Q (Htgt))THztgtH)
I(Hi)1Q( gl [I(H,) Q(Hg)|
I&://1HE,) T Q(Hegy) I

gl + : )
1 |
i HH;{t)TQ(Htgt)HH

(L H )~ Q(Hug) |

= I (H, (H)) O(Hig) |

<l

VAN

—~

IN

0
—)lle:ll

%

IA

Sl &l ol

—_
+

(
Also we can say that
L 1
1H] 8| < q—b\lgtll
Finally we can bound

" 1
Ipell < (1 +V1+9) Z 5 —Dligell = (1 +v1—=0)[lell

EIH

1 1 0
where ¢ = =377 (5(2+ ;7))
Now we take care of the cross product term. Assume that p,; is the uncompressed

vector of the p;; , i,e piy = Q(ﬁi,t) and p; = % 221 Pit
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<pt7 Htgt>
= (Pt — Dt Higs) + (P, Higr)
= (pt — Pt Hig:) + (D1, Hegr — Q(Higt)) + (P, Q(H,g:))

< 1P — Pell[Huge]l + [/l Hige — Q(Hig) || — 0]l

1 & 1 & 1 & 1 &
=1 > (P — pid)lll— > Higll + I sz’,tHHE > (Hiug — Q(Hiug)l| — 0llg:”
=1 =1 1

i=1 = = =
m

> mled® — blle’

=1

= (=0 +2(V1—d)er)|ge]*

<2(V1—=9)c(

3=

Collecting all the terms and plugging in equation 5.8, we have

lgeall” < llgell” + 20(=0 + 2(V1 = 0)er)llgel|* + Lac*(1+ V1 = 6)*[lge]l”

= (1 —20p0)]|g*

where 6(1 — p) = (2v/1 = 0)cr) + s La(l + V1 —0)*c* , we get bound on a

2

a= 1TV (0(1—p) — (2V1 —dcT))

]

Remark 5.4. Note that, although we retain the same exponential rate of con-
vergence, case 3 is not ideal both in terms of convergence rate and communication
as it requires one more round of communication between the central and the worker
machines. Fortunately, this case occurs rarely in practical situation (as we observe

experimentally in Section 6.5).
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Algorithm 3

1: Input: Initial iterate wy € R? , gradient tolerance ¢ > 0, Maximum iteration 7T,

parameter p € [0, 1], parameter # > 0 and regularization parameter ¢ > 0 and
Compressors Q, Qq

2: fort=0,1,..., 7T —1do

3:  All worker i € [m] locally compute and compress Q;(g;+) and communicate it
to the central server
4:  Central machine compute full gradient g, = % Yo Qi(git)
5. if ||g|| < £ then
6: return w;
7. else
8: The central machine broadcasts g; and in parallel each worker computes using
compression scheme Q(H;:8;), Q(sztgt), Q(Hz’tgt)
9: Central machine computes Q(Hig,) = 37" O(H;8,), Q(Hltgt),
% Z?il Q(Hz,tgt) and % Z:il Q(H;tgt) 3
10: if (Case 1) (13" O(H],g), Q(H,8,)) > G then
L1 Pt = 7 > _iey Piy With py; = —Q(H;r,tgt) .
12: else if (Case 2) (L S O(H],g&), Q(H,8)) > G then
13: p: = % Yo Piy with p;, = —Q(Hj,tgt)
14: else
15: The central machine broadcasts Q(H;g;) and all the worker solve in parallel
Pit = Q(—fﬂ,té;t - Ai,t(I:IZtI:Ii,t>_1Q(Htgt))
0l&:? — (Q(H.g,)) HI &
where \;; = - = -
(Q(H:g:))" (H; Hi )1 Q(H,g8:)
16: Compress and send p; ;. The central machine computes p; = % Yo Pit
17: end if
18: The central machine sets the value of a according to text and updates
Wil = Wy + apy
19:  end if
20: end for

So far, we let the worker machines send uncompressed local gradients and only

compress the second round. Hence, with one round compression we do not gain savings

in communication order-wise. In the subsequent section, we remove this issue by

employing compression in both gradient and Hessian based computation.
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5.3 Two Round Compression

Here, we use compression in both rounds of communication with the central
machine. In particular, the worker machines use a J-approximate compressor to
compress the gradient. Hence, each worker machine sends Q;(g;;) to the central
machine (Algorithm 3). The central machine then computes g, = = >, Q;(g;,) and
broadcasts it. Next, the updates are done similar to the one round compression. Here,
for simplicity we choose the same compression factor ¢ for both rounds, i.e., @1 = Q.
Also, we choose G = 05" |Q(gi.)||?. Similar to Section 5.2, we analyze case by

case basis.

Case 1l If

m

()" QH &), Q&) 2 6= > QeI (5:17)

m <
i=1
. . 1 m . "' A
then the update is p; = ;- > " | pi,y where p;; = —Q(H; ,8;) and set

2
<
¢ = aly?(1++/1—9)

(01— p) = VT= 31+ VI=8)r(— =)

Theorem 5.8. Under Assumptions 5.1,5.2,5.3 and 5.4, if we run Algorithm 3, we

obtain
||gt+1||2 <(1—-2paf(1—v1- 5)2)||gt||2. (5-18)

Proof. Proof of Theorem 5.8 Here the update is
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where gr = L 3> O(g;;). The update is done under the condition

] — 1 & . 1
<E; ztgt EZ ztgt»Z@E;HQ(gi,t)H

For the purpose of the convergence analysis we make the following calculation

1 m 1 m
m Z ||Q<gz‘,t)||2 >(1-v1- 5)2E Z Hgi,tH2
i=1 i=1

1 m
> (1= VI= P Y el
= (1= VT=9p el

Now we bound the update

1 m
== H! ¢ Equation 5.5
el Hm ; Q(H, &)l (Equation 5.5)
1 m
< — 14+v1—4)|H,g 5_C
< m;( + JIHG &l ( Ompressor)
1 m
< — 1++vV1—=0)y]e A tion 5.3
= ;( + )il & (Assumption 5.3)

<1+ vi=d)ylel

The cross product term is

(pe, Higi) = (pr, Hige — Q(H8:)) + (pr, Q(Higy))

. 1 &
< (pt, Higy — Q(Hi8:)) — 9% ; 1Q(g:)ll

Now we bound the first term as follows

<pt7Htgt - Q(Htgt» < ||pt||||Htgt - Q(Htgt)H
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= ||p:||[|Hege — Hegy + Hyg — Q(H,E,)||
< ||pt||<||Htgt - Ht@t” + ||Ht§t - Q(Htgt)H)

< Ipell (IHe[llge — &:ll + V1 — | He[[|g:]])
ol .
<VI=0(1+VT=0nr(lgl— > llgill + &)
i=1

We further bound

/\

RS
||gt||E;||gi,t||_ angztn \/— Zuggmn

IN

IR
I——ME 121 1Q(gi)l

Also
PR I
& SEZHQ(&JH
=1

Assume G = L3 Qg

1—v2—-96, ~
H,g, — O(H <V1I-6(1++V1 ——)G
<pt7 t8¢ Q( tgt)> ( + )77—(1 . m)
Collecting all we have and
V2—-96

lgei1? < llgel|* + 20(=0G + V1 = 6(1+ V1~ )VT(ﬁ)G) +a? L1+ V1 -0)’C

~ 1-vV2—-96, ~ oaly?
= 2 200G + 2a(V1 — (1 1—-6 G
HgtH a + O‘(\/ ( + \/ )77—(1 _ m) + 2

(14+V1—-6)%G)

< |lgll* = 2a0pG

< (1 —2a0p(1 — V1 —6)?)|gll?
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Remark 5.5. Compared to the case 1 of one round compression (Theorem 5.4),
the convergence rate here suffers due to the compressed gradient information. But the
exponential decay still retains. For compression factor 6 = ©(1) (constant), we do not

lose order-wise performance compared to DINGO.

Remark 5.6. Remarkably, the communication cost here is extremely low as com-
pared the one round compression (as we see in experiments as well). Here both rounds

of commumnication from workers to the central machine are compressed.

Case 2 If
1 & ~y . 1 &
(— ; Q(H] &), Q(Hig)) > 0— ; 19(g50)11* (5.20)

then the update is p; = % > Pit where p;; = —Q(f{j,tgt) and set

o< 2¢° < (01— p) — VI 8(1+ VI—p) (1 v2=0

= aL(1+V1—0) PirE——

Theorem 5.9. Under the assumption 5.1,5.2, 5.4 and equation (5.11), if we run

Algorithm, 3 we obtain
Ige]® < (1 —2pab(1 — V1 —6)%) gl (5.21)

Proof. Proof of Theorem 5.9

Here the update is

The update is done under the condition

1S o ) 1 &
(> QH]&). QH.g)) > 0 ; 19(gi0)|1?

m <
=1
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First we bound the update term

1 & L
Pl = ”E Z QH! &)l
=1
(
1 -
< =N "14V1-9)|H g
_m; + JIH; 8l
1.
§<1+\/1_5)$Hgt”

Now we take care of the cross-product term with G = LS Q(gi)l?

(e, Higi) = (ps, Hige — Q(HL8:)) + (pr, Q(H:8:))

< (p:, Hig: — Q(H;8:)) — 0G
Along with the previous calculation we can calculate

) T el = .
(pr, Hyge — Q(Hy8)) < V1—06(1+vV1— 5)—||gt||(||gt||a > llgiell + &)
=1

o
< VI=501+ \/Ta)g(—i - \/—i_:g)é

Collecting all the terms we get

g < ]+ 20(=0G + VT =301+ VT=0) S 2= E2)G) 4 atL (1 VIS OPG
— gl = 206G + 2a(vT=8(1 + VI = 5)%(1:—¢_ ”f:g)é + %(1 VT80

< ||gt||2 - 2046Pé

< (1—2a8p(1 — V1—0)*)|lgl?
With the condition

(1 —p)>V1-96(1+v1— 5)%(1:—\/_ 'i:g) + %(1 +V1-6)?)
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We have value of «

2¢° T, 1—+v2-9
agaL(l+ﬂ)2(9(1_p)_V1_5(1+V1_5)5(1——1—5))

]

Remark 5.7. Similar to the situation of one round compression, we do not
encounter this case in simulation (Section 6.5). The study and analysis of this case is

mainly of theoretical importance.

Case 3 Note that, since we consider compressed gradient along with compression
local Hessian gradient product, acquiring the required theoretical guarantee seems
quite challenging. Hence we fall back to the one round compression scenario. The
local gradients are communicated without any compression and the follow the update
rule of Case 3 of one round compression. The convergence result of Theorem 5.7 holds

here too.

Remark 5.8. In Section 6.5, we implement this setting in experiments and observe
that this case never happens. Hence, case 3 in not a practical deterrent to the

convergence of Algorithm 3 with two round compression.

5.4 Experimental Result
In this section we provide experimental validation of Algorithm 3. For compression
we choose the following scheme: for any given vector x € R? the compressor outputs

Q(x) = H’;Hl sign(x) where sign(x) is the quantized vector and @ is the scaling factor.

We consider regularized logistic regression for binary classification defined as

1 1
in — log(1 —yixL —|lw|? 5.22
min ~log(1 + exp(—yx{ ) + 5[ w]| (5.22)
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—— DINGO —— DINGO
—— One Round Compression —— One Round Compression
—— Two Round Compression —— Two Round Compression
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04
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0.0

—— DINGO
0.06 —— One Round Compression
—— Two Round Compression

(¢) mushroom

Figure 5.1: Comparison of the convergence of DINGO and one and two round
compression methods in terms of ||g;|| (gradient norm) of regularized logistic regression
for binary classification data.

where {x;}7; € R? are data and {y;}7; € {—1,+1} are the corresponding labels.
We choose aba (number of training data, n = 6414 | dimension d = 123), mushroom
(training data, n = 8124, dimension d = 112) and wla (training data n = 2477, dimen-
sion d = 300), binary classification datasets from UCI repository [22] . We simulate
the distributed set up by partitioning the data into 10 different worker machines. In
Figure 5.1, we plot the norm of gradient (||g:||) to validate the optimization method
described in the theoretical analysis. We choose # = 0.01 as defined in Algorithm 3.
With this choice of the hyper-parameter, we find that for all the algorithms only case
1 occurs in all the iterations.

Figure 5.1 shows that even with compression, Algorithm 3 converges. We observe
that with a decrease in communication cost, the convergence gets slower. DINGO,

which has no compression (6 = 1) shows the fastest convergence and two round
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compression (with least communication cost) shows the slowest rate. One round
compression is in between them in terms of communication and convergence rate.
We also compare the performance of Algorithm 3 (two round compression) with
the compressed first order algorithm of [53] with identical learning rates. A threshold
of 0.02 on the gradient norm is set as stopping criterion. For the mushroom data [22],
we observe that Algorithm 3 communicates a total of 576 bits per machine, whereas
[53, Algorithm 1| requires 1008 bits. Hence, a total savings of 432 x m (m: number
of machines) or a savings of 43% in bits is achieved. However, for Algorithm 3, the
computation complexity at local machines are more than that of first order algorithm.

This can be seen as a complexity communication trade-off.

5.5 Conclusion and Future Direction

In this chapter, we address the problem of communication efficiency in distributed
second order optimization methods. We consider two different setups with compression
in one and two round of the update. A more interesting and challenging idea would
be to do one round of communication per iteration and applying compression on the
update. An obvious idea is to just use the local gradient and Hessian to compute
the update. For any iteration ¢, in the i-th worker machine, the local gradient and
Hessian are denoted by g;, and H;; respectively. All the worker machines can solve

the problem

arg min || Hi b + 8ol (5.23)
7,

such that (P;s, Higie) < —0gisl? (5.24)

For the purpose analysis, we would need a bound on H; ;g; + as it is used in the worker
machine instead of H;g; (global Hessian and gradient product). Such bound is too

strong. In general, Hessian and gradient dissimilarity bound is used separately but
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the bound on product is not used. A study on such condition for convergence analysis
is an interesting idea. Furthermore, Byzantine resilience on top of compression ( later
we study in Chapter 6 under more relaxed condition) in the non-convex setting would

be a good extension of this work.
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CHAPTER 6

DISTRIBUTED NEWTON CAN COMMUNICATE LESS
AND RESIST BYZANTINE WORKERS

In this chapter, we propose COMRADE, a distributed approximate Newton-type
algorithm that communicates less and is resilient to Byzantine workers. Specifically,
we consider a distributed setup with m worker machines and one center machine. The
goal is to minimize a regularized convex loss f : R — R, which is additive over the
available data points. Furthermore, we assume that « fraction of the worker machines
are Byzantine, where o € [0,1/2). We assume that Byzantine workers can send any
arbitrary values to the center machine. In addition, they may completely know the
learning algorithm and are allowed to collude with each other.

In our proposed algorithm, the worker machines communicate only once per it-
eration with the center machine. This is in sharp contrast with the state-of-the-art
distributed second order algorithms (like GIANT [127], DINGO (32|, Determinantal
Averaging [37]), which sequentially estimates functions of local gradients and Hessians
and communicate them with the center machine. In this way, they end up commu-
nicating twice per iteration with the center machine. We show that this sequential
estimation is redundant. Instead, in COMRADE, the worker machines only send
a d dimensional vector, the product of the inverse of local Hessian and the local
gradient. Via sketching arguments, we show that the empirical mean of the product
of local Hessian inverse and local gradient is close to the global Hessian inverse and
gradient product, and thus just sending the above-mentioned product is sufficient
to ensure convergence. Hence, in this way, we save O(d) bits of communication per

iteration. Furthermore, in Section 6.4, we argue that, in order to cut down further
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communication, the worker machines can even compress the local Hessian inverse and
gradient product. Specifically, we use a (generic) d-approximate compressor ([71]) for
this, and for Byzantine resilience, COMRADE employs a simple thresholding policy
on the norms of the local Hessian inverse and local gradient product.Since the norm
of the Hessian-inverse and gradient product determines the amount of movement for
Newton-type algorithms, this norm corresponds to a natural metric for identifying

and filtering out Byzantine workers.

Our Contributions: We propose a communication efficient Newton-type algorithm
that is robust to Byzantine worker machines. Our proposed algorithm, COMRADE
takes as input the local Hessian inverse and gradient product (or a compressed version
of it) from the worker machines, and performs a simple thresholding operation on
the norm of the said vector to discard 5 > « fraction of workers having largest norm
values. We prove the linear-quadratic rate of convergence of our proposed algorithm
for strongly convex loss functions. In particular, suppose there are m worker machines,
each containing s data points; and let A; = w; — w*, where w; is the ¢-th iterate of
COMRADE, and w* is the optimal model we want to estimate. In Theorem 2, we

show that
1
Al < max{w A w2 APy + (07 + a>\@

where {\Ifgi)}?zl are quantities dependent on several problem parameters. Notice that
the above implies a quadratic rate of convergence when ||A|| > 'Y /¥ Subse-
quently, when ||A;|| becomes sufficiently small, the above condition is violated and the
convergence slows down to a linear rate. The error-floor, which is O(1/4/s) comes from
the Byzantine resilience subroutine in conjunction with the simultaneous estimation
of Hessian and gradient. Furthermore, in Section 6.4, we consider worker machines

compressing the local Hessian inverse and gradient product via a d-approximate com-
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pressor [71], and show that the (order-wise) rate of convergence remain unchanged,
and the compression factor, o affects the constants only.

We experimentally validate our proposed algorithm, COMRADE, with several
benchmark data-sets. We consider several types of Byzantine attacks and observe that
COMRADE is robust against Byzantine worker machines, yielding better classification
accuracy compared to the existing state-of-the-art second order algorithms.

A major technical challenge of this paper is to approximate local gradient and
Hessian simultaneously in the presence of Byzantine workers. We use sketching, similar
to [127], along with the norm based Byzantine resilience technique. Using incoherence
(defined shortly) of the local Hessian along with concentration results originating from
uniform sampling, we obtain the simultaneous gradient and Hessian approximation.
Furthermore, ensuring at least one non-Byzantine machine gets trimmed at every

iteration of COMRADE, we control the influence of Byzantine workers.

Related Work: Second order Optimization: Second order optimization has received
a lot of attention in the recent years in the distributed setting owing to its attractive
convergence speed. The fundamentals of second order optimization is laid out in [109],
and an extension with better convergence rates is presented in [99]. Recently, in GIANT
[127] algorithm, each worker machine computes an approximate Newton direction in
each iteration and the center machine averages them to obtain a globally improved
approximate Newton direction. Furthermore, DINGO [32| generalizes second order
optimization beyond convex functions by extending the Newton-MR, [102] algorithm in
a distributed setting. Very recently, [37| proposes Determinantal averaging to correct
the inversion bias of the second order optimization. A slightly different line of work
([126], [57], [95]) uses Hessian sketching to solve a large-scale distributed learning
problems.

Byzantine Robust Optimization: In the seminal work of [?], a generic framework

of one shot median based robust learning has been proposed and analyzed in the
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distributed setting. The issue of Byzantine failure is tackled by grouping the servers
in batches and computing the median of batched servers in [27]| (the median of means
algorithm). Later in [135, 136], co-ordinate wise median, trimmed mean and iterative
filtering based algorithm have been proposed and optimal statistical error rate is
obtained. Also, [92, 33] consider adversaries may steer convergence to bad local
minimizers for non-convex optimization problems. Byzantine resilience with gradient

quantization has been addressed in the recent works of [13, 54].

Organization: In Section 6.2, we first analyze COMRADE with one round of com-
munication per iteration. We assume o = 0, and focus on the communication efficiency
aspect only. Subsequently, in Section 7.4, we make « # 0, thereby addressing commu-
nication efficiency and Byzantine resilience simultaneously. Further, in Section 6.4
we augment a compression scheme along with the setting of Section 7.4. Finally, in

Section 6.5, we validate our theoretical findings with experiments.

Notation: For a matrix X, we denote || X||2 denotes the operator norm, o,q.(X)
and 0,,;,(X) denote the maximum and minimum singular value. Throughout the
paper, we use C, C1, ¢, c; to denote positive universal constants, whose value changes

with instances.

6.1 Problem Formulation
We begin with the standard statistical learning framework for empirical risk

minimization, where the objective is to minimize the following loss function:
RS T A 2
flw) = EZ@(W xj) + S Iwll, (6.1)
=1

where, the loss functions ¢; : R — R, j € [n] are convez, twice differentiable and smooth.

Moreover, X;,Xs, ..., %, € R? denote the input feature vectors and vy, ya, ...,y € R
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denote the corresponding responses. Furthermore, we assume that the function f is
strongly convex, implying the existence of a unique minimizer of (6.1). We denote this
minimizer by w*. Note that the response {y;}"_, is captured by the corresponding
loss function {;}7_;. Some examples of /; are

1
logistic loss: £;(z;) = log(1 — exp(—z;y;)), squared loss: /;(z;) = 5(,2] —y;)?

We consider the framework of distributed optimization with m worker machines,
where the feature vectors and the loss functions (xi, /1), ..., (x,,{,) are partitioned
homogeneously among them. Furthermore, we assume that « fraction of the worker
machines are Byzantine for some a < % The Byzantine machines, by nature, may
send any arbitrary values to the center machine. Moreover, they can even collude
with each other and plan malicious attacks with complete information of the learning

algorithm.

6.2 COMRADE Can Communicate Less

We first present the Newton-type learning algorithm, namely COMRADE without
any Byzantine workers, i.e., o = 0. It is formally given in Algorithm 4 (with 5 = 0).
In each iteration of our algorithm, every worker machine computes the local Hessian
and local gradient and sends the local second order update (which is the product of
the inverse of the local Hessian and local gradient) to the center machine. The center
machine aggregates the updates from the worker machines by averaging them and
updates the model parameter w. Later the center machine broadcast the parameter
w to all the worker machines.

In any iteration ¢, a standard Newton algorithm requires the computation of exact

Hessian (H;) and gradient (g;) of the loss function which can be written as
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Ly 1

In a distributed set up, the exact Hessian (H;) and gradient (g;) can be computed in
parallel in the following manner. In each iteration, the center machine ‘broadcasts’
the model parameter w; to the worker machines and each worker machine computes
its own local gradient and Hessian. Then the center machine can compute the exact
gradient and exact Hessian by averaging the the local gradient vectors and local Hessian
matrices. But for each worker machine the per iteration communication complexity
is O(d) for the gradient computation and O(d?) for the Hessian computation. Using
Algorithm 4, we reduce the communication cost to only O(d) per iteration, which is
the same as the first order methods.

Each worker machine possess s samples drawn uniformly from {(x1, ¢1), (x2,02), ..., (Xn, ln)}-

By S;, we denote the indices of the samples held by worker machine i. At any iteration

t, the worker machine computes the local Hessian H;; and local gradient g;, as

gt = % EZSZ e (W, x)%x; + Iy, H;, = % % E;-/ (w, x;)x;x; + AL (6.3)
It is evident from the uniform sampling that E[g;:] = g: and E[H;;] = H;. The
update direction from the worker machine is defined as p;; = (H;;)~'g; ;. Each worker
machine requires O(sd?) operations to compute the Hessian matrix H;; and O(d?)
operations to invert the matrix. In practice, the computational cost can be reduced by
employing conjugate gradient method. The center machine computes the parameter
update direction py = £ 3" Py ;.
We show that given large enough sample in each worker machine (s is large) and

with incoherent data points (the information is spread out and not concentrated to
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Algorithm 4 COMmunication-efficient and Robust Approximate Distributed nEwton
(COMRADE)

1: Input: Step size ~, parameter 5 > 0

2: Initialize: Initial iterate w, € R?

3: fort=0,1,...,7 —1do

4 Central machine: broadcasts w;
for i € [m] do in parallel

5:  1-th worker machine:

e Non-Byzantine: Computes local gradient g;; and local Hessian H; ;; sends
pi: = (H;¢) 'gi, to the central machine,

e DByzantine: Generates x (arbitrary), and sends it to the center machine

end for
6: Center Machine:

e Sort the worker machines in a non decreasing order according to norm of
updates {p;+}/", from the local machines

e Return the indices of the first 1 — § fraction of machines as 4,
e Approximate Newton Update direction : p; = ITIA > icu, Pit
e Update model parameter: w1 = w; — YP;.

7. end for

a small number of sample data points), the local Hessian H;; is close to the global
Hessian H, in spectral norm, and the local gradient g;, is close to the global gradient
g;. Subsequently, we prove that the empirical average of the local updates acts as a

good proxy for the global Newton update and achieves good convergence guarantee.

6.2.1 Theoretical Guarantee

Matrix Sketching: Here we briefly discuss the matrix sketching that is broadly
used in the context of randomized linear algebra. For any matrix A € R™*? the
sketched matrix Z € R**? is defined as ST A where S € R™*¢ is the sketching matrix
(typically s < n). Based on the scope and basis of the application, the sketched matrix
is constructed by taking linear combination of the rows of matrix which is known as

random projection or by sampling and scaling a subset of the rows of the matrix which
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is known as random sampling. The sketching is done to get a smaller representation
of the original matrix to reduce computational cost.
Here we consider a uniform row sampling scheme. The matrix Z is formed by

sampling and scaling rows of the matrix A. Each row of the matrix A is sampled

1
NG

with probability p = % and scaled by multiplying with

where z; is the i-th row matrix Z and a; is the j th row of the matrix A. Consequently
the sketching matrix S has one non-zero entry in each column.

We define the matrix A = [a],...,a]] € R¥”" where a; = | /¢/(Ww'x;)x;. So
the exact Hessian in equation (6.2) is H, = A A, + AL Assume that S; is the set of

features that are held by the ith worker machine. So the local Hessian is
1 1" T T 1 T
Hi = D O(wxj)xx] + M = CALAG L
JES;

where A;; € R**? and the row of the matrix A, is indexed by S;. Also we define B; =
[by,...,b,] € R where b; = £(w'x;)x;. So the exact gradient in equation (6.2) is

g = %Btl + Aw; and the local gradient is

1 1
git = g ;: g;(wsz)xl + Aw, = gBi,tl + AWy,

where B;; is the matrix with column indexed by S;. If {S;}7, are the sketching

matrices then the local Hessian and gradient can be expressed as
1
H;; = A/S;S/A] + I gi: = —BS;S/ 1+ \w. (6.4)
n

With the help of sketching idea later we show that the local hessian and gradient are

close to the exact hessian and gradient.
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The Quadratic function For the purpose of analysis we define an auxiliary

quadratic function

1 1
o(p) = 5p Hp —g/p = 5p (A A+ M)p — g/ p. (6.5)

The optimal solution to the above function is
p* = argmin ¢(p) = H; 'g, = (A] A, + )" 'g,,

which is also the optimal direction of the global Newton update. In this work we

consider the local and global (approximate ) Newton direction to be
1 m
pi = (ATS;S/A+ M) 'gis, Pr=— Y Dir
Pit = ( A+ D) gy, D mizlp,t

respectively. And it can be easily verified that each local update p;; is optimal solution

to the following quadratic function
~ 1
0ir(p) = 5P (A'S;S] A+ M)p — g/ p. (6.6)

In our convergence analysis we show that value of the quadratic function in (6.5) with
value p; is close to the optimal value.

Singular Value Decomposition (SVD) For any matrix A € R"*¢ with rank
r, the singular value decomposition is defined as A = UXV' where U,V are n x r
and d x r column orthogonal matrices respectively and 3 is a r X r diagonal matrix
with diagonal entries {oy,...0,.}. If A is a symmetric positive semi-definite matrix
then U = V.

We define the matrix A = [a],...,a]] € R where a; = ,/¢/(W'x;)x;. So

the exact Hessian in equation (6.2) is H; = %AtTAt + AL Also we define B; =
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[by,...,b,] € R where b; = ¢(w?x;)x;. So the exact gradient in equation (6.2) is

g — %Btl + )\Wt

Definition 6.1 (Coherence of a Matrix). Let A € R™*? be any matriz with u € R™*4
being its orthonormal basis (the left singular vectors). The row coherence of the matriz

A is defined as ji(A) = 5 max; |u||” € [1,2], where w; is the ith row of u.

Remark 6.1. If the coherence of A, is small, it can be shown that the Hessian
matriz can be approrimated well via selecting a subset of rows. Note that this is a

fairly common to use coherence condition as an approximation tool (see [38, 39, 88])

In the following, we assume that the Hessian matrix is L-Lipschitz (see definition
below), which is a standard assumption for the analysis of the second order method

for general smooth loss function (as seen in [127],[37]).

Assumption 6.1. The Hessian matrix of the loss function f is L-Lipschitz continuous

e [V2f(w) = V2f(W)[l, < Lw —w'].

In the following theorem, we provide the convergence rate of COMRADE (with
a = =0) in the terms of A; = w;, — w*. Also, we define r; = 0,0, (Hy) /0 min(Hy)
as the condition number of H;, and hence x; > 1.
Theorem 6.1. Let p € [1,%} be the coherence of Ay . Suppose v = 1 and s >

3ud

2 log %1 for some n,p € (0,1). Under Assumption 6.1 , with probability exceeding

1 — p, we obtain

2 I ) 2¢
A < max{y/r(-——S) A, — = 11A e
Al < {\/T@)” Gy A

-
whereC:V(\/ier%), V= OM—TAM% <1, and

1 1 m 1
€=1— 0 o) (14, IQIH(F))\/;miaX b - (6.7)
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Lemma 6.2 (McDiarmid’s Inequality). Let X = Xi,...,X,, be m independent
random variables taking values from some set A, and assume that f : A™ — R satisfies

the following condition (bounded differences ):
sup | f(xi, @i @) = f(@ BT S

for alli € {1,...,m}. Then for any e > 0 we have

PLf(X1s.. X)) —BLf (X, .., Xo)] > €] < exp (—%) .

The property described in the following Lemma 6.3 is a very useful result for

uniform row sampling sketching matrix.

Lemma 6.3 (Lemma 8 [127]). Let n,0 € (0,1) be a fived parameter and r = rank(A;)
and U € R™" be the orthonormal bases of the matriz A;. Let {S;}™, be sketching

matrices and S = \/—%[Sl, .Sy € R s With probability 1 — § the following holds

|UTS,S]U-1||,<n Vie[n] and |U'SSTU-I||,< .

vm

Lemma 6.4. Let S € R"*® be any uniform sampling sketching matrix, then for any

matriz B = [by, ..., b,] € R>™ with probability 1 — § for any § > 0 we have,

1 e 1 1. N
— — < — — .
HnBSS 1 nBlH <1+ 21n(5))\/;m?x||bz||,

where 1 1s all ones vector.

Proof. The vector B1 is the sum of column of the matrix B and BSST1 is the sum of

uniformly sampled and scaled column of the matrix B where the scaling factor is \/%
. 1 . N . . T4 1
with p = 2. If (i1, ..., s) is the set of sampled indices then BSS'1 =%, ., . —by.
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Define the function f(i1,...,is) = [[BSST1 — 2B1||. Now consider a sampled set
(1,...,%,...,1s) with only one item (column) replaced then the bounded difference

is

A: |f(i1,...,’ij,...,’i3)—f(il,...,’ij/,...,is)‘

1,1 1 2
= |=[[—=by — —Dby,||| < — max ||by|.
n sp ’ Sp S i
Now we have the expectation

1 1 N — 1
E[||-BSS'1 — —B1||?| < — b;? == b; ||?
[||n - II]_SRQZ;II | Sm?XII |

1 1 1
— E[|-BSST1 - ~B1|[] < \/jmax b
n n S i
Using McDiarmid inequality (Lemma 6.2) we have

1 1 1
P[||-BSS"1 - —B1| > \/jmax ||| + ¢
n n S i

2t
< exp —oAZ)

Equating the probability with ¢ we have

Finally we have with probability 1 — §

11 /1
- _ = < - - 1.
|-BSST1— - B1| < (1+ 21n(5))\/;m?x||bz||
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Remark 6.2. For m sketching matriz {S;}™,, the bound in the Lemma 6.4 is

1 1 m 1
—-BS,;8'1 - -B1|| < (1 21n(— \[ bl
|2BS.ST1— B < (1+/2mn(5))y/ L max b
with probability 1 — 6 for any 6 > 0 for all i € {1,2,...,m}. In the case that each
worker machine holds data based on the uniform sketching matrix the local gradient
1s close to the exact gradient. Thus the local second order update acts as a good

approzimate to the eract Newton update.

Now we consider the update rule of GIANT [127] where the update is done in two
rounds in each iteration. In the first round each worker machine computes and send
the local gradient and the center machine computes the exact gradient g; in iteration
t. Next the center machine broadcasts the exact gradient and each worker machine
computes the local Hessian and send p;; = (H,-Jf)*1 g; to the center machine and the
center machine computes the approximate Newton direction p; = % > Dit- Now

based on this we restate the following lemma (Lemma 6 [127]).

Lemma 6.5. Let {S;}, € R™™* be sketching matrices based on Lemma 6.3. Let ¢y

be defined in (6.5) and p; be the update. It holds that

miné(p) < ¢u(Pr) < (1= ¢*)mindi(p),

2 Omaz (AT A
whereg‘:l/(f—m—i—l—"_—n) andyzm < 1.

Now we prove similar guarantee for the update according to COMRADE in Algo-

rithm 4.
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Lemma 6.6. Let {S;}, € R™™* be sketching matrices based on Lemma 6.5. Let ¢y

be defined in (6.5) and p; be defined in Algorithm 4(5 =0)
mpin de(p) < ¢e(Pr) < €+ (1—¢7) mgnéﬁt(P),

) 2
where € = ﬁ\/ﬁ(l + \/21n(7))\/gmaxi Ibi|l and ¢ = v( k& + {5;) and
omaz(ATA)

V= Gas(ATA) i

Proof. First consider the quadratic function (6.5)

A * 1 3/a *
Cbt(pt) - th(P ) = §||Ht2 (pt - P )H2
1 ~ 1 .
< (1H; (b — Bl + [HE (B, — p))°, (6.8)
Terml Term?

where p; = - > (H;;)'g;. First we bound the Term 2 of (6.8) using the quadratic

function and Lemma 6.5

1 2
H}p"

)2 <P (Using Lemma 6.5 )

|1 B — )

1
2
= —Cou(p). (6.9)

The step in equation (6.9) is from the definition of the function ¢, and p*. It can be
shown that

1 2
&ilp") = — |[H7p’

Now we bound the Term 1 in (6.8). By Lemma 6.3, we have (1 — n)AJA; =<
A[S;STA; < (1+n)A] A,. Following we have (1 —n)H; < H;; < (1 +n)H;. Thus

there exists matrix &; satisfying

11 n n
H:H 'H? =1+¢ d ——=2§2—,
¢ Hy +& an 1—1-77_5_1—77
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So we have,

|
< 1+1L:—. (6.10)

1 1
HHEH’_’}HE -n 1-n

Now we have

|1 (b — B0

t%iz pzt pzt

1
th (pz t pz t)

A
3=
'M

=1
- i Z Ht%H‘_tl(git - gt)
L " ’
1 7 1 1 1
= — > |HFHHH, (g, — g)
L
1 T 1 1 1
<3 |ErmyEg|| | e - e
i=1
< 1_anHH_ git — 8t) ( Using (6.10))
1
= ZH it — &)l (6.11)

1 -n V Umm Ht

Now we bound ||(g;: — &:)|| using Lemma 6.4,

1 1 m 1
g — g0l = 12B88™1 — 131 < (14 2102y L e )

Plugging it into equation (6.11) we get,

l A ~
HHE (Pt - Pt)

< le
-~ 1 _ \/m glt gt
1 1 m 1
(1+4/2 ln(—))\/jmax bl (6.12)
( t) 1) S i

1- n Omin

IN
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Now collecting the terms of (6.12) and (6.9) and plugging them into (6.8) we have

Gu(Pr) — ¢u(p*) < € — Cou(p?)
= ¢(pr) <€+ (1—¢)o(p"),

where € is as defined in (6.7).

]

Lemma 6.7. Let ¢ € (0,1),¢ be any fized parameter. And p; satisfies ¢y(py) < € +

(1—¢*) miny, ¢(p). Under the Assumption 6.1(Hessian L-Lipschitz) and A, = w,—w*

satisfies
€2
A;lHtAt+l < LHAt‘Fl"HAtHQ C ATHtAt + 26
Proof. We have w; ;1 = w; — pi, Ay = w; — w and Ay = wyyp — W' Also

p: =w;, — Wi = Ay — Ay . From the definition of ¢ we have,

. 1
¢t(Pt> = i(At - At+1)THt(At - At+1> - (At - Atﬂ)) i,
1 1

(1— C2)¢t(mAt> = WA;—HtAt - Alg.

From the above two equation we have

1
(1-2¢?)
1 1
A,:T+1HtAt+1 - §A:HtAt+1 + §AtT+1gt —

d(Pr) — (1= C*)ou( Ay)

<2

—— _A/H,A
2(1—¢3) "

From Lemma 6.6 the following holds

G(pr) <+ (1-¢%) miﬂ ¢t(P)

<€+ (1 =)o A0).

(1 CQ)
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So we have

1 2
éAlf—lHtAt-i-l — A:HtAt-i-l + A;lgt — 2(1C—_C2)A2—HtAt S 62. (613)

Consider g; = g(wy)

i) = glw') + ([ V2w sl = w)z ) (= w)

1
= </ VEf(wW* + 2(w; — W*))dz) A; (as g(w") =0).
0
Now we bound the following

H Ay — g(we)[| < [|A]] /0 [V2f(We) = V2 (W + 2(wy — w"))]dz

1
< A4l / |[V?f(wi) = V2 f(w* + z(w, — w"))]||dz  (By Jensen’s Inequality)
0
1
< Al / (1 —2)L||wy —w"||dz (by L-Lipschitz assumption)
0

L 9
= — ||A{]|".
5 lad

Plugging it into (6.13) we have

2
Al H AL <2AL (HA, —g) + GE—G)AI H,A; + 2€
2
<28l A gl + gy ATHA + 26
2
< LIAw AR + g ATHA + 26
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Proof. Proof of Theorem 6.1 From the Lemma 6.7 with probability 1 — ¢

2
AT H A < LA A2 + ﬁAI HA, + 26
%
< LNAm AR + (1o DA + 26
So we have,
¢? L 2¢
A < max maw Al ——— APy ——
1A {\/ e A Al

[]

Remark 6.3. [t is well known that a distributed Newton method has linear-
quadratic convergence rate. In Theorem 6.1 the quadratic term comes from the
standard analysis of Newton method. The linear term (which is small) arises owing to
Hessian approzimation. It gets smaller with better Hessian approximation (smaller n),
and thus the above rate becomes quadratic one. The small error floor arises due to the
gradient approzimation in the worker machines, which is essential for the one round
of communication per iteration. The error floor is x \/Lg where s 1s the number of

samples in each worker machine. So for a sufficiently large s, the error floor becomes

negligible.

Remark 6.4. The sample size in each worker machine is dependent on the coher-
ence of the matriz Ay and the dimension d of the problem. Theoretically, the analysis
is feasible for the case of s > d (since we work with H;tl). However, when s < d,
one can replace the inverse by a pseudo-inverse (modulo some changes in convergence

rate).
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6.3 COMRADE Can Resist Byzantine Workers

In this section, we analyze COMRADE with Byzantine workers. We assume that
a(< 1/2) fraction of worker machines are Byzantine. We define the set of Byzantine
worker machines by B and the set of the good (non-Byzantine) machines by M.
COMRADE employs a ‘norm based thresholding” scheme on the local Hessian inverse
and gradient product to tackle the Byzantine workers.

In the ¢-th iteration, the center machine outputs a set U; with |U;| = (1 — B)m,
consisting the indices of the worker machines with smallest norm. Hence, we ‘trim’
the worker machines that may try to diverge the learning algorithm. We denote the
set of trimmed machines as 7;. Moreover, we take § > « to ensure at least one good
machine falls in 7;. This condition helps us to control the Byzantine worker machines.

Finally, the update is given by p; = |71t\ > icu, Dii- We define:

1)+ (=) 2 + (

(=
vVi—am 1-—n 1-p

11—«
2 2
1_77)+V(1—ﬂ

)2

€ is defined in (6.7), v = % and &, is the condition number of the exact

Hessian H;.

Theorem 6.8. Let 1 € [1,%} be the coherence of Ay . Suppose v = 1 and s >
%dlog%l for somen,p € (0,1). For0 < a < f <1/2, under Assumption 6.1 , with

probability exceeding 1 — p, Algorithm 4 yields

5 L 2
A < max{y [re (75 A, ——= AP+ —E.
| A1 < { t(l _ ngz)” al Umm(Ht)H eI} \/m

where Gy, and ey, are defined in equations (6.14) and (6.15) respectively.
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Lemma 6.9. Let {S;}, € R™™* be sketching matrices based on Lemma 6.5. Let ¢y

be defined in (6.5) and p; be defined in Algorithm 4. It holds that

mpin ¢t(p) < ¢t(15t) < Ezyz + (1 - gl?yz)¢(p*)7

where €y, and Gy, is defined in (6.14) and (6.15) respectively.

Proof. In the following analysis we omit the subscript ’t’. From the definition of the

quadratic function (6.5) we know that
A * 1 LN *\ |2
¢(p) — ¢(p") = 5 [H=(p — p7)["
Now we consider

14
Sz (P—p |17

1,11
= SIS b )P
31 (g 2

1 1 1 ~ * A * *
=5l Q_B=p) = > Bi=P)+ D Bi-P)IP
ieM 1€(MNT) 1e(UNB)
11 . . 11 . . 11 . .
< ||H2M(Z(Pi -Pp )||2+2||H2W > (pi-p )||2+2||H2W > Bi—p))IP.
\ ieM 1€(MNT) ie(UNB)
Te?':nl Te;“,mQ Te;“,m3

Now we bound each term separately and use the result of the Lemma 6.6 to bound

each term.
1 1 A *\ |2
Terml = [H2 — (> (p; — p°)||
Ul
0t (S (- )
- (2 Bi—p
1-p M| &
1—« 1
< (1—)2[62 + CGulH=2p*|I?],
-
_ n 7y n i/
where (= v/( i +15) = V(\/m +15)-

169



Similarly the Term 2 can be bonded as it is a bound on good machines

1
Term2 =2[H 7 (b —p")|
| ‘iE(MﬁT)
o S (p— )
1-5 MAT] ie(MNT)
<20 e 4 3 HEpt |
=495 mnT P

2 2
where (it = v( I/\ZﬂTl +15) < vl (1iﬁ)m +15)-

For the Term 3 we know that § > « so all the untrimmed worker norm is bounded

by a good machine as at least one good machine gets trimmed.

11 . .
Terms = 2Bl 3 (b= p)
1€(UNB)
<2 H o
< 20maa(B) (= Iy 2= (=P
1€(UNB)
wnBl, 1 A :
< 2 max H T *
< 200 () g S =)
1e(UNB)
‘Z/{QB’ 2 1 ~ 112 * (|12
<4 H ;
=~ Umaa:( )( |U| ) V/{ﬂB| ' Z (”sz +||p || )
1e(UNB)
UnB ) .
< 40 (B P B + )
Ungs . . *
< 40 ()P P (s = w2+ 21
UﬂB 1, . * 1y
< (P (1B 5 0+ 2] )
< (M08l 4 o4 ) mip )
Ul
« 1,
< Un( P + 2 D),
where (; = v(n+ %) = 1% and K = :;ZGTI((I}{I))
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Combining all the bounds on Term1 , Term2 and Term3 we have
1 Loa 12 2 2 L %2
SIH=P = P)[" < €. + Gy [H2P,

where

e

1-—
bez (‘1

Finally we have

2
CMnT+( 5) CM+4’€<1aﬁ> 2+¢).

Lemma 6.10. Let (. € (0,1), €. be any fized parameter. And p; satisfies ¢(pr) <
€. + (1 = ¢p.) ming ¢(p).  Under the Assumption 6.1(Hessian L-Lipschitz) and

A, = w; — W* satisfies

2
bez

ALH A < DA IJAP + 5
1- bez

A,tTHtAt + 2€§yz.

Proof. We choose ( = (3. and € = €, from the Lemma 6.9 and follow the proof of

Lemma 6.7 to obtain the desired bound. O
Proof of Theorem 6.8

Proof. We get the desired bound by developing from the result of the Lemma 6.10

and following the proof of Theorem 6.1 O
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The remarks of Section 6.2 is also applicable here. On top of that, we have the

following remarks:

Remark 6.5. Compared to the convergence rate of Theorem 6.1, the rate here
remains order-wise same even with Byzantine robustness. The coefficient of the
quadratic term remains unchanged but the linear rate and the error floor suffers a

little bit (by a small constant factor).

Remark 6.6. Note that for Theorem 6.8 to hold, we require o ~ 1/\/k; for all
t. In cases where k; is large, this can tmpose a stricter condition on o. However, we
congecture that this dependence can be improved via applying a more intricate (and
perhaps computation heavy) Byzantine resilience algorithm. In this work, we kept the

Byzantine resilience scheme simple at the expense of this condition on c.

6.4 COMRADE Can Communicate Even Less and Resist Byzan-

tine Workers

In Section 6.2 we analyze COMRADE with an additional feature. We let the
worker machines further reduce the communication cost by applying a generic class of
d-approximate compressor [71] on the parameter update of Algorithm 4.

Worker machine 7 computes the product of local Hessian inverse inverse and local
gradient and then apply p-approximate compressor to obtain Q(H; ! gi+); and finally
sends this compressed vector to the center. The Byzantine resilience subroutine
remains the same-except, instead of sorting with respect to ||Hj, lgi4ll, the center
machine now sorts according to [|Q(H;, lgis)|l. The center machine aggregates the
compressed updates by averaging Q(p) = ﬁ > icu, (D), and take the next step as
w1 = w; —7Q(P).

Recall the definition of € from (6.7). We also use the following notation : (3, =

o _ v — _omew(ATA)
y(m + 1_77),C1 = 15 and v = e (ATA) Tix Furthermore, we define the

following;:
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g = B F + dr5 PY(L+ k(1= ) (6.16)
ampine = 275 (G (1= 1+ ) + (=5 G+l = (1 + D)
Fam( g P (G = )1+ ) (6.17)

Theorem 6.11. Let pu € [1, %] be the coherence of Ay . Let v =1 and s > ‘i%llog%i
for somen,0 € (0,1). For 0 < a < < 1/2, under Assumption 6.1 and with Q being

the p-approximate compressor, with probability exceeding 1 — 0, we obtain

2

) € 7b
Al < max{\/ A2 ) A A2} + —ompin:_

comp,byz Omin (Ht) Omin (Ht)

where €compbyz ANA Coomp by= 0T€ given in equations (6.16) and (6.17) respectively.

Lemma 6.12. Let {S;}7*, € R™* be sketching matrices satisfies the Lemma 6.3. Let

¢ be defined in (6.5) and py be defined in Algorithm 4. It holds that

mgn Cbt(p) S ¢t(f)t) S Eiyz + (1 - agyz)qb(p*)

where

Proof. In the following analysis we omit the subscript 't’. From the definition of the

quadratic function (6.5) we know that

H(Q(D)) — 6(p") = 3 [HH(Q(D) — P

1, A 1. .
< |H2(Q(p) - p)II* + |H2(p — p")|°
Te;rml Te‘rer
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First we bound the Term 1.

IH2(Q(P) — P)|I> < Gmae (L) (1 — p) [P
< Onae (H)(1 = p)[[ID — p*I* + [|p*]|]

Umax(Ht) 1, . 2 1 2
< 1—p)[|Hz(p — p*)|? + |H2p*
ey (L A = p) + EE )

=x(1—p)[|H2(p — p")|* + |[Hzp*||?]

Now plugging back the bound of Term 1, we get

$(Q(P)) — d(p*) < r(1 — p)[|HZ (D — p*)|* + [Hzp"||*] + |H? (p — p")||?

= (1+r(1 = p)[[HZ (D — p*)|?] + K(1 — p)|Hzp*|?

Now we use Lemma 6.6 to bound the term |Hz (p — p*)||? and we get,

$(Q(P)) — &(p*) < (1 + k(1 — p))(€ + o®|[H2p"||*) + k(1 — p) [H2p||”
= (14 K(1 = ) + [(1+ k(1 = p))a” + k(1 — p)]|[H2p"|
= (Q(P)) < (L+ (L —p))e* + (1= [(1+x(1 = p))a® + £(1 = p)])d(p)

=6 + (1 —a})o(p)

where
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Lemma 6.13. A, = w;, — W* satisfies

2
Q4

AL H A < LA AP+ AH A + 26

2

Theorem 6.14. Let u; € [1, %] be the coherence of Ay and m be the number of

partitions. For some 1,9 € (0,1),with probability 1 — ¢

L €p
- A 2 4+ —
() 12—

Umax(Ht) 052
HAt+1H < max{\/ (Ht><1 _boél%HAtH7

Umzn

Remark 6.7. With no compression (p = 1) we get back the convergence guarantee

of Theorem 6.8.

Remark 6.8. Note that even with compression, we retain the linear-quadratic rate

of convergence of COMRADE. The constants are affected by a p-dependent term.

6.5 Experimental Results

In this section we validate our algorithm, COMRADE in Byzantine and non-
Byzantine setup on synthetically generated and benchmark LIBSVM [22] data-set.
The experiments focus on the standard logistic regression problem. The logistic
regression objective is defined as 23" log (1 + exp(—yix; w)) + 2||w||?, where
w € R? is the parameter, {x;}", € R? are the feature data and {y;}", € {0,1}
are the corresponding labels. We use ‘mpidpy’ package in distributed computing
framework (swarm2) at the University of Massachusetts Amherst [119]. We choose
‘aa’ (d = 123,n ~ 32K), ‘wha’ (d = 300,n ~ 10k), ‘Epsilon’ (d = 2000,n = 0.4M)
and ‘covtype.binary’ (d = 54,n ~ 0.5M) classification datasets and partition the
data in 20 different worker machines. In the experiments, we choose two types of

Byzantine attacks : (1). ‘flipped label’-attack where (for binary classification) the

Byzantine worker machines flip the labels of the data, thus making the model learn
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Figure 6.1: (First row) Comparison of training accuracy between COM-
RADE(Algorithm 4) and GIANT [127| with (a) wba (b) a9a (c) Epsilon (d) Covtype
dataset. (Second row) Training accuracy of (¢) GIANT for ‘flipped label” and (f)
‘negative update’ attack; and comparison of Robust GIANT and COMRADE with a9a

dataset for (g) ‘flipped label” and (h) ‘negative update’ attack.

with wrong labels, and (2). ‘negative update attack’ where the Byzantine worker

machines compute the local update (p;) and communicate —c x p; with ¢ € (0,1)
making the updates to be opposite of actual direction. We choose = a + %

In Figure 6.1(first row) we compare COMRADE in non-Byzantine setup (o = 5 = 0)
with the state-of the art algorithm GIANT [127]. It is evident from the plot that
despite the fact that COMRADE requires less communication, the algorithm is able to
achieve similar accuracy. Also, we show the ineffectiveness of GIANT in the presence
of Byzantine attacks. In Figure 6.2((e),(f)) we show the accuracy for flipped label and
negative update attacks. These plots are an indicator of the requirement of robustness
in the learning algorithm. So we device ‘Robust GIANT’, which is GIANT algorithm
with added ‘norm based thresholding’ for robustness. In particular, we trim the
worker machines based on the local gradient norm in the first round of communication

of GTANT. Subsequently, in the second round of communication, the non-trimmed
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row) COMRADE accuracy with 10%, 15%, 20% Byzantine workers with ‘flipped label’
attack for (e) wha (f) a9 (g) covtype (h) Epsilon. (Third row) Accuracy of COMRADE
with p-approximate compressor (Section 6.4) with 10%, 15%, 20% Byzantine workers;

(i) ‘flipped label” attack for wha (j) ‘negative update’ attack for wha. (k) ‘flipped label’

attack for ada . (1) ‘negative update’ attack for a9a dataset.
worker machines send the updates (product of local Hessian inverse and the local

gradient) to the center machine. We compare COMRADE with ‘Robust GIANT" in
Figure 6.1((g),(h)) with 10% Byzantine worker machines for ‘a9a’ dataset. It is evident

plot that COMRADE performs better than the ‘Robust GIANT".
Next we show the accuracy of COMRADE with different numbers of Byzantine

worker machines. Here we choose ¢ = 0.9. We show the accuracy for 'negetive update
" attack in Figure 6.2(first row) and "flipped label” attack in Figure 6.2 (second row).

Furthermore, we show that COMRADE works even when p-approximate compressor is
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applied to the updates. In Figure 6.2(Third row) we plot the tranning accuracies.

For compression we apply the scheme known as QSGD [6].

6.6 Conclusion and Future Direction

In this chapter, we address the issue of the communication efficiency and Byzantine
resilience for second order optimization. In the previous chapter (Chapter 5), we have
already shown the use of compression for the second order method with DINGO as
the underlying optimization algorithm. In contrast to that, we improve the algorithm
GIANT in terms of communication cost with one round per iteration and eventually
using compression on the update. We achieve the Byzantine resilience with norm
based thresholding (also seen in Chapter 4).

As future work, the immediate interest would be to extend the ideas for general
convex and non-convex loss function. The norm based thresholding is a very general
purpose technique so the Byzantine resilience can be achieved. The challenge remain
in the update and the deviation and the dissimilarity bound of the Hessian and the
gradient. Due to the structure of the loss function is this chapter, the deviation bounds
between the local and global Hessian and gradients are computed with assumption of
incoherence in the data. For general loss function, dissimilarity assumption as seen in
[69] is required. With these type of assumptions, the problem of general loss function
and data heterogeneity of the data can be handled.

Even though the second order method has a faster convergence rate, it comes with
an added cost of computation of the Hessian and inverse of the Hessian. It would be
a interesting to compute the computation cost in terms of number of gradients and
Hessians that need to be computed in order to achieve certain level of convergence

guarantee.
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CHAPTER 7

ESCAPING SADDLE POINTS IN DISTRIBUTED
NEWTON’S METHOD WITH BYZANTINE RESILIENCE

In this chapter, we continue with the m worker machines and center machine setup
with « -fraction machines being Byzantine in nature. We consider the function f(.)
to be non-convex. Our goal is to design algorithms which can avoid saddle points and
find a local minima.

We consider a distributed variant of the cubic regularized Newton algorithm [94].
In this scheme, the center machine asks the workers to solve an auxiliary function
and return the result. It is worth mentioning that in most distributed optimization
paradigm, including Federated Learning, the workers posses sufficient compute power
to handle this partial transfer of compute load, and in most cases, this is desirable [76].
The center machine aggregates the solution of the worker machines and takes a descent
step. Note that, unlike gradient aggregation, the aggregation of the solutions of the
local optimization problems is a highly non-linear operation. Hence, it is quite non-
trivial to extend the centralized cubic regularized algorithm to a distributed one. The
solution to the cubic regularization even lacks a closed form solution unlike the second
order Hessian based update or the first order gradient based update. The analysis is
carried out by leveraging the first order and second order stationary conditions of the
auxiliary function solved in each worker machines.

A point x is said to satisfy the e-second order stationary condition of the loss

function f(.) if,
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IV <e  An(VZ(x) > —Ve

V f(x) denotes the gradient of the function and Ay, (V?f(x)) denotes the minimum
eigenvalue of the Hessian of the function. Hence, under the assumption (which
is standard in the literature, see |64, 135]) that all saddle points are strict (i.e.,
Amin(V2f(x5)) < 0 for any saddle point x,), all second order stationary points (with
e = 0) are local minima, and hence converging to a stationary point is equivalent to
converging to a local minima.

In addition to this, we use a simple norm-based thresholding approach to robustify
the distributed cubic-regularized Newton method previously described in Chapter 4
and 6. However, since the local optimization problem lacks a closed form solution, using
norm-based trimming is also technical challenging in this case. Handling the Byzantine
worker machines becomes a bit more complicated as those stationary conditions of
the good machines (non-Byzantine machine) do not hold for the Byzantine worker

machines.

7.1 Problem Formulation

We minimize a loss function of the form

F) = = 3 £ (r.1)

where the function f:R? — R is twice differentiable and non-convex. In this work,
we consider distributed optimization framework with m worker machines and one

center machine where the worker machines communicate to the center machine. Each
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worker machine is associated with a local loss function f;. We assume that the data
distribution is non-iid across workers, which is standard in frameworks like FL. In
addition to this, we also consider the case where « fraction of the worker machines
are Byzantine for some o < % The Byzantine machines can send arbitrary updates
to the central machine which can disrupt the learning. Furthermore, the Byzantine
machines can collude with each other, create fake local minima or attack maliciously

by gaining information about the learning algorithm and other workers.

7.1.1 Our Contributions

We propose a novel distributed and robust cubic regularized Newton algorithm,
that escapes saddle point efficiently. We prove that the algorithm convergence at a rate
of #, which is faster than the first order methods (which converge at 1/v/T rate, see
[135]). Hence, the number of iterations (and hence the communication cost) required
to achieve a target accuracy is much fewer than the first order methods. Furthermore,
our algorithm plateaus at an error floor, which depends on the gradient and Hessian
dissimilarity parameters (see Assumption 7.3 and 7.4). It is worth pointing out that in
the presence of Byzantine workers, this error floor is unavoidable (see [135]). Moreover,
several related literature [136, 56, 55| obtains similar error floor.

We address the saddle point avoidance problem in the presence of Byzantine workers.
In particular, we use a simple norm-based thresholding scheme to resist Byzantine
workers. In previous works, techniques like coordinate-wise median, coordinate-wise
trimmed mean and spectral filtering are used to resist Byzantine workers.

In Section 7.5, we verify our theoretical findings via experiments. We use bench-
mark LIBSVM ([23]) datasets for logistic regression and non-convex robust regression
and show convergence results for both non-Byzantine and several different Byzantine

attacks. Specifically, we characterize the total iteration complexity (defined in Sec-
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tion 7.5) of our algorithm, and compare it with the first order methods. We observe

that the algorithm of [135] requires 25% more total iterations than ours.

7.2 Related Work

Saddle point avoidance algorithms In the recent years, there are handful first
order algorithms [83, 82, 40] that focus on the escaping saddle points and convergence
to local minima. The critical algorithmic aspect is running gradient based algorithm
and adding perturbation to the iterates when the gradient is small. ByzantinePGD
[135], PGD [64], Neon+GD|133], Neon2+GD [9] are examples of such algorithms.
For faster convergence rate, second order Hessian based algorithms are developed for
saddle point avoidance. The work of Nesterov and Polyak [94] first proposes the cubic
regularized Newton method and provides analysis for the second order stationary
condition. An algorithm called Adaptive Regularization with Cubics (ARC) was
developed by [20, 21] where cubic regularized Newton method with access to inexact
Hessian was studied. The inexactness of Hessians for the ARC algorithm is adaptive
over iterations. Cubic regularization with both the gradient and Hessian being inexact
was studied in [122]. In 73], a cubic regularized Newton with sub-sampled Hessian
and gradient was proposed, but for analysis, the batch size of the sample changes in
adaptive manner to provide guarantees for the inexactness of the Hessian and gradient.
In this work, we also take a similar approach as 73], but we relax the adaptive nature
of the sample size. Momentum based cubic regularized algorithm was studied in [129].
A variance reduced cubic regularized algorithm was proposed in [141, 128|. In terms
of solving the cubic sub-problem, [19] proposes a gradient based algorithm and [4]

provides a Hessian-vector product technique.

Byzantine resilience The effect of adversaries on convergence of non-convex opti-
mization was studied in [33, 92|. In the distributed learning context, [?| proposes one

shot median based robust learning. A median of mean based algorithm was proposed
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in [27] where the worker machines are grouped in batches and the Byzantine resilience
is achieved by computing the median of the grouped machines. Later [136] proposes
co-ordinate wise median, trimmed mean and iterative filtering based approaches.
Communication-efficient and Byzantine robust algorithms were developed in |13, 55].
A norm based thresholding approach for Byzantine resilience for distributed Newton
algorithm was also developed [56]. All these works provide only first order convergence
guarantee (small gradient). The work [135] is the only one that provides second order

guarantee (Hessian positive semi-definite) under Byzantine attack.

Algorithm 5 Byzantine Robust Distributed Cubic Regularized Newton Algorithm

: Input: Step size n, parameter 5> 0,7 > 0,M >0
. Initialize: Initial iterate x, € R?

cfor k=0,1,...,T—1do

Central machine: broadcasts x;,

for i € [m] do in parallel

5:  i-th worker machine:

W N

e Non-Byzantine: Computes local gradient g; ; and local Hessian H; ;; locally
solves the problem described in equation (7.2) and sends s; ;41 to the central
machine,

e Byzantine: Generates x (arbitrary), and sends it to the center machine

end for
6:  Center Machine:

e Sort the worker machines in a non decreasing order according to norm of
updates {s; g1}/, from the local machines

e Return the indices of the first 1 — § fraction of machines as U,

. _ 1
e Update parameter: x;.1 = X;, + e TG > icu, Sikt1

7. end for

7.3 Distributed Cubic Regularized Newton
We first focus on the non-Byzantine setup (o = 0, § = 0 in Algorithm 5) of
distributed cubic regularized Newton algorithm. Byzantine resilience attribute of

Algorithm 5 is deferred to Section 7.4. Let the local data at the i-th machine is
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denoted by S;. Starting with initialization xg, the center machine broadcasts the
parameter to the worker machines. At k-th iteration, the i-th worker machine solves

a cubic-regularized auxiliary loss function based on its local data:

M
Sips1 = argming’ys + %STHMS + 57 lsl, (7.2)

where M > 0,7 > 0 are parameter and g;;, H;; are the gradient and Hessian of the

local loss function f; computed on data (5;) stored in the worker machine.

= V fi(xx) Z V fi(xks 7)), = V7 i) Z V2 [k, 7).

zeS zeS

After receiving the update s; ;41, the central machine updates the parameter in the

following way

Mk -
Sk+1 = Sk + m Zl Sik+15 (7.3)

where 7, is the step-size.

Remark 7.1. Note that, we introduce the parameter v in the cubic reqularized
sub-problem. The parameter v emphasizes the effect of the second and third order
terms in the sub-problem. The choice of v plays an important role in our analysis in
handling the non-linear update from different worker machines. Such non-linearity

vanishes if we choose v = 0.

7.3.1 Some Useful Facts

For the purpose of analysis we use the following sets of inequalities.
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Fact 7.1. For aq,...,a, we have the following inequality

|| (Z ) I < (Z ||az-|r) <n?) faif? (7.4
H (Z ) I < (Z HmH) <0 fal? (7.5

Fact 7.2. Foray,...,a, >0 andr <s

1 n 1/r 1 n 1/s
(3) = (%) &

Lemma 7.3 ([94]|). Under Assumption 7.2, i.e., the Hessian of the function is

Lo-Lipschitz continuous, for any x,y € R?, we have

IVf(x) = Viy) = V() (y - x)| < %Hy—XHQ (7.7)

F(y) = £ = VG (y = x) = 5y ~ 0 VT — )| < Ly —x[? (79)

Next, we establish the following Lemma that provides some nice properties of the

cubic sub-problem.

Lemma 7.4. Let M > 0,7 > 0,g € RY, H € R4, and

M 2
s = argming’x + %/XTHX + %HXH?) (7.9)
The following holds
M~?
g +vHs + 5 |s]|s = 0, (7.10)
M
H + T”\ysul =0, (7.11)
M
gls+ %STHS < —Z72||s||3. (7.12)
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Proof. The equations (7.10) and (7.11) are from the first and second order optimal

condition. We proof (7.12), by using the conditions of (7.10) and (7.11).

gls + %’YSTHS =— (7Hs + %72||s||s>T s+ %’}/STHS (7.13)
= —vs'Hs — %72“{5“3 + %’YSTHS
e L (714)
= 28l

In (7.13), we substitute the expression g from the equation (7.10). In (7.14), we use

the fact that s”Hs + 222||s||* > 0 from the equation (7.11). O

7.3.2 Theoretical Guarantees

We have the following standard assumptions:

Assumption 7.1. The non-convex loss function f(.) is twice continuously-differentiable

and bounded below, i.e., f* = infycpa f(x) > —00.

Assumption 7.2. The loss f(.) is L-Lipschitz continuous (Vx,y, |f(x) — f(y)] <
L|jx —y||), has Li-Lipschitz gradients (|Vf(x)—Vf(y)|l < Li||jx —y||) and Lo-
Lipschitz Hessian (|V2f(x) — V2f(y)| < La|x — y||).

The above assumption states that the loss and the gradient and Hessian of the loss
do not drastically change in the local neighborhood. These assumptions are standard
in the analysis of the saddle point escape for cubic regularization (see [122, 73, 94, 19]).

In this work, we assume the data distribution across workers to be non-iid. However,
we assume that the local gradient and Hessian computed at worker machines (using

local data) satisfies the following gradient and Hessian dissimilarity conditions.

Assumption 7.3. (Gradient dissimilarity) For a given €, > 0 and for all k, 1,

IV f(xx) — 8ixll < €. (7.15)
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Assumption 7.4. (Hessian dissimilarity) For a given eg > 0 and for all k, 1,
IV2f(xx) = Hig|| < en. (7.16)

Note that similar assumptions featured in previous literature. For example, in
[68, 46], the authors use similar kind of dissimilarity assumptions that are prevalent
in the Federated learning setup to highlight the non-iid or heterogeneity of the data

among users.

Assumption 7.5. (Bounded Space) We assume that the domain of the solution of

the sub-problem is bounded for all the workers and iterations.

x| <T
max sk <

Remark 7.2. [Values of €, and ey in special cases|] Compared to the Assumptions
7.8 and 7.4, the gradient and Hessian bound have been studied under more relaxed
condition. In [75, 122, 129], the authors consider gradient and Hessian with sub-
sampled data being drawn uniformly randomly from the data set. Due to the data being
drawn in d manner, both the bound (eg, €g) parameters value diminish at the rate
o 1/4/|S] where |S| is the size of the data sample in each worker machine. In [56],
the authors analyze the deviation in case of data partitioning where each worker node

sample data uniformly without replacement from a given data set.

Theorem 7.5. Under the Assumptions 7.1-7.5, and o = 0, after T iterations, the
sequence {x;}_, generated by the Algorithm /4 with 8 =0, contains a point X such

that

LT ) v
V(&) < T—l ey Amin (V2f(R)) > —T—2 —en, (7.17)

where, Amin(.) denotes the minimum eigenvalue and
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W, - (9 o ) 2w, = (@MQ) v,
2 2n; 2n
M Ly
N= [ /— - =
(4m 6)
g |00 = ]
A p A

Proof. Proof of Theorem 7.5

First we state the results of Lemma 7.4 for each worker node in iteration k,

M
gik + YH;kSi k1 + ?72||Si,k+1‘|si,k+1 =0 (7.18)
M
YH; j + 772||Si,k+1||1 ~0 (7.19)
giT,kS@kH + %ngk+1Hi,kSi,k+1 < —Z’VQHSi,kHHg (7.20)

At iteration k, we have,

f(Xpq1) — f(xx)

<V f(xk)" (K1 — xi) + !

L
§(Xk+1 - Xk>Tv2f(Xk>(Xk+1 — Xi) + €2||Xk+1 — Xk||3

1 L
<V f (x1) " Skg1 + 771%§S;£+1V2f(xk)sk+1 + EQHURSIFAHS

2 (1
:%vf(xk)T (; Sz‘,k-l—l) + % (E;Si,k—&-l) vV f(x) ( ZSz k+1> kHSk—HH

(7.21)
n 77
<2 (S s ) ¢ (s T P
i i#]
Lon?
+ 62mk Zi:||5z‘,k+1||3

Tk v Mk
SE Z (gz:ksi,k+1 + §ngk+lHi,ksi,k+1> + — (Z(Vf(Xk) — g’i,k+l)TSi,k+l>

i

i
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M"Y T
T om 8; k1 Hi kSi k1
7

Lon}
T om2 (Z St Vo ()sinan + ) s VA (xa)s;, k+1> + 62mk ; [Erst K

i#j
L M L WY M
<o 2 sl + (Z egusi,mu> - (% - %> DT s
Lom} 5
+ 6m Z||Si,k+1||
(7.22)

M~>ny, L2n M€ Tm U M
< (T ) St (sl + (5t = 5 ) 3 el

(2

2m2 [Z S; k+1 (V2 f (k) —Hip) Sigs1 + Z Sz:k+1v2f(xk)sj,k+l
: i#j

t52 lﬁH Z Isigstll” + LoD llsiksallls; k+1|’] (7.23)

i#J
My, LG ke
= (T ) S el L))
Terml
5 leHz Isiierl* + Lo Y lIsinsallllsy, k+1||] (7.24)
i#j

Term?

In (7.21), we apply the inequality (7.14) on [|= 3", s; k41 |*. In line (7.22), we use
the gradient approximation from the Assumption 7.3. In line (7.22), we apply the
fact that sfk+1Hi7ksi7k+1 + @Hsi,;ﬁl”?’ > () from the equation (7.19) and assume that
7y > Inline (7.23), we use the Assumption 7.4 and the fact that the Hessian of
the objective function is bounded as the gradient is L-Lipschitz continuous.

Now we bound the Term 1 and Term 2 in equation (7.24).

Term 1 < 2% Z i k1l < mregal’ (7.25)

Now we focus on Term 2,
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2
n
Term 2 52—77];2 EH; 8411 + Lo (H ;Si,kHHZ - Z HSi,k+1H2>]

2
<o ((m = 1)Ly + ) > sl (7.26)

772
Sﬁ ((m — 1)Ly + eg) ol (7.27)

Combining the result of (7.25) and (7.27) in equation (7.24), we have

M~? L
o) = S < | -1 L2k > lesenl 4 JE (m— 1)L + ) ol + pueyal

1
- )\E Z Isin1ll® + Ar

Now we consider that A = ( 4%2,1 — %) . We can assure A > 0 by choosing

2

M > 4’7%7”%. And we have Ap = & ((m — 1)Ly + eg) oI + npegal.

Now we have

1 1
— > msiwnll® < 5 [F(xk) = f(xp11) + Ar]
m 4 A
Now we consider the step ko, where kg = arg ming<g<r_1 ||Xp+1—Xk|| = arg ming<p<r—1 ||76Sk+1]|-

Og}flgT k1 — x| = OE}C@T (e

Z 750 11|
T-1 m
Z [y

=1

| /\

IA
'ﬂIH
ol
iy
3|

b

IN

Lf(xk) — f(Xrg1) + Ar]

o

e | T T

iy
W
N
|
=
><
=5

IN

fxo) = f* =M
A A

k=

[en]

190



With the choice of 7, = & and v = & we have A\pr = O(1/T) and A = O(1). So the

sum is actually constant. Based on the calculation above, we have

1
YL 3
kao+1 - Xko” < <_ Z ||nkosi7k0+1||3)
m i1

T-1

1
1 Ar|°
+ 7]
k=0

< —
T T3

fXO I

1

We choose ¥ = M +30 ’\TF} * and have

,l
1« 0 U
ek+1 = Xoll < | — ; [MoSio+l” ] < Py (7.28)
Now the gradient condition
IV f (xk41) |
1 & 1 & M~?
Vf(Xps1) — o ;gzk - ;(’YHi,kHSi,kH - THSi,kHHSi,kH) (7.29)

<[V F (k1) = VF(x) = V2F(x0) (wan — )| +

=1

% Z(gz’,k - Vf(Xk))H

1 <& MA?
Z 5 ||Si,k+1||si,k+1

=1

V2 f(0) (w1 — 1) Z H; iSi 1

<B2 sl || S V2 st — 2 Husop | + S s 4 ¢
=7 kSk+1 m - k Joi,k+1 m - i,k®1,k+1 om, i i,k+1 g

(7.30)

L
< (52 52) Sl +
% Z V2 f(Xk)Sik1 — % Z H; 18; 111
Lo L1 Yew
< ( ahi ) Z ISt l® + Z Isiastll + 22 sinsnll + ¢

(7.31)

Ik E v : _ L E \V/ ;
m 2 J(Xk)Si ki1 m f(Xk)Si ki1

+ €4
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Lon? M
g(zTn” 7) 3 sl + (s =9 (2 = ) Z”Szkﬂ”“g

(7.32)
We choose v > L1 — . So we have
195601 < (54 57 ) o 2 sl 4.
At step ko, by choosing 7, = 7, we have
197Gl < (54 500 ) 2 e, (739

where, U, = <L2 + Mf) U2 . The Hessian bound

2 an

Amin (V2 f (Xi41))

m

Z min V f Xk-i-l)}

1 m

- E Z min zk - v2f(xk+1))}

Z %Z rn1n zk - Hsz_v f(XkJrl)m

2 %Z m1n zk - Z Hsz - V f(Xk+1>H (734)

> —Z ||szk+1|| - —Z IHL . — V2 f(x0)]| — —Z IV2f(x2) — V2 (xps1)]|

r‘y
> LS Ml e = ST IV () — V()] (7.35)
Mo 2 mai=
1l e M 1"
Z 2 ~ = il — e — — > Lall = x|
M
> (_TV - L2> Z ansz k+1” — €H
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z—(‘%m)( Znnkszmn) s (7.36)

Equation (7.34) follows from Weyl’s inequality. We apply the Hessian approximation
from the Assumption 7.4 in equation (7.35). In equation (7.36), we apply the result
described in (7.6).

At step kg, by choosing 7, = -, we have

. N (7.37)

where, Wy = (% + L2) pi/s,

[]

Remark 7.3. We choose the step sizes {np }r=t such way that S m and Y1y 1

is bounded. For the ease of choice, we can choose ny = 7, for some constant ¢ > 0.

Remark 7.4. Both the gradient and the minimum eigenvalue of the Hessian in
the Theorem 7.5 have two parts. The first part decreases with the number iterations T
The gradient and the minimum eigenvalue of the Hessian have the rate of O(l/Tg) and
O(l/T%), respectively. Both of these rates match the rates of the centralized version
of the cubic reqularized Newton. In the second parts of the gradient bound and the
minimum eigenvalue of the Hessian have the error floor of €, and €y, respectively. As
mentioned above (see Remark 7.2 ), in the special cases, both the terms €, and ey
decrease at the rate of 1/\/m, where |S| is the number of data in each of the worker

machines.

Remark 7.5 (Two rounds of communication ¢, = 0). We can improve the bound
in the Theorem 7.5, with the calculation of the actual gradient which requires one

more round of communication in each iteration. In the first iteration, all the worker
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machines compute the gradient based on the stored data and send it to the center
machine. The center machine averages them and then broadcast the global gradient
Vf(xk) = % o ik at iteration k. In this manner, the worker machines solve the
sub-problem (7.2) with the actual gradient. The analysis follows same as that of the
Theorem 7.5 with €, = 0. This improves the gradient bound while the communication

remains O(d) in each iteration.

7.3.3 Solution of the Cubic Sub-Problem

The cubic regularized sub-problem (7.2) needs to be solved to update the parameter.
As this particular problem does not have a closed form solution, a solver is usually
employed which yields a satisfactory solution. In previous works, different types of
solvers have been used. [20, 21] solve the sub-problem using Lanczos based method in
Krylov subspace. In [4], the authors propose a solver based on Hessian-vector product
and binary search. Gradient descent based solver is proposed in [19, 122].

In the previous works, for example [129, 141, 128], the authors consider the exact
solution of the cubic sub-problem for theoretical analysis. Recently, inexact solutions
to the sub-problem is also proposed in the centralized (non-distributed) framework. For
instance, [73] analyzes the cubic model with sub-sampled Hessian with approximate
model minimization technique developed in [20]. Moreover, [122] shows improved
analysis with gradient based minimization which is a variant studied in [19]. Both
exact and inexact solutions to the sub-problem yields similar theoretical guarantees.

In our framework, each worker machine is tasked with solving the sub-problem.
For the purpose of theoretical convergence analysis, we consider that worker machines
obtain the exact solution in each round. However, in experiments (Section 7.5), we
apply the gradient based solver of [122| to solve the sub-problem. Here, we let each
worker machines run the gradient based solver for 10 iterations and send the update to

the center machine in each iteration. Furthermore, , we provide an analysis where the
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sub-problem is solved approximately, and characterize how the approximation error
affects the convergence rate of Algorithm 4.

We consider that the solution to the sub-problem described in equation (7.2) to
be inexact. The solver returns s; j41 + A, x+1 instead of the global minimizer s; ;4 for
1th worker in iteration k. In the following we show the consequence of approximate

solution. The update at the center machine in iteration k is
1 m
Xpt1 = Xp + Np— Z Sikt1 = Xk + M (Sp41 + A1)
gt

Here Apq = % Z:Zl A, ;+1. This is the inexact part in the update in the iteration

k4 1. We define an uniform bound on Ay, for all iterations as ||Axiq|| < [|A].

f(Xk—H) - f(Xk)
Svf(xk)T(Xkﬂ —Xp) + %(Xk—&-l - Xk)TVQf(Xk)(XkH —Xp) + %kaﬂ - XkH3

1 L
<V F(x5)" (Sk1 + Agg1) + 7713§(Sk+1 + Asi1) V2 (x5) (Sk1 + Apsr) + EZHTIk(SkH + Ap)|?

1 c L
<V f (%) s + Uﬁi(sipﬂvzf(xk)skﬂ) + 16 2 [

(. J/
-~

Terml
2

+ eV f(x0)" Apga + % (2851 V2 F (k) Agn + AL VP F(x30) Agr) +

c1Lo
6

[vayemalk

~
Term?2

In the above ¢; is a constant. Now we bound Term 2
Mk ciloni, o
Term 2 <ny, &g + 5 ClserillenllAnia]]) + — AN [Arll < mC2]| A
Term 1 can be bounded in the line of the proof of Theorem 7.5 and we can achieve,

1
J(Xng1) — f(xx) < — )\E Z ISiger1ll> + Ar + neCal Al
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And for step kg, we get the following

1 & Py
<E ZZ1 ||77kosi,ko+1||3> < 7T
%
where W = [£0)=£" 574 e]
Now the gradient condition
IV f (gl
M~?

Hsi,k+1 ||Si,k+1)

1 « 1 «
= va(xk-i-l) T Z 8ik — m Z('YHi,k-i—lSi,k—&—l -
i=1 i=1

< ||V (xri1) = VF(xn) = V2F () (k41— x1)|| +

Zgzk_vka)

1 o~ M~?
— E 1Si k41][Si ks 1
m = 2

1 m
V2 (x5) (Xp1 — Xi) — T Z H, ;Si k+1

Tk Z V2 f(Xk)Si g1 — — Z H; 1.8 541

=1 =1

Long|| AI* + IV £ o) [ Al

<Ly [|mkse|* + + =L 7 Zns@mn +e

Following the gradient bound of the proof of the Theorem 7.5, we have

L2 ]\4")/2

19 k)] < 195 Gxuanl < (5 + 50

\I’2
) ot (Lol Al + en)A)

For the Hessian bound, we use the (7.35),

m

(V27 Ora)) 2 132 = el = e = Z 192 (x2) — 9% F (k)|

> — Z __||Szk+1|| — €y — — ZL2||Xk — Xpet1|

M
(—2—772 - L2> p— ; [7%Sikr1ll — e — La|| Al

v
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/3

M~
> — <W+L2) ( Z||77ksm+1|| ) —en — Lo| Al

Now comparing with the results of the Theorem 7.5, the gradient and Hessian
bounds suffer only by additional term (Lomg||A| 4 €x)||Al| and Ls||A|| respectively.
This additional terms are of the order O(||Al|). If the worker machines solve the
sub-problem exactly (]|Al]| = 0), we get back the guarantees described in Theorem
7.5.

7.4 Byzantine Resilience

In this section, we analyze our algorithm’s resilience against Byzantine workers.
We consider that a(< %) fraction of the worker machines are Byzantine in nature.
We denote the set of Byzantine worker machines by B and the set of the rest of
the good machines as M. In each iteration, the good machines send the solution
of the sub-cubic problem described in equation (7.2) and the Byzantine machines
can send any arbitrary values or intentionally disrupt the learning algorithm with
malicious updates. Moreover, in the non-convex optimization problems, one of the
more complicated and important issue is to avoid saddle points which can yield highly
sub-optimal results. In the presence of Byzantine worker machines, they can be in
cohort to create a fake local minima and drive the algorithm into sub-optimal region.
Lack of any robust measure towards these type of intentional and unintentional attacks
can be catastrophic to the learning procedure as the learning algorithm can get stuck
in such sub-optimal point. To tackle such Byzantine worker machines, we employ a
simple process called norm based thresholding.

After receiving all the updates from the worker machines, the central machine
outputs a set U which consists of the indexes of the worker machines with smallest
norm. We choose the size of the set U to be (1 — $)m. Hence, we ‘trim’  fraction

of the worker machine so that we can control the iterated update by not letting the
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worker machines with large norm participate and diverge the learning process. We
denote the set of trimmed machine as 7. We choose 3 > « so that at least one of the
good machines gets trimmed. In this way, the norm of the all the updates in the set

U is bounded by at least the largest norm of the good machines.

Theorem 7.6. Suppose for non-Byzantine machines, Assumptions 7.1-7.4 hold and
0<a<p< % Running Algorithm 5 for T iterations, the sequence {x;}_, generated

contains a point X such that

3

U\ s W9 by=
IVf(x)] < ;by + €, + Minor Terms O(= ))\mm (VQf( )) > ;ﬁy —€x

(7.38)

Proof. Proof of Theorem 7.6 We consider the following

J(Xey1) — f(xx)

1 L
<V f(xn)" (Xp41 — X5) + §(Xk+1 —x3) VA f(xp) (X1 — X1) + FQ %41 — x|
T
2
U
vf Xy Sik+1t 75,5 Sik+1 Sik+1 Si k+1
|u| e |2 |2 P
Te;“,ml Term2 Term3

(7.39)

In line (7.39), we expand the update x; 11 — X} = % > icu Sie+1- Also we use the

following fact.

Ul =UNM|+|UNDB| (7.40)

M| =UNM|+|T M| (7.41)
Combining both the equations (7.40) and (7.41), we have
U| = M| —=|TNM|+|UNB| (7.42)
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We use the fact of (7.42) to bound each term in equation (7.39). First, consider the

Term 1,

vf Xk Z Sik+1

€U

Z(l_n—kﬁ)mvf(Xk)T [Z Sik+1 — Z Sik+1 + Z Si k+1

1eM ieEMNT €eUNB

!U!

:(1—5 [Z ghSiner — O V) sk + Y VIR Stk + 5 Zszk+1 ik Si o1

iEMNT i€eUNB zEM

Nk Mk
— Z S; k1 HikSiks1 + (1— Z(Vf(xk) —gir) Siks1

2(1 - p)m & Bym &
(7.43)
M 7 m: 77k€ nw
< e | el | S el - 5 S T B
1eEM zEM ZGM
L (
t o Z [Si el + Z ||Si,k:+1||>
(1= B)m ieEMNT ieUnB
M’Y nk nw Mk
< - Z HS1]€+1H ZSZ k+1 i,kSik+1 +m((1 —a)eg—i-L)F
ieEM ze./\/l
(7.44)
We use the following facts in (7.44).
o glisini + 28T Higsin < =392 Isiks1]|® and sum over the set M.
e The gradient approximation described in Assumption 7.3.
e As the function f is L- Lipschitz, the gradient is bounded.
Now we bound Term 3 as follows,
L277
U Z Sik+1|| > k Z HSZ k+1 H (7.45)
‘ ‘ 167/{
L277
i T OUTLED DY IAE S U,
ieMnNT i€eUnB
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Lzﬁ% 3 3
Sm Z’|Si7k+1” —i—amF (746)

iEM

In line (7.45), we use the inequality described in (7.4) and in line (7.46), we split
the sum using (7.42).

Finally, we bound Term 2

s (Ses) w0 ()

€U

U
:2(1——2’)2m2 (Z Sg:k+1vf(xk)8i,k+1 + Z SZkJrlvf(Xk)Sj,kJrl)

i€l i#jeU
__
2(1 — 5)?m?
X (Z SZk—H(va(Xk) —Hi)sik — Z Sg:k—i-vaf(Xk)si,k—f—l + Z SZk+1v2f(Xk)Si,k+1>
ieM ieEMNT i€UNB
2
Mk
+ 2(1— B)2m? Z St a1 V2 (X5)8)k11 T o= e Z Si ka1 HikSiks1

1#jeU iEM

(7.47)

2
" 9 ) )
<31= oy IGHZ”SW” ATy ||si,k+1||]

1EM 1EMNT ieUnB
o 2(1 [Lln S sl = L) lsignl? Zsz S AT
=g €U 1EM
(7.48)
?7]3 2 7713 T
<o len(1 — LT 4 —* I H, s,
2
N L1 9
———((1 — - 1r 7.49
T 20— gy (L= Am—1) (7.49)

Collecting all the results we have

f(Xpr1) — f(xx)
< MV 77k [Z Hsz k+1H3] ( k" )m(,}/ _ (1 j%)m) ZA:A Szjk+1Hi,kSi,k+1

ieM
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3
T SR T T [Z skl + aomr®

iEM
2
b o (- ) + (1= HmL T
MAnj; Lon} 3 Lony s
< a5 ~ ot ) 2_llsnlP+ 455550t
2
+ 2(1_77% (1= )+ (1= BmLa] T + Tﬁ) (1 - a)e, + L)T
1
- )\byzm Z ansi,k—HHg + >\floor

ieEM
where

A . M’}/ L2
e L(l ~B)ym  6(1-p

jJa-e)

Now we can have the following results from the proof of Theorem 7.5 for step

ko = argming<g<r1 (| Xpg1 — X

ZGU
: 8:;3 (1= Z T %Fg,]
< 8 — g?% f(x;)\zy: I . k:)?by);fzoor - i‘ an’ior?’] (7.50)
. % (7.51)

1
N T—1 3 N T—1
where, WUy, = [—f(xo)ff 4 Zk=n Mtoor /\f“’”] *and ¢r = —8:2) [—f(XO)ff + —Z’mfb;\zﬂw + 2 T?

)‘byz )‘byz ) )‘byz

The gradient condition

IV f (xk41) |
M 2
Vf Xk+1 Z gik — Z YH; j41Si k11 — 27 Hsi,kJrl ||Si,k+1
ZEM zEM

(7.52)
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< ||Vf(Xk+1) — V(i) — VQf(Xk)(XkJrl - Xk)H + ‘ﬁ Z(gzk - Vf(Xk))H
ieM
2 M7
V2 (xk) (Tp41 — Z H; isi || + ]./\/l| Z 18441 1|84,641
zEM 1EM
< L2771%

1 2
LI I
U

W‘ ZV2 Xp)Sikt1 — |M| Z V2 f(Xk)Sikt1

€U ieM

2
|E Ve f(Xk)Si k1 — E H, 18 k11

1EM ZGM

<= e+ 5 ,M‘Zuszmn

(7.53)

In line (7.52), we use the fact the first order optimal condition (7.18) holds for the
good machines in the set M. And in (7.53), we use the in exact gradient condition

from Assumption 7.3 and the condition (7.20). Consider the term

’ sz Xp)Si k41 — ]M\ Z V2 f(Xk)Sigt1

€U ieM

0
V2 f(xx)s: H, ;s;
\M| E k)Sik+1 — ™ E KSik+1

ieEM eM
(1 _ Z V2 f (%k)Si k41 — A—aym Z V2 f(%1)Si b 41]
e ieM
"k 2 ) ~y
* Vo f(xk)si, + V= f(xk)s;, + ————€H|lS;,
(1 _B)m(Hle%;T ( k) k+1” HZE%F;M ( k) k+1||> (1 _a)m HH k+1||
Tk
= ((1 ~Bm ( ) L1 ) lsunll+ ¢ )ll skt + e 2 sl
ieM 1eM
_ 77kL1 . le 1 '
- ((1 ~ B)m ) Z Isisarll+ 7 gy lsiw
kL
: (1- B)F (7.54)
We choose v > "’Zl(l__ﬁ))LlL—E in equation (7.54). Now we have,

2

L277
> k Z ||Sz k+1H

1€L{

L2771%
2

>
= Sik+1
Ul =
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LQTI
k Z”SzkHH + Z 18 +111°]

7,6/\/( E€BNT
LQ 2 LQT]k 2
<—§ ; — 2k a7 7.55

Putting the calculation of (7.54) and (7.55), in (7.53), we have,

IV x|
< (o2 3 ) D el
<(3i=5+ A;: ) T 2 Ml e+ g+ e

2/3
< (L;((ll__ ;;) + ]\24%2) [ q _la)m EZM e K%P +5 (?1726)@2
<(50o9 + o) (B o T e (750

We use the power mean inequality described in (7.6) in line (7.56). Then at step

ko, we have,

Uy -
IV f (X 1)|| < ;”y + €, + Minor term 0<T) (7.57)

where

Lo(1 — M~?
\Ifl,byz = ( 22(<1 — ;) + 27;]% ) (wbyz)2/3

The Hessian bound is

Amin(VQf(ka))

— (1 — a Z /\mm \Y% f(xk+1)]
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1 — OZ Z AImn ’L k — V2f(Xk+1))]

1

§ a——a>m S Do (Hia) = [Ho = 92 (o) ] (7.58)

ieM

1
g 2 (i) = (g 3 B = V2 G|
i€

1 M7 1 5
> T agm 2~ 7 Ml = gy 2 [ = V27000l

ieM
1 2 2
- - -V 7.59
(= am Z V= f(xk) f(xk+1)|] (7.59)
1 Mfy
> ——ISipt1 |l —€m — Lo|lxx — Xp41]]
(1—a)m g\; 2 zez/\:/t
M~ 1
T (T—a)m Z i ll = Lallxn = Xura || = en
M v
vy
> — 0k Z I 7si ] — Lo||x) — Xppa|| — €m (7.60)

In (7.58), we use the Weyl’s inequality. In (7.60), we use the power mean inequality

described in (7.6) At step kg, we have

Mo (V2 (tg12)) = 5 L (P15 — 1y (S gy

1/3 1/3
( Lyt + Loy > w7 e
wQ,b z

where

M~
Wo by = (2—m¢;£ ¢1/3)
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Remark 7.6. Compared to the non-Byzantine part described in Theorem 7.5,
the rate of remains same except for the error floor of the gradient bound suffering a
minor terms. It is worth pointing out that under iid data assumption (special case,

see Remark 7.2), this error floor is unavoidable, as seen by [135].

Remark 7.7. The condition for the step-size n, remains same as described in the

Remark 7.4.

Remark 7.8. [Comparison with [135]] In a recent work, [135] provides a perturbed
gradient based algorithm to escape the saddle point in non-convex optimization in the
presence of Byzantine worker machines. Also, in that paper, the Byzantine resilience
is achieved using techniques such as trimmed mean, median and collaborative filtering.
These methods require additional assumptions (coordinate of the gradient being sub-
exponential etc.) for the purpose of analysis. In this work, we do not require such
assumptions. Moreover, we perform a simple norm based thresholding that provides
robustness. Also the perturbed gradient descent (PGD) actually requires multiple rounds
of communications between the central machine and the worker machines whenever
the norm of the gradient is small as this is an indication of either a local minima
or a saddle point. In contrast to that, our method does not require any additional
commumnication for escaping the saddle points. Our method provides such ability by

virtue of cubic reqularization.

Remark 7.9. Since our algorithm is second order in nature, it requires less number
of iterations compared to the first order gradient based algorithms. Our algorithm
achieves a superior rate of O(l/T%) compared to the gradient based approach of rate

O(1/VT). Our algorithm dominates ByzantinePGD [135] in terms of convergence,

commumnication rounds and simplicity and efficiency of Byzantine resilience.
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7.5 Experimental Results

First we show that our algorithm indeed escapes saddle point with a toy example.
We choose a 2 dimensional example: mingcgz[f1(w) + fo(W)] where fi(w) = w} — w3
and fo(w) = 2w? — 2w3 (Here w? denotes the i-th coordinate of w?. This problem is
the sum of two non-convex function and has a saddle point at (0,0). In Figure 7.2

(left most) we observe that our algorithm escapes the saddle point (0,0), with random

initialization.
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Figure 7.1: Function loss of the training data ‘a9a’ dataset (first row) and ‘w8a’ dataset
(second row) with 10%, 15%, 20% Byzantine worker machines for (a,e). Flipped label

attack.(b,f). Negative Update attack (c,g). Gaussian noise attack and (d,h). Random
label attack for non-convex robust linear regression problem.

Next, we validate our algorithm in Byzantine setup on benchmark LIBSVM ([23])
data-set in both convex and non-convex problems. We choose the following loss
functions: (a) Logistic lossmingera = >, log (1 + exp(—yxIw)) + 2 ||w||?, and (b)
Non-convex robust linear regression:minweRd > log < — xl) + 1), where w € R?
is the parameter, {x;}", € R? are the feature vectors and {y;}", € {0,1} are the

corresponding labels. We choose ‘a9a’(d = 123, n ~ 32K, we split the data into 70/30
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and use as training/testing purpose) and ‘w8a’(training data d = 300,n ~ 50K and
testing data d = 300,n ~ 15K ) classification datasets and partition the data in 20

different worker machines.
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Figure 7.2: (a) Plot of the function value with different initialization to show that
the algorithm escapes the saddle point with functional value 0. Comparison of our
algorithm with ByzantinePGD [135] in terms of the total number of iterations to
achieve small gradient norm (||g|| < 0.1) for (b) 10% (c¢) 15% and (d) 20% fraction
Byzantine machines for different types of attack.

We now show the effectiveness of our algorithm in Byzantine setup. In this work,

we consider the following four Byzantine attacks:

1. ‘Gaussian Noise attack’: where the Byzantine worker machines add Gaussian

noise to the update.

2. ‘Random label attack’: where the Byzantine worker machines train and learn

based on random labels instead of the proper labels.

3. ‘Flipped label attack’: where (for Binary classification) the Byzantine worker

machines flip the labels of the data and learn based on wrong labels.

4. ‘Negative update attack’: where the Byzantine workers computes the update
s (here solves the sub-problem in Eq. (7.2)) and communicates —c % s with

¢ € (0,1) making the direction of the update opposite of the actual one.

We show the classification accuracy on testing data of ‘a9a’ and ‘w8a’ dataset for

logistic regression problem in Figure 7.3 and training function loss of ‘a9a’ and ‘w8a’
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dataset for robust linear regression problem in the Figure 7.1. It is evident from the
plots that a simple norm based thresholding makes the learning algorithm robust. We

choose the parameters A = 1, M = 10, learning rate 7, = 1, fraction of the Byzantine

machines o = {.1,.15,.2} and = o + %
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Figure 7.3: Classification accuracy of the testing data ‘a9a’ dataset (first row) and
‘w8a’ dataset (second row) with 10%, 15%, 20% Byzantine worker machines for (a,e).
Flipped label.(b,f). Negative Update (c,g). Gaussian noise and (d,h). Random label

attack for logistic regression problem.

In Figure 7.4, we show the performance of our algorithm in non-Byzantine setup
(= =0). In the top row of Figure 7.4, we plot the classification accuracy on test
data of both ‘a9a’ and ‘w8a’ datasets for logistic regression problem and in the bottom
row of Figure 7.4, we plot the function value of the non-convex robust linear regression

problem for training data of ‘a9a’ and ‘w8a’ datasets. We choose the learning rate

Nk = 1 and the parameter A = 1 and M = {10, 15,20}.
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Figure 7.4: (First row) Accuracy of the algorithm for logistic regression on test data
of (a). a%a and (b). w8a dataset. (Second row). Function value of the non-convex
robust linear regression on the training data of (a). a9a and (b). w8a dataset.

7.6 Conclusion and Future Direction
In this chapter, we address the problem of the saddle points in the non-convex
optimization problem in the presence of Byzantine machines. We solve the problem of
saddle point escape and ’saddle point attack’ in the presence of Byzantine machines
with cubic regularized Newton method and norm based thresholding. In each iteration,
the worker machines solve a cubic regularized sub-problem that is non-convex in
nature. Solving this sub-problem is an interesting challenging problem on its own.
In this chapter, we consider that the worker can solve the sub-problem exactly for
theoretical analysis purpose. The problem is actually very hard to solve. A few
literature works [19, 4| have studied the problem and found efficient solution. In [122],
the authors have provided a gradient based approach to solve the sub-problem and
showed the analysis for the number of Hessian and gradient computations required to
achieve a certain level of convergence guarantee in centralised scenario. The problem
is significantly hard for the case of distributed learning as it is very difficult estimate
the effect of the update in each machine has on the convergence result. In the future,
it would be a challenging to figure out how to solve the problem locally in order to
achieve second order stationary problem. Also, a very straight forward extension of

this work would be to apply the d-approximate compressor on the update to reduce the
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communication further. Also for the purpose of having a clear idea on the convergence
rate, a comparison study between the accelerated method of first order method and

cubic newton would be interesting.
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