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Abstract

This paper describes a security protocol and proof-of-concept implementation for wearable medical sensor devices that
are deployed in hospitals. The sensor device measures the patient’s vital sign parameters and sends them to the hospital
server, such that the data can be processed and stored in the EMR (Electronic Medical Record) of the patient. The proposed
security protocol is based on symmetric-key cryptography and addresses the challenges of anonymity, unlinkability, mutual
authentication and perfect forward secrecy. Moreover, it relies on decentralised authentication, avoiding an authentication
server to be the single point of attack. Besides offering strong security features, the proposed protocol and implementation
take into account that sensor devices are typically constrained with respect to communication bandwidth and computation
power. Therefore, these parameters are evaluated in addition to the security analysis of the presented protocol. Our solution
gives stronger security guarantees than related work, while featuring a comparable computation overhead and the lowest
communication overhead.

Keywords Medical sensor data - Symmetric-key security protocol - Anonymity - Perfect forward secrecy - Mutual
authentication

1 Introduction

Just like smart homes and smart cities, smart hospitals
consist of a network of interconnected devices. One of the
main functionalities of these devices is to collect medical
sensor data on patients and to send these data to the
Electronic Medical Record (EMR) through a central server.
This way, part of the monitoring tasks of hospital staff can be
taken over by the sensors. Because the sensors and network
devices should have a limited influence on the mobility
of hospitalised patients, wearable sensors are used that
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communicate the measured data wirelessly in the network.
However, the wireless communication channel introduces
a threat with respect to the security of the patients’ data.
Especially with the European General Data Protection
Regulation (GDPR) [1] in place, it is indispensable to
protect the privacy of the patient.

In a practical setting, a device carried by the patient, e.g.
a smartphone, can be used to collect data wirelessly from
the wearable sensors. In the first place, it is important to
guarantee end-to-end security between the wearable sensor
device and the patient’s device. In addition, wirelessly
associating a wearable sensor device to a patient’s device,
which is typically done by hospital staff, should not
violate the anonymity of the patient. With these security
requirements in mind, this paper proposes a symmetric-key
security protocol. Besides the focus on end-to-end security
and anonymous association, the protocol also concentrates
on the minimisation of the communication bandwidth
and the required computation power of the wearable
device. The paper explains the different protocol steps
for both anonymous association and end-to-end secured
communication. Further, a thorough security analysis and
evaluation of the required communication and computation
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cost are performed. A comparison to previously proposed
solutions is shown to be favourable for our protocol.

The outline of the paper is as follows. Section 2 gives an
overview of related work in the field of security protocols
for healthcare. Section 3 describes the envisioned system
and the security requirements. The different steps in our
proposed solution are elaborated in Section 4. An evaluation
of the security on the one hand, and the computation and
communication requirements of the protocol on the other
hand, are given in Sections 5 and 6. Finally, Section 7
concludes the paper and points out to future work.

2 Related work

A lot of key agreement schemes for healthcare systems or
similar applications have been described in literature. In
this overview of related work, we focus on the most recent
schemes and explain the differences with respect to our
proposed scheme.

In a recent study of Kumar et al. [2], a symmetric-key
based key agreement scheme between smart sensor nodes
and a home gateway in a Home Area Network (HAN) is
proposed. The scheme is designed to provide anonymity,
unlinkability, mutual authentication, integrity, perfect
forward secrecy, and resistance to general attacks like
replay attacks, impersonation attacks and man-in-the-
middle attacks. Furthermore, the authors argue that a key
agreement scheme in a HAN network should be automatic
without human intervention. This leaves the gateway the
most interesting attack target as it sits at the centre of
the communication model of a HAN. In our setting, the
patient is hospitalised and accesses the sensor nodes via
a smartphone. The data are highly sensitive and should,
therefore, only be accessible via human intervention, e.g.
via an authentication step.

The communication model of Shuai et al. [3] is similar
to ours as they provide a key agreement scheme for remote
patient monitoring. In this scheme, the sensor nodes are
connected in a Wireless Body Area Network (WBAN) to
a gateway which translates the packets to the remote user.
All three entity types (sensor node, gateway, and user) are
involved in the key agreement scheme, thus, end-to-end
security is not provided. Via this approach, the gateway will
be an interesting attack vector, since, it could provide access
to all data that are sent from all sensor nodes connected to it.
We argue that end-to-end security is essential, because, the
sensor nodes generate highly sensitive data.

Another approach to an authenticated key agreement
scheme in WBANS is presented by Gupta et al. [4]. The
scheme assumes three entities: sensor nodes, gateway/user
mobile, and authentication server. The scheme requires
five steps to securely establish a shared key. However,
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the authentication server actively participates in the
process. This may cause a slow or a potentially impossible
connection setup due to the amount of messages and the
remote authentication server which may or may not be
reachable. In our proposed scheme, we use a distributed
authentication approach to enable the patient/user and sensor
node to authenticate each other without the involvement of
an authentication server during key establishment.

The work of Chen et al. [5] proposes an anonymous
mutual authenticated key agreement scheme for wearable
sensor nodes in WBANSs. The authors first highlight the
shortcomings of another scheme which was proven to
be susceptible to the following attacks: offline identity
guessing, sensor node impersonation and hub node spoofing
attack. Then, they propose an updated scheme that addresses
these problems. In their communication model, three entities
are considered: second level nodes/sensor nodes, first level
nodes/user, and hub nodes/data centre. The sensor nodes use
this scheme to establish connection with both the user and
the data centre. However, their proposal is not complete in
how the devices are provisioned or updated.

The work of Winderickx et al. [6] proposes a security
protocol and proof-of-concept implementation to be used
in a hospital scenario. The authors conclude that the use of
the TLS protocol in DHE_RSA_AES_GCM configuration
is the most favourable from four analysed configurations,
which include two pre-shared-key based configurations.
This configuration relies on public-key based algorithms
to provide secure end-to-end communication. Using
our proposal, we can provide a more lightweight key
establishment protocol, as we are relying on symmetric-
key cryptography and hash functions, while still meeting
all security requirements needed in wireless medical sensor
networks.

3 System assumptions, threat model
and security requirements

3.1 System assumptions

The system model is presented in Fig. 1. The entities that
are considered are the following: Sensor nodes (S), Patient’s
smartphone (P), and Remote Centre (RC). All entities can
directly or indirectly communicate with each other, e.g.
via an access point or a gateway. The sensor nodes are
constrained devices with a wireless interface that are placed
on or close to the patient, and, they measure vitals like
heart rate and blood pressure. These nodes are divided into
groups that represent the selection of sensor nodes required
per patient. Furthermore, the data generated by the sensor
nodes in one group are collected by the patient on his/her
personal device such as a smartphone. During or after data
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Fig.1 System architecture and communication actions used in the
proposed scheme, where S denotes the sensor nodes, RC is the remote
centre, and P is the patient’s smartphone

collection, the patient’s smartphone can share the data with
the hospital’s EMR server over a secured channel. The RC is
an authorisation server that can validate and authenticate the
patient and is able to manage and link the sensor nodes to a
patient. Both the patient’s device and RC are not considered to
be constrained in terms of storage, computation, and energy.

The proof-of-concept implementation that is used for the
validation of our proposed scheme consists of one wearable
health sensor that is placed on the chest of a patient and
monitors vitals such as heart rate and blood pressure
variation, and communicates via a WiFi wireless interface.
This sensor transfers its data to the patient, which is
emulated via a Python program on a laptop that is connected
to the network.

The consecutive actions between the entities, that will be
explained in Section 4, are indicated in Fig. 1:

1. Offline installation of the sensor nodes by the remote
centre;

2. Patient registration with the remote centre;

3. Linking of the patient to a group of sensors by the
remote centre;

4. Key agreement between the sensor nodes and the
patient’s smartphone;

5. Update of the patient’s pin.

3.2 Threat model

We assume the Dolev-Yao threat model [7]. An attacker
knows the protocol used and may eavesdrop, modify,

corrupt, delete, redirect, or replay all the messages that are
transmitted. Additionally, this attacker can capture a sensor
node and extract all stored parameters from its memory
using side-channel attacks. Even in this case, it should not
be possible to derive the previously constructed session keys
and decrypt the already sent data. The patient’s device and
RC are assumed to be monitored closely by either the patient
or IT staff. The attacker should, therefore, not be able to
capture these entities. Furthermore, it is assumed that the RC
can communicate securely using classic techniques during
the set-up and registration phase. The main focus of our
protocol is on providing end-to-end security between the
sensor node and the patient’s device. However, the goal of
the attacker might be to illegitimately obtain the data that
are measured by the sensor node, to control the access to the
sensor node, or to perform service degradation.

3.3 Security requirements

The required cryptographic properties are in line with
related work and can be summarised as follows:

R.1 Anonymity and unlinkability The identity of the
patient for whom the data is collected should not be
accessible by an adversary. Also, an adversary should
not be able to link multiple sessions to each other that
are established between a sensor node and the patient’s
smartphone.

R.2 Mutual authentication Both the sensor node and the
patient’s smartphone should be able to authenticate each
other’s identity.

R.3 Perfect forward secrecy Previously established ses-
sions keys should not be computable if an adversary
acquires the long-term keys of both the sensor node and
the patient’s smartphone.

R.4 Protection against general attacks We consider replay,
man-in-the-middle, impersonation, synchronisation, and
password guessing attacks as potential attacks.

R.5 Distributed authentication The sensor node and
patient’s smartphone should be able to establish session
keys without the intervention of the remote centre.

R.6 Two-factor authentication The key establishment
should take into account the authentication of the user
and the device.

Distributed authentication Our goal of distributed
authentication is to reduce the amount of single point attack
vectors that impact all data channels, e.g. the authentication
server. While an additional attack vector is added by involving
the patient’s smartphone, powerful cryptographic techniques
like asymmetric cryptography can be used on this device
to secure it. Furthermore, only one or at maximum a small
number of sessions of a specific patient can be compromised
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Fig.2 Action 1: Offline installa-

Action 1: Offline installation of sensor nodes by RC

tion of sensor nodes by RC

RC Sensor(S;)
Generates secret master
keys: x4,¥g, 24 for a
certain group of sensor nodes.
Computes for each sensor:
As =H(IDs|[IDg|lzg)
Bs - As S5 H(yg)
hk, = H(As|lyg)
H(As)
H(zg)
<Bs, H(As)7 H(Zg)v hks>
physical channel
Stores Bg

on the patient’s smartphone before the compromise is detected
by the smartphone, the patient or the system. It is therefore a
smaller risk that has to be taken into account than involving
a single point of attack that could impact all data channels.

4 Proposed solution

Our proposed scheme exists of the following five actions: (1)
the remote centre (RC) installs the sensor nodes (S) offline,
(2) the patient (P) is registered with the RC, (3) the RC links

Fig. 3 Patient registration with
RC

Stores H(Ay)
Stores H(zg)
Stores hk,

Pto S, (4) S and P agree on a key, and (5) P updates the PIN.
The overall flow of these actions is presented in Fig. 1, while
more details are provided in Figs. 2, 3, 4, and 5. Table 1
presents the symbols and their descriptions used throughout
the paper. First a brief description of the five actions will be
given, after which a more detailed explanation is presented.

— Setup phase: Action 1 consists of the initialisation of
the sensor nodes and the RC. This action is done, for
example, by the IT staff in a controlled and secure
environment.

Action 2: Patient registration with RC

Patient

RC

Smartphone generates
random value b
Patient enters I.D,
and PIN,

RPW, = H(PIN, @ b)
y; = H(RPW:DHIDP)

@ Springer
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Validates I D, and
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Fig.4 RC links patient to a

Action 3: RC links the patient to a group of sensor nodes

group of sensor nodes

Sensor(Ss)
Stores I Dg, Bg,
H(AS)7 H(Zg)a hks

RC

Stores xg4,Yyg, 24,1 Dg,
[IDS]7IDPﬂy;
H(ID,)

H,, = H(yy) @y,
For each sensor:
As = H(IDs||IDg||lzg)

HE = H(A:llyg) ® H(Asly,)

Enc{H(Zg)}(H(IDp), H*

vg’

HK.)

Bl =Bs@H,,

Updates Bs with B
HREG = H(H(IDp)|[H(zg))
hk} = hk, ® HK

Updates hk, with hk}

Creates counter Ny =0
Stores HREG,H(ID,,)

Patient
Stores b

HREG = H(H(IDy)|H(29))
Replaces y, with y_

— Registration phase: At first, the patient needs to register
himself/herself to the RC (Action 2). Then, the RC
authenticates the patient, remotely configures the sensor
nodes, and sends the key that links the patient to the
sensor nodes to the patient’s smartphone (Action 3).

— Run-time phase: When the sensor nodes are enabled,
for example by a nurse that puts the sensor nodes on
the patient, they will initiate the key agreement protocol
between the sensor node and the smartphone (Action 4).

— Update phase: During the run-time phase, the patient can
also choose to update its PIN number using Action 5.

The core of the solution is contained in Action 4 and needs
to be continuously repeated for each new session. The
Actions 1, 2, and 3 are only required during initialisation,
and Action 5 needs to be performed after a significant
amount of sessions.

4.1 Action 1: offline installation of sensor nodes
by RC

In Action 1 (shown in Fig. 2), let Xgs Vs Zg be three secret
master keys chosen by the RC for a group of sensor nodes.
Denote ID;, ID, the identifiers of respectively a sensor

Ency; {HREG}

Stores HREG

node and a group. The RC computes for each sensor node
their secret identity A; = H(ID||ID,||x,), public identity
B, = A, @ H(y,) and hash key hk; = H(A||y,). Then, the RC
shares the parameters By, H(A,), H(z,), hk, with each sensor
node in the group via a controlled and secure environment,
e.g. a physical channel. Note that the parameter H(z,) is
the encryption key shared by all sensor nodes in a specific

group.
4.2 Action 2: patient registration with RC

In Action 2 (shown in Fig. 3), the patient registers himself/
herself using a smartphone via an interface of RC. For
example, an application on the smartphone that wirelessly
communicates with RC via the available Wi-Fi network
using a secured data channel. Let b be a random number
chosen by the smartphone. The patient enters/scans his/her
identifier ID,, and chooses a personal PIN number PIN,,.
The smartphone, then, computes the patient’s password
RPW, = H(PIN, & b) and key y;‘ = H(RPW,||ID,). Finally,
the smartphone shares IDp,y; with RC. The RC uses the
identifier to validate and authenticate the patient. Upon
positive authentication, the RC stores the tuple (/D,,, y;).
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Fig.5 Key agreement between
Sensor and Patient

Action 4: Key agreement between Sensor and Patient

Sensor(S;) Patient
Stores IDg, Bs,H(As), H(zg) Stores b, HREG
HREG,H(ID,),hk_, N,

Generates random Rq

and timestamp 17

M; = R1 & H(As)

Mz = H(HREG|H(A)|| Ry || T1 ([ Ns)
Ms = B; @ H(HREG||T1)

<M17M27M37T17NS>

Generates timestamp T

Checks |T> — T1| < AT

Bs = M3 ® H(HREG||T1)

Patient enters I D, and PIN,

Yy = H(H(PIN, © b)|[IDy)

As = Bs (S5) y:;

Ri =M. & H(AS)

My = H(HREG|H(A)||R1||T1[|Ns)
Checks M} = M,

Generates random Ro

If hk, is not known:

Stores hk, = HY* (H(A,||y}))

sk = H(R1 || Rz ||T1 || T2 || Bs [[H(I Dy )bk, )
Replaces hk, with H(hk,)

My = Ry & H(AS)

Ms = H(sk|| HREG||T1||T2)

<T27 M4) M5>

Checks |Tx — T1| < AT

Ry = M4 ® H(As)

sk = H(Rq1 || Rz ||y [|T2]| Bs |H(IDp)|lhk,)
M: = H(sk||HREG||T1||T2)

Checks M = M;
Replaces hk, with H(hk,)

Increments Ng

4.3 Action 3: sensor - patient grouping and the key modifier H} =H(y,) @ y;. For each sen-

sor, the RC also computes the respective hash key modi-

Before Action 3 (shown in Fig. 4), the RC decides which  fier HK, = H(Ally,) @ H(A,|Iy}). Next, the RC shares
group of sensor nodes will be linked to the patient. Then, ~ H(/D,), ng,HKS securely by encrypting the data with
the RC computes the hash of the patients identifier HID,)  the encryption key H(z,). Using these values, the sensor
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Table 1 Description of the symbols used throughout the paper

Symbol Description

RC Remote Centre

Ss Sensor s

ID; Identifier of entity i

A Sensor’s secret identity
B, Sensor’s public identity
Xg» Vgs Zg Secret master keys
PIN, Patient’s PIN

RPW, Patient’s password

N Hash key counter

T; Current timestamp

R, b Random value

M; Message value

AT Maximum delay
HREG Patient’s link

hk Hash key

sk Secret key

H Cryptographic hash function
(4} XOR operation

1 Concatenation operation

updates its public identity B with B = B, @ HY, and hash
key hk; with hk? = hk; @ hk, and computes and stores
the key that links the sensor node group to the patient
HREG = H(H(D,)||H(z,)). Furthermore, a counter Nj is
created that represents the amount of times the hash key
is hashed. After configuring the sensor nodes, the RC also
calculates the key HREG and shares it with the patient’s
smartphone using a secured communication channel.

4.4 Action 4: key agreement between sensor
and patient

The run-time phase is defined by Action 4. Let R, T, be
a random value and a timestamp generated by the sen-
sor node. Three message parameters are computed:
M, = R, ® H(A,). M, = HHREG||HAIR, [T, [IN,). and
M; = B, ® HHREG]||T,). The sensor shares M,,M,,
M5, T|,N, with the smartphone. Next, the smartphone
verifies that 7, lies within a maximum delay interval
(IT, —T,| < AT) by generating its own timestamp 7,.
Using M; and key HREG, the public identity of the sen-
sor B, can be determined. To calculate the secret identity
of the sensor node, the smartphone requests the identi-
fier ID, and PIN PIN, of the patient. Using these val-
ues, the key y: =H(H(PIN, ® b)||ID,) and the secret
identity A; = B; @y, can be calculated. Via the secret
identity and parameter M,, the smartphone can com-
pute random value R, =M, @ H(A,). Then, the cor-
rectness of A, R,,T|,N, is validated using parameter

MzéM;k = H(HREG||HAY|IR,|IT, |IN,). As a response, the
patient’s smartphone executes the following actions. If the
hash key of this sensor is not yet known by the patient, it can
calculate the current hash key using hk, = HNX(H(AA.HyZ)).
Now, with a randomly chosen parameter R,, the secret
encryption key that is to be used for securing the com-
munication between the sensor node and smartphone can
be computed via sk = H(R, [|R,|| T, || T,1|B,|[HUD,)| hk,).
After the key is generated, the smartphone updates the
hash key hk, = H(hk,) and generates message parameters
M, =R, ® H(A,) and M5 = H(sk||HREG||T, ||T,). Then, the
smartphone shares T,, M4, M5 with the sensor. The times-
tamp T, can be verified using Timestamp 7', by comparing it
to the maximum delay interval (|7, — T, | < AT). Random
value R, can be computed via R, = M, @ H(A,). Next, the
sensor can also compute the secret key sk. The correctness
of the secret key sk and timestamp T, are verified via mes-
sage parameter MsiM;‘ = H(sk||HREG]||T,||T,). Finally, the
sensor updates the hash key hk, = H(hk,) and increments
counter N,.

4.5 Action 5: patient’s PIN update

The patient can also choose to update the PIN during the
run-time phase using Action 5, see Fig. 6. The action’s pro-
cedure is as follows. Via the smartphone, the patient first
enters the old PINP and the new PIN;‘. Then, the smartphone
calculates a new value b* = PIN;‘ (4] PINp @ b and replaces
the old value with the new value b = b*.

5 Security analysis

This section provides the detailed security analysis of our
proposed scheme according to the security requirements
defined in Section 3. First, the RUBIN formal analysis
technique is used to prove that a secure session key is
established between the patient’s smartphone and a sen-
sor node. Secondly, an informal analysis is given of dif-
ferent popular attacks. Finally, this section compares the
offered security features to those of related work.

Action 5: Patient’s PIN update

Patient(P)
Stores b, HREG, (sk, hk,, Ng)

Patient enters PIN, and PIN;
b = PIN; ® PIN, ®b
Updates b with b™

Fig.6 Procedure to update the PIN of a patient
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5.1 Formal verification

Our scheme is verified by using the RUBIN technique that
can provide a non-monotonic logic-based verification proof.
With RUBIN we can analyse the protocol using a specifica-
tion that is close to the implementation. Its specification and
other examples can be found in [8-10].

5.1.1 Specification

Our scheme assumes that both the patient’s smartphone (P)
and all sensor nodes (S) trust the Remote Centre (RC).
Therefore, we focus the proof on the key agreement phase
(Action 4). In terms of global sets, the principal set is
PS = {RC, P,S} where S is the list of sensor nodes S, in a
group. Without loss of generality, we will provide the proof
with one of the sensor nodes S; in the group. The rule set
contains the inference rules as defined by Rubin et al. [9].
The secret setis SS = {IDp, PINP, Zgs Xg> Voo HREG, HK} at
the start of Action 4. The observer set is as follows:

Observer (ID,) : {RC, P}
Observer (H(ID,)) : {RC,S, P}
Observer (PIN,) : {P}
Observer (z,) : {RC}
Observer (H(z,)) : {RC, P}
Observer (x,) : {RC}
Observer (yg) : {RC}
Observer (y:,) : {RC, P}
Observer (HREG) : {RC, S, P}
Observer (4;) : {RC}
Observer (H(A,)) : {RC, S}
Observer (B) : {RC, S}

Now we define the local set for each entity, starting with S..
Note that the local set of an entity P exists of the Possession
Set POSS(P), Belief Set BEL(P), and Behaviour list BL(P).

Principal S,

POSS(S,) = ID,, B, H(A,), H(z,), HUD,), HREG, hk, N,
BEL(S,) = #(HREG), #(hk,), #(H(A,)), #(H(z,)), #(H(ID,,)), #(B,)
BL(S,) =

SAl1  Generate-timestamp(T)

SA2  Generate-secret(R))

SA3 M, < R, ®HA,

SA4 M, « SHA256(Concat(HREG,H(A,),R,,T,,N,))
SAS M, < B, ® SHA256(Concat(HREG, T}))
SA6  Concat(M,,M,,M;,T,,N,)

SA7  Send(P,{M,-M,-M;-T,-N,})

SA8 Update({M, -M, -M;-T, N}, W)

SA9  Forget(M,, M,, M5)

SA10 Receive(P,{T, -M, - Ms})

@ Springer

SA1l
SA12
SA13
SA14
SA15
SA16
SA17
SA18
SA19

Split((T, - M, - M })
Check-freshness(75)

R, « M, ®HA,

sk « SHA256(Concat(R;, Ry, Ty, T, B, HUD,), hk,))
M: < SHA256(Concat(sk, HREG, T}, T,))
Check(Ms, My)

hk, < SHA256(hk,)

Forget-secret(R,, R,)

Forget(T'|, T,, M,, M5)

Principal P
POSS(P) = b, HREG
BEL(P) = #(HREG)
BL(P) =

PAI RCCGiVe(SS, {Ml * Mz * M3 * Tl N NX‘ })

PA2  Split{M, - M, -M; - T, - N,})
PA3  Check-freshness(7')

PA4 B, < SHA256(Concat(HREG, T)))
PA5  Input(ID,, PIN,)

PA6 y; < SHA256(Concat(SHA256(PIN,, & b), ID,))
PA7 A, < B,® y:

PA8 H(A,) < SHA256(A))

PA9 R, « M, ®HA,)

PA10 M; < SHA256(Concat(HREG, H(A,), R, T}, N))
PA1l Check(M,, M)

PA12 Forget(M,;, M,, M5)

PA13 Generate-secret(R,)

PA14 Generate-timestamp(7,)
PA15 If hk, & POSS(P) then
(SHA256(Concat(A,, yZ)))

sk « SHA256(Concat(R,.R,.T|, T,, B,, HUD,), hk,))
hk, < SHA256(hk,)

M, < R, ®HA,)

M5 < SHA256(Concat(sk, HREG, T, T,))
Concat(T,, M,, M5)

Send(S,, {T, - M, - Ms})

Update({T, - M, - M5}, W)

Forget-secret(R,, R,, IDp, PINp,AS, H(A)))
Forget(T,, T,, M4, M5, B,)

hk, «— SHA256™

PA16
PA17
PA18
PA19
PA20
PA21
PA22
PA23
PA24

5.1.2 The analysis

The scheme starts with the execution of the SA1-SA9
RUBIN actions of BL(S,), resulting in the updated local
set of principal S; described below. Also, the Update action
results in Observers(M,, M,, M5, T|, N;) = V. Principal S
generates message parameters M, _; that are believed to be
fresh because of the freshness believes of terms R, T, and
HREG. After sending the message, principal S; discards
M,,M,, M;in SA9, since, they are no longer needed.
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POSS(S,) = ID,, B, H(A,), H(z,), HREG, H(D,), hk,, N,,
Ty, Ry, M .M,, M,

BEL(S,) = #(HREG), #(hk,), #(H(A,)), #(T,), #(R,), #(M,),
#(M,) #(M5)

BL(S,) = SAl, ..., SA8

The next four RUBIN actions to be executed are those
of principal P, because, the terms {M; - M, - M5 - T, - N}
are sent to it. The new local set described below is the
result of this. The terms M,_;, N, are not believed to be
fresh, because, they cannot directly be verified. The fresh-
ness of timestamp 7'}, however, is ensured using the Check-
freshness action.

POSS(P) = b, HREG,N,,T,,M,M,, M5, B,
BEL(P) = #(HREG), #(T)),

{{S,, P,RC} C Observer(HREG)}

BL(P) = PAl,...,PA4

The next RUBIN action collects the input /D, and
PIN, of the patient, but, it can not be verified to be fresh.
Then, the following six RUBIN actions of principal P
are executed. They results in the new local set described
below. By checking M,=M, Observer(H(A,), R)={S,, P}
is proven, since, {S,P,RC} C Observer(HREG) and
Observer(H(A;)) = {RC, S,, P}.

POSS(P) = b, HREG, N,, Ty, M, My, My, B,, Y%, A,,
H(A).R,.ID,.PIN,

BEL(P) = #(HREG), #(T,), #(A,), #(R,)

BL(P) = PAl, ..., PAl1

The PA12-PA22 RUBIN actions of principal P are per-
formed if the verification of M, is successful. The local
set described below is the result. The secret and hash key
are generated and are believed to be fresh via respectively
#(A;) and #(R|,R,, T}, T,, hk,). Then, principal P calculates
message parameters M, and M.

POSS(P) = b, HREG, (hk,, N,), T} B,.y*, A H(A,), R,.ID,,
PIN,.R,, Ty, My, Ms, sk

BEL(P) = #(HREG), #(T)), #(A,), #(R,), #(Ry). #(T), #(sk),
#(hk,), #(M,), #(Ms)

BL(P) = PAl, ..., PA22

The last RUBIN action of P is to forget all terms com-
puted or generated in this process except for (hk,, N,) and
sk via RUBIN actions PA23 and PA24.

Principal P sends {7, - M, - M5} to principal S; which
enables the sensor node to continue executing RUBIN
actions SA10-SA17. The resulting local set is as provided
below. After splitting the received terms, the freshness of
timestamp 7, is verified. Via Check(Ms, M;‘), S, can believe

Observer(sk) = {S;, P}. Furthermore, the freshness of sk is
ensured via the random values and the time stamps. Next,
the hash key hk! is updated with hki*!, thus, POSS(S,) :=
POSS(S,) - hki + hki*.

POSS(S,) = ID,, B, H(A,),H(z,), HREG,H(ID,), hk,, N, T},
R, T,, Ry, M, My, sk

BEL(S,) = #(HREG), #(hk,), #(H(A,)), #(T,), #(R,), #(T,), #(sk)
BL(S,) = SAl, ..., SA17

Finally, principal S; forgets all terms computed or gener-
ated in this process except for (hk,, N,) and sk via RUBIN
actions SA18 and SA19. The observer set is as follows at the
end of Action 4:

Observer (ID,) : {RC, P}
Observer (H(ID,)) : {RC,S, P}
Observer (PIN,) : {P}
Observer (z,) : {RC}
Observer (H(z,)) : {RC, P}
Observer (xg) : {RC}
Observer (y,) : {RC}
Observer (y:,) : {RC, P}
Observer (HREG) : {RC, S, P}
Observer (4;) : {RC}
Observer (H(A,)) : {RC, S}
Observer (B;) : {RC, S}
Observer (sk) : {S, P}
Observer (hk) : {S, P}

This analysis implies that:

e R, T|,R,, T, are fresh for each session and are known by
the legitimate S, and P. This ensures resilience against
replay attacks and linkability.

e S, and P are mutually authenticated, protecting against
man-in-the-middle and impersonation attacks.

e ID,and A are only possessed by P and RC, providing
anonymous communication.

e The secret key sk is only known to S; and P and is an
independent key for each session as it is computed
over random values and the hash key hk,. Note that all
consecutive hash keys can only be known at any time
by P and RC, thus, the scheme achieves perfect forward
secrecy if a sensor node is compromised.

e The random value b and a scan based IDp, which is a
random identifier generated by the hospital, are used to
protect against password guessing attacks.

5.2 Informal verification

The security verification is continued in this subsection with
an informal discussion of the provided security properties
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and the protection against potential security attacks. Note
that we assume the threat model described in Section 3.

Patient impersonation attack Suppose an attacker
A tries to create valid input credentials. .4 needs to
enter an identifier and the PIN code (IDZ,PIN;;) on the
patient’s smartphone, assuming that .4 can get access to
the smartphone. .4 cannot determine the correct values
via eavesdropping the communication, because, they
are not shared in plain text nor over an insecure channel.
Furthermore, ID,, cannot be computed from H(IDp) or
HREG = H(H(D,)||H(z,)), which are stored on the sensor
nodes, since, we consider the hash function a one-way
function.

Sensor node impersonation attack An attacker A
intercepts the first transmission (M,M,,M;,T,,N,)
of sensor node S, and tries to generate a valid mes-
sage (M{, M5, M5, T{,N¢) by impersonating this node. A
can generate a random value R‘l’, timestamp 7¢, and hash
key counter N¢. However, A cannot generate valid message
parameters M, M,, or M5, because, this requires the knowl-
edge of secret values H(A,) and HREG. Moreover, these
secret values cannot be guessed in polynomial time. Mes-
sage parameter M, protects H(A,) via the one-time pad tech-
nique, and, message parameters M, and M, protect HREG
via the one-way hash function.

Replay attack Assume an attacker A has eavesdropped
on the messages that are sent during the key establishment
procedure (Action 4) and tries to replay these messages to
either the patient’s smartphone or sensor node. The freshness
of both messages are easily verifiable via the timestamps 7,
and T,, also, the integrity of the timestamp is guaranteed
via M, and M.

Eavesdropping attack Messages sent over an insecure
channel can be eavesdropped by an attacker 4. Messages
(M,,M,,M3,T\,N,) and (T,,M,, Ms) are, therefore, seen
by A. The formula sk = H(R, || R, || T} || T, || B;|IHUD,,) [ hk;)
is used to generate the secret key sk. A cannot derive R,
R,, B, H(IDp), and hk;, since, these values are protected
via either the one-time pad technique or the one-way hash
function.

Privileged insider attack Assume an adversary .A who
may be a privileged sensor node that is connected to patient
P; and that tries to establish a connection with another
patient’s smartphone P;. A cannot compute the sensor node-
patient link HREG;, thus, he cannot create a valid message
parameter M,. Upon validation, the patient’s smartphone
will abort the key establishment procedure. However, A
can determine the other sensor nodes that are linked to P,
by eavesdropping on the communication. Using the value
HREG; and the eavesdropped message parameter 7}, the
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identity B of all linked sensor nodes can be computed via
B, = M5 @ H(HREG,||TY).

Offline password guessing attack In our threat model,
an attacker A can retrieve the stored secrets of a sensor node
via side-channel attacks. Within the time frame of the ses-
sions of a patient in a hospital that could range from hours
to weeks, .4 should not be able to guess the identifier IDp or
PIN, via the values H(ID,) and B, where B, = A; @ H(y,)
and y, = H(H(PIN, & b)||ID,)).

Anonymity and unlinkability The identity of the patient
ID,, is masked in our scheme via the one-way hash function.
For an attacker A, it should be computationally infeasible
to compute it. Furthermore, unlinkability is also provided
via the freshness of random values and timestamps. Sup-
pose A can intercept messages from the sensor node and the
patient’s smartphone. Using only an eavesdropping attack,
the attacker should not be able to compute B, H(ID,)), H(A)),
or HREG from one of the message parameters within poly-
nomial time.

Perfect forward secrecy Assume an attacker A com-
promises the session key sk, the sensor node’s secret and
public identity H(A,), B and the current hash key hki, and the
patient’s link HREG . These keys do not reveal any previous
session keys as the session keys are calculated using the for-
mula sk = HR, IR, ||T; ||T2||Bs||H(IDp)||hk§). The previous
hash key hki'1 is not computable, since, during each session
establishment the hash key is updated via hki = H(hki‘l).
Moreover, the freshness of the session keys is ensured
through the use of the timestamps, and the random values.

5.3 Comparison to related work

An overview of the security features that our work and the
considered related work provide is presented in Table 2.
Only our scheme covers all the required security features.
Gupta et al. [4] and Shuai et al. [3] do not provide distributed
key agreement, and, Gupta et al. [4], Kumar et al. [2], and
Chen et al. [5] do not provide sufficient perfect forward
secrecy protection. Furthermore, if we take the requirement
to input an identifier and a password into account (R.6), our
scheme and that of Gupta et al. and Shuai et al. [3] would
only be eligible, because, the schemes of Kumar et al. [2]
and Chen et al. [5] do not provide this feature. The TLS
protocol using a Pre-Shared-Key (PSK) configuration, as
analysed by Winderickx et al. [6], can only provide mutual
authentication, protection against general attacks, and
distributed authentication. It is lacking all or some of the
other requirements in comparison to respectively ours and
the other considered schemes.
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Table2 Comparison of the available security features. The secu-
rity features R.1-R.5 are described in Section 5 (R.1: Anonymity
and unlinkability, R.2: Mutual authentication, R.3: Perfect forward

secrecy, R.4: Protection against general attacks, and R.5: Distributed
authentication, and R.6: two-factor authentication)

Security features R.1 R.2 R.3 R4 R.5 R.6
Kumar [2] Y Y N Y Y N
Gupta [4] Y Y N Y N Y
Chen [5] Y Y N Y Y N
Shuai [3] Y Y Y Y N Y
TLSv1.2-PSK [6] N Y N Y Y N
Ours Y Y Y Y Y Y

6 Implementation results

The implementation results are generated using a generic
and an empirical study. The computationally expensive oper-
ations are identified and generalised for each entity of our
scheme and related key agreement protocols. Furthermore,
the communication impact is compared using the amount
of messages and bits that are exchanged. Next, the impact
of the proposed scheme is validated empirically through a
proof-of-concept implementation.

The results of the pre-shared-key configuration of the
TLS protocol that were generated by Winderickx et al. [6]
did not include the computation impact using our format.
Therefore, we analysed the cryptographic operations that
are used in a mbed TLS based implementation of a TCP
server and TCP client using TLS version 1.2 with the TLS-
PSK-WITH-AES-128-CCM and the TLS-PSK-WITH-
AES-128-GCM-SHA256 ciphersuite configuration. The
computation impact results are based on the reported module
initiation of cryptographic operations like the SHA256 hash
operation and the reported actions as indicated in the debug
logs during the handshake procedure. The other ciphersuite
configurations analysed by Winderickx et al. were not
considered, because they use public-key operations that are

Table 3 Comparison of the computation impact of the key agree-
ment scheme with other relevant state-of-the-art schemes (Th: hash,
Te: symmetric encryption, Td: symmetric decryption, and Tfe: fuzzy
extraction)

Protocol Sensor User RC Total
Kumar [2] 2Th + 2Th + - 4Th +
ITe+ 1Td 1Td + 2Te 3Te + 2Td
Gupta [4] 4Th 7Th 5Th 16Th
Chen [5] 5Th 8Th - 13Th
Shuai [3] 7Th Tfe+ 11Th  12Th  Tfe + 30Th
TLSv1.2-PSK 7Th + 7Th - 14Th +
Te + Td Te + Td 2Te + 2Td
Ours 5Th 9Th - 14Th

at least a factor of 30 times more computationally expensive
as demonstrated by the authors [6, 13].

The computation impact of the key agreement protocol
is compared to related work in Table 3 in terms of the
number of hash functions (Th), the number of symmetric-
key encryptions (Te), the number of symmetric-key
decryptions (Td), and the number of fuzzy key extractions
(Tfe). Our scheme requires five and nine hash operations
for respectively the sensor node and the patient. Also,
our scheme does not require input of the RC during key
agreement. In total, our scheme ranks third in terms of
performance. Only Chen et al. [5] and Kumar et al. [2] feature
less operations. Though, our scheme additionally provides
Perfect forward secrecy and two-factor authentication in
comparison to these two schemes while only requiring
respectively one or five more hash computations.

The communication impact compared to related work is
given in Table 4. We have chosen for the following message
parameter sizes: 24-byte ID, 32-byte hash digest (SHA256),
32-byte random, 4-byte timestamp (Unix epoch), and
4-byte counter. The results of Kumar et al. [2] and Chen
et al. [5] were estimated using the above mentioned message
parameter sizes because the original resulting value was
either not available or had inconsistent message parameter
sizes. Our scheme features the lowest amount of bits
exchanged. Furthermore, only two messages rounds are
required, which is equal for the protocol of Kumar et al. [2]
and Chen et al. [5].

Table 4 Comparison of the communication impact of the key agree-
ment scheme with other relevant state-of-the-art schemes (*: esti-
mated values)

Protocol Rounds Total size (bits)
Kumar [2] 2 1568*

Gupta [4] 5 3808

Chen [5] 2 2080*

Shuai [3] 5 1824
TLSv1.2-PSK [6] 4 4792

Ours 2 1376
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Fig. 7 Performance box plot of Action 4 based on 75 runs. The box
plot indicates the distribution of the data, i.e. divided into a quartile.
The orange line represents the median result, and the two numbers
inside parentheses show the 96% confidence interval

An empirical study of our proposed scheme is done
using a proof-of-concept implementation on a custom-
designed board featuring a TTI MSP432P4011 MCU [11]
and a TT CC3120 network processor [12]. The MCU is a
32-Bit Arm Cortex-M4F running at 48 Mhz with 2 MB of
Flash and 256 KB of RAM. The code is compiled using
the GNU GCC compiler tools version 7.2.1 with the -O3
optimisation setting. The performance of Action 4 is
measured on this health sensor node by measuring the
total duration of Action 4 using the available 24-bit system
timer, and, 75 iterations were performed to increase the
confidence on the result. The results are presented using a
box plot and a 96% confidence interval inside parentheses
in Fig. 7. On average, Action 4 takes about 26.5 ms.
Using the power consumption of the microcontroller
and the network interface, the energy usage is estimated
to be about 507 uJ. This is considerably lower than the
estimated energy consumption of the TLS protocol based
implementation of Winderickx et al. [6], which ranged
from 1.5 mJ to 147 mJ. Also, the energy consumption of
the key establishment of our proposed scheme is negligible
in comparison to the energy required to perform the
measurements and communication of sensor data in one
10 s period, which was estimated to be around 698.2 mJ
by Winderickx et al. [6].

@ Springer

7 Conclusion

This work proposes the design and implementation of a
symmetric-key security protocol for wearable healthcare
devices. Both the association phase, in which the wearable
device is anonymously linked to the patient, and the
communication phase, in which end-to-end secured data
exchange takes place, are described in detail. An analysis
of the security features and the communication and
computation cost of the protocol shows that our solution
outperforms previously proposed protocols. In terms
of future work, one additional security feature is worth
considering, namely the protection against privileged insider
attacks, in which the adversary can determine the identity of
the sensor nodes that are linked to a patient.
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