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Abstract 

WhatsApp is the most popular instant messaging mobile application all over the world. Originally designed for simple and 

fast communication, however, its privacy features, such as end-to-end encryption, eased private and unobserved 

communication for criminals aiming to commit illegal acts. In this paper, a forensic analysis of the artefacts left by the 

encrypted WhatsApp SQLite databases on unrooted Android devices is presented. In order to provide a complete 

interpretation of the artefacts, a set of controlled experiments to generate these artefacts were performed. Once generated, 

their storage location and database structure on the device were identified. Since the data is stored in an encrypted SQLite 

database, its decryption is first discussed. Then, the methods of analyzing the artefacts are revealed, aiming to understand 

how they can be correlated to cover all the possible evidence. In the results obtained, it is shown how to reconstruct the list 

of contacts, the history of exchanged textual and non-textual messages, as well as the details of their contents. Furthermore, 

this paper shows how to determine the properties of both the broadcast and the group communications in which the user 

has been involved, as well as how to reconstruct the logs of the voice and video calls. 

Keywords: Android; Instant Messaging; Mobile Forensics; SQLite Databases; WhatsApp Messenger. 

 

1. Introduction 

Over a decade ago, regular mobile phones offered the Short Message Service (SMS) as an alternative to the instant 

messaging (IM) that existed on the internet at that time. This service failed to offer the convenience of real-time texting, 

which is available in IM. Nevertheless, the potentially new-born smartphones in 2007 opened the doors for real-time 

communication capability in mobile phones through instant messaging applications such as WhatsApp, which is the 

most popular of these applications almost globally with 2 billion users, as shown by Statista (2021) in Figure 1 [1]. The 

huge number of WhatsApp users means remarkably big data getting transferred through the app. With that in mind, the 

way WhatsApp handles this data is a case to investigate. The messages exchanged on early versions of WhatsApp were 

kept in SQLite local databases on the devices. The database file was, in fact, not encrypted, which meant that WhatsApp 

chat records were vulnerable to intruders, putting users’ data at risk. On the other hand, the more recent versions of the 

application have seriously reconsidered the database security and have encrypted the databases following the custom 

Advanced Encryption Standard (AES).  
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Figure 1. WhatsApp monthly active users compared to other IM apps 

Technology itself allows for both good and bad behavior. Due to the privacy and, in most cases, encryption that come 

with the IM apps, they are becoming a common means for intruders (criminals, hackers, virtual thieves, etc.) to get 

involved in illegal actions such as drug dealing, hate speech, child pornography, terrorist acts and more. The importance 

and the need to retrieve electronic evidence from criminals’ devices thus becomes a part of any forensic process [2]. 

Databases, such as WhatsApp's, are critical in this process, not only because average criminals lack the technical 

knowledge to access or modify them, but also because this is where the encryption challenge is presented.  

In this paper, the authors address the forensic analysis of the artefacts left by the encrypted WhatsApp SQLite 

databases on unrooted Android devices. The study is limited to the Android OS because, according to Statista [3], the 

most sold smartphones to end users are those with the Android operating system. This work covered the analysis of 

artefacts such as the call logs and the status, as well as the WhatsApp desktop application. In addition, it shows how to 

decrypt the SQLite databases as one works on the unrooted phones. Furthermore, since it’s possible that the SQLite 

database may be corrupted, the paper discusses how to deal with it. 

This paper is divided into five sections, starting with the introduction. Section two presents related literature, followed 

by section three, exposing the methods and materials. Section four presents a discussion, and finally, the last section 

concludes the paper and offers recommendations. 

2. Related Works 

The forensic analysis of smartphones takes a lot of attention in the literature. Most of the papers and books on this 

subject focus on Android and iOS. Skulkin & Tindall [4] and Epifani & Stirparo [5] explained very deeply the guide to 

use while working on these two OSs, giving key strategies and techniques to extract and analyze forensic artefacts from 

mobile phones. In this study, the authors benefited from this work in order to extract and analyze the data generated by 

the WhatsApp messenger. Indeed, one of the most studied domains in mobile forensics is the applications installed on 

the device, mainly the IM apps. The importance and the popularity of the IM apps is the reason behind the increased 

number of works published on this topic. For example, Zhang et al. [6] focused on the forensic analysis of WeChat on 

Android phones, Anglano et al. [7] worked on the analysis of Chat-Secure, and Walnycky et al. discussed [8] the analysis 

of 20 popular IM messengers on Android phones, while Ovens & Morison [9] analyzed an IM application (Kik 

messenger) on iOS. Also, Anglano et al. [10] studied the telegram messenger, providing a general methodology for the 

analysis of android applications. The same thing was done by Zhang et al. [11] but on four popular IM apps rather than 

only Telegram. Rathi et al. [12] discussed in-depth the analysis of the encryption of various IM apps. Azfar et al. [13] 

proposed a taxonomy outlining the forensic importance of the evidence generated by the IM apps. All the aforementioned 

papers considered the analysis based primarily on the artefacts presented on the device and the encrypted databases 

generated by these apps.  

Moreover, several studies focus on the analysis of the WhatsApp messenger on Android phones. Thakur [14] and 

Mahajan et al. [15] focused on the analysis of just a part of the artefacts left by WhatsApp (just the chat database). 

Whereas, Anglano [16] discussed the analysis of WhatsApp, focusing on the contacts and chat databases on rooted 
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phones without aiming to study their encryption. In the current study, the authors explained the decryption of the 

encrypted databases while working on unrooted Android phones. In addition, they covered new features that became 

available later on, as well as the new update of the values stored under the existing and new fields. 

3. Methods and Materials 

A set of experiments were performed in order to accomplish this study. Each experiment deals with different 

interaction scenarios between users. The forensic data generated by WhatsApp is saved to the internal memory of the 

device, and some of it is located in inaccessible areas for the normal user, unless when using advanced commercial 

forensic tools for the purpose of making them accessible. As well, this data is stored in encrypted SQLite databases, 

which also need suitable commercial tools to be extracted [17, 18]. Unfortunately, these tools are expensive, so the work 

was carried out using open-source tools and a powerful programming language such as Python to achieve the goals. In 

addition, unrooted Android devices were used for two reasons: first, the failure of the rooting process during the 

investigation will require re-installing the OS, which leads to overwriting the data preserved on the device, and second, 

the rooting process is becoming more difficult with the new versions of Android (7.0 and higher). 

3.1. Required tools used 

1. Android Smartphones: 

 Sony Xperia Z2 - Android 6.0.1 

 Sony Xperia L - Android 4.2.2 

 Huawei y7 prime - Android 8.0.0 

2. WhatsApp version: 

 Version 2.19.53 

 Web WhatsApp PC application 

3. Forensics workstation (PC): 

 Toshiba Satellite C850-B907 

4. WhatsApp encryption key extractor: 

 Python script written for this purpose. 

5. WhatsApp extract: 

 Open-source tools to decode the encrypted databases 

6. SQLite DB viewer: 

 SQLite DB browser to parse the data saved in the SQLite databases. 

3.2. Experimental Setup 

From the Google Play Store, WhatsApp was installed on the three devices (Android Smartphones mentioned in the 

previous paragraph). The application is stored on the internal memory in the directory "whatsApp.com". When a person 

uses the application, every message sent and received is stored in an encrypted SQLite database named msgstore.db, and 

the contacts involved are stored in another encrypted SQLite database named wa.db. This encryption should be decrypted 

in order to extract data from these SQLite databases; otherwise, it is not possible to open and read their contents. The 

strength of this encryption makes it unbreakable using brute force techniques since it uses 256-bit key AES encryption. 

The only way to decrypt it is to use the private key, which is stored uniquely on each device and cannot be accessed 

without root privilege. In this work, a method to get this key without a root is used. For this purpose, the USB debugging 

mode was enabled from the settings menu on the mobile devices. This is done by tapping seven times on "build number" 

in "about phone". In the new option named "developer option", "developer mode" is enabled as well. 

3.3. Sets of experiments 

1. Experiments concerning contacts:  

The goal from these experiments is to determine the list of the user’s contacts as well as the operation done on it by 

the user. These experiments are listed in Table 1.  
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Table 1. User contacts experiments. User1 and User2 are the WhatsApp users involved in the experiments 

Operation Steps 

Add contacts User 1 adds user 2 

Remove contacts User 1 deletes user 2 

Block contacts 
1- User 1 blocks user 2 

2- User 1 unblocks user 2 

2. Experiments concerning the private chat communication between the user and contacts: 

The goal is to reconstruct the history of messages exchanged as well as the contents of the textual and non-textual 

messages between the user and each contact. See Table 2. 

Table 2. Experiments concerning all the types of messages exchanged privately 

Operation Steps 

Textual messages exchange 
1- User 1 and user 2 exchange messages 

2- User 1 and user 2 delete messages 

Textual messages forward 
1- User 1 forwards to user 2 from user 3 

2- User 2 forwards to user 3 from user 1 

Non-textual messages exchange 

1- User 1 sends a picture to user 2 

2- User 1 sends a video to user 2 

3- User 1 sends an audio to user 2 

4- User 1 sends a contact to user 2 

5- User 1 sends a geolocation to user 2 

3. Experiments concerning the messages state (Table 3): 

The goal is to determine if the message has reached the server and if this message has been delivered to the recipient. 

Table 3. Message state experiments 

Operation Steps 

Sending message, receiver offline 
1- User 1 sends a message to offline user 2 

2- User 2 replies when online 

Sending message, sender offline 

1- User 1 is offline 

2- User 1 sends a message 

3- User 1 goes online 

4. Experiments concerning the broadcast and group messages: 

The goal is to determine the users involved in a broadcast message and to reconstruct the chronology of a group chat 

as well as the events that happened within. See Table 4. 

Table 4. Broadcast and group message experiments 

Operation Steps 

Broadcast messages 
1- User 1 sends a broadcast message to more than two saved contacts 

2- User 1 sends a broadcast to unsaved contacts 

Group messages 

1- User 1 creates a group and adds user 2 and user 3 

2- User 1 adds user 4 

3- User 1 removes user 2, then user 3 and user 4 

5. Experiments concerning voice and video calls (Table 5) 

The goal is to reconstruct the chronology of incoming and outgoing calls of the user. 
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Table 5. WhatsApp voice and video calls experiments 

Operation Steps 

Performed voice/ video call 

1- User 1 calls user 2 

2- User 2 answers 

3- User 1 hangs up 

4- Repeat 1-3 as user 2 is the sender 

Missed voice/ video call 
1- User 1 calls user 2 

2- User 2 does not answer 

Refused voice/ video call 
1- User 1 calls user 2 

2- User 2 terminates the call without answering 

3.4. SQLite Databases Decryption 

A python script DB key extractor was used in order to extract the cipher key, which is stored in the internal memory 

of the device. This is an open-source project, so some functions in the script were re-written in order to suit the work. 

One of the most important variations is that the script didn’t need an internet connection. This is very important because 

it allows you to disconnect the phone from all networks, thus preventing any control that might happen to the phone 

remotely. The principle of this method is simple, consisting of downgrading WhatsApp to versions prior to 2.18 (Figure 

2) where the databases' encryption was not supported, and then extracting the latest unencrypted WhatsApp messages 

database, msgstore.db, and contacts database, wa.db, as well as the cipher key that can be used to decrypt the encrypted 

database (Figure 3). This will create a folder on the PC named "extracted" that contains these DBs and the key (Figure 

4). 

 

WhattsAppKey/DBExtractor 4.7 (Official) 

Downloading legacy WhatsApp 2.11.431 to locate folder 

      % Total         % Received  % xferd  Average Speed       Time     Time      Time     Current  

                                                                Dload     Uoload     Total     Spent     Left       Speed 

100  17.4M   100  17.4M          0            48555     0             0:06:17  0:06:17  --:--:--    35931 

 

Backing Up WhatsApp 2.19.17  skipping data 

3997 KB/s (25039281 bytes in 6.117 s) 

Backup complete 

 

Removing WhatsApp 2.19.17 skipping data   

Success 

Removal complete 

 

Installing legacy WhatsApp 2.11.431  

3909 KB/s (18320558 bytes in 4.579s) 
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         pkg: data/local/tmp/legacyWhattsApp.apk  

Success 

Install complete 

 

Now unlock your device and confirm the backup operation. 

 

please enter your backup password (leave blank for none) and press enter: 

 

apps/com.whatsapp/apps/f/key 

apps/com.whattsapp/db/msgstore/db 

apps/com.whattsapp/db/wa.db 

apps/com.whattsapp/db/axolot1.db 

apps/com.whattsapp/db/chatsettings.db 

 

extracting whattsapp-cryptkey … 

Figure 2. WhatsApp key/DB extractor - Downgrade and Backup WhatsApp 

 

Figure 3. Extraction of msgstore.db, wa.db, and the crypt key 

 

Figure 4. DBs and the key extracted from the phone 

Once the key is extracted, it can be used to decrypt msgstore.db.crypt12 or any crypt12 WhatsApp SQLite DB created 

on this device. This is done by an open-source tool: WhatsApp viewer (Figures 5 and 6). It is a very simple tool that 

associates the database with its key in order to decrypt it. 
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Figure 5. WhatsApp viewer tool 

 

Database decrypted to file 

C:\Users\Desktop\WhattsApp.Key-DB-Extractor-master\WhattsApp-Key-DB-Extractor-master\Extracted\messages.decrypted.db 

Figure 6. The database is successfully decrypted 

Now, the decrypted databases can be manually parsed using SQLite viewer such as DB Browser for SQLite (Figure 

7).  

 

Figure 7. The decrypted database msgstore opened in DB Browser for SQLite Corrupted Databases 
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SQLite is basically a highly reliable, embedded, and self-contained SQL database engine. However, due to a certain 

error, this database can be corrupted [19]. Frequently, the corruption results in an error reading: “Disk Image Is 

Malformed”. In this case, the decryption of this damaged database would be successful but the database would not be 

opened on any SQLite database viewer, showing the warning in Figure 8. 

 

Figure 8. Damaged database: Disk image is malformed 

To recover the database, by using the SQLite command-line tool, the following command sequence is run: 

sqlite3.exe msgstore.db 

.mode insert 

.output msgstore_dump.sql 

.dump 

.exit 

Now, an SQL file (msgstore.db) with dumped database tables will be obtained. It is imported to a new SQLite 

database. In this paper, the database was heavily damaged, so it was necessary to examine the file manually. The SQL 

file was opened in a text editor (sublime text) and the tables of interest were saved in separate SQL files then used DB 

Browser for SQLite to create a database. Figure 9 shows the recovered table messages from the damaged database, 

compared to all tables as shown in Figure 7. For each table, this process should be respected in order to open the damaged 

tables in the database. 

 

Figure 9. Recovered messages table from the damaged "msgstore" database 
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4. Results and Discussion  

4.1. Analysis of Contacts Database "wa.db" 

The analysis of the contacts list is very important to know with whom the user was interacting. The experiments 

listed in Table 1 were carried out. 

1. The structure of the contacts database wa.db 

The first step of the analysis of the user contacts is to study the structure of the database “wa.db”. This database 

contains different tables. The valuable information concerning each contact are stored as a record mainly in one table, 

namely “wa_contacts”. This information is stored under several fields (columns) based on the origin of the data (set by 

WhatsApp system or stored by the user in the phonebook). The structure of the table is described in Tables 6 and 7. 

WhatsApp updated its tables by adding a new table that was not there before. We find that this new table can be useful 

as it contains valuable information about the blocked contacts. This table is called “wa_block_list”. 

Table 6. Structure of the contacts wa.db - Information set by WhatsApp 

Contact information from WhatsApp system 

Field name Information presented 

_id The number of record set by SQLite 

Jid WhatsApp ID of the contact containing his number 

is_whatsapp_user If the contact is an active WhatsApp user 

unseen_msg_count The number of the unread messages by the user 

photo_id_timestamp Unix epoch time when the profile picture was set 

wa_name WhatsApp name of the user set by him/herself 

Table 7. Structure of the contacts wa.db - Information set by Phonebook 

Contact information from phonebook 

Field name Information presented 

Number The phone number of the contact 

raw_contact_id Record number 

display_name The contact name set by the user 

given_name The name of the user 

family_name The family name of the user 

2. Reconstruction of the contacts list 

To reconstruct the contacts list, we have to analyze the different values stored in the fields of the Tables 6 and 7. The 

Figures 10 and 11 show the database wa.db opened in DB browser for SQLite. We just show two records for 

demonstration. In the first record (Figure 10), each contact is associated with a WhatsApp ID which is stored under the 

"jid" field, with the structure "number@.whatsApp.net", where the number refers to the phone number of the contact 

(here 76680***). The contact is also associated with a Boolean value stored under the field "is_whatsApp_use" 

indicating whether the contact is an active WhatsApp user or not. The user is an active WhatsApp member if 

"is_whatsApp_user = 1". In addition, the field "given_name" stores the name given by the user to the contact, (here 

Phone 2), while the field "wa_name" stores the name of the contact set by the contact itself (here l). Furthermore, the 

"About" and its set time (previously known as status) is stored in the field "status" and "status_timestamp", respectively. 

The avatar picture can link the user to his real identity if the picture displays his face or location. The avatar picture of a 

contact is stored in media/pictures folder but we did not find the thumbnail of the profile picture stored in the database. 

The timestamp stored in the field "thumb_ts" indicates when the contact has set its current avatar, respectively. In this 

figure, the value stored under this field is "-1", which means that no profile picture is set for this contact. As this table 

stores the information about individual contacts, it stores also the information about the group that the user has joined. 

In this case, the WhatsApp ID is structured under a different string such as the string 96170298***-1555701066@g.us 

(Figure 11). The phone number is that of the group creator and the UNIX epoch time is the group creation time. The 

name of the group, here “Forensic IT test”, is stored under the "display_name". Note that the members of the group are 

not stored under any fields in this table. 

 

mailto:96170298***-1555701066@g.us
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Figure 10. wa_contacts table - individual record 

 

Figure 11. wa_contacts table - group record 

3. Added and deleted contacts 

In addition to the explicit insertion or deletion of a contact (where these operations are carried out by the user), 

WhatsApp Messenger is able to synchronize the phonebook of the device with the contact list. In particular, it 

automatically adds to the contact list any WhatsApp user whose phone number is stored in the phonebook of the device. 

Furthermore, it automatically removes from the contact list any WhatsApp user whose phone number is removed from 

the phonebook. Being able to tell which contacts have been added deliberately by the user may be important in some 

investigative scenarios. The results of our analysis, however, show that WhatsApp Messenger does not store in any 

database information allowing one to distinguish between the explicitly-added and automatically-added contacts. 

Nevertheless, Anglano [10] found that explicitly-added contacts can be identified by analyzing the database 

corresponding to the phonebook of the device, which is implemented as an SQLite database named contacts2.db. 

Unfortunately, this is not our interest as we are trying just to collect information from the artefacts left in the WhatsApp 

directory. 

4. Blocked contacts 

WhatsApp allows user to block a contact, which prevents any type of communication between the user and the contact 

as well as getting any update of the profile picture and status. When the user blocks a contact, WhatsApp adds a record 

to the table “wa_block_list” of the contact database “wa.db”. This table (depicted in Figure 12) contains one field called 

"jid" that stores the ID (phone number) of the blocked contacts.  

 

Figure 12. “wa_block_list” table 

Therefore, the other information of the blocked users may be deduced by selecting those records in table 

"wa_contacts" using the following SQL query: SELECT * FROM wa_contacts WHERE jid IN (SELECT jid FROM 

wa_block_list). The results of our analysis show also that when a contact is unblocked, the corresponding record in table 

"wa_block_list" is deleted. Furthermore, it is not possible to tell whether a currently unblocked contact has been blocked 

in the past, or how many times a currently blocked contact has been blocked and unblocked in the past. As a final 
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consideration, we note that no information is stored on the side of the contact that gets blocked, so it is not possible to 

tell whether the user of the device under analysis has been blocked or not by anyone of their contacts. 

4.2. Analysis of Chat Database "msgstore.db" 

This database has a very evidentiary value. Its analysis reveals evidence about the content of the messages, the time 

the messages have been sent or received, and what type of communication the user has been involved in. 

1. The structure of "msgstore": 

The chat database contains different tables, the two most important tables that have evidentiary value concerning the 

messages exchanged are: 

 messages: where every message and its details are stored as a record. The data is stored in multiple fields, which 

can be classified into two categories, the first is the characteristics of the messages (listed in Table 8) and the 

second is the content of the messages (listed in Table 9). 

 chat_list: where the messages are classified based on the contact involved. Fields are presented in Table 10. 

In the following, we discuss how to correlate the values stored in these fields to the actions taken by the user. 

Table 8. Structure of the chat database msgstore.db - message characteristics 

Message Characteristics 

Field name Information stored 

_id Record number set by SQLite 

key_remote_jid WhatsApp ID of the contact 

key_id Message identifier 

key_from_me Message sender 

status The status of message (delivered or not) 

timestamp Time of message sending (Unix epoch format from the user device clock) 

received_timestamp Time of message receiving 

receipt_server_timestamp Time of message when delivered to the server 

reicept_device_timestamp Time of delivery to the contact 

needs_push Broadcast message 

recipient_count Number of recipients in a broadcast message 

remote_ressource Group message 

Table 9. Structure of the chat database msgstore.db - message content 

Message Characteristics 

Field name Information stored 

media_wa_type Message type (text, media, …) 

data Message content when text 

media_mime_type Exact type of the media message 

raw_data Thumbnail of the media message 

media_hash Hash of the media message 

media_url URL of the media message 

media_size Size of the media message 

media_name Name of the media file 

media_duration Time in seconds of a media file (video, audio) 

latitude Latitude of the message (location) 

longitude Longitude of the message (location) 

Table 10. Structure of the chat database chat_list.db 

Field name Information stored 

_id Record number set by SQLite 

key_remote_jid WhatsApp IF of the contact 

message_id_table Record number in the messages table of the last message of the conversation 
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2. Determination of the chat history: 

To determine how, when, and with whom the conversation had started, we should decode the fields of the table 

"messages" presented in Figure 13. 

 

Figure 13. Reconstruction of the chat history 

The records presented in Figure 13 show that the user had a conversation with a contact who has the number 

96170298*** which is clear from the field "Key_remote_jid". This field indicates the phone number of the user involved 

in the conversation. The field "key_from_me" indicates the message direction. If "Key_from_me" = 0, then the user 

receives the message (incoming text) and if "Key_from_me" = 1, the user sends the message (outgoing text). 

In this case, by analyzing the first record, the user started the conversation (Key_from_me = 1) by sending a text 

message "How are you" stored in the "data" field, which contains the content of the textual messages. The field 

"timestamp" indicates the time the message was sent and "received_timestamp" indicates the time the message was 

received (by the user). Here, the message "How are you" was sent by the device owner (Key_from_me = 1) at Tuesday 

12th of march, 2019 4:40:20:30 PM ("timestamp") and the contact replied at the same day at 4:44:10 PM 

("received_timestamp") with “I am good” as shown in the second record. Note that the time in these fields is stored as a 

UNIX epoch time. 

As shown, each message (record) is associated with a unique identifier under the field "key_id". This field is used 

usually to correlate the information stored about a message in different tables. 

3. Analysis of messages content: 

WhatsApp is used to exchange all types of information, such as text, images, videos, audios, contacts, and locations. 

The type of data is determined by looking at the field "media_wa_type". If "media_wa_type = 0", the messages 

exchanged are textual and then stored in the "data" field. Otherwise, the messages could be a multimedia file, a contact 

card or a location. To determine exactly what the type of the non-textual message is, we should look at the other fields 

that depend on the type of the messages exchanged. 

 Multimedia files 

When the messages exchanged are media files (images, videos, audios), WhatsApp copies these files into this folder 

in the internal memory WhatsApp/Media (if the user sends the file, the location is WhatsApp/Media/Sent). Anglano [16] 

explained this process. WhatsApp uploads the file to the WhatsApp server, which sends back the URL of the 

corresponding location. Finally, the sender sends to the recipient a message containing this URL and, upon receiving 

this message, the recipient sends an acknowledgment back to the sender. Following this, a record is stored in the 

messages under different fields. First, the type of the file is determined by the field "wa_media_type" if the message is 

not a text. For images "wa_media_type = 1", for videos "wa_media_type = 3" and for audio "wa_media_type = 2". The 

field "wa_mime_type" indicates exactly what the type of the media file is. For example, if the file is an image, the value 

stored is JPEG or JPG (for video is MP4 and for audio is aac). The name of the file is stored in "media_name" column 

and its size in bytes in "media_size". The URL, which corresponds to its location in the server (temporarily storage), is 

stored in "media_url" and the hash of the file is stored in "media_hash" field. These fields are shown in Figure 14. These 

fields are the same on the recipient side except the "media_url". In this field, the URL is different but the name given by 

the server to the file is the same. We can note that the "media_name" is empty on this side, the comparison between the 

sender and the recipient hash and URL helps to identify if it is the same file on the two sides. 
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Figure 14. Multimedia message content: the sender and the recipient 

To decode the thumbnail of an exchanged image, one must analyze another table, the "messages_thumbnail". The 

following command must be run: 

SELECT messages.key_remote_jid, message_thumbnails.thumbnail  

FROM messages 

LEFT JOIN message_thumbnails ON messages.key_id = message_thumbnails.key_id 

WHERE message_thumbnails.key_id= ’3A7D65066A639163C948’ 

This is shown in Figure 15. 

 

Figure 15. The thumbnail of an image message 

 Contact cards 

WhatsApp enables the user to exchange contacts from the phonebook of the sender. In this case, the "media_wa_type" 

is "4". The messages are sent in VCARDS format and are stored in the data field. The number of the contact exchanged 

is stored in this field, here 7063****. The name of this contact (as it’s saved in the phonebook) is stored in "media_name" 

field. The other fields have the same meaning and value as other type of data. In the recipient side, all the fields are the 

same except the "from_me" is "0". Figure 16 shows a contact card from the sender’s side. 
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Figure 16. Contact card 

 Geolocation 

WhatsApp provides the users with the ability to send their actual location or any other location on the map. The type 

of data in this case is marked by "5" in the field "media_wa_type". This information is stored in "latitude" and "longitude" 

columns. A thumbnail is stored in the other table “message_thumbnails”. An example of such record is shown in Figures 

17 and 18. 

 

Figure 17. Geolocation latitude and longitude 

 

Figure 18. Thumbnail of the location from the table message_thumbnails 

4. Message state 

Messages are not exchanged directly among communicating users, but they are first sent to the central server, that 

forwards them to the respective recipients if they are online. Otherwise, it stores them in the local server until they can 

be delivered. When a message is stored in the sender database, it has not necessarily been delivered to the contact. In 

fact, there are three possible states. 

i. The message is sent from the user but it is not transmitted to the server (the clock sign). 

ii. The message is sent by the user to the server but still not delivered to its recipient (one gray tick). 

iii. The message is delivered to its recipient (two gray tick mark) and is read. 

The analysis of the message state is very important during investigation to know if the message was delivered or not 

to its recipients. To reveal this information, several fields in the "messages" table of the sender database must be analyzed. 

The first field is "status", which will indicate whether the message has reached the server. If the message is sent but still 

not transmitted to the server, a record is stored in the database. In this case, the status = 0 given that "key_from_me = 1" 

(status is always zero when key_from_me = 0). 

The field “timestamp" indicates the time the message was sent by the user (Figure 19). If the message is transmitted 

to the server but it is not delivered to the recipients, the "status = 5" and the time when the message reaches the server is 

stored in "receipt_ server_timestamp" (Figure 19). 
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Figure 19. Message state: message is transmitted to server(1) and message is not transmitted to server(2) 

When the message is delivered to its destination, the status = 4 and the time the recipient receives the message is 

stored in the field "receipt_device_timestamp". When the message is read by that recipient, the status = 13 and the time 

the recipient reads the message is stored in "read_device_timestamp". In the case of an audio message, the time the audio 

is heard by the contact is stored in "played_device_timestamp" (Figure 20). 

 
Figure 20. Message state: delivered and read messages 

By analyzing the aforementioned fields together, the status of the messages can be revealed. 

4.3. Multiple Message Destinations 

1. Broadcast Messages 

WhatsApp enables users to send the same message to multiple contacts at the same time privately and the contacts’ 

reply is shown just for the sender. When the user sends a broadcast, a record is generated in the table messages for each 

recipient. All these records (messages) have the same identifier in the field "key_id", which helps to identify the nature 

of the message as a broadcast (Figure 21). The phone number of the recipients and their IDs are stored in 

"key_remote_jid". The user WhatsApp ID is marked with the word broadcast. The field "recipient_count" identifies the 

number of the recipients involved in this broadcast message. On the recipient side, the received broadcast message is 

saved in just one record in messages table. This record is distinguished from other records by the presence of the %_ 

sign in the field "key_id". This is shown in Figure 22. In the case of a broadcast message sent for a non-saved contact, it 

will not be delivered to the recipient. Our experiment shows that if the recipient replies to the message, the record 

generated on both sides would not be distinguished from any other private message, and this is because the reply is sent 

just to the original sender as a regular private message between the user and the contact. 

 
Note: Real phone numbers blurred for privacy issue 

Figure 21. Broadcast records 

 

Figure 22. Broadcast message - recipient side 
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2. Group Chat 

WhatsApp allows another type of chat communication, where messages are sent within a group of members and 

every message is shown to all of them. As the other types, a message sent within a group is stored as a record in the 

messages. The analysis of this case requires the study of different fields to investigate the events that happened within 

the group. To do this analysis, we created a group of four members (including the group creator). The textual messages 

sent contain the name of each user namely user 1, user 2, user 3 and user 4. The first field that should be analyzed is 

‘key_remote_jid’ because this would give the information about the creator of the group, the creation time and the group 

ID. As shown in Figure 23, this field contains, all the records, the creator’s phone number and the creation time of the 

group as in the following string 9617029****-1555701066@g.us. The time format is the UNIX epoch which means that 

the group was created at Friday, April 19, 2019 10:11:06 PM by the user who has the number 9617029****. The name 

of this group is stored in the field data, here Forensic IT test, where the field media_size = 11 in record number 1 referring 

to the action of creation of the group. The record number 2 corresponds to the message sent by the creator. On the other 

hand, when a member of the group sends a message, his/her number is stored in the field “remote_resource” and not in 

the field "key_remote_id" because this last field is always related to the admin. This is the case in record number 3 and 

number 4, where user 2 and user 3 have the numbers 9617668**** and 9617163****, respectively. The record number 

5 is the action of adding a user by the admin.  

To identify this action, we look at the field media_size which in this case is "12". The record number 6 is analyzed 

in the same way for records number 4 and number 5. Here, user 4 has the number 9617079****. Note that there is no 

such a record like record number 5 (media_size = 12) for both user 2 and user 3, meaning that these two members were 

added in the same action of the group creation. These records lack some information that are important for the 

investigation process. For example, no record tracks the identity of the group members that receive a specific message 

at any point in time. Although this information is not stored explicitly in the database, it can be deduced by examining 

the fields that store when a member is added and when a member leaves. This field is media_size which is the same field 

that stores the creation of group. We observe from the previous points that when media_size equals "11", it represents 

the creation of the group while when it is "12", it indicates adding a member. This field also stores a value when a 

member leaves/is removed. To clarify, we did an experiment in which the users mentioned above left the group in order 

to reconstruct the chronology of the group composition. What we can conclude from Figure 23 is that user 1 created the 

group, named Forensic IT test, on Friday, April 19, 2019 at 10:11:06 PM (field timestamp) and he added in the same 

time of creation user 2 (9617668****) and user 3 (9617163****), then added the user 4 (9617079****) on the same day 

at 10:15:31 PM. Note that this applies to all the users including the group creator. 

 

Figure 23. Groups chat records in chat database 

After that, user 3 left the group. This action, in record number 1 in Figure 24, is stored in the database under the field 

media_size with value "5" indicating leaving the group. The identity of the user is reported in the field remote_resource. 

This user left on Wednesday, May 1, 2019 9:27:28 AM (field timestamp). Then, by the same analysis, we know that 

user 4 and user 2 left the group on Wednesday, May 1, 2019 4:59:27 PM and Thursday, May 2, 2019 2:05:00 AM, 

respectively. 

 

Figure 24. Group’s records created when a member leaves the group 

mailto:9617029****-1555701066@g.us
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So, this will help in the reconstruction of the composition of the group and thus to identify whether a user was in the 

group during the conversation (Figure 25). 

 

Figure 25. Timeline shows the chronology of the group composition 

4.4. Voice and Call Logs 

WhatsApp allows users to place voice and videos calls through the mobile broadband network or the Wi-Fi. In fact, 

when a call is performed, whatever were its results, a record will be stored in the main database msgstore.db but normally 

not in the messages table. Such records are saved in the table call_logs. As shown in Figure 27, WhatsApp stores (in the 

table) the following information about the calls: the call identifier in the field call_id, its type video_call, its direction 

(outgoing or incoming call) in from_me, its time in timestamps, its duration in duration, its size in bytes_transferred, its 

result in call_result (successful, missed or refused).  

The identifier of the contact involved in the call is stored in the field ‘jid_row_id’, which can be identified by 

correlating this field to the ‘fields _id’ and user in the other table, jid. To be able to decode the number of the user 

involved easily, we use the following SQL query (Figure 26). 

 SELECT user FROM jid WHERE _id = *user_id_number*  

An example is shown in Figure 27. Based on the experiments of Table 11, we have distinct records corresponding to 

the three possibilities presented in that table. By looking at the field from_me, its value is equal to 1 in the two records 

929 and 930 which means that these two records correspond to outgoing calls from the user to the contact who have the 

jid_row_id = 271. Using the SQL query above, this contact has the number 9617668**** (Figure 26). The first call is a 

voice call because video_call = 0 and the second record is a video call since video_call = 1. The field call_result = 5 

means that the two calls were successful, the voice call was established at 21st April 2019 1:45:30 AM (timestamps) and 

lasted for 49 seconds (duration). The second was done at 21st April 2019 1:17:34 AM and lasted 80 seconds. The next 

two records (_id 931 and 932) have the field from_me = 0, and call_result = 5, which means that these two calls were 

successful incoming calls. The next four records from _id 933 to 936 all have the field call_result = 4 and the duration 

= 0, which means that these four records correspond to missed calls. The analysis of the other fields shows the same 

value as above. The next record also shows that the call did not happen (duration = 0 sec), but the field call_result shows 

the value of 2, which means that the call was terminated by the user if the call is incoming (from_me = 0), or by the 

contact if the call is outgoing (from_me = 1). Table 11 resumes the chronology of the voice call logs presented in Figure 

27. 

Table 11. Reconstruction of the call history 

id Video call The caller The contact number Time of call Duration (sec) Status 

929 0 The user 9617029**** 1:17:30 AM 49 Success 

931 0 The contact 9617668**** 1:45:12 AM 55 Success 

933 0 The user 9617029**** 1:50:02 AM 0 Missed call 

939 0 The contact 9617668**** 1:51:45 AM 0 refused 

 

Figure 26. User phone number identification 
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Figure 27. call_log table 

4.5. Status Analysis 

WhatsApp has a feature which allows the users to publish a text or a media file that will disappear after 24 hours. 

This temporary data can contain evidence, as criminals might use it instead of texting in order to be sure that their 

communication would be deleted and then no evidence would be left behind. When the user posts a status, a record is 

generated in the table messages. This record is stored as status@broadcast under the field key_remote_jid. The phone 

number of the user sharing the status is stored in remote_resource. WhatsApp allows the users to share a status in two 

ways. The status can be a textual data, in this case this text is stored in the field data in the messages table, or a media 

file such as an image or a video, and in this case a thumbnail is stored in the table message_ thumbnail. To relate a status 

to its thumbnail in the other table, we can use this SQL query using the LEFT JOIN operation: 

SELECT messages.key_remote_jid, messages.remote_resource, message_thumbnails.thumbnail FROM messages 

LEFT JOIN message_thumbnails ON messages.key_id = message_thumbnails.key_id WHERE 

message_thumbnails.key_id= key_id of the status concerned. 

Figure 28 illustrates the aforementioned query. 

 

Figure 28. Identification of the status picture using SQL query 

4.6. Deleted Data 

The analysis of deleted data is based on the structure of the SQLite database. If the WhatsApp messages are deleted, 

it is not possible to view them in the data table. We can see the value NULL as shown in Figure 29. However, according 

to the analysis of the SQLite database storage mechanism, we know that the actual messages may still exist in the 

database but only their page header information is erased. That is, the database will delete the first page header of deleted 

data and mark it as a free page, but its data area is not deleted. So, we can recover the deleted messages as long as the 

deleted data area has not been covered by other data. Specifically, it is possible to locate and extract deleted data 

according to the logical structure of the database file page. In fact, all the data in SQLite is stored on the page, and each 
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page has its own corresponding file structure. There are different pages in the SQLite database. The data is stored in the 

B-tree pages. SQLite pages within a B-tree are classified as either internal or leaf pages. Internal pages contain pointers 

to other pages. Leaf pages contain the data. In general, each table has a root page that points to several leaf pages. This 

is illustrated in Figure 30. 

 

Figure 29. The value NULL indicates that a message was deleted 

 

Figure 30. The structure of the B-tree pages where all data is stored 

All data chat records are stored in the leaf pages, including the deleted messages in spaces called "unallocated space" 

(unallocated space is the space after the header information and before the first cell starts). Therefore, in order to find 

the deleted data, it is necessary to search the root page and use the navigation pointer to determine the leaf page. Finally, 

the deleted message can be extracted from the corresponding data area. Because of the expensive cost of the commercial 

forensic tools, we tried to write a Python script following this logic. We were able to reach these spaces but not generate 

data from them. More work is needed in this regard, specifically the analysis of the WAL journal of WhatsApp SQLite 

databases. Note that if the tables are vacuumed, there is no possibility to recover deleted data even with the best 

commercial tools. Fortunately, WhatsApp doesn’t use an auto-vacuum index in their SQLite engine, so recovering is 

always possible. 

4.7. Web WhatsApp and WhatsApp Windows Application 

Like other popular Instant messaging apps such as Telegram and Viber, WhatsApp has both mobile and desktop 

applications. Also, WhatsApp can be accessed through a website “web.whatsApp.com”. The analysis of this website 

shows that it does not leave any forensic artefacts on the suspect’s computer. On the other hand, WhatsApp desktop 

application can be a good source of evidence that helps the investigation. The files created on the computer while using 

this application can be found in the following location in Windows 8 or 10: /Users/<User 

profile>/AppData/Roaming/WhatsApp (Figure 31). 

 

Figure 31. Whatsapp desktop version files on the computer 

The subdirectory "databases" contains SQLite file – Databases.db. But this file does not contain contacts or chats. 

Other subfolders contain temporary files of the WhatsApp desktop Application. Further investigation on these files has 
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to be done. 

5. Conclusion 

This paper investigated the forensic artefacts of WhatsApp Messenger SQLite databases on Android phones. The 

methodology used was based on the performance of designed experiments on unrooted Android phones as well as a 

method to decrypt the encrypted databases by using free tools and Python scripts written for this study. Findings helped 

identify the artefacts left by the WhatsApp SQLite databases on Android phones, and the researchers have shown their 

evidentiary value. This research has demonstrated that it is possible to reconstruct the history of WhatsApp by analysing 

these artefacts. It was focused on how to analyze the data stored in the contact database in order to reconstruct the list of 

contacts of the user as well as the operations of adding and blocking contacts. Similarly, the researchers have discussed 

how to interpret the data stored in the chat database, aiming to reconstruct the status, the chronology, and the content of 

the textual and non-textual messages exchanged, the content of the feature called "status," and the communications that 

happen within groups, as well as the reconstruction of the chronology of the voice and video calls. Moreover, the paper 

has shown the importance of linking the information stored in the different tables of the database by using SQL queries 

in order to assume the coverage of all information that can be missed if each table is studied in isolation. 

This research is considered innovative in such a way that forensic investigations in Lebanon or abroad may benefit 

from the methodology and results. No such work has been reported before, a fact that makes this research a new addition 

to the reservoir of knowledge needed to deter intruders and criminals who are active in practicing their malice on other 

people's phones. As this study was done completely using free tools as well as Python scripts, the researchers have not 

been able to recover the deleted data from these databases. They tried to write their own program using Python, and were 

able to access the spaces where the deleted data was stored in SQLite databases, but the main problem was how to 

generate this data in a readable format. This study focused on the SQLite databases on the Android phones, which could 

be considered a limitation. Nevertheless, such a limitation becomes a motivation for future work that should be extended 

to other operating systems such as iOS and Windows phones, where the storage and the artefacts generated might be 

different. As well, it is important to study the network of this application side by side with the file system analysis to 

provide the full picture to the analysts. Furthermore, the analysis of the WAL journal of the WhatsApp databases could 

be useful as a future work to recover deleted data from these databases. 
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