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A DRDoS Attack Avoidance Method Based on the Request Filtering
of a Reflector Neighborhood

Yuki YAITA*and Ichirou MORIGUCHI**

Abstract: The DNSamp attack, a DRDoS attack type, amplifies the amount of data via steppingstone servers
named “reflectors” and attacks target servers and their networks. In this study, we developed an attack
prevention system that blocks malicious queries before amplification, which should be implemented in ISPs.
This system consists of several machines with the same function, which are located at borders between ISP
and user network. Among these servers, the machines located at the reflector neighborhoods detect and filter
increasing DNS queries. However, these machines may block harmless queries to reflectors from victim
servers through this filtering action. To avoid this, machines at victim neighborhoods convert the destination
port number to distinguish between malicious traffic and harmless traffic. Therefore, we could avoid DNSamp

attack in approximately 1.2 s, without blocking harmless packets even if they are transmitted rapidly.
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