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Abstract

Electronic medical records (EMRs) as part of an eHealth system are vital assets centrally
managed by medical institutions and used to maintain up to date patients’ medical
histories. Such centralised management of EMRs may result in an increased risk of EMR
damage or loss to medical institutions. In addition, it is difficult to monitor and control
who can access their EMRs and for what reasons as eHealth may increasingly involve
the use of IoT devices such as eHealth wearables and distributed networks. Blockchain is
proposed as a promising method applied to support distributed data storage to maintain
and share EMRs using its inherent immutability (forgery resistance). However, the
original blockchain design cannot restrict unauthenticated or unauthorised data access

for use as part of EMR management.

Therefore, two novel authorisation schemes to enhance the security and privacy of
blockchain use for EMRs are proposed in this work. The first one can omit the agent layer
(gateway) to authorise users’ access to blockchain-enabled EMRs with block level gran-
ularity, whilst maintaining compatibility with the underlying Blockchain data structure.
Then, an improved scheme is proposed to implement multiple levels of granularity autho-
risation, whilst supporting flexible data queries. This scheme dispenses with the need to
use a public key infrastructure (PKI) in authorisation and hence reduces the resource
cost of computation and communication. Furthermore, to realise privacy preservation
during authorisation, a challenge-response anonymous authorisation is proposed that

avoids the disclosure of users’ credentials when authorising data access requests.

Compared with the baseline schemes, the proposed authorisation schemes can decrease
the time consumption of computation and data transmission and reduce the transmitted
data size so that they can be used in low-resource IoT devices applied to blockchain-

enabled EMRs as demonstrated in performance experiments. In addition, theoretical



validations of correctness demonstrate that the proposed authorisation schemes work

correctly.
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Chapter 1

Introduction

The value of the global eHealth market is estimated to grow to USD 39 billion by 2025
[1]. Electronic medical records (EMRs) are a key element of this. In eHealth, EMRs are a
fundamental component to store patients’ medical history containing not only diagnoses
and prescriptions but also medical check results, a person’s health status, and other
medical data [2]. Therefore, as an important private asset of patients, EMRs need to
be kept safe when used by centralised authorities such as hospitals, clinics, healthcare
centres and so on. Under this centralised management pattern of electronic medical
record (EMR) use, many different stakeholders such as patients, doctors, pathologists,

administrators and other medical staff may need to access EMR data.

More recently, facilitated by the advances in Internet of Things (IoT), which can offer
seamless platforms for people and objects to connect with each other much easier, there
are more and more IoT devices such as medical alert bracelets, wireless pacemakers and
implanted insulin pumps that act as sources as eHealth data and are becoming integrated
into eHealth applications to realise numerous beneficial medical functions (e.g., health
index monitoring and continuous medicine supplement) [3]. Such devices can be used
outside healthcare centres, enabling not just health providers, but also health users,

to monitor their own health status anywhere and anytime [4]. However, when IoT is
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exploited to advance eHealth, EMRs tend to be highly distributed in terms of who (local
doctor, hospital doctor, administrator etc.) has modified what and where this is done
(e.g., in hospital, doctor surgery, care homes, private homes etc.) [5]. Therefore, man-
agement of EMRs including secure storage and access control, is a crucial requirement
for eHealth, yet this is very challenging to achieve because of the highly distributed and
fragmented nature of EMRs and the range of providers and users who are authorised
to access them [2]. In addition, such changes to EMRs can overburden such centralised
EMR management in terms of computation and communication costs in managing such
distributed changes to EMRs. Hence, a shift from centralised EMR management to a
more decentralised one to reduce the workload of central authorities and to allow patients

to control their own private data more transparently, is being investigated [6].

1.1 Research motivation

A promising approach to achieve decentralised EMR management is an innovation from
the cryptocurrency field - blockchain. Blockchain is a distributed and immutable ledger
that enables transparent transactions originating from a cryptocurrency Bitcoin pro-
posed by Satoshi Nakamoto [7]. The immutable feature means a blockchain is resistant
to tampering with its block data because once recorded, the data in any given block
cannot be modified retroactively without amending all subsequent blocks (i.e., forgery
resistance). A key benefit of blockchain is the decentralised consensus mechanism to
realise anonymous, secure and accountable transactions. Therefore, blockchain-enabled
EMRs can be a desirable solution to store EMRs in clouds or by patients themselves
distributedly so that medical institutions can reduce the cost of EMR management i.e.,
it is not required to construct and maintain large-scale data centres to store all patients’
EMRs [8, 9]. Meanwhile, the consensus mechanism can be utilised as an access control
method so that every patient can participate to determine whether a user can access
to its requested EMRs or not instead of thoroughly centralised access control by an

authority [10].
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Although blockchain has its unique merits to implement distributed EMR, manage-
ment, there are still many challenges that should be considered in depth by stakeholders
such as hospitals, healthcare centres and medical research institutions to realise access
control for blockchain-enabled EMRs. If conventional EMRs evolve into blockchain-
enabled EMRs, the designed access control schemes should adapt to the blockchain
structure and support the participation of patients. To be specific, if the access con-
trol is designed to be more precise to control the access (query) to the data of specific
attributes in a block, the data structure of blockchain should be discussed because it
is different compared with the conventional data structure in databases. Meanwhile,
since different stakeholders such as different medical staff with different roles may need
different types of access control to different parts of EMRs, fine-grained and flexible
granularity control should be considered in access control schemes. Fine-grained means
the granularity control can support patients to authorise data access to not only certain
blocks but also the specific attributes in different blocks in the blockchain-enabled EMRs
(see Section . Flexible implies that the granularity control can allow users to query
the data of many blocks, the data of the specific attributes in different blocks and a
mixture of the former both. For example, the attending physician of a patient may wish
to view all medical records (i.e., a block or many blocks) of this patient but a nurse
should only handle his (or her) prescriptions, injection doses and allergy information
(i.e., specific attributes in some blocks). For epidemiologists and other medical ana-
lysts, the information they utilise for epidemiological and pathological analyses should
be restricted i.e., as they only require medical information (e.g., diagnoses, ages, genders,
medical images and used drugs) but other personal information such as names, social

numbers and addresses are not needed.

Furthermore, eHealth may involve IoT devices that with limited or low resource, for
computation, communication and storage resources, and power, hence, cryptographic
methods applied in the design of access control to EMRs involving such IoT devices

should be designed to be similarly low-resource. Hence, the motivation to research
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and innovate access control for IoT-driven blockchain-enabled EMRs in this work is

summarised as follows.

e As an aspect of access control, authorisation with fine-grained and flexible granu-
larity control has not been discussed sufficiently and concretely to allow patients to

precisely protect their private data in blockchain-enabled EMRs (see Section m
and .

e Key existing access control schemes are not compatible with the blockchain struc-

ture as they only consider the data structure of traditional EMRs (see Section

2.2.1.1] and [2.2.3).

e In current solutions for such access control, the adopted cryptographic components
are not lightweight enough (see Section [2.1.1.4]and [2.3]) to ensure that the resource-
constrained IoT devices applied in eHealth can execute these solutions smoothly

constrained by low consumption of computation, communication and power.

1.2 Research aim and objectives

The research aim of this work is to enhance the security and privacy of blockchain-
enabled EMRs by designing access control to them to realise authenticated and autho-
rised EMR access. Meanwhile, the access control needs to fit the blockchain structure
in blockchain-enabled EMR queries. In addition, the designed access control schemes

should be lightweight to be used by resource-constrained IoT devices in eHealth.

There are three objectives to be achieved in this work. The major objective is to
enhance the security and privacy of blockchain-enabled EMRs by cryptographic access
control schemes. The access control schemes designed in this work utilise lightweight
cryptographic approaches as the second associated objective to support the use of resource-
constrained IoT devices applied in eHealth. The third associated objective focuses on
privacy preservation to limit the exposure of private information during the access control

to blockchain-enabled EMRs.
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1.3 Research scope and contributions

The research scope of this work is novel access control schemes for blockchain-enabled
EMRs. The blockchain-enabled EMRs considered in this research consist of many par-
ticipants (nodes), a distributed ledger and a consensus mechanism to support distributed
EMR recording and storage, and to be immune to forgery to ensure the data integrity
of EMRs. In this work, there are two patterns for the proposed access control schemes
to interact with the blockchain-enabled EMRs. Firstly, the access control schemes are
implemented in an independent entity out of the blockchain-enabled EMRs i.e., users
should pass the access control provided by this entity before requesting data from the
blockchain-enabled EMRs (see the proposed schemes in Section . Secondly, the access
control schemes are executed by certain participants in the blockchain-enabled EMRs
(see the proposed schemes in Sections [3| and . In this way, the result (allow or deny)
of access control can be determined by the consensus mechanism used in the blockchain-

enabled EMRs.

The novelty of the contributions of this work is three-fold. Implementing access con-
trol with fine-grained and flexible granularity control for blockchain-enabled EMRs is the
first novel contribution. The proposed access control schemes can authorise fine-grained
and flexible data access to share blockchain-enabled EMRs compatible with mainstream
blockchain data structures. This implies that the achieved granularity control can sup-
port users to request not only data from several entire blocks (i.e., block-level granularity,
see Section , but also the data pertaining to specific attributes within blocks such as
a patient’s gender, age and prescriptions or to support both of these (see Section .
Secondly, to improve the performance of the proposed access control schemes, the cryp-
tographic components utilised in the proposed access control schemes are designed to be
suitable for low-resource IoT devices. Therefore, in the validated performance experi-
ments with a Raspberry Pi 2 as the low-resource IoT device, the resource consumption
for computation and communication is reduced to be suitable for resource-constrained

IoT devices applied in eHealth. The third novel contribution is to restrict patients’ pri-
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vate information exposed in the nodes in the blockchain network during the authorisation

because these nodes may be compromised and become untrusted (see Section .

1.4 Thesis organisation

The overview of the work in this thesis is summarised in Figure To enhance the secu-
rity and privacy for blockchain-enabled EMRs, access control (including authentication
and authorisation) and privacy preservation are discussed in this thesis. The content of

each chapter is summarised as follows.

Security and privacy
enhancement for
blockchain-enabled
EMRs

Authentication Authorisation Privacy preservation

Block-granular Fine-grained Protecting users’

Key distribution to authorisation to authorisation to erilatels whih
support authorisation access EMRs access EMRs challenge response
(Chapter 4) Chapter 5

(Chapter 3) (Chapter 4) (Chapter 5)

Figure 1.1: The overview of the novel work in the rest of this thesis.

Chapter 2 covers first a broad overview of eHealth, blockchain and blockchain-
enabled EMRs concepts. Then, a comprehensive investigation of the state-of-the-art
security and privacy concerns for eHealth, blockchain and the access control for blockchain-
enabled EMRs is carried out. Furthermore, three open challenges of access control in
blockchain-enabled EMRs are highlighted to clarify the research motivation by analysing

the limitations of the state-of-the-art access control solutions for blockchain-enabled
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EMRs.

Chapter 3 proposes an authorisation scheme for block-level queries for use in blockchain-
enabled EMRs. This scheme can authorise users’ access to different blocks in blockchain-
enabled EMRs based upon ECC (elliptic curve cryptography) as a lightweight crypto-
graphic foundation. The results of the experiments show that the proposed scheme can
reduce the time cost of computation and communication when compared with baseline

schemes.

Chapter 4 addresses a novel design for fine-grained and flexible authorisation to
access blockchain-enabled EMRs with a cloud-based key distribution scheme. The pro-
posed authorisation scheme can support three types of fine-grained data queries including
blocks (block-level query), certain attributes in different blocks (attribute-level query),
and a mixture of the former two query types (mixed query). The key distribution scheme
supports the authorisation to authenticate the identities of the participants (e.g., IoT
devices) and distribute the tokens used in their authorisation. Meanwhile, Shamir secret
sharing (SSS) is utilised to enable encryption and decryption so that the proposed scheme
dispenses with the need to use a public key infrastructure (PKI) for the key exchange of
encryption and hence decreases the communication overhead. Furthermore, unlike many
common key distribution schemes heavily relying on trusted clouds, the proposed key
distribution scheme can adapt to untrusted clouds to distribute the keys to the partici-
pants and ensure the confidentiality and integrity of the keys. As the underlying applied
cryptographic principles, ECC and SSS, can cut down the data size for transmission, and

decrease the time cost of computation and communication in comparative experiments.

Chapter 5 considers the reliability of the pre-selected (consensus) nodes in the per-
missioned blockchain network for EMR sharing to suggest an anonymous authorisation
scheme using a challenge-response strategy without exposing users’ identities. The idea
stems from using a zero-knowledge proof (ZKP) to avoid exposing real users’ creden-
tials to the pre-selected nodes based upon the use of hash, SSS and ECC. Data access

authorisation does not require sharing users’ actual credentials with pre-selected nodes
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in the permissioned blockchain network, avoiding such sensitive information leakage. If
the pre-selected nodes are compromised by attacks, thus becoming untrusted, real users’
credentials cannot be leaked, preserving users’ private information. The experimental
results demonstrate that the proposed design can reduce not only the time consumption
of computation for authorisation, encryption and decryption, and communication but

also the transaction cost of authorisation when compared with baseline schemes.

Chapter 6 presents the conclusion and some thoughts for future work.



Chapter 2

Fundamental Concepts and a
Critical Analysis of the State of
the Art

This chapter first provides the introduction to some fundamental concepts and several
prevalent access control methods in public-key cryptography for understanding the work
next. Meanwhile, the background of eHealth, blockchain and blockchain-enabled eHealth
is presented to provide a broad vision of the related research scope. Then, a comprehen-
sive investigation of the state of the art related to the security concerns in eHealth and
blockchain and blockchain-enabled eHealth is illustrated. Then, for the specific research
field of this work, a comparison and analysis of access control for blockchain-enabled

EMRs is undertaken and the challenges for current state of the art are undertaken.
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2.1 Preliminaries and background

2.1.1 Public-key cryptography

Public-key cryptography (PKC), or asymmetric cryptography, is a cryptosystem (cryp-
tographic system) that uses two pairs of keys: public keys, which may be disseminated
widely, and private keys, which are known only to the owner to safeguard the owner’s
privacy. The generation of such keys depends upon cryptographic algorithms based
upon mathematical difficult problems that produce one-way functions. Realising effec-
tive security only requires keeping the private key secret. Furthermore, the public key

can be openly distributed without compromising encryption security [L1].

Such a cryptosystem can be utilised to encrypt or sign messages. To be specific, any
person can encrypt a message using the receiver’s public key, but the encrypted message
can be decrypted only with the receiver’s private key. On the other hand, a message’s
owner can sign this message with the owner’s private key to create a digital signature of
the message, and anyone can confirm the integrity of the signed message through veri-
fying the signature with the owner’s public key [12]. Nowadays, public-key algorithms
have become a fundamental security ingredient in modern cryptosystems, applications
and protocols such as Digital Signature Algorithm (DSA), Elliptic Curve Digital Signa-
ture Algorithm (ECDSA), Transport Layer Security (TLS), Internet Protocol Security
(IPsec), Secure Shell (SSH), Open Secure Sockets Layer (OpenSSL) and Pretty Good
Privacy (PGP), assuring the confidentiality, authenticity and non-reputability (integrity)

of electronic communications and data storage [13].

In this section, the fundamental public-key cryptosystems are introduced and com-
pared including Rivest-Shamir-Adleman (RSA), Diffie-Hellman (DH) and ECC based
upon two different mathematical difficult problems. While RSA cryptosystem relies on
the mathematical difficult problem of big integer factorisation [14], DH and ECC cryp-

tosystems are implemented based upon a discrete logarithm problem (DLP) [I5HI7].
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2.1.1.1 RSA

RSA is a public-key cryptosystem that relies on the computational difficulty of factoring
the product of two large enough prime integers. Since solving the problem of big integer
factorisation is still an open question, there are no published methods to compromise an

RSA cryptosystem if a large enough key is applied.

In the textbook style, an RSA cryptosystem consists of two phases, key generation

and encryption/decryption (or sign/verify), which are described as follows.

Algorithm 1 Key generation
Require: two large primes p, q
n=p-q
p(n)=p-1)-(¢—1)
choose an integer e, 1 < e < ¢(n) and ged(e, p(n)) =1, (i.e., e and ¢(n) are coprime)
determine d = e~ (mod ¢(n))
return (n,e,d)

In Algorithm [I} ged means greatest common divisor, the symbol = denotes modular
congruence and ¢(n) represents Euler’s totient function [18]. Meanwhile, d is the modular
multiplicative inverse of e modulo ¢(n). After (n,e,d) are generated, (n,e) can be
published as the public keys whilst d is the private key that should be kept secretly
by the user who generates these keys with Algorithm Then, the encryption and
decryption algorithms are described in Algorithm |2 and (3| with the keys (n,e) and d

respectively.

Algorithm 2 Encryption

Require: a plain integer message m (0 < m < n), public keys (n,e)
¢ =m* (mod n)
return c

Algorithm 3 Decryption

Require: a ciphertext ¢ (¢ < n), private key d and public key n
m = ¢ (mod n)
return m

The correctness of RSA encryption/decryption can be briefly illustrated by c? =

me? = mFo+L = m(mFo)) = m(m®M)k = m(1)F = m (mod n) based upon Euler’s
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theorem [19], where m is an integer (0 < m < n) and k € Z*. Note that to implement
a digital signature, a user can use d (instead of e) to sign a message m to generate
a signature ¢ by following Algorithm Then, one user can verify the signature ¢ by
computing c¢ (instead of ¢? in Algorithm [3)) and compare its result with the received

message m.

As for the performance, since RSA is a relatively high computation algorithm, it is
not commonly used to directly encrypt bulk data [20]. More often, RSA is utilised to
generate shared keys for symmetric key cryptography such as AES (Advanced Encryption

Standard) that is then used to encrypt (or decrypt) bulk data.

2.1.1.2 Diffie—Hellman

Diffie-Hellman (or Diffie-Hellman key exchange) is one of the earliest practical protocols
of public key exchange over a public channel implemented upon the discrete logarithm
problem in a finite cyclic group. A general description of the DH protocol is presented

as follows with a schematic diagram shown in Figure 2.1

1. Alice and Bob agree on a multiplicatively finite cyclic group G with a prime order

n and a generator g € G.

2. Alice randomly selects an integer a (1 < a < n), and then computes and sends

A = g* (mod n) to Bob.

3. Bob selects a random integer number b (1 < b < n), and then computes and sends

B = g® (mod n) to Alice.
4. Alice computes B* = (¢*)* = ¢® (mod n).
5. Bob computes A° = (g%)® = g® (mod n).

6. Both Alice and Bob now possess the common element K = g% which can be used

as the shared secret key.
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Figure 2.1: The schematic diagram of DH protocol.

The security behind DH protocol depends on the difficulty (hardness) of calculating
g™ with using g, g%, ¢°, which is called the computational Diffie-Hellman (CDH) problem.
Note that there are another two hardness problems for the discrete logarithm (DL)
called the DL problem (DLP) and the decisional Diffie-Hellman problem (DDH). DLP
represents the hardness of determining a by given g, ¢*. DDH means the hardness of
determining if g¢ = g*(i.e., ¢ = ab) holds by given g, g%, ¢, g¢. Since the CDH problem
(as well as DLP and DDH) has not been proven to be completely unsolvable in discrete
mathematics [17], the formal CDH assumption should be stated as given below when

the CDH problem is applied in designing cryptographic schemes.

CDH Assumption. Let G be a multiplicatively finite cyclic group with a prime
order n and a generator g € GG. For any two random integers a,b (1 < a,b < n), any

probabilistic polynomial-time algorithm A computes g?° with its advantage (Adv):

AdvGPH = Pric = ¢"|c = A(g, g% ¢")],

where Pr represents probability. The CDH assumption can hold if for any probabilistic

polynomial-time algorithm A, when its advantage AdvszD H is negligible.
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2.1.1.3 Elliptic curve cryptography

Elliptic curve cryptography (ECC) is an approach to public-key cryptography based
upon elliptic curves over finite fields. Compared with RSA and DH, ECC allows smaller
keys to provide equivalent security [21] that will be further discussed in the next section
(see Section . In cryptography, ECC can be utilised to implement key exchange,

digital signatures, and many other tasks.

Currently, there are two major cryptographic operations widely used in cryptography
based upon two different types of elliptic curves. One is scalar multiplication operation
used on non-singular elliptic curves and the other one is bilinear pairing (BP) operation
used on supersingular elliptic curves. Next, the two types of elliptic curves and their

corresponding cryptographic operations are introduced briefly.
e Scalar multiplication

Scalar multiplication is the most common operation in ECC, which relies on non-
singular elliptic curves over finite fields. Such a non-singular elliptic curve can be defined
as:

Ey(a,b) : y*=2® + ax + b (mod p),

where a,b are two integer coefficients and p represents the finite field I, for the elliptic
curve Ep(a,b) that the coefficients are in (i.e., mod p). All the integer points on Ep(a,b)
over [F,, can be organised as an additive group G with an operator +, an identity (point
at infinity) O, and an inverse —. Note that VP € G, P+ O = O+ P = P; for a

P=(z,y) € G, —P = (xz,—y) and P+ (—P) = (z,y) + (z,—y) = O.

According to the above definitions, VP(z1,y1), Q(z2,y2) € G, calculating P + @ can

be discussed by three conditions:

1. 1 # x9, draw a straight line through P,(Q and get another point of intersection

—R on E, the inverse of —R is the result of P + @ (i.e., R = P 4+ Q) shown in
Figure [2.2](1);
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2. x1 = x9 and y; = —y2, P+ Q = O based upon the definition of the inverse O is

shown in Figure (2)§

3. 1 = x9 and y; = yo, draws a tangent line over the point P and gets a point of
intersection —R on F, the inverse of —R is the result of P+ @ (i.e., R=P+Q =
P + P = 2P) as shown in Figure [2.2](3).

(HDR=P+Q 2P+Q=0 (3)R=2P

R/ / . \)R/

p ~L T
T [ [

TR TR O,

E:xy?=x3+ax+b

Figure 2.2: The examples of addition (+) on the elliptic curve E.

Hence, the scalar multiplication of a point P € GG can be expressed as:

P+P+ ..+ P=nP,
n
where P is added n times on the curve E. Based upon scalar multiplication, the DH
key exchange protocol can be implemented on an elliptic curve to form the elliptic-curve
Diffie-Hellman (ECDH) protocol. To be specific, Alice computes and sends A = aP to
Bob, and Bob computes and sends B = bP to Alice. Then, Both Alice and Bob can
obtain the shared key K = abP by computing aB (Alice) or bA (Bob).

Furthermore, since the group G is in the finite field F,,, the CDH and DDH problems,
and DLP can be extended to the group G on the elliptic curve F with the operation of
scalar multiplication. Similar to the CDH assumption, the elliptic-curve computational

Diffie-Hellman assumption can be described as follows.

Elliptic-curve Computational Diffie-Hellman (ECCDH). Let Ey(a,b) be a
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cryptographic secure elliptic curve with the prime field F,,. For any point P€E,(a, b) and
two random integers u, vE€grZy, any probabilistic polynomial-time algorithm A computes

uwv P with its advantage:
Advﬁ%f@ﬁf) = Prlc = wP|u€RZy,,c = A(P,uP,vP)].

The ECCDH assumption can hold if for any probabilistic polynomial-time algorithm A,

its advantage Advﬁ%fa Ig) is negligible.

Under the base of the ECCDH assumption, numerous cryptographic algorithms,
schemes and protocols have been proposed to secure data, communications, identities and
so on in modern cryptography. One of the most famous cryptographic algorithms utilis-
ing the ECCDH assumption is the Elliptic Curve Digital Signature Algorithm (ECDSA)
[22]. ECDSA allows users to generate and verify the signature of specific data (message)
to realise the protection of data integrity. There are two phases in ECDSA includ-
ing signature generation and signature verification briefly described in Algorithm [4] and

Algorithm

Algorithm 4 Signature generation

Require: a secure elliptic curve E with a prime order n and a base point G

Require: a message m to be sent

Require: a secure hash function H : {0,1}* — {0,1}/"! (|n| is the bit length of the
prime order n)

1. generate a key pair (d, P), where d € [1,n — 1] is randomly selected as the private
key and P = dG is the public key

2. compute e = H(m)

3. select a random integer k € [1,n — 1]

4. compute the point (z,y) = kG on E, where G is the base point

5. compute r = x mod n

if r =0 then GOTO 3

6. compute s = k~!(e + rd) (mod n)

if s =0 then GOTO 3

return (r,s) as the signature of m
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Algorithm 5 Signature verification

Require: a secure elliptic curve E with a prime order n and a base point G

Require: the received public key P, message m and signature (r, s)

Require: a secure hash function H : {0,1}* — {0,1}/"! (|n| is the bit length of the
order n)

if P=0Oor P¢FE or nP # O then
return error
end if
if rZ[l,n—1] or s ¢[l,n— 1] then
return error
end if
1. compute e = H(m)
2. compute u; = es ' mod n and up = s~ mod n
3. compute the point (z1,y2) = u1G + ugP on E
if » = 21 mod n then
return valid
else
return invalid

end if

The correctness of ECDSA is implied in computing

u1G + ug P
= u1G + u2dG
= (u1 + UQd)G

= (es ' +rs7 )G
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= (e+rd)s~'G
= (e 4 rd)[k e+ rd)] 'G
= (e+rd)(e+rd) (k)G

= kG.

Therefore, the signature (r, s) is valid because (z1,y1) = u1G + u2 P = kG = (z,y) can

result in 1 =z =7 (mod n).

Even though the hardness problems and assumptions in ECC are equivalent to that in
DL, ECC has its unique advantages when compared with RSA (based upon the hardness
of big integer factorisation) and DH (based upon the hardness of DL). The key length
used in ECC is much shorter than that used in RSA and DH under the equivalent security
level [21I]. Furthermore, ECC has a better computational efficiency because the time
consumption of scalar multiplication operation is much less than that of general modular
exponentiation used in RSA and DH [23]. Therefore, for the eHealth scenario involving
any resource-constrained IoT devices deployed, ECC is a more suitable approach for
cryptography to be adopted for designing security schemes to safeguard eHealth services

efficiently.
e Bilinear pairing

Bilinear pairing (BP) is another prevalent operation on elliptic curves that is widely
applied to realise different security purposes (e.g., group signature [24] and data aggre-

gation [25]) in modern cryptography.

In most BP-related studies, the BP operation can be sculpted with three cyclic groups
G1,Go and Gp. Let G1, G2 be two additive cyclic groups of the prime order n, and Gp
another multiplicative cyclic group of the same prime order n. A map: e: Gy x Gy — G
can be an admissible bilinear pairing (BP operation) iff (if and only if) the following

properties are satisfied.
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e Bilinearity: Va,beZ;, VP,R € G, and @, S € G,
e(P,Q+S)=¢e(P,Q)e(P,S),
e(P+ R, Q) = e(P,Q)e(R, Q),
e(aP,bQ) = e(P, Q).

e Non-degeneracy: There exists PEG; and QEG, such that e(P, Q)#1.

e Computability: VP € G1, @@ € Go, there exists an efficient algorithm to compute
e(P,Q).

Note that there are two types of BP distinguished by the elliptic curves that the groups
G1 and Gy are generated from: symmetric BP on supersingular elliptic curves and
asymmetric BP on ordinary elliptic curves. In the implementation of symmetric BP,
G'1, Go are the same additive cyclic group on a supersingular elliptic curve i.e., G1 = Ga,
but in the implementation of asymmetric BP, G, G5 are two different additive cyclic
groups on two different ordinary elliptic curves with the same order. Meanwhile, Gr is

the base field of the applied elliptic curves.

A simple example of utilising BP to construct cryptographic schemes is a signature
scheme called Boneh-Lynn—Shacham (BLS) signature scheme [26], which can be briefly

presented as the following four phases.

1. Setup
Let e : G x G — G be a non-degenerate, efficiently computable, bilinear pairing,
where G is an additive cyclic group on an elliptic curve F and Gr is the group
of E’s base field. Meanwhile, G and G has the same prime order r and g is the

generator of G.

2. Key generation
The private key is denoted by z, a random integer selected from the interval [0, r —

1]. The holder of the private key publishes the public key, g*.

3. Sign
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Given the private key x and a plain message m, the signature sent to the receiver

is 0 = h*, where h is the hash value of the bitstring m as h = H(m).

4. Verify
Given the received message m, its signature ¢ and the public key g* of the m’s

sender, the signature verification is to check if e(o, g) = e(H(m), g*) holds.

Note that the security of the BLS scheme relies on the CDH problem. If o is
real signature of the message m, the correctness of the BLS scheme can be stated by
e(a,9) = e(h®,g) = e(H(m)*,g) = e(H(m),g)* = e(H(m),g"). In terms of the three
hardness problems in DL, DLP and CDH problems still hold under the BP operation.
Furthermore, there is another hardness problem can hold under the BP operation i.e.,
bilinear Diffie-Hellman (BDH) problem. The BDH problem can be stated as: given
e: Gy x Gy — Gr and {P,aP,bP,cP} € Gy, where a,b,c € Z¥, computing e(P, P)®¢ is
unsolvable in polynomial time. However, the DDH problem becomes solvable by com-
paring e(aP,bP) with e(cP, P) with given e and {P,aP,bP,cP} € G1. If ¢ = ab holds,
e(aP,bP) = e(cP, P) should hold because e(cP, P) = e(P, P)¢ = e(P, P)*® = e(aP,bP).
This new feature has led to BP being one of the most popular topics discussed and
utilised to construct numerous cryptographic schemes to serve various fields such as bill
aggregation in smart grids, group/ring signature for integrity verification, and identity-

based/attribute-based encryption (IBE/ABE) in multi-party computation (MPC).

However, an obvious drawback of the BP operation is computational efficiency. Many
evaluations related to the time consumption of BP indicate that the BP operation is much
more time-consuming and inefficient to be computed [27, 2§]. Furthermore, BP requires
higher energy consumption when compared with other public key operations in com-
putation [23 29]. On average, the time and energy cost of one BP operation is about
five to ten times that of one scalar multiplication operation on the same elliptic curves
[20,130]. Therefore, the application of BP should be limited or replaced with other energy-
efficient operations (e.g., scalar multiplication) in designing the cryptographic schemes

for resource-constrained devices (e.g., certain IoT devices) to help reduce resource con-
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sumption and save energy.

2.1.1.4 Computational performance comparison

In this part, I compare the actual time cost of three mainstream cryptographic operations
including modular exponentiation, scalar multiplication and bilinear pairing when they
are computed by a Raspberry Pi ﬂ (ARM Cortex-A7 processor running at 900MHz)
as a real resource-constrained IoT device. Note that modular exponentiation is used by
both RSA and DH whilst scalar multiplication and bilinear pairing are used in ECC. The
experiments are implemented with a cryptographic toolkit called MIRACL (Multipreci-
sion Integer and Rational Arithmetic Cryptographic Library) [31] under the equivalent
security level, 128-bit security (see Table [2.1)), recommended by National Institute of
Standards and Technology (NIST) [21].

Table 2.1: Security level and equivalent key size (bits).
Cryptographic operation
Modular exponentiation Scalar Multiplication Bilinear pairing

Security level

80 1024 160 160
112 2048 224 224
128 3072 256 256
192 7680 384 384
256 15360 512 512

According to the selected 128-bit security level, the modulo used in modular exponen-
tiation is 3072 bits. Meanwhile, the secure elliptic curves selected for scalar multiplication
and bilinear pairing are secp256k1E] and BNlQEL respectively. Furthermore, a personal
computer (PC) with Intel i7 processor running at 4.2 GHz is used to conduct the same
experiments as the reference. The three operations, modular exponentiation, scalar mul-
tiplication, and bilinear pairing are denoted by Oczp, O and Opgir, respectively. The

results of the time cost (millisecond) on Raspberry Pi 2 and PC are shown in Table

It is clear that the Raspberry Pi 2 requires much more time to finish the computa-

"https://www.raspberrypi.org/products/raspberry-pi-2-model-b/
https:/ /safecurves.cr.yp.to/equation.html
3https://github.com/miracl/MIRACL/blob/master/source/curve/pairing/bn_pair.cpp
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Table 2.2: Time cost (millisecond) of the three cryptographic operations on
two platforms.

Platform Ol Oeap Opair
Raspberry Pi 2 7.771 403.536 72.613
PC 0.417 12.808 3.261

tion of the same cryptographic operation when compared with the baseline PC system
because the computational resource of the Raspberry Pi 2 is quite limited (i.e., resource-
constrained). Moreover, in Raspberry Pi 2, the time cost of the operations Opgir and
Oezp is approximately 10 times and 50 times that of the operation O,,,; demonstrat-
ing that the computational efficiency of modular exponentiation and bilinear pairing is
much lower than that of scalar multiplication under the same security level and running
conditions. These results and the conclusion have been confirmed in many other studies
[20, 23], 27430}, 32]. Therefore, utilising ECC with the operation of scalar multiplication
is a better choice in cryptography in order to design time-saving (lightweight) security
schemes for eHealth services when using ICT (information communication technologies)

resource-constrained devices.

2.1.2 Advanced access control primitives

To understand and discuss the various access control implementations, I introduce several

cryptographic access control methods for PKC in this section.

2.1.2.1 Identity-based encryption

Identity-based encryption (IBE), is an important structure to underpin identity-based
cryptography [33]. Identity-based cryptography allows any participant to generate a
public key from certain known identity information such as an e-mail address or a social
number. A schematic description of identity-based cryptography is demonstrated with

the following three phases.

1. A trusted third party, called the private key generator (PKQG), first generates the

master private key and then publishes a master public key. Meanwhile, the master
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private key should be kept secretly by the private key generator.

2. Given the master public key, any participant can use the identity to compute a

public key by combining the master public key with the identity.

3. To obtain a corresponding private key to the public key, the owner of the iden-
tity involved in the public key can give the identity to the private key generator,
which uses the master private key to generate the corresponding private key for

the identity.

Under the described background of identity-based cryptography, IBE means that a
sender can encrypt a message with the receiver’s public key generated from the receiver’s
identity information and the master public key. To decrypt the encrypted message from
the sender, the receiver first submits its identity information to the private key generator
and retrieves its private key (decryption key) from the trusted private key generator.
Then, the receiver can perform the decryption with the obtained private key. One of the
earliest IBE implementations is Boneh—Franklin scheme [34], which is constructed based

upon BP and BDH problem. This IBE scheme can be illustrated as follows.

e Setup
1. Let e : G; x G; — G2 be a non-degenerate, efficiently computable, bilinear
pairing, where (1 is an additive cyclic group on an elliptic curve E and Gs is the
group of E’s base field. Meanwhile, G; and GG has the same prime order ¢ and P

is a base point of Gj.

2. The private key generator chooses a random master private key mk = s € Z,

then computes the master public key K., = sP.

3. Two secure hash functions H; : {0,1}* — G7 and Hy : G2 — {0,1}" are

published to all the participants, where n is a fixed bit length.

4. The plaintext space and the ciphertext space are defined as M = {0,1}" and

C = G7 x {0,1}", respectively.
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e Extract
To generate the public key PKrp for the identity ID € {0,1}*, the private key
generator computes PK;p = Hi(ID). When the authentic owner of the identity
ID requests the private key, the private key generator computes the private key

drp = s- PKp then sends d;p back to the identity owner.

e Encrypt
Give a message m € M, the sender can generate the ciphertext ¢ by following

steps:
1. compute PK;p = H1(ID);
2. select a random integer r € Z;;
3. compute Qrp = e(PKrp, Kpup);
4. compute ¢ = (rP,m @& Ha(Qp))-

e Decrypt
Given the ciphertext ¢ = (u,v) € C, the receiver can retrieve the plaintext m by

computing m = v ® Ha(e(d;p,w)) with its private key djp.

The correctness of the decryption in Boneh—Franklin scheme can be deduced by

v® Hy(e(d1p,u)) = v & Ha(e(sPK1p,rP))
= v ® Hy(e(PK;p, P)*")
= v @® Ho(e(PK;p, sP)")
— v @ Ho(e(PKrp, Kpup)")
=m® Hy(Qhp) ® Ha(Qp)

=m.

When observing the encrypting phase in the Boneh—Franklin scheme, there appears
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to be an advantage for IBE i.e., every sender can compute the receiver’s public key by
itself with the identity information given by the receiver. Therefore, IBE can eliminate
the infrastructure needed for public key distribution to reduce the communication cost.
For example, in the Boneh—Franklin scheme, the private key generator does not need to
publish the receiver’s public key to all the senders. The authenticity of the receiver’s
public key is guaranteed implicitly as long as the transmission of the generated private
key to the corresponding sender is kept secure. Note that the private key generator
should be a trusted entity to check users’ identities and to ensure users’ public keys
computed by it are authentic. Furthermore, if there is a finite number of users in an IBE
cryptosystem, the private key generator can delete the master private key after every

user obtains its private key.

However, this design still introduces several drawbacks. If the master private key is
deleted, all the current users’ public and private keys are always valid i.e., it is impossible
to revoke or update the users’ keys. On the other hand, there is an implicit key escrow
problem in IBE cryptosystems which implies that the private key generator knows all
the users’ private keys, but in general public-key cryptosystems, the private keys are
usually generated by the users themselves. Therefore, if the private key generator is
compromised, all the public and private key pairs and all the encrypted messages are
also compromised because the master private key is exposed to an attacker. The last

point is that using BP operations, this can increase the computational cost of the users’

devices especially for resource-constrained devices (see Section [2.1.1.3[and [2.1.1.4)).

2.1.2.2 Attribute-based encryption

Attribute-based encryption (ABE) is a variation of IBE to control the encryption with
attributes and policies instead of identity information in IBE [35]. Some policies are
used to describe the relations between different attributes. In ABE, policies to access
medical records can be sculpted using binary decision trees [36]. There are mainly

two types of ABE schemes, key-policy attribute-based encryption (KP-ABE) [37] and
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ciphertext-policy attribute-based encryption (CP-ABE) [38, 39]. The difference between
KP-ABE and CP-ABE lies on how they utilise attributes and policies in private keys

and ciphertext.

In KP-ABE, the ciphertext is encrypted with an attribute i.e., each attribute corre-
sponds to a set of different ciphertext. Meanwhile, the private keys are determined by
the defined policies. If a user has enough attributes to satisfy the policies (access trees)
when it requests to access the ciphertext related to the specific attribute, the private
key generator can provide the user with the corresponding private key (for the specific
attribute used to encrypt the ciphertext) to allow it to decrypt the requested cipher-
text. Therefore, if a user wants to decrypt the ciphertext encrypted with three different
attributes, it needs to satisfy the policies with its possessed attributes to obtain three
different private keys to decrypt the corresponding ciphertext. The application scenarios
of KP-ABE involve log management (e.g., different users can access different parts of

the system log), paid content access control, etc., [40, 41].

In contrast, in CP-ABE, the ciphertext is encrypted with a policy i.e., each policy
corresponds to a set of different ciphertext, but the private keys are generated based
upon the attributes. If a user has sufficient attributes to satisfy a policy, the private key
generator can produce a private key generated by the attributes the user owns to allow
the user to decrypt the ciphertext encrypted with the policy. Compared with KP-ABE,
CP-ABE is more flexible because the policy can be customised dynamically with respect
to different requirements. Furthermore, a user can use only one private key to decrypt all
the ciphertext encrypted with the same policy. This primitive can be used for encryption

sharing [42] and access control [43] to decrease the number of the private keys [44].

However, since ABE stems from IBE, ABE also inherits IBE’s drawbacks. Therefore,
in order to apply IBE and ABE to cryptosystems, the private key generator should
be protected carefully, to avoid it becoming compromised. Meanwhile, the key escrow
problem also needs to be addressed to ensure the confidentiality and integrity of the users’

private keys used in generation and transmission, through using other cryptographic
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components such as certificate and secret sharing.

2.1.2.3 Trapdoor

A trapdoor is a classic design component for authorisation in cryptography. Basically, the
secret’s owner can use the trapdoor to authorise the decryption or other operations to the
ciphertext such as outsourcing computing in clouds. Furthermore, different trapdoors can
restrict different operations to the ciphertext to achieve more fine-grained authorisation

[45).

For example, the general blockchain structure is shown in Figure where ts rep-
resents timestamp, h is the hash value, and the integrity is implemented by hashing
as

hi1 = Hash(data,ts1),

hz‘ = Hash(data,;,tsi, hi—1)7 1= 2..1m.

Block, Block, Block _ Block,
data,, ts; datay, ts, data , ts data,, ts,
hy > hy »h » hy

Figure 2.3: The general structure of blockchain.
A simple trapdoor design for the general blockchain structure can be implemented

by adding a secret value « in computing hash values such as

hi1 = Hash(datay,ts1, o)

h; = Hash(data;,ts;, hi—1®a), i = 2...n.

If someone tries to verify Block;, it should obtain the secret value a from the block’s
owner, i.e., the verification should be authorised by the block’s owner. Otherwise, the
hash value h; cannot be verified if only the public information data;,ts;, and h; are

known but the secret value « is unknown.
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2.1.2.4 Shamir secret sharing

Shamir’s secret sharing (SSS) [46] is a common method to realise access control [47, 48].
In SSS, a secret y is divided into n shares and shared among n shareholders. If any ¢ or
more than ¢t shares are given, it is able to reconstruct the secret y, but with fewer than

t shares, it cannot reconstruct the secret.

Generally, SSS scheme is constructed based upon Lagrange interpolating polynomials.
There are n shareholders U = {Uy,...,U,} and a large random prime g. The scheme

consists of the following two algorithms SSS.Generation and SSS. Reconstruction:
e SSS.Generation(q, y)
This algorithm takes the prime ¢ and the secret y€Z, and does the following:

1. Pick a polynomial f(z) of degree t — 1 randomly: f(x) = ap + a1z + ... +
ai—12¢—1 (mod q), where the secret y = ag = f(0) and all coefficients ag, a1, ..., a;—1

are random in Z,.

2. Compute all shares: y; = f(x;) (mod q) for i = 1,...,n, where z;€Z, are picked

randomly.

3. Output a list of n points {(x1,y1), (z2,y2), .., (Tn, yn)}. Each share y; is distributed

to the corresponding shareholder U; privately. Note that x; need not be kept secretly.
e SSS.Reconstruction(q, (zi,, Yi, )y --» (i, Vi, )

This algorithm takes the prime ¢ and any ¢ points {(x;,,¥i,), -, (Zi,, i, )} as inputs,

it reconstructs and outputs the secret y as

y=F0)=>_ Ay (mod q),

i€EA

where

A= H — (mod q)

jeAry T
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are the Lagrange interpolation coefficients and A = {i1,...,3:} C {1,...,n}.

According to the description of SSS, the major operation used in SSS is modular
exponentiation in a finite field. However, the security of SSS is established based upon
the hardness of reconstructing the correct Lagrange interpolating polynomial with the
shares fewer than ¢ [46], which differs from the hardness problems underlying RSA and
DH. It has been proven that the size of the used finite field is equivalent to the security
level of SSS i.e., the security level is 128 bits if the size of ¢ is 128 bits [49, 50]. Therefore,
the modular exponentiation of SSS is quite efficient in terms of computation because of
its much smaller modulo space (finite field) based upon Table and Table This
advantage implies that SSS can be a promising method to be utilised to realise access

control in the eHealth scenario that includes low-resource devices.

2.1.2.5 Zero-knowledge proof

Zero-knowledge proof (ZKP) was first proposed by Shafi Goldwasser, Silvio Micali, and
Charles Rackoff in 1989 [51]. ZKP is an interactive method for one party to prove that a
statement is true. The highlight of ZKP is to realise the proof without revealing anything
other than the statement is true (i.e., no leakage of the statement-related information). In
cryptography, a zero-knowledge proof system should satisfy the following three properties
[51L B2]:

e Completeness
If the statement is true, the honest verifier (i.e., one following the protocol properly)

will be convinced of this fact by the honest prover;

e Soundness
If the statement is false, no cheating prover can convince the honest verifier that

it is true;

e Zero-knowledge

If the statement is true, no cheating verifier learns anything other than the fact
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that the statement is true. In other words, just knowing the statement (not the
secret) is sufficient to imagine a scenario showing that the prover knows the secret.
This is formalised by showing that every cheating verifier, given only the statement
to be proved (and no access to the prover), can produce a transcript that “looks

like” an interaction between the honest prover and the cheating verifier.

An abstract example of ZKP showed in Figure is a game between Victor (green)
and Peggy (purple). In this example, Peggy has an uncovered the secret word (key) used
to open a magic door in a cave. The cave is shaped like a ring with the entrance on
one side and the magic door blocking the opposite side. Victor wants to know whether
Peggy knows the secret word; but Peggy, being a very private person, does not want to
reveal her knowledge (the secret word) to Victor or to reveal the fact of her knowledge

to the world in general. They play the following game.

Figure 2.4: An abstract example for ZKP.

First, Victor waits outside the cave and Peggy goes in. Peggy picks either path A
or B, but Victor is not allowed to see which path she takes at this time. Then, Victor
enters the cave and shouts a random name of the path he wants her to use to return,

either A or B.

Proving Peggy really knows the magic word is easy: she opens the door and returns
along the selected path by Victor. However, suppose Peggy did not know the word. Then,
she would only be able to return by the named path if Victor gave the name of the same
path by which she had entered. Since Victor would choose A or B at random, Peggy

would have a 50% chance of guessing correctly. If they repeated this trick many times,

“Figure source: https://en.wikipedia.org/wiki/Zero-knowledge_proof
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say 50 times in a row, Peggy’s chance of successfully anticipating all of Victor’s requests
would become significantly low (or negligible). Thus, if Peggy repeatedly appears at the
exit Victor names, he can conclude that it is probable that Peggy does in fact know the

secret word.

An example of the game’s implementation with RSA is called Fiat-Shamir protocol

[53] presented as follows.

e Setup
Let T be a trusted third party (TTP). T" selects and publishes an RSA modulus
n = pxq, but keeps p and ¢ secret. Peggy first selects a secret s € [1,n— 1] coprime
to n. Then, Peggy computes v = s?> mod n. Finally, Peggy registers v with T as

her public key.

e Construct

Each of the ¢ rounds of the game has three messages with the following forms:

1. Peggy chooses a random number r € [1,n — 1] and sends z = r2 mod n to

Victor;
2. Victor randomly selects a challenge bit e = 0 or ¢ = 1, and sends e to Peggy;

3. Peggy computes and sends y = r - s¢ mod n to Victor. Note that either y = r

holds if e =0, or y = r - s holds if e = 1.

e Verify

Victor rejects the proof if z = 0 or y = 0, or accepts upon verifying 4% = x - v¢

(mod n).

These steps are iterated ¢ rounds sequentially and independently. Victor only accepts

the proof that Peggy knows s if all £ rounds return success. As for the correctness, if

2.0 2

e=0,92=r?-s"=r2=2 (modn);ife=1,y> =r. s> =

x-v=x-v° (modn). Even

though ZKP is a powerful component to realise access control such as an identity check
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for authentication and certificate verification for both authentication and authorisation,
it obviously increases the size of the exchanged messages in the interaction (¢ rounds) so
that the communication overhead can be much higher when ZKP is applied. Therefore,
utilising ZKP to realise security aims for the resource-constrained IoT devices in eHealth
should be considered cautiously to avoid a higher energy cost caused by the heavy com-
munications for the ZKP interaction. This is because the larger size of the exchanged
messages used in ZKP interactions take a longer time for data transmission (e.g., use
Wi-Fi to transmit data). It means the microprocessor used for data transmission needs
to run for a longer time in normal working status and the running frequency is much

higher than that in idle status or power-saving mode leading to a higher energy cost.

2.1.2.6 Equality test

Equality test, introduced by Yang et al. in 2010 [54], is a special kind of public-key
component which allows one to check whether two ciphertexts encrypted under different
public keys yet contain the same message. Since this method compares the ciphertexts to
determine the corresponding plaintexts are identical or not, it can be a possible method
to implement the authorisation through an untrusted third party. Since most of current
equality test schemes are constructed based upon BP with CDH problem, I introduce a

simplified example of BP-based equality test according to the design of Yang et al. [54].

e Setup
1. Let G1,G2 denote two groups of the prime order ¢, g a generator of G, e :
G1 x G1 = G4 a bilinear pairing map, and H a secure hash function.
2. Select z € Zj; and compute y = g*. The public key pk = y and the private key

sk = x.

e Encrypt
To encrypt a plaintext m € Gi, select a random integer r € Zj then compute

U=g",V=m"W=H(U,V,y")® (m||r). The ciphertext is C = (U, V,W).

e Equality test
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Given two ciphertexts C1 = (U1, Vi, W1) and Cy = (Us, Vo, Wa) of two messages
m1, mg with two key pairs (x1,y1) for Cy and (xg, y2) for Cy, if e(Uy, Vo) = e(Us, V1)

holds, m1 = my; otherwise, my # mo.

e Decrypt
To decrypt a ciphertext C = (U, V, W), compute m||r = H(U,V,U*) @ W. If
m € G1Ar € ZyANU = g" AV = m", this algorithm outputs m; otherwise, outputs

error.

If m1 = my holds, the correctness of the equality test lies on e(Uy, V2) = e(g", my) =
elg,ma)” = e(g,my)"” = e(g",m}) = e(Ua, V7). Besides, the correctness of the decryp-
tion is that H(U,V,U*)® W = H(U,V,(¢")*)® H(U,V,y") ® (m||r) = HU,V,(¢")*) &
HU,V,(¢")") & (m|lr) = HU,V,g"™") & H(U,V,¢"") & (m||r) = m||r. Note that the
computational efficiency of the equality test is relatively low to limit its applications
where the performance and energy efficiency should be considered as a priority because

of the analysis of BP operation given in Section [2.1.1.3]

In Section I introduce several advanced methods for access control prevalently
applied in designing modern cryptographic schemes. It is clear that each method has its
own proprieties to serve various security purposes in access control. However, the feasi-
bility of utilising these methods as the cryptographic components to construct security
schemes in a specific scenario should be considered thoroughly, and by carefully consid-
ering different factors involved, such as computational complexity, time consumption,

communication throughput, and energy efficiency.

2.1.3 eHealth

eHealth is a recent healthcare practice supported by ICT to cover broad electronic and
digital processes in health including electronic medical records (EMRs), electronic pre-
scriptions (ePrescribing), telemedicine (i.e., physical and psychological diagnosis and
treatments at a distance), telesurgery and so on [55]. The global eHealth market size

was valued at about USD 13 billion in 2020 and is estimated to grow to USD 39 billion
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by 2025 [I]. Meanwhile, facilitated by advances in Internet of Things (IoT), there is a
strong tendency that more and more IoT devices (e.g., wearable medical alert bracelets,
healthcare sensors, wireless pacemakers and implanted insulin pumps) are involved in
eHealth to protect people [56]. Generally, there are three components consisting of an

eHealth application: data, devices and services [57] as shown in Figure

Figure 2.5: A high-level schematic general architecture of eHealth.

In this architecture, eHealth data mainly represents electronic medical records (EMRSEI)
for personal healthcare including health status data, examinations, diagnosis history and
results, prescriptions and so on [59]. The eHealth data is usually saved and managed
by the providers of eHealth services such as hospitals and clinics. However, driven by
the use of Internet of Things (IoT), many wearable eHealth devices are allowed to be
used outside healthcare centres, enabling healthcare users (e.g., patients) to upload their
health data, and healthcare providers (e.g., hospitals and doctors) and users to monitor

users’ health status anywhere and anytime [3]. Therefore, there is an obvious trend to

SThere are many other notations similar to EMR and EMRs but they have different definitions in
different papers [568]. In this thesis, EMRs is defined to involve both private (identity) and medical
information of patients.
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realise the distributed management of electronic medical records (EMRs) because EMRs
tend to be highly distributed in terms of who (doctor, nurse, administrator etc.) has

modified what and when and where this is done [10].

Meanwhile, eHealth involves different kinds of sensors and portable devices to monitor
heartbeat (for arrhythmia detection), blood pressure, breathing rate, electrocardiogram
(EEG), peripheral oxygen saturation, blood glucose and many other physical health
indexes [09]. Furthermore, there are other functional wearable and implanted devices
that have been applied for different medical purposes such as allergy alert bracelets,
wireless pacemakers and implanted insulin pumps. Since the medical data generated
from such devices needs to be transported to medical institutions or emergency depart-
ments for concrete analysis and further actions by medical staff, distributed networks are
deployed to achieve the connectivity between the devices and the participants in eHealth
[60]. Supported by the eHealth data and devices, numerous different eHealth services
can be realised to offer broad medical functions and networks for personal healthcare
remotely including personal health status monitor, emergency medicine, periodic drug
supplement, allergy and arrhythmia alarm, fast (early) diagnosis and so on. In other
words, people can benefit from eHealth to know their health status anywhere and any-
time, detect physical abnormalities and to contact with emergency (i.e., first aid) health
service provider in a timely manner, and to obtain diagnoses and prescriptions without

going to local medical institutions.

More recently, eHealth is being transformed from a centralised architecture to a
more distributed shape because of the advances of IoT offering seamless platforms for
people and objects to connect with each other, much easier [10]. Therefore, benefiting
from IoT, eHealth devices can support people to view their real-time health indexes and
ensure these devices to connect to professional medical institutions in a timely manner
for rapid medical analysis and response to a dynamic manner [61]. Meanwhile, this
transformation (i.e., more distributed eHealth) may require the support of distributed

data management approaches such as a blockchain to allow every participant to manage
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access to its own medical data with using distributed storage and consensus network.

2.1.4 Blockchain

Blockchain, stemming from the first decentralised digital cryptocurrency proposed by
Satoshi Nakamoto [7], is a distributed and immutable ledger that enables transparent
transactions. A general blockchain structure is depicted in Figure. in Section [2.1.2.3
Blockchain technology is a combination of modern cryptography, peer-to-peer network
communication, distributed system consistency, and smart contracts that implements
data exchange, process, and storage [62]. A key benefit of blockchain is the decentralised
consensus mechanism to realise anonymous, secure and accountable transactions. In
general, a blockchain can be categorised into three types which are public blockchain,
private blockchain and consortium blockchain. In a public blockchain, every peer is able
to access the blockchain and participate in the consensus process according to the applied
consensus mechanism. In contrast, the block generation and consensus process are fully
controlled by a single organisation in a private blockchain. The consortium blockchain
nominates a set of pre-selected nodes to control the consensus process. Real-world exam-
ples of a public blockchain include Ethereum and IOTA [63], whereas Hyperledger Fabric
[64] enables competing businesses and groups to maintain the privacy and confidential-
ity of their transactions in a consortium or private blockchain [65]. Note that there is
another taxonomy of blockchain that a blockchain can be permissioned or permissionless.
A permissioned blockchain needs prior approval before joining the system or accessing
the blockchain data whereas a permissionless blockchain allows anyone to participate in
the system [66]. A brief comparison of public blockchain, consortium blockchain and

private blockchain is shown in Table

As a key component of blockchain, consensus mechanisms are responsible for main-
taining the integrity of the data that safeguards the immutability and auditability under
any circumstances. One traditional consensus mechanism “Proof of Work” (PoW), which

is firstly introduced in Bitcoin, defines the difficulty of finding new wvalid blocks and
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Table 2.3: The comparison of public blockchain, consortium blockchain and
private blockchain.

Property Public Consortium Private
Participating node Permissionless Permissioned Permissioned
Consensus pattern  Decentralised  Partially centralised centralised
Data transparency Public Private Private
Trust model Untrusted Semi-trusted Trusted

appends the found blocks to the chain [7]. It requires all participants to dedicate com-
putation resources towards the “mining” work, where miners are required to solve a
hash puzzleﬁ to obtain a new valid block then add it to the global chain [67]. Nowa-
days, Bitcoin has become the mainstream base currency in the virtual cryptocurrency
marketﬂ However, it wastes a huge amount of computation (energy) and requires a
constant global effort, which makes it impossible for some low-resource scenarios such as

IoT-driven eHealth applications.

In order to mitigate the high computational consumption of mining, Proof of Stake
(PoS) is adopted on the future Serenity platform (Ethereum 2.0) which partly replaces
the mining operation with an alternative approach determining each participant’s bonus
by its stake of the virtual currency [68]. Apart from cryptocurrency, PoS has been
applied in logistics, IoT, artificial intelligence (AI), and forecasting (e.g., with respect to

voting and the stock market) and so on [66].

Practical Byzantine Fault Tolerance algorithm (PBFT) uses the concept of a repli-
cated state machine for transactions which can resist the “34% attack” [69]. As the
prevalent implementation of PBFT, Hyperledger Fabric is utilised to construct vari-
ous applications in different domains including government, medical data management,
smart grids and so on [7(]. However, this algorithm requires the network to have the
global knowledge of the participants, and there must be at least 3f + 1 nodes in order

to reach a consensus for the non-fault nodes if f nodes are fault. Therefore, it does

SAn example is a miner should determine a message m € {0,1}* to satisfy H"(m) =
H(H(...H(m)...)) = 0 to obtain one bitcoin (BTC), where H is a hash function to be iterated n times.
"Data source: https://coinmarketcap.com/
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not scale well with the number of participants, i.e., numerous participants can obviously
decrease the consensus performance to restrict the scalability of PBFT and other similar

BFT-based (Byzantine Fault Tolerance based) consensus mechanisms [71H73].

There are other alternative consensus mechanisms that are proposed to replace the
mining operation, such as XFT (Cross Fault Tolerance) with a low confirmation wait-
ing time [74], Proof of Luck (PoL) with high transaction rate [75], and PoET (Proof of
Elapsed Time) with a low computational consumption [76]. These consensus mechanisms
are designed to provide different trade-offs between transaction rate, cost of participa-
tion, and efficiency of communication. While blockchain has independently emerged as
a powerful technology, the consensus mechanism evolved independently as well dictated
by the requirements from various distributed systems. Hence, choosing consensus mech-
anisms for different blockchain applications depends highly on an application scenario’s
requirements, where the trade-offs between latency, transactions rate, energy expendi-
ture, security and so on should be considered. It is important to ensure that the selected
consensus mechanism is capable of implementing all required functions correctly in not

only the normal scenario but also certain adversarial conditions.

2.1.5 Blockchain-enabled EMRs

In conventional eHealth, EMRs are stored by different medical institutions (e.g., hospitals
and healthcare centres) independently in their own databases. Obviously, every medical
institution can benefit from this architecture to achieve efficient data security for its
EMRs. However, the adverse side of a centralised architecture is to restrict EMR data
sharing and interaction with other medical institutions because EMR data access from
other medical institutions should be authorised by the EMR data owner that can degrade
the time efficiency and flexibility when handling EMRs. Meanwhile, different medical
institutions deploy different hardware and software to implement their data management

systems of EMRs leading to incompatibilities for EMR data sharing amongst them [77].

Furthermore, driven by the use of Internet of Things (IoT), wearable eHealth devices
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can be used outside healthcare centres, enabling not just health providers, but also health
users, to monitor their own health status anywhere and anytime [78, [79]. Therefore,
EMRs tend to be highly distributed in terms of who (local doctor, hospital doctor,
administrator etc.) has modified what and when and where (e.g., in hospital, doctor
surgery, care homes, private homes etc.) this is done. Management of EMRs including
secure storage and access control, is a crucial requirement for eHealth [80], yet it is very
challenging to achieve this because of the highly distributed and fragmented nature of

EMRs and the wide range of users who are authorised to access EMRs [6].

The combination of blockchain and eHealth is a promising revolution to transform the
current centralised management controlled by medical institutions in a more decentralise
manner that allows every patient to manage its own EMRs [81]. According to the techni-
cal architectures of blockchain sculpted by Satoshi Nakamoto [7], blockchain technology
and blockchain-enabled applications have attracted a high attention from different fields,
including but not limited to, finance, governments and academies around the world in
recent years, because of the features of blockchain: decentralisation, tampering immunity
and transparency [82]. In eHealth ecosystems, the use of a blockchain model is currently
being investigated as a highly distributed data structure for EMR transactions (to store,
query and share) that enables them to be verified and recorded through a consensus of
all the parties involved [6]. By utilising blockchain technology, every patient can possess
and manage its own EMRs and share its EMRs with medical staff from different med-
ical institutions. Compared with centralised EMR managements, blockchain-enabled
EMR management allows EMR sharing and patients’ supervision without the barriers
between different medical institutions to shape the patient-centric (decentralised) EMR

management [83].

Even though patients can benefit from this evolution to control their EMRs and
preserve their privacy in a more flexible way, there are still many challenges that should
be considered when implementing blockchains. In terms of security and privacy, one

of the key challenges here when using blockchain in EMRs is that the inherent focus
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of blockchain technology is not to limit unauthorised data access to avoid the leakage
of specific confidential parts in EMRs [84]. For example, if an epidemiologist tries to
determine the incidence of a disease based upon the blockchain-enabled EMRs, the data
obtained by the epidemiologist should only reveal the disease name, the gender and age
of each patient. However, in the blocks of the EMRs, other data such as social security
numbers and home addresses may be presented, which are not related to the work of the

epidemiologist, yet can be disclosed.

2.2 Literature review

2.2.1 eHealth security and privacy concerns

In this part, I analyse the threats and safeguards to security and privacy in eHealth in

terms of the three components shown in Figure i.e., data, devices and services.

2.2.1.1 Data

EHealth data such as EMRs involve not only medical diagnoses, prescriptions, medical
images such as computed tomography(CT), magnetic resonance imaging (MRI), positron
emission tomography (PET), ultrasound and pathology images, and other records, but
also private information. Therefore, the major security and privacy concerns for eHealth
data are access control (authentication and authorisation) and privacy preservation to
restrict illegal data access since the private information of a patient should only be known
by the related medical staff [85]. Furthermore, if the medical records are manipulated by
the attacker, it may lead to false alarms, wasting medical resources and could even lead
to patients being put into a critical condition (if the emergency situations are hidden in

the EMRs).

To control the access to EMRs in eHealth, there are numerous authentication and
authorisation schemes implemented based upon various cryptographic methods to verify
the data requesters’ identities and to allow the specific requesters to access different parts

in EMRs [86]. For example, Van der Haak et al. [87] utilise symmetric encryption to
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ensure the confidentiality of the shared EMRs and use digital signatures to protect EMRs
integrity in sharing them across different medical institutions. As for authorisation, Lin
et al. [59] and Tang et al. [88] propose two schemes of authorisation and encryption to
transmit and share health monitoring data using cloud computing. The authorisation
and encryption are implemented by BP and IBE to exploit cloud computing to help
users reduce a heavy computation load without leaking their private information to
the clouds. Meanwhile, the authors [89-91] take the advantage of ABE to realise fine-
grained authorisation for EMRs access to allow different participants (distinguished by

their attributes) to view different parts of the EMRs.

In privacy preservation, one main purpose and challenge is to separate the sensi-
tive private information and the insensitive medical records in EMRs and keep users’
anonymity when their EMRs are used for medical analysis and diagnosis [92]. A sim-
ple method proposed by Ateniese et al. [93] is to use pseudonyms to preserve patient
anonymity i.e., the designed scheme can transform a prescription for the pseudonym used
with his doctor to a prescription for the pseudonym used with the pharmacy. Further-
more, Dubovitskaya et al. [94] use the k-anonymity algorithm [95] to hide the patients’
identity information in an EMR data set when the EMRs are exploited for pathological
analysis by medical analysts. Besides, there is another privacy concern pertaining to
the signature used to ensure EMR integrity since using signatures may expose the real
identity of the EMR owner. Liu et al. [06] propose to utilise attribute-based signature
(ABS) and a trapdoor to sign EMRs anonymously. Meanwhile, the signature verification
is delegated to a TTP in the proposed system so that only the TTP and the EMR owner

can possess the corresponding real identity of this owner.

2.2.1.2 Devices

EHealth devices consist of not only portable healthcare devices, but also large-scale
(distributed) networks constructed by numerous network fundamental devices such as

IoT-driven eHealth [3]. Thence, the security and privacy concerns to be discussed are
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two-fold.

On the one side, how to secure the eHealth devices themselves should be considered
because some devices are critical to sustain individual life such as cardiac pacemakers.
If such devices work abnormally or are manipulated by malicious attackers, the users of
these eHealth devices may have a huge risk to be operated in a life-threatening manner.
For example, Li et al. [97] demonstrate a successful man-in-the-middle (MITM) attack
to control an insulin pump through wireless communications. To mitigate this attack,
the authors propose to use rolling code (pseudorandom number) as the access token to
prevent replay attacks from eavesdroppers. Furthermore, to avoid hijacks and injections
of malicious codes, Lu et al. [4] make use of a trusted platform module (TPM) and a
process of authentication to secure the system booting and the kernel of the eHealth

device.

On the other side, since EMRs and other private or medical information need to be
transported by communications through eHealth networks, the communication security
should also be discussed to prevent data leakage and tampering from eavesdropping and
replay to ensure the confidentiality and integrity of the transmitted eHealth data. There
are many cryptographic countermeasures proposed to address the issues of eavesdropping
and replay based upon encryption and signature [3] 08, 99]. In the study of Lin et al.
[100], IBE and IBS (identity-based signature) are constructed using the BP and DES
(Data Encryption Standard) then utilised to encrypt and sign the transmitted EMRs
to prevent eavesdropping. Meanwhile, the timestamp method is applied in their scheme
to avoid replay attacks. Similarly, in [4], IBE is applied for data encryption to avoid

eavesdropping in communications.

2.2.1.3 Services

As for eHealth services, the major security concern is the reliability to ensure that a
user can access eHealth services stably especially when he or she is facing an emergency

situation [I0I]. Denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks
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are a severe threat to be addressed to keep eHealth services running stably since this
kind of attack aims to block communications and waste devices’ computational resource
to make eHealth services unavailable [102]. There are several common countermeasures
to mitigate Dos and DDos attacks by analysing certain features in network packets or
the patterns of malicious connections with policy filtering [103, 104], machine learning
[105HI07], game theory and many other methods in the network layer [108, 109]. In
the application layer, authentication and signature are two prevalent approaches to form

access policies to block the connections whose identity cannot be verified [TTOHIT3].

2.2.2 Blockchain threats and safeguards

Since blockchain and different consensus mechanisms were proposed, the security dis-
cussions about the blockchain context and consensus mechanisms have never stopped.
Meanwhile, as the carrier of the trade strategies and applied consensus mechanisms,
smart contracts may lead to transaction chaos or even real-world economic loss if their
security vulnerabilities are exploited by malicious attackers. Furthermore, more and
more smart contracts are designed to describe different consensus mechanisms, thus, the
security of the executing entities (e.g., Ethereum virtual machine, EVM in Ethereum)
is of concern to ensure that smart contracts can be executed correctly. Therefore, the
threats and safeguards of blockchain are illustrated in terms of three aspects: consensus
mechanism, smart contract and executing entity in this part. Note that I choose EVM as
a practical case of executing entity to analyse because EVM (from Ethereum) is a major

operational environment for smart contracts utilised by many blockchain applications.

2.2.2.1 Consensus mechanism

Collusion attack. The collision attack is the most common method, which can be used
by attackers to attack different consensus mechanisms. To be specific, if the attacker
has more than 50% of the computing power in a PoW-based context, the attacker can
manipulate all the results of the consensus requests, thereby causing fatal problems to

the PoW network (e.g., selfish mining, cancelled transactions and double spending) [114].
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On the other hand, if the attacker can control over 50% of the validation nodes selected
by the consensus leader, the collusion attack may occur in the PBFT-related context.
Compared with the PoW-based context, the PBFT-based context can be more easily
affected by a collusion attack, because the quantity of the used validation nodes defined
by different consensus mechanisms that process each consensus request is much less than

50% of all the nodes in the PBFT-based context.

Sybil attack. The Sybil attack means that one attacker claims a large number of
fake identities (nodes), and then attempts to influence the voting result of the consensus
mechanism in the consensus network. If the identity authentication is not robust enough,
the Sybil attack can become widespread in peer-to-peer networks. For a PoW consensus
mechanism operating in an anonymous network, the method to ensure each node is valid
is to check whether the node owns a considerable amount of computing power. Mean-
while, PoW consensus mechanism provides miners with an incentive to work honestly,
but not to work incorrectly to avoid the Sybil attack. However, if enough fake nodes
are selected in the validator group, the PBFT-related consensus mechanisms may be
affected by the Sybil attack, resulting in a higher probability of an incorrect consensus.
Note that the validating leader can request to check the voting result then punish the
fake nodes in the PBFT-based context, but the latency is much higher than the PoW

consensus mechanism [115].

Eclipse attack. In an eclipse attack, the attacker monopolises all incoming and
outgoing connections of the victim, thus isolating the victim from the rest of its peers in
the network [I16]. To be specific, a node depends on n number of nodes selected by the
peer selection strategy to view its distributed ledger in a decentralised network. However,
if an attacker can force this victim node to choose all the n number of nodes from the
malicious nodes manipulated by him, the attacker can eclipse the original ledger of the
victim node and replace the original ledger with a tampered ledger. Figure shows an
example of the eclipse attack, where the victim node cannot send/receive correct ledgers

in the decentralised network, since the victim can only choose the malicious nodes as
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the peers. Compared with the Sybil attack that affects the entire blockchain network,
the eclipse attack only attacks certain nodes more precisely, so the attack cost of the
eclipse attack is much lower. It indicates that the eclipse attack is much easier to be

performed in real-world blockchain-enable systems [117, I1§]. In order to detect the

node node Q

Q Victim
node

node node Q

Malicious node

Figure 2.6: An example of an eclipse attack.

eclipse attack, Xu et al. [119] proposed to utilise random forest classification algorithm
to separate the attack data packets in terms of certain packet features (e.g., packet size,
access frequency, access time and so on). Furthermore, to mitigate the eclipse attack,
some countermeasures are proposed by adding extra network links between different
nodes. The countermeasure proposed by Walck et al. [120] is partial randomness, giving
priority to the old nodes with fresh outgoing connections in the peer selection. Another
countermeasure is to establish some known and verified nodes outgoing connections to

test the neighbour nodes before they are selected as the peers [116].

2.2.2.2 Ethereum virtual machine (EVM)

EVM is a transaction-based state machine that runs on a 256-bit stack to execute all
the functions in the smart contract, and then implements the consensus mechanism
[121]. Compared with the VMs used for general computation such as Java Virtual
Machine (JVM), Dalvik and ART in Android, the complexity of an EVM is relatively
low because it only needs to execute smart contracts deterministically and supports

certain cryptographic primitives [122]. Nevertheless, security is still a primary concern
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in EVM, since it is the last barrier to prevent malicious smart contracts and flawed

consensus mechanism. On the other hand, Ethereum is the most mainstream platform (or

framework) serving for numerous cryptocurrency and non-cryptocurrency applications.

If EVM itself has severe vulnerabilities, attackers may endanger all Ethereum-based

platforms to cause irreversible financial loss. Meanwhile, there are four versions of EVM

in use based upon different program languages: py-evmm (Python), js-evm (JavaScript),

geth (Golang) and aleth (C++). This diversity increases the potential attack range

for attackers and the workload of security analysis for security researchers. In current

research, the major methods for discovering EVM vulnerabilities are symbolic execution

and fuzzing [123], and the explored vulnerabilities in EVM are mainly related to the

memory management (e.g., stack overflow and illegal memory access) and opcode [121],

124].

Four vulnerable cases discovered in EVM are summarised as follows.

CVE-2016-2085 [125]. This vulnerability exists because geth (EVM of Go Ethereum)
invokes an insecure function memecmp(), which can lead to a timing side-channel

attack [126]. Specifically, the forgery complexity of message authentication code

(MAC) drops from 228 to 212,

CVE-2018-18920 [127]. This vulnerability can cause smart contracts to be executed
indefinitely without paying for gas, since Py-EVM (EVM of Python Ethereum)

does not check the invalid opcode, resulting in stack corruption.

CVE-2018-19184 [128]. This vulnerability allows attackers to cause a denial of
service (segmentation violation) via crafted bytecode (nil pointer dereference) in

geth.

CVE-2018-20421 [129]. This vulnerability allows attackers to waste a large amount
of memory to lead to a denial of service by rewriting the length of a dynamic array,

and then writing data to a location with a large index in the memory.

Apart from detecting vulnerabilities in EVM, some researchers try to reinforce EVM

via bytecodes verification and semantics analysis [I30H133]. The target of these two
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methods is to eliminate unsafe bytecodes generated upon different smart contracts.
Since EVM is continuously now maintained and updated, new vulnerabilities in EVM
may threaten all consensus mechanisms and smart contracts implemented on Ethereum.

Therefore, the blockchain community should pay close attention to EVM security.

2.2.2.3 Smart contracts

A smart contract is an entity to carry the implemented consensus mechanism and trans-
action strategy. Therefore, the security of consensus mechanism is tightly linked to
the security of smart contracts. In order to explore the potential vulnerabilities in smart
contracts, several fuzzing tools have been implemented based upon heuristic search, sym-
bolic execution, control flow graph and data stream analysis [I34-138]. The common

vulnerabilities found real-world smart contracts are summarised as follows.

e Leaking and suicidal. A smart contract is considered to have a leak vulnerability
if it leaks Ethereum (ETH) to attackers. Similarly, a smart contract is considered
suicidal if it can be killed by attackers [I39]. Both of these two vulnerabilities are
caused by inappropriate permission settings (especially in some smart contracts’
tests), which allow attackers to invoke send() or selfdestruct() functions without

any restrictions.

e Block status dependency. If the transaction of sending ETH (or other critical
operations) relies on certain block status variables (e.g., timestamp, difficulty, gas
limit and so on), then these smart contracts can be vulnerable since an attacker
can construct transactions to achieve malicious behaviours by analysing the block
status. The timestamp dependency is an example. Every block has a timestamp in
the blockchain to record the time of the transaction. When the trigger conditions of
some critical operations in a smart contract depend on timestamps, the timestamp
can be exploited as a vulnerability. If an attacker can manipulate the timestamps
(e.g., change the local system time), the timestamp-dependent smart contracts may

be vulnerable.
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o Exception disorder. The reason for the exception disorder is the inconsistency
during the exception handling. When a smart contract A tries to invoke a function
f in another smart contract B, the function call may fail and then generate different
exceptions. Normally, all the transactions will be reverted in terms of the chain of
nested calls for feB. However, if there is at least one low-level function call (e.g.,
address.call() and address.send()) in the chain, the transaction rollback will be
terminated at the last low-level function call. Therefore, the rest of the transactions

cannot be reverted, and the exceptions cannot be propagated to the caller A.

e Reentrancy. In general, the status of the contract’s account can be changed after
the invocation of some reentrant functions in a smart contract is completed. How-
ever, many functions in smart contracts are not designed to be reentrant. There-
fore, if a malicious smart contract invokes these functions in a reentrant manner
repeatedly, it may lead to ETH theft. The famous “The DAO (Decentralised
Autonomous Organization)” attack took advantage of the reentrancy vulnerability

through the fallback function withdraw() to steal about USD 60 million [140].

e Gasless send. When the sender tries to send ETH > 0 to the recipient, the
fallback function in the recipient smart contract will be invoked with a fixed gas
stipend determined by the EVM. However, if the gas consumption of the fallback
function is designed to be higher than the current gas balance of the sender in the
recipient contract, the sender will receive the exception “out of gas”. Therefore, if
the exception “out of gas” is not handled and broadcast appropriately, a malicious
sender can send ETH to a recipient without costing transaction fee (i.e., gas in

EVM).

e Frozen ETH (locking). Some smart contracts are designed to invoke certain
functions from other smart contracts to operate ETH via delegatecall(). Tt means
that these smart contracts entirely depend on the related functions of other smart
contracts to manipulate ETH, as there is no actual ETH manipulating function in

these smart contracts. When the smart contracts that provide the ETH manip-
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ulating functions execute a self-destroy (suicide) operation, the smart contracts
with only delegated calls cannot send ETH to others forever, so that all the ETH
is frozen. In November 2017, the frozen ETH bug resulted in the Parity Wallet

users permanently losing an estimated USD 150 million in funds [141].

e Dangerous delegatecall. The delegatecall opcode is designed for a caller smart
contract to invoke other library contracts. Specifically, the caller contract can load
the library contract’s code and execute it in the context of the caller contract.
Since the parameter of delegatecall is the address of a library contract, an attacker
can execute arbitrary code in the caller contract by manipulating the parameter
(i.e., the library contract’s address) of delegatecall. This vulnerability has been

exploited and resulted in a USD 30 million loss in a multi-signature wallet [142].

In a nutshell, when discussing the security of blockchain, People should not only focus
on the threats to consensus mechanisms, but also the threats to both the carrier (smart
contracts) and the running environments such as EVM. In current non-cryptocurrency
sectors such as blockchain-enabled eHealth, there is no standard (or any best practice)
to guide people to deploy secure blockchain-based systems. Even in the cryptocur-
rency area, the related standards and standard operation procedures (SOPs) are still
in discussing and developing. Otherwise, there would not be numerous cases where a
huge number of cryptocurrencies are stolen on different cryptocurrency trading platforms
[143]. In my opinion, building up security standards (such as PKI [144]) and normal-
ising the code writing of smart contracts for blockchain-enabled applications should be

considered as the top priority in non-cryptocurrency areas.

2.2.3 Access control enhancement for blockchain-enabled EMRs

As EMRs hold personal data about patients that can be confidential in different ways
to different stakeholders, approaches to construct flexible and granular access control for
blockchain-enabled EMRs are needed. However, since a block is usually the fundamental

access unit in blockchain, it cannot support a fine level of granularity in access control
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to authorise queries when a medical person only requires partial information in a block

for its work.

To address the challenge of access control for blockchain-enabled EMRs, numerous
state-of-the-art studies are proposed based upon different cryptographic methods. The
first prototype considering access control in blockchain-enabled EMRs is MedRec [145],
where a system based on Ethereum smart contracts and two incentivising mining models
are presented for an intelligent representation of EMRs that are stored in network nodes
distributedly. The authors state their design can support fine-grained access control but

without showing any concrete algorithms.

Another early thought of using blockchain in EMR management is an architecture
Healthcare Data Gateways (HDG) proposed by Yue et al. [146]. In the HDG architec-
ture, stored EMRs can be transmitted via a consensus gateway with the access policies
to authorise data access. Even though the designed access policies are fine-grained, the
access control is not flexible i.e., a user can only access the data of one attribute in one
query but querying the data of several specific blocks is not supported. Furthermore, as
the authors regard the consensus gateway as a trusted network, all users’ private data
(including access permissions) are exposed to the consensus network in their scheme. If
some nodes in the consensus network are compromised, the transmitted personal data

may be revealed to the attacker.

Dubovitskaya et al. [147] discuss a PKC-based permission control architecture for
blockchain to implement secure EMRs. In this architecture, certificates are proposed to
realise authentication and signing, while AES and DH are applied for encryption, but no
detailed access control scheme or algorithm is proposed. Meanwhile, the authors claim
that the fine-grained access control policies can regulate the access and update of EMRs
but the authorisation method and access granularity are not presented. Besides, the
suggested blockchain implementation Hyperledger Fabric with PBFT as the consensus
mechanism still needs to be deliberated further when used to realise a blockchain-enabled

EMR management system based upon the scalability issue of PBFT analysed in Section
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[148] and [149] utilise blockchain to realise the EMR storage layer for EMR man-
agement and sharing. The authors state that the designed systems require access control
but there is no exhaustive design of access control presented in their papers. Similarly,
a superficial discussion about access control appears in many proposed architectures (or
frameworks) of blockchain-enabled EMRs [81], 83, 150-153]. For example, Chen et al.
[151] use a private blockchain to store EMRs for a medical institution and a consortium
blockchain to share EMRs between different medical institutions but how to implement
the mentioned requirements of authentication and authorisation is not illustrated. Wu
et al. [81] and Omar et al. [I52] propose a privacy-friendly platform of EMR manage-
ment with blockchain but there is only a simple identity authentication design without

considering the authorisation of EMR access.

More recently, there are more and more concrete solutions proposed to address the
access control issue for blockchain-enabled EMRs. IBM (International Business Machines
Corporation) proposes a healthcare data exchange platform built on blockchain that
stores EMRs in databases but the granularity control is only document-based [154].
Therefore, a patient cannot hide certain parts that it does not wish others such as
system administrators to know in its medical documents. Liu et al. [I55] propose
an access control scheme for sharing blockchain-enabled EMRs with CP-ABE and PoS
called blockchain-based privacy-preserving data sharing (BPDS). The authors illustrate
detailed algorithms of authentication and authorisation with fine-grained access policies.
However, BPDS has a similar issue of flexibility to HDG. When data sharing with BPDS,
if a user tries to acquire the data of three attributes in one patient’s EMRs, it needs to
query three times i.e., each query can only contain the data of one attribute. In other
words, a user cannot query the data of many attributes in one patient’s EMRs or the
data of the same one attribute in many patients’ EMRs in one query. This design may
lead to higher time consumption and network throughput for bulk queries. Besides, since
the applied CP-ABE algorithms are constructed upon a large number of BP operations,

BPDS can sharply increase the computational cost of users’ devices especially for the
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resource-constrained devices (see Section [2.1.1.3|and [2.1.1.4). Tang et al. [156] also use

BP to implement a multi-party signature scheme to ensure the integrity of the queried
EMRs. However, this design is only used as a method of message authentication; it
cannot support authorisation to restrict different parts in EMRs that different users can

access.

Xu et al. [84] propose HealthChain to manage EMRs with two chains, user chain and
doctor chain. IBE and IBS are utilised to ensure the confidentiality and integrity of the
EMRs in HealthChain. The control of access granularity is realised by the definitions of
the data that can be involved in the user chain and doctor chain. However, compared
with BPDS, this access granularity is not fine-grained or flexible because all attributes
in the user chain and doctor chain are fixed with respect to access policies. Furthermore,
the authors only demonstrate an algorithm for key management for IBE and IBS but no

concrete algorithm for access control.

In [I57], the authors illustrate a data encryption scheme with BP to secure EMRs
in communications. Meanwhile, an access control protocol is proposed with an access
control list (ACL) to regulate what data can be read or written in blockchain-enabled
EMRs by a specific user. This method can realise fine-grained and flexible authorisation
for EMR queries because the access control list can contain many policies (read and
write) for different users to access different parts of the EMRs. However, the authors do
not present any concrete cryptographic design to perform this protocol. Furthermore, it
is still unclear in this study how the policy design can fit the blockchain structure. Guo
et al. [I58] also use an ACL to control the actions (read, write and update) that can be
performed by different users. Meanwhile, the ABAC (Attribute-based Access Control)
approach is proposed to set the attributes different users can have to realise fine-grained
and flexible access control. Unfortunately, as with [I57], there is no concrete ABAC
scheme presented based upon cryptography in [I58]. Besides, Khatoon [I59] proposes to
put ACL into every block of the blockchain-enabled EMRs but this design may decrease

the scalability of the proposed blockchain-based EMR management system. This is
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because the ACL can become enormous and redundant if there are many users, roles

and data attributes to generate numerous access policies in an ACL.

[77] proposes an implementation of blockchain-enabled EMRs with Hyperledger Fab-
ric and IPFS (InterPlanetary File System) to manage EMRs in a permissioned blockchain.
The authors apply role-based access control (RBAC) to allow different roles (patient and
doctor) to execute different database operations (read, create, and update). The similar
design is also adopted by Nguyen et al. [§], where doctors and patients can be bound to
form access policies. However, this method cannot restrict different parts (attributes) of

EMRs that users with different roles can access.

2.3 Comparison and analysis

After discussing recent advances of security and privacy in blockchain-enabled EMRs
(Section , I summarise others’ implemented features of security and privacy in
Table Furthermore, a deeper investigation of the cryptographic methods applied
and the granular properties achieved in different access control solutions to blockchain-
enabled EMRs is summarised in Table Note that in the two tables, only the solutions
having concrete implementations of access control (authentication or authorisation) are
considered.

Table 2.4: The comparison of the implemented security and privacy features
in different solutions of blockchain-enabled EMRs.

Access control

Solution Confidentiality Integrity Anthentication  Authorisation Year
HDG [146] V V Vv Vv 2016
[147] v v v x 2017
[81] vV vV v X 2018
BPDS [155] V Vv Vv V 2018
MediBchain [152] Vv Vv Vv X 2019
[154] V Vv Vv V 2019
[157] V Vv vV vV 2019
HIDEchain [153] X V Vv X 2020

According to Table[2.4] most current solutions of blockchain-enabled EMRs can utilise
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encryption, signature and other cryptographic methods to ensure the confidentiality and
integrity of the transported EMRs. Meanwhile, all the compared solutions can realise
authentication but only half of them consider authorisation. Therefore, access control
(especially for authorisation) is a major concern to be addressed in this research to

preserve patients’ private information in blockchain-enabled EMRs.

Table 2.5: The comparison of the applied methods and properties in the access
control of different blockchain-enabled solutions (given in Table

24).

Solution Method Granularity control IoT
Authentication Authorisation Fine-grain Flexibility
hash BP
HDG [14d] certificate ABE v % x
[147] certificate X X X X
[81] BP X X X X
BPDS [155] CP-ABE CP-ABE Vi x x
MediBchain [152] ID /Pass X X X vV
[154] ID/Pass ID/Pass X X Vv
[157] ABE ACL V V X
HIDEchain [I53] hash X X X Vv

To understand the merits and drawbacks of current solutions of access control for
blockchain-enabled EMRs in a comprehensive manner, the applied cryptographic meth-
ods, granularity control including fine-grained, flexibility, and performance for resource-
constrained IoT devices in eHealth (denoted by IoT) are summarised in Table for
the same blockchain-enabled solutions within Table [2.4] Note that if the applied cryp-
tographic components are lightweight for resource-constrained IoT devices in an access
control solution, it means this solution can support IoT devices with limited or low ICT
resources. Apparently, compared to the relatively mature research on authentication,
current discussion about authorisation mechanisms for blockchain-enabled EMRs is still

in its infancy because of two main reasons.

Firstly, access authorisation is neglected by many studies as some stakeholders may
not have realised the importance of patients’ privacy in decentralised eHealth other than

by using a traditional centralised eHealth design. In such a centralised eHealth design
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such as at a hospital, people believe that the hospital can preserve the patients’ privacy
safely. However, there is no trusted central entity for EMR escrow (patients’ private
information) when a blockchain is applied to allow patients to manage their own EMRs

in a more decentralised manner.

Secondly, granularity control has not been widely considered i.e., how to realise fine-
grained and flexible granularity control for data queries to restrict access to private data
in patients’ EMRs and to be compatible with the blockchain structure. According to
Section most current studies do not consider authorisation or only present rudi-
mentary thoughts to capture only one property (fine-grain or flexibility) of granularity
control for blockchain-enabled EMRs. Although [I57] shows a solution that can balance
fine-grain and flexibility in the granularity control use in authorisation, there is still no
concrete design in cryptography to practice its proposed ACL method or support the

blockchain structure.

Furthermore, realising a complicated access control while taking care of limited or
low performance resource-constrained IoT devices applied in eHealth should be studied
further. This is because lightweight methods such as hash and identity with password
(ID/Pass) can save resources for such IoT devices but they cannot achieve granularity
control as shown in Table In contrast, resource-consuming methods (such as BP)
can be exploited for granularity control but they may consume much more computing

resources, decreasing the service life of resource-constrained IoT devices.

2.4 Summary

In this chapter, I first introduce some fundamental concepts of public-key cryptography
to help readers to ease the understanding of the proposed ideas and implementations in
the following chapters. Then, a comprehensive investigation of the blockchain-eHealth
combination is illustrated including the general background and the state-of-the-art secu-

rity concerns for eHealth, blockchain and blockchain-enabled eHealth. Specifically, I
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focus on access control for blockchain-enabled EMRs to present a comparison and anal-
ysis of the related state of the art. Furthermore, according to the limitations of the
state-of-the-art access control solutions shown in Tablg2.5| the challenges of access con-

trol to be addressed for blockchain-enabled EMRs are concluded as follows:

1. Authorisation with fine-grained and flexible granularity control has not been thor-
oughly considered to protect patients’ privacy in accessing blockchain-enabled

EMRs;

2. Many designs of concrete schemes for access control (including authentication and

authorisation) are not compatible with blockchain data structures;

3. The cryptographic components involved in many current access control solutions
are not lightweight enough to fit resource-constrained IoT devices applied in eHealth

with a limited computation performance.



Chapter 3

Block-based Access Control for
Blockchain-enabled EMRs

This chapter first gives an overview of the whole system. Then it presents the first
part of the system, an access control solution for exchanging blockchain-enabled Elec-
tronic Medical Records (EMRs) called BBACS (Block-based Access Control Scheme)
that includes an access model and an access scheme. Unlike existing blockchain-oriented
access control (authorisation) schemes for EMRs, the proposed access model can omit
the agent layer (gateway) in order to authorise users’ access with block level granularity,

whilst maintaining compatibility with the underlying blockchain data structure.

3.1 System overview

Before demonstrating the proposed security and privacy enhancement schemes for blockchain-
enabled EMRs in turn, I first describe an overview of how each scheme links together to
comprise an access control system in Figure Based upon the limitations analysed in
Chapter [2| enhancing the authorisation for blockchain-enabled EMRs is the main objec-
tive. To realise authorisation, authentication and key distribution should be considered

to validate users identities and to distribute the keys used in authorisation. Therefore,

57
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when a user (or health device) needs to access the blockchain-enabled EMRs, its identity
should first be authenticated. Then, the corresponding keys should be distributed to
this user by the key generation centre (KGC) (see Section [4.2.1). The authentication

and key distribution are discussed in Chapter

After that, how to enhance authorisation for data access to blockchain-enabled EMRs
is discussed. When the user requests access to the blockchain-EMRs, it needs to provide
the corresponding access tokens to the requested EMRs. A primary authorisation scheme
(BBACS) is presented in Chapter [3| to allow the blockchain-enabled EMR server to
authorise EMR queries without the agent between the server and the users. To further
improve the authorisation, Shamir secret sharing (SSS) is applied to propose a fine-
grained authorisation scheme based upon BBACS to support granular authorisation and
flexible queries in Chapter [4f During the authorisation, the user’s keys (credentials) are
exposed the agent (e.g., the pre-selected consensus nodes in the blockchain network),
which may incur a risk of privacy leakage if the agent is compromised. Therefore, the
idea of zero-knowledge proof (ZKP) is adopted to hide users’ credentials for privacy

preservation and anonymity during the authorisation in Chapter
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Figure 3.1: The system overview of the proposed schemes.
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3.2 Motivation for adding access control to blockchain use

with EMRs

Recently, the blockchain model (structure) is being investigated as a potential solution
for the management of distributed and fragmented EMRs since blockchain is a highly
distributed data structure suitable for EMR storage and queries. Furthermore, a feature
of a blockchain is that it inherently enables all the operations (add, query and modify) in
EMRs to be verified and recorded through a consensus of all the involved parties (or some
permissioned parties) [6]. However, one of the key challenges here for using blockchain in
EMRs is that the initial focus of the blockchain design is not to limit unauthorised data
access to avoid exposing specific confidential parts when EMRs are constructed using
blockchain [7]. It means the blockchain design can protect the data integrity of EMRs

but it has no data access control.

As EMRs hold personal information about patients that can be confidential and pri-
vate to the stakeholders, new approaches to constructing an access control solution to
EMRs are needed. However, the current research, which applies blockchain to EMRs,
usually also supports authentication to validate users’ identities but without any autho-
risation design to determine what the users can access. For example, a doctor can only
look through the EMRs of the patients he (or she) is responsible for. For a nurse, he (or
she) should not know the diagnosis, the drug injection doses or other private data (e.g.,
social security numbers and home addresses) of the patients he (or she) is not taking care
of. On the other hand, the agent (or gateway) design used in much current research may
not be suitable for mid-scale (or small-scale) eHealth service providers (companies) as
they may not be able to afford to set up such an agent. These challenges motivate me to
present a new EMR access control solution to achieve precise access control (block-level

granularity) for EMRs queries, without the need for agent support.
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3.3 System model

In BBACS, there are two entities in the presented model (Figure. , which are users
and the EMR server. The two entities are located in the same trusted cloud (distributed)

network. Then, I illustrate the functions of each entity as in Figure. (3.2

EMR Server = = Veri o
(Blockchain-enabled erify permissions
storage) T Authorise access
Request EMRs Return data

e mm mm mm o mm Em Em Em o Em Em Em o =

Figure 3.2: The proposed access model of the BBACS scheme.

Users. The users represent data inquirers e.g., doctors, patients and data analysts.
The data inquirers initiate queries to obtain data from the EMR server. In general,
the EMRs of each patient are constructed using several blocks. A unique token is allo-
cated to each block when the block is added to the patient’s EMRs. As the focus of the
BBACS scheme is access authorisation during data exchange, the token distribution is
not yet discussed in this chapter. Hence, it is assumed that the token for each block on
the blockchain has been distributed to the corresponding valid data requesters (e.g., the
patient, doctors and data analysts) by the medical management authority. Note that
whilst a patient usually queries the personal blocks; the doctors and data analysts nor-
mally may query several blocks from different patients’ EMRs. All the access permissions

of the queries are verified through the EMR server.

EMR server. The EMR server is blockchain-enabled to store EMRs and provide



Chapter 3. Block-based Access Control for Blockchain-enabled EMRs 61

an inquiry service. The consensus nodes of the EMR server can authorise data access.
Note that the proposed BBACS scheme focuses on data access authorisation but not on
the blockchain properties such as the consensus mechanism. To be specific, there are two
functions designed for the EMR server in the access model. First, the EMR server is
used to store all the electronic medical records (EMRs) for eHealth in a blockchain [160].
Another function of a EMR server is to verify the access permissions and to authorise
the block(s) access. If the data inquirers possess all the required permissions, the EMR

server can authorise the access then return the queried data (blocks) to the users.

3.4 Algorithm description of block-based query authorisa-
tion

In this section, a block-based query authorisation scheme called BBACS (Block-based
Access Control Scheme) is proposed. The correctness of the BBACS scheme is illustrated
in Appendix [A]

e Hardness assumption

Elliptic-curve Discrete Logarithm Problem (ECDLP). Let E,(a,b) be a cryp-
tographic secure elliptic curve with the prime field F, and a base point G. For any point
PeFEp(a,b) and a random u€rZy, any probabilistic polynomial-time algorithm A com-

putes u with its advantage:

Advi%ﬁéﬁ) = Prlc = ulu€rZy, c = A(P,uP)].

The ECDLP assumption can hold if for any probabilistic polynomial-time algorithm A,

its advantage Advﬁ%félz) is negligible.

e Setup()\)

This procedure outputs public parameters pp with the security parameter A using

the following steps.
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1. Select a secure elliptic curve Ep(a,b) and a base point G on Ej(a,b), where p €

{0, 1})‘ is a big prime, and a, b are the parameters of the elliptic curve.

2. Generate a random integer token TK € {0,1}* for each block BLK (EMR) on the
blockchain and write the token T K in the block BLK. Note that this step should
be executed when a new block is created and added to the blockchain to keep
the integrity of the blockchain. Furthermore, all the tokens have been distributed
to the corresponding users correctly before the users request medical data in the

blocks from the blockchain-enabled EMR server.

3. Select a symmetric encryption algorithm, e.g., AES (Advanced Encryption Stan-
dard [161]).

4. Select one secure cryptographic hash function, H : {0,1}*— {0, 1}*.

5. Output the public parameters pp to finish the Setup phase, pp = (Ep(a,b), G, AES, H).
Note that it is assumed that all users can establish secure connections with the

authenticated EMR server to obtain a correct pp before they query EMRs.
* Query(pp)
In this phase, the users prepare the data query @ via the following steps.

1. Prepare the sequence S;4 including all the indexes of the queried blocks. For
example, if a user want to request several (n) blocks on the blockchain, sequence S;q

should contain all the indexes of the requested blocks n: S;q = {BLK;4,|i = 1...n}.

2. Prepare the sequence Stx including all the tokens of requested blocks. For the

given sequence S;q in step 1, St = {TKjq,|i = 1...n}.
3. Use the sequence St to calculate a value k = TK;4, ®T K;4,®... T K;q, ,PTK;q,.

4. Calculate a point multiplication on elliptic curve E,(a, b) with k and the base point

G to obtain a new point P = kG.
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5. Send the query @ = (S;q, P) to the EMR server.
e Authorise(pp, Q)

The EMR server validates the access permissions provided in @ from the user via the

following steps.

1. Repeat step 2 in the Query phase with the indexes S;3€@Q to obtain the token

sequence St = {T K, |i = 1..n} from the blockchain.
2. Use the sequence Shj to calculate the k' = TK{dleBTKgdg@...@TKédnil@TK;dn.
3. Repeat step 4 in the Query phase to obtain the point P’ = k'G.

4. If the two points P = P’ holds, it means the user has the correct access permissions
to be authorised to access the queried blocks S;4, otherwise, the EMR server should

deny the query @) from the user.
e Encrypt(pp, Q, k')
The EMR server encrypts the queried data via the following steps.

1. Prepare the queried blocks M based upon the sequence S;4€Q from the user then
calculate the hash value Hyy = H(M) of the data M.

2. Use AESepp to encrypt M and H(M) with the key &k’ to output the ciphertext
C = AESy(M,Hy). Besides, AES}, is defined as the decryption process to
decrypt C = AES; (M, Hys) to recover the plain data M, i.e., M = AES,,(C =
AESy (M, Hyy)).

3. Return the ciphertext C' to the user (data requester) to finish the authorisation

and data transmission.
e Decrypt(pp, k,C)

If the user has all the access permissions (tokens) for the queried blocks, the user is
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authorised to access these during the Authorise phase. It means P = P’ & kG = k'G &
k = k' holds. Then, the user can decrypt the ciphertext C' generated by the Encrypt

phase via the following steps.

1. Decrypt C' to with the key k to retrieve the plaintext (M, Hy) = AES;(C) =
AES|(AES)/ (M, Hyp)).

2. If the condition H(M) = H)s holds, the algorithm outputs M, otherwise, it outputs

1 (error).

The following Figure. shows the workflow of the BBACS scheme.

1) Setup i
Prepare pp |
and tokens TK |
_______________________________________ [
: 2) Query
: Prepare query
Q=(Si4P)
3) Authorise :
Acquire needed |
tokens S’ by Siy :
|
Calculate P'then i
check if P=P"holds |
p=p' i
4) Encrypt :
Use the key k"to encrypt :
the queried data M |
C=AES(M)thenreturn (C) __ ____________ '
| 5) Decrypt
: Decrypt C with k to
: recover M=AES"(C)

Figure 3.3: The workflow of the proposed scheme BBACS.

3.5 Analysis of performance and security

3.5.1 Experimental results

In this section, the two parts are evaluated as follows. First, the theoretical cryptographic
operations are compared. Second, experiments are conducted to determine the time cost

for transmitting encrypted data over Wi-Fi of BBACS. The reason for evaluating the time
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cost of data transmission over Wi-Fi is that the lower time cost of data transmission via

Wi-Fi can lead to a lower power cost, especially for resource-constrained eHealth devices.

As there is yet no clear best practice to be used as a baseline for comparison, I select
an access control scheme based upon an agent for blockchain-based EMRs system named
HDG [I46] as the baseline. Note that compared with the HDG scheme that needs an
agent to support access control, the scheme BBACS can verify and authorise the data

access without the agent.

3.5.1.1 Theoretical comparison

The major cryptographic operation used in the scheme BBACS and the HDG scheme
[146] is scalar multiplication. Hence, O,,,; denotes an operation of the scalar multipli-
cation for the following comparison. The result is shown in the Table In terms of
the encryption part, the scheme BBACS requires less scalar multiplication operations.
Furthermore, BBACS does not use any complicated public-key cryptographic operation

in the decryption.

Table 3.1: Theoretical comparison of the used cryptographic operation.

BBACS HDG
Encryption 20l 50 mui
Decryption 001 1O0mul

Note that there are other cryptographic operations and algorithms used in the schemes
BBACS and HDG, e.g., XOR (Exclusive OR) operation, hash summary and AES-CBC
(cipher-block chaining mode). However, when compared with the denoted operation
O, the time complexity of these operations and algorithms is negligible [162]. There-
fore, these low time complexity operations and algorithms are not taken into account in

the theoretical comparison.
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3.5.1.2 Simulation comparison

In this section, the time efficiency of local computation and transmission in the two
schemes is compared. Note that the two schemes are simulated. All the test results
are averaged over 10 runs for each scheme. The devices used in the simulations are
a conventional computer with an Intel i5-4200H processor running at 3.30GHz, and a

Raspberry Pi 2 as a low-resource eHealth IoT device.

The first simulation is performed on the aforementioned conventional computer. I
vary the number of the blocks requested by the user to compare the time consumption of
the encryption and decryption algorithms in the two schemes (BBACS and HDG). The
simulation is implemented, based upon MIRACL (Multiprecision Integer and Rational
Arithmetic Cryptographic Library) [3I], which can support all the necessary crypto-
graphic operations for the two schemes. Note that the block size used in experiments
is 16 Kbytes and the length of the index BLK,4, and token T K4, for each block is 256
bits. The queried EMRs of patients vary from 2 to 10 with 10 blocks in each patient’s
EMRs. The number of the queried blocks set in the simulation varies from 20 to 100 with
10 runs for each number of the queried blocks to finally calculate the average results.
Furthermore, the cryptographic security level [2I] of all the implemented experiments is

equivalent (and set to 128-bit security).

The comparison results are shown in the next Figure. Since the scheme HDG
involves an agent, it uses more scalar multiplication operations and AES algorithms to
authorise the access and encrypt required data. As a result, the time efficiency of the
scheme BBACS is significantly superior in terms of the encryption cost. On average, the
scheme BBACS consumes 73% less time than the scheme HDG for encryption. Further-
more, the growth rate of the computational time for the encryption process in BBACS

is lower than the relative growth rate in HDG as seen in Figure. [3.4

Next, I keep all the above experimental parameters then repeat the simulation on

a Raspberry Pi 2. The simulation result depicted in the Figure. shows that the
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Figure 3.4: The computational time cost of encryption and decryption algo-
rithms in the schemes BBACS and HDG on a conventional com-
puter.

comparison of the computational time cost on the Raspberry Pi 2 is consistent with the
result on a conventional computer (Figure. . On average, whilst the time consump-
tion of BBACS is only around 29% that of the scheme HDG in terms of the encryption
algorithm, the time cost of decryption in BBACS is 9% lower than that of the HDG

scheme.

Furthermore, I test the time cost of transporting the encrypted data over Wi-Fi to
and from the user for the two schemes. Note that the number of the queried blocks
is set between 2 to 10; meanwhile, the block size is adjusted to 512 bytes. The data
transmission process in the simulation is implemented based upon socket communication
in Python-2.7. The results presented in Figure. indicates that the time cost for
transporting the encrypted data to (and from) the user via Wi-Fi increases linearly with
the number of the queried blocks in both two schemes BBACS and HDG. However, the
growth rate of the computational time for BBACS is lower than that of HDG. This is
because point P (see Section IV.A.2) is the only data to authorise the access, and the
data size of point P is fixed. However, HDG needs to transport the whole token list to

the agent to authorise the user’s data query. The length (data size) of the token list is
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Figure 3.5: The computational time cost of encryption and decryption algo-
rithms in the schemes BBACS and HDG on a low-resource IoT
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The summary of the simulation comparison and the features of the two schemes are
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given in Table.

Table 3.2: Comparison of the simulation results and the features for BBACS

and HDG.
BBACS HDG
Computational time cost Low High
Network throughput Low High

Trusted third party for authorisation Unnecessary Necessary

3.5.2 Confidentiality and integrity

In this section, I analyse the security of the proposed access control scheme BBACS
from two perspectives, data confidentiality and integrity. In addition, the formal security

verification of the proposed BBACS scheme is demonstrated in the last subsection.

3.5.2.1 Confidentiality

There are two potential attacks that may occur in the communications between the users

and the EMR server based upon BBACS.

(i) The user tries to query a block but without the corresponding access permission.
For example, the user plays the following game to query several blocks from the EMR

server.

In the Query phase, the index sequence of the queried blocks is defined as S;3 =
{BLK,q,, BLK;4,, ..., BLK;4,}. However, the user does not have the access permis-
sion (token) T'Kq, of the last block BLK;4,. The partial access tokens that the
user owns are presented as the sequence {T'K,q,,TK;d,,...,TKiq, ,} for the queried
blocks { BLK4,, BLK;q4,,..., BLK;q, ,}. To construct a valid query, the user counter-
feits the access token TK};, € {0, 1}* for the block BLK;4, and then organises the

fake token sequence Sty = {T K4, TKidy, ..., T Kia, ,, TKj; }. After that, the user

n—17
follows step 3 and step 4 in the Query phase of BBACS to calculate the point P* =
(TKidlEBTKidQEB...@TKidnfleBTK;‘dn)G. Finally, the user sends the query Q* = (S;q, P*)

to the EMR server.
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Next, for the EMR server in the Authorise phase, the correct token sequence for
the queried blocks Siq is S7p = {TKj,;,TKjy,,...TKj; ,TKj, }. Then the EMR
server follows the step 2 and the step 3 in Authorise phase to calculate the point P* =
(TKjy, ®TK};,®..0TK;, &TKj]; )G. Based upon the correctness analysis above (see
Section IV.B), the condition that allows the user to be authorised successfully is P’ = P*.
Meanwhile, the condition P’ = P* is equivalent to S}, = S, . Even though Vi € {1..n—
1}, TKi, = TKjy, (TKia, €S, TKjy €S7[) holds, the advantage Pr[TKj, =TK} ]
is 2% to satisfy the condition T'K z{dn =TKj,; , where A represents the security parameter
in the Setup phase. Note that 2% is quite small as A is big enough so that the advantage
Pr[TK, =TK}, | = 35 is negligible. It means that the probability of S7., = 7 is
negligible as well. Hence, the user cannot be authorised to access the queried data in
the Authorise phase since Pr[P* = P'] = Pr[S}, = Spy] = Pr[TKj;, =TK} |= 2%

is negligible based upon the above analysis.

(ii) The communications between the user and the EMR server could be eavesdropped
upon by an evil attacker, who can acquire all the data of the communications between
the user and the EMR server. The data contains the user’s query @ = (S;4, P) and the

response data (C).

First, the attacker cannot retrieve the plain data M with the user’s query ) and
the returned data (C) because of two reasons. Firstly, the attacker cannot acquire the
token sequence Stk from the communications. Furthermore, based upon the ECDLP
problem, the attacker cannot determine the value k with P(= kG), G and pp. Secondly,
the attacker cannot recover the plaintext M from the ciphertext C' without the correct

AES decryption key k (or k).

On the other hand, the modification in S;;€@ will lead to the incorrect token sequence
St in the Authorise phase so that the point P’ is changed as well. If the attacker
modifies the point Pe(Q directly, the point P cannot be matched with the point P’
calculated by the EMR server in the Authorise phase. As a result, the attacker cannot

pass through the Authorise phase in the scheme BBACS based upon the above analysis.
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3.5.2.2 Integrity

If the attacker intercepts the communications between the user and the EMR server, the

attacker can challenge the integrity via forging the returned data C.

If the attacker distorts the original ciphertext C to C*, the user can still decrypt C*
with the user’s key k to retrieve the plaintext (M*, Hy,). However, based upon the AES
algorithm, the decryption AES)(C*) = (M*, H},) is changed and the attacker cannot
control M* and Hj; to make H(M*) = Hj, hold via tampering with C*. As a result,

the step 2 in the Decrypt phase outputs L.

3.5.2.3 Formal verification

This section yields the formal verification of the proposed scheme BBACS by adopting the
widely-used automated software-based security protocol simulator, termed “Casper/FDR”
including communicating sequential processes (CSP) [163] compiler Casper [164] and a
CSP model checker called Failures Divergences Refinement (FDR) [165]. CSP is a formal
language to describe the interaction and states in concurrent systems to be used to model
communicating and security protocols but directly writing CSP is time-consuming and
error-prone [166]. Therefore, the CSP compiler Casper [164] is proposed to translate
an abstract description of a security protocol into CSP. Note that automated software-
based formal security verification tools have been applied and gained widely commen-
dation among security researchers and practitioners in the last two decades. Apart
from Casper/FDR, various other formal security analyzers can be found in the literature

[167, [168].

The security properties of the proposed protocol BBACS are modelled using Casper
and the CSP output is analysed with FDR. In the model, the user and EMR sever are
represented by two roles Alice and Bob, respectively. The version of Casper used is
2.1 and the version of FDR used is FDR4. The results are demonstrated in Figure [3.7]
Through such an analysis, it is shown that the proposed scheme BBACS is secure enough

to ensure the confidentiality and integrity of its parameters in the communication for
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authorisation.
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Figure 3.7: The formal verification results of BBACS with using Casper/FDR.

Overall, the proposed scheme BBACS can offer sufficient security to ensure that both
the confidentiality of the transported data and the data integrity are protected based
upon the security analysis and formal security verification above when attacks happen

to the communication between users and the EMR server.

3.6 Summary

In this chapter, I proposed what I believe is the first access model without an agent layer
or gateway support to realise the access control to authorise the data access from users
to the blockchain-based EMR server. The proposed authorisation scheme BBACS can
validate the access permission for each queried block to authorise the data queries from
users. As a result, a blockchain-based EMR server can respond to the data requesters
without the assistance of agent(s) or leaking unauthorised EMRs, especially for resource-

constrained devices used in IoT systems for eHealth.

However, two aspects can be considered further to improve the presented BBACS
scheme. Firstly, in the preparation phase (initialisation) of the whole system, key dis-

tribution should be considered to ensure each user can obtain the corresponding access
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tokens before querying EMRs. Secondly, in the BBACS scheme, authorisation is designed
at the block level i.e., an authorised user can acquire all the data in the queried blocks.
But if a patient wants to restrict the data in an EMR block that a user can access
to, the granularity of queries and authorisation should be defined and improved since
the BBACS scheme only implements block-level authorisation. Henceforth, in the next

chapter, I focus on addressing these two concerns mentioned above.



Chapter 4

Granular Authorisation for

Blockchain-based EMRs

In this chapter, an advanced access authorisation scheme for blockchain-enabled EMRs
is presented including a key distribution scheme and a granular authorisation scheme
supporting three different types of flexible queries to address the discussed two issues in

the last chapter (see Section for the IoT-eHealth scenario.

4.1 Motivation — need for granular access authorisation

supporting flexible queries for blockchain-enabled EMRs

To realise key distribution for accessing blockchain-enabled EMRs in IoT eHealth sce-
narios, where numerous IoT devices can be involved, cloud computing has been widely
applied as a service infrastructure for IoT devices [169]. Therefore, trusted infrastruc-
tures of cloud computing are essential to large-scale IoT eHealth services. However, the
expense of constructing a complete private trusted cloud computing infrastructure is so
high that many small and medium scale enterprises cannot afford to do this. Instead,

their data collection, key distribution and many other IoT eHealth services rely on public

74
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clouds, which have the added concern from users about how to protect their data privacy
when it is transported onto untrusted public clouds [I70]. In order to realise the key
distribution through untrusted public clouds for IoT devices to access the blockchain-
enabled EMRs, a new key distribution scheme called semi-outsourcing key distribution

(SOKD) is proposed.

Since EMRs hold personal data about patients that can be confidential in different
ways to different stakeholders, approaches to construct flexible and granular access autho-
risation to blockchain-enabled EMRs is needed. For example, if a disease analyst tries to
determine the incidence of different diseases in an EMR database, the data obtained by
the analyst should only reveal the disease name in each block. When a nurse wants to
check the drug injection doses of several patients, the information revealed to the nurse
should only include patient names, IDs and drug dosage. But under the implemented
authorisation granularity (block level) in Chapter |3, other private data of patients, e.g.,
other data such as social security numbers and home addresses may also be shown in
the block, which are not related to the work of the analyst and the nurse, yet can be dis-
closed. Hence, the block-level granularity is not fine-grained enough for flexible queries
and authorisation. This challenge motivates me to present a new access architecture for
blockchain-enabled EMRs called granular access authorisation supporting flexible queries
(GAA-FQ) to achieve fine-grained (i.e., more precise granularity control) authorisation

and flexible queries.

4.2 System model

4.2.1 Key distribution model

There are three types of entity for key distribution in the system, which are the IoT
devices, public (untrusted) clouds, and key generation centre (KGC) respectively. The

system infrastructure is presented in Figure [4.1

Organisations and companies fully control and trust their KGC but it is difficult
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Figure 4.1: The system model and key distribution schematic of the SOKD
scheme.
to use KGC to distribute the keys to the corresponding IoT devices directly because
being connected by numerous IoT devices, can overburden the KGC’s resource cost
in terms of communication and computation and may lead to DoS/DDoS attacks to
the KGC. Therefore, a public cloud service is usually applied as a gateway between
the KGC and IoT devices for identity authentication and key distribution, which has
enough resource capacity for computation and communication to prevent DoS/DDoS
attacks [I71), [172]. However, since public clouds may leak private information, they are
untrusted when introduced (as the gateway) for data exchange in the process of key
distribution. Henceforth, this also implies an additional IoT security data requirement
which requires avoiding private information leakage from the IoT device to the clouds

and from the clouds to the KGC.

The schematic work phases of the SOKD scheme model (Figure are described
as follows. The first phase is used to broadcast the public security parameters to all the
entities from the KGC, which share an identity list with the untrusted public clouds at
the same time. Note that all the elements of the identity list are the IoT devices’ hashed

identities. Then, an IoT device can transmit its hashed identity and encrypted data (e.g.,
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symmetric key for further encryption and decryption) to the untrusted public in phase
2. After receiving the hashed identities and the encrypted data, the public clouds can
validate the identities of the data senders (the IoT devices) by querying the identities in
the identity list. If the IoT devices’ identities are valid, the untrusted public clouds send
the corresponding encrypted data from the identified IoT devices to the KGC; otherwise,
the key distribution should be aborted. In the last phase, the received encrypted data
are decrypted by the KGC to obtain the plain data and check the data integrity to detect
tampering. After that, if the plain data is intact, the KGC uses the symmetric key in the
plain data (provided by the IoT device) to encrypt the access tokens and then pushes
the encrypted access tokens (7T') to the corresponding IoT device via the public clouds

to accomplish the key distribution for EMR access later.

4.2.2 Access model

There are three layers in the access model (Figure : user layer, agent layer and storage
layer. The storage layer used for saving blockchain-enabled EMRs is usually constructed
by a distributed storage system (e.g., IPF'S [I73]) in the trusted clouds. Next, I illustrate

the functions of each layer in Figure

User layer. This layer represents data inquirers e.g., doctors, patients, data analysts
and even monitoring devices of health. The data inquirers initiate queries to obtain data
from the storage layer. All the queries are processed through the agent layer. Note that
doctors and patients normally query one or several blocks, while data analysts usually
query values of different attributes (columns) in blocks, e.g., to analyse the incidence of

morbidity in a sample of the population.

Agent layer. There are two major aims of the agent layer. The first aim is to
aggregate the queried data since the data could be entire blocks or columns from blocks.
The second aim is to check the inquirers’ access permission for the queried data and to
authorise the access from the valid inquirers. In this proposed model, the agent layer

can check the access permission for every block and attribute. If the inquirers have all



Chapter 4. Granular Authorisation for Blockchain-based EMRs 78

@ @ @ User Layer

% o

Storage Layer

Blockchain-enabled EMRs

Figure 4.2: The proposed access model for accessing blockchain-enabled
EMRs.
the access permission for the queried blocks and attributes, the agent layer can authorise
the access and then return the requested data. Otherwise, the agent layer should deny
the access request. To avoid a single point of failure (SPOF), the authorisation can be
controlled by a consensus mechanism while using multiple agent nodes in design. Note
that the style of the returned data is determined by the granularity of the queries. It

can be many blocks or only the data of several attributes in certain blocks.

Storage layer. In this layer, all EMRs used for eHealth are stored in a blockchain-
enabled architecture. Meanwhile, this layer should provide the queried data to the agent

layer.

4.2.3 Granularity control of EMR queries

To satisfy different query requirements from different medical staffs, I define three differ-

ent fine-grained queries for different users: (i) block query, users request one or certain
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blocks on a chain; (ii) attribute query, users only request all the data of particular
attributes; (iii) mized query: users aim to obtain the data of certain blocks and partic-
ular attributes from specified blocks. An example for demonstrating the three defined

granular levels of queries in a blockchain is shown in Figure.

0 (i)

patient, patientg

patientc patientp

name.... name.... name.... name....

diagnose.... diagnose....

diagnose.... diagnose...

(ii)

Figure 4.3: The example of three levels of granularity for queries.

Note that the proposed schemes SOKD and GAA-FQ focus on key distribution for
authorisation and fine-grained data access authorisation but not on the blockchain prop-

erties such as the consensus mechanism.

4.3 Algorithm description

In this section, the scheme of key distribution is presented at first, which is followed by

the granular access authorisation scheme illustrated in the second subsection.

4.3.1 Semi-outsourcing key distribution

The proposed key distribution scheme, SOKD (Semi-outsourcing Key Distribution) con-
sists of six phases (algorithms), which are described under the hardness assumption of

elliptic-curve Diffie-Hellman (ECCDH) problem (see Section [2.1.1.3)).
e Hardness assumption

Elliptic-curve Diffie-Hellman (ECCDH) Assumption. Let E,(a,b) be a
cryptographic secure elliptic curve with the prime field F,,. For any point P€E,(a,b) and

two random integers u, v€ gZ,,, any probabilistic polynomial-time algorithm A computes
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uwv P with its advantage:
Advﬁ}%f@fg) = Prlc = wP|u€RrZy,,c = A(P,uP,vP)].

The ECCDH assumption can hold if for any probabilistic polynomial-time algorithm A,

its advantage Advﬁ%ﬁ@ I'bl) is negligible.

e Setup()\)

This algorithm uses the security parameter \ to generate the public parameters pp

in five steps.

1. Pick a cryptographic secure elliptic curve group G with a base point G on the

curve, where the order of G is p.

2. Select three cryptographic secure hash functions: Hj : {0,1}*— {0,1}*, Hy :
G— {0,1}** and Hs : G3 x {0,1}**— {0, 1}

3. Choose a symmetric encrypting and decrypting algorithm. Note that the selected
algorithm to describe the SOKD scheme is the Advanced Encryption Standard
(AES) [161].

4. The KGC calculates the hashed identity H;p = H;(ID) for all IoT devices in the
network to create an identity list including all IoT devices’ hashed identities as the

elements, List — Hrp, then shares List — Hrp with the untrusted public clouds.
5. Output pp = (G, p, G, H1, Ha, H3, AES).
o KGClnitialise(pp)

This algorithm randomly picks two numbers a, b€ pZ;, and calculates the key pair:

(pk, sk1, ska) = (A = aG, B = bG), (a), (b)).

The public keys A and B can be broadcast in the whole network. However, the

private key sko = b is only shared with the public clouds , meanwhile, the private key,
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sk1 = a, is kept such that it is known only by the KGC secretly. Note that it is assumed
that all IoT devices can establish secure connections with the public clouds to obtain

the correct pp and pk before the key distribution.
e Encrypt(pp, M, ID, pk)

For the given sent data Mc{0,1}* and the identity of the IoT device ID&{0,1}*,
the algorithm outputs the encrypted ciphertext C' = (C1,Cs,C3, Cy) via the following

steps:
1. Compute Hyy = H1(M), and Hyp = H1(ID).

2. Use AES to encrypt data M with the key Hp then get the ciphertext AESy, , (M).
For decrypting AESH,, (M) to recover the plaintext M, AES};  is defined as the

decryption process: M = AESY, (AESH,,(M)).
3. Pick two random numbers rq, € pZ,, then compute
Cy =G,
Cy =19G,
C3 = AESy,, (Hy||M)®Hz(r1A),
Cy = Hip®H3(roB,Cy,Cs,Chy).

Note that the plain data M can involve the symmetric key k € M for encryption and

decryption used by the IoT device.
e Authentication(pp, C, sks)

The public clouds receive the ciphertext C' and computes Cy@Hs(bCo, Cy, Ca,C3) to
recover Hrp. Then, the public clouds check if Hrp belongs to the hashed identity list
List — Hyp. If HypeList — Hyp, the public clouds allow the transmission to send the

ciphertext C' = (Hyp,Cy,C3,C3) to the KGC; if Hypé¢List — Hyp, the public clouds
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deny the request for data transmission.
e Decrypt(pp, C’, sk1)

The KGC can execute the next steps to retrieve the plaintext M from the received

ciphertext C' = (H[D, Cl, CQ, 03):

1. Recover AESy,,(H||M) via computing
Cg@HQ(CLCl).

2. Decrypt AESy,, (Hp||M) with the key Hrp
Hy||M = AESY, (AESH,,(Hum||M)).

3. If Hi(M) = Hjs holds, this algorithm outputs M; otherwise, it outputs L (error).
e KeyDistribute(pp, M, T)

The KGC first determines the access tokens T that the corresponding IoT device
should have by its identity. After that, the KGC extracts the symmetric key k from M
then encrypts the access tokens T and the hash value Hxp = H1(T) of T by computing
Cyist = AESK(T, Hxp). Finally, the KGC pushes Cy;s; to the corresponding IoT device

via the public clouds.

After obtaining Cyg;s, the IoT device can retrieve its access tokens T' by computing
AES; (Cist) = AES, (AES,(T,Hkp)) = T,Hkp. If Hi(T) = Hkp, the access tokens
T are intact; otherwise, it means Cy;s has been tampered and the key distribution should

be aborted.

The entire workflow of this SOKD scheme is depicted in the Figure. [4.4

4.3.2 Granular access authorisation supporting flexible queries

In this part, I propose the authorisation scheme, GAA-FQ (Granular Access Authorisa-

tion supporting Flexible Queries) based upon Lagrange interpolating polynomials and

SSS (see Section [2.1.2.4)).
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Figure 4.4: The workflow of the designed scheme SOKD.

e Setup()\)

This procedure outputs public parameters pp with the security parameter A using

the following steps.

1. Generate a big prime gq.

2. Generate a random integer token BT € Z, for each block B on the blockchain and

write BT in B. Note this step should be executed when a new block is added to

the blockchain to keep the integrity of the whole blockchain.

3. Generate a random integer token AT € Z, for each attribute A included in the

blocks of the blockchain. After generating all access tokens (BT and AT), the

storage layer should allow the KGC to know all the tokens for the key distribution in

section[4.3.1] Note I assume that all the valid users have acquired the corresponding

tokens that they should have through the prior use of a key distribution scheme

SOKD before they request data from the blockchain.

4. Select one secure cryptographic hash function H : {0,1}*— {0,1}*.
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D.

6.

Select a symmetric encryption algorithm, e.g., AES (Advanced Encryption Stan-
dard) [161].

Output pp = (¢, H, AES).

e Query(pp)

The user (data inquirer) prepares the query @ via following steps.

. Choose the type of the query T' from the defined three granularity queries. Note

that for illustrating the remaining parts of the proposed scheme clearly, I assume

the type of the query is (i) block query and the amount of queried blocks is n > 1.

. Prepare the sequence S; including all the identities of requested blocks. For exam-

ple, S should include all the identities of blocks n: S1 = {Bjq,|i = 1...n} based

upon the prior assumption in Setup.

. Prepare the sequence Ss including all the tokens of requested blocks. For the given

sequence Sj in step 2, So = {BT;|i = 1...n}.

. Calculate the hash value Hr of Sy via Hr = H(BTy, BT, ..., BT,).

. Send the query Q = (S1, Hr) to the agent layer via secure connections.

e Authorise(pp, Q)

The agent layer validates the access permission in @) from the user via the following

steps.

. Repeat step 3 in Query with S; € @ to obtain S) = {BT/|i = 1...n} from the

storage layer.

. Calculate the hash value H’. of S via H). = H(BTY, BTy, ..., BT},).

. If Hy = H, holds, it means the user can be authorised to access the queried data

and the next phases are conducted, otherwise, the agent layer should deny the
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access request.
e Encrypt(pp, @, 53)
The agent layer encrypts the queried data via the following steps.

1. Acquire the queried data M based upon S; € @ from the storage layer then
calculate the hash value Hjs of the data M: Hy = H(M).

2. Generate a secure key k € Z,.

3. Use AES to encrypt M with key k to get the ciphertext C' = AESk(M, Hyy). For
decrypting AESy(M, Hy) to recover the plain data M, AES) is defined as the
decryption process: M = AES; (C = AES,(M, Hyr)).

4. Follow the SSharing. Generation in Section [2.1.2.4 to construct a polynomial f(z)
of degree n with k and S%:
f(x) =k + BT{z + BT4x? + ... + BT 2™ (mod q).

5. Generate a random integer z, € Z, and calculate a point P(xp,y, = f(zp)).
6. Return (C, P) to the inquirer to finish the authorisation and data transmission.

e Decrypt(pp, Q,C, P)

The user has all the valid access permissions for the queried data and can decrypt

the ciphertext C' after the Authorise and the Encrypt phases via the following steps.

1. Use the sequence Sy = {BT;|i = 1...n} organised in former Query phase to con-

struct a polynomial g(x) based upon the SSharing. Generation in Section [2.1.2.4

g(z) = ag + BTz + BTyx? + ... + BT,,2" (mod q).

2. Follow the SSharing. Reconstruction in Section [2.1.2.4[to recover the key k = g(0) =

ag € Zq for AES decryption with P(zp, yp):
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k =y, — BTvxy — BTha; — ... — BT,ap (mod q).
3. Decrypt C to retrieve the plaintext (M, Hy) = AES) (C) = AES, (AES,(M, Hyr)).
4. If H(M) = Hj; holds, this algorithm outputs M; otherwise, it outputs L (error).

The following Figure. [4.5] shows the workflow of the proposed scheme GAA-FQ.

Storage Layer Agent Layer
|

1) Setup
Prepare
tokens BT, AT

e
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

===
|
1
|
|
|
|

I
|
l Q=(5,Hr)
: 3) Authorise
: Query needed
| tokens S, by S;
Return S', t !
T Tttt 1 Calculate H'rthen
' H's=Hr check if H'-=Hrholds
Return queried r :
datam) Moo 4) Encrypt

Generate a key k to encrypt
C=AES (M) and construct
f(x) to calculate the point P,
return (C,P)

2) Query
Prepare query
1
1
1
|
1
|
1
l
1
1
1
1
l
l
[
l
l
l
l
l
|

5) Decrypt
Recover k from P

then decrypt C to
get M=AES"(C)

Figure 4.5: The workflow of the proposed authorisation scheme GAA-FQ.

4.4 Analysis of performance and security

In this section, an analysis of the performance from the designed simulations is presented
in the first part for the proposed two schemes SOKD and GAA-FQ. After that, the
confidentiality and integrity of the two schemes are briefly analysed when they confront

different kinds of attacks.

4.4.1 Simulation results

The performance analysis mainly involves the time cost for computation and communi-

cation and the throughput measured in communications over Wi-Fi. To fit the resource-
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constrained scenario with IoT devices, the simulations are conducted in not only several

conventional computers but also a Raspberry Pi 2 as a low-resource IoT device.

4.4.1.1 SOKD

The performance of the proposed scheme SOKD is compared with the scheme JAAS
(Java Authentication and Authorisation Service) in [I74] used as a baseline in terms of
two aspects: time efficiency and network throughput. To be specific, the time consump-
tion of the data transportation over Wi-Fi and the local computation in the IoT device
is compared. Then, the network throughput including the quantity and the size of the
transmitted packages in the two schemes are evaluated. To build up the experiments,
the low-resource IoT hub, Raspberry Pi 2, is selected as the IoT device. Meanwhile, a
conventional laptop with an Intel processor (3.30GHz) is used to perform as a node in

the public clouds.

I implement SOKD and the scheme JAAS in [I74] based upon MIRACL [31], a cryp-
tography SDK that can support all the required operations on elliptic curves and provide
the needed hash functions and cryptographic algorithms. All the secure parameters and
implemented experiments use an equivalent cryptographic security level (128-bit) [21] for
both two schemes. Then the evaluation of the transmitted packages’ quantity and size is
implemented based upon TCP (Transmission Control Protocol) socket communication.
The transmitted data size is set to 128 Bytes, and the used certificate size is 1024 Bytes
(1 KB). In the experiments, AES-128 is selected for data encryption and decryption with
SHA-256 as the hash algorithm. For public key operations, the elliptic curve I use is

secpl160.
e Time Efficiency Comparison

For comparison of the time efficiency, the experiment is executed 5 rounds with 10
times in each round. The average time cost (for each round) of transporting data over
Wi-Fi is shown in Figure. Compared with the time cost of the scheme JAAS in

[174], the reduction of the time cost in SOKD is about 75% on average.
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Figure 4.6: The comparison of time cost for data transmission over Wi-Fi.

Meanwhile, the average total time cost including the time consumption of both local
computation and data transmission is depicted in the Figure. Although the time
cost of local computation in SOKD is twice that of the scheme JAAS, the total time cost
of SOKD is around 60% less than that of the scheme JAAS in [I74] because the data
size required for authentication in the scheme SOKD is much smaller, leading to a much

lower time cost for data transmission over Wi-Fi when compared with JAAS.
¢ Communication Throughput Comparison

In this experiment, the transmitted data size is set to be 256 bytes and 512 bytes
respectively to obtain the average results (over 100 times), which are determined by mon-
itoring the network throughput. For each data size, the average size and quantity of the

sent packages by the IoT device (Raspberry Pi 2) for data transmission are summarised
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Figure 4.7: The comparison of the total time cost for local computing and
data transmission.
in Table. Compared with the package size and quantity of the scheme JAAS in
[174], the size and the quantity of the sent packages are reduced by around 45% and 60%

respectively because less data I require for authentication in SOKD.

Table 4.1: A comparison of average data quantity and total data size in each
data transmission.

Transported data size (byte) Quantity Total size (byte)

JAAS [I74] 256 27 4435
SOKD 256 15 1866
JAAS [174] 512 58 9094
SOKD 512 33 3850

To summarise, the performance experiments demonstrate that the proposed scheme
SOKD costs more time for local computing when compared with the scheme JAAS in

[I74]. However, the comparisons indicate that the proportion of the time cost for local
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computation (about 20% in SOKD and 5% in JAAS [174]) is much smaller than the
proportion of the time cost for data transmission, therefore, the effect of the time cost of
local computing is much less important. Meanwhile, compared with the scheme JAAS in
[174], SOKD costs less time for data transmission, while the total transported data size is
significantly decreased to achieve a lower network throughput in the experiments. Hence,
the resource-constrained IoT devices can save more energy and lead to a longer battery
life [175]. In conclusion, I state that the proposed scheme SOKD is more appropriate for

data collection when these use resource-constrained IoT devices as data providers.

4.4.1.2 GAA-FQ

In this part, the computational time efficiency for performance of GAA-FQ is evaluated
with respect to the time cost for transmitting encrypted data over Wi-Fi. The reason for
evaluating the time cost of data transmission over Wi-Fi is that a lower usage time of Wi-
Fi means lower power cost for resource-constrained eHealth devices when transmitting
or receiving data. Since there is as yet no clear best practice to be used as a baseline
for comparison, I select a granularity access authorisation scheme based upon cloud
computing named ESPAC [I76] as the baseline. ESPAC is also applied in eHealth but
uses conventional (non-blockchain) data structure. All the results are averaged over 10
runs for each number of the used tokens (resp. attributes). Note that the devices for the
simulation use are a conventional computer with an Intel i5-4200H processor running at

3.30GHz, and a Raspberry Pi 2 as a low-resource eHealth device.

I first vary the number of the tokens used for authorisation in GAA-FQ (resp.
attributes in ESPAC) to compare the time taken for the encryption and decryption
algorithms in the two schemes on the above conventional computer. The simulation
is implemented using MIRACL [31] and cpabe toolkits [38]. They can support all the
necessary symmetric-key and asymmetric-key cryptographic algorithms, and ciphertext-
policy attribute-based encryption (CP-ABE). Note that the number of the tokens (resp.

attributes) used in the authorisation varies from 2 to 10 with 10 runs for each num-
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ber of tokens to acquire the averaged results. All the experiments use an equivalent

cryptographic security level (128-bit security) [21].

The simulation results are depicted in Figure. [£.8] Since the bilinear pairing oper-
ations cost much more time in ESPAC, the time efficiency of the scheme GAA-FQ is
significantly superior. On average, the time consumption of GAA-FQ is only about 6%
that of ESPAC in terms of the encryption and decryption algorithms. In addition, the
time cost’s growth rate of the encryption and decryption algorithms is lower than the

relative growth rate in ESPAC as shown in Figure.
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Figure 4.8: The computational time cost of encryption and decryption algo-
rithms in the schemes ESPAC and GAA-FQ on a conventional
computer (PC).

On the other hand, the theoretical comparison of cryptographic operations also shows
a clear difference. The two major cryptographic operations used in ESPAC [I76] are
bilinear pairing and scalar multiplication. Opq; denotes an operation of the bilinear
pairing, and O,,,; an operation of the scalar multiplication in ESPAC. The notation
Oeqp represents the modular exponentiation operation needed in GAA-FQ. Because the
used quantity of the cryptographic operations is determined by the number of required
tokens in GAA-FQ (resp. attributes in ESPAC), T assume the number of the tokens
(resp. attributes) used in the authorisation of the two schemes is k for the equal-scale

comparison of used operations. The concrete results are given in Table [1.2]
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Table 4.2: Theoretical comparison of used cryptographic operations.

GAA-FQ ESPAC
Encryption kEOeqp 10pqir + 2kOnu
Decryption kOezp kE(20pqir + Omut)

Note that there are other cryptographic algorithms used in schemes GAA-FQ and
ESPAC, e.g., hash summary and AES. However, time complexity of these algorithms is
negligible [162] when compared to the denoted operations. Hence, these algorithms are

not considered in the above comparison.

Next, I repeat the above simulation on the Raspberry Pi 2 with only changing the
number of the used tokens (resp. attributes) to 5, 10 and 15. Meanwhile, I test the
time cost of encrypted data transmission over Wi-Fi in the two schemes. The data
transmission is implemented based upon Python-2.7 socket communication. The length

of the plain response data from the agent layer to the user layer is 256 bytes.

The simulation results in Figure. show that the comparison results of the compu-
tational time cost on the Raspberry Pi 2 are consistent with the results on the conven-
tional computer. On the other hand, for the transmission efficiency, the time cost of the
encrypted data transmission over Wi-Fi increases linearly with the number of attributes
in ESPAC. However, the corresponding time cost in GAA-FQ is lower and kept stable
i.e., it is non-sensitive to the number of tokens. This is because the additional contents
in the encrypted data of ESPAC include all the used attributes for the following decryp-
tion, while in GAA-FQ, the additional part is only the contents of one point regardless

of the number of the used tokens.

4.4.2 Confidentiality and integrity

In this section, I analyse the security of the key distribution scheme SOKD in terms of
confidentiality, authenticity and integrity, and the authorisation scheme GAA-FQ from
two angles, data confidentiality and integrity. Then, the formal security verifications

of the schemes SOKD and GAA-FQ are illustrated. Additionally, a formal analysis
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Figure 4.9: The comparison of the computation and transmission time cost on
a Raspberry Pi 2 for ESPAC and GAA-FQ.

of SOKD’s theoretical confidentiality is presented in Appendix Meanwhile, the
formal analyses of GAA-FQ’s theoretical confidentiality and integrity (unforgeability)
are illustrated in Appendix

4.4.2.1 SOKD

e Confidentiality

The focus of the scheme’s confidentiality is to ensure the untrusted public clouds
cannot decrypt the encrypted data part Cs of C' in the Authentication phase and Cg;st

in the KeyDistribute phase.

After receiving the encrypted data C' from the IoT device, the public clouds can only
retrieve Hyp with the algorithm Authentication in Section [4.3.1] If the public clouds
attempt to decrypt Cs, they need an algorithm to calculate a number r* equal to a or
r1 (because AESy,, (Hyp||M) = C3&Ha(aCh) = C3@Ha(r1A)), where the public key
(A, B) and the ciphertext C' are known. However, the public clouds have no probabilistic

polynomial-time algorithm to use G, C1 = r1G, A = aG to calculate * = a (or 1) based
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upon the ECCDH assumption. Hence, the advantage of the untrusted public clouds B

Advg = Pr[c = M|c = B(pp, C, sk3)]

= Pr[c =aVe = ri|lc = B(pp, C3, Hip, sk2)]

is negligible for generating r* to recover M from C successfully, which means the confi-

dentiality of M can be secured in the phase Authentication.

In the KeyDistribute phase, since the public clouds do not know the symmetric key k
to compute Cy;g, the access tokens T' cannot be recovered by computing AES,’C(CdiSt) =

AES; (AES(T,H.(T))). Hence, the confidentiality of 7' can be maintained in this phase.
e Authenticity

The public clouds first recover Hyp from the received data in the Authentication
phase. If there is no matched identity when Hyp is searched for in the identity list List —
Hip, the integrity check indicates that the identity of the data source (the IoT device)
is invalid or that the data has been corrupted. Since Hjp is recovered from Cy, and Cy
is generated from Hjp,C1,Cy,Cs, Hip decrypted from Cy = Hyp®Hs(roB, C,Ca, Cs)
would not be found in the list List — Hyp if Hrp, C1,Cs, or Cs is forged in transmission.
Therefore, the calculation dependency between Cy and (Hyp,C1,C2,C3) can ensure the

invalid transmission can be found and is blocked in Authentication.
e Integrity

In the proposed scheme SOKD, the data integrity means to ensure that the transmit-
ted data can be tamper-proof in the data transmission from public clouds to the KGC.

Here, two potential attacks are discussed during the data transmission.

Firstly, the encrypted data Cs = AESy,,(Huy||M)®Ha(r1A) or the identity Hrp

from the Authentication phase is manipulated by the attacker during data transmission.

According to the Decrypt phase, C3 can be decrypted with the AES decryption
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algorithm to retrieve the plaintext M and Hpy;. However, if C3 or Hyp (the key for
AES decryption) is changed, the AES decryption algorithm cannot output the correct
Hys||M. This is because AES encryption and decryption are symmetric, which means
even if there is only one incorrect bit in Cs or Hyp, the encryption or decryption results
can be wrong. In this situation, the hash validation in the Decrypt phase will fail, i.e.,
Hy(M)#H)s holds because of the incorrect M and Hjy;. Therefore, I can state that
SOKD can take advantage of the integrity validation to block the manipulated data
by the attacker between the untrusted public clouds and the KGC. Note that the data

integrity in the KeyDistribute phase can be analysed similarly as above.

Secondly, the attacker can control the untrusted public clouds and the identity list

List — Hyp has been disclosed.

Since the public clouds have been controlled, the attacker can recover the IoT device’s
identity Hyp from the received ciphertext C' = (Cy,Cs,Cs3,Cy) in the Authentication
phase. Furthermore, the attacker can also substitute a forged invalid identity or another
valid identity in the identity list List — H;p for Hyp. On the other hand, it is possible
for the attacker to modify the ciphertext C3€C' directly under this situation. However,
the probability for the attacker to decrypt Cj is still negligible based upon the security
analysis in Section V.B and V.D. Regardless of the validity of the selected identity
Hjp, and the forged C3 by the attacker, when the KGC receives the encrypted data
C"™ = (Hjyp,C1,Cs,C%), the KGC can use the algorithm Decrypt to validate the integrity
of the decrypted data M™* and H}, from C* to detect falsification because of the analysis
illustrated in a). Hence, SOKD can ensure data integrity and avoid the plain data M to

be leaked when public clouds are manipulated by the attacker.

Overall, according to the above security analysis, when attacks occur during the data
transmission from the IoT device to the KGC via the untrusted public clouds, SOKD can
provide sufficient safeguards to ensure the confidentiality and integrity of the transmitted

private data.
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4.4.2.2 GAA-FQ

e Confidentiality

The confidentiality I focus on is between the user layer and the agent layer. There
are two potential attacks may occur in the communications between the user layer and

the agent layer.

(i) The user tries to access the data but without the corresponding access permission.
For example, the user requests the data for several attributes S; = {A1, Ag, ..., Ap }, how-
ever, this user only has the partial access tokens { ATy, AT», ..., AT, —1} for {A1, Ag, ..., Ap_1}.
Therefore, the user forges the access token ATy € Z, for the attribute A,, then constructs
the fake S5 = {AT, ATy, ..., AT, —1, AT} to calculate the hash value H} = H(S;) =
H(AT\, AT, ..., AT,,_1, AT};). Finally, the user sends the query Q* = (51, H}) to the

agent layer.

For the agent layer, the true token sequence queried from the storage layer is S, =

(AT, AT}, ..., AT

n—1

AT} }. Although Vi € {1..n — 1}, AT; = AT} holds, the user only
has the advantage Pr[AT), = AT} = % to satisfy the condition AT] = AT}, where |Z|
represents the number of all the elements in Z,. Note that Z, is a large discrete space
as ¢ is a big prime. Thus, |Z,| is big enough to keep the user’s advantage Pr[AT, =
ATy = % is negligible. Also, the probability of S5 = S} is negligible as well. As
a result, the user cannot pass the Authorise phase (see Section IV.A.3) since Pr{H} =

H%] = Pr[S; = S5 = PrlAT,, = AT;] = % is negligible based upon the above analysis.

(ii) The communications between the user layer and the agent layer are eavesdropped
on by the attacker. The attacker can obtain all the data from the communications
between the user layer and the agent layer. Based upon the algorithms in the scheme,
the authorisation depends on two hash values Hy in Q and Hj; in C. Therefore, the

communication data includes the query @ = (S1, Hr) and the response (C, P).

If the attacker modifies the query @, it cannot pass through the Authorise phase in
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the scheme based upon the security analysis (i). On the other hand, the attacker cannot
retrieve the plain data M only with @ and (C, P) because of the following two reasons.
Firstly, the attacker cannot recover the correct sequence of access tokens from the hash
value Hr since the secure cryptographic hash function is a one-way function. Thus, the
attacker cannot determine the correct coefficients of the polynomial g(x). Secondly, the
proper polynomial including the point P cannot be determined since the only one point
P could be on an infinite number of polynomials. As a result, the attacker cannot carry
on the SSharing. Reconstruction or recover the key k = ag € Z4 to decrypt ciphertext C

without the correct g(x).
e Integrity

If the attacker eavesdrops upon the communications between the user layer and the
agent layer, the attacker can challenge the integrity with the intercepted data (C, P)

through three methods.

e Forged C*: If the attacker changes C' to C*, the user can still recover the correct key
k to decrypt C*. However, based upon the AES algorithm, the decrypted AES) (C*) =
(M*, Hps+) is changed and the attacker cannot control M* and Hps+ to make H(M™*) =

H s+ hold via tampering C*.

e Forged P*: If the attacker replaces the point P to a fake point P*, the user can only
recover an incorrect key k* with SSharing. Reconstruction to decrypt C. Furthermore,
based upon the AES algorithm, the decrypted AES;.(C) = (M*, Hys+) is changed and
the attacker cannot control M* and Hjs+ to make H(M™*) = Hps+ hold via tampering
k*.

e Forged (C*, P*): The integrity analysis for this situation is a combination of the
former two situations. According to the analysis for Forged C* and Forged P*, I conclude
that the attacker cannot control M* or H s+ to make H(M™*) = Hjs+ hold via tampering
C* or P*. Hence, step 4 of the Decrypt phase outputs L to indicate the failed integrity

check for the three attack methods.
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4.4.2.3 Formal verification

In this section, I follow the same procedure as in Section to conduct formal
verification for the proposed schemes SOKD and GAA-FQ using Casper/FDR. In the
verification, for the scheme SOKD, the IoT device, KGC and untrusted clouds are repre-
sented by three roles Alice, Bob, and Server, respectively. Then, for the scheme GAA-FQ),
the user layer, agent layer and storage layer are represented by Alice, Server and Bob,
respectively. The results are demonstrated in Figure [£.10] and Figure [£.11] It is evident

that the proposed schemes SOKD and GAA-FQ are sufficiently secure to preserve the

confidentiality and integrity of the transmitted data.
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Overall, when attacks happen to the communication between the user layer and the
agent layer, the proposed scheme GAA-FQ can offer sufficient security to ensure that
both the confidentiality of the transported data and the data integrity are preserved

based upon the security analysis and formal security verification.

4.5 Summary

In this chapter, I present two novel privacy-preserving schemes for accessing blockchain-
enabled EMRs. The first scheme is Semi-Outsourcing Key Distribution (SOKD) for
use in key (access tokens) distribution to IoT devices. Compared with original work
constructed with PKI and trusted clouds for authentication before key distribution, the
use of trusted private clouds with a high construction expense is not needed to deploy
SOKD. The authentication and key distribution are divided (semi-outsourcing) to adapt
to a more general cloud architecture to distribute the access tokens to the corresponding
IoT device. Meanwhile, SOKD is more suitable to be deployed in resource-constrained
IoT devices because it can lower the network throughput and time cost in data transmis-
sion based upon the experiments. Therefore, SOKD is more economical and practical
for use by small and medium-sized enterprises and organisations that cannot afford the
cost for constructing large-scale trusted clouds but instead tend to take advantage of
untrusted public clouds as part of their Information Communications Technology (ICT)

service infrastructure.

The second scheme is granular access authorisation supporting flexible queries (GAA-
FQ), which is the first authorisation architecture with flexible granularity for accessing
blockchain-oriented EMRs in eHealth. Compared with the existing work, e.g., ESPAC,
GAA-FQ does not require PKI to authorise the access or encrypt/decrypt the queried
EMRs after the key distribution by the scheme SOKD. The proposed access authorisation
scheme combined with three exemplar types of queries achieves a finer granular control
when authorising different queries. As a result, a blockchain-based EMR can respond to

a requester without leaking unauthorised private data efficiently, especially for resource-
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constrained IoT devices in eHealth.



Chapter 5

Challenge-Response Assisted
Anonymous Authorisation over

Permissioned Blockchains

In this chapter, a challenge-response based authorisation scheme for permissioned blockchain
networks named Challenge-Response Assisted Access Authorisation (CRA?) is presented
to protect users’ credentials during authorisation. In CRA3, the pre-selected nodes in
the consensus network of permissioned blockchain do not require users’ credentials to
authorise data access requests (inspired by ZKP [177], see Section to prevent

privacy leakage when these nodes are compromised or manipulated by attackers.

5.1 Motivation to avoid exposing users’ credentials to untrusted
nodes in a consensus network when authorising data

access

Permissioned blockchains can be applied for sharing data among permitted users to

authorise the data access requests, which is a desirable blockchain structure for sharing

101
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EMRs among doctors, patients, pathologists, medical staffs, and so on [I78, 179]. A
consensus network constructed using pre-selected nodes can verify a data requester’s
credentials to determine if he or she have the correct permissions to access the queried

data.

In current studies, pre-selected consensus nodes are normally assumed to be trusted
in order to authorise the data access and to transport users’ private data in a consen-
sus network [I80]. However, one important issue that has not been considered is that
users’ private data can be utilised by the pre-selected nodes in the consensus network
during authorisation, since these nodes may be manipulated by the attacker to become
untrusted (malicious). To be specific, in many current designs of authorisation for per-
missioned blockchains [64] [I81], the nodes in a consensus network require the use of
many users’ private information (e.g., credentials and personal information) to authorise
their data access requests. In this condition, “untrusted” means that when some nodes
are compromised by an attacker, the users’ private information can be disclosed to an

attacker without any barriers.

Furthermore, if pre-selected nodes in the consensus network are malicious, such nodes
can exploit a user’s private data and can analyse his or her behaviour without such a
user’s right to know, and this violates their privacy. For example, when a permissioned
blockchain network is applied to smart power grids or smart charging, the behaviour of
the registered user can be analysed based upon the uploading time and length of his
or her electric bills if the nodes are malicious or compromised in the consensus network
[182, [183]. Similarly, in an eHealth scenario, a patient’s private information could be
leaked with respect to the above situation. Therefore, the private data exposed to the

consensus network should be tightly restricted.
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5.2 System model

In this section, the structure of permissioned blockchain and the scheme model are first

introduced. Then, the scheme definitions of CRA? are described under the scheme model.

5.2.1 Permissioned blockchain

The network structure of a permissioned blockchain shown in Figure |5.1]is the same as
that of a public blockchain. All the nodes are anonymous in the network. However, the
data (ledger) in each node are private, which means the data access between the two
nodes should be authorised to ensure one node has the permissions to access the data in

another node.

Consensus
Network

Figure 5.1: The structure of the permissioned blockchain network.

5.2.2 Scheme model

The proposed scheme (access) model is demonstrated in Figure with three entities:
two users (nodes) and the consensus network (constructed by pre-selected nodes in the
permissioned blockchain network), denoted by Uy (data requester), Up (data provider)
and CNp,, respectively. Since all the nodes in the network are anonymous (unknown
identities), one node cannot trust another node in the permissioned blockchain network.

Therefore, the consensus network C'N,,, is needed as a mediator to finish the validations
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in the challenge-response phase. If U has the correct permissions to access his/her
requested data, Up establishes a secret channel with U4 to transport the encrypted data

after the authorisation.

., ——» Scheme

'share the ’

Ecredentials with U, Wallet

1 3\9 UB
)/quallet ,‘_.36‘5 | Challenge
OV ek

o h 4
request data
from Uy R
| Response | \

Consensus network

asLoyny

Figure 5.2: The scheme model of the proposed Challenge-Response Assisted
Anonymous Authorisation (CRA?) scheme.

Meanwhile, the private ledger of each node is a blockchain structure. Each block
contains data, a cryptographic hash value (h) and a timestamp (¢s) in the blockchain
[7]. The hash value for establishing the link between two blocks is generated by the

following rules:

Hash(data||ts1) ,i=1
hi =
Hash(hi—1||data;||ts;), i = 2...n

5.2.3 Scheme definitions

In this section, I introduce the credentials used in the authorisation and define all of the

seven algorithms that comprise the proposed CRA? scheme.

e Credentials for authorisation: The credentials used for authorisation are the identity
attributes. For instance, in the hospital scenario, if a doctor wants to request a patient’s
medical records, the identity attributes can be the patient’s name, age, medical record

number, social number, and so on. It is assumed that in reality, the patient has shared
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the identity attributes and a unique reference number to identify the needed identity

attributes for the doctor’s data request before inquiring about the data. The unique

reference number (key) and the identity attributes (values) are denoted by Rn and the

sequence ATV = {ATY, ATy, ..., AT}, respectively.

5.3

Setup (A): This algorithm takes the security parameter \ and generates the public

parameter pp.

Request (pp): Uy uses the algorithm to send a data access request @ to Up via

CNym.

Challenge (pp,Q): Up constructs and sends the challenge Ch to Us with the
identity attributes sequence AT then sends the correct answer (response) Ch' of

the challenge Ch to C'Npyy,.

Response (pp,Ch): Ua uses its own sequence AT to calculate and send the

response Re to the CNp,.

Authorise (Ch',Re): CNpy, validates the correctness of the response Re based

upon the correct response Ch’.

Encrypt (pp, M, AT"): Up uses this algorithm to encrypt the requested data M

then return the ciphertext C' and a point P (for decryption use) to Uga.

Decrypt (pp, C,P,AT" ): Uy decrypts the encrypted data C' to retrieve the requested

data M with the given point P.

Problem statement and algorithm description

In this section, I first describe the targeted security problem I try to address. Then,

seven algorithms are illustrated to construct the CRA3 scheme in the second part.
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5.3.1 Problem statement

Since the nodes in C'Np,, are assumed to be untrusted, one untrusted node can output
incorrect results of authorisation and collect the user’s private data from the communi-
cation in the challenge-response phase. If a node outputs incorrect authorisation results,
the consensus network can punish this dishonest node according to the applied consen-
sus mechanism (e.g., Byzantine fault tolerance). On the other hand, if a malicious node
collects the user’s data from the challenge-response communication and then attempts to
reveal the user’s credentials (or other private information), the proposed scheme should
prevent the private data leakage. Hence, the purpose of the proposed scheme is to
authorise data access without involving the users’ credentials (U;q = {Ui,Us,...,Upn})
whilst ensuring the transported data is confidential, i.e., VM € {0,1}*,C = f(M), and
any probabilistic polynomial-time algorithm A computes M or U;q with its advantage
AdvjN”” = Prlc = MVcCUqlc = A(C, D¢, Dge)] < €, where M is plaintext data, C
is encrypted data that transmitted between U4 and Up, D¢y, and Dpge denote the data
used in the processes Challenge and Response, respectively, and e represents a negligible

probability.

5.3.2 Algorithm description of CRA3

In this section, I illustrate the proposed CRA? scheme (Challenge-Response Assisted
Anonymous Authorisation) with the seven algorithms defined in Section includ-
ing Setup, Request, Challenge, Response, Authorise, Encrypt, and Decrypt. In CRA3,
AES (Advanced Encryption Standard [I61]) is used to encrypt the requested data and
Lagrange interpolating polynomial is utilised to construct challenge-response authorisa-
tion and protect the encrypting/decrypting key of AES (see Section . Further-
more, the concept of ZKP is applied to restrict the information leakage in the autho-

risation (see Section [2.1.2.5) [I77]. Note that the correctness of the CRA? scheme is

presented in Appendix

e Setup ()
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This procedure outputs public parameters pp with the security parameter A using

the following steps.
1. Generate a big prime ¢ (g > 2*);
2. Select one secure cryptographic hash function H : {0,1}*— {0, 1}*;

3. Select a symmetric encryption algorithm, e.g., AES (Advanced Encryption Stan-
dard);

4. Output the public parameters pp = (¢, H, AES).
¢ Request (pp)
The user Uy (data inquirer) prepares the query @ via the following steps.

1. Decide on the data to be requested. Note that Ua should have the corresponding
identity attributes (a sequence, AT"") and the unique reference number (R,,) that
is shared by Upg. For illustrating the remaining parts of the proposed scheme, I

assume the requested data is in one block Bjg;

2. Prepare the unique reference number Rn then send the request Q = (B;q, Rn) to

Up through C'N,,,. Note that users can establish secure connections with C'Np,,.
e Challenge (pp, Q)

Up generates the challenge C'h based upon the request @@ from Uy via the following

steps.

1. Prepare the sequence of the identity attributes (values): ATV = {ATY, AT, ..., AT}

based upon the unique reference number RneQ);

2. Calculate the hash value of each element in the sequence AT" to get the sequence

AHY = {H(AT?), H(ATY), ..., H(ATY)};

3. Construct a polynomial f(x) = H(ATY) + H(ATY)z + ... + H(AT?)z" ! (mod q),



Chapter 5. Challenge-Response Assisted Anonymous Authorisation over Permissioned
Blockchains 108

then pick n random points on the polynomial f(x) as a set:

P = {(x,yi)|(xi,yi)Ef(x)Ni = 1..n};

4. Construct two sequences P, and P, of all the x; and all the y; in P: P, =

{zi|lzie f(x)N\ (i, f(x;))ePNi = 1..n} and Py = {yi|y; = f(xi)Azi€PpAi = 1..n};

5. Calculate the hash value PH, of the sequence Py, where PH, = H(y1,Y2,...,Yn), Y1,

Y2, 7ynEPy7

6. Send the challenge Ch = P, to Us. Note that C'N,,, should keep the correct

response Ch’ = (PH,) to execute the following Authorise phase.
e Response (pp, Ch)
U4 generates the response Re to the challenge P, from Up via the following steps.

1. Prepare the sequence of the identity attributes AT = {AT{", ATy, ..., AT’}

(shared by Ug) based upon R,€Q);
2. Construct a new polynomial g(z) = H(AT{®)+H (AT )z +...+ H(AT!)z" ! (mod q);

3. Take P,€Ch to calculate the sequence P, = {y;|y; = g(w;)Az;€PxAi = 1..n} and

then hash the sequence Pj: PH; = H(Y1, Y Yn)s Y1>Y2s - Yn €Ly
4. Send the response Re = (PHy) to the consensus network C'Npp,.
e Authorise (Ch/, Re)

The consensus network CN,,, validates the two hash values in Ch’ and Re. If
PH,(eCh') = PH,(€Re) holds (consensus check point), it means that the user Ua
can be authorised to access the requested data B;; and the next phases are conducted;

otherwise, the agent layer should deny the access request from U4.

e Encrypt (pp, Q, AT")

Up encrypts the requested data via the following steps.
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1. Acquire the requested data M based upon B;ge@ from U4 and then calculate the
hash value H); of the data M: Hyy = H(M);

2. Generate a secure key k € Z, for the symmetric encryption;

3. Use AES to encrypt M with key k to get the ciphertext C = AESy(M, Hys). For
decrypting AES) (M, Hyr) to recover the plain data M, AES) is defined as the
decryption process: M = AES, (C = AES,(M, Hyr));

4. Construct a polynomial f*(z) of degree n with k and AT": f*(x) = k+H (AT} )x+
H(ATY)2? 4 ...+ H(AT?)2™ (mod q);

5. Generate a random integer z, € Z, and calculate a point P(xp, y, = f*(xp));
6. Return (C, P) to Ua through a secret channel.
e Decrypt (pp,C, P, AT")

U4 can decrypt the ciphertext C' after passing the Authorise phase via the following

steps.

1. Use the sequence AT organised in the former Response phase to construct a
polynomial g*(z): g*(x) = ap+ H(AT?")x+ H(ATS)2? + ...+ H(AT")z" (mod q).

Note that ag is an unknown coefficient;

2. Follow the Lagrange interpolation polynomial to reconstruct the polynomial g*(x)
fully, and then recover the key k = ¢(0) = ag € Z, for AES decryption with the

point P(zp,yp): k = yp — H(AT{")x, — H(ATy )22 — ... — H(AT}")z} (mod q);
3. Decrypt C to retrieve the plaintext (M, Hy ) = AES) (C) = AES) (AES,(M, Hyr));

4. If H(M) = Hjs holds, this algorithm outputs M; otherwise, it outputs L.
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5.4 Analysis of performance and security

5.4.1 Simulation results

The performance simulations and results are illustrated and discussed in this section.
Two Raspberry Pi 2s with Wi-Fi (as the mobile devices of the users U4 and Upg) and one
conventional computer with an Intel i5 processor running at 3.30 GHz (as a node of the
consensus network in the permissioned blockchain) were used to perform the simulations.
The local computational time efficiency for executing CRA? was evaluated with respect
to the time cost for transmitting encrypted data over Wi-Fi and the transaction fee (gas)
of the consensus node in the simulations. Since there is yet no clear best practice to be
used as a baseline for comparison, I selected an authorisation scheme for blockchain-based
storage named Decentralizing Privacy (DP) [I81] as the baseline. The authorisation
supported by a trusted third party (TTP) in DP is policy-based but not anonymous,
since the TTP knows the users’ identities. However, the designed authorisation in CRA3
is attribute-based and anonymous. Note that all the implemented experiments used
the equivalent cryptographic security level (128-bit) [21], and that the transaction fee
(gas) was calculated based upon the bytecodes generated by Ethereum Virtual Machine

(EVM) [184] with PoA (Proof of Authority) [I85] as the consensus mechanism.

First, the number of the attributes used for authorisation was varied from two to 10
in CRA? (respective of policies in DP) to compare the time taken for local computa-
tion including authorisation, encryption, and decryption algorithms in the two schemes
implemented on a conventional computer. The averaged results over 10 runs are shown
in Figure In the authorisation phase (Figure ), the time cost in both schemes
increased with a similar trend when the number of attributes used was small. When
the number of attributes used rose up to 10, the CRA? scheme needed 25% more time
to authorise the access when compared with the DP scheme. For the encryption and
decryption phases, the time cost for the DP scheme stays stable whilst the time cost
of the CRA? scheme increased slowly, increasing with the number of attributes. On

average, the time cost of the CRA? scheme was 55% lower than that of the DP scheme;
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see Figure (b) and (c).
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Figure 5.3: The time cost comparison of local computation on a Raspberry Pi
2 between CRA? and DP (Decentralise Privacy).

Meanwhile, I measured the time cost for transporting data between users and CNp,,
over Wi-Fi (Figure [5.4). The data included the attributes (i.e., policies) used for autho-
risation, the encrypted data (128 bytes) and the keys used for decryption in the two
schemes. Since CRA? only transmits two points in the Authorise phase whereas the DP
scheme requires two policy lists for authorisation, the time consumption for transmitting
data via Wi-Fi in CRA? was about 24% lower than that in the DP scheme. Furthermore,

the time cost in CRA? had a lower growth rate when compared with the DP scheme.
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Figure 5.4: Comparison of the time costs of CRA? and DP for transmitting
data over Wi-Fi.
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Thus, I summarise the total time cost of both local computation and data transmis-
sion via Wi-Fi in Figure The total time cost in CRA3 was around 30% lower than
that in the DP scheme. When the number of used attributes (i.e., policies) increased,

the DP scheme consumed far more time than CRA3, in total.

Finally, the transaction fee (gas) for the Authorise phase performed in the consensus
network was evaluated in a conventional computer (Figure . While the transaction
fee of CRA3 kept stable (and was non-sensitive to the variation of used attributes), the
transaction fee increased by the number of used policies in the DP scheme. This is
because the DP scheme compares two policy lists in the transaction for authorisation

but CRA? only compares two points regardless of the number of used attributes.
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Figure 5.5: Comparison of total time cost of CRA% and DP.

5.4.2 Confidentiality and integrity

In this section, the confidentiality of the identity attributes and the ciphertext and the
integrity of the ciphertext is considered. Additionally, the formal theoretical proof of the
ciphertext confidentiality is illustrated in Appendix Note that the formal security

verification is not repeated since the authorisation of CRA? is same with that of GAA-
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5.4.2.1 Confidentiality

There are two kinds of potential attacks that may occur in the communication between

the users and the consensus network C'N,.

Firstly, the EMR requester tries to access the EMRs without the corresponding iden-
tity attributes. For example, the queried EMRs require the sequence of the identity
attributes Sy = {AT}", AT, ..., AT}"} and the corresponding sequence in the Chal-
lenge phase is Sy = {ATYy, ATy, ..., AT'}. Note that S; = Sp should hold if the
EMR requester has the correct identity attributes. However, the EMR requester only
has the partial identity attributes {AT7", ATy, ..., AT/ ;}. Therefore, the requester
forges the last identity attribute AT}’* € Z, for the attribute AT)" to build the fake
sequence ST = {AT{", ATy, .., AT)" |, AT)**} to construct the polynomial g*(z) =
H(AT) + H(AT?)z + ... + H(AT )a" 2 + H(AT**)2"~! (mod q). After that, the
requester follows step 3 of the algorithm Response in CRA? to compute PH?’J* with P.

Finally, the requester sends the response Re = PHz,/* to the consensus network C'Np,.

Although Vi € {1..n — 1}, the element ATV of S; is same as element AT/" of ST,

the requester only has the advantage Pr = |Z—1q| to guess a correct AT)"* to satisfy the
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condition AT)? = AT}"*, where |Z,| represents the number of all the elements in Z,. Note
that Z, is a large discrete space as ¢ is a big prime. Thus, |Z,| is big enough to keep
the advantage Pr is negligible. Meanwhile, the probability of ST = S is negligible as
well. As a result, the EMR requester cannot pass the Authorise phase since Pr{PH, =
PH)'| = Pr[Sy = S7] = Pr[S = S{| = ‘Z—lﬂ is negligible based upon the above analysis,

where PH, € Ch/ and PH?'J* € Re.

Secondly, the communications between users and C'N,, are eavesdropped upon by
the attacker. The attacker can obtain all the data from the communications including the
challenge-response information Ch/ and Re based upon the CRA? scheme. Obviously,
the attacker cannot recover the correct sequence of identity attributes from the hash
value Ch’' or Re since the secure cryptographic hash function is a one-way function.
Thus, the attacker cannot determine the correct coefficients of the polynomial f(x) (or
g(z)) to continue the Encrypt and Decrypt algorithms. Even though the ciphertext C'
and the point P are leaked, the attacker still cannot retrieve the plain data M because
one point P is not enough to determine the proper polynomial f(z) (or g(z)) to recover
the key k based upon Shamir Secret Sharing (see Section . Therefore, the CRA3

scheme can ensure the confidentiality of the identity attributes and the ciphertext.

5.4.2.2 Integrity

In the CRA3 scheme, the hash value Hjy; = H(M) generated in the Encrypt algorithm
can provide the data integrity of M. In the Decrypt algorithm, if the received C' or P is
incorrect or manipulated by the attacker in the communication between U4 and Ug, the
wrong C' (or P) leads to abnormal AES decryption results so that (M, Hy) = AES}(C)
are incorrect (where C' = AFES,(M, Hys) and k is computed from P. Therefore, the
condition H(M) = H (step 4) cannot hold, which means the data integrity check can

detect an abnormal C' or P to protect the data integrity of M.



Chapter 5. Challenge-Response Assisted Anonymous Authorisation over Permissioned
Blockchains 115

5.4.3 Comparison of security features

In Table I compare the implemented security features of different blockchain-related
authorisation schemes from the state-of-the-art of related work with that of my CRA?
scheme. It is clear that most of the compared schemes can support permissioned blockchains
but CRA3 is the only one that can support an untrusted consensus network. Meanwhile,
CRA3 can also provide authorisation, confidentiality, and integrity for data access. How-
ever, in other compared schemes, the integrity feature is only implemented by [186]
and no scheme considers confidentiality. The Decentralizing Privacy (DP) [181] scheme
requires a database as a storage media; however, the DP scheme itself cannot support

confidentiality or integrity.

5.5 Summary

In this chapter, I introduced a privacy-enhanced authorisation CRA? scheme under
a consideration of untrusted nodes occurring in a consensus network of permissioned
blockchain. Unlike existing work [64} 146, [181], CRA? is inspired by the thought of ZKP
to avoid exposing users’ credentials to the untrusted nodes in the consensus network for
authorising data access. By applying CRA? in a permissioned blockchain, users (data
providers) can share private data with valid data requesters without leaking their private
information. Therefore, CRA? can help people to safeguard their privacy and prevent
potential privacy leakage (e.g., caused by attackers) in permissioned blockchains. In
terms of the communication overhead, CRA? reduces the time cost for the communi-
cation during the authorisation since the size of the required data for authorising data
access request is much smaller when compared with other methods. Furthermore, the
consensus verification only relies on one equation and other computational work is exe-
cuted by the data requester and receiver; hence, the consensus cost (transaction fee) is
visibly cut down to save the user’s cost and the computational resource of the consensus

network (i.e., lower workload) simultaneously.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

In this thesis, the principal objective is to tackle the challenges of granularity control
in access control when applying blockchain in EMRs to safeguard user privacy. Unlike
many current high-level architectures of blockchain-enabled EMRs (and eHealth) which
lack detailed access control algorithms or schemes, four concrete access control schemes
including three authorisation schemes and one key distribution scheme (with authenti-
cation) constructed by lightweight cryptographic primitives are proposed to impose the

privacy preservation for the users in eHealth.

The addressed access control schemes can realise fine-grained and flexible authorisa-
tion for querying blockchain-enabled EMRs, which are used to store patients’ medical
data. In the design, the major cryptographic components utilised are SSS and ECC
to ensure the proposed schemes are time-saving (lightweight) enough to be deployed
in numerous resource-constrained IoT devices in eHealth to achieve low resource con-
sumption (in computation and communication) shown in the performance experiments.
Meanwhile, the designed granularity levels can fit the blockchain structure to achieve

seamless access control schemes for blockchain-enabled storage and transactions applied
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in EMRs. Furthermore, to avoid exposing users’ identities in a blockchain context where
the participants of access control can be untrusted, protecting users’ credentials during
authorisation is also investigated to form an anonymous authorisation scheme with a

challenge-response strategy for the permissioned blockchain.

In the performance experiments, the proposed access control schemes can reduce the
time cost of both computation and communication in data access when compared with
the state-of-the-art baselines. Furthermore, the theoretical validations of correctness,
confidentiality and unforgeability manifest the proposed schemes can work correctly and

protect the transmitted EMRs to avoid invalid decryption or forgery in communication.

6.2 Future Work

There are two potential directions to extend this work in the future including key distri-

bution and consensus mechanism.

e Key distribution. Key distribution is an essential procedure to initialise a secu-
rity system to ensure all the participants possess valid security keys for identity
verification, encryption and so on under the same cryptographic context. Most
current security applications require TTPs to issue and distribute keys, but this
pattern breaks the natural anonymity of blockchain. In this thesis, I only discuss
how to distribute keys to users but do not involve how to generate the correspond-
ing keys for each user based upon its identity. Therefore, when a blockchain is
applied in non-cryptocurrency fields and access control is demanded, how to keep
the participants anonymous and generate valid keys for every participant should be
discussed continuously in future blockchain-enabled systems with some promising
cryptographic methods such as attribute-based encryption (ABE), certificateless

encryption and multi-party computation (MPC) [18§].

e Consensus mechanism. Another attempt could be utilising access control meth-

ods (e.g., SSS, IBE and ABE) to design new consensus mechanisms to replace the
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resource-consuming consensus mechanisms such as PoW supported by the mining
operation. Similar to PoS, the attributes a participant possesses can be a criterion
to determine the ratio of voting and bonus. For example, Shamir secret sharing
(SSS) may be transformed to a consensus mechanism so that if the number of the
participants that can pass the access control reaches a threshold, it implies all the

participants consent to the current proposal (transaction).
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Appendix A

Correctness for Block-based

Access Control Scheme in

Chapter

In the Authorise phase, the two points P = P’ is the key condition for a user to pass

the authorisation phase.
pP=r
S kG =KG
& (TKig,®..0TKiq,)G = (TK;; ©..0TK;,; )G
& TKig,®..0TKq, = TKj; ©..0TK];
& {TKidy, -, TKia,} ={TK;y ..., TKj, }.

It means the user can pass the Authorise phase if and only if this user has offered all

the required access permission tokens in () correctly for the requested blocks.

In the Decrypt phase, the user can succeed to decrypt the ciphertext C' and ensure

140
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Hyr = H(M) if the condition k = k' is fulfilled. According to the correctness analysis
for the Authorise phase, the condition & = k' can hold if the user is authorised to access
the queried blocks successfully. To be detailed, the condition k& = k’ is equivalent to
{TKig,, TKidy, ., TKiq, } = {TK}y , TK},,, ..., TKj, }, i.e., the sequences Stk = Sy

Therefore, the keys k and &’ in the phases Encrypt and Decrypt respectively are identical.

Hence, the authorised user can decrypt the ciphertext C' with the key k correctly.



Appendix B

Theoretical Security Analysis for
the Proposed Schemes in Chapter
4

B.1 Semi-outsourcing Key Distribution (SOKD) Scheme

B.1.1 Correctness

In the Authentication phase, the public clouds can recover Hyp via computing

Cy®H;3(bCo, Cy,Cy,C3) based upon the algorithm Authentication in Section IV.A.4).
C4DH3(bCo, C1, C2, Cs)
= Hip®Hs(reB,C1, Co, C3)®Hs(bCs, Cy, Co, Cs)
= Hip®H3(roB, C1,Ca, C3)®H3(braG, Cr, Ca, Cs)
= Hip®H3(roB,C1, Ca, C3)®H3(r2(bG), Cy, Ca, Cs)

= Hip®H3(r2B,C1, Cy, C3)DH3(r2 B, C1, C, C3)
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=Hip

In the Decrypt phase, When the data centre receives C' = (Hp,C1,Co,C3) from
the public clouds, the data centre can retrieve encrypted data AESp,,(Hy||M) via

computing C3®Hy(aC1) based upon the algorithm Decrypt in Section IV.A.5).
Cs®Hz(aCh)
= AESH,, (Hu||M)®Hy(r1 A)®Hz(aCh)
= AESH,,(Hu||M)®Hz(r1 A)®Hz(ar1 G)
= AESH,,(Hu||M)®Hs(r1 A)®Hs(r1 (aG))
= AESH,,(Hu||M)®Hy(r A)®Hz(rmA)
= AESp;, (Hm||M)
Then the data centre can decrypt AESH,, (Ha||M) with the AES key HrpeC’ to
get the plaintext Hys|| M.
B.1.2 Theoretical confidentiality
B.1.2.1 OW-CCA confidentiality model

In this section, the adversary and the definition of OW-CCA (i.e., one-wayness under a

chosen ciphertext attack) confidentiality model are defined for our SOKD scheme.

o Type-I adversary: Formally, the adversary defined for the confidentiality of the
scheme SOKD is that the adversary cannot retrieve the plain message from the challenge

ciphertext in the Authentication phase.
¢ OW-CCA model

The definition of OW-CCA confidentiality model with the Type-I adversary for the

Authentication phase in SOKD is described in following Game 1.
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Game 1. A, is the given Type-I adversary, and the target device’s index is t (1<t<n).

The game 1 between the challenger C and Aj is operated as follows:
o Setup

C firstly generates the public parameter pp via running the algorithm Setup. Then,
C generates n public and private key pairs (pk;, sk;) (1<i<n) via running the algorithm

KeyGenerate. The generated pp and all pk; are given to the adversary Aj;.
e Queries
The following queries can be requested by A; for polynomial times.
1. Key retrieve query(i): C responds with the private key sk;.
2. Authentication query(i,C): C returns the trapdoor 7; to recover f(ID).

3. Decryption query(i,C"): C decrypts C’ with sk; via running the algorithm Decrypt(C’, sk;),

and responds with the output message.
e Challenge

C picks a message M* randomly, then computes the challenge ciphertext C* =

Encrypt(M*, pk;) and finally responds the challenge ciphertext C*.
e Constraints

1. The target device’s index t is not allowed to appear in the above Key retrieve

query.

2. The target device’s index ¢ and the challenge ciphertext C* is not allowed to

appear in the above Decryption query.
o Guess

A1 can win the game if its output M*' satisfies the condition M* = M*.
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Now, the advantage of A; could be defined as:
AdvQ~CCAN) = PriM* = M*).

Definition 1 (OW-CCA Security). The proposed scheme SOKD is OW-CCA
secure if the advantage AdeYV_CCA()\) of any probabilistic polynomial-time adversary

A1 is negligible.

B.1.2.2 Proof of OW-CCA confidentiality

Theorem 1.  According to Definition 1, our proposed scheme SOKD is OW-CCA
secure based upon the ECCDH assumption against a Type-1 adversary in the random

oracle model.

To be specific, let Hy, Hy and Hs be three random oracles and Ay be a Type-I adver-
sary with the advantage Adv 4, against our proposed scheme. Hypothetically, A; requests
a total of Qm, > 0 queries to the oracle Hy, then there is an algorithm £ that can solve

the ECCDH problem with the advantage at least of &(Advfll - QL)
2

Proof. The selected elliptic curve Ej,(a,b) with cryptographic security, the group G is
based upon Ej(a,b) and the three points on the curve (G, uG,vG)€Ey(a, b) consist of an
instance of the ECCDH problem and the target device’s index is defined as ¢ (1<t<n).
& aims to compute 6* = pvG via executing A; as the subroutine. Next, £ and A; play

the game defined by Game 1.
o Setup

& firstly generates the public parameter pp and then sends pp to A;. After that, &£
operates the algorithm Keylnitialise to generate n public and private key pairs (pk;, ski, ské)
(1<i<n, i#t). In this process, the target device’s public key is defined as pk; =
(A¢, By), Ay = G, By = v;G, where g, v € RZj, is picked randomly. All pk; are revealed
to the adversary A;. Finally, £ initialises three empty lists Listy,, Listg, and Listg,,

and updates them continuously in response to random oracle queries. If the same input
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is asked multiple times, the same answer will be returned as well.
e Queries
£ can respond to the queries requested by A in the following ways:

1. Querym, (y1): € picks 6,€{0,1}* randomly and stores a new item (v1,d1) into

Listy, and returns d; as the answer.

2. Querym,(vy2): & picks d2€{0,1}?* randomly and stores a new item (72,d2) into

Listy, and returns d, as the answer.

3. Querym,(y3,C1,Ca,C3): € picks d3€{0,1}* randomly and stores a new item

(73, C1,C2,C3,63) into Listy, and returns d3 as the answer.
4. Key retrieve query(i): € sends the private key skt = (u;), ski = (v;) to Aj.

5. Authentication query(i,C): £ returns the trapdoor 7; = Hs(v;Ca, C1,Cs, C3) to
recover Hrp, where C' = (C1,Co,C3,Cy).

6. Decryption query(i,C'): The definition of parameter C’ is C" = (C1, Cs, C3), and

there is a conditional branch caused by ¢ to be discussed.
T i = t: For each item (72, d2) in the Listy,, £ performs the following operations.
(i) Compute AESH,, (Hp||M) = C3®d2 and Hrp = C4®H3(v:Co, C1, Ca, C3);
(ii) Compute M = AES} (AESy,,(Hu||M));

(iii) If Hy(M) = Hjs holds, € returns M to A;. If there is no item in the Listy,

satisfies the above condition, £ returns 1 to Aj.

1 i#t: € runs algorithm Decrypt(pp, C, sk}), and then sends the output to A; as the

answer.

e Challenge
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& picks two random numbers, one is r1€rZ, and the other one is r*e{0, 1},
Then, £ generates a random message M*€{0, 1}>‘ and computes the ciphertext C* =

(Cy,C5,05,C%) via the following operations.

i =G
C; = Y’QG
C;=r"

Ci = Hip®H3(r2By, C},C5,C3)

Note that the process of decrypting C3 is r*@®Ha(uCy) = r*@Ha(pvG) = r*@Hz(0%)

by the definition of Decrypt.
Finally, £ sends the ciphertext C* to the adversary Aj.
e Constraints
1. The target device’s index t is not allowed to appear in the Key retricve query;

2. The target device’s index t and the challenge ciphertext C’ are not allowed to

appear in Decryption query.
e Guess

A1 outputs M*/E{O, 1})‘ to response the challenge from £. And at the same time, £
picks a random item (72, d2) from the Listy, as the solution to the above given instance

of ECCDH problem.
e Analysis

I first define an event E that means the adversary A; issues a query H2(0*) at a time
point during the described game. Apparently, 6* is at least in one item of Listy, at the
end of this game if F happened.

However, if E' does not happen, I can state that Pr[M* = M*/]—|E] = 2% Further-
more, based upon the definition of Type-I adversary (A;), Adva, <Pr[M* = M*'] holds.

Then, I can present the following derivation.
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Pr[M* = M~
= Pr[M* = M*|E|Pr[E] + Pr[M* = M*|~E]Pr[-E]
<Pr[E] + Pr[M* = M*|-~E]Pr|[-E]
= Pr[E] + 55 Pr[~E]
= Pr(E] + 5 (1 — Pr[E])
=&+ (1- %)Pr(E]
Therefore, the following inequation holds:
& + (1= 5)Pr[E|>Pr[M* = M*|>Advy,.
Finally, I can simplify the inequation to get:

Pr(E]>Adva, — 5.

In conclusion, at the end of the game between £ and A1, the probability of * in the
item(s) of Listy, is at least Adva, — 2% For &, the probability of generating the correct

answer M* = M* to solve the ECCDH problem is at least Q#(Adv A — 2%) Therefore,

Hg

the probability Adv4, is negligible when the ECCDH assumption is intact. O

B.2 Granular Access Authorisation supporting Flexible Queries

(GAA-FQ) Scheme

B.2.1 Correctness

In the Authorise phase, Hy = HY. is the condition for a successful authorisation.
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Hyp = H,

& H(S2) = H(S3)

& H({BT\, BTy, ..., BT,}) = H({BT|, BT}, ..., BT'})
& {BT\,BTy,...,BT,} = {BT!, BT}, ..., BT.}.

It means the user can pass the Authorise phase if and only if this user has all the

corresponding access permission tokens for the requested blocks.

In the Decrypt phase, the authorised inquirer can retrieve the key k = ag € Z, for
AES decryption based upon the SSharing. Reconstruction. Given a point P(xy, yp) on the
polynomial f(x), it should be on the correct reconstructed polynomial as well. Because
the condition {BT}, BT», ..., BT, } = {BT}, BT}, ..., BT} } holds after the authorisation,
the reconstructed polynomial g(x) is same as the original polynomial f(x) except for
the unknown first coefficient ag. This means determining the secret g(0) = a9 = k € Z,

requires only one point (shareholder) P(z;,yp):

k=ag

= g(xp) — BTz — BTQ.’IZ‘% — ... — BT,z
=y, — BTz, — BTng —...— BTz,

= f(zp) — BThzp — BTgx]% — ... — BT,z
= f(zp) — BT{zp — BTéx}% — ... — BTzy
=k (mod q).

Hence, the authorised user can reconstruct the polynomial g(z) and restore the correct

key k for the Decrypt phase.
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B.2.2 Theoretical confidentiality
B.2.2.1 IND-CCA confidentiality model

In this section, the adversary and the definition of IND-CCA (i.e., indistinguishabil-
ity under chosen-ciphertext attack) confidentiality model are defined for our GAA-FQ

scheme.

Formally, the adversary defined to prove the theoretical security of our proposed

GAA-FQ scheme is: Type-IND adversary.

e Type-IND adversary: In the Authorise phase, the adversary cannot determine the
message that the given challenge ciphertext is encrypted from, without knowing the

target block tokens BT" = { BT}, BT}, ..., BT\ }.

The definition of IND-CCA confidentiality model with the Type-IND adversary for

the Authorise phase in GAA-FQ scheme is described in following Game 2.
¢ IND-CCA model

Game 2. Let A; be the given Type-IND adversary, and the index of the target block
tokens be t (1<t<m). The game played by the algorithm C and the adversary A; is

described with the following five phases:
e Setup

C first generates the public parameter pp via running the algorithm Setup. The
generated pp and all indexes 1<i<m are given to the adversary A;. Note that all the

queries are assumed to be block query.
e Queries
The following queries can be requested by A; for polynomial times in the game:

1. Block tokens query (i): C responds with the sequence of the random block tokens
BT":
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2. Decrypt query(C, P,i): C decrypts C' via running the algorithm Decrypt, then

responds with the plain message.
e Challenge

A; submits two equal-length messages M§ and M. C picks per{0,1}, and then

computes and returns the challenge ciphertext C* = Encrypt(pp, M BT 4.
e Constraints
1. ¢ is not allowed to appear in the Block tokens query;

2. The target data provider’s index ¢ and the challenge ciphertext C* are not allowed

to appear in the above Decrypt query.
o Guess
A; can win the game if its output p’€r{0, 1} satisfies the condition p = p'.

Now, the advantage of Ay could be defined as:

Adv[{P=OCAN) = Prip =] - 3,

where A is the security parameter. Note that the probability analysis is presented after

the Guess phase in the formal confidentiality proof of our GAA-FQ scheme.

Definition 2 (IND-CCA Security). The GAA-FQ scheme is IND-CCA secure if
the advantage AdvfﬂDiCCA()\) > 0 of any probabilistic polynomial-time adversary Ay is

negligible.

B.2.2.2 Proof of IND-CCA confidentiality

Theorem 2. According to Definition 2 above, the proposed GAA-FQ scheme is IND-
CCA secure based on the Lagrange interpolating polynomial against the type-IND adver-

sary in the random oracle model.

To be specific, let Opr be a random oracle and Ay be a Type-IND adversary with
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the advantage AdviJYD_CCA against our proposed scheme. Hypothetically, A1 requests

a total of Qo > 0 queries to the oracle Opr; then there is an algorithm C that can
determine all the correct coefficients for the given Lagrange interpolating polynomial with

2 IND—CCA
the advantage of at least Toom Advy; .

Proof. A polynomial f(z) with the sequence of the block tokens BT? = { BT}, AT%,

., ATE} (1<i<m) consists of an instance of the Lagrange interpolating polynomial,
where f(x) = a} + H(AT)z + H(ATy")x? + ... + H(AT)z". Note that a represents
the AES encryption/decryption key generated in the Encrypt phase. The target block
tokens’ index is denoted by ¢ (1<t<m). The algorithm C aims to determine BT" through

performing A; as the subroutine. Next, C and 4; play the game defined in Appendix
B.2.2.1

o Setup

C first generates the public parameter pp = (¢, BCar, H, AES) and then sends pp
to Aj. After that, C generates m indexes of the sequences including many block tokens
{i]1<i<m} and the target index and sequence are denoted by {t, BT'}. Note that all
the generated i (1<i<m) are given to the adversary A;. Finally, C initialises one empty
lists List, and updates it continuously in the random oracle query Block tokens query.

If the same input is asked multiple times, the same answer will be returned.
e Queries
C can respond to the queries requested by A; polynomial times in the following ways.

1. Block tokens query (i): C asks Opr to generate the sequence of the block tokens
BT' = {BT}{, BT, ..., BT} randomly and saves (i, BT") in Listo,, if it is the
first time that 4 is queried. Then, C respond with the sequence BT*. Otherwise, C

should retrieve the sequence BT" from Listo,, and return it to A; directly.

2. Decrypt query(C, P,i): C tries to decrypt C via running Decrypt(pp, C, P, BT?)
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then responds with the plain message. Note that there is a conditional branch

caused by ¢ to be discussed.
If i = t, for each item (i, BT") in Listo,,, C executes the operations.

— Reconstruct the Lagrange interpolating polynomial g*(x) with BT? and P to deter-

mine the secret key k = ag for AES decryption.
— Recover (M, Hyy) by computing AES (C) = AES,(AES,(M, Hyp)).

— If H(M) = H)y holds, C returns M to A;. If there is no item in the Listo,, that

satisfies the condition, C returns L to A;.

If i#t, C runs the Decrypt(pp, C, P, BT") algorithm directly and then sends the output

to A; as the answer.
e Challenge

A; submits two messages M, M;e{0, 1})‘ with the same length to C, then C picks
one random bit p from the set {0,1}. Finally, C computes the ciphertext C* of M via

the following steps:
1. Choose a secret key k€Z, for AES encryption and decryption;
2. Determine f*(z) =k + (BT!)z + (BT)z? + ... + (BT!)x™ (mod q);
3. Pick a random point P*(z*, f*(z*)) on f*(x);
4. Compute C* = AES,(M, H(M})).
Finally, C sends the ciphertext C* and the point P* to the adversary A;.
e Constraints
1. t is not allowed to appear in Identity attributes query;

2. The target index ¢ and the challenge ciphertext C* are not allowed to appear in
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the above Decrypt query.
o Guess

Aj outputs one bit p' from the set {0,1}. At the same time, C picks a random
element (i, BT") from Listo,,. as the answer to the above given instance of the Lagrange

interpolating polynomial.
e Probability analysis

An event £ is defined as that the adversary A; issues a query to generate the target
sequence BT" in the Block tokens query at a time point during the described game above.
If the event € has happened, BT" appears in at least one item of Listo,, at the end of

this game.

However, if £ does not happen, it means that Pr[p* = ,0*/|—|8] = % holds. Meanwhile,
the condition Advfg b _CCAéPr[p =] - % holds because of the definition of the type-
IND adversary (.A;). Based upon the above analysis, the following derivation can be

illustrated,

Prip=¢'] = Prip=¢/|E]Pr€] + Prlp = '[=€]Pr[=¢]
<Prl&] + Prlp = ¢/ | =& Pr[~&]
= Pr(€] + 3 Pr[=€]
= 1+ 3Prl€].

Hence, I can deduce that the following derivation holds:
AdeAJYD_CCAgPr[p = p] — 3<5PrE].

I can simplify this derivation such that Pr [5]22Adv£{¥ b-co4,

In conclusion, at the end of the game between the algorithm C and the adversary A,
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the probability of the target sequence BT" being in Listo,, is at least 2Advf4]:[ b-cCA,

Hence, the probability of generating the correct answer p = p’ is at least Q(92 Advfég p-ccA
BT

where Qo represents the total number of the queries to the random oracle Opr. O

B.2.3 Theoretical unforgeability
B.2.3.1 EUF-CMA unforgeability model

The security model I use to prove the integrity of our scheme GAA-FQ is existentially

unforgeable under adaptively chosen-message attacks (EUF-CMA).

Definition 3 (EUF-CMA Security). The scheme GAA-FQ is called EUF-CMA
security, if for the adversary Aa can access to an Encrypt oracle Oepe(M, i) (1 <i < m),

the advantage
AdvﬁgF_CMA()\) = Pr[Decrypt(C*, BT!) = M*|M* ¢ M A C* + .A;?enc(M*,i)L

is negligible, where M is the set of plain messages that Ao has known the corresponding
ciphertext from the oracle Oene, A is the security parameter, and t is the index of the

specified block tokens’ sequence (BT®) by the challenger C with m sequences in total.

To be specific, the adversary Ay can play the following game with the challenger C

and win the game with the negligible probability e.

Game 3. As is a given adversary that can obtain valid signatures from queries. The

game between the challenger C and As is operated as follows.
o Setup

C first generates the public parameter pp via running the algorithm Setup. The
generated pp and all indexes 1<i<m are given to the adversary A,. Note that all the

queries are assumed to be block query.

e Queries
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The following queries can be requested by As for polynomial times. If the information

of the same index 7 is queried multiple times, the same outputs should be offered to As.
1. Message query : C responds with a random message M.

2. Block tokens query(i) : C responds with the sequence of the queried block tokens
BT' = {BT}{, BT%, ..., BT} } and saves this sequence in the list £pr.

3. Encrypt query(M,i) : C executes the algorithm Encrypt(M, BT*) then responds
with the ciphertext C for the message M to the adversary As. Note that the pair of the

message and ciphertext is appended to the list M.
e Guess

The adversary Ay first picks a random message M* from Message query and then
chooses a BT". Then, As uses the algorithm Encrypt to compute the ciphertext C* for
M*. Finally, A submits M* C* to the challenger C. As can win this game if C runs

the algorithm Decrypt and outputs M*.
e Constrains
1. ¢ is not allowed to appear in Block tokens query;
2. Ay cannot submit the message that Ay has known its ciphertext for BT".

I can state that GAA-FQ is EUF-CMA security if the probability AdvﬁgF —OMA(\)
is negligible with polynomial-time queries in the Queries phase under the mentioned

constrains.

B.2.3.2 Proof of EUF-CMA unforgeability

Theorem 1. According to Definition 3, our GAA-FQ scheme is EUF-CMA secure based
upon Lagrange interpolation polynomials against the adversary As in the random oracle

model.
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To be specific, let Oy and Opr be two random oracles; Oy be a real oracle; Ay be the
adversary with a non-negligible advantage € against the scheme GAA-FQ). Hypothetically,
As requests a total of Qpr > 0 queries to the random oracle Opr, then there is an

challenger C that can determined all the coefficients of the specified Lagrange interpolation

1 2Ye—1
Qpr 2*—1"°

polynomial with the advantage at least

Proof. Let H : {0,1}* — {0,1}* be a secure hash function. There are m sequences of
block tokens BT® = {BT{, BT3,...,BT!} (1 < i < m). The target sequence’s index is
defined as t (1<t<m). The algorithm C aims to figure out BT" via executing A; as the

subroutine. Next, C and Ay play the following game.
o Setup

C firstly use the algorithm Setup in GAA-FQ to generate the public parameter pp =
(¢, BCar, AES). The generated pp and all indexes 1<i<m are given to the adversary

As. Note that all the queries are assumed to be block query.
e Queries

The following queries can be requested by As for polynomial times. If the information

of the same index 7 is queried multiple times, the same outputs should be offered to As.
1. Message query : C responds with a random message M from Q).

2. Block tokens query(i) : C queries Opr and then responds with the sequence of
the queried block tokens BT® = {BT}, BT4,..., BT}. Finally, C saves this sequence in

the list Lgr.

3. Encrypt query(M,i) : C asks the real oracle Qg : Encrypt(M, BT") then
responds with the ciphertext C for the message M to the adversary As. Note that

the pair of the message and ciphertext ((M,i),C) is appended to the list M.

o Guess
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The adversary Ajs first picks a random message M* by querying Oy from Message
query. Then, after utilising all the ciphertext from O, and Lp7 to determine a sequence
BT, Ay uses the real oracle Ogp. to compute the ciphertext C* for M*. Finally, A
submits M*,C* to the challenger C. Ay can win this game if C runs the algorithm
Decrypt(C*, BT?) and outputs M*.

e Constrains
1. BT' ¢ Lpr i.e., t is not allowed to appear in Opr;

2. (M*,t) ¢ M in Guess, i.e., Az cannot submit the message that Ay has known its

ciphertext from Ogpe.
e Probability analysis

I define the event E is that BT appears in Lp7. If E does not happen, Pr[Decrypt
(C*,BT") = M*|-E] = 2% Based upon Definition. 3, the adversary A has an advan-

tage:

AdvﬁgchMA<Pr[Decrypt(C*, BT") = M*]
<Pr[E] + Pr[Decrypt(C*, BT") = M*|=E|Pr[-E]
1
= Pr[E] + Q—APT[—'E]
1 1

=ox T (1- QT)PT[EL

22 AdFUF—CMA_

to win the game. It means Ag has the advantage Pr|[E]> to figure out

22 -1

BT" and hence to determine the specified Lagrange interpolation polynomial with the
Decrypt algorithm in GAA-FQ. Hence, the advantage of C using Ay as the subroutine

to determine the specified Lagrange interpolation polynomial is at least

1 22e—1

Qpr 2*-1"

Therefore, I can state that the scheme GAA-FQ can satisfy EUF-CMA security, i.e.,

the probability of AdvﬁgF —OMA g negligible if the Lagrange interpolation polynomial
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is intact. O



Appendix C

Theoretical Security Analysis for
the Proposed Scheme in Chapter

C.1 Correctness

In the Authorise phase, if the data requester has the correct sequence of the identity

attributes AT"", the condition ATV = AT" holds,
ATY = AT
< {H(ATY), H(ATY), ..., H(ATY)} = {H(AT\"), H(AT}), ..., H(AT!")}
& f(z) =g(x)
& Py = P, (for the given P)
& PH, = PH),.

This means that the data requester can pass the Authorise phase if and only if

this requester has the correct corresponding sequence of the identity attributes for the

160
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requested blocks.

To satisfy the condition in the correctness definition, the authorised data requester
should retrieve the key k € Z, for AES decryption with the given point P(z,,yp) on
the polynomial f(x) in the Decrypt phase. Meanwhile, P should present on the correct
reconstructed polynomial as well. Since the condition { H(ATY), H(ATY), ..., H(ATY)} =
{H(AT"), H(AT}"), ..., H(AT}")} holds after the Authorise phase, the reconstructed
polynomial g(z) is the same as the original polynomial f(x) except for the unknown
first coefficient ag = k. Therefore, determining the secret key ¢(0) = ag = k € Z, for

AES decryption requires only one point (shareholder) P(xp,yp):

k=ag

= g(xp) — ATy — AT 2 — ... — AT)V27!
= flap) — AT{"z, — ATy x2 — ... — AT, a})
= flzp) — ATz, — ATya2 — ... — ATV a7
=k (mod q).

Hence, the authorised data requester can reconstruct the polynomial g(z) and restore
the correct key k in the Decrypt phase to ensure Decrypt(pp, C, AT'") = M holds, where
C = Encrypt(pp, M, AT?).

C.2 Theoretical confidentiality

C.2.1 IND-CCA confidentiality model

In this section, the adversary and the definition of IND-CCA (i.e., indistinguishability

under chosen-ciphertext attack) confidentiality model are defined for our CRA? scheme.

Formally, the adversary defined to prove the theoretical security of our proposed

CRA? scheme is: Type-IND adversary.
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e Type-IND adversary: In the Authorise phase, the adversary cannot determine the
message that the given challenge ciphertext is encrypted from, without knowing the

target identity attributes AT"t.

The definition of IND-CCA confidentiality model with the Type-IND adversary for

the Authorise phase in CRA? scheme is described in following Game 4.
¢ IND-CCA model

Game 4. There are m data providers involved in this game. Let A; be the given
Type-IND adversary, and the index of the target data provider be t (1<t<m). The game

played by the algorithm C and the adversary Aj is described with the following five phases:
o Initialise

C first generates the public parameter pp via running the algorithm Setup. Then, C
generates m data providers { Rn‘|(1<i<m)} and the target data provider is Rn’. The

generated pp and all Rn? (1<i<m) are given to the adversary Aj.
e Queries
The following queries can be requested by A; for polynomial times in the game:

1. Identity attributes query (i): C responds with the sequence of the random identity

attributes AT":;

2. Encrypt query(M,i): C outputs the ciphertext C' = Encrypt(pp, M, AT"") and the

point P on the constructed polynomial f(x) in the Encrypt phase;

3. Decrypt query(C, P,i): C decrypts C via running the algorithm Decrypt, then

responds with the plain message.
e Challenge

A; submits two equal-length messages Mg and M. C picks per{0,1}, and then
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computes and returns the challenge ciphertext C* = Encrypt(pp, M ;, AT"t).
e Constraints
1. ¢ is not allowed to appear in the Identity attributes query;
2. (Mj,t) and (Mj7,t) are not allowed to appear in the above Encrypt query;

3. The target data provider’s index ¢ and the challenge ciphertext C* are not allowed

to appear in the above Decrypt query.
o Guess
Aj can win the game if its output p'€r{0,1} satisfies the condition p = p'.

Now, the advantage of A; could be defined as:

AP0 = |Prlp = 4] - 41,

where X is the security parameter. Note that the probability analysis is presented after

the Guess phase in the formal confidentiality proof of our CRA3 scheme.

Definition 4 (IND-CCA Security). The CRA® scheme is IND-CCA secure if the
advantage Advfﬁ b _CCA(/\) of any probabilistic polynomial-time adversary Ay is negli-

gible.

C.2.2 Proof of IND-CCA confidentiality

Theorem 4. According to Definition 4 above, the proposed CRA® scheme is IND-CCA
secure based on the Lagrange interpolating polynomial against the type-IND adversary in

the random oracle model.

To be specific, let v be a random oracle and Ay be a Type-IND adversary with the
advantage AdvﬁjDiCCA against our proposed scheme. Hypothetically, A1 requests a total
of Q- > 0 queries to the oracle y; then there is an algorithm C that can determine all the

correct coefficients for the given Lagrange interpolating polynomial with the advantage of
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at least QlwAdUJ{{YD_CCA.

Proof. A polynomial f(z) with the sequence of the identity attributes ATV = { AT}, AT,",
.y ATV} (1<i<m) and a secure hash function H : {0,1}*—{0, 1} consist of an instance
of the Lagrange interpolating polynomial, where f(z) = a} + H(AT}")z + H(ATy")z? +
e+ H(ATY ) 2™ and af) denotes the encryption key randomly generated in the algorithm
Encrypt of CRA3. The target data provider’s index is defined as ¢ (1<t<m). The algo-

rithm C aims to determine AT"* via executing A; as the subroutine. Next, C and A,

play the game defined in Appendix
e [nitialise

C first generates the public parameter pp = (¢, H, AES) and then sends pp to Aj;.
After that, C generates n data providers {Rn'[1<i<m} and the target data provider
and its identity attributes are denoted by {Rn!, AT"*}. Note that all the generated
Rn' (1<i<m) are given to the adversary A;. Finally, C initialises one empty lists List,
and updates it continuously in the random oracle query Identity attributes query. If the

same input is asked multiple times, the same answer will be returned.
e Queries
C can respond to the queries requested by A; polynomial times in the following ways.

1. Identity attributes query (i1): C generates the sequence of the identity attributes
ATV = {ATy, ATy, ..., AT} randomly and saves (i, AT"") in List, if it is the
first time that ¢ is queried. Then, C respond with the sequence AT"i. Otherwise,

C should retrieve the sequence AT" from List, and return it to Ay directly.

2. Encrypt query(M,i): C uses the algorithm Encrypt to output the ciphertext C' =
Encrypt(pp, M, AT"") and the point P (P should be on the polynomial constructed

with AT in the algorithm Encrypt).

3. Decrypt query(C, P,i): C tries to decrypt C' via running Decrypt(pp, C, P, AT"")
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then responds with the plain message. Note that there is a conditional branch

caused by ¢ to be discussed.
If i = ¢, for each item (i, AT"?) in List., C executes the operations.

— Reconstruct the Lagrange interpolating polynomial ¢*(x) with AT and P to

determine the secret key k = ag for AES decryption.
— Recover (M, Hyy) by computing AES (C) = AES,(AES,(M, Hyp)).

— If H(M) = Hyp holds, C returns M to A;. If there is no item in the List, that

satisfies the condition, C returns L to A;.

If i#t, C runs the Decrypt(pp, C, P, AT") algorithm directly and then sends the

output to A; as the answer.
e Challenge

A; submits two messages M, M;e{0, 1})‘ with the same length to C, then C picks
one random bit p from the set {0,1}. Finally, C computes the ciphertext C* of M via

the following steps:
1. Choose a secret key k€Z, for AES encryption and decryption;
2. Determine f*(z) = k + H(AT")x + H(ATy")z? + ... + H(ATY)z";
3. Pick a random point P*(z*, f*(z*)) on f*(x);
4. Compute C* = AES,(M, H(M})).
Finally, C sends the ciphertext C* and the point P* to the adversary A;.
e Constraints
1. t is not allowed to appear in Identity attributes query;

2. (Mj,t) and (M7,t) are not allowed to appear in the above Encrypt query;
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3. The target data provider’s index t and the challenge ciphertext C* are not allowed

to appear in the above Decrypt query.
e Guess

A; outputs one bit p/ from the set {0,1}. At the same time, C picks a random
element (i, AT"") from List, as the answer to the above given instance of the Lagrange

interpolating polynomial.
e Probability analysis

An event £ is defined as that the adversary A; issues a query to generate the target
sequence ATVt in the Identity attributes query during the described game above. If the

event £ has happened, AT"* occurs in at least one item of List, at the end of this game.

However, if £ does not happen, it means that Pr[p* = ,0*/|—|8] = % holds. Meanwhile,
the condition Advi{f b=CCAL|pPrlp = p] - 3| holds because of the definition of the type-
IND adversary (A;). Based upon the above analysis, the next two derivations can be

illustrated.

Prip=¢'] = Prlp=¢|E]Pr[€] + Prlp = ¢'|-€]Pr[-€]
<Pr[&] + Prle = ¢'|-&€]Pr[—€]
= Pr(€] + L Pr[=€]
= Pr[€] + 3(1 - Pr[€])
~ 4+ 4P

Prip = ¢l Z2Prlp = ¢/|-€]Pr[~€]
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Hence, I can deduce that the following derivation holds:

Adv P AL Prip = o) - §I<3 PrIE].

I can simplify this derivation such that Pr{]>2Adv,.

In conclusion, at the end of the game between the algorithm C and the adversary
Ay, the probability of the target sequence AT" being in the element(s) of List, is at
least 2Advf4]¥ D=CCA  Hence, the probability of generating the correct answer p = p’ is

IND-CCA

at least C%Adv A , where @) represents the total number of the elements in the

list List.,. O



	Abstract
	Acknowledgments
	Table of Contents
	List of Figures
	List of Tables
	List of Publications
	List of Abbreviations
	Introduction
	Research motivation
	Research aim and objectives
	Research scope and contributions
	Thesis organisation

	Fundamental Concepts and a Critical Analysis of the State of the Art
	Preliminaries and background
	Public-key cryptography
	Advanced access control primitives
	eHealth
	Blockchain
	Blockchain-enabled EMRs

	Literature review
	eHealth security and privacy concerns
	Blockchain threats and safeguards
	Access control enhancement for blockchain-enabled EMRs

	Comparison and analysis
	Summary

	Block-based Access Control for Blockchain-enabled EMRs
	System overview
	Motivation for adding access control to blockchain use with EMRs
	System model
	Algorithm description of block-based query authorisation
	Analysis of performance and security
	Experimental results
	Confidentiality and integrity

	Summary

	Granular Authorisation for Blockchain-based EMRs
	Motivation – need for granular access authorisation supporting flexible queries for blockchain-enabled EMRs
	System model
	Key distribution model
	Access model
	Granularity control of EMR queries

	Algorithm description
	Semi-outsourcing key distribution
	Granular access authorisation supporting flexible queries

	Analysis of performance and security
	Simulation results
	Confidentiality and integrity

	Summary

	Challenge-Response Assisted Anonymous Authorisation over Permissioned Blockchains
	Motivation to avoid exposing users’ credentials to untrusted nodes in a consensus network when authorising data access
	System model
	Permissioned blockchain
	Scheme model
	Scheme definitions

	Problem statement and algorithm description
	Problem statement
	Algorithm description of CRA3

	Analysis of performance and security
	Simulation results
	Confidentiality and integrity
	Comparison of security features

	Summary

	Conclusions and Future Work
	Conclusions
	Future Work

	Bibliography
	Appendix Correctness for Block-based Access Control Scheme in Chapter 3
	Appendix Theoretical Security Analysis for the Proposed Schemes in Chapter 4
	Semi-outsourcing Key Distribution (SOKD) Scheme
	Correctness
	Theoretical confidentiality

	Granular Access Authorisation supporting Flexible Queries (GAA-FQ) Scheme
	Correctness
	Theoretical confidentiality
	Theoretical unforgeability


	Appendix Theoretical Security Analysis for the Proposed Scheme in Chapter 5
	Correctness
	Theoretical confidentiality
	IND-CCA confidentiality model
	Proof of IND-CCA confidentiality



