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Abstract 

Software as a service (SaaS) is described as a situation where a full 

application is managed and hosted by the service provider with users or 

customers consuming it over an internet connection using a web browser. 

SaaS applications have a wide range of use cases and benefits and have 

continued to become increasingly important across all sectors where 

security, privacy, and data protection are fundamental.  

Furthermore, the need for compliance with data protection 

regulations in SaaS applications has increasingly received attention, with 

governments coming up with regulations such as the European Union 

General data protection regulation (GDPR 2018) and the Nigerian data 

protection regulation (NDPR 2019) to ensure adequate protection, 

particularly personal data. 

To date, some existing works have covered data protection 

compliance efforts that relate to the GDPR. Therefore, given the 

limitations of the existing approaches, there are none dedicated to helping 

organisations comply with the NDPR data protection requirements 

regarding personal data. Nevertheless, there are many similarities 

between the two sets of regulations, so looking at the GDPR literature 

means that it is still possible to study the NDPR and Nigerian 

organisations’ compliance efforts. 

In this thesis, the above concerns are addressed through the 

execution of a design science and semi-formal methods to investigate, 

translate and map the legal compliance requirements of the NDPR data 

protection properties, and aligning them to the data life cycle for ease of 

encoding and specification of the compliance check procedure within the 

context of SaaS applications.  
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Additionally, this is in tandem with the principles of Privacy by 

Design (PbD) principles. Secondly, based on the translated and mapped 

requirements, the security, privacy and data protection requirements were 

condensed to make them applicable to the context of SaaS applications 

and to express them using an extended semi-formal policy language 

variant of the PrimeLife policy language (PPL) called the SaaS-PPL. 

Thirdly, the extended policy language, SaaS-PPL, is then used to model 

a compliance check syntax and show proof of compliance when all 

properties are matched to validate and show the policy language’s 

applicability within the context of SaaS applications.  

Finally, the extended policy language, SaaS-PPL, is evaluated in an 

NDPR case study within a retail scenario such as a smart retail pay-at-

the-pump showing how compliance to NDPR’s security, privacy and data 

protection properties is achieved when personal data is collected, 

processed, retained, stored and shared. Upon applying the SaaS-PPL 

policy language to express the NDPR requirements, the online platform 

shall become compliant with the NDPR based on the semi-formal proofs 

properties. 
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𝑏𝑎𝑐𝑘𝑢𝑝𝑠𝑡𝑜𝑟𝑎𝑔𝑒 Element for backup storage location for data retention 

 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 Minus operation 

𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟 Element for service provider’s storage infrastructure  

𝑠𝑝𝑘𝑒𝑦 Element for service provider key 

𝐻𝑖𝑑𝑑𝑒𝑛 Encrypted and not available to service provider 

3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑒𝑟𝑣𝑒𝑟𝑠 Third-party storage servers 

𝐴𝑣𝑎𝑖𝑙𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟𝑎𝑏𝑙𝑒 Encrypted and available to service provider 

𝐶𝑙𝑖𝑒𝑛𝑡𝑝𝑙𝑎𝑐𝑒 Element for client or user storage location.       

𝑃𝑜𝑙 ≤  𝑅𝐸𝑄 Where service provider policy is less than or equal to the 

user preference(s) 

𝑃𝑜𝑙_𝑡𝑦𝑝𝑒𝑠𝑒𝑡_𝑖 Service provider policy element 
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CHAPTER ONE 

1.0 Introduction 

Recent advances in the ways in which services can be delivered 

over the Internet have unlocked significant opportunities for software 

companies (Chen, H. 2016) and accelerated new service platforms such 

as Software as a Service (SaaS) applications. However, they have also 

generated problems for example personal data privacy and protection 

issues, leading to fears that people’s fundamental rights and personal 

data will be abused. 

One way to address these challenges is to ensure compliance with 

data protection regulations and to apply relevant concepts such as Privacy 

by Design, championed by Anne (Cavoukian 2008). To contribute to 

solving the growing data protection challenges faced by users and 

organisations alike, Cavukian has advanced seven Privacy by Design 

principles in order to include means of enhancing privacy and data 

protection mechanisms for example in SaaS applications platforms and 

technologies at the development level. 

Although, many efforts have been launched to give citizens and 

individuals data protection rights whenever their data are processed, 

whether in physical or digital format. In 1981, the Council of Europe issued 

a convention with the intention of protecting personal data. This 

convention extended numerous rights to citizens of EU countries, while 

Directive 95/46 / EC conferred additional rights to all EU peoples (A. S. 

Ahmadian, J. Jürjens 2016). In April 2016, the European Parliament 

agreed on the new General Data Protection Regulation (GDPR); this 

entered into force in May 2018 (L. Elluri, A. Nagar et al. 2018a), with 

jurisdiction across the entire European Union.                                                                          
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The GDPR for example, introduced, several novelties to personal 

data regulation such as Article 25, which requires privacy mechanisms to 

be included in designs by default. Other requirements of the GDPR 

include a right to erasure, consent to data collection before processing, 

transfer personal data to another data controller, and be notified of any 

personal data breach within 72 hours. Data protection agencies have 

been established to implement these provisions, such as the Information 

Commissioner’s Office (ICO, 2019c) in the UK.  

In countries around the World, a handful of data protection 

regulations have been implemented. For example, the Nigerian Data 

Protection Regulation (NITDA 2019) in Nigeria, which was set up in 2019, 

following in the footsteps of the GDPR (Brodin 2019a). 

1.1 Research challenge 

Legislations aimed at data privacy and protection such as the NDPR 

and GDPR require all public data-processing organisations to comply with 

these regulations. The level of compliance has been significantly 

increased by raising awareness among citizens about their data protection 

rights, while imposing compliance restrictions on data controllers and 

processors. Implementing mechanisms to guarantee security, privacy and 

personal data protection in any system for instance, SaaS applications is 

a significant challenge. Organisations that collect personal data must 

abide by privacy, data protection, and security provisions and failure to do 

so under the GDPR will result in the imposition of penalties to the tune of 

4 per cent of their yearly revenue or a penalty of up to EUR 20 million. The 

equivalent figure for the NDPR is 2 per cent of annual gross revenue for 

data processors that manage the data of at least 10,000 users or data 

subjects and 1 per cent for data processors with less than 10,000 data 

subjects. 
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Researchers have investigated the issue of how to ensure that IT 

infrastructures and systems such as SaaS applications comply with 

privacy and data protection regulations. However, while there exist 

various works which have covered compliance efforts that relate to the 

GDPR, there are none dedicated to helping organisations comply with the 

NDPR data protection requirements. Nevertheless, there are many 

similarities between the two sets of regulations, so looking at the GDPR 

literature means it is still possible to study the NDPR and Nigerian 

organisations’ compliance efforts. 

1.2 Motivation 

Currently, there is significant interest in enforcing compliance with 

data protection regulation relating to privacy and security of personal data 

in SaaS applications from industries in Nigeria such as the retail sector, 

because of the potential benefits SaaS applications could bring to the 

industry. However, the Nigerian data protection regulation NDPR aimed 

at ensuring the protection of data owners' privacy and rights is a legal 

textual document and therefore unable to ensure compliance. Thus, 

achieving compliance with data protection such as the NDPR is critical to 

the continued adoption of SaaS in Nigeria in a retail context.  

Therefore, the following form the bases of this thesis findings and 

contributions to privacy and data protection compliance: a) the exploration 

of the critical compliance challenges faced by organisations desirous of 

using SaaS applications and generally cloud computing solutions. b) the 

advancement of a means of achieving compliance with data protection 

regulations with a focus on SaaS applications to organisations desirous of 

complying and moving away from textual compliance by embedding 

privacy and data protection compliance in their processes, systems, and 

technologies. c) applying a language-based compliance technique to 
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relevant examples or use cases based on the NDPR data protection 

regulation.  

Additionally, the researcher was motivated to learn more about 

SaaS applications and cloud computing, particularly privacy security and 

data protection and making valuable contributions, mastering relevant 

skills, recognizing the inherent limitations of these skills, and 

communicating outcomes professionally. 

Solving these key challenges have motivated this research 

exercise, which has given rise to a novel means of compliance with data 

protection regulations with a focus on SaaS applications, one of the three 

models of cloud computing by organisations who have adopted or 

implemented SaaS applications to boost their operations and the 

researcher assumes that SaaS application service providers provide 

services to customers across a range of sectors and to help organisations 

achieve compliance with data protection regulations and privacy protocols 

within the framework of SaaS implementations. 

The National Institute of Standards and Technology (National 

Institute of Standard and Technology -USA 2011) describes SaaS 

applications as the phenomenon whereby service providers host and 

administer entire applications, while users and customers use these 

applications over an Internet connection using a web browser (A. S. 

Ahmadian, J. Jürjens 2016). The SaaS model is one of the main models 

of the cloud, with the other two being Platform as a Service (PaaS) and 

Infrastructure as a Service (IaaS) (CSA 2017). A few examples of some 

sub-models of the cloud that usually depend on any of these three main 

models include the Function as a Service (FaaS) (B. Li, Z. Li et al. 2021), 

Data as a Service (DaaS) (Terzo, Ruiu et al. 2013), Container as a Service 

(CaaS) (Hussein, Mousa et al. 2019) These models depend on the cloud 
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computing paradigm, as they rely on pervasive, on-demand network 

access to computing resources, usually shared, configurable and capable 

of being  provisioned in a rapid fashion as well  as released when not 

needed with very little effort and little input from the service provider 

(Tiwari, Joshi 2014a). 

Due to the architecture and flexibility that SaaS applications offer 

organisations, this phenomenon has seen an explosion in interest, with 

revenue reaching $94 billion in 2019 and expected to revenue to reach 

$143.7 billion in 2022 (Gartner Inc 2019). SaaS applications provide a 

number of key benefits to consumers: ease of deployment, pay as you go, 

pricing models, scalability, and least cost of maintenance. Other benefits 

include accessibility via the Internet anywhere, anyplace, and at any time, 

with significant resource utilisation and centralised management also 

made possible due to multi-tenancy and virtualisation technologies, in 

addition to the continuous availability that is usually guaranteed by the 

service provider(Qualtrics 2017). For example, Kongsberg Digital, a 

solutions provider, provided Shell with a SaaS-based software solution 

that spans the company's upstream, integrated gas, downstream, and 

production business lines. Shell gained benefits and capabilities from the 

solution, including the ability to integrate assets, deliver high-end 

visualisations, and analytical capabilities on a global scale  (Perrons, 

Hems 2013, Offshore Engineer 2020). 

Additionally, the SaaS platform enabled Shell to combine and 

interpret real-time sensor data from IoT devices, historical data, 

engineering data, and other transactional business data from a variety of 

data sources, enabling Shell to digitally improve work processes and 

maximise facility efficiency. 
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However, despite these benefits, SaaS applications still suffer from 

several significant drawbacks (L. Elluri, et al. 2018a) in connection with 

concerns relating to security, privacy and data protection, for example, 

compliance, governance control, trust, identity and access management, 

and incident response issues (NIST-USA, 2011, Di Iorio, Carinci et al. 

2020), which have led to more breaches to privacy and security of data in 

recent years. For example, on one occasion, data belonging to customers 

of the British Airways Avios software platform were breached due to 

multifactor-authentication problems on at least 13 critical SaaS 

applications, according to the ICO’s office, which another serious breach 

affected Marriott International Inc. Under the GDPR, these two incidents 

attracted fines of £183.39 and £99 million, respectively (ICO, 2019a) In 

Nigeria, the NITDA recently investigated the activities of Truecaller for the 

alleged violation of Nigerians’ privacy rights (Truecaller 2020). As a 

consequence of these breaches, organisations continue to face the 

problem of how to design or align their internal processes and operations 

with complying with data protection regulations while simultaneously 

discharging their services without breaching the privacy rights of their 

customers. These problems become more apparent when organisations 

adopt or migrate their software assets to the SaaS applications model. 

As mentioned previously, managing users’ personal data is a major 

concern in SaaS applications (Wang 2011a). Similarly, in cloud‐

computing architectures that consist of third-party resources, privacy can 

be violated by inappropriately implemented privacy settings since users’ 

data are exchanged across multiple business partnerships. 

Another matter is that these regulations are usually textual and 

made up of many legal provisions, making it challenging to ensure the 

compliance of organisations such as SaaS applications service providers. 
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Researchers have explored a range of approaches designed to support 

organisations to achieve compliance with data protection regulations. 

These approaches and solutions include manual audits, industry 

certifications, propriety mechanisms, frameworks, architectures, and 

policy languages such as Primelife (Azraoui, Elkhiyaoui et al. 2015a)—an 

enhanced XACML access authorisation policy language designed to 

protect, track access control and authorisations to resources in 

compliance with the privacy requirements enshrined in data protection 

regulations. For example,  (Jayasinghe, Lee et al. 2018) proposed a 

GDPR trust-based compliant framework for data controllers, but currently 

no efforts have been made to help SaaS applications providers to comply 

with NDPR data protection regulation requirements. 

This background offers a solid justification to ensure that service 

providers in Nigeria abide by NDPR regulations. They can contribute to 

operationalising compliance with NDPR data protection regulations in 

SaaS applications by making use of semi-formal methods to design a 

semi-formal policy language for the specification and reasoning of the 

data protection properties of the NDPR on an end-to-end basis. The 

application of the concept of the data life cycle is a requirement within the 

SaaS context. This concept involves the specification of compliance and 

data protection properties at the stages of data collection, processing or 

usage, storage, retention or deletion, and forwarding, where data are 

forwarded to a third party. 

1.2.1 Research questions 

The following research questions are proposed here: 

1. RQ1. What are the legal requirements of the NDPR, as they relate 

to the principles of Privacy by Design?  
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2. RQ2. Can the legal requirements of the NDPR be mapped and 

aligned to the data life cycle?  

3. RQ3. How can privacy and data protection requirements be 

presented in a semi-formal policy language? 

4. RQ4. How can a model of the compliance check syntax show proof 

of compliance when all properties are matched and validated within 

the context of SaaS applications? 

1.3 About this thesis 

This thesis seeks to specify and reason about data protection 

requirements and properties at the granular level of the data life cycle 

within SaaS applications by utilising semi-formal methods and techniques 

to design a policy language made up of syntax and semantics. This being 

so, specific issues or concerns such as governance, trust issues, and 

incidence response are out of the scope of this thesis. 

The overall aim of this thesis is to design an extended, semi-formal 

policy language approach to privacy and data protection compliance for 

SaaS business applications by expressing requirements for a) the privacy 

of personal data and b) the achievement of compliance with data 

protection regulations that relate to the privacy of personal data. 

1.3.1 Research objectives 

To further achieve the aims of this research, the following objectives have 

been set out: 

i) To carry out SaaS focused and NDPR compliance approach research 

with emphasis on achieving compliance with data protection regulations 

such as the NDPR in the areas of privacy of personal data, data 

security, location, multi-tenancy, usage, storage and data forwarding. 
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ii) To define compliance properties and map the privacy and data 

protection properties of the NDPR regulation, while aligning them to the 

data life cycle for ease of encoding and specification of the compliance 

check procedure, within the context of SaaS applications.  

iii) To condense data protection regulation requirements to make them 

applicable to the context of SaaS applications and to present them as 

a semi-formal policy language. 

iv) To propose a model compliance check syntax and show evidence 

of compliance when all properties are matched to validate and show the 

policy language’s applicability within SaaS applications and to evaluate 

the SaaS-PPL within an NDPR as a case study in a retail context. 

Achieving the first objective (i) is the first step in addressing the 

research challenge and could, perhaps, trigger subsequent research to 

further understand the challenges and propose newer alternatives 

solutions. The achievement of the second objective (ii) will have a two-

fold benefit: a) to define and map compliance properties to address the 

problem of the privacy of personal data and b) to align these properties to 

the NDPR regulations for ease of encoding and specification. The third 

objective (iii) is set out for two purposes: a) to convert the applicable data 

regulations requirements to the context of SaaS applications and b) to 

present these requirements within the syntax and semantics of a semi-

formal policy language. The fourth objective (iv) is to provide a model 

syntax for compliance check to show proof of compliance when all 

properties are matched within the context of SaaS applications. 
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Figure 1: Research objectives, questions and methods mapping 

1.3.2 Contributions  

1. SaaS and NDPR focused compliance approach/mechanism 

The first contribution is a SaaS focused and NDPR compliance 

approach with an emphasis on achieving compliance with data protection 

regulations such as the NDPR in the areas of privacy of data, security, 

location, multi-tenancy, usage, storage and data forwarding within the 

context of SaaS applications. The focus on  SaaS applications resulted in 

new knowledge that may be used as an initial benchmark for policy 

language extensions and that should be considered when proposing 

extensions for implementing the language in different scenarios such as 

in an on-premises SaaS scenario. 
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2. Mapping the privacy and data protection properties of the NDPR 

The second contribution is to map the security and privacy provisions of 

the NDPR regulations and align them to the data life cycle for ease of 

encoding and specification. SaaS application service providers collect 

users’ data to enable their applications or services, thus creating the need 

for bodies to ensure compliance with data handling regulations. This 

research considers a scenario in which data are collected and transferred 

out of the data subjects’ control to the service provider’s infrastructure. 

The data could be used in ways that conflict with the data subjects’ data 

handling preferences, thus raising privacy and data protection concerns 

over a potential loss of control over personal data (Trapero, Modic et al. 

2017). 

In order to deliver this contribution and alleviate these concerns, an 

analysis of the obligations of data controllers as detailed in the NDPR is 

carried out, and a policy language presented to articulate the data-

handling rules that correspond to data collection, usage, storage, deletion 

and retention, and forwarding. 

3. Development of a Syntax and semantics of the SaaS-PPL 

The third contribution is the conversion of the data protection regulation 

requirements in a condensed way that is applicable to the context of SaaS 

applications and presented as a semi-formal policy language. This was 

done by keeping the fundamental roles defined in PrimeLife policy 

language, access control and authorisation policy language (Slim 

Trabelsi , Akram Njeh , Laurent Bussard , Gregory Neven 2010). A syntax 

is presented to specify and express the data protection properties of the 

NDPR, while the syntax for the policy language policies is defined and 

aligned to the data life cycle. 
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4. Compliance check syntax showing proof of compliance 

The fourth contribution is the compliance check syntax to show proof of 

compliance when all properties are matched and the validity and 

applicability of SaaS-PPL in the context of SaaS applications. The 

compliance check syntax is designed to show proof of conformance when 

a service provider’s preferences are matched with the data subjects’ 

preferences.  

1.4 Research methods and approach 

The aim of this research work is to design an artefact,  therefore, the 

researcher employed the design science and semi-formal methods as put 

forward in (Brodin 2019a, Li, Werner et al. 2019, Russell, O'Raghallaigh 

et al. 2018), which are excellent choices for the research context. In 

design science, the built artefact can be a model, process, method, or 

design in theory (Russell, O'Raghallaigh et al. 2018). Design science 

deals with two challenges: how to solve a functional problem in a particular 

organisational context and to create and validate an artefact—in this case, 

a way of specifying compliance requirements that pertain to the 

recognised problem such as compliance with novel data protection laws; 

and how to technically design something that requires a problem to be 

first identified in practice (Li, Werner et al. 2020), (Serrado, Pereira et al. 

2020). 

Additionally, the researcher collected qualitative data in the early 

stages of the research using qualitative techniques such as a survey and 

a focus group session of a select number of high-profile organisations in 

Nigeria in order to understand the security and privacy concerns of these 

organisations relating to SaaS applications. These concerns were 
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collected and aligned with the legal requirements from the NDPR, based 

on the principles of Privacy by Design (A. Cavoukian 2020). 

Further, on semi-formal methods, Bjorn et al. (Bj\orner, Havelund 

2014) identified semi-formal methods—a methodology whose 

procedures, tools, and techniques can be described in mathematics. Bjorn 

et al. described a method of presenting a language to specify 

requirements, a semi-formal syntax, a structure for the statements, and 

semi-formal semantics that provides explanations for the logic and 

meanings of the syntax statements, as well as a semi-formal proof system 

to prove or disprove the correctness of intended systems or designs. 

Semi-formal approaches and methods are used to ensure the correct 

specification and analysis of a specification and subsequently transform 

the constructed specification(s) into the working system(s) or software. In 

addition to the construction of specification languages, semi-formal 

methods are used to construct software packages and solutions. 

NDPR (2019) case study 

Many organisations in Nigeria, including those that provide SaaS 

applications, products, and services, are aware that in January 2019, the 

NDPR legislation established a new framework that regulated how to 

process personal data. Despite this, many organisations have not 

effectively implemented compliance processes, are concerned that they 

are not currently compliant with this legislation and are worried about 

possible penalties. This being so, these organisations must review their 

processes, ascertain what data they collect, how they utilise it, and, 

ultimately, share and transfer data with their third-party partners. In the 

context of this research, ‘personal data’ refers to knowledge or information 

regarding a natural being and their personal data, which almost all 

organisations collect in Nigeria, especially service providers. 
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One crucial aspect of the NDPR is that it states that an organisation 

must minimise the personal data it receives and publicise the data 

collection's intent, making it mandatory for all data controllers to reveal 

why they are collecting personal data. Organisations and service 

providers must have a lawful basis for processing personal data and the 

NDPR has established a variety of lawful bases for various forms of 

personal data collection. Nevertheless, each service provider must clarify 

the legal foundation they follow for all the data they collect and process. 

It is against the background of these concepts that this research study 

develops a policy language to capture the properties of NDPR legal 

specifications to ensure compliance with the NDPR; the case study 

followed here has been proposed to study how to achieve privacy data 

protection, and security in SaaS applications. 

For example, suppose a service provider is dependent on consent 

as the legal justification for its gathering of personal data. In that case, it 

must be willing to show that each individual who has given consent did so 

voluntarily, that the consent was conscious, and that it was unambiguous. 

Users must also be given opt-out or opt-in options. This is a significant 

problem since the NDPR is a textual document, which makes it 

challenging to ascertain compliance to this basis. 

1.5 Thesis outline 

The rest of this thesis is structured as follows. Chapter 2 presents a 

review of the fundamentals of SaaS applications, as they are related to 

the aim of this thesis. At the same time, it also highlights the concepts of 

privacy, data protection regulation issues, and compliance and 

establishes a link between SaaS applications, privacy, and data 

protection. Chapter 3 discusses the research methodology, including the 

overall approach taken. Chapter 4 presents the requirements for the 
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SaaS-PPL policy language and then maps out the obligations of data 

controllers, as set out in the NDPR regulations that pertain to the need to 

specify and express policy requirements at the granular level, based on 

the concept of Privacy by Design, Chapter 5 discusses and presents the 

results from the data collection and analysis. Chapter 6 presents a novel 

policy language extension, syntax, semantics, and compliance check 

semantics and procedures. Chapter 7 uses a case study to show data 

flows in a scenario showing how data are handled across the stages of a 

data life cycle within the context of SaaS applications. Finally, Chapter 8 

concludes the thesis and discusses some ideas for future work. 

1.6 Chapter summary 

This chapter has provided a general overview of the thesis. It has 

highlighted the research context, which is the security, privacy, and safety 

of personal data alongside compliance challenges with data protection 

regulations, within SaaS applications. The chapter has also discussed the 

research challenge, motivation, aims, and objectives, formulated the 

research questions, outlined the contributions, and presented an overview 

of the research methods that bind the research process. Finally, the 

chapter has presented an outline and summary of the thesis as a whole. 
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CHAPTER TWO 

2.0 Related Work 

Based on the research objectives and approaches discussed in 

Chapter 1, these areas have been identified as relevant for a review to 

put the research within context. The review aims to answer questions 

about SaaS applications, security, privacy issues, and personal data 

protection, including the PbD concept. Furthermore, the review explores 

issues with existing approaches to ensure data protection using law and 

regulation instruments in SaaS applications. These questions and issues 

are centred around SaaS applications’ fundamentals and the concepts of 

personal data, security, privacy, and data protection. Furthermore, the 

principle of privacy by design is further reviewed to understand how it can 

help implement and achieve privacy within the research context.  

What is the link between SaaS applications, data privacy, and 

current data protection regulations, including the issues relevant to this 

research? Additionally, is there a way to execute data protection in SaaS 

applications by relying on principles such as privacy by design? Currently, 

are there methods or approaches to ensure data protection regulation 

compliance and privacy by design within the context of SaaS 

applications?  

Because the Nigerian Data Protection Regulation (NDPR) is a new 

regulation that came into effect in April 2019, not enough literature exists 

on how compliance is tackled, especially concerning security, privacy, 

data protection, and privacy principles by design relating to SaaS 

applications and the NDPR. To achieve the review objective, the 

researcher gathered resources from a wide range of sources, such as 

academic databases (e.g. ACM, IEEE, Wiley, Gartner, and Springer 

journals) and relevant data protection regulation documentation such as 
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the NDPR and General Data Protection Regulation (GDPR) (e.g. industry 

reports and resources such as the CSA Security Guidance). Finally, to 

construct this thesis’s review section, the researcher followed Randolf and 

Justus's methods (Randolph 2009). 

2.1 SaaS Business Applications– The Fundamentals 

The National Institute of Standards and Technology – USA (2011) 

has described a SaaS application as a situation where the provider 

manages and hosts a full application, with users consuming it over an 

internet connection using a web browser. Furthermore, there are three 

models within the cloud computing system, of which the SaaS model is 

one. Other models include Infrastructure as a Service (IaaS) and Platform 

as a Service (PaaS) (CSA 2017). They all rely on ‘ubiquitous, convenient, 

on-demand network access to a shared pool of computing resources that 

are configurable, for example, networks, servers, storage, applications, 

and services that can be provisioned and released with minimal service 

provider interaction (CSA,2017). Users of SaaS applications are not 

responsible for controlling infrastructure components such as servers, 

networks, and, in some cases, application capabilities – except in some 

user-specific settings. 

SaaS applications provide several key benefits to consumers, such 

as ease of deployment, a unique service payment model requiring users 

to pay for when a service is used (sometimes referred to as ‘pay as you 

go’), the capability to scale as usage grows, and least cost of maintenance 

(Qualtrics 2017). Additional benefits include being accessible via the 

internet from anywhere, anyplace, and at any time, with significant 

resource use and centralised management due to multi-tenancy and 

virtualisation technologies and continuous availability guaranteed by the 

service provider (Kulkarni, 2013). 
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SaaS users fall into two categories: everyday users and enterprises 

or organisations that procure licences and obtain access from SaaS 

service providers. These users rely on their administrators to configure 

their SaaS access and settings. Additionally, SaaS applications rely on 

configurable and multi-tenant architectures that allow users to use their 

dedicated part of the application – usually on the same hardware. The 

SaaS architecture is comparable to a service-oriented architecture, where 

client requests are met even at peak hours and transactions can be 

processed in a secure and reliable setting. 

 

 

 

Figure 2: SaaS model (NIST,2011) 

According to (R. Maheshwari,et al. 2020, Ojala, 2014, CSA, 2017, 

NIST, 2011, Loukis, Janssen et al. 2019, NIST Guide , H. Song, P. H. 

Nguyen et al. 2019, Singh, S., Jeong et al. 2016), and (G. Laatikainen, A. 

Ojala 2014), the SaaS architecture is sometimes divided into a number of 

categories referred to as maturity levels. These levels are the ad-hoc level 

(J. Jing, J. Zhang 2010), the configurability level (D. Li, W. Zhang et al. 



   

19 
 

2011), and the multi-tenancy level (Zhang et al. 2011), a critical level 

where more than one user shares the same application and hardware. It 

is at the multi-tenancy level where the application differentiates between 

application tenants as well as their usage data, and configurations (Komu, 

Sethi et al. 2012), (X. Zheng, J. Jiang et al. 2017). Tan et al. (Tan, Ai 2011) 

described a multi-tenant environment as having multiple users of a SaaS 

application who may be from different locations. Organisations may use 

the same application but may also be prevented from or not capable of 

seeing or having access to each other’s configurations and usage data. 

They may still be allowed to share the same application and scalability, 

which is a significant issue that SaaS applications face. Numerous 

organisations (tenants) typically share each SaaS application, with each 

tenant having hundreds or thousands of users (Yimam, Fernandez 2016), 

(CSA 2017), (S. Aleem, et al. 2019), (Sultan et al. 2019). 

SaaS applications represent the largest group of applications in the 

cloud market and can be divided into two variations, horizontal and vertical 

(Hinkelmann 2018). Horizontal applications are email or collaboration 

applications. They can encompass different industries and markets. 

Meanwhile, vertical SaaS applications are targeted to industries such as 

oil and gas, healthcare, and financial and banking industries. (R. 

Maheshwari, et al. 2020) described horizontal-based SaaS applications 

as those that are mainly focused on wide adoption, whereas vertical SaaS 

are those that are mainly focused on industries. 

SaaS applications offer numerous benefits and efficiencies in some 

use cases, such as collaboration technologies (J. Tarazi, V. L. Akre 2013), 

(E. Huanachin-Yancce, R. C. Vega et al. 2019), customer relationship 

management systems (A. Manchar, A. Chouhan 2017), (M. Rezaei-

Malek, N. Rezaei-Malek et al. 2013), retail sales (A. A. Achargui, A. 

Zaouia 2016), billing, enterprise resource planning, human resources, 
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social networks (A. Nugraha, et al. 2012), financials, (A. Shi, Y. Xia et al. 

2010), content management (IEEE Standard, 2018), email (Radicati, 

Levenstein 2013), and office productivity (P. Xu, T. Jiao et al. 2016). 

Because of these benefits, there has been a significant rise in interest in 

SaaS applications and other cloud technologies, with (Gartner Inc 2019) 

SaaS revenue reaching about $85.1 billion in 2019 as SaaS applications 

continue to provide incentives for adoption such as low cost, pay as you 

go, pricing models, quick setup, scalability, and easy upgrades to 

businesses and organisations ( Harikrishna, and Amuthan,  2016). 

2.2 SaaS Use Cases 

2.2.1 Collaboration 

As one of the SaaS model use case, collaboration has become a 

means for improving organisations' productivity and output. Collaboration 

technologies form an essential part of organisations' infrastructure and 

investments, especially in essential areas such as supply chain 

management, retail, banking operations, educational and knowledge 

management, teamwork, and process improvement (J. Tarazi, V. L. Akre 

2013). Some of these collaboration applications relying on the SaaS model 

include Microsoft Sharepoint (Huanachin et al. 2019), Monday.com 

(Monday.com 2020), Blink.com (Blink 2020). Because user data are 

communicated as plain text in SaaS applications, in this context, data 

protection becomes very difficult by relying on existing security, privacy, 

and data protection methods (Volmer, 2018). 

 

2.2.2 Customer Relationship Management (CRM) 

The dawn of the cloud brought a significant shift in how organizations 

manage relationships with their customers. In the past, organizations used 

a model of the onsite or on-premise client-server applications to manage 

relationships emanating from a sale. However, today, the SaaS model has 
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significantly impacted that model, and now customer relationships are 

managed using customer relationship applications or CRM. CRM 

applications allow organizations to collect, store, and manage clients' data 

using the SaaS model to track each customer's collaboration, including 

future customers and relationships (Chouhan, 2017). One of the SaaS 

applications aimed at CRM is Salesforce. As a CRM application, Salesforce 

helps organizations organize data into objects and records (M. Rezaei-

Malek,  et al. 2013). 

2.2.3 Retail and Sales 

As one of the use cases of the SaaS model, many companies rely on 

some forms of enterprise SaaS applications to drive their sales in their retail 

business, such as in logistics, supermarkets and food chains, oil and gas, 

and pharmaceuticals. As retail organizations are complex due to the 

complexities of the relationships and partnerships they rely on, SaaS 

applications have continued to help them scale by relying on the SaaS 

model's scalability model of the cloud-computing paradigm. Following this 

trend, enterprise software vendors move from single-tenant on-premises 

applications to multi-tenant SaaS applications to sales and retail sectors 

(Nguyen et al. 2019). 

2.2.4 Enterprise Resource Planning 

Another use case of the SaaS model is enterprise resource planning. 

As more organizations migrate from on-premise, client-server architectures 

to SaaS-based solutions, ERP providers began to provide best business 

processes using the SaaS models. Due to the consequence of adopting 

the SaaS delivery model, previous ERP applications were only affordable 

to enormous organizations. Now, the SaaS model has become affordable 

due to the cloud's pay-as-you-use model. ERP software or systems are 

modular applications that support different business functions utilizing fully 

integrated business processes by depending on a shared database; the 
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visibility of data and collaboration increases among business units 

(Achargui, Zaouia 2015). For example, SAP Business ByDesign, Microsoft 

Silverlight, and Adobe Reader (J. Lewandowski,  et al. 2013, Vinh Thong 

Ta, 2018). 

Despite these benefits (Trapero, Modic et al. 2017), questions have 

continued to be raised around the security and privacy of personal data 

when using SaaS applications. These applications continue to suffer from 

several significant drawbacks and challenges relating to privacy and data 

protection, governance control, trust, identity and access management, 

incident response (Tiwari, Joshi 2014a), (NIST,2011) and data security 

(Y. Wang, et al. 2018). 

To address these drawbacks and others relating to data handling 

best practices and data location (Vinh, 2018, Kovačić et al. 2018), 

governments and regional bodies such as the EU (Tamburri 2019), the 

Nigerian government (NITDA, 2019), and the United States have enacted 

data protection regulations (W. Stallings 2020a). These regulations have 

a significant impact on the operational activities of organisations 

concerned with personal data handling. However, compliance with these 

regulations continues to be a significant hurdle for users and service 

providers alike (M. Rueben et al. 2017). 

2.2.5 Artificial Intelligence (AI) 

AI is the science and engineering of creating intelligent devices, 

most notably sophisticated computer programmes (McCarthy 2007). 

Recently, SaaS applications have included AI to enhance the user 

experience in electronic commerce systems, for instance, (J. Tang 2020)  

developed an AI-based e-commerce system by relying on the SaaS 

model and neural networks to govern e-commerce market access, 

enhance the credibility of transactions, offer clear information to 
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safeguard transaction security, and protect the interests of the 

transacting parties. 

Similarly, (Ikram 2020) developed an AI-powered Service Broker for 

selecting simple and composite SaaS cloud solutions SaaS. Ikram stated 

that the solution includes a service ranking system, an evaluation system, 

and a composite decision-making system that assists SaaS service users 

to select the ideal service. 

Additionally, (Hendradi, et al. 2020) claims that the evolution of 

education today recognises the term Education 4.0, which is an extension 

of the Industrial Revolution 4.0, in which the influence of Artificial 

Intelligence is critical. They then advanced an architectural design for an 

AI-based SaaS-based e-learning system that could serve as a model for 

Education 4.0. 

2.2.6 Internet of Things (IoT) 

SaaS applications are being utilised to power the Internet of Things 

(IoT) networks and devices (Antoniou, 2019). Recent forecasts indicate 

that over 30+ billion devices will be connected by 2023, and with the 

Internet of Things (IoT) at the centre of this growth, (Patel et al. 2019).  

Today, as more data-capable devices are connected, new IoT 

applications driven by SaaS applications are emerging in practically every 

industry, including connected and autonomous vehicles (M. Hashem Eiza, 

Q. Ni 2017), logistics operations (Verdouw, et al. 2016) , both large and 

small. 

The Internet of Things is a network of networks in which the end 

devices are not human-operated but may include devices, mechanical 

and digital machinery (Antoniou, 2019). Additionally, Antoniou argued that 

many firms now rely on IoT-based technologies to expand their capacity 
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for providing superior customer service and streamlining management 

processes. 

By utilising IoT to monitor an organization's operations and utilising 

software such as SaaS applications to track and collect data throughout 

the data life cycle, organisations can collect data on products and 

employees, raising ethical, legal, and human rights concerns, particularly 

regarding privacy and personal data protection. Antoniou then discussed 

the impact of incorporating IoT into a Smart Information System, such as 

an interactive SaaS platform, with a special emphasis on systems built to 

integrate with the 5G network. 

Additionally, problems relating to quality of experience (QoE), legal 

and human rights concerns, such as data privacy, were analysed and 

pertinent recommendations made in the context of an IoT and SaaS 

application  enabled to track and gather data from the entire data lifecycle 

executed in a national and global case study.(Antoniou, Andreou 2019) 

(López-Viana, Díaz et al. 2020) developed a prototype for a fully 

distributed system with a continuous delivery (CD) process flow for a 

customised SaaS application that distributes updates at the IoT Edge 

solution. IoT Edge is a computing solution for Internet of Things (IoT) 

systems that require rapid processing and reaction times in system to 

render real-time decisions (Morabito, Cozzolino et al. 2018), such as 

those used in smart farming . They then successfully instantiated the 

architectural model and CD process flow in a case study involving 

precision agriculture. 

To address the problems of linked data in IoT domains (D'silva, 

Thakare et al. 2016) combined three open source technologies: Ejabberd, 

Apache Spark, and Neo4j database for usage by a SaaS application on a 
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secure Microsoft Azure public cloud. To allow end-users to simply run their 

own IoT systems, (Nagano, Arai et al. 2021) introduced a new SaaS 

platform, Motch, to facilitate the operation of IoT systems created by end-

users. The platform mainly addresses concerns at the stages of collection 

and storage of the data life cycle. 

2.3 The Concept of Privacy 

In the past, the idea of privacy played a critical role in the political, 

economic, social, and even religious scholarship of early scholars. The 

concept of privacy has been discussed in the works of philosophers such 

as Aristotle and Locke. Locke’s argument on private and public property 

concepts provided the basis for a clear differentiation between private and 

public property. Locke explained why he denoted the description of private 

property as a characteristic of privacy (DeCew 2015). 

As human society advanced, especially in human rights, this led to 

the adoption and recognition of many rights – particularly the individual’s 

‘right to be left alone’ (Solove 2005). This is further highlighted in the works 

of two leading scholars on the concept of privacy, (Warren, Samuel D., 

Brandeis 1890), who argued that a person has the right to their privacy, 

including the body's privacy and mind. Further, they argued that this right 

is enforceable, and it is known today as the individual’s right to privacy. 

With today’s technological advancements, such as the cloud and artificial 

intelligence, old arguments on privacy, such as the individual’s right to not 

be observed or even disturbed (Curzon, Almehmadi et al. 2019), are no 

longer tenable. 

From a legal perspective, countries, regions, and bodies have 

advanced different definitions of privacy. For example, the EU has given 

the concept and right of privacy for EU citizens the law's backing by setting 

up the EU Human Rights Commission (Drake 2017), (Goddard 2017). 
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These rights were also included in additional EU initiatives such as 

the Convention for the Protection of Individuals in 1980; data protection 

directives (Markopoulou, Papakonstantinou et al. 2019); and, recently, the 

GDPR (Custers, Sears et al. 2019, Albrecht 2016) repealing early 

directives and conventions (Custers, Sears et al. 2019). With the evolution 

of these conventions and directives, legal rights relating to the individual’s 

right to privacy were granted and guaranteed in law, while at the same 

time, obligations were imposed on organisations that collected and 

processed the personal data of EU citizens. 

Other regions and countries followed suit, enacting data protection 

regulations in places such as Nigeria (Asuquo 2019) and the United 

States (Maria, 2020), requiring organisations to implement privacy 

principles for their products at the early stages of their development and 

specification. 

As explained earlier, today's evolution has enabled many ways of 

observing the individual and violating their right to privacy well beyond the 

physical sense. For instance, several technologies today collect 

information relating to an individual shared or accessed – sometimes in 

violation of the individual’s privacy. 

Brandeis et al. (Westin 1968), (Warren, Samuel, Brandeis 2019) argued 

that privacy is an individual’s and, sometimes, an organisation’s ability to 

define when clearly, the means through which and the degree to which 

their data are shared with others. This definition is also in line with 

Westin’s, a leading voice on privacy (Westin 1968). Altman  (Westin 1968) 

made another argument about privacy where he argues that privacy can 

be understood as a situation where there is a degree of selective control 

over how information about an individual is accessed. He further argued 

that privacy is not absolute by itself, and that it can be further classified or 

categorised at some desired levels, such as solitude, wherein an 



   

27 
 

individual is free from being observed; intimacy, an individual’s experience 

with another individual; anonymity, an individual’s experience while in a 

public space; and reserve, a barrier that prevents or counters intrusions 

into privacy. Therefore, to protect an individual's privacy rights, the 

individual should be able to obtain solitude, intimacy, and anonymity 

without having to resort to reserve (Breaux, Pearson 2016), (Altman 

1975). 

Margulis and Stephen  (Margulis 2003) explained that privacy is the 

degree of control an individual exerts over a transaction involving their 

privacy with the intention of gaining increased independence or autonomy 

while reducing their vulnerability to privacy violations. 

Many experts have tried to explain the concept of privacy within the 

context of their professions, such as medical practice. However, currently, 

there is no single, all-encompassing definition of privacy, specifically in 

academic research (Xu, Dinev et al. 2011), (Phelps, Nowak et al. 2000), 

further lending support to the argument that privacy itself has many sides 

to it, and therefore, it is multi-faceted (Burgoon, Parrott et al. 1989, 

Breaux, Pearson 2016). The term itself is wide-ranging and can be further 

divided into decisional and constitutional privacy. These relate to how a 

person exercises their freedom to make choices on personal issues, such 

as a spouse's choice. Personal data privacy refers to an individual’s 

control over how their personal data are accessed (Van der Sloot 2017). 

In this research work, privacy, namely, personal data privacy, is 

considered within the context of new technologies such as the cloud and, 

in particular, SaaS applications. Therefore, as argued earlier, the existing 

literature on the concept of privacy, especially the early literature, cannot 

grapple with the new challenges of privacy in the age of the internet, 

distributed computing, cloud computing, and SaaS applications (Austin 

2003). The internet and new technologies have increased data privacy's 
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scope and reach to incorporate the electronic and digital environment, 

thus further amplifying data privacy concerns and motivating individuals 

to solely control access to their personal data on electronic and digital 

platforms (Smith, Dinev et al. 2011). 

2.3.1 Definition of Personal Data 

According to Butin (Butin, Métayer 2015), personal data are any 

information that can be used for identifying an individual, such as identity 

information, health information, financial information, political ideas, and 

religious beliefs (Saatci, 2019). Further examples of personal data include 

a person’s name, date of birth, and other indirectly identifiable records 

used daily, such as telephone numbers, social security numbers, images, 

preferences, family information, email addresses, fingerprints, group 

memberships, and IP addresses (Saatci, 2019). Understanding how 

personal data are described or defined is key to understanding how 

regulations such as the NDPR and GDPR are executed. The NDPR 

defines ‘personal data’ as: 

Any information relating to an identified or identifiable natural 

person (“data subject”); an identifiable natural person can be 

identified, directly or indirectly, in particular by reference to an 

identifier such as a name, an identification number, location data, 

an online identifier or to one or more factors specific to the physical, 

physiological, genetic, mental, economic, cultural or social identity 

of that natural person; it can be anything from a name, address, a 

photo, an email address, bank details, posts on social networking 

websites, medical information, and other unique identifiers such as 

but not limited to MAC address, IP address, International Mobile 

Equipment Identification number (“IMEI”), IMSI number, SIM, 

personally identifiable information and others (Nigerian Information 

Technology Development Agency 2019). 
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Privacy is defined in Article 4 (1) of the GDPR as sensitive information that 

can be directly associated with a natural, identifiable person. Similarly, the 

NDPR defines it as information on one’s sexual life, health, political 

thought and groups, beliefs, religion, convictions of a criminal nature, 

biometric data, fashion and clothing choices, philosophical beliefs, race, 

union or group memberships, ethnicity, sect, and so on. If any 

unauthorised person accesses this personal information, the owner may 

suffer discrimination and victimisation. Therefore, it is important to 

guarantee an individual’s personal data privacy.  

2.3.2 Data Security and Privacy 

As security is an ever-evolving concern, especially in the cloud, and 

it has continued to be a significant inhibitor to SaaS applications' adoption 

as concerns for data privacy and protection linger. Due to the SaaS 

application's architecture, service providers collect personal and usage 

data and warehouse them on their hosting platform. The security of the 

collected data remains a challenge to organizations and users. Hence, an 

organization has to trust the service provider to store and protect its private 

data safely. However, many things can go wrong with data kept in 

infrastructure and a location that cannot be verified. For example, a SaaS 

service provider's business might cease to exist or it might outsource data 

storage to a third-party infrastructure service provider who may not have 

any contractual obligation to the data owner. 

Likewise, with regards to privacy, Culnan and Mary (Culnan, 2003) 

stated that data privacy is the ability of the data owner to have the means 

or wherewithal to decide how their personal data are used. This contrasts 

with the early perceptions of privacy by Westin (Westin 1968), (Altman 

1975). Today, a user or data owner on an electronic or social platform 

may argue that violations to his privacy can be established if he loses his 

ability to control certain operations on his data. To that effect,  Obrien  et 
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al. (O'Brien, 2012) argued that in an electronic or digital environment, a 

user’s data privacy can be violated once they lose control of the data in 

the environment. 

While some scholars have identified control over their data as the 

most important concern users have, a substantial number of people 

continue to share their personal information on media platforms such as 

Facebook and Twitter (Rosenblum 2007). Depending on the type of data 

and user, users of technologies such as the cloud and SaaS applications 

may be particularly worried about data privacy. This is particularly the 

case with enterprise users of SaaS applications (Breaux, Pearson 2016). 

Article 29 (Ni Loideain 2016) of the GDPR mentions the loss of 

control over data privacy and other factors, such as vendor lock-in and the 

attendant risks of unauthorised access to personal data, as some of the 

challenges users face. These challenges affect their decision to adopt 

services such as SaaS applications. To help integrate privacy into 

technologies and systems, the privacy by design principles were proposed 

by (Cavoukian, Chibba 2018). 

2.3.3 Privacy by Design Principles 

Experts and industry bodies have advanced a number of privacy by 

design principles to facilitate the implementation of privacy by design. 

Cavoukian, Schaar, and industry bodies such as the ISO/IEC 29100, for 

example, have advanced these principles. Kamocki, (2020), Cavoukian, 

(2018) defined PbD as the philosophy of including privacy principles early 

in the stages of design and specification of a technology or solution. 

Cavoukian advanced seven principles that later became the foundation of 

privacy by design philosophy. Recently, she provided a simplified 

framework for the continued implementation of the seven principles. 

Cavoukian stated that major equipment producers such as IBM have 

generally accepted privacy by design. Furthermore, she argued that 
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privacy and, by extension, data protection can be achieved when the 

seven principles are customised to reflect an organisation's requirements 

and the technology or systems under consideration (A. Cavoukian 2020). 

Similarly, Everson (2016) advanced six objectives relating to 

preserving privacy when designing systems. He argued that system 

designers, manufacturers (A. Cavoukian 2020), and developers should be 

encouraged to reflect on these objectives when designing or building a 

system or technology. At the industry standards level, the International 

standard organisation (ISO) introduced the ISOO/IEC 29100 with about 

11 principles. In the table below, these principles are compared to the 

guidelines and directives of the GDPR and NDPR. 

Table 1: Comparison of the NDPR and the GDPR 

S/N 

 

NDPR (2019) 

Guidelines 

Ann Cavoukian 

(Privacy by Design (A. 

Cavoukian 2020, 

Asuquo 2019, Everson 

2016)) 

GDPR (2018) 

Guidelines 

OECD 

Guidelines 

EU/95 Directives 

1 Implementing key 

principles of the NDPR, 

such as obtaining 

lawfulness consent 

before data collection 

and establishing 

transparency 

Being proactive and not 

remedial 

Implementing key 

principles of the GDPR, 

including establishing a 

lawful basis, obtaining 

consent, ensuring 

fairness, and establishing 

transparency 

Limiting data 

collection 

 

Ensuring fair and 

lawful data 

processing 

2 Establishing due 

diligence and clear 

evidence of purpose for 

data collection 

Implementing privacy 

settings in default mode 

Limiting personal data 

collection to collection 

purpose 

Guaranteeing 

quality of data 

 

Having an explicit, 

specific purpose for 

data collection 

3 Minimising personal data 

collection 

Embedding privacy into 

the design 

Minimising personal data 

collection  

Having a specific, 

clear purpose for 

data collection 

Obtaining measured 

and adequate 

information relating 

to the purpose of 

data collection  

4 Limiting retention and 

storage 

Ensuring full 

functionality 

Limiting personal data 

storage 

Limiting data 

usage  

Not retaining and 

storing data longer 

than required 

5 Ensuring the 

confidentiality and 

integrity of personal 

data are maintained 

Implementing security in 

the entire end-to-end life 

cycle 

Establishing data 

integrity and ensuring its 

confidentiality  

Guaranteeing 

safeguards 

concerning 

security 
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6 Making sure that 

personal data are 

accurate and error-free 

Ensuring visibility and 

openness  

Ensuring the accuracy of 

data  

Establishing 

openness and 

transparency 

 

7 Designing and 

implementing a 

compliance mechanism 

Ensuring focus on the 

user and respecting user 

privacy preferences 

Holding data processors 

accountable to their legal 

obligations 

Ensuring 

inclusion and 

participation of 

individual  

 

8 Protecting data by 

implementing 

mechanisms by default 

 Ensuring data protection 

by design and by default 

Accountability  

 

According to the comparison in Table 1, consensus on privacy and 

data protection principles has not yet been established. However, there 

exist many similarities between the NDPR, the GDPR, and Couvakian’s 

updated privacy by design principles. Therefore, because the focus of this 

thesis is the NDPR, the seven principles of the NDPR will be used for the 

subsequent design of SaaS-PPL based on the PPL structure.  

Part 4 of the NDPR and Article 25 of the GDPR note that data 

controllers and processors have to integrate data protection mechanisms 

(Asuquo 2019) and principles into their products. Data protection 

requirements are listed and defined in Parts 1 and 2 of the NDPR and 

Article 25 of the GDPR. 

Therefore, to further ensure clear alignment of the GDPR data 

protection principles and the NDPR principles concerning PbD, the 

researcher compares the two (see Section 2.5). The NDPR principles will 

be used to specify the properties of the SaaS-PPL and specify compliance 

requirements based on privacy by design principles in the context of this 

research, namely, SaaS applications. 

Table 2: NDPR requirements 

S/N Notation NDPR Data Protection Principles 

1 NDPR1 Ensuring legitimacy, obtaining lawful 

consent, and ensuring transparency 

2 NDPR2 Establishing due diligence and clear 

evidence of purpose for data collection 

3 NDPR3 Minimising personal data collection 

4 NDPR4 Limiting retention and storage  
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5 NDPR5 Ensuring the confidentiality and integrity 

of personal data are maintained 

6 NDPR6 Ensuring that personal data are accurate 

and error-free 

7 NDPR7 Designing and implementing a 

compliance mechanism 

8 NDPR8 Protecting data by implementing privacy 

and data protection mechanism by 

default 

 

2.3.4 Methods to Implement Privacy by Design 

There is currently a gap between these principles and their actual 

implementation in systems and technologies. This gap has continued to 

challenge experts, manufacturers, and developers when integrating 

privacy by design into their systems (Kung, Kargl et al. 2017). 

(Johannesson, Perjons 2014) 

Recently, Cavoukian attempted to simplify implementing the seven 

foundational principles, citing the real-life experiences of organisations 

and experts when implementing privacy by design, including the need to 

take into account the unique requirements of diverse organisations (A. 

Cavoukian 2020). Several attempts, methods, case studies have 

attempted to implement these principles on their processes, technologies 

and platforms. 

These approaches include managing privacy in management 

processes and engineering and technology. Sangyhu et al. (2018) 

proposed a new Privacy Impact Assessment manual for meeting the 

requirements of ISO/IEC 29134:2017, and Métayer (2016) proposed a 

rigorous and systematic privacy risk assessment methodology. The 

methodology was demonstrated as a quantified self-use-case (Martín, Del 

Alamo et al. 2014). Similarly, Berendt, et al. (2005) and P Schaar (Schaar 

2010) demonstrated how privacy by design can help improve data 
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protection and how privacy protection can be incorporated into the overall 

design (Deng, Zheng et al. 2018), (ElShekeil, Laoyookhong 2017).  

Alshammari et al. (Alshammari, 2018) proposed privacy by design 

method that relies on architectural strategies for supporting the adoption 

of privacy-enhancing technologies, particularly at the nascent stages of 

design, to achieve privacy assurance. Notario, et al. (2015) conducted a 

comprehensive review of the best ways, means, and practices for 

successfully implementing privacy by design in systems. He argued 

supporting implementing privacy early in the development life cycle of a 

technology, system, or solution and introduced a methodology for privacy 

engineering (Notario, Crespo et al. 2015). 

Similarly,  (Gjermundrød, et al. 2016) advanced a privacy by design 

framework to achieve compliance with the GDPR and perform data 

traceability and implement controls based on the traces. Similarly, 

(Ferrara, 2018) proposed a GDPR and static analysis, arguing that 

algorithms can be combined to generate reports that help achieve privacy 

through design compliance with the GDPR. 

2.3.5 Challenges to Privacy by Design 

The concept of privacy by design remains relevant, although 

different views on implementing the concept have been advanced, 

especially in new contexts such as SaaS.  

No single approach or framework is covering all the stages of 

privacy and data protection. This challenge and general lack of consensus 

may exist because privacy itself means different things to different 

stakeholders. Spiekermann et al. (2012) contend that privacy has become 

very tough to preserve or protect because it is a vague idea. They argued 

that stakeholders should find a way to achieve consensus, particularly on 

what should be protected and considered privacy protection. 
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Furthermore, Korunovska et al. (2018) stated that experts have 

some misconception or confusion about privacy, leading to them mixing 

up privacy and security. They argued for the need to distinguish the two 

to simplify addressing the privacy challenge clearly. They justified the 

need for a methodology to implement privacy in systems systematically 

and for a knowledge base on the risks and benefits companies derive from 

privacy practices (Bednar,et al. 2019). 

Because of the above challenges and the lack of a strategy or 

method for implementing privacy in the cloud and SaaS applications 

scenario, Spiekermann et al. concluded that no established framework 

exists for meeting the legal and organisational requirements of privacy.  

2.4 SaaS Applications and Data Privacy 

SaaS applications consist of several layers that are responsible for 

transmitting and processing information over a network (Han, Kim 2017). 

These layers are also responsible for keeping data of applications and 

users private and secure (Tiwari, Joshi 2014a). SaaS applications are 

primarily in the service provider's possession, but they can be shared with 

users, which presents several privacy risks (Breaux, Pearson 2016). In 

Figure 3 below, an example of SaaS application service architecture is 

presented for an online retail platform that offers payment solutions and 

point of sale services to users. 

In this scenario, the SaaS service provider procures services from 

another service provider, such as a broker. The broker pools several 

services from different SaaS service providers to create a service 

package, including advertisement and payment. In the course of providing 

these services, the SaaS retail provider may collect personal data and 

transactional data (Yimam, Fernandez 2016), including data from other 

partners in the service package (e.g. the advertisement provider) to track 

users’ behaviours.  
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The SaaS retail service provider may work with several advertising 

and storage services that process payments and offer services. Figure 3 

illustrates how personal data are collected from the customer or user and 

shared with different services to deliver an end‐user experience. 

Additionally, the data may be stored by other service providers, such as 

storage service providers who may not have any contractual obligations 

with the data subject. 

 

 

Figure 3: SaaS architecture including relationship overlap; Travies et al. (Breaux, Pearson 2016) 

As explained above, SaaS application service providers take 

advantage of third-party hosting services (Trapero, Modic et al. 2017). 

However, they must make transparent which countries they are hosting 

their user's data, and the privacy laws governing their data handling 

practices. For example, an organization operating in the EU is obligated by 

the GDPR to ensure that its operational and personal employee data are 

located in Europe (Altorbaq, Blix et al. 2017a). Therefore, the organization 

would want to know how the GDPR is applied in the storage of private data. 
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Moreover, an organization based in Germany may want to subscribe to a 

SaaS application service hosted in the US. 

Nevertheless, the organization would be objected by the law to the 

transfer or store its data to other locations outside the EU due to privacy 

concerns (Sultan, 2016). Therefore, the knowledge of where a SaaS 

applications service provider will keep the application and storage data 

becomes a prerequisite to how data is transferred across borders (S. S. 

Ghuge, N. Kumar et al. 2020). Regulations governing the privacy of data 

have become an essential factor in decision making (N. Kshetri, and S. 

Murugesan 2013). 

As SaaS applications service providers continue to rely on multi-

location and dispersed storage infrastructures, processing and storing 

personal and application data is performed in remote and diverse locations, 

which adds to the complexity of compliance as personal data traverses 

different jurisdictions and becomes more vulnerable to privacy violations 

(Kulkarni, et al. 2013, Ashalatha, 2016). Consequently, potential privacy 

issues and challenges have become vital for organizations and users to 

protect their private information, particularly personal data (Kittmann, et al. 

2018). Thus, the protection of particularly personal data has become a 

significant problem that requires attention. Today's business environment 

requires organizations to personalize user experiences to cement the 

relationship with the user because user experiences are used to customize 

experiences based on a user’s preferences and choices (Fujita, Harrigan 

et al. 2020).  

Within the background of this research, clear definitions have been 

established for personal data. They are referred to as any information that 

can be used to identify a living or natural person as a data subject in the 

NDPR (NDPR, 2019). Additionally, any organisation or entity that 

determines the purpose of data collection and processing of personal data 
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is defined as a data controller, and any organisation that processes data 

in an arrangement with a data controller is defined as a data processor 

(Agbali, Dahiru et al. 2020). 

The SaaS retail platform depicted in Figure 3 collects personal data 

that is then shared with other partners for processing, who may, in turn, 

go on to process personal data for other services with their partners 

without any input or consent from the data subject. 

Breaux (2016) argued that sharing data across services and 

providers may be a good business strategy to scale up processing and 

delivery capabilities and even save costs. However, it presents a 

significant privacy challenge to data subjects, whose rights as service 

providers relating to privacy may easily be overlooked because of the 

difficulty of determining who should take direct responsibility for data 

privacy under such a diverse scenario. 

In Figure 3  the service provider has more control over the data 

processing, so it must implement security controls. However, data 

processing providers who provide the only infrastructure still have access 

to personal data, so they must implement data protection controls.  

In SaaS applications, a service provider usually has more 

obligations, but in a situation where the SaaS provider relies on other 

service providers to provide a service, the other service providers may 

come into contact with private data (Park, Hwang et al. 2015). This 

necessitates the implementation of controls such as data protection. 

Similarly, in a situation where at least two models of the cloud are used, 

such as a virtual machine where a SaaS application with a multi-tenant 

architecture is hosted, the virtual machine provider may not know who the 

SaaS applications’ users are but may still be obligated to implement 

privacy controls (Brodin 2019b) . 
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Primarily because SaaS applications can be scaled as services are 

streamlined, data users face a loss of transparency and control (Yu et al. 

2018). To reduce privacy risks, while signing contracts, the provider 

should promise to implement privacy safeguards and establish privacy 

guidelines from the early stages (Vinh, 2018).  

In the example above, the data controller relies on service level 

agreements (SLAs) to provide assurances that its direct and indirect 

processing partners are adhering to the retail platform privacy 

expectations of customers or users. Protection of user privacy is 

maintained mainly through contracts with service providers. Most privacy 

policies are written for end-users, but specific policies can be drafted for 

specific users. For individuals and small business, there is little, if any, 

bargaining power in these small contracts. Thus, data subjects depend 

entirely on data controllers to guarantee their data integrity in other cloud 

services. 

Within the SaaS context, privacy questions that may arise with 

SaaS-based services include where data are located and how that would 

affect data subjects’ rights. Another question is, to what extent are third-

party service providers given access to the data? 

For instance, to what degree will the SaaS provider and its 

stakeholders be able to use data? What protective measures are SaaS 

services using to ensure the availability, integrity, and confidentiality of 

data? For how long are data retained, and are they backed up? What 

method does the SaaS provider use to handle consent, including giving 

data subjects the ability to access the data needed to comply with data 

regulations or make certain users eligible for the removal of contested 

data? Because data in SaaS applications relate to payments and other 

personal data, they have mass value and are increasingly a target for 

harmful activities. Similarly, (Subashini, Kavitha 2011) further surveyed 
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specific security issues relating to the SaaS model and described poor 

data security as a significant impediment to cloud and SaaS adoption.  

2.5 Data Protection 

Data protection is defined as legal restrictions placed on third-party 

access and use of personal information. The idea of privacy legislation 

was first introduced in Europe in the context of data protection. Laws 

protecting data go back to the 1970s when personal data processing 

became prevalent among businesses (Dinev 2014). 

Sion et al. (2019) termed comprehensive data protection as a 

collaborative activity that incorporates subject matter experts, computer 

engineers, compliance engineers, and system programmers in the design 

and development process. Various privacy laws call for controllers to be 

meticulous when handling personal data. However, data protection has 

several barriers, including the acquisition of consent, use of personal data, 

processing, archiving, right to erase, and organisation data transfer to 

third parties. 

In cloud platforms, data are always co-located with other users. 

Storing sensitive information in the cloud environment, such as SaaS 

applications, necessitates understanding how it is accessed and kept 

secure. Rajeswari et al. (2017) described critical challenges of data 

privacy and security in the cloud computing era. They contended that 

private information might be accessed in the cloud because of a lack of 

privacy and data protection mechanisms. They surveyed and analysed 

each category of existing security and privacy solutions and compared its 

strengths and weaknesses.  

Additionally, Subashini et al. (2011) further surveyed specific 

privacy issues. They argued that because of data privacy and protection 

issues, the growth of SaaS is being impeded. They reviewed security 
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threats that SaaS applications face, including threats originating from 

service models such as SaaS. 

Mazhar et al. (2017) also surveyed the many privacy challenges 

SaaS faces and highlighted data backup as a crucial challenge that must 

be dealt with carefully. To ensure data availability and recovery, and data 

protection, they recommended backing up data regularly on the SaaS 

application service provider’s platform. 

2.5.1 Data Protection Laws, Regulations and their Implementation 

For SaaS applications, recent security and privacy compliance 

regulations include the NDPR, GDPR and CCPA. Others are the privacy 

act of 1974, Federal Information Security Management Act (FISMA) of 

2002, E-Government Act of 2002, and National Archives and Records 

Administration (NARA) statutes and regulations. Other industry standards 

and frameworks include ISO/IEC 27000, Control Objectives for Information 

and Related Technology, Payment Card Industry Data Security Standard, 

and Cloud Control Matrix. Here, a summary of some relevant regulations 

such as the NDPR, GDPR and CCPA directly impact the SaaS model. 

Similarly, DLA Piper (DLA Piper, 2020) ,  an expert on data 

protection laws, created a web-based app to provide an overview of the 

level of data protection in different countries. The company indicated that 

it is currently reviewing regulations in this area of data protection and 

implementing it across the World. Additionally, it focuses on regions with 

explicit or extreme data protection regulations, as stated in the DLA piper 

web application.  
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Figure 4: DLA Data protection laws of the World 2019(Chris Dale ) 

Yimam and Dereje (2016) described data protection regulations as 

rules for implementing specific legislation relating to data security that is 

formulated and maintained by the authorities. These data regulations are 

unique to their purposes and countries of origin, but according to (Giulio, 

et al. 2017), they are similar and designed to achieve local needs in many 

cases. The NDPR is like the GDPR in many areas; for example, both aim 

to guarantee reliable protection of individuals' personal data from 

organisations that collect, use, and share such data. Other similarity areas 

include their scopes, definitions of key terms, legal bases, and recognition 

of rights and their enforcement. At the same time, they are different in 

other areas, especially in enforcement and implementation. For example, 

member countries of the EU implement the GDPR through an 

independent body such as the Information Commissioner's Office (ICO, 

2019c). Meanwhile, the Federal Government Ministry of Communication 

implements the NDPR via the Nigerian Information Technology 

Development (NDPR, 2019). In the current research work, we consider 

the NDPR.  
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The NDPR (2019) states the rights of people who are living and 

whose data are processed. They also specify the responsibilities of data 

controllers who process and handle personal data (Altorbaq, et al. 2017b). 

Because of the impact of the NDPR, organisations are now concerned 

about compliance when adopting software technologies such as SaaS 

applications. 

2.5.2 The NDPR (2019) 

The NDPR and GDPR both serve to strengthen individuals’ 

protection of their data, and both apply to organisations that collect, use, 

or distribute data within their territories. 

The NDPR came into effect in April 2019 (NITDA, 2019). The 

regulation aims to safeguard natural persons' data privacy rights and 

transactions, including the transfer of personal data, and to keep personal 

data from being compromised. 

NDPR aim to ensure that businesses in Nigeria stay competitive in 

international trade. Thus, the regulation puts in place both legal and 

regulatory safeguards regarding personal data protection. The coverage 

of the NDPR extends to all transactions involving the personal data of 

natural persons in Nigeria. There is a penalty for violations: 2% of annual 

revenue for those data controllers who are accountable for more than 

10,000 data subjects and those who control fewer than 10,000 data 

subjects. 

2.5.2.1 NDPR Analysis Outcome  

Organisations such as SaaS application service providers in Nigeria 

generally collect users’ data via email, application usage cases, website 

engagements, and, sometimes, via telephone (Agbali, Dahiru et al. 2020). 

The types of data they collect include name, date of birth, and bank or 

credit card information (Izuogu 2021). Additionally, they process orders 

using secure technologies while collecting customers’ bank information. 
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Service providers process data in a number of ways: (1) storage, (2) 

using or processing personal data such as in processing payment 

processing, (3) promotional and third-party data sharing, and so on 

(Ibrahim, et al. 2018a). Although many kinds of organisations process 

their employees’ data, this study is not concerned with them. One of the 

essential premises of the NDPR is that organisations collect only those 

necessary data, which raises whether the data that data controllers or 

processors collect is relevant to their purposes (Vincent 2020). 

One of the most essential principles of the NDPR is that personal data 

must be discarded as soon as they are no longer needed (Asuqu, 2019). 

For example, the user’s name, address, or telephone number are typically 

required only for payment processing, but requests for details such as the 

user’s date of birth and nationality may be difficult to justify (Rantanen, et 

al. 2020). 

Service providers may only retain personal data for a period where 

a clear lawful justification continues to exist (Pandit, et al. 2018). If the 

service provider has fulfilled a service request, it cannot keep promoting 

or marketing services to the user indefinitely. A service provider or 

organisation may only retain personal data where there is a legal 

obligation to do so based on the stipulated maximum retention period 

described in the NDPR principles (Izuogu, 2021). 

2.5.2.2 NDPR Legitimate and Lawful Bases/Principles  

Organisations must have the legal right to process personal data. 

Some legal bases for personal data processing are specified in the NDPR, 

but it is absolutely necessary for service providers to demonstrate specific 

legal grounds for each type of personal data they use. The NDPR lists 

eleven valid legal grounds for handling personal data (NDPR, 2019): 

• Personal data may be processed only with the explicit consent of 

the data subject. 
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• The data subject will be required to give explicit consent to have 

their personal data processed. 

• Personal data may be kept only for the duration during which they 

are required. 

• Personal data should be secured against foreseeable hazards and 

breaches. 

• Personal data processing may be required to execute service 

delivery on behalf of the data subject. 

• Due diligence and prohibition of improper motives are required. 

• Lawful personal data processing is a legal obligation, and 

compliance purposes before service delivery.  

• Personal data processing should be for the benefit of the subject, 

such as when the subject is facing a matter of life and death. 

• Personal data processing should be in the public interest, such as 

the exercise of official authority (e.g. policing and the administration 

of justice). 

• Personal data processing may be required for the legitimate 

purposes of the data controller or processor, such as service 

delivery efforts in partnership with a third party. 

• Privacy policies should be promoted and clarified.  

• Third-party data processing. 

Organisations must adhere to the above when collecting, processing, 

storing, retaining, and sharing personal data with third parties to fulfil a 

request or a performance of or honour a contract. 

Based on these principles, the current research study proposes 

designing a policy language that can specify the properties of these legal 

requirements to ensure compliance to the NDPR to ensure security, 

privacy, and data protection compliance SaaS applications.  
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For example, a service provider may only collect personal data if 

evidence of free, specific, and informed consent has been obtained. 

Additionally, the user or customer must have the freedom to revoke 

consent at any time. This is a significant obligation and source of concern 

because the NDPR is a textual document, which makes ascertaining 

compliance difficult. 

Next, service providers must demonstrate the legitimacy of their 

processing of personal data and ensure that user interests or fundamental 

rights do not supersede their processing purpose (NDPR, 2019). Ensuring 

that the NDPR’s lawful and legitimate principles for each separate type of 

personal data processing are adhered to will require a mechanism to show 

proof of compliance. Service providers should also consider carefully 

implementing mechanisms that guarantee the security and privacy of 

personal data (Agbali, Dahiru et al. 2020). 

2.5.3 The GDPR (2018) 

The GDPR applies to European citizens and their data, regardless 

of where the data are held. It requires that data processing consent be 

explicitly obtained and that complete details of the procedure be provided. 

It designates EU citizens as ‘data subjects’ and describes ‘data 

processing’ as either an automated or a manual operation.  

The GDPR’s Article 4 describes personal data as any information 

associated with a natural person who is directly or indirectly identifiable. 

Article 4 (1) refers to the following list of identifiers associated with 

personal data: to include names; location data; genetic data; economic 

data; identification numbers; IP addresses; and cultural, physical, and 

social data. According to Volmer (Vollmer 2018), online IDs should be 

protected as devices because they are capable of leaving behind traces 

of user data, which can be used to target individuals. 
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A ‘data processor’ under the GDPR may be either a natural or legal 

person who processes personal data on behalf of ‘data controllers’, 

natural or legal persons who determine the purposes and methods of 

collecting personal data. 

To ensure that data subjects have control over their data, they have 

been granted eight fundamental rights under the GDPR: the right to 

access in Article (15), the right to rectification in Articles (16 & 19), the 

right to erasure and to be forgotten in Articles (17 & 19), the right to 

portability in Article (20), the right to object to data processing in Article 

(21), the right to restrict processing and be informed in Article (18), the 

right to be notified or informed in Articles (13 & 14), and the right to 

automated processing and profiling in Article (22). Users have the right to 

object to any processing of their personal data for direct marketing 

purposes. These rights are enforceable, and in the event of a violation, 

data subjects can take their claims to the GDPR Data Protection 

Commission. According to Article 80 of the GDPR, individuals can also 

permit third parties to file complaints on their behalf. The commission may 

take several actions to resolve such complaints and may impose fines up 

to 10,000,000–20,000,000 euros or 2%–4% yearly revenue of the 

preceding financial year. Data subjects are permitted to pursue a legal 

claim against data controllers under the right to damages provision. In 

exceptional circumstances, they may even file criminal charges. 

2.5.4 The CCPA (2020) 

The California Consumer Privacy Act (CCPA) is a very effective 

state-level data protection regulation in the United States. It provides rights 

for protecting consumer privacy and controls how personal information is 

handled (PI) (W. Stallings 2020b). The CCPA was passed in June 2018, 

amended in August 2018, and became effective on the January 1, 2020. 

The CCPA went beyond existing privacy laws in the US to impact 
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organizations that carry out their business and collect and process personal 

data information in the State of California, with noncompliance risking 

monetary penalties and other enforcement actions. It also empowered 

individuals to initiate a lawsuit for the breach of their data and privacy. The 

scope of the CCPA is aligned with three key areas, i.e., the definition of 

who is a consumer, specific industries covered by the CCPA, and the 

definition of what constitutes a PI. 

2.5.4The ISO/IEC 27001 

Information technology (IT) controls are reusable system 

requirements that IT managers rely on to prove compliance with 

international standards, such as ISO 27001 standard (ISO 2018). 

Moreover, as these controls are reusable, they lean toward best practices 

independently from what specific government laws may require. ISO/IEC 

27001 is the international standard that describes best practices for 

information security management systems (Tjirare, and Shava 2017). ISO 

27001 is buttressed by a code of practice (ISO 2018) and a wide-ranging 

security guide for organizations, including profitable enterprises of any size 

(Haufe, et al. 2018). According to (ISO, 2013), ISO has several security 

standards for different implementations and industries. 

2.5.5 Payment Card Industry/Data Security Standard (PCI/DSS) 

The United Kingdom Cards Association describes the PCI DSS as 

an information security standard set up to help organizations handle card 

payments securely to decrease card fraud (Elluri, et al. 2018a). The policy 

or standard guideline is designed for organizations handling data, e.g., 

debit/credit card numbers, sensitive authentication data (SAD) such as 

magnetic stripe data, and card schemes, card verification value (CVV), 

and primary account numbers (PAN) (The UK Cards Association 2018). 

The policy is only offered in textual format and incurs substantial manual 

effort to guarantee compliance. The standard has 12 high-level 
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requirements, which fall into six categories (Yulianto, et al. 2016). The PCI 

DSS has a significant impact on SaaS applications, particularly in retail 

and payment services. 

2.5.6 Cloud Control Matrix 

According to (CSA 2017), the cloud control matrix (CCM) serves as 

a tool to help achieve the security, privacy, and data protection compliance 

requirements. It achieves that by listing controls and mapping them to 

numerous privacy, security, and data protection compliance standards. The 

CCM can similarly be used to record and identify data protection 

responsibilities (Elluri, et al. 2018b). The CCM and similar standards can 

be utilized in different sectors, e.g., retail, oil and gas, healthcare, finance, 

and government agencies. The CCM allows the organization of regulations' 

requirements, standards, and relevant industry best practices into controls 

and controls domain mapped to achieve security and privacy compliance 

(Giulio, et al. 2017, Jansen, 2011). 

2.6 Compliance with Data Protection Regulations in SaaS 

Compliance refers to conforming to established rules, regulations, 

guidelines, and specifications (Jansen, 2011). Based on the principles of 

shared responsibility applicable to the SaaS model, responsibility for the 

privacy, security, and protection of data rests with the user to a certain 

degree. Simultaneously, service providers are primarily responsible for 

securing their services, platforms, and infrastructures. Consequently, the 

general lack of control on the part of the user and the lack of transparency 

on the part of the service provider create an environment where 

compliance with data protection regulations is challenging for SaaS 

application service providers. SaaS application service providers have 

published and invested in compliance designs and implementations to 

improve transparency, e.g., the Microsoft compliance manager. These 

implementations are based on the service provider’s infrastructure and 



   

50 
 

focus on their product offerings; therefore, they are provider or vendor-

specific and do not follow common standard models and architectures. 

In this regard, countries have enacted laws and regulations that will 

have a notable impact on how SaaS can be used as a cloud computing 

model. For example, the GDPR (Lee, et al. 2019) set in motion a new era 

of legislation governing the security and privacy of personal data. Several 

nations and regions administered by, for example, the NDPR, the GDPR, 

and the CCP (see Sections 2.5) and industry bodies such as the ISO 

(Shava 2017) have implemented similar data protection regulations to 

govern how personal data are handled within their jurisdictions. 

According to Spasic et al. (2018a), different groups of users, 

including individuals and organisations, host and use SaaS applications 

in various countries, exposing their processing and usage of data to 

different rules and regulations. Therefore, data management and control 

are crucial to ensuring regulatory compliance. 

In recent times, researchers have explored different approaches 

aimed at supporting organisations to achieve compliance with data 

protection regulations. These data protection approaches and solutions 

include policy frameworks and architectures designed to guard and 

enforce regulations such as the NDPR. For example, Jayasinghe 

(Jayasinghe, Lee et al. 2018) proposed a GDPR trust-based compliance 

framework for data controllers. Ta (Vinh, 2018) proposed personal data 

protection policies and architecture conformance checks. Similarly, Yu et 

al. (Winslett 2003) proposed a technical framework aimed at helping 

generate snapshots that are verifiable for compliance.  

Additionally, Al-Zaben (2018) proposed an architecture that relies 

on blockchain technology to help manage personally identifiable 

information. Elluri et al. (2018a) advanced an integrated ontology that is 

semantically rich. This ontology represents in detail data protection 
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regulations such as the GDPR. Indhumathil et al. ( 2017) put forward other 

forms of compliance regarding SaaS applications, they proposed third-

party auditing of SaaS applications and argued that there is a relationship 

between the reluctance of organisations to use cloud-based services such 

as SaaS applications with privacy, security, and reliability concerns.  

Similarly, Lins et al. (2018) argued that to increase the 

trustworthiness of cloud-based services, the practice of continuously 

auditing carefully selected criteria is helpful because it assures users of 

their data security. However, such solutions focus on trust issues, 

governance, and architectural and third-party manual auditing. They do 

not attempt to operationalise privacy by design requirements for 

compliance with data protection regulations in SaaS applications. Several 

approaches, such as manual auditing, third-party auditing, SLAs, and 

policy language approaches, are reviewed in this study. 

2.6.1 Internal Auditors 

Lierberman et al. (2002) argued that compliance can be achieved 

using internal auditors and that they are the best sources for identifying 

nonconformities within a system. They discussed the challenges internal 

auditors faced and suggested how they can help organisations achieve 

compliance and value. The drawback of this approach is that it is manual 

and time-consuming. 

2.6.2 Third-Party Auditing 

Indhumathil et al. ( 2017) made a case for third-party auditing in SaaS 

applications and cloud computing. They argued that organisations are still 

undecided about wholly accepting cloud services because of privacy, 

reliability, and security concerns. According to the authors, continuous 

auditing based on detailed certification criteria guarantees transparent, 

secure, and reliable cloud services, including SaaS applications. Moreover, 

Lins (2018) stated that certain certification conditions' constant auditing is 



   

52 
 

essential to guarantee reliable and secure cloud services. It increases the 

dependability of cloud service certifications and ensures a high level of 

security and compliance. 

2.6.3 SLAs 

Another means of achieving compliance for cloud service providers 

is SLAs. They have been used for achieving availability, security, and 

privacy compliance in cloud and SaaS applications. Disi et al. (2009) 

explained that a critical component of services is the processes that 

establish and maintain compliance with SLAs. They designed a tool 

specifically for SLA compliance. Ismail et al. (2016a) agreed that SLAs 

could be relied on to guarantee the privacy and accessibility of outsourced 

information. Ibrahim (Ibrahim, Varrette et al. 2018b) developed a 

framework to guarantee SLA compliance in the web services that different 

cloud providers offer. The framework focuses on the quality of service 

(QoS) and appraisal of services (e.g. SaaS services) (Ismail,  et al. 2016b). 

2.6.4 Privacy Policy Language Approach 

The privacy policy language approach to compliance with data 

protection regulations is majorly concerned with the specification and 

formalisation of privacy, data protection policies and requirements using 

policy languages. Further, Henze et al.  (2016) described a policy 

language as the formalisation and expression of privacy and security 

policies into machine-readable languages. Additionally, Guilio et al. in 

(2017) described a security policy language as a language used in the 

specification of policies related to confidentiality and availability of data. 

On the other hand, a privacy policy language is used to create rules that 

can preserve and safeguard personal data privacy (S. Lins, et al. 2018)—

for example, the extensible access control policy language XACML. 

Khan (2013) developed a method to allow cloud-based clients to 

comply with health regulatory standards. The method enables clients to 
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assess healthcare providers’ compliance with HIPAA regulations. 

Similarly, Mandal (2018) discussed SaaS application security 

compliance's high-level goals in enterprises and proposed a novel 

approach for verification of compliance. 

Various policy languages have been suggested for translation into 

human-readable and computer-readable formats. Some policies have 

been developed to express the service provider’s privacy preferences, 

and others have been developed for users to define their privacy policies. 

Service providers can then use this set of user preferences to enforce 

users’ data protection decisions. Generally, all policy languages are 

designed with particular syntax and semantics to simplify their 

implementation. However, no yardstick or metric exists that can be 

employed to analyse and assess policy languages. Ponnurangam et al. 

(2007) claimed that privacy policies could help with, for example, writing, 

reviewing, issuing, combining, modifying, withdrawing, and enforcing 

privacy policies. 

A privacy policy language is usually designed to express the specific 

needs of both the involved parties, such as SaaS service providers and 

users, relating to security, access, authorisation, and data privacy. 

Further, most privacy policies are designed with specific purposes and 

aspects in mind. Heinz et al. (2016) argued that a policy language must 

fulfil a certain number of vital requirements to help specify policies in 

distributed environments with SaaS applications. These requirements, 

they claimed, include (i) policy checking, (ii) expressiveness, (iii) 

extendibility, and (iv) matching. To specify the privacy preferences of data 

subjects, a policy language is required. 

Policy language initiatives started in 1997 with the platform for 

privacy preferences (P3P) (Olurin, et al. 2012) project for expressing 

privacy preferences in a machine-readable format at the Worldwide Web 
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Consortium. P3P was explicitly designed to express an individual’s 

privacy preferences, query the data P3P represented, and make decisions 

accordingly (Olurin, et al. 2012). 

Similarly, CPExchange was developed in 2000 to enable business-

to-business communication on privacy policies (Benghabrit, Grall et al. 

2014). In 2003, IBM designed the Enterprise Privacy Authorization 

Language for achieving authorisation (Uddin, Islam et al. 2019) and the 

eXtensible Access Control Markup Language (XACML) for expressing 

privacy and security policies in a machine-readable format (OASIS 2017). 

Additional initiatives, including DPAL and XPref, followed in 2003 and 

2004. With recent advances in technologies such as the cloud and, more 

recently, data protection regulations, there is a strong need for protecting 

sensitive data within specific jurisdictions and platforms. 

According to Alshammari (Alshammari, et al. 2017), privacy policies 

are expected to be short and straightforward. For this reason, they are 

typically expressed in lightweight XML, which cannot convey complex 

mathematical operations. Similarly, Vinh et al. (2018) argued that policy 

languages could be used for specifying policies with relation to data 

confidentiality and availability, including the integrity of the properties of 

the data. At the same time, a privacy policy language can be used to 

create rules that preserve and safeguard personal data privacy (S. Lins, 

S. Schneider et al. 2018). For example, an access control policy language 

such as XACML is foundational but has remained relevant today. In this 

study, a few policy languages relevant to the research context are 

reviewed for modelling SaaS-based properties. 

2.6.4.1 P3P Language 

As indicated earlier, early policy languages such as P3P were 

designed as languages that provided a formal way of communicating 

privacy pledges to consumers. There are many P3P-enabled websites, as 
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is evident from the fact that a P3P client is included in the Internet Explorer 

browser to allow privacy preferences communication. A service policy is 

a commitment to confining the usage of particular data to specific 

recipients and limiting how long the provider can retain the data. Before 

loading a web page's contents, the browser downloads the site’s privacy 

policy, which is also known as the site’s P3P policy and compares it 

against the consumer’s preferences. If the privacy policy preference 

complies with the user’s preferences, the browser will load the website. 

However, if the user’s preferences are not respected, the browser will not 

load the website (Adams et al. 2012). 

2.6.4.2 XACML 

XACML, as indicated, is an access-control-centred policy language. 

It has an inbuilt request/response language for effective two-way 

communication (Ardagna, et al. 2010). Additionally, XACML comprises 

mainly generic XML elements and generic points for precise rules relating 

to access, varying data types, and authorisation procedures. Because of 

its standardisation in the Organisation for the advancement of structured 

information Standard (OASIS), many access control schemes exist. For 

example, these extensions include profiles for usage control (OASIS 

2017), privacy policies (M. M. Krupp, M. Rueben et al. 2017), PPL 

(Trabelsi, et al. 2011), and A-PPL (Azraoui, et al. 2015b). Enforcing 

access control was the sole reason for developing PPL (Sendor et al. 

2011), which uses certified credentials before granting access. These 

credentials include attribute- and role-based access control (RBAC) 

systems (Ma et al. 2018), (Lebbat et al. 2016). The XACML PPL extension 

introduces a very effective means of enforcing rules; it uses the concept 

of obligations and a matching engine with a combination of a trigger and 

an action to execute the responsibilities relating to access control. 
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2.6.4.3 Geospatial XACML 

The Geospatial eXtensible Access Control Markup Language (Poet 

2014) extends XACML for declaring and enforcing access control policies 

that contain geometric and topological descriptions of the resources. The 

Adaptable and Programmable Policy Environment and Language 

(APPEL) (Herzog et al. 2007). The Platform for Privacy Preferences (M. 

Olurin, et al. 2012) has been developed as a W3C standard for expressing 

a web user's privacy preferences and data collection policies of a service 

provider. A preference/policy tells specific data items for which purpose 

they will be collected, who will receive the data and where the collected 

data be kept. The inability of the earlier languages such as XACML, 

GeoXACML APPEL, and P3P languages failed to satisfy the fundamental 

requirements for access control solutions, which are simple yet easy to 

use, leading to the development of the PrimeLife privacy policy language 

(Neven et al., 2010). 

 

  

 

Figure 5: XACML (D. S. Kim, T. Shin et al. 2006) 

2.6.4.4 Identity-based Authentication 

Identity-based encryption authentication is a technique that relies on 

the public key. A generator is used to generate a Master public and Private 
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key. The unique Master key is generated by relying on exclusive user data 

(Kumar 2019). Additionally, during decryption, a user obtains private 

access with his unique identity from a key generator to decrypt a file. The 

Private key has a dual role of both generating private keys and verifying the 

identities of users. However, trust issues arise with the Identity-based 

encryption authentication as the key generator holds both keys and is 

required to be actively online all the time. 

2.6.4.5 Attribute-based Access Control (ABAC) 

ABAC is a method for controlling access permissions. It is defined 

by policies that include attributes and results with different access rights 

levels for different users. The access policies are created using different 

types of attributes and enforced using the ABAC policies. The attributes 

that are considered include subject, environmental, resource, and object 

attributes. In the ABAC approach, the roles and rights of a user are 

prebuilt. The ABAC approach to solving security challenges, particularly 

authorisations, helps achieve efficient regulatory compliance with fewer 

complications at the implementation stage (Anand et al. 2018a). 

  

 

Figure 6: ABAC (M. Ed-Daibouni, A. Lebbat et al. 2016) 
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2.6.4.6 RBAC 

RBAC is a framework that uses roles to control access to resources. 

Authorisations are grouped into a role, with the role having numerous 

members and a set of well-defined granular-level credentials. Under the 

RBAC scheme, access rights are provided based on users’ roles and 

privileges. User permissions are given based on different parameters of 

RBAC, such as user roles, role permissions, and role relationships. The 

roles are classified into two categories: application/technical roles and 

organisational/business roles. The former roles contain a combination of 

different application-specific entitlement- or task-based permissions, and 

their scope is limited to the specific application. The latter roles are 

generated based on different job functions and access rights assigned to 

an employee (Zhu, et al. 2014). 

The role-based authentication model requires the data owner to 

encrypt the hardware information and then upload the encrypted data to 

the cloud, such as blob storage in Azure. Reference (Rana et al. 2017) 

designed a role-based, AES based file encryption system. The scheme can 

be applied to all cloud models, including SaaS, and a one-time password 

is used to authenticate the users' additional security layers. The scheme is 

presented as a security solution for the whole cloud-computing 

environment, including SaaS contexts. 
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Figure 7: RBAC(K. Soni, S. Kumar 2019) 

The RBAC model accomplishes the two security systems principles: 

‘least privilege’ and ‘segregation of duties. Recently, a substantial amount 

of effort has been spent using RBAC to support access control in systems. 

Though RBAC has its own set of limits, such as role explosion and role-

permission explosion, it has been used to provide administration security 

in organisations with many users and permissions. In the RBAC scheme, 

there are mainly three rules for assigning permission to a particular user: 

role assignment, role authorisation, and permission authorisation. 

Permissions are provided to users based on these rules.  

2.6.4.7 PPL 

PPL (Sendor et al. 2011) was developed under PrimeLife project2 

as an extension of XACML (OASIS, 2017) and similar languages such as 

P3P (M. Olurin, C. Adams et al. 2012). It allows for privacy-preserving 

access control using application-independent certified credentials for 

access authorisation based on credentials such as RBAC (Ma et al. 2018) 

and ABAC (Daibouni, et al. 2016). PPL also provides the benefit of 

regulating the use of personal information in secondary applications. It 

uses an obligation framework in the form of an application layer platform 

in a distributed-service-oriented environment to enforce the service 

provider's obligations or data controller to cater to a user or a data 
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subject’s privacy needs. This sets it apart from policy languages that came 

before it, which only provided minimal obligation capability and did not 

provide any concrete obligation specification model.  

  

Figure 8: The PPL architecture (Curzon, et al. 2019, Enisa Europe 2019, Trabelsi, et al. 2011) 

PPL’s main contributions were in five main areas, including relying 

on two-sided data handling policies/preferences with automated matching 

and using credential-based access control to specify access control 

conditions in terms of the credentials that need to be presented. It also 

provided a form of equilibrium or symmetry by considering personal data 

as a particular type of resource in its own right. The PPL allowed for using 
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the same language engine on the data subject’s side to describe access 

conditions before revealing data on the data controller’s side to specify 

which personal data need to be revealed to access which service and how 

those data will be treated. 

Another significant contribution of PPL was the provision of a route 

for downstream usage of personal data. In this context, personal data 

became a resource the data controller offered to downstream data 

controllers or third parties based on the specifications the data subject or 

owner provided. Lastly, PPL contributed by adding event-based 

obligations to the initial XACML  architecture. The obligation engine 

enforces this feature with the combination Trigger/Action, based on events 

attached to the execution of an obligation.  

These XACML extensions were added to PPL to support all the 

above features in the local policies each of the entities expressed. PPL 

also defined some extensions to XACML used in the format to carry 

resource requests, policies, and credential proof statements from one 

entity to the other. However, as seen in recent extensions of PPL itself, 

there were limitations to the data subject's roles, the data controller, and 

downstream controller. PPL also did not incorporate accountability 

requirements as extended in the A-PPL and other recent extensions, such 

as the CPPL. 

2.6.4.8 C2L 

C2L aims at enforcing configurations that are permissible in a cloud 

environment (Poroor, 2012). The language uses spatio-temporal logic to 

express acceptable formats on colocations, hosting, security, and data 

migration. However, C2L only focuses on formalism and not real-life 

application in a live cloud environment. Similarly, Benghabrit et al. (2014) 

extended PPL and proposed an accountability framework to improve the 

safety and accountability of personal data handled by service providers. 
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Using an abstract policy language, they expressed the data subject’s 

preferences and service provider’s obligations in a human-readable 

fashion, thus achieving ease of mapping to the specification of policies 

(Benghabrit, et al. 2014).  

Building on the PPL, Butin et al. (2013)  proposed a privacy 

compliance solution for the satisfaction of accountability requirements in 

the cloud-focused on issues raised by how logs can be used for posterior 

compliance control.  They presented real-world examples to demonstrate 

how to use log design for accountability and how it should be considered 

from the design stage. However, it works towards a formal verification 

framework. 

2.6.4.9 Abstract Accountability Language (AAL) 

Similarly, (Benghabrit, et al. 2014) extended the PPL Language and 

proposed a framework to deal with personal data in the cloud 

accountability and privacy issues to promote cloud services' safe use. 

They presented two different accountability policy languages; an abstract 

one devoted to the representation of preferences/obligations in a human-

readable fashion, a concrete one for the mapping to concrete enforceable 

policies. They also validated their proposed framework solution with 

concrete use case scenarios. Their accountability policy representation 

framework enables accountability policy expression in a human-readable 

fashion using an abstract accountability language (AAL) (Grall et al. 

2014). The framework applies the separation of concerns principle by 

separating the abstract language from the concrete one. They validated 

the ability of their framework to represent an accountability obligation in a 

health care use case. However, they were unable to implement it in a real-

life scenario in any cloud computing model. The framework was auditor 

focused and therefore only extended the PPL with an Auditor role with 

corresponding Actions and Triggers to match corresponding obligations. 
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2.6.4.10 Accountability Privacy Policy Language (A-PPL) 

The A-PPL (Azraoui, et al. 2015c) is a follow-up to (Grall et al. 2014) 

and an extension of PPL, which was designed to express machine-

readable accountability policies instead of human-readable languages. A-

PPL can define accountability and transparency rules on personal data 

handling using developed extensions of data retention, data location, 

logging, and notification.  

This is done by introducing accountability rules, i.e., rules on data 

retention, data location, logging, and notification. Built on their previous 

works with (Benghabrit, et al. 2014) to develop a proof of concept focusing 

on accountability policies. They presented design requirements for the A-

PPL with PPL extensions to handle accountability specific requirements 

such as notification, logging, and evidence collection. They also went 

further to describe an architecture of A-PPLE, the policy engine that 

enforces A-PPL policies. However, they have not provided any evidence 

of a finalised version of A-PPLE and how it works with any of the cloud 

Models like the SaaS for the enforcement of security and privacy 

obligations in an audit system.  
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Figure 9: APPL (Azraoui, Elkhiyaoui et al. 2015b) 

Vinh (2018) proposed a policy and architecture languages to specify 

and explain data protection properties in the policy and architecture levels. 

They built on previous works on the XACML, PPL, and A-PPL and 

demonstrated their expressive syntax and semantics by specifying a DPR 

policy and architecture for a smart metering service as a case study. The 

proposal expressed different variants of conformance relations between 

the defined architecture and policy. They proved and refuted using 

definitions, propositions and inference rules. Proposed policy language 

and architecture focused on expressing the design requirements button 

proposing a software tool based that can be experimented with in a real 

cloud environment. Unlike the A-PPL, it has not extended the PPL by 

adding additional data control roles, actions, and triggers. It is heavily 

mathematical with automated reasoning algorithms and, therefore, not 

combining the powerful combination of being human and machine-

readable. However, it is one of its first semi-formal approaches to specify 
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reasoning about data protection policies and architecture, particularly the 

GDPR.  

2.6.4.11 Compact Privacy Policy Language (CPPL) 

Another extension of PPL is CPPL (Henze, et al. 2016), which 

emphasises personal data privacy by compressing privacy policies using 

flexibly specialised domain knowledge. Butin, Paroor et al. (2013)  

Jayaraman (2012), (Benghabrit, et al. 2014), (Hiller et al. 2016, Azraoui, 

Elkhiyaoui et al. 2015c) contributed to an extended PPL, and (Jaatun, 

Pearson et al. 2016) presented a set of fundamental requirements that 

cloud providers or service providers must meet to satisfy the 

accountability requirements of their customers’ data. They outlined 

several tools for an accountability-based approach, such as the Payment 

Card Industry Data Security Standard.  

 

 

Figure 10: CPPL (Henze, Hiller et al. 2016) 

2.6.4.12 PriArmor 

PriArmor (Ghorbel et al. 2017) has been proposed to work with the 

IaaS model of the cloud. It allows data subjects to express their privacy 

preferences according to data protection regulations using an ontology 

model that includes all concepts of data access and usage within a 

distributed environment such as the cloud. 
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They added that their solution introduces a data flow model that 

tracks private data and reflects the existence of derived data through the 

system to maintain a healthy enforcement level and prevents data loss. 

The performed evaluation proves the efficiency of the approach to 

ensuring policy enforcement in the cloud environment. They instantiated 

and evaluated the enforcement infrastructure and the data flow model for 

the OpenBSD OS. Their work represents one of the most recent attempts 

at implementing privacy obligations in a live cloud environment with a 

specific cloud model, the IaaS. Their work purely focuses on the IaaS 

model of the cloud. They also have not experimented with the solution in 

a real-cloud-based environment.  

 

 

Figure 11: PriArmor (A. Ghorbel, M. Ghorbel et al. 2017) 

 

2.7 Security, Privacy, and Data Protection Issues in SaaS 

Applications 

In SaaS applications, data processing is carried out over 

telecommunications networks. The responsibility for ensuring security, 

privacy, and data protection primarily resides with SaaS service providers 

or is assumed to be shared with the user or organisation. This presents 

security, privacy, and data protection issues. To deliver a service or meet 

request, SaaS service providers may sometimes rely on outsourcing data 
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handling and storage to third-party service providers, and these 

organisations or providers may rely on other service providers to handle 

the service or request. 

Evidence abounds in the literature that security, privacy, and data 

protection challenges are hindering organisations’ adoption of SaaS 

applications (Harikrishna, 2016). These challenges are the same ones 

organisations face in an on-premises setting, but they also include new 

challenges that emerge from the uniqueness of cloud technologies such 

as SaaS applications (Rashmi, et al., 2013). 

Subashini, (2011), Rashmi, et al., (2013) argued that all aspects of 

an application delivery using SaaS must be secure. They listed the 

following core security elements that should be included in a SaaS 

application: data security, network security, data integrity, and data locality 

(Ambalkar et al. 2016). Other considerations include data access, data 

authorisation, data integrity, data availability, data privacy, data recovery, 

data authorisation, identity and authentication, virtualisation, and sign-on 

processes.  

2.7.1 Location and Jurisdiction of Data  

Without exception, data location is one of the most significant 

challenges SaaS applications face (Tiwari, 2014a). SaaS application data 

and the applications themselves are hosted on the service provider’s 

infrastructure, posing several security and privacy challenges.  

Georgios et al. (Stavrinides, 2017) argued that data-aware scheduling 

policies should be implemented to exploit data locality efficiently while 

considering the other characteristics of the workload and resource 

attributes. Accordingly, they investigated the impact of keeping data locally 

via simulation on SaaS applications performance in a real-time, data-

intensive task are scheduled dynamically in numerous data availability 

conditions. According to (Kavitha 2011), a secure SaaS model must 
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provide the customer's reliability on the consumer's data location. Abdullah 

et al. (2012) argued that the server's location where the user data resides 

is essential, and users should be assured that their service providers would 

not lose control over information relating to the location of their storage 

infrastructure. 

Data protection regulations such as the GDPR require the location 

of data relating to EU citizens to be warehoused within the EU’s borders. 

This presents a significant compliance challenge to SaaS application 

providers and users alike.  

2.7.2 Authentication and Authorisation Issues 

Authentication and authorisation are described by Indu et al  (2018a) as 

primary data protection issue in SaaS applications as SaaS applications 

services are hosted outside the corporate firewall. While authorisation is 

the method of permitting or disagreeing access to a particular resource 

depending on an authenticated user’s entitlements (Margulies 2015). Using 

authorisation mechanisms, the decision on which user is allowed to access 

or perform any action on the system and user identification information is 

used to decide whether to authorise access (Ethelbert, et al. 2017). 

Barona et al., (2017) analysed diverse issues and threats relating to 

security, e.g., data breaches, undependable connectivity, resources 

sharing, accessibility, and insider attacks. They asserted that a breach 

relating to security and privacy might lead to unauthorized access and 

disclosure, unlawful destruction, and the modification of personal data 

transmitted, kept, or processed. Moreover, they examined data breach 

issues faced by SaaS applications and other cloud models. They further 

investigated difficulties presented by a breach and provided best practices 

to SaaS service providers. 

Chen et al. (2008) investigated dynamic identity-based authentication 

schemes for use in an environment with multiple servers and how they can 
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be used to enhance data security and privacy. Similarly, Hafizul et al. 

(2011) identified some authentication challenges and proposed an 

enhanced mutual authentication solution for remote users that relies on an 

identity-based cryptosystem. The solution ensures authentication by 

relying on a three-way handshake technique. 

Subashini et al. (2011) considered other popular authentication 

technologies, including Security Assertion Markup Language (SAML) and 

Web Service (WS). SAML and WS Federation's substitute is a single sign-

on solution deployed via a secured virtual private network tunnel. Tiwari et 

al. (2014) described authorisation as the mechanism defining the user’s 

level of access. The SaaS service provider should have security 

capabilities and resources to check user authorisation and authenticate it 

using a secure mechanism. 

 

Figure 12: SAML (CSA 2017)  

 

2.7.1.1 Access Control 

Authorisation in SaaS applications focuses on the application of 

access control models such as Mandatory Access Control (MAC), 

Discretionary Access Control (DAC), and Role-Based Access Control 

(RBAC). Access control is central and a requirement to govern and protect 

data assets within an organisation (Uddin, et al. 2019) as security is the 
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most crucial reason for organisations' disinclination to use the SaaS 

model. Access Control to web services and user data privacy preservation 

is the critical requirement for SaaS applications as SaaS applications 

hosted on the cloud is subject to unauthorised access and hence should 

satisfy proper access control model in these environments.  

Guja et al. (2016) used ciphertext-policy attribute-based encryption 

scheme (CP-ABE) to protect stored data in disruption tolerant networks 

(DTN) as implementing CP-ABE onto DTN has some issues such as key 

escrow and attribute revocation. The CP-ABE is a variant of the ABE, and 

it associates a private key with a set of attributes and a ciphertext created 

with an access structure and is used to specify the encryption policy. Others 

are Hierarchical attribute-set-based encryption (HASBE) and multi-

authority. Reference (Q. Zhang, S. Wang et al. 2019) utilized hierarchical 

identity-based encryption (HASBE) to provide ABE, ensuring data security 

while giving fine-grained data access. Conversely, (Xiong,et al. 2020) 

designed a multi-authority access control scheme for a cloud storage 

system and the internet of things (IoT) called SEM-ACSIT for secure 

access control. 

2.7.1.2 Mandatory access control  

Mandatory access control (MAC) mechanism is the traditional 

mechanism to define the access rights of users. MAC gives access 

permission through the operating system or security kernel. It controls 

data owners' ability to grant or deny access rights to clients for the file 

system. All-access control rights are set by the system manager and 

imposed by the security kernel or operating system (Jiang, 2016, Indu, 

Anand et al. 2018b).  
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2.7.1.3 Discretionary access control 

Discretionary access control (DAC) is a security access control 

mechanism that controls the access permissions through data owner (Q. 

Dong, D. Huang et al. 2018). In DAC, each user's access rights are 

performed during authentication by validating the username and 

password. DACs are discretionary as the owner determines the privileges 

of access. In DAC, a file or data has an owner and the data owner controls 

the data access policies. DAC provides more flexibility than MAC; 

however, DAC provides less security than MAC (Wang, et al. 2016). 

2.7.1.4 Task-based access control 

Task-based access control is one of the many level access control 

mechanisms. Specific access permission is required for each task, action, 

or process represented by entitlement or task. This model can handle 

complex access conditions to determine whether the access rights need 

to be granted or denied. The entitlement access control model's primary 

concern is the maintenance of a large number of entitlement sets. Task-

based access control model can represent and implement other 

hierarchical access control models like role-based access control and 

attribute-based access control. (Islam et al. 2019, Y. Liu, K. Xu et al. 2013) 

2.7.3 Data Retention and Backup 

Rajeswari et al. (2017) discussed critical challenges of data security 

in the cloud computing era. They argued that data privacy kept in the cloud 

infrastructure might be breached because of data owners’ inadequate 

security mechanisms. They analysed all categories and compared their 

strengths and weaknesses. Similarly, Takabi et al. (2010) described SaaS 

as a foundational model and evolving paradigm with unique features, 
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which exacerbate security and privacy issues. They further explored the 

barriers to providing a dependable cloud computing setting. Mazahr et al. 

(2017) investigated many security challenges of SaaS and described data 

backup as an essential issue that needs to be carefully addressed. 

2.7.4 Multi-tenancy and Data Segregation Issues 

Tan et al. (2011) described a multi-tenant environment as having 

numerous users whose data are not visible or accessible to each other but 

can share resources or applications in an execution setting, even if they 

access the resources or applications from different locations and 

organisations. Multi-tenancy allows for optimal use of hardware and 

storage resources. SaaS providers should guarantee the distinct 

separation of data at the physical and application levels. Surya et al. (2013) 

described data segregation in SaaS applications as a situation where 

different users’ data are hosted on the same data infrastructure. They 

emphasised that one user’s data should not affect other users’ conditions 

for accessing the same application in a multi-tenant environment. In some 

cases, this happens through malicious intent. 

Furthermore, multi-tenancy presents substantial difficulties when 

deploying application components in the cloud because of varying 

isolation levels among tenants (Ochei, et al. 2015).  

 



   

73 
 

 

Figure 13: Multi-tenancy; Ochei et al. (L. C. Ochei, J. M. Bass et al. 2015) 

 

In some cases, this happens with malicious intents. Users’ data 

must be segregated at the physical and application levels. Ochei et al. 

(2015) clarified that only authorised users have access to data in a multi-

tenant environment.  

2.7.5 Data Confidentiality 

Data confidentiality is the protection of data from unlawful access, 

either intentional or unintentional. Per recent data protection regulations 

(e.g. the NDPR), users must be notified of any breach of personal data and 

protected from the breach. Kan et al. (2013) found that users store their 

data on cloud-based infrastructures, from where data can be accessed. As 

data outsourcing and portability increase, new security challenges are 

introduced, requiring auditing services or mechanisms to verify data 

integrity and privacy in the cloud. The authors proposed an efficient and 

secure dynamic auditing protocol to persuade users that data integrity can 

be guaranteed in the cloud. Additionally, Chen et al. (2015) highlighted the 

need for encrypting data before they are outsourced. 
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2.7.6 Data Availability Issues 

SaaS providers are obligated to guarantee the availability of data 

without any disruption. Availability refers to a system's property being 

reachable and operational upon request by an authorized entity. The 

availability of a system comprises a system's capability to continue to 

operate even when some authorities are not functional. The system should 

be capable of continued operations even in the possibility of a security 

breach (Kulkarni, et al. 2013). Candan et al. (2009) explained that due to 

the associated cost of maintaining physical and software infrastructures, 

third-party service providers provide chargeable services for computation 

capability, storage, and connectivity to organizations 

2.7.7 Data Integrity Issues 

Data integrity is another critical element of a SaaS model. Tiwari et 

al. (Tiwari, 2014b) described data security and privacy as significant issues 

for SaaS application users due to their dependence on the cloud provider. 

They further argued that the SaaS service model provides many features, 

but adequate security remains a challenge. Further, they described existing 

solutions and proposed many SaaS security vulnerabilities and threats. 

Soni et al. (2017) analysed SaaS and cloud computing's security 

characteristics and data security concerns at large scales. They identified 

gaps and suggested future directions. 

2.7.8 Network Security Issues 

The network is the infrastructure for accessing SaaS application 

services. SaaS service providers must implement strict data protection 

measures to ensure that data are protected against manipulation, theft, and 

illicit access (Wang 2011b, Chouhan, Yao et al. 2015). Soni et al. (2012) 

proposed a Host Identity Protocol (HIP) because of the importance of the 

multi-tenant environment's security issues. Varadharajan et al. (2016) 
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described practices for spotting attacks such as virtual machines in a 

trusted virtual domain, in different domains, insider attacks, and attacks on 

services such as a database or domain name service (DNS), and web 

servers in a trusted domain. 

 

2.7.9 Virtualisation  

Virtualization is the process of extracting services, applications, 

computing resources, and operating systems from the hardware they run. 

The virtual machine and manager are the components that make up the 

concept of virtualization. Virtual machines are represented as an image, 

usually called the guest Operating System (OS) content memory and 

storage (Singh, 2017). It is an essential component of cloud technology. It 

works as middleware among servers and users and provides server 

virtualization, resource administration, data segregation, and multitenancy 

features. Jasti et al. (2010) described some threats such as insecure API's, 

unauthorized access, and malicious insider users related to the cloud-

computing environment. Moreover, they evaluated security threats and 

explored how VM's can be exploited to access data and deny services, and 

they proposed helpful measures to avoid such occurrences. 

2.7.9 Encryption 

Minqh et al. (2010) claimed that unless security and privacy issues 

are tackled, the cloud's prosperity and SaaS will be slowed. They presented 

many barriers, including encryption that is slowing the adaptation into the 

SaaS applications. Naemu et al. (2017) reviewed the benefits of 

virtualization and its cost-effectiveness and proposed a novel security 

architecture to protect warehoused VM images in clouds via encryption, 

decryption Kerberos. Banirostom et al. (2013) also reviewed and proposed 

a new approach to improve data encryption and integrity. They called it 

Trusted Cloud-Computing Infrastructure. Kavitha (2011) and Rashmi, 
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(2013) further proposed that SaaS vendors must ensure that critical 

aspects are covered across layers to ensure data security. 

2.7.10 Standardisation and Interoperability 

According to Majda et al. (2015), interoperability is the property of a 

user solution whose interfaces can fully understand and work with another 

service provider’s system in the present or future, with restricted access. 

Rafael et al. (2013) described service movability among diverse cloud 

service providers as challenging because of a lack of standard interfaces 

for interrelating with other service providers, services, and formats for 

managing virtual appliances. Therefore, there is no standard interfacing 

with a SaaS application service provider, and each service provider has its 

API. Rashmi et al. (2013) discussed how to achieve interoperability among 

cloud services, including SaaS applications, and improve their steadiness, 

privacy, and security. Therefore, standards are desired from a diverse set 

of organisations responsible for standardisation such as the ISO or the 

Cloud security alliance (Sahoo, 2013). 

2.8 Chapter Summary and Conclusion 

This chapter highlighted some of the fundamentals of SaaS 

applications, discussed the concept of privacy, and established a link 

between SaaS applications, privacy, and data privacy. The chapter also 

discussed the concept of data protection, including data regulations such 

as the NDPR and GDPR. Furthermore, privacy and data protection issues 

were discussed in detail, and finally, compliance with data protection 

regulations was discussed in SaaS applications. Issues relating to privacy 

and data protection can hinder SaaS applications' adoption, such as 

compliance with data protection regulations. The knowledge gained in this 

literature review of SaaS applications, privacy, and data protection has 

been used to refine the research and enrich the methodology design, data 

analysis, requirements identification, and subsequent design of a policy 
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language to specify and express the compliance requirements of data 

protection regulations at every stage of a data life cycle (Gjermundrød, 

Dionysiou et al. 2016). 
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CHAPTER THREE 

3.0 Methodology and Approach 

3.1 Introduction 

In the previous chapter, the literature revealed a diverse number of 

use cases, fundamentals of SaaS applications and discussed the concept 

of privacy. The Chapter revealed a link between SaaS applications, 

privacy, and data protection within the context of the research. Further, 

the chapter explains the purpose and rationale for the research 

methodology adopted in this research work. An analysis of the relevant 

methods used within the context of ensuring privacy, data protection, 

security and the design or an artefact justifies both the appropriateness of 

the methodology and their limitations is presented. 

3.1.2 Purpose 

The purpose of this Chapter is to provide an overview of the 

research methods chosen and describing how these methods have been 

adopted in this research, and further discussing their suitability within this 

domain and their limitations. Additionally, the chapter discusses ethics, 

data collection, analysis, and evaluation, as well as case study. 

3.1.3 Structure 

Section 3.2 starts by restating the study goals and the methods used 

to accomplish them. Section 3.3 discusses the research methodologies 

used to gather data relevant to the study environment, emphasising a 

combination of design science research and semi-formal procedures that 

included a survey and focus group session. Additionally, the Chapter 

includes sections on the rationale and strategy in sub-sections 3.3.1 and 

3.3.2, where ethical aspects are examined. Sections 3.4 and 3.5 

discussed design science theories and strategies. In 3.6, semi-formal 
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approaches were discussed; in 3.7, a preliminary study methodology was 

adopted; and in 3.8, the Chapter summary was offered. 

3.2 Selecting Research Methods 

As stated in Section 1.3, the overall aim of the research is to design 

an extended, semi-formal policy language for privacy and data protection 

compliance for SaaS business applications by expressing requirements 

for a) the privacy of personal data and b) the achievement of compliance 

with data protection regulations that relate to the privacy of personal data. 

The objective is to determine if privacy, security and data protection 

issues in SaaS applications adoption are inhibiting adoption. In order to 

meet the aim of the research for example, there is then a need use 

appropriate methods to establish if a means of compliance can help 

achieve compliance with privacy and data protection regulations by 

organisations. Therefore, the research was conducted by selecting two 

techniques of qualitative research methods at the preliminary stage of the 

research and in the second stage, by relying on the design science 

strategies and a semi-formal method to design the artefact. 

3.3 Research Methods – Design Science and Semi-formal 
Approach 

The thesis is rooted on cloud computing technology and the 

regulatory realms of privacy and data protection. Cloud computing 

technology research is often classified as computer science, but privacy 

and regulatory difficulties are classified as social and legal challenges, but 

have evolved from a variety of areas, including technology, psychology, 

and mathematics. Both areas share a dependence on an adequately 

developed research approach based on a variety of inquiry tactics, 
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including qualitative, design science, semi-formal methods and mixed 

methods (Creswell 2003). 

As indicated in Section 3.2, the study relies on the combination of 

the design science and semi-formal methods  (Hevner, Chatterjee 2010a), 

(Bj\orner, Havelund 2014). Therefore, the methodological approach is a 

blend of approaches covering two stages of the research: a preliminary 

stage, where relevant data was collected using questionnaires and a 

focus group session held in Nigeria and the policy language design stage 

where semi-formal notations were used to design the specification 

language, SaaS-PPL artefact. 

3.3.1 Rationale and Approach 

A research methodology underpins a research process that places 

philosophical values and assumptions at the heart of the research, guiding 

how data is applied to arrive at conclusions (Kumar 2018). Furthermore, 

a research methodology employs a scientific approach to help address 

the research objectives. It is often the case that those who apply design 

science and semi-formal approaches are practitioners, that is, academics 

who have been invited to proffer a solution to an existing problem 

(Wieringa 2014). 

The research methodology used in the current research is a 

combination of design science methods (Kogan, Mayhew et al. 2019) and 

semi-formal methods. The aim is to design a new artefact - a semi-formal 

policy language to specification security, privacy, and data protection 

regulation properties. Although the design science method entails 

applying knowledge derived from everyday organisational operations to 

problems, it also involves discovering and applying new knowledge to 

previously unsolved challenges (Wieringa 2014).  
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Historically, research design has been applied to all disciplines, 

including engineering, technology, architecture, and the arts. Designs are 

fundamental to almost all professions (Wieringa 2014). Design and semi-

formal methods are highly relevant because they address the issues of 

outputs such as artefacts. 

Semi-formal methods (Bj\orner, Havelund 2014) refer to principles 

of selecting and applying techniques and creating artefacts. Thus, code 

designs, program designs, or software or systems components are 

considered mathematical artefacts. This research shall consider design 

science methods and semi-formal methods, techniques and strategies.  

3.3.2 Ethical Considerations  

There are numerous statements of ethical practices that research 

bodies and professional bodies have devised, such as the ACM and 

British Psychology Society. Bromley, et al. (2015) identify four main areas 

whether there is harm to participants, whether there is lack of informed 

consent, whether there is an invasion of privacy; whether deception is 

involved; 

Harm, in the context of this research, relates to the effect any of the 

use of the data may have on the participants. Therefore, it would be 

unethical to design a study that the outcome may harm any of the 

participants respondents or violate their privacy. 

3.4 Design Science  

Design science was identified as a suitable approach to this study 

because it provides a rigorous process for designing and evaluating 

artefacts that solve observed problems, communicating the results to 

various audiences, and contributing to research (Weber 2011). The utility 

of the system and the characteristics of the organisation and 
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implementation methodologies together determine the extent to which 

that purpose is achieved (Hevner, Chatterjee 2010b).  

Design science is fundamentally a problem seeking paradigm, and 

it aims to create an innovation that defines the ideas practise technical 

capabilities and product through which the analysis, design, 

implementation and the use of an information system can be effectively 

and efficiently accomplished (Orlikowski & Iacono, 2001). Design science 

is vital for a discipline-oriented to watch the creation of successful 

artefacts. 

For some researchers, it is not enough to study and understand why 

nature is as it is; they want to know how they can improve it (Cross, 2001). 

Design science research attempts to focus human creativity into the 

design and construction of artefacts not have utility in application 

environments (Hevner, Chatterjee 2010b)  

Table 3: Examples of Design Science Studies  

No.  Authors Theories Used  Artefact Developed  

1. (Li, Werner et al. 2020) Hevner and Chatterjee (2010);  

2 (Brodin 2019a) Hevner and Chatterjee (2010); 
(Gregor and Hevner (2013) 

GDPR compliance framework 

3. Barafort et al. (2018) Design Science Hevner TIPA Framework 

4. Bragge, Tuunanen, 
Virtanen, & Svahn 
(2011) 

Design Science-Hevner A repeatable collaborative 
technique for establishing new 
technological value systems 

5. Levermore, Babin, & 
Hsu (2010) 

Design Science- Hevener Artefact that combines 
matchmaking with global 
database query 

6. Mueller & Strohmeier 
(2010) 

Theory of Information System A virtual learning environment 
for business training and 
development 

7. Adomavicious, 
Bockstedt, Gupta, & 
Kauffman (2008) 

Process Theory – Design 
Science Approach  

IT Ecosystem Model – IT 
development patterns may be 
studied using a formal issue 
representation framework. 

8. Jiang & Benbasat 
(2004) 

Design Science- Hevener  Virtual Product Experience – a 
tool that lets users edit online 
photos and examine them from 
various viewpoints 

9. Novak, Hoffman, & 
Yung 

Hoffman and Novak (2000) A structural Model – to assess a 
customer's online experience 
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3.4.1 Theories in Design Science  

Theories are critical in both the scientific and social sciences. The 

natural sciences have progressed mainly via intensive theory creation and 

testing using positivist techniques. The creation and testing of theory have 

aided the social and behavioural sciences (Venable, 2006). 

However, Herbert Simon (1996) highlighted the necessity for design 

sciences. Design science is a problem-solving activity that uses emerging 

technology as the main product. (Simon 1996). A design in information 

science provides instructions or concepts for implementation since design 

theories are prescriptive, unlike explanatory and predictive theories in the 

scientific and physical sciences. 

The IS community uses design ideas to enhance the efficacy and 

usefulness of IT artefacts in addressing real-world business issues 

(Hevner & Chatterjee, 2010) Table 2.6 includes design science scholars' 

design theories. 

Table 4: Design Theories in Information science (IS) research  

Study  Process 

Nunamaker et al. (1991)  The process comprises of five stages:  
1. Construct a conceptual framework 
2. Develop a system architecture  
3. Analyse and design the system 
4. Build the (prototype) system and  
5. Observe and evaluate the system. 

Walls et al (1992)  Addresses both product and process design. 
Four components about the design product: 

1. Meta-requirements 
2. Meta-design  
3. Kernel theories and  
4. Testable design product hypothesis  

Three components about the design process: 
5. Design method  
6. Kernel theories, and  
7. Testable design process hypothesis  

Kernel theories are drawn from natural or social 
sciences, as above, but apply to the design method. 

March & Smith (1995) Design activity consists of: 
1. Build  
2. Evaluate  
3. Theorise  
4. Justify 
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Hevner et al. (2004) Seven guidelines for Design Science in IS research: 
1. Design as an artefact 
2. Problem Relevance  
3. Design evaluation  
4. Research Contributions  
5. Research Rigour  
6. Design as a Search Process 
7. Communication of the Research 

Venable (2006) 1. Solution technology investigation  
2. Theory building  
3. Artificial evaluation  
4. Naturalistic evaluation  

Gregor & Jones (2007) 1. The purpose and scope  
2. Constructs 
3. Principles of form and functions  
4. Artefact mutability 
5. Testable propositions 
6. Justificatory knowledge  
7. Principles of implementation 
8. Expository instantiation  

These approaches are described in many ways in the design 

theories literature, such as constructive design (Livari et al. 1998), system 

development (Gregor & Jones, 2007), and design science (Hevner, 

Chatterjee 2010b)  

These design theories all concentrate on how an object can be 

created by relying on a development process and appearing when 

produced based on specific design principles. Prescriptive statements are 

an actual product of design science research, according to most 

publications discussing theory. It is helpful to compare design science's 

viewpoint with that of design. The former provides guidelines for practice, 

guaranteeing that professionals and other design science researchers 

can understand concepts. Science requires theorising and building 

theories. In comparison, design theories aid designers in creating 

successful products (Lukyanenko, Parsons 2013). This section will 

discuss some of these theories in more detail.  

3.4.1.1 Gestalt Theory of Design 

In the 1920s, Germany pioneered the study of gestalt. A significant 

portion of the theory is based on psychological and cognitive processes. 
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"Gestalt" refers to a unified physical, psychological, or symbolic structure 

with characteristics that cannot be deduced from its constituents 

(Courtright, 2002). 

These theories explain how individuals prefer to organise visual 

components into groups or unified wholes when specific rules are 

followed. These are the principles of analogy, continuity, closure, 

proximity, figure, and ground. (Moore & Fits, 1993). Gestalt theory 

examines how we perceive our surroundings. It explores different 

concepts that assist us to determine which is figure and ground 

(Courtright, 2002). 

3.4.1.2 Classic design theory  

Design is creating and arranging pictures to convey a message, 

viewpoint, emotion, concept, or idea. It uses icons, drawings, colour, lines, 

forms, textures, and hues (Johnson, 2008). A classic design has remained 

timeless. The majority of traditional designs are uncomplicated and 

straightforward. This concept summarises the components of design, 

including line, form, space, structure, value, and colour, and the design 

guidelines of movement, emphasis, harmony, and harmony (Lauer, 

Pentak 2011). The classic theory of design asserts that a designer's work 

is pleasant to spectators or viewers due to how the design components 

are arranged in line with design principles. This idea has survived for 

thousands of years and has no single source of origin 

3.4.1.3 Pattern Theory 

Pattern theory, promoted by Ulf Grenander in the 1970s, is a 

mathematical framework to explain knowledge in terms of patterns. It 

theoretically framed many concepts, methods, and findings from 
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computer vision, voice recognition, pattern recognition, image processing, 

and artificial intelligence Knill & Richards, (1996).  

The software world adopted the pattern vision because it addressed 

long-standing issues in software design in general and object-oriented 

design in particular. Pattern theory has been one of the most frequently 

utilised and significant software architecture and design concepts in the 

last decade (Alexander, 1999). 

3.4.1.4 Cognitive Load Theory (CLT) 

CLT began in the 1980s and was further expanded in the 1990s by 

scholars worldwide (Paas et al., 2003). CLT is a psychological theory that 

tries to explain human behaviour by studying our thoughts as humans are 

assumed to be rational creatures who make rational decisions. The goal 

of CLT is to help instructional designers decrease the burden imposed by 

poorly designed learning materials (Cooper, 1998). The CLT involves 

working memory, long-term memory, and sensory memory (Pass et al., 

2003) 

3.5 Design Science Strategies and Steps 

According to (Mullarkey, Hevner 2019, Hevner, Chatterjee 2010a), 

design science includes a set of strategies required for conducting and 

evaluating design science research. These strategies are further 

explained in Table 3. 

Table 5: Strategies for executing design science research 

Step 1: Artefact design, usually referred to as 

‘design as an artefact.’ 

In design science, a viable artefact should always 

be designed as an outcome of the research. 

 

Step 2: Problem significance or relevance The design science approach’s sole intention 

should be to create or develop a technology-

based solution that has relevance to an existing 

problem or challenge organisations face. 



   

87 
 

Step 3: Design evaluation The utility of the artefact must be demonstrated 

by relying on a well-executed evaluation method. 

Step 4: Research contribution Design research should show clear evidence of 

its contributions. 

Step 5: Rigour of the research Research conducted using the design research 

methodology must rely on applying methods 

adjudged to be rigorous in the execution and 

evaluation of artefacts.  

Step 6: Design as a search process The design as a search process stage of the 

design science method requires reviewing the 

current state of the art and identifying gaps in the 

literature. 

Step 7: Communication of the research Under the design research methodology, the 

outcomes of the research must be 

communicated to relevant audiences. 

(Source: Hevner et al. (2010) (Hevner, Chatterjee 2010a), Mullerkey et al. (2019) (Mullarkey, Hevner 

2019)) 

According to Mullarkey et al. (Mullarkey, Hevner 2019), there must 

be evidence of clear research contributions in designing an artefact and 

the evaluation of methodologies. Researchers must use their research 

skills and academic judgments to determine how to apply guidelines or 

strategies for conducting design science research. Additionally, the 

authors argued that each of these seven strategies must be executed to 

complement the design science research methodology. The seven 

strategies are explained in more detail below. 

3.5.1 Step 1: Design as an Artefact 

The designs developed in this thesis are based on the production of 

specific artefacts in the form of a semi-formal policy language with an 

extended syntax and semantics. The SaaS-PPL policy language 

extension provides an approach (method) and syntax (model) to capture 

the privacy and data protection requirements of the NDPR at multiple 

levels of abstraction.  
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The outcome of any design research is a design that is more 

focused on serving an organisational need. It must be defined or 

described effectively to be implemented and applied in an appropriate 

setting. According to Riemer (2014) (Riemer, Johnston 2014), artefacts 

are fundamental to information and computer sciences. Consequently, 

they are considered to be interdependent with the contexts of their 

application. 

In the current research, the artefact produced is a language 

specification expressing security, privacy, and data protection properties 

of SaaS business applications. The artefact is created by relying on semi-

formal methods to develop the extended syntax and semantics of PPL 

and express the security, privacy, and data protection properties of the 

NDPR. The artefact serves three groups: software developers, data 

compliance managers and management. The SaaS-PPL work is detailed 

in Chapter 6. 

3.5.2 Step 2: Problem Relevance 

The literature review in Chapter 2 identified the relative shortage of 

mechanisms and techniques for assessing and improving compliance 

with relevant regulations such as the NDPR. Additionally, although SaaS-

PPL is particularly suited to capture SaaS applications' compliance 

requirements, it is not suited for capturing business process properties. 

Thus, to be relevant in the business process domain, the SaaS-PPL policy 

language will require further standard extensions. 

Compliance with security, privacy, and data protection regulations 

remains a significant problem across all sectors and industries. Based on 

the evidence in the literature review, there are no existing methods or 

mechanisms to ensure compliance with the data protection requirements 

of the NDPR the government in Nigeria has enacted, which now poses a 

significant problem for organisations. Thus, confirming the problem 
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relevance as governments and regional bodies continue to enact data 

protection laws such as the NDPR (Tamburri, 2019), the GDPR, (NDPR, 

2019), and California Consumer Protection (CCP) Act, 2020 (W. Stallings 

2020a). 

Furthermore, in the early part of the research process, the 

researcher conducted a focus group session and collected data from 

specific high-profile organisations in Nigeria to understand their concerns 

about security, privacy, and data protection in SaaS applications. The 

justification behind using a questionnaire survey and a focus group 

session was to triangulate data and find consistencies and reoccurring 

themes in the data (Wray, Markovic et al. 2007). 

3.5.3 Step 3: Design Evaluation 

The value and utility of a design artefact must be supported using 

an evaluation method. As  (Hevner, Chatterjee 2010a) noted, evaluation 

is a critical element of the research process. The proposed policy 

language artefacts such as syntax and semantics extensions have been 

designed and validated in a case study using semi-formal proofs. These 

proofs have shown matching of the specified properties of compliances 

with privacy and data protection properties. This outcome is described in 

Chapter 7 using a scenario that demonstrates the utility of the policy 

language. 

Furthermore, an artefact is said to be complete when it has met all 

requirements and when it is regarded to be fit for the purposes for which 

it was designed. In the design science method, artefacts can be evaluated 

using several design science techniques, including observation, 

analytical, experimental, testing, and descriptive techniques. 

In addition to the design science evaluation methods, in this research, a 

combination of  (Hevner, Chatterjee 2010a) observation techniques using 

a case study scenario and Bjorn’s (Bj\orner, Havelund 2014) semi-formal 
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proof techniques is employed. Semi-formal methods use mathematical 

proofs to evaluate and confirm correctness (Gawanmeh, Alomari 2015). 

The evaluation aims to determine whether the syntax and semantics 

of the new policy language have specified the service provider obligations 

and user preferences correctly based on the data protection regulation's 

properties. Details of the semi-formal proofs of the evaluation are provided 

in Chapter 6. 

3.5.4 Step 4: Research Contribution 

Hevner (Hevner, Chatterjee 2010a) argued that the eventual 

assessment of any research project requires the ability to answer the 

research contributions' question. This research study contributes to the 

design of a specification language as described by  Bjorn et al. (Bj\orner, 

Havelund 2014), such as the extension of PPL into an artefact called the 

SaaS-PPL specification language, a set of obligations, policies; syntax 

and semantics extensions; and the mapping of privacy and data protection 

requirements of the NDPR. Full details are provided in Chapter 6. 

This study also evaluates the compliance check syntax to show 

evidence of compliance with the NDPR regulation as a contribution by 

matching and evaluating service provider obligation, user preferences, 

and privacy and data protection regulation properties. 

3.5.5 Step 5: Research Rigour 

The research rigour strategy of the design research methodology 

relates to how the research is carried out. In the design research 

methodology, rigorous methods are applied to designing, building, and 

evaluating the artefact. Any academic exercise or endeavour’s rigour is 

derived from the practical application and use of existing theoretical 

foundations and proven methodologies. 
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Therefore, a research study’s success will depend on the 

researcher’s ability to select the most appropriate techniques for 

designing and evaluating the artefact. 

SaaS-PPL is based on PPL, which is designed for access and 

authorisation. SaaS-PPL extends PPL to adapt to new privacy and data 

protection regulations, such as the NDPR and GDPR, based on semi-

formal methods and accepted standards for system specification. SaaS-

PPL extends PPL with syntax and semantics for the entire data life cycle, 

including collecting, processing, storing, retaining, and forwarding. The 

addition of semantics is based on existing policy language arrangements. 

This research study has foundations in computer science, law, 

information science, privacy, and data protection principles.  

The SaaS-PPL artefact presented in the research was designed 

after a thorough review of the literature and the gaps in existing 

approaches to compliance (see Section 2.0), including the justification of 

the need to using formal and semi-formal methods to design the artefact 

based on semi-formal techniques (see Section 6.0). Additionally, the 

SaaS-PPL artefact was rigorously evaluated using an NDPR case study. 

3.5.6 Step 6: Design as a Search Process 

The SaaS-PPL design is founded on reviewing the gaps identified 

in the current state of privacy, security, and data protection in SaaS 

applications (see Chapter 2). After the initial PPL version was published, 

the language was extended and refined over several iterations that added 

support for the specifications of privacy, security, and data protection 

regulation requirements in different contexts. 

In design science research, the search process represents 

discovering a solution to an existing problem. Additionally, the process of 

solving a problem can be described as applying available resources to 
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arrive at the desired end while following existing regulations or limits 

imposed by the environment. 

3.5.7 Step 7: Communication of Research 

SaaS-PPL is presented from a technical viewpoint and directed at data 

protection managers and developers. Although higher-level motivations of 

managerial audiences are discussed to some degree, they are not the 

focus. However, the broader scope of the thesis will address concerns of 

managerial audiences as well.  

Stakeholders with technical backgrounds need sufficient detail to 

create the described artefact, whereas administrative audiences need 

sufficient detail to decide whether it is necessary to integrate the described 

artefact into the organisation’s overall plan. Design science studies must 

be evidence-based and simplified to cater to diverse stakeholders Hevner 

et al., (2010a). Furthermore, the research communicates and 

demonstrates the numerous benefits of SaaS-PPL language to 

organisations concerning the specification of their privacy and data 

protection compliance requirements as required by data protection 

regulations. In the following section, the design evaluation approach of the 

design science methodology is discussed. 

3.5.8 Design Science Evaluation Techniques 

After an artefact is designed, it needs to be evaluated. The 

researcher relies on semi-formal methods and the mathematical proof 

system to evaluate the artefact’s properties and notations. The case study 

context supports this approach. The proof system evaluates personal data 

properties at each level of the data life cycle and matches them against 

the service provider’s sub-policies and obligations specifications and the 

user’s data handling preferences. 

The mathematical proof system showed how all the properties 

complied with data protection regulation provisions such as the NDPR. 
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Full details of the case study are presented in Section 7. Hevner et al. 

(2019) identified five distinct evaluation techniques: observational, 

analytical, experimental, testing, and descriptive.  

Accordingly, in this research study, a combination of semi-formal 

proofs and observational case study evaluation techniques is used to 

appraise and evaluate the artefact. These techniques are well suited for 

this research because the semi-formal proof technique evaluates the 

artefact, and the case study puts it into context and provides insights into 

how the artefact can be applied to a particular setting. The case study’s 

primary purpose is to investigate the regulatory, economic, technological, 

and social contexts of a case. 

3.6 Semi-formal Methods 

According to (Bj\orner, Havelund 2014), a semi-formal method 

describes its techniques and tools using mathematics and other modelling 

tools such as the unified modelling language (UML). For example, if the 

method includes a specification language, it must have a semi-formal 

syntax, semantics, and a proof system developed according to 

established standards. Semi-formal methods can help construct a 

specification and analyse, transform, or refine existing or pre-existing 

specifications. Besides being employed to design specification languages 

for software packages, formal methods are used for developing software 

requirements (Souri, et al. 2018). 

The aim of using semi-formal software development methods is to 

reason about and determine the properties of the software or application 

under development (Ed-Daibouni, et al. 2016). These properties may 

include the correctness of a program code regarding the system's 

requirements and other resources such as computing usage. For this 

research, the specification language will be the focus. 
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3.6.1 Specification Language  

Specification approaches or methods are believed to have been 

early types of semi-formal methods. Some early semi-formal specification 

languages include Z (Saratha, Uma et al. 2017, O’Regan 2017), RAISE, 

RSL (Bjørner, Henson 2007), and VDM (Larsen, Lausdahl et al. 2010). 

These specification languages aim to build and specify readable 

expressive program requirements, syntax, and semantics. Therefore, the 

major challenge of writing simple-to-comprehend specifications alongside 

evaluation and analysis tools remains (Navimipour 2015).  

3.6.2 Syntax and Semantics 

3.6.2.1 Syntax  

Syntax is a form of expression, a statement, and a program unit. 

Additionally, the syntax is used in a language or program to signify the 

language or program’s structure but not it's meaning. A language's syntax 

is a collection of rules that validate the sequence of symbols and 

instructions used in a language or program (Alves-Foss 1999).  

3.6.2.2 Semantics 

According to Gawanmeh and Amjad (Gawanmeh, Alomari 2015), a 

language's semantics clarifies the meanings of expressions, statements, 

and program units. It is used to understand the relationship between 

syntax and the model of computation of a language or program. 

Semantics emphasises the interpretation of a program to understand it 

easily or predict the outcome of the program’s execution. Schobbens and 

Yves (Schobbens, Heymans et al. 2006) contended that a language is not 

fully defined without formal semantics. 

3.6.3 Semi-Formal Proof System 

Semi-formal mathematical proofs should be presented in a way that 

is easily comprehensible to mathematicians. A semi-formal proof is proof 

that every logical inference has been checked, going back to 
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mathematics’ fundamental axioms. All the intermediate logical steps are 

supplied, without exception. No appeal is made to intuition, even if the 

translation from intuition to logic is routine. Thus, a semi-formal proof is 

less intuitive and yet less susceptible to logical errors (Souaf, Berthomé 

et al. 2018, Hales 2008a).  

In the following sections, the researcher describes the data 

collection methods executed at the preliminary investigation stage. 

3.7 Preliminary Investigation  

In the preliminary part of the research, the researcher collected data 

from a select number of organisations in Nigeria to meet the initial stages 

of the research and answer the research questions. Along with primary 

data, the researcher extracted requirement data from relevant data 

protection regulations based on privacy principles by design (Cavoukian 

2020). 

Because this research involves human respondents, ethical 

concerns were addressed. The greatest care was taken to recognise and 

comply with regulations concerning the ethics of research conduct. All 

regulations, policies, and standards relating to ethics set by the University 

of Central Lancashire (UCLAN) were strictly adhered to. 

The principles of professional integrity, confidentiality, and personal 

privacy provided by the GDPR were considered throughout the research 

study. Consent of all participants was obtained before the focus group 

session and a questionnaire survey were conducted. An information 

sheet, approved by UCLAN, was provided to all participants and their 

organisations before participating in the research study. 

3.7.1 Data Collection Methods 

Qualitative data are collected for the sole purpose of analysing the 

problem the targeted audience faces and providing clarity on the impact 
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of the problem on the targeted audience (Pat Bazeley and Kristi Jackson 

2013). Several types of qualitative data-gathering techniques exist, 

including focus groups, in-depth interviews, and observations (M. M. 

Krupp, M. Rueben et al. 2017). Three of them will be compared to 

determine the relevance of these techniques to the current research work. 

Generally, qualitative data-gathering tools are all useful; however, 

their suitability depends on the research questions, needs, and goals. In 

this research, a focus group session and questionnaires were employed 

in the early stages to engage with relevant organisations in Nigeria. 

Because of the sensitivity of privacy and data protection issues, many 

participants data were anonymised and relevant consents collected after 

administering participant information sheets. 

3.7.1.1 Questionnaire  

A questionnaire is the main means of collecting quantitative primary 

data (Roopa, Rani 2012). A questionnaire enables quantitative data to be 

collected in a standardized way so that the data are internally consistent 

and coherent for analysis (Kazi, Khalid 2012). Questionnaires should 

always have a definite purpose that is related to the objectives of the 

research, and it needs to be clear from the outset how the findings will be 

used. 

A questionnaire is used in case resources are limited as a 

questionnaire can be quite inexpensive to design and administer and time 

is an important resource which a questionnaire consumes to its maximum 

extent, protection of the privacy of the participants as participants will 

respond honestly only if their identity is hidden and confidentiality is 

maintained, and corroborating with other findings as questionnaires can 

be useful confirmation tools when corroborated with other studies that 
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have resources to pursue other data collection strategies (Chong, 

Diamantopoulos 2020).  

3.7.1.2 Purpose of the Questionnaire 

The purpose of this survey is to capture the privacy, security and 

compliance with data protection regulation concerns of organisations 

relating to SaaS applications and data protection in the retail sector in 

Nigeria. The results of the survey are intended for requirements gathering 

towards the designing a novel privacy and security compliance 

mechanism or tool for SaaS business applications. 

The questionnaires were deployed after obtaining ethical approval 

from the university. The data collected from the questionnaires were 

intended to be used for designing a privacy and data compliance 

mechanism for SaaS applications. The researcher used the university’s 

Microsoft Forms tool for data collection. This satisfied the university’s data 

handling policies and complied with the EU’s new GDPR. The 

questionnaires targeted participants in highly strategic organisations in 

Nigeria.  

3.7.1.3 Focus Group  

A focus group is a group interview involving a small number of 

demographically similar people or participants who have other common 

traits or experiences. Their reactions to specific researcher posed 

questions are studied (Hasni,et al. 2020). 

In the first stage, the focus group technique has been selected 

regardless of other qualitative research methods mainly due to its ability 

to allow researchers to ask questions, and to instigate clarifications of 

ideas by allowing direct communications between participants during the 

session (Satrjeenpong, et al. 2018) To determine the success of this 

technique, a moderator (or a moderating team) must be chosen to lead 
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the discussion by asking the participants open-ended questions on a 

specific topic of interest. In addition to leading the discussion, the 

moderator also plays an important role in creating a comfortable 

environment for the participants, thus promoting more “natural” 

conversation between them - without heavily relying on the questions from 

the moderator (Moudra, et al. 2020). In general, focus group works 

predominantly quite well especially for the pilot testing proposals, despite 

of depicting some challenges in generalizing the data collected from 

exercising the method. 

3.7.1.4 Purpose of the Focus Group 

The purpose of the focus group session was to interact and discuss 

on the current state of privacy, security, and data protection in the 

software as a service security as required by emerging regulations, 

standards and frameworks. The results of this focus group session are 

intended for requirements gathering towards designing a novel security 

and privacy compliance tool for software as a service business 

applications. The focus group session aimed to provide additional data 

collection support to the data collected from the questionnaire. 

The focus group had participants who constituted senior IT 

managers and decision-makers from highly strategic organisations in 

Nigeria to obtain specialist and professional inputs into the design and 

implementation of the proposed privacy and security compliance 

mechanism. See Table 5 below for descriptions of participants’ 

organisations. 

3.7.2 Data Analysis Methods 

3.7.1 Questionnaire Analysis 

Questionnaire analysis was conducted using Microsoft Forms, 

which has a data analysis feature at the backend that streams data 
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directly. This provided the researcher with rich, high-end visualisations 

in the form of charts (Jennifer Rowley 2014). 

3.7.2 Focus Group Analysis  

The researcher transcribed and generated data from the focus 

group session's audio recording and formatted them by referring to the UK 

Data Archive’s guidelines and suggestions on transcription conventions 

(UK Data Archive 2007). The researcher transcribed the audio data and 

imported them into a computer-assisted qualitative data analysis software 

(CAQDAS), NVivo, to analyse them and find recurring themes and 

patterns.  

The data were coded, organised, and labelled for interpretation. In 

NVivo, extracting, labelling, and classifying as coding are the most critical 

steps in analysing qualitative data. These steps allow the researcher to 

organise the transcribed data's text and discover patterns that may not be 

visible or detectable by just reading the text or listening to the audio.  

The researcher relied on NVivo to categorise the focus group data. 

Additionally, NVivo helped identify meaningful patterns from the data 

(Jarzebowicz, 2017). The researcher used the focus group session where 

the questionnaire data were not sufficient (Krupp, et al. 2017). 
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3.7.3 Participant Organisations  

Table 6: Participant organisations 

 

3.7.4 Evaluation 

The artefact was evaluated using two evaluation tools: a case study 

and semi-formal proofs. The evaluation's objective was to determine 

whether the artefact and design process advanced in this study were fit 

for specifying and matching the privacy and data protection compliance 

properties of the service provider and the preferences of users within the 

context of the NDPR and SaaS applications. 

3.7.5 Case Study  

To show the utility and provide a context for the artefact and semi-

Semi-formal concepts designed based on the regulatory requirements of 

the NDPR and therefore, the NDPR requirements were expressed and 

using SaaS-PPL. The case study assume a scenario where a customer 

S/N Organisations Who They Are/What They Do Significance 

of 

Response 

1 Nigerian National 

Petroleum Corporation 

(NNPC) 

NNPC is the state oil corporation.  High 

2 Nigerian National 

Petroleum Corporation 

– RETAIL (NNPC Retail 

Ltd.) 

 

NNPC Retail Ltd., is a fully owned subsidiary of 

NNPC.  

High 

3 National Information 

Technology 

Development Agency 

(NITDA) 

 

NITDA was created in April 2001 to implement the 

Nigerian Information Technology Policy and co-

ordinate general IT development in the country.  

High 

4 Nigeria Content 

Development 

Management Board 

(NCDMB) 

 

NCDMB was established by the Nigerian Oil and 

Gas Industry Content Development Act, which came 

into effect on 22 April 2010.  

High 
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interacts with a SaaS-enabled pay-at-the-pump POS solution to pay for 

services at a petrol station. 

3.7.6. Semi-Formal Proofs 

Semi-formal proofs (Hales 2008b) techniques helped the researcher 

match SaaS service providers’ privacy policy preferences with data 

subjects’ preferences by matching the SaaS service provider policy. It was 

less (or equally) permissive as the data subject’s security and privacy 

preferences as captured in the NDPR. 

3.7.7 Planning for the Focus Group Session 

The focus group session’s objective was to get participants to 

interact and discuss current security and privacy concerns in SaaS 

applications offered by leading service providers. The results were 

intended to meet the requirements for designing a compliance mechanism 

for SaaS business applications. 

The focus group session took place in Abuja, the Federal Capital 

Territory, Nigeria. The participants were drawn from both the private and 

public sector of the industry, including relevant regulatory agencies. 

3.8 Chapter Summary and Conclusion 

In this chapter, design science and semi-formal methods were 

introduced as the current research study's preferred methods. The 

research focuses on designing a policy language for the specification of 

compliance properties, referred to as the ‘artefact’. The design science 

and semi-formal methods were applied to the NDPR data protection 

requirements using a petrol station scenario. The following chapter will 

provide the results of the data collected at the data-gathering stage. 
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CHAPTER FOUR 

4.0 SaaS-PPL Requirements 

4.1 Introduction 

In this chapter, the privacy and data protection principles of the 

NDPR are discussed in detail. Additionally, the rights of data subjects 

whose personal data are collected are discussed alongside the 

obligations of the service provider in the NDPR. The transfer of personal 

data to third parties or countries, an essential cornerstone of privacy and 

data protection, is also discussed in detail. Finally, the chapter introduces 

the concept of the data life cycle and all the stages involved therein. The 

researcher relies on the data life cycle concept to map and align the 

stages of data life cycle NDPR requirements of the specification policy 

language. 

4.1.1 Lawful Principles of the NDPR 

Like other data protection regulations, the NDPR introduced legal 

data processing principles, particularly personal data processing. It also 

introduced other principles such as consent collection from data subjects, 

legitimate purposes for data processing, transparency and the 

minimisation of data collection, and the duty of care and accountability to 

any person or entity entrusted with personal data. 

4.1.1.1 Scope of the NDPR 

The scope of the NDPR applies to any organisation handling the 

personal data of Nigerians. Meanwhile (Nigerian Information Technology 

Development Agency 2019), the GDPR has a global impact and applies 

to organisations even outside the EU that handle the personal data of EU 

citizens. Furthermore, sections 1.1, 1.2, 1.3, and 4.1 of the NDPR and 

Articles 3 and 4 (1) of the GDPR clearly state that the regulations only 

protect and safeguard individuals’ rights, not those of legal persons or 
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entities. Whereas the NDPR does not distinguish between private and 

public bodies, the GDPR applies majorly to public bodies. Therefore, in 

terms of scope, the two regulations are reasonably consistent. 

4.1.1.2.1 Regulatory Scope 

Although the two regulations’ scopes apply to organisations that 

personal process data, usually referred to as data controllers, the NDPR 

applies only to organisations and citizens within the Nigerian state's 

jurisdiction. In contrast, the GDPR applies to all people referred to as 

natural persons in the regulations’ text irrespective of their nationality. 

4.1.1.2.2 Jurisdictional and Territorial Scope 

All NDPR provisions and principles apply to the processing of 

personal data of living persons in Nigeria, as outlined in Section 1.2 of the 

regulation, and the processing of Nigerians living outside of Nigeria. 

Meanwhile, the GDPR (Articles 3, 4, & 11 and Recitals 2, 14, & 22–25) 

extends outside of the territorial boundaries of the EU and is thus 

applicable to data controllers without operations in the EU  

4.1.1.2.3 Material Scope  

The NDPR and GDPR define ‘processing’, sensitive personal data, 

and personal data in the same way. However, in the NDPR, there is no 

emphasis on the processing of data by other means, such as non-

automated means.  

4.1.1.2 Evaluation of the NDPR and GDPR Data Protection 

Principles 

From the legal perspective, data protection regulations are meant 

for legal experts and are subject to legal and ambiguous interpretations. 

These interpretations further compound the challenges facing their 

compliance. For example, the NDPR and GDPR aim to protect personal 

data by requiring compliance from organisations involved in collecting, 

using, storing, and forwarding personal data. They apply to contexts 
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where personal data are either collected online using electronic means or 

collected offline. Whereas the NDPR came into effect in April 2019, the 

GDPR came into effect in May 2018. Both regulations share very similar 

objectives. The NDPR’s sole objective is to safeguard the privacy of data 

relating to natural people in Nigeria. It seeks to achieve this by ensuring 

that all transactions involving personal data transfer are free from 

manipulation. The regulation also stipulates a penalty for violation: 2% of 

annual gross revenue for data controllers who handle personal data of at 

least 10,000 users of a service and 1% of annual gross revenue for data 

controllers handling fewer than 10,000 users. 

The GDPR primarily aims to protect residents’ privacy within the 

geographical space of the EU by regulating how organisations handle and 

process personal data in their operations. The EU is a significant 

economic bloc; therefore, the GDPR’s reach and impact are global. As 

highlighted above, the two regulations are similar in many areas, such as 

their objectives, definitions of terminologies, scopes, and safeguards to 

protect natural persons’ right to data privacy. However, they are different 

in many areas as well, such as in enforcement mechanisms and 

authorities, child rights, and penalties for violations. In the following 

sections, these similarities and differences are discussed. 

4.1.2 Key Definitions of Terms in the NDPR and GDPR 

Both the NDPR and GDPR have similar definitions, with two key 

differences: the definition of a child and a data processor's definition. 

Whereas a data processor’s role is the same as that of a data controller 

in the NDPR, the GDPR classifies them separately.  

• Personal Data: In Section 1.3, the NDPR refers to personal data as 

any form of data that can be directly or indirectly associated with a 

living person, such as full names, national ID numbers, phone 

numbers, IP addresses, and email addresses  (Skendžić, et al. 
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2018, L. Elluri, Nagar et al. 2018b, NITDA 2019). Additionally, in the 

NDPR, no information on data is ‘anonymised’, whereas in Article 4 

and Recitals 26–30 of the GDPR, anonymised data are defined as 

data that cannot identify a person, such as sensitive records (e.g. 

past criminal records). 

• Data Subject: This refers to a person who can be identified by any 

information obtained from social, economic, physical and cultural, or 

electronic devices (e.g. IP addresses) (Jayasinghe, Lee et al. 2018). 

• Data Controller: A data controller is a person or entity that handles 

personal data relevant to their operations.  

• Data Processor: The NDPR does not distinguish between the data 

processor’s roles and the data controller’s roles. Section 5 includes 

all entities that process data as data processors or controllers. In 

comparison, a data processor role is described in the GDPR as a 

legal person (Altorbaq, et al. 2017c). 

• Child Definition: The NDPR does not specially recognise children 

as natural persons requiring superior data protection. It merely 

contains provisions for all-natural persons. Meanwhile, the GDPR 

recognises children as natural persons who are vulnerable and 

require superior data protection. This special protection should have 

applicability to marketing or services tailored for children 

(Papadimitriou,et al. 2019). 

4.1.2.1 Data Subjects’ Rights in the NDPR  

In the NDPR, data subjects have been given rights such as the right 

to access information relating to processing and to be informed where no 

action has been carried out on a request to a data controller. Other rights 

are the right to withdraw consent, the right to rectification of processing, 

the right to deletion or erasure, the right to know what the interests of a 
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data controller or entity are, and, finally, the right to restrict or even object 

to any form of processing.  

4.1.2.2 Enforcement in the NDPR  

Enforcement is the actual process of ensuring compliance with 

regulations. The NDPR and GDPR both contain monetary penalties for 

non-compliance, but the penalties, procedures, and amounts differ 

significantly. 

• Monetary Penalties: The NDPR imposes a flat rate of 10 million 

naira or 2% of the annual revenue of the previous year (Nigerian 

Information Technology Development Agency 2019). Similarly, the 

GDPR imposes a flat rate of 10 million euros or 2% of the annual 

revenue of the previous year (or 20 million euros or 4% of annual 

turnover, whichever is higher) in the case of a company with global 

operations. 

• Supervisory Authority: The NDPR does not have any provisions 

for establishing an independent monitoring authority, but it does 

mandate the NITDA to oversee the application of the NDPR. In 

contrast, Article 51 provides for an independent authority to 

implement the GDPR in the EU. The authority is responsible for 

assisting organisations in understanding their obligations and 

compliance.  

4.1.2.3 Civil Remedies in the NDPR 

To persuade or coerce relevant parties to take responsibility, 

provisions for civil remedies are included in the NDPR as well as the 

GDPR. They allow individuals to seek redress for violations of their privacy 

or the privacy of their data. According to Section 4.2 of the NDPR, the 

right to seek redress is affirmed, while NITDA retains powers to set up an 

investigative administrative redress panel to investigate violations 

(Nigerian Information Technology Development Agency 2019). Similarly, 
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Articles 79–82 and Recitals 141–147 (Kovačić et al. 2018) of the GDPR 

state that a violation is a justifiable cause to start legal action.  

4.1.2.4 Data Controllers and Processors in the NDPR  

The NDPR and GDPR share some similarities regarding the scopes 

and responsibilities of data controllers.  

The scopes of the NDPR and GDPR are common when it comes to 

data controllers. Additionally, both the NDPR and Data protection officer 

(DPO) mandate the use of a data protection officer. The NDPR does not 

use the term ‘data processor’, but rather ‘data administrator’. The GDPR 

also introduces the concept of data protection impact assessments, which 

is missing in the NDPR. However, the NDPR mandates that controllers 

perform a complete privacy and data protection audit within six months of 

the implementation date of the NDPR. 

The NDPR has significant implications for controllers and 

processors when it comes to their responsibilities. Additionally, they must 

believe that data protection should be enabled by default, which implies 

that all technologies should be equipped with security measures at the 

time of their design. A controller should process-specific data for a specific 

purpose only, and the subject must be informed in the event of a data 

breach. 

4.1.2.5 Transfer of Personal Data in the NDPR 

According to the NDPR and GDPR, personal data may be 

transferred to third countries (Sections 2.11, 2.12, and 4.3 of the NDPR 

and Article 44–50, Recitals 101 and 112 GDPR). Transfer of personal data 

must be made to a third country or jurisdiction that meets the relevant 

authority’s standards of protection. However, under the NDPR, grounds 

for a cross-border transfer do not include a transfer being made from a 

register accessible by the public or by a person who can demonstrate a 

legitimate interest. 
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Inside the EU, the GDPR has made the process of transferring 

personal data complex. It is only allowed when certain conditions are met, 

for example, evidence of adequate safeguards, adequacy decisions, 

treaties, and unique situations or circumstances. 

An adequacy decision situation is when the European Commission 

decides that a country has satisfied the adequacy conditions. In this 

situation, personal data transfer may be allowed if evidence of enforceable 

rights has been made accessible for data subjects. If none of the above 

applies, under the NDPR and GDPR, eventual transfer of data may 

happen, but only on the judgement or order of a relevant court of law. 

4.1.3 Data Life Cycle 

Data life cycles are the sequences that a unit of personal data goes 

through, from when it was initially collected to how and where it was stored 

and used (B. Spasic, et al. 2018b). According to Butin et al. (2015), 

personal data protection can only be beneficial when organisations 

implement protection policies at each stage that makes up the life cycle 

of personal data.  

Furthermore, regarding how organisations share data with third 

parties and how they are deleted or erased, Butin  (2015) argue that 

regulations help set obligations. These obligations can help in the exercise 

of responsibility and the verification of handling practices by organisations 

regarding personal data. 

In this study, the proposed policy language specifies policies on the 

stages of the data life cycle (e.g. data collection), policies enforcing 

storage preferences (e.g. preferred location), policies for enforcing usage 

of collected data, and policies for deletion and forwarding of data to third 

parties. 
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4.1.3.1 Data Collection 

Section 2.3 of the NDPR requires data controllers to clarify their 

purpose before collecting personal data; it also requires them to clarify 

how they intend to process the data. Furthermore, to avoid random and 

excessive data collection, the regulation seeks to limit data collection to 

the purpose of collecting (NITDA, 2019).  

4.1.3.2 Data Usage  

In Section 2.1 (subsection (a)) of the NDPR, data controllers are 

requested to collect data according to a clear lawful purpose. This purpose 

is to be communicated and have the consent of the data subject. A service 

provider’s policy should have indicated details on (i) consent for use, (ii) 

purpose, and (iii) who will use the data (Salami, 2020). 

4.1.3.3 Data Storage  

In Part 2, Section (12), the NDPR declares that personal data should 

be stored only for the amount of time reasonably needed to store them. In 

a situation where a specific type of data is stored by a data controller or 

SaaS service provider, (i) the location of storage must be known, (ii) the 

storage infrastructure must be secure, and (iii) a periodic review must be 

conducted of the reasons the personal data are in storage (Agbali, Dahiru 

et al. 2020). Furthermore, the NDPR states that where processing has 

been restricted, such personal data shall, except for data stored, only be 

processed with the data subject’s consent. 

4.1.3.4 Data Deletion 

Section 3.1 (9) of the NDPR also describes the rights that data 

subjects can exercise regarding the erasure or deletion of their data from 

a service provider's infrastructure (Izuogu, 2021). Therefore, by 

implication, service providers are required to have mechanisms or 

provisions for the enforcement of these rights based on (i) who is 

authorised to delete data from a service provider’s storage system, (ii) 
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what type of data is authorised personnel allowed to delete or retain, and 

(iii) whether the deletion is subject to a period of delay(NITDA, 2019). 

4.1.3.5 Data Forwarding  

Services and service providers continue to depend on each other to 

benefit users, making the need to share data among service providers 

critical (Breaux, 2016). To ensure effective regulation and protect data 

subjects’ rights, data protection regulations require that consent be 

obtained for data forwarding. In Sections 2.11 and 2.12 of the NDPR, data 

forwarding criteria describe the conditions in which a service provider or a 

data controller may transfer personal data to a third-party recipient. Some 

of the conditions are (i) consent provided by the data subject, (ii) a specific 

purpose stating why the data will be forwarded, and (iii) a list detailing the 

recipients of the personal data (NDPR, 2019). 

4.1.4 Mapping of Legal Compliance Properties of the NDPR 

SaaS application service providers collect and process users’ data 

to provide their applications or services, thus creating the need for 

ensuring compliance with data handling regulations. This research 

focuses on a scenario where data are collected and transferred from the 

data subject to the service provider’s infrastructure. The transfer method 

can conflict with the data handling preferences of the data subject, thus 

raising security and privacy concerns (Daibouni, et al. 2016). 

Following the analysis of the obligations of data controllers set out 

in the NDPR (see sections 5.1.3.1 to 5.1.3.5), the proposed policy 

specification language, SaaS-PPL (Tøndel et al. 2017), will be used to 

express rules that correspond to the collection, usage, storage, deletion 

and retention, and forwarding of data. 

Further analysis of the data protection and handling expectations of 

the NDPR showed that the NDPR requires the proposed policy language 

to express data compliance rules relating to the collection, usage, 
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retention, and storage location. PPL (Benghabrit, et al. 2014) meets some 

of these requirements, for example, access control and authorisations. 

Moreover, the policy language should be extensible enough to meet the 

NDPR’s requirements regarding SaaS applications. The requirements are 

by no means exhaustive, but they satisfy the contextual objective of 

checking for compliance with data protection regulations in SaaS 

applications. 

4.1.4.1 Requirement #1: Data Collection 

Organisations are facing challenges relating to consent and opt-out 

rights (Altorbaq, et al. 2017b). A critical issue relating to data collection is 

obtaining consent when processing personal data. According to Section 

2.3 of the NDPR, the data subject’s freely and unambiguously given 

consent in writing, by e-mail, or orally is required to process their data 

(Skendžić, et al. 2018, NDPR, 2019). The consent may be withdrawn at 

any given time (see Part 3, Section (i) of the NDPR), which creates a 

compliance challenge in cases where third-party processing has already 

taken place. The SaaS-PPL specification language has a sub-policy for 

obtaining consent to fulfil the compliance requirement of the NDPR. 

4.1.4.2 Requirement #2: Data Processing 

To use SaaS applications, organisations collect and share data with 

service providers. This poses the challenge of conflicting interests relating 

to usage and processing and raises concerns about how the service 

provider and other third parties may use the collected personal data. 

According to Part 2, Section 2.2 (subsections (a–e)) of the NDPR, the 

service provider must have a lawful basis and obtain consent from the 

data subject before processing personal data. The proposed SaaS-PPL 

extension will have sub-policies and elements to specify (i) who can 

process personal data and (ii) what the purpose of the processing is. 
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4.1.4.3 Requirement #3: Data Storage 

According to Part 2, Section 7 (subsection (h) and Section 12 of the 

NDPR, organisations must enforce data protection when they collect, 

store, or process data, and they may only collect data for certain such as 

storage purposes. In SaaS applications, SaaS service providers’ regular 

make data copies and backups usually contain personal and usage data 

to achieve service availability (Sultan A 2016). While data availability and 

integrity are the aims of continuous backup, they come with compliance 

and consent collection challenges, especially when third-party storage 

services are involved (Li, et al. 2015). The proposed SaaS-PPL will have 

policies detailing where a particular data type is stored, how it is stored, 

and how long it is stored. Periodic reviews of the policies will be 

conducted. 

4.1.4.4 Requirement #4: Data Retention and Deletion  

Part 2, Section 7 (subsection (h) of the NDPR deals with the data 

subject’s right to be forgotten, to erasure, and to retention or deletion 

(NDPR, 2019). (Sarkar, et al. 2018) claims that the data subject has the 

right to request the controller to erase any personal data the controller 

may possess without undue delay. The proposed SaaS-PPL will have a 

sub-policy for specifying who can delete data, how the data are to be 

deleted, what the delay period for retention is, and the worst-case deletion 

scenario is. 

4.1.4.5 Requirement #5: Data Forwarding 

In the last stage of the data life cycle, data forwarding or transfer 

happens when a service provider transfers or shares data with a third 

party for processing (DLA Piper, 2020, Di Iorio, Carinci et al. 2020) . Part 

2, Section 7 (subsection (e)) of the NDPR sets out the requirements for 

data forwarding or transfer by a service provider to a third party. It states 

that any transfer of personal data that are undergoing processing or that 
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are intended for processing after transfer to a third country or an 

international organisation shall take place subject only to the rights of the 

data subject, such as the right to know the legitimate interests of the third 

party, the right to know the recipients or the category of the recipients, and 

the right to know about the existence or absence of an adequate decision 

on international transfer of data by NITDA when the transfer is to a third 

country or international organisation (Asuquo 2019).  

SaaS-PPL is obligated to provide the list of recipients, specify the 

transfer or forwarding purpose, and provide the corresponding records of 

the data forwarding process.  

4.2 Chapter Summary  

In this chapter, the NDPR (2019) principles were presented and 

evaluated against the GDPR principles. The NDPR’s scope, including 

personal, material, and territorial scope, and its applicability were 

discussed. Furthermore, definitions of key terms of the NDPR, such as 

rights, enforcement mechanisms, civil remedies, data subjects, data 

controllers, and processors, were mentioned, and the issue of how third-

party data transfers can be executed was explored. Other concepts, such 

as the data life cycle and the mapping of compliance requirements and 

properties based on the legal basis provided in the NDPR, were also 

presented. 
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CHAPTER FIVE 

5.1 Data Collection Analysis and Results  

5.1.1 Introduction  

This chapter presents findings from the research. The findings can 

be divided into two groups based on the data collection instruments, 

qualitative and focus group session. Figure 14 illustrates how these two 

types of results are integrated. According to this figure, the results, from 

the questionnaire were supported with the results from the focus group to 

arrive at the specific set of requirements for the design of the SaaS-PPL. 

Additionally, there are many overlapping findings and themes between 

each data collection method, therefore, the findings are divided into two 

groups: 1) findings from the questionnaire, 2) findings from the focus 

group session. The results are then analysed and discussed. 

 

Figure 14: Integration of Qualitative Data results 

5.1.2 Data Collection tools  

For the purpose of achieving the objectives of this research the 

researcher collected data using two qualitative instruments, the 

questionnaire and the focus group. In the questionnaire are questions 

were asked from a number of sections such as on SaaS applications, 

SaaS privacy and security issues, existing privacy and security 
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compliance efforts of organisations and service providers with relevant 

data protection regulations (See Appendix 4).  

On the other hand, the focus group was used to ask additional 

questions relating to existing security compliance standards, frameworks, 

and data governance issues for SaaS applications relevant to the retail 

sector and to what extent are these issues inhibiting the adaptation of 

SaaS applications in the Industry (See Appendix 5) 

5.1.3 Questionnaire Instrument  

A structured set of questions was used to gather the relevant data 

for this study. This was used to direct the respondents to provide relevant 

data that will be analysed in the study for the purpose of extracting 

concerns and requirements towards a solution to compliance with data 

protection regulations. This saves time and effort as well as preventing 

bias while asking questions through personal interviews.  

Furthermore, from the literature review and other relevant 

materials , questions were developed in order to evaluate the constructs 

of this study. These include SaaS applications, issues such as privacy, 

security, and compliance with data protection regulations. Other areas 

include standards, frameworks, and regulations and their impact on SaaS 

adoption in a retail context. 

5.1.3.1 Questionnaire Structure  

The questionnaire was divided into 4 sections with each section 

separated by a specific heading. In Section 1 consisted of 10 questions 

used to assess the stage of adoption of SaaS and generally cloud 

computing in the organisation. Respondents were required to select from 

a list of option radios to indicate the stage of adoption in the organisation. 

Other questions in the section require repondents to rate the different 

service models according to the order of preference and use within their 
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organisation. Ranking them from 1 to 5, with 1 being most important and 

5 being the least important.  

Furthermore, In Section 2, 28 questions were asked on issues such as 

privacy, security, availability, were asked. Additional relevant questions 

were raised on specific solutions to privacy and security, and how 

authentication is implemented when accessing SaaS applications. In 

Section 3, 7 questions were asked on compliance and on how compliance 

with data protection regulations is achieved. Additionally, within the 

section, questions on evidence of  verification of compliance by the 

service provider were included.  

In Section 4, respondents were asked questions relating to specific 

controls, standards and framework to gather information on how the 

models. Options on frameworks, standards and controls were provided for 

respondents to select. 

5.1.3.2 Scaling of Measurement 

All statements and questions in sections 1, 2 and 3 were developed 

using a five point Likert scale. For the purpose of data interpretation, the 

descriptive phrases for the main side of the five-point scale are (1) “most 

important”, (2) “slightly important”, (3) “very important”, (4) “important”, 

and (5) “least important”.  

In Section   4 , questions asked relating to controls, standards and 

frameworks  developed using 5 options such as a simple  “Yes ,  “No”, 

“Not sure”, “Others”, “Please specify”. Others are simply 5 options of 

solutions of technologies that apply to the questions such as “LDAP”, “On-

Premise AD”, “Azure Cloud AD”, “Single-Sign-On”or “’Not Sure” where the 

respondent is not sure. 
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5.1.3.3 Pre-Testing the Questionnaire 

Prior to activating and disseminating the questionnaire, pre-testing was 

undertaken with the supervisory team and the University of Central 

Lancashire's ethical committee. Pre-testing is used to get feedback on the 

questionnaire's comprehension, wording, and design. In other words, the 

pre-test was designed to: 

i. Examining the questionnaire's content validity 

ii. Verification of completeness, syntax mistakes, and overall 

layout format. 

iii. Assuring that the questions are comprehended and interpreted 

appropriately 

5.1.3.4 Data Screening and Checking 

Data were screened and checked to ensure they were free of 

mistakes, since inaccuracies might arise during data input, jeopardising 

the analysis. 

5.1.3.5 Questionnaire Data Analysis  

Data analysis is a carefully planned step in the research process 

(Pat and Jackson, 2013). The data analysis process was motivated by the 

study's objective of providing pertinent information to address the issue. 

The purpose of any analytical method is to convert data information 

needed to make decisions  

The Questionnaire was downloaded from Microsoft Forms platform 

and imported in NVivo alongside the transcript from the audio record of 

the focus group session. This is in addition to the questionnaire analysis 

automatically carried out by Microsoft Forms, which has a data analysis 

feature at the backend that streams data directly. This provided the 
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researcher with rich, high-end visualisations in the form of charts 

(Jennifer Rowley 2014). 

5.1.4 Focus Group Protocol 

The purpose of this  focus group session is to interact and discuss on the 

current state of privacy and privacy in SaaS application’s privacy and 

security capabilities offered by leading SaaS service providers in the retail 

sector. The results of the focus group session are intended for 

requirements gathering towards designing a novel privacy  and security 

compliance tool for SaaS business applications. 

5.1.6.1 Phase 1: Identification and Selection of participants 

Participants were invited as part of a sample size, who work with an 

oil company, or an oil and gas agency in Nigeria, particularly the retail 

sector of the industry. Additionally, they were selected based on their roles 

in operations, IT, and management level staff of their organisation. 
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Generation of questions 

Questions were generated based on the purpose and goals of the 

focus group session. Consent forms (See Appendix 8) were also provided 

to collect their consent to take part in the focus group session. However, 

as participation is voluntary, participants were informed of their right to 

withdrawal from the session. 

5.1.6.2 Phase 2 : Conduct of the Focus group Session 

The researcher served as the for discussion alongside an assistant 

moderator who was engaged to handle logistics and to take notes. The 

assistant was also responsible for setting up the venue and with assisting 

participants to settle in the venue (See Appendix 6). The entire duration 

of the session lasted approximately to 1 hour, and themes and questions 

will focus on Software as a Service, Security and Privacy Compliance and 

issues bothering on ensuring compliance by service providers.  

S/N Organisations Who They Are/What They Do Significance 

of 

Response 

1 Nigerian National 

Petroleum Corporation 

(NNPC) 

NNPC is the state oil corporation.  High 

2 Nigerian National 

Petroleum Corporation 

– RETAIL (NNPC Retail 

Ltd.) 

 

NNPC Retail Ltd., is a fully owned subsidiary of 

NNPC.  

High 

3 National Information 

Technology 

Development Agency 

(NITDA) 

 

NITDA was created in April 2001 to implement the 

Nigerian Information Technology Policy and co-

ordinate general IT development in the country.  

High 

4 Nigeria Content 

Development 

Management Board 

(NCDMB) 

 

NCDMB was established by the Nigerian Oil and 

Gas Industry Content Development Act, which came 

into effect on 22 April 2010.  

High 
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5.1.6.3 Phase 3: Analysis and reporting Focus group results 

The data collected from the focus group session were transcribed 

and generated from the audio recording of the focus group session and 

formatted in line with the UK Data Archive’s guidelines and suggestions 

on transcription conventions (Corti, et al. 2019), (UK Data Archive 2007). 

The transcribed data were then imported into a CAQDAS, NVivo, to 

analyse them (A. Jarzebowicz, K. Polocka 2017). The researcher used 

the focus group session to supplement and triangulate the data where the 

questionnaire data were insufficient (Krupp, Rueben et al. 2017). 

Thematic analysis was conducted in line with (Maguire, 2017) and 

followed the methodology section discussed in Chapter 3. The findings 

that emerged from the questionnaires and focus group were used to meet 

the requirements for designing a compliance specification language for 

SaaS business applications in the early stages of the research. This effort 

eventually led to the research focus on the NDPR (2019) and data 

protection legal compliance requirements. 

The data is presented and triangulated with data from the focus 

group session in the sections below. 

5.1.4.1 Example of Questionnaire questions  
 
*Q17. Is there an evidence from your SaaS service provider that all network transfer of 
your Data is private and encrypted when traversing the Service provider's network? 
 

Yes 

None 

Not Sure 

Others 

Please explain briefly 
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*Q18. Does your SaaS service provider implement appropriate controls to ensure data 
integrity (e.g. input validation, transaction redo logs)? 
 

Yes 

No 

Do Not Know 

Other (Please specify) 

Please explain briefly 

 

 

5.1.4.2 Example of Focus group questions 
Introductory 
questions  

Questions  

 1. What is your most important concern in the Oil and Gas Industry 
when it comes to adopting Software-as-a-service application in 
your retail operations? 

2. How concerned are you within this industry regarding privacy and 
security in the cloud, particularly in Software-as-a-service business 
applications? 

3. How is your concern for security impacting your decision to adopt 
Software-as-a-service into your operations? 

4. In what areas of your retailing operations do you use Software-as-
a-service? 

 

Main 
Questions  

1. How concerned are you about the location of your operational 
data? 

2. What technical enforcement mechanisms does your cloud service 
provider use to prevent access to your data by other users residing 
on the same hardware due to multi-tenancy? 

3. What established frameworks does your cloud service provider 
use for the enforcement of security and privacy controls? 

4. How do you ensure compliance with those data protection 
regulations, frameworks and standards? 

5. Does your cloud service provider ensure compliance with third-
party audits or an automated tool? 

Closing 
Questions 

1. Can you as a customer audit the Cloud Service Provider’s in-
house security controls? 

2. Can automation of some specific controls from standard security 
frameworks help improve the security of your data? 

3. Will you move all your business applications into the cloud if you 
can verify compliance using an automated tool? 

4. Are there other concerns apart from security and privacy issues 
that are hindering your migration to the cloud and using software-
as-a-service? 

 

 

 

 

 

 

 

 

 

 

 

12. If you'd like to receive a copy of the results of this survey, 

please put your email address into the field below. 
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5.1.5 Participants and Sample Selection 

The data collection and research focus was on the retail sector within 

Nigeria. It would be impractical to invite every participant organisation in 

the sector due to limitations of potential reluctance of organisations to 

participate, time, resources and some Nigeria specific socio-political 

challenges at the time of the conduct of the research.  

The method of purposive sampling was used to identify and develop 

the sample of respondents and focus group participants for the research. 

Purposive sampling methods is a kind of non-probability sampling in which 

researchers choose individuals or organisations of the public to participate 

in surveys of focus group session based on their own assessment  

(Campbell, Greenwood et al. 2020) 

Participants were drawn from people who work with an oil company, 

an IT agency or company in Nigeria, particularly the retail sector. 

Additionally, participants were selected based on their roles in the areas 

of operations, IT, and management level of their organisation. All 

participant data was collected between August 2018.  

5.1.6 Ethical Approval 

Further, the research was subject to ethical considerations regulations 

of the University of Central Lancashire and relevant data protection 

regulations such as the NDPR and the GDPR which led to the approval 

of the study by the University Ethics committee (See Appendix 2).  

As indicated in Chapter 3, a consent page was provided to each client 

before the completion of the questionnaire and personal information 

sheets were provided to focus group participants detailing the objectives 

and purpose of the research, and to reassure the participants that their 

participation is voluntary and that they can withdraw any point in time 

during the focus group session. Additionally, participants were also 
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informed that their answers will be treated as confidential and treated with 

anonymity and only for the academic purpose for which it was obtained. 

Finally, participants were not harmed, both physically and 

psychologically during the entirety of the conduct of the research.  

5.2 Discussion of Results  

As stated in Chapter 1, the overall aim of this thesis is to design an 

extended, semi-formal policy language approach to privacy and data 

protection compliance for SaaS business applications by expressing 

requirements for a) the privacy of personal data and b) the achievement 

of compliance with data protection regulations that relate to the privacy of 

personal data and in other to achieve the above aim, the research set out 

to answer the following questions.  

First, to identify the legal and textual requirements of the NDPR, as 

they relate to the principles of Privacy by Design. Second, to find out how 

the legal requirements of the NDPR can be mapped and aligned to the 

data life cycle. Third, find out how privacy and data protection 

requirements can be presented in a semi-formal policy language. Finally, 

how to model of the compliance check syntax show proof of compliance 

when all properties are matched and validated within the context of SaaS 

applications. Based upon these, the findings of the study are discussed 

as follows: 

5.2.1 Compliance Requirements 

Compliance typically involves complying or adhering to industry 

standards and regulations or laws (Jansen, Grance 2011). In the context 

of SaaS applications, existing approaches such as SLAs are used to 

guarantee the rights of users and the obligations of service providers 

(Heyink 2012). SLAs are therefore used to measure service levels 
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provided by the service provider. Other issues such as availability, 

response time, QoS, downtime, security, and data location are a part of 

the SLA (Trapero, et al. 2017). However, the challenges of verifying 

security and privacy compliance remain a significant impediment to SaaS 

applications and their adoption (Yimam, Fernandez 2016). It is against 

this backdrop that governments and industries have enforced several laws 

and regulations regarding administering and compliance with data 

security and privacy, especially in SaaS applications. 

5.2.1.1 Questionnaire Data 

 

Figure 15: Compliance barrier 

 According to Figure 15, 65% of the respondents considered 

compliance a significant barrier. A further breakdown shows that 34.8% 

considered it the most critical barrier, and 30.4% considered it a significant 

barrier. A total of 19.6% neither agreed nor disagreed that compliance was 

a significant barrier, whereas 13% said it was somewhat unimportant, and 

2.2% said it was less critical to their decision to adopt SaaS. 

5.2.2.2 Focus group data 

A compliance theme emerged in the analysis of the transcript data 

of the focus group. Participants discussed compliance tools, regulations, 

and frameworks and how they ensure compliance in their organisations. 
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They explained that, currently, they mostly used SLAs to ensure 

compliance.  

They confirmed that they did not currently use any tool to verify 

compliance with SLA provisions. One of the participants said they aligned 

their infrastructure and operations to work with Information Technology 

Infrastructure Library (ITIL) and Projects in Controlled Environment 2 

(PRINCE2) and that they were considering relevant frameworks designed 

for the cloud, such as the Cloud control matrix (CCM). This alignment was 

in preparation for the eventual adoption of SaaS applications across the 

participant’s operations. Participants expressed a unanimous desire for 

an automated means of verifying compliance with the SLA provisions they 

signed with providers and data protection regulations.  

5.3 Security Barrier 

5.3.1.1 Questionnaire Data 

 

Figure 16: Security barrier 

As shown in Figure 16, respondents were asked to rank the five 

most important factors or barriers to SaaS adoption, with one being the 

most important and five being the least important. 
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A total of 71.9% of the respondents said security is the most critical 

barrier to adopting SaaS applications in their organisations compared to 

the reliability, interoperability, performance, and so on. A total of 17% 

considered security to be necessary, and 54.9% considered it to be most 

important. A total of 17% neither agreed nor disagreed that security was 

a barrier to adopting SaaS, 4.3% said it was somewhat unimportant, and 

6.8% said it was least important. 

5.3.2 Focus Group Data 

 Participants indicated they were hopeful that SaaS applications' 

security would improve because this would significantly affect their 

decision-making process regarding SaaS adoption. Participants also 

indicated that they were planning broad adoption and integrating SaaS 

into their operations. They also seemed optimistic that if appropriate 

specific controls were automated, especially those pertaining to existing 

regulations, it would help drive their adoption and reduce security 

concerns. 

5.4 Privacy Barrier 

5.4.1 Questionnaire Data 

As shown in Figure 15 below, respondents were asked to comment 

on whether their service provider offered any evidence of their data 

encryption when they were traversing the service provider’s network. A 

total of 48% said the transfer of their data was encrypted when traversing 

the service provider’s network, 22% said their data were not encrypted, 

and 30% said they were not sure. 

Therefore, a total of 52% indicated that they lacked evidence to 

prove that their service provider was keeping their data private and or their 

data is encrypted. This added to their privacy concerns concerning SaaS 

applications, as indicated in Figure 17 below. 
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Figure 17: Privacy barrier 

 

5.4.2 Focus Group Data  

Respondents agreed that privacy was a major issue in SaaS 

applications, including the need to protect personal data and transaction 

histories. Many organisations are not comfortable storing their data and 

applications on systems that reside outside their infrastructure and control 

(Takabi, Joshi et al. 2010). 

 During the focus group session, respondents indicated they were 

bothered about the privacy of their data. The analysis of the focus group 

data revealed a theme related to privacy concerns. Other concerns 

respondents revealed pertained to infrastructure and compliance with 

privacy by service providers.  

 Additionally, the focus group session revealed the following specific 

security and privacy concerns of respondents loss of control over data and 

privacy. SaaS application service providers do not have any legal 

obligations in Nigeria and therefore are not liable to prosecution, 

respondents indicated the need for a means of compliance to achieve 

more traceability. 

 Finally, respondents indicated they were hopeful that SaaS security 

improvements would have a significant impact on their decision-making 

process regarding the adoption of SaaS applications. Participants also 

indicated that they were planning organisation-wide adoption and 

alignment of SaaS applications.  
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5.5 Multi-tenant Access Control Barrier 

5.5.1. Questionnaire Data  

Tan et al. (2011) described a multi-tenant environment as having 

multiple customers or users who do not see or share each other’s data 

but can share resources or applications in an execution environment even 

if they do not belong to the same organisation. This results in the optimal 

use of hardware and data storage mechanisms. The authors suggested 

that SaaS providers ensure separate data segregation at the physical and 

application levels to improve control access. Surya et al. (2013) described 

data segregation in SaaS applications as a situation where different users' 

data are hosted on the same data infrastructure.  

Based on the above, the researcher asked whether SaaS 

application providers offer evidence of access control in a multi-tenant 

environment to ensure that users access only the portion of the application 

they are authorised to access. 

 

 

Figure 18: Multi-tenants and access control 

As seen in Figure 18, 70% of respondents said their service provider 

offered evidence of access control and that access to SaaS applications 

was controlled according to the provisions of the SLA, 22% said they did 

not know, and 9% said their service provider did not offer such evidence. 

From the responses, it can be inferred that while service providers 

claimed to offer evidence of access control in the SLA, the respondents 

could not verify this because of a lack of means for ensuring compliance 

with the textual obligations contained in the SLA. 
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5.5.2 Focus Group Data 

Participants described multi-tenant access control concern as 

another primary concern during the focus group session when sharing the 

same hardware. They mentioned they are concerned with the attendant 

risks of unauthorised access to their data because of multi-tenancy. 

Because of the SaaS model’s core architecture, participants feared 

another user of the same hardware might be able to maliciously access 

another user's application data on the same device. They unanimously 

agreed that a tool that can help verify and grant access rights based on 

their preferences would be handy. 

5.6 Data Location Barrier 

5.6.1 Questionnaire Data  

The location of data is another of the significant challenges SaaS 

applications face (Tiwari, Joshi 2014a). SaaS application data and the 

application itself are hosted on the service provider’s infrastructure, raising 

several security challenges. Georgios et al. (2017) investigated the impact 

of data locality via simulation on SaaS applications' performance, where 

real-time, data-intensive tasks are scheduled dynamically, under various 

data availability conditions.  

To reduce the mismanagement of data, the GDPR requires the 

location of personal data of EU citizens to be warehoused within the EU's 

borders; organisations that fail to comply will be penalised. This presents 

a significant compliance challenge to SaaS application providers, users, 

and governments. (Subashini, 2011) highlighted this challenge and 

suggested that a secure SaaS model must be reliable and must provide 

information to the customer on the location of the consumer’s data. 

According to (Abuhussein, et al. 2012), knowing where the location of the 

server where the consumer data resides is essential. Consumers should 
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make sure that their service providers do not expose information about 

the storage location.  

 

Figure 19: Geographic location of data 

According to Figure 19, 54.4% of the respondents considered the 

service provider’s data centre's geographic location as a barrier to SaaS 

adoption. 26.1% considered it the most critical barrier, and 28.3% 

considered it a crucial barrier. A total of 19.5% of the respondents neither 

agreed nor disagreed that it was a barrier, and 10.9% said it was 

unimportant. Only 15.2% of the respondents said it was the least 

significant barrier to their SaaS adoption efforts. 

5.6.2 Focus Group Data 

Data location and control emerged as a theme in the focus group 

data. Participants reiterated that because of the concept of data 

sovereignty, they were pushing for a similar regulation such as the GDPR 

for keeping all data generated within Nigeria warehoused in Nigeria. The 

NITDA was advocating this. This regulation would oversee the movement 

of data hosted within the country. Participants expressed hope that this 

would spur interest in developing local infrastructure for data storage and 

help drive application service providers to host their applications within 

Nigeria. 
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5.7 Compliance Verification 

5.7.1 Questionnaire Data  

 

 

Figure 20: Compliance verification 

Figure 20 above shows that 80.5% of the respondents said they 

verify compliance from assurances, manual auditing, and logs. A 

breakdown shows that 45.6% verified compliance from the SaaS 

provider's assurances, 21.7% verified it using manual auditing, and 13.2% 

verified it using logs acquired for monitoring purposes. Only 19.5% of the 

respondents said they used some limited automated means such as 

propriety tools from service providers (e.g. Microsoft Security Compliance 

Toolkit) (Baumgarten, et al. 2014) to verify compliance. This justified the 

need for automation of security and privacy compliance tools. 

5.7.2 Theme 1: Compliance Tools 

 Participants discussed compliance tools, regulations, and 

frameworks and mentioned how they ensure compliance. They explained 

that they used SLAs to ensure compliance, but they did not use any tool 

to verify conformance with SLA provisions. One of the participants said 

they aligned their infrastructure and operations with ITIL and PRINCE2 

and were considering relevant frameworks designed for the cloud in 

preparation for the eventual adoption of SaaS application across their 

operations. They expressed a unanimous desire for an automated means 

of verifying compliance with their SLA provisions.  
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5.7.3 Theme 2: Security Concerns 

 Participants indicated they were hopeful that SaaS applications' 

security would improve and that this would significantly affect their 

decision-making process regarding the adoption of SaaS. Participants 

also indicated they were planning broad adoption and alignment of 

software-as-a-service into their operations. They were optimistic that if 

appropriate specific controls were automated, especially about existing 

regulations, this would help drive their adoption and reduce security 

concerns. 

5.7.4 Theme 3: Privacy Concerns 

 Participants indicated they were concerned about personal data 

privacy and about how SaaS application service providers handle it. 

Personal data and personally identifiable information were collected and 

could be used without the owners’ consent. Participants stated that if a 

means were devised to verify how service providers handle their data 

based on their privacy preferences, it would improve their trust and 

confidence in SaaS applications and increase adoption. 

5.7.5 Theme 4: Data Control 

 Participants reiterated that because of data sovereignty 

requirements, they were also pushing for a similar regulation such as the 

GDPR for keeping all data generated within Nigeria warehoused in Nigeria 

through the NITDA was advocating this. This regulation would cover all 

data hosted within the country. They also expressed hope that this would 

spur interest in local infrastructure for data storage and drive application 

service providers to host their applications within Nigeria. 

5.7.6 Theme 5: Adoption of SaaS and Multi-tenant Access Control 

Focus group participants reported that their SaaS application 

adoption decisions were influenced by concerns about regulations and 

their impact on data hosted outside Nigeria. Another major concern 

participants mentioned is sharing the same hardware and the attendant 
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risks of having unauthorised access to their data due to multi-tenancy. 

Because this was the SaaS model’s core architecture, they feared that a 

user on the same hardware would be able to maliciously access another 

user's application data on the same device. They unanimously agreed that 

a tool that could help verify and grant access rights based on their 

preferences would be relevant. 

5.8 Conclusion of Result Analysis  

First, findings from the two sources were triangulated and analysed 

as suggested by (Bryman 2004) and were independently analysed, and 

the results revealed that organisations are very interested in SaaS 

applications, with 92.2% indicating interest. However, due to the privacy 

of personal data usually collected by SaaS application providers, they are 

very concerned about compliance with privacy and data protection 

regulations. Interestingly,  participants have reported it is a significant 

barrier and concern; this is evident, with 65% of respondents considering 

it an effective deterrent and needing a solution. The researcher was 

surprised to learn that was following similar  study findings such (Brodin 

2019b, Nagar et al. 2018b)  

On data security, 71.9% of respondents indicated that it is a critical 

barrier to adopting SaaS applications in their organisation compared to 

other issues such as reliability, interoperability, and performance. While in 

the context of this research, security refers to the broad policies, controls, 

technologies, and solutions implemented to secure resources such as 

SaaS applications. It should not be confused with the privacy concept, 

which is mainly concerned with the privacy of data, particularly personal 

data. However, it is a critical concern and therefore relevant to the 

research. 
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On Multi-tenancy, which is a significant concern to users due to data 

privacy in SaaS applications, the participants concur that the integrity of 

their data is in question where they share hardware and application 

features with other users. This concern is expressed by 70% of 

respondents who further indicated that they could not verify that their data 

privacy is guaranteed since every user has access to SaaS applications. 

Additionally, they noted that they could not control who accesses the 

service as it is the responsibility of the Service provider, and it is based 

according to the SLA’s provisions which are textual and from the 

perspective of the Service provider, thus protecting the interests of the 

service provider as argued by (Chen, et al. 2015) 

On location of data, many times it has been reported to be a 

significant source of concern to organisations (Zissis, 2012, Skendžić, 

Kovačić et al. 2018). Additionally, it is a major requirement of the NDPR 

and even GDPR compliance. Organisations are legally required to locate 

or host their data within the jurisdictions where such regulations apply. 

The questionnaire outcome indicated 54.4% of that where their personal 

and operation data had kept a barrier to their SaaS adoption journey; this 

is further highlighted in the themes that emerged in the thematic analysis 

of the focus group session. 

Finally, the ability to verify that SaaS applications service providers 

comply with data protection regulations has been the primary concern for 

organisations. Pieces of evidence in the literature review and field data 

have proved that users of SaaS applications may not verify if a service 

provider is complying with the provisions of a data protection regulation 

because they lack the tools or mechanisms that can empower them to do 

that. When asked how they currently verify data protection compliance, a 

majority of about 80.5% of respondents said they currently verify 

compliance based on the provider's assurances or by relying on manual 
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auditing, which is not the true reflection of actual compliance. Additionally, 

47.2% of respondents indicated that SaaS application service providers 

did not share any actionable information regarding vulnerabilities, 

breaches, and threats and other issues relating to compliance with them. 

Additionally, the participants overwhelmingly indicated that the 

automation of compliance with data protection regulation may empower 

them and encourage their adoption strategy, they unanimously agree that 

automation can help improve the transparency and traceability of 

compliance efforts. 

These findings have led to the identification of some specific 

requirements at each stages the data life cycle that are encoded into 

privacy and data protection compliance sub-policies of the semi—formal 

policy language within the context of SaaS applications. They are as 

follows 

I. Requirement 1: Data collection sub-policy 

II. Requirement 2: Data processing sub-policy 

III. Requirement 3: Data storage sub-policy 

IV. Requirement 4: Data retention sub-policy 

V. Requirement 5: Data forwarding sub-policy 

5.9 Chapter Summary 

This chapter discussed the results of the data collection and 

analysis methods. The data collection’s objective was to understand the 

security, privacy, and data protection concerns of the organisations 

participating in the exercise. Furthermore, the chapter discussed data 

visualisations from the questionnaires and themes from the focus group. 

These findings were used to understand concerns expressed by 

respondents relating to SaaS application adoption. 
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The findings indicated that there is a strong interest in SaaS 

applications. However, respondents had concerns relating to regulatory 

compliance, their data security with a third party, their data privacy and 

integrity, jurisdictional control over their data, and the sharing of the same 

hardware with other users in a multi-tenant architecture. 

Another significant finding was that respondents did not have any 

mechanism for checking compliance with privacy and data protection 

regulations. Additionally, the respondents and focus group participants 

indicated that they verified compliance based on SLAs signed with SaaS 

providers. Data analysis of their responses on compliance indicated that 

about 80.5% of the respondents checked for compliance with data 

protection regulations based on the provider's assurances or manual 

auditing of compliance procedures within their operations. 

In the next chapter, these concerns will be mapped and aligned to 

the privacy and data protection principles of the NDPR. 
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CHAPTER SIX 

6.0 SaaS-PPL  

6.1 Introduction 

In this chapter, the SaaS-PPL specification language is presented 

as extensions, logic, syntax, and semantics for reasoning about security, 

privacy, and data protection alongside evaluating the PPL. The logic is 

motivated by the principles of PbD and the end-to-end concept of the data 

life cycle (Butin, Métayer 2015) and (Vinh, 2018). The syntax is based on 

PPL’s syntax, where an obligation is expressed using the Trigger–Action 

pair. Triggers are events related to obligations and conditions designed to 

fire actions by the data controller. Furthermore, semantics is based on 

PPL’s structure, and it is expressed using semi-formal methods and logic. 

This systematic development of the language avoids the ambiguous 

semantics that has plagued other privacy languages.  

Overall, the chapter answers the fourth research question on how 

to model compliance check syntax and shows proof of compliance when 

all properties are matched and validated within the context of SaaS 

applications. 

6.2 PPL 

According to (Trabelsi, et al. 2011), PPL  was developed under 

PrimeLife project2 as an extension of XACML and similar languages such 

as XACML (OASIS 2017) and P3P (Olurin, et al. 2012). It allows for 

privacy-preserving access control using application-independent certified 

credentials for access authorisation based on credentials such as RBAC 

(Wang, et al. 2018) and ABAC (Daibouni, et al. 2016). PPL provides the 

additional benefit of regulating the use of personal information in 

secondary applications. It presents an obligation framework as an 

application layer platform in a distributed-service-oriented environment to 
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enforce a service provider or data controller’s obligations to cater to a user 

or a data subject’s privacy needs. This sets it apart from previous policy 

languages that only provided minimal obligation capability and did not 

provide any concrete model for obligation specification.  

6.2.1 Terminologies of PPL 

Table 7: Terminologies of PPL 

S/N Terminology Meaning 

1 Access Control This refers to controlling access to resources such as web pages, based on the 

identity of the entity requesting access, or more generally on the presentation of a 

set of credentials and representation of the purpose of accessing the resource, as 

well as other contextual information, such as the time of day and the properties of 

the resources themselves. 



   

139 
 

2 Credentials  

 

A credential is an attestation of qualification, competence, or authority issued to an 

individual by a third party with a relevant de jure or de facto authority or assumed 

competence to do so.  

 

3 Personal Data  

 

Personal data means any information relating to an identified or identifiable natural 

person or ‘data subject’. An identifiable person can be identified, directly or indirectly, 

by reference to an identification number or to one or more factors specific to their 

physical, physiological, mental, economic, cultural, or social identity. 

4 Data Controller 

 

This means the entity that alone or with others determines the purposes and means 

of personal data processing.  

5 Downstream 

Data Controller 

 

When a data controller passes personal data to a third party, that third party incurs 

obligations regarding the data subject and is referred to in this document as a 

‘downstream data controller’. 

6 Data Subject 

 

The data subject is the person whose personal data are collected, held, or processed 

by the data controller. 

7 Data Subject’s 

Privacy 

Preferences 

 

This refers to the expectations of a data subject in terms of how his or her data should 

be handled. 

8 Authorisations 

and Obligations 

 

The data subject authorises the data controller to process their data, subject to the 

data controller meeting the obligations agreed upon with the data subject. PPL is a 

means for data controllers to define policies that describe proposed obligations and 

pass them on to the data subject for matching against their preferences. 

9 Sticky Privacy 

Policy 

 

This is an agreement between the data subject and data controller on the handling 

of personal data collected from the data subject. Sticky policies (as well as privacy 

preferences and privacy policies) define how data may be handled. Different aspects 

are defined, such as authorisations and obligations.  

• Authorisations refer to what a data controller is allowed to do with the 

collected data and the conditions under which the data controller is allowed 

to share data with a third party. 

• Obligations refer to the responsibilities of the data controller. 

10 User Agent 

 

This is a software system (such as a web browser) acting on behalf of a user. The 

user agent relies on user preferences when dealing with a server and acts on behalf 

of the data controller. 

11 Data Handling 

Policy 

Preference 

 

This is a policy configuration that states the usage conditions and conditions for 

handling targeted data. It refers to how the data controller will handle the collected 

data. The data subject will specify how their data should be handled after being 

collected. 

(Trabelsi, et al. 2011), and  (Azraoui, et al. 2015b) 

The researcher extended the policies of data handling by creating 

extensions for service provider privacy obligations and user privacy 
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preferences that the obligations engine will match to achieve data 

protection compliance. 

6.2.2 PPL Architecture Components 

The high-level architecture below presents an abstract overview of 

the PPL architecture and the interaction between the different entities: DS, 

DC, and third parties. 

 
Figure 21: PPL High-level architecture (Azraoui, et al. 2015b) 

6.2.2.1 Data Subject 

• Policy Engine: This component is in charge of parsing and 

interpreting the data subject’s privacy preferences. It supports all of 

PPL capabilities (preferences, access control, data handling 

preferences (DHP), obligations, credentials). For this reason, this 

module is replicated on the data controller side and the third-party 

side. 

• Repository: This refers to the data and policy repositories. It is a 

database containing data the data subject owns. These data may 

be composed of personal data, credentials, certifications, and other 

information used when interacting with the data controller 
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application. It also contains the policy files representing the data 

subject’s privacy preferences. 

• Interface and Communication: This interface allows 

communication with the data controller implementing the message 

exchange protocol. 

6.2.2.2 Data Controller 

• Policy Engine: This component is the same as the one described 

in the Data Subject section. 

• Repository: This repository represents a database containing all 

information collected from the data subject during interaction 

sessions. These data represent personal data, credentials, 

certificates, and other information the user has provided. The 

database also contains privacy policies related to different 

resources and services the data controller possesses and offers. 

The repository does not contain any information about the data 

subject (e.g. IP addresses, page visited). 

• Interface and Communication: This interface allows 

communication with the data subject about implementing the 

message exchange protocol. In the downstream interaction 

between the data controller and a third party, it plays the role of the 

user interface, as described in the Data Subject section. 

6.2.2.3 Third-party Data or Downstream Controller 

All the components supported by these actors are the same as 

those described in the Data Controller section because the third party 

plays the role of a data controller in the data’s downstream usage. 

6.3 PPL Contributions 

PPL’s main contributions have been in five main areas: 
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• Data Handling: Two-sided data handling policies/preference with 

automated matching. 

• Credential-based Access: Credential-based access control 

specifying access control conditions in terms of credentials that 

need to be presented.  

• Equilibrium or Symmetry: A form of equilibrium or symmetry that 

considers personal data as a particular type of resource in its own 

right and that allows for the use of the same language on the data 

subject’s side to express conditions before revealing data as on the 

data controller’s side to specify which personal data need to be 

revealed to access which service and how those data will be treated.  

• Downstream Data Use: Another significant contribution of PPL is 

that it provided a route for downstream personal data usage. In this 

context, personal data is a resource offered by the data controller to 

downstream data controllers or third parties based on the data 

subject or owner’s specifications.  

• Event-based Obligations: Lastly, PPL contributed by adding 

event-based obligations. This feature is enforced by the obligation 

engine with the combination Trigger/Action, based on events related 

to the obligation’s execution.  

These XACML extensions were added to support all the above features 

in the entities’ local policies. However, as seen in recent PPL extensions, 

there are limitations to the roles of data subjects, data controllers, and 

downstream controllers. PPL also did not incorporate accountability 

requirements, as in the A-PPL and other recent extensions such as the 

CPPL. 

6.4 Limitations of PPL 
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PPL was not primarily designed for capturing the data protection 

rules in the NDPR and other similar regulations such as the GDPR. Its 

syntax and semantics are not expressive enough to capture the properties 

of the NDPR. For example, PPL is solely intended to be used by the data 

controller to specify access and authorisation restrictions to the service 

provider’s resources using sticky policies (Neven 2010). Therefore, the 

PPL framework has not been used to specify and express data protection 

requirements against the requirements outlined in the NDPR. 

Given the above limitations, this research presents in Section 6.6 a 

new privacy and data protection policy, SaaS-PPL, that extends the 

syntax and semantics of PPL at each stage of the data life cycle within the 

context of SaaS applications. The language adds new semi-formal rules 

for a more fine-grained compliance check based on the new syntax and 

semantics. SaaS-PPL will rely on the PPL architecture to express its 

requirements. Furthermore, the language presents a semi-formal 

approach to applying SaaS-PPL for the end-to-end protection of personal 

data across the entire data life cycle within the context of SaaS 

applications. 

There is no literature in the context of NDPR-compliant data 

security, privacy, and protection for SaaS applications to the best of the 

researcher's knowledge. The semantics and syntax of the proposed policy 

language for specifying compliance requirements, such as the NDPR, 

make it versatile. 

6.5 Example of a PPL Obligation and Trigger 

As discussed in Section 6.2, PPL was proposed to specify machine-

readable privacy policies by building on XACML (Ardagna, et al. 2010), 

using extensions, and defining a new syntax for obligation and 

authorisation. Within PPL (Jaatun, et al. 2017), an obligation is expressed 

using the Trigger–Action pair. An obligation can be defined as follows: 
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Do Action when Trigger 

 

Triggers are events related to an obligation and are filtered by 

conditions (Azraoui, et al. 2015a). Triggers fire actions such as personal 

data collection performed by a data controller. Some examples of PPL 

triggers and actions are (see (Laurent et all 2010) for more examples): 

a) Triggers = condition + event. For instance, the construct 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎𝐷𝑒𝑙𝑒𝑡𝑒𝑑 (address, 7 days) means 7 days 

after the deletion of an address. This construct 

TriggerPersonalDataAccessedForPurpose(phone, {call}, 3 hours) 

means within three hours of using a phone number for calling 

purposes.  

b) Actions (e.g., delete an address, anonymise name and address, 

notify Pete via email). Examples of action constructs are,  

𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑒𝑙𝑒𝑡𝑒𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎({𝑎𝑑𝑑𝑟𝑒𝑠𝑠}) 

𝐴𝑐𝑡𝑖𝑜𝑛𝐴𝑛𝑜𝑛𝑦𝑚𝑖𝑧𝑒𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎({𝑛𝑎𝑚𝑒, 𝑎𝑑𝑑𝑟𝑒𝑠𝑠}) 

𝐴𝑐𝑡𝑖𝑜𝑛𝑁𝑜𝑡𝑖𝑓𝑦𝐷𝑎𝑡𝑎𝑆𝑢𝑏𝑗𝑒𝑐𝑡(𝑒𝑚𝑎𝑖𝑙, {𝑃𝑒𝑡𝑒}) 

Authorisation defines the actions that the data controller is allowed or 

forbidden to perform, such as (a) authorisation for usage purposes and 

(b) authorisation for data forwarding to third parties.  

6.6 SaaS-PPL Extensions and Logic 

As indicated earlier, the fundamental roles defined in PPL (see 

Section 6.2), namely, the data subject, data processor, data controller, 

and the third-party data controller, will be retained because they align with 

the NDPR. Further, the definitions of the syntax for the service provider 

policy, the data types supported by the service, and the sub-policy 

definitions for each of the service types for specifying and expressing data 

protection properties of the NDPR are presented. The work of (Vinh Thong 
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Ta May 15, 2018)[6] inspired the SaaS-PPL policy syntax specification. 

Finally, the policy language's syntax is defined and aligned to the data life 

cycle (B. Spasic, A. Th. RATH et al. 2018b) and presented below in Table 

6 and a summary of all extensions provided in the appendix. 

6.6.1 SaaS-PPL Policy Definition  

The SaaS-PPL policy can be adapted to any type of data controller, 

but in this context, the researcher assumes the data controller is the 

service provider with a set of finite services. Furthermore, the following 

assumptions are made: 

• Assuming the service provider supports the following sets of data 

types, typeset={𝜃_1,...., 𝜃_2, 𝜃_n}, where 𝜃 is a single data type 

𝑡𝑦𝑝𝑒𝑠𝑒𝑡1, … , 𝑡𝑦𝑝𝑒𝑠𝑒𝑡𝑘, (e.g. 𝜃_1 = name). Two typesets do not have 

a common element, and their union is the set of all types supported 

by the service.  

• A finite set {typeset1, … . , typeset𝑚} that is supported by the service 

for all the data types supported by the service provider information. 

Therefore, the data protection policy for the service is defined as follows: 

𝑃𝑜𝑙 =  (𝑃𝑜𝑙_𝑡𝑦𝑝𝑒𝑠𝑒𝑡1, … , 𝑃𝑜𝑙_𝑡𝑦𝑝𝑒𝑠𝑒𝑡𝑘)  

𝑃𝑜𝑙 is the policy of the service provider’s full service while typesets 

are sets that do not have common elements. When put together in a union 

of sets, they give the entire set of data types that are supported by the 

service. In this study, 𝑡𝑦𝑝𝑒𝑠𝑒𝑡𝑠 were considered instead of types. There 

can be a large set of types, allowing policies to be defined as a set. Thus, 

allowing policies not to be treated differently saves time. Individual types 

will have to be considered individually.  

Additionally, having a set of types help in avoiding duplication of 

elements in the sub-policies. Therefore, the proposed end-to-end policy 

language enables a fine-grained privacy and data protection specification 



   

146 
 

for compliance purposes at each stages of the data life cycle (Butin, 

Métayer 2015), consistent with the provisions of the NDPR and based on 

the service provider and user preferences. 

6.6.1.1 Service Provider Preferences  

The service provider and user preferences can be defined as 

follows:  

• Service provider preferences are data handling obligations imposed 

by privacy and data protection regulations, such as the NDPR. 

• User (or data subjects’) preferences are specific preferences for 

their data to be processed (Azraoui, Elkhiyaoui et al. 2015a). 

Therefore, a policy is defined for each data typeset. 𝑃𝑜𝑙_typeset = 

(𝑃𝑐𝑜𝑙, 𝑃𝑢𝑠𝑒, 𝑃𝑠𝑡𝑟, 𝑃𝑟𝑒𝑡, 𝑃𝑓𝑤), therefore having 𝑃𝑜𝑙 = 

{𝑃ol_typeset1, … , 𝑃ol_typesetk}, where typeset1, …  typesetk are different 

sets of types (no common element)  

1 𝑃𝑜𝑙_typeset. 𝑃𝑐𝑜𝑙  Denotes a reference to the 

collection policy for types in 

𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 

2 𝑃𝑜𝑙_typeset. 𝑃𝑝𝑟𝑜𝑐  Denotes a reference to the usage 

policy for types in 𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 

2 𝑃𝑜𝑙_typeset. 𝑃𝑠𝑡𝑟  Denotes a reference to the storage 

policy for types in 𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 

4 𝑃𝑜𝑙_typeset. 𝑃𝑟𝑒𝑡  Denotes a reference to the 

retention policy for types in 𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 

5 𝑃𝑜𝑙_typeset. 𝑃𝑓𝑤  Denotes a reference to the 

forwarding policy for types in 

𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 
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6.6.1.2 User or Customer Preferences 

Here, like in the service provider preferences section, a finite set 

{𝑡𝑦𝑝𝑒𝑠𝑒𝑡1, … . , 𝑡𝑦𝑝𝑒𝑠𝑒𝑡𝑚} is assumed for all the data types that are 

supported and preferred by the user. It is also assumed that the user or 

data owner agrees about the preferences of the service provider about 

the following sets of data types: 𝑡𝑦𝑝𝑒𝑠𝑒𝑡1, … , 𝑡𝑦𝑝𝑒𝑠𝑒𝑡𝑘. Therefore, the user 

requirements and policy preferences for the service provider obligations 

are defined as follows: 

𝑅𝐸𝑄 =  {𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡1, … , 𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡𝑘}, 

User preferences are defined for each data type, 𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡 = (𝑅𝑐𝑜𝑙, 

𝑅𝑢𝑠𝑒, 𝑅𝑠𝑡𝑟, 𝑅𝑟𝑒𝑡, R𝑓𝑤), so 𝑅𝐸𝑄 =  {𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡1, … , 𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡𝑘}, where 

𝑡𝑦𝑝𝑒𝑠𝑒𝑡1, … , 𝑡𝑦𝑝𝑒𝑠𝑒𝑡𝑘 is a different set of types (no common element). 

1 𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 𝑅𝑐𝑜𝑙  Denotes the preference of the user 

about the collection policy of the 

service provider for typeset 𝑡𝑦𝑝𝑒𝑠𝑒𝑡.  

2 𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 𝑅𝑝𝑟𝑜𝑐  Denotes the preference of the user 

about the processing policy of the 

service provider for typeset 𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 

3 𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 𝑅𝑠𝑡𝑟  Denotes the preference about the 

storage policy of the service provider 

for typeset 𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 

4 𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 𝑅𝑟𝑒𝑡  Denotes the preference about the 

retention policy of the service 

provider for typeset 𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 

5 𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 𝑅𝑓𝑤  Denotes the preference about the 

forwarding policy of the service 

provider for typeset 𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 
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6.6.2 SaaS-PPL Syntax of Sub-policies and Definitions 

In accordance with the policies and preferences in the sections 

above, a set of data protection sub-policies is defined (𝑃𝑜𝑙 ) based on the 

end-to-end data life cycle (Suen, Ko et al. 2013, B. Spasic, A. Th. RATH 

et al. 2018b). Namely, this is a set of data collection sub-policies (𝑃𝑐𝑜𝑙), 

data processing sub-policies (𝑃𝑝𝑟𝑜𝑐), data storage sub-policies (𝑃𝑠𝑡𝑟), 

data retention sub-policies (𝑃𝑟𝑒𝑡), and data forwarding sub-policies (𝑃𝑓𝑤).  

Table 8: Policy sets 

POLICY SETS ALIGNED TO DATA LIFE CYCLE 

Data life cycle Policy definition expression 

Data collection 𝑃𝑐𝑜𝑙 

Data processing 𝑃𝑝𝑟𝑜𝑐 

Data storage 𝑃𝑠𝑡𝑟 

Data retention 𝑃𝑟𝑒𝑡 

Data forwarding 𝑃𝑓𝑤 

  

These sub-policies are formally defined as: 

𝑃𝑜𝑙 = (𝑃𝑐𝑜𝑙, 𝑃𝑝𝑟𝑜𝑐, 𝑃𝑠𝑡𝑟, 𝑃𝑟𝑒𝑡, 𝑃𝑓𝑤) 

 
1. 𝑃𝑐𝑜𝑙 = (𝑐𝑜𝑛𝑠, 𝑐𝑝𝑢𝑟𝑝) 
 
2. 𝑃𝑝𝑟𝑜𝑐 (𝑐𝑜𝑛𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐, 𝑛𝑜𝑡𝑖𝑓𝑦) 
 
3. 𝑃𝑠𝑡𝑟 = (𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒, 𝑛𝑜𝑡𝑖𝑓𝑦) 
 
4. 𝑃𝑟𝑒𝑡 = (𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡, 𝑤ℎ𝑒𝑛, 𝑛𝑜𝑡𝑖𝑓𝑦) 
 
5. 𝑃𝑓𝑤 = (𝑐𝑜𝑛𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝, 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦, 𝑛𝑜𝑡𝑖𝑓𝑦), 
 

• The data collection sub-policies 𝑃𝑐𝑜𝑙 includes consent required 

(𝑐𝑜𝑛𝑠), which specifies the consent collection element. The consent 
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collection element can be either Y (YES) or N (NO) for specific data 

types such as personal data and data collection purposes (𝑐𝑝𝑢𝑟𝑝).  

• Processing policy is specified as 𝑃𝑝𝑟𝑜𝑐 and requires consent to be 

collected before data processing and specified as (𝑐𝑜𝑛𝑠). The 

element for data processing purpose is specified as (𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝), and 

the set of organisations that can process the data is specified as 

(𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐). Finally, the notification element is specified as 

𝑛𝑜𝑡𝑖𝑓𝑦, which captures whether the user or client needs to be 

notified before the processing of the data.  

• The data storage policy is specified as 𝑃𝑠𝑡𝑟, data storage is 

specified as 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, how the data are stored is specified as 

ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒, and notifications are specified as 𝑛𝑜𝑡𝑖𝑓𝑦 to capture 

whether the user or client needs to be notified before the storage of 

the data.  

• The data retention policy is expressed as 𝑃𝑟𝑒𝑡, the location where 

the data are retained is expressed as 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡𝑑𝑒𝑐𝑙, the time when 

the data are retained is expressed as 𝑤ℎ𝑒𝑛, with 𝑤ℎ𝑒𝑛 = (𝑟𝑑𝑒𝑙𝑎𝑦 =

𝑑𝑑) for defined retention periods and 𝑤ℎ𝑒𝑛 = (𝑔𝑑𝑒𝑙𝑎𝑦 = 𝑔𝑑) for 

worst-case retention delays. Here, notifications are specified as 

𝑛𝑜𝑡𝑖𝑓𝑦 to capture whether the user or client needs to be notified 

before deleting the data. 

• The data forwarding policy 𝑃𝑓𝑤 involves collecting consent, 

specified as 𝑐𝑜𝑛𝑠, and the requirement for forwarding purpose, 

specified as 𝑓𝑤𝑝𝑢𝑟𝑝, as well as a set of third-party organisations or 

third countries to which the data will be forwarded, specified as 

3𝑟𝑑𝑝𝑎𝑟𝑡𝑦. Furthermore, 𝑛𝑜𝑡𝑖𝑓𝑦 expresses whether the user or client 

needs to be notified before transferring the data.  

Each sub-policy element is further defined as follows: 
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• 𝑃𝑐𝑜𝑙 = (𝑐𝑜𝑛𝑠, 𝑐𝑝𝑢𝑟𝑝), 𝑤𝑖𝑡ℎ 𝑐𝑜𝑛𝑠 ∈ {𝑌𝑒𝑠, 𝑁𝑜}. Here, consent is 

required to be obtained from users when collecting their data and 

specified as Y (YES) and N (NO). 𝑐𝑝𝑢𝑟𝑝 = (𝑃𝑜𝑙_𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 𝑃𝑐𝑜𝑙, decl) 

𝑃𝑜𝑙_𝑡𝑦𝑝𝑒𝑠𝑒𝑡. 𝑃𝑐𝑜𝑙 represents the data collection policy for the types 

𝑡𝑦𝑝𝑒𝑠𝑒𝑡.  

• 𝑃𝑝𝑟𝑜𝑐(𝑐𝑜𝑛𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑤ℎ𝑜𝑐𝑎𝑛𝑢𝑠𝑒, 𝑛𝑜𝑡𝑖𝑓𝑦). Here, the sub-policy for 

processing is specified, and consent is required to process personal 

data, denoted as 𝑐𝑜𝑛𝑠. The processing purpose 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝 and 

𝑤ℎ𝑜𝑐𝑎𝑛𝑢𝑠𝑒 denote who is allowed to use the data, including third-

party entities. Finally, 𝑛𝑜𝑡𝑖𝑓𝑦 ∈ {𝑌, 𝑁}, which denotes whether 

notification is required (Y) or not (N) before any data processing. 

𝑃𝑠𝑡𝑟 = (𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒, 𝑛𝑜𝑡𝑖𝑓𝑦), 𝑤ℎ𝑒𝑟𝑒 𝑑𝑒𝑐𝑙 ∈ {𝑌, 𝑁}.Here 

the researcher proposes a policy for data storage specifying where 

data are stored, denoted as 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, and how data are stored, 

ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒. 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 denotes a set of places where the data are 

stored, such as in the service provider’s (𝑆𝑃𝑠𝑡𝑜𝑟𝑎𝑔𝑒) servers. 

𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 ∈  {(𝑆𝑃𝑠𝑡𝑜𝑟𝑎𝑔𝑒, 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦𝑆𝑡𝑜𝑟𝑎𝑔𝑒, 𝑑𝑒𝑐𝑙)} ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 = 

(Available, Hidden) denotes that the data are encrypted with the 

service provider’s key and content is available to the service 

provider (ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 = ‘available’). decl specifies the declaration of 

this information to users. Finally, 𝑛𝑜𝑡𝑖𝑓𝑦 ∈  {𝑌, 𝑁}. 

• 𝑃𝑟𝑒𝑡 = (𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡, 𝑤ℎ𝑒𝑛, 𝑛𝑜𝑡𝑖𝑓𝑦), where 𝑛𝑜𝑡𝑖𝑓𝑦 ∈  {𝑌, 𝑁}, ). Here, the 

researcher specifies 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 as a set of elements 

(‘𝑚𝑎𝑖𝑛𝑠𝑡𝑜𝑟𝑎𝑔𝑒’, ‘𝑏𝑎𝑐𝑘𝑢𝑝𝑠𝑡𝑜𝑟𝑎𝑔𝑒’, ‘3𝑟𝑑𝑝𝑎𝑟𝑡𝑦’). 𝑤ℎ𝑒𝑛 = (𝑟𝑑𝑒𝑙𝑎𝑦 =

𝑑𝑑) denotes a numerical retention delay value. 

• 𝑃𝑓𝑤 = (𝑐𝑜𝑛𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝, 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦, 𝑛𝑜𝑡𝑖𝑓𝑦, 𝑑𝑒𝑐𝑙), 𝑤ℎ𝑒𝑟𝑒 𝑑𝑒𝑐𝑙 ∈ {𝑌, 𝑁}, 

𝑐𝑜𝑛𝑠 = {Y, N}, The policy for data forwarding requires consent for 

data forwarding purposes, denoted as a list of forwarding 𝑓𝑤𝑝𝑢𝑟𝑝, 
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a list of 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦 elements, and a notification element expressed as 

𝑛𝑜𝑡𝑖𝑓𝑦 ∈ {𝑌, 𝑁} This takes the Y (YES) or N (NO) value to capture 

whether the user or client needs to be notified before the data are 

forwarded. 

6.6.3 Obligations  

Obligations are a service provider’s commitment to a user or data 

subject concerning handling the user’s data. They usually refer to the 

requirements or provisions of a data protection regulation such as the 

NDPR. The service provider is expected to meet the obligation by 

implementing an action after a particular event, for example, time, and 

optionally under certain conditions. Furthermore, obligations are essential 

because they help ensure that the commitments made by the service 

provider are kept in compliance with data protection regulations or 

preferences of the data subject. 

6.6.3.1 Utility and Challenges of Obligations  

Obligations play an important role in service providers’ 

responsibilities because service providers collect personal data and use 

state-of-the-art mechanisms for handling the data. Privacy and data 

protection regulations lack expressiveness and support for the definition 

of obligations. Key challenges service providers face related to obligations 

include: 

• Service providers must avoid committing to obligations that cannot 

be enforced. Tools to detect inconsistencies are therefore 

necessary.  

• Service providers should offer a way to take the user’s preferences 

into account. This will make mechanisms to compare the user’s 

privacy preferences and the service provider’s privacy policies 

necessary.  
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• Service providers need a way to communicate acceptable 

obligations to users, link obligations and personal data, and enforce 

obligations.  

• Finally, users need a way to evaluate service providers’ 

trustworthiness, such as whether the obligation will indeed be 

enforced by audit and certification mechanisms and whether 

computers and tools can be relied upon. 

Therefore, in this research, relying on existing PPL, data protection 

properties are expressed as obligations in the form of extended triggers 

and actions. The obligation engine syntax as is a set of actions, such as 

a ‘Do Action when a particular Trigger is called’.  

The triggers represent events that are considered by an obligation 

and result in actions such as ‘Do Action when Trigger’. Therefore, the 

primary obligation definition used in PPL is as follows: ‘Do Action when 

Trigger and therefore, the researcher create new extensions into SaaS-

PPL extensions’. The basic definition of obligation is further extended as 

‘When Trigger, then Condition’. 

Additionally, because PPL was not primarily designed for capturing 

data protection rules in the NDPR, its syntax and semantics are not 

expressive enough to capture properties of the new NDPR. For example, 

PPL is solely intended to be used by the data controller to specify access 

and authorisations restrictions on the service provider’s resources using 

sticky policies (Slim et al., 2010). Therefore, the PPL framework cannot 

be used to specify and express some of the privacy and data protection 

properties of the NDPR. For example, the NDPR introduced new novelties 

such as Article 25 requiring data minimisation, as well as other privacy by 

design novelties such as the right to erasure, collection of consent, 

transparency before data processing, transfer of personal data to another 
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data controller, and notification of any personal data breach within 72 

hours. 

Therefore, bold letters are used to indicate action, and ‘Do Action when 

Trigger’ is used to indicate extended Triggers and Actions. 

6.6.4 Semantics of Data Protection Policies  

Each data protection policy’s semantics will be presented to give 

meanings to expressions, statements, and program units (Gawanmeh, 

2015). Obligations and their corresponding triggers and actions for each 

collection, processing, storage, retention, and forward phase will be 

presented.  

6.6.4.1 The Semantics of the Collection Policy  

The following is defined in the context of the data collection obligation 

for the data collection phase. 𝑃𝑐𝑜𝑙 = (𝑐𝑜𝑛𝑠, 𝑐𝑝𝑢𝑟𝑝), 𝑤𝑖𝑡ℎ 𝑐𝑜𝑛𝑠 ∈ {𝑌𝑒𝑠, 𝑁𝑜}. 

The NDPR (see Section 5.1.1) requires data controllers to make known 

their purpose before they collect personal data; it also requires them to 

know how they intend to process the data. Furthermore, to avoid data 

being collected arbitrarily, the regulation seeks to limit data collection to 

the purpose for which it is collected (NITDA, 2019). This is a new 

requirement that PPL is not designed to express. 

6.6.4.2 Case 1.0 Personal Data Collection-Consent Collection 

This is an event-based trigger. The trigger occurs each time personal 

data associated with the obligation are collected and consent of data 

owner and specified purpose.  
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Collection Trigger for Consent: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Collection Action for Consent:  

▪ 𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝐶𝑜𝑛𝑠𝑒𝑛𝑡(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑣𝑎𝑙𝑢𝑒)  

Collection obligation for consent:  

▪ Do 𝑨𝒄𝒕𝒊𝒐𝒏𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝑪𝒐𝒏𝒔𝒆𝒏𝒕(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝑤ℎ𝑒𝑛  

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 

Figure 22: Trigger Consent collection  

In Figure 22, the collection obligation for consent states that 

whenever there is a trigger that captures data of types in typeset at time 

𝑡𝑖𝑚𝑒, there is a corresponding action consent collection (here, 𝑡𝑖𝑚𝑒 −

𝑡𝑣𝑎𝑙𝑢𝑒 specifies the minus operation, namely, 𝑡𝑖𝑚𝑒 minus 𝑡𝑣𝑎𝑙𝑢𝑒). The 

collection of consent before data collection helps ensure that data 

collection is strictly conducted in compliance with Article 25 of the NDPR. 

6.6.4.3 Case 1.1 Personal Data: Purpose of Data Collection 

In Figure 23, the trigger for purpose occurs each time personal data 

associated with an obligation are collected for a specified purpose from 

the subset of purposes for collecting personal data. 

Collection Trigger for Purpose: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑃𝑢𝑟𝑝𝑜𝑠𝑒𝑠(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠) 

Collection Condition for Purpose:  

▪ 𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑐𝑝𝑢𝑟𝑝)  

Collection obligation for purpose:  

▪ 𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠), 

then 𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑐𝑝𝑢𝑟𝑝)  

 

Figure 23: Trigger for purpose collection 

The collection obligation trigger for purpose denotes that whenever data 

are collected with the purpose 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, then 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠 must be a subset 

of 𝑐𝑝𝑢𝑟𝑝. The collection of purposes aims to fulfil the NDPR’s mandate to 

minimise the collection of data to a specific purpose. This is because data 
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minimisation is at the centre of the NDPR and the privacy by design 

requirement of the NDPR. 

6.6.5 The Semantics of the Processing Sub-policy 

In Section 2.1 (subsection (a)) of the NDPR, data controllers are 

requested to collect data according to a clear lawful purpose. This purpose 

is to be communicated and have the consent of the data subject. A service 

provider’s policy should have indicated details on (i) consent for use, (ii) 

processing purpose, and (iii) who can use the data. These requirements 

are expressed as four elements to capture the data processing phase; 

they include 𝑃𝑝𝑟𝑜𝑐 = (𝑐𝑜𝑛𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐, 𝑛𝑜𝑡𝑖𝑓𝑦). These 

elements are each considered as obligations in the following figures cases 

for each element. 

6.6.5.1 Case 2.0 Personal Data Processing Consent Collection 

In this case, consent is provided and expressed as a Yes and 

expressed as 𝑐𝑜𝑛𝑠 = Y beside any possible/defined value of 

𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐, 𝑛𝑜𝑡𝑖𝑓𝑦. Additionally, the data processing 

obligation says that whenever there is a trigger that captures a data 

processing of the data types in 𝑡𝑦𝑝𝑒𝑠𝑒𝑡 at time 𝑡𝑖𝑚𝑒, there is a 

corresponding action obligation for collecting a data processing consent 

before that.  

 

Processing Trigger for Consent: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Processing Action for Consent:  

▪ 𝐴𝑐𝑡𝑖𝑜𝑛𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝐶𝑜𝑛𝑠𝑒𝑛𝑡 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 𝑡𝑣𝑎𝑙𝑢𝑒)  

Processing obligation for consent:  

▪ Do 𝐴𝑐𝑡𝑖𝑜𝑛𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝐶𝑜𝑛𝑠𝑒𝑛𝑡 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 

𝑡𝑖𝑚𝑒 𝑡𝑣𝑎𝑙𝑢𝑒) 𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 𝑡𝑣𝑎𝑙𝑢𝑒)  

Figure 24: Personal data processing obligation – Consent  
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Here, in Figure 24, the trigger for consent occurs each time the personal 

data associated with the data processing obligation is collected for the 

specified consent for collecting the personal data. 
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6.6.5.2 Case 2.1 Personal Data Processing Purpose 

As mandated by data protection regulations, there must be a 

specific purpose for collecting and processing data. The processing 

purpose denotes that whenever there is data processing with 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 

then 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠 must be a subset of 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝. 

Processing Trigger for Purpose: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡 , 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠)  

Processing Condition for Purpose:  

▪ 𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝)  

Processing obligation for purpose:  

▪ 𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡 , 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠), 

then 𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝)  

Figure 25:Personal data processing obligation- purpose 

 

6.6.5.3 Case 2.2 Personal Data Processing whocanproc 

The processing obligation for 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐 captures that whenever 

organisations conduct data processing in the set 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦, then 

𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦 must be a subset of 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐. 

 

Processing Trigger for 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦) 

Processing Condition for 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐: 

▪ 𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦, 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐) 

Processing obligation for 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐:  

▪ 𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦) , 

 then 𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦, 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐) 

Figure 26: Personal data processing obligation whocanproc 
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6.6.5.4 Case 2.3 Personal Data Processing – Notification 

When (𝑛𝑜𝑡𝑖𝑓𝑦 = Y), besides any possible defined value of 

𝑐𝑜𝑛𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐. 

The obligation for processing a notification means that whenever a 

type of data is processed in a typeset, the data subject must be notified at 

least 𝑡 − 𝑣𝑎𝑙𝑢𝑒 time before the processing starts.  

Processing Trigger for 𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Processing Action for 𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛:  

▪ 𝐴𝑐𝑡𝑖𝑜𝑛𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 )  

Processing Obligation for 𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛:  

▪ Do 𝐴𝑐𝑡𝑖𝑜𝑛𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 ) 𝑤ℎ𝑒𝑛  

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 )  

Figure 27: Personal data processing obligation notification 

 

6.6.6 The Semantics of the Storage Sub-policy 

Subsection C of the NDPR mentions a policy relating to data storage 

within a reasonably needed period to store the data. In a situation where 

a specific type of data is held in storage by a data controller or SaaS 

service provider, (i) the location of storage must be known, (ii) the data 

must be in secure storage infrastructure, and (iii) a periodic review must 

be conducted of why the personal data are in storage. The storage phase 

is expressed as 𝑃𝑠𝑡𝑟 = (𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒, 𝑛𝑜𝑡𝑖𝑓𝑦 ), 𝑤ℎ𝑒𝑟𝑒 𝑛𝑜𝑡𝑖𝑓𝑦 ∈

{𝑌, 𝑁}. The cases are distinguished depending on the values of each 

element or parameter. 
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6.6.6.1 Case 3.0 Personal Data Storage Obligation Encrypted 

I𝑓 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 = {𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟}, and ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 = {𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒}) 

Whenever there is action 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒), then there 

must be an action 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎, where a type of data 

in 𝑡𝑦𝑝𝑒𝑠𝑒𝑡 is encrypted with the server key 𝑠𝑝𝑘𝑒𝑦 at the 

place(s) 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟. 

 

 

 

 

 

 

 

 

 

Figure 28 Personal Data Storage Obligation-Save Encrypted with Service Provider Key 

 

6.6.6.2 Case 3.1 Personal Data Storage Obligation – Saved in Plain 

Text 

This case is like the previous case, but a type of data in 𝑡𝑦𝑝𝑒𝑠𝑒𝑡 is 

saved in plain text at the place(s) 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟. This is expressed as 

I𝑓 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 = {𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟} and ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 = {𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒}) 

 

 

 

 

 

 

 

Figure 29:Personal data storage obligation-save plain data on the service provider server 

 

 

Storage Trigger for how and where data is stored: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Storage action for 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 and ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒:  

▪ 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑠𝑝𝑘𝑒𝑦, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒)  

Storage obligation for where and how data is stored ( 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, 

ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 ):  

▪ 𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑠𝑝𝑘𝑒𝑦, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒)  

when 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Storage Trigger for how and where data is stored: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Storage action for 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 and ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒:  

▪ 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝑃𝑙𝑎𝑖𝑛𝐷𝑎𝑡a ( 𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒 )  

Storage obligation for where and how data is stored ( 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 ):  

▪ 𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝑃𝑙𝑎𝑖𝑛𝐷𝑎𝑡a ( 𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒 )  

when 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 
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6.6.6.3 Case 3.2 Personal Data Storage Obligation – howstore 

Hidden 

I𝑓 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 = {𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟}, and ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 = {𝐻𝑖𝑑𝑑𝑒𝑛}) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 30:Personal Data storage obligation-save encrypted from a service provider 

This case in Figure 30 depicts a scenario where a type of data in typeset 

is encrypted with a key that is not a service provider key; that is, the 

service provider does not have access to this key by default. 

6.6.6.4 Case 3.3 Personal Data Storage Obligation – howstore 

Available 

In this case, the service provider stores a type of data on the 

3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑒𝑟𝑣𝑒𝑟𝑠. The data are encrypted with a key, so the service 

provider has access to the data. This case is specified as ( 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 =

{3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑒𝑟𝑣𝑒𝑟𝑠}, and ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 = {𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒})  

Storage Trigger for how and where data is stored: 

 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒)  

Storage action for 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 and ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒:  

▪ 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑠𝑝𝑘𝑒𝑦, 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑒𝑟𝑣𝑒𝑟𝑠,𝑡𝑖𝑚𝑒)  

 

Storage obligation for where and how data is stored ( 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 ) 

▪ 𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑠𝑝𝑘𝑒𝑦, 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑒𝑟𝑣𝑒𝑟𝑠, 𝑡𝑖𝑚𝑒), when 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Figure 31: Personal Data Storage Obligation- Encrypted and Stored on 3rdParty Server by Service provider 

Storage Trigger for how and where data is stored: 

 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒)  

 

Storage action for 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 and ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒:  

▪ 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑛𝑜𝑡𝑠𝑝𝑘𝑒𝑦, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒)  

 

Storage obligation for where and how data is stored ( 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 ):  

▪ 𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑛𝑜𝑡𝑠𝑝𝑘𝑒𝑦, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒) , when 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 
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6.6.6.5 Case 3.4 Personal Data Storage Obligation –

 𝒉𝒐𝒘𝒔𝒕𝒐𝒓𝒆 𝐂𝐥𝐢𝐞𝐧𝐭𝐩𝐥𝐚𝐜𝐞 

In this case, the service provider stores a type of data on the 

3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑒𝑟𝑣𝑒𝑟𝑠, which are encrypted with a key that is not accessible to 

the service provider and is expressed as ( 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 =

{3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑒𝑟𝑣𝑒𝑟𝑠}. ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 = {𝐻𝑖𝑑𝑑𝑒𝑛}) when 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 =

{𝐶𝑙𝑖𝑒𝑛𝑡𝑝𝑙𝑎𝑐𝑒} can be further specified to denote when the data can be 

stored at the client’s place. 

Storage Trigger for and where data is stored: 

 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒)  

Storage action for 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 and ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒:  

 

▪ ActionSaveEncryptedData (typeset, notspkey, 𝑐𝑙𝑖𝑒𝑛𝑡𝑝𝑙𝑎𝑐𝑒, time)  

Storage obligation for where and how data is stored ( 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 ) 

▪ 𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑛𝑜𝑡𝑠𝑝𝑘𝑒𝑦, 𝑐𝑙𝑖𝑒𝑛𝑡𝑝𝑙𝑎𝑐𝑒, 𝑡𝑖𝑚𝑒), 𝑤ℎ𝑒𝑛  

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒)  

Figure 32:Personal data storage obligation-save encrypted and stored on 3rdParty server  

 

6.6.7 The Semantics of the Retention Sub-policy 

Regarding data retention, Section 3.1 (9) in the NDPR has 

described the rights that data subjects can exercise regarding whether 

they would exercise their right to the retention or deletion of their data from 

a service provider’s infrastructure. Therefore, by implication, service 

providers are required to create a mechanism or provisions for the 

enforcement of these rights by formulating policies relating to data 

retention. They need to pay particular attention to details such as (i) where 

a service provider can retain data, (ii) what type of data is allowed to be 

deleted or retained, and (iii) whether and until when the deletion can be 

delayed. 
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6.6.7.1 Case 4.0 Case 4.1 Personal Data Retention – Notification 

In the data retention policy case, 𝑃𝑟𝑒𝑡 =

(𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡, 𝑤ℎ𝑒𝑛, 𝑛𝑜𝑡𝑖𝑓𝑦), where 𝑛𝑜𝑡𝑖𝑓𝑦 ∈  {𝑌, 𝑁}, ), 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 is a set of 

elements describing retention of data (‘𝑚𝑎𝑖𝑛𝑠𝑡𝑜𝑟𝑎𝑔𝑒’, ‘𝑏𝑎𝑐𝑘𝑢𝑝𝑠𝑡𝑜𝑟𝑎𝑔𝑒’, 

‘3𝑟𝑑𝑝𝑎𝑟𝑡𝑦’) and when = (𝑟𝑑𝑒𝑙𝑎𝑦, 𝑔𝑑𝑒𝑙𝑎𝑦) has the following semantics:  

 

6.6.7.2 Case 4.1 Personal Data Retention – Notification 

If 𝑛𝑜𝑡𝑖𝑓𝑦 = Y, besides any 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 and 𝑤ℎ𝑒𝑛 values.  

 

Retention Trigger for Retention Notification: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

Retention Action for Retention Notification:  

▪  𝐴𝑐𝑡𝑖𝑜𝑛𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝑡𝑖𝑜𝑛𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 )  

Retention Obligation for Retention Notification:  

▪ Do 𝐴𝑐𝑡𝑖𝑜𝑛𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 −

𝑡𝑣𝑎𝑙𝑢𝑒) 𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

Figure 33: Personal Data Retention-Notification 

Whenever a piece of data of the type in the set of types 𝑡𝑦𝑝𝑒𝑠𝑒𝑡 is deleted, 

then the data subject needs to be notified 𝑡𝑣𝑎𝑙𝑢𝑒 time before that. 

6.6.7.3 Case 4.2 Personal Data Retention Obligation – Trigger Data 

Retention  

In 𝑤ℎ𝑒𝑛, 𝑟𝑑𝑒𝑙𝑎𝑦 = 𝑑𝑑, besides any global delay (𝑔𝑑𝑒𝑙𝑎𝑦), where 

𝑑𝑑 is a 𝑛𝑢𝑚𝑒𝑟𝑖𝑐𝑎𝑙 retention delay value, namely, 

Retention Trigger for Data Retention: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐼𝑛𝑖𝑡𝑖𝑎𝑡𝑒𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒1) 

Retention Action for Data Retention: 

▪ 𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑓𝑟𝑜𝑚𝑤ℎ𝑒𝑟𝑒, 𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1 + 𝑑𝑑])  

Retention Obligation for Data Retention:  

▪ Do 𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑓𝑟𝑜𝑚𝑤ℎ𝑒𝑟𝑒, 𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1 + 𝑑𝑑])  

 𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐼𝑛𝑖𝑡𝑖𝑎𝑡𝑒𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒1) 

Figure 34: Personal Data Retention Obligation - Trigger Data Retention 
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𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1 + 𝑑𝑑] specifies the time 𝑡𝑖𝑚𝑒2 between 𝑡𝑖𝑚𝑒1 and 

𝑡𝑖𝑚𝑒1 + 𝑑𝑑. 

6.6.7.4 Case 4.3 Personal Data Retention Obligation - Global delay 

𝑤ℎ𝑒𝑛 𝑔𝑑𝑒𝑙𝑎𝑦 = 𝑔𝑑 is triggered whenever the user unregisters from 

the service and the data need to be retained within the global delay, gd.  

Retention Trigger for Data Retention: 

 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑈𝑛𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒1) 

 

Retention Action for Data Retention: 

▪ 𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑓𝑟𝑜𝑚𝑤ℎ𝑒𝑟𝑒, 𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1 + 𝑔𝑑])  

 

Retention Obligation for Data Retention:  

▪ Do 𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑓𝑟𝑜𝑚𝑤ℎ𝑒𝑟𝑒, 𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1 + 𝑔𝑑])  

𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑈𝑛𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒1) 

 

Figure 35: Personal Data Retention -Retention Action for Data Retention 

 

6.6.8 The Semantics of the Forwarding Sub-Policy  

As services and service providers continue to depend on each other 

to provide services to users, the need to share data amongst service 

providers becomes critical. Therefore, to ensure effective regulation and 

data subjects' rights, data protection regulations require that for data 

forwarding to be permissible, consent must be obtained. In Sections 2.11 

and 2.12 of the NDPR, the data forwarding criteria described what 

conditions must be met for a service provider or data controller to transfer 

personal data to a third-party recipient: (i) consent provided by the data 

subject, (ii) an explicit explanation for why the data will be forwarded, and 

(iii) a list detailing the recipients of the data. 
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6.6.8.1 Case 5.0 Personal Data Forwarding Obligation – Consent 

For the data forwarding phase, where P𝑓𝑤 =

(𝑐𝑜𝑛𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝, 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦, 𝑛𝑜𝑡𝑖𝑓𝑦 ), 𝑤ℎ𝑒𝑟𝑒 𝑑𝑒𝑐𝑙 ∈ {𝑌, 𝑁}, 𝑐𝑜𝑛𝑠 = {Y, N}, the 

policy requires consent for data forwarding, denoted as (𝑐𝑜𝑛𝑠); a 

forwarding list, 𝑓𝑤𝑝𝑢𝑟𝑝; and a list of 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦 and notification, 𝑛𝑜𝑡𝑖𝑓𝑦 ∈

{𝑌, 𝑁}, which takes the value of Y (YES) and N (NO). 

Forwarding Trigger for Consent: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Forwarding Action for Consent:  

 

▪  𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝐶𝑜𝑛𝑠𝑒𝑛𝑡(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑣𝑎𝑙𝑢𝑒)  

Forwarding obligation for consent:  

▪ Do 𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝐶𝑜𝑛𝑠𝑒𝑛𝑡(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 −

𝑣𝑎𝑙𝑢𝑒)𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Figure 36: Personal Data Forwarding Obligation-Consent 

In Figure 36, the forwarding obligation for consent indicates that whenever 

there is a trigger that captures a data forwarding of data of types in typeset 

at time 𝑡𝑖𝑚𝑒, there is a corresponding action consent collection, with 

𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 specifying the minus operation, namely, 𝑡𝑖𝑚𝑒 minus 𝑡𝑣𝑎𝑙𝑢𝑒. 

 

6.6.8.2 Case 5.1 Personal Data Forwarding Obligation – Purpose 

The forwarding obligation for purpose captures that whenever there is a 

data forwarding with 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, then 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠 must be a subset of 

𝑓𝑤𝑝𝑢𝑟𝑝. 

Forwarding Trigger for Purpose: 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔𝑃𝑢𝑟𝑝𝑜𝑠𝑒𝑠(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠) 

 

Collection Condition for Purpose:  

 

▪  𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝)  

Forwarding obligation for purpose:  

▪ 𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠) 𝑡ℎ𝑒𝑛 

𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝)  

Figure 37: Personal data forwarding obligation-forwarding purpose 
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6.6.8.3 Case 5.2 Personal Data Forwarding Obligation – Third-party 

List 

The forwarding obligation for 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔 denotes that 

whenever there is a trigger to forward data to 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑅𝑒𝑐𝑖𝑝𝑖𝑒𝑛t with the 

condition 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔, then 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔 must be a 

subset of 𝑓𝑤3𝑟𝑑𝑝𝑎𝑟𝑡𝑦.  

Forwarding Trigger for 3rdpartyForwarding: 

 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑅𝑒𝑐𝑖𝑝𝑖𝑒𝑛𝑡 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦) 

Forwarding Condition for 3rdpartyForwarding:  

▪  𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝, 𝑓𝑤3𝑟𝑑𝑃𝑎𝑟𝑡𝑦)  

Forwarding obligation for 3rdParty forwarding:  

▪ 𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, ),then 

𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝, 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦) 

Figure 38: Personal data forwarding obligation-3rdParty recipient list 
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6.6.8.4 Case 5.3 Personal Data Forwarding Obligation – 

Notification 

If 𝑛𝑜𝑡𝑖𝑓𝑦 = Y, besides any 𝑓𝑤𝑝𝑢𝑟𝑝 and 𝑤ℎ𝑒𝑛 values.  

 

Forwarding Trigger for Notification: 

 

▪ 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

Forwarding Action for Notification:  

𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑒𝑙𝑒𝑡𝑖𝑜𝑛𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 ) 

Forwarding Obligation for Notification:  

▪ Do 𝐴𝑐𝑡𝑖𝑜𝑛𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 −

𝑡𝑣𝑎𝑙𝑢𝑒) 𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 

 

Figure 39: Personal data forwarding obligation-notification 

6.7 User Preferences 

6.7.1 User Preference 𝑹𝒄𝒐𝒍  

User preference 𝑅𝑐𝑜𝑙 = (𝑐𝑜𝑛𝑠, 𝑐𝑝𝑢𝑟𝑝), 𝑤𝑖𝑡ℎ 𝑐𝑜𝑛𝑠 ∈ {𝑌𝑒𝑠, 𝑁𝑜} 

6.7.1.1 Preference of User: 𝒄𝒐𝒏𝒔 = Y => Match with the Obligation  

There is an expectation of the following obligation from the service 

provider side:  

 

𝐷𝒐 𝑨𝒄𝒕𝒊𝒐𝒏𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝑪𝒐𝒏𝒔𝒆𝒏𝒕 (𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝒘𝒉𝒆𝒏 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 

 

Inconsistency can occur when the service provider, in 𝑃𝑐𝑜𝑙, does not 

receive a corresponding obligation.𝑐𝑜𝑛𝑠 = N means no consent is 

provided for data collection in the following obligation:  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝑪𝒐𝒏𝒔𝒆𝒏𝒕(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝑤ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 
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6.7.1.2 Preference of User Collection Purpose 𝒄𝒑𝒖𝒓𝒑 

This means that there must be a collection of purpose Trigger that 

initiates clarification of the purpose of data collection by the service 

provider. 

 

𝑊ℎ𝑒𝑛 𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂 (𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒑𝒖𝒓𝒑𝒐𝒔𝒆𝒔), 𝑡ℎ𝑒𝑛 

𝑺𝒖𝒃𝒔𝒆𝒕𝑶𝒇 (𝒑𝒖𝒓𝒑𝒐𝒔𝒆𝒔, 𝒄𝒑𝒖𝒓𝒑) 

 

6.7.2 User Preferences 𝑹𝒑𝒓𝒐𝒄  

User preferences 𝑅𝑝𝑟𝑜𝑐 = (𝑐𝑜𝑛𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐, 𝑛𝑜𝑡𝑖𝑓𝑦).  

 

6.7.2.1 Preference of User: 𝒄𝒐𝒏𝒔 = Y => Match with the 

Obligation Trigger to Process Personal Data 

This means that there is an expectation that the service provider will 

obtain the user’s consent for the processing of personal data:  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑷𝒓𝒐𝒄𝒆𝒔𝒔𝑪𝒐𝒏𝒔𝒆𝒏𝒕(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝑤ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑷𝒓𝒐𝒄𝒆𝒔𝒔𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 

 

6.7.2.2 Preference of User for the Purpose of Data Processing 

𝒑𝒓𝒐𝒄𝒑𝒖𝒓𝒑  

The processing purpose 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝 Trigger obligation denotes that 

the service provider must meet the obligation for purposes before 

processing personal data whenever there is a data processing. 

 

𝑊ℎ𝑒𝑛 𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑷𝒓𝒐𝒄𝒆𝒔𝒔𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒑𝒖𝒓𝒑𝒐𝒔𝒆𝒔), 𝑡ℎ𝑒𝑛 

𝑺𝒖𝒃𝒔𝒆𝒕𝑶𝒇 (𝒑𝒖𝒓𝒑𝒐𝒔𝒆𝒔, 𝒑𝒓𝒐𝒄𝒑𝒖𝒓𝒑) 
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6.7.2.3 Preference of User Regarding Who Can Process Personal 

Data 𝒘𝒉𝒐𝒄𝒂𝒏𝒑𝒓𝒐𝒄 

This user preference is for the service provider to know who is 

allowed to process the user’s personal data. The Trigger obligation for 

whocanproc denotes that whenever the service provider conducts data 

processing, users are obligated to know who has the right to process their 

personal data. 

𝑊ℎ𝑒𝑛 𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑷𝒓𝒐𝒄𝒆𝒔𝒔𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒑𝒓𝒐𝒄𝒆𝒔𝒔𝒃𝒚), 𝑡ℎ𝑒𝑛 

𝑺𝒖𝒃𝒔𝒆𝒕𝑶𝒇 (𝒑𝒓𝒐𝒄𝒆𝒔𝒔𝒃𝒚, 𝒘𝒉𝒐𝒄𝒂𝒏𝒑𝒓𝒐𝒄) 

 

6.7.2.4 Preference of User Regarding Who Can Process Personal 

Data 𝒏𝒐𝒕𝒊𝒇𝒚 

 

The trigger obligation for notification 𝑛𝑜𝑡𝑖𝑓𝑦 denotes that when the 

service provider processes personal data, such as in a data breach 

situation, there is an expectation to notify the user or data owner. 

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑷𝒓𝒐𝒄𝒆𝒔𝒔𝑵𝒐𝒕𝒊𝒇𝒊𝒄𝒂𝒕𝒊𝒐𝒏(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝑤ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑷𝒓𝒐𝒄𝒆𝒔𝒔𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 
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6.7.3 User Preferences 𝑹𝒔𝒕𝒓  

User preferences 𝑅𝑠𝑡𝑟 =(𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒, 𝑛𝑜𝑡𝑖𝑓𝑦 ). 

6.7.3.1 Preference of Users for 𝑾𝒉𝒆𝒓𝒆𝒔𝒕𝒐𝒓𝒆  

This means that the user expects the service provider to have an 

obligation to encrypt and store personal data using the service provider’s 

encryption keys. The user will have access to the keys. 

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑺𝒂𝒗𝒆𝑬𝒏𝒄𝒓𝒚𝒑𝒕𝒆𝒅𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒔𝒑𝒌𝒆𝒚, 𝑺𝒑𝑶𝒘𝒏𝑺𝒆𝒓𝒗𝒆𝒓, 𝒕𝒊𝒎𝒆), 𝑤ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑺𝒕𝒐𝒓𝒆𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 

 

6.7.3.2 Preference of User for 𝒉𝒐𝒘𝒔𝒕𝒐𝒓𝒆 

This means that the user expects the service provider’s side to store 

the data in plain text in their server.  Storage obligation for where and how 

data are stored (𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒):  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑺𝒂𝒗𝒆𝑷𝒍𝒂𝒊𝒏𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝑺𝒑𝑶𝒘𝒏𝑺𝒆𝒓𝒗𝒆𝒓, 𝒕𝒊𝒎𝒆), 𝑤ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑺𝒕𝒐𝒓𝒆𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 

 

6.7.3.2.1 ( 𝒘𝒉𝒆𝒓𝒆𝒔𝒕𝒐𝒓𝒆 = {𝑺𝒑𝑶𝒘𝒏𝑺𝒆𝒓𝒗𝒆𝒓}, and 𝒉𝒐𝒘𝒔𝒕𝒐𝒓𝒆 =

{𝑯𝒊𝒅𝒅𝒆𝒏}) 

Here, the user preference is for the service provider to store the data 

on their storage platform or servers, but not with the service provider’s 

keys. This means the data will be hidden from the service provider by 

default. Storage obligation for where and how data are stored 

(𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒):  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑺𝒂𝒗𝒆𝑬𝒏𝒄𝒕𝒚𝒑𝒕𝒆𝒅𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒏𝒐𝒕𝒔𝒑𝒌𝒆𝒚, 𝑺𝒑𝑶𝒘𝒏𝑺𝒆𝒓𝒗𝒆𝒓, 𝒕𝒊𝒎𝒆), 𝑤ℎ𝑒𝑛  

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑺𝒕𝒐𝒓𝒆𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 
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6.7.3.2.2 (𝒘𝒉𝒆𝒓𝒆𝒔𝒕𝒐𝒓𝒆 = {𝟑𝒓𝒅𝑷𝒂𝒓𝒕𝒚𝑺𝒆𝒓𝒗𝒆𝒓𝒔}, and 𝒉𝒐𝒘𝒔𝒕𝒐𝒓𝒆 =

{𝑨𝒗𝒂𝒊𝒍𝒂𝒃𝒍𝒆}),  

Here, the user preference is to have the personal data stored on a 

third-party infrastructure and encrypted with the service provider’s key that 

is made available to the service provider by default. Storage obligation for 

where and how data are stored (𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒):  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑺𝒂𝒗𝒆𝑬𝒏𝒄𝒓𝒚𝒑𝒕𝒆𝒅𝑫𝒂𝒕𝒂 (𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒔𝒑𝒌𝒆𝒚, 𝟑𝒓𝒅𝑷𝒂𝒓𝒕𝒚𝑺𝒆𝒓𝒗𝒆𝒓, 𝒕𝒊𝒎𝒆), 𝑤ℎ𝑒𝑛 

 𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑺𝒕𝒐𝒓𝒆𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆)  

 

6.7.3.2.3 (𝒘𝒉𝒆𝒓𝒆𝒔𝒕𝒐𝒓𝒆 = {𝟑𝒓𝒅𝑷𝒂𝒓𝒕𝒚𝑺𝒆𝒓𝒗𝒆𝒓𝒔}, and 𝒉𝒐𝒘𝒔𝒕𝒐𝒓𝒆 =

{𝑯𝒊𝒅𝒅𝒆𝒏}) 

Here, the user preference is to have the service provider store the 

user’s personal data on a third-party infrastructure with encrypted keys 

but are not accessible by the service provider. Storage obligation for 

where and how data is stored (𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒):  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑺𝒂𝒗𝒆𝑬𝒏𝒄𝒓𝒚𝒑𝒕𝒆𝒅𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒏𝒐𝒕𝒔𝒑𝒌𝒆𝒚, 𝟑𝒓𝒅𝑷𝒂𝒓𝒕𝒚𝑺𝒆𝒓𝒗𝒆𝒓, 𝒕𝒊𝒎𝒆), 

 𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

6.7.3.3 User Storage Preference for Notification: 𝒏𝒐𝒕𝒊𝒇𝒚 

This user expects the service provider to send a notification to the 

user if their personal data are about to be stored. Storage obligation for 

notification:  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑺𝒕𝒐𝒓𝒆𝑵𝒐𝒕𝒊𝒇𝒊𝒄𝒂𝒕𝒊𝒐𝒏(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝑤ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑺𝒕𝒐𝒓𝒆𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 

 

 

 



   

171 
 

6.7.4 User Preference 𝑹𝒓𝒆𝒕 

User preference 𝑅𝑟𝑒𝑡 = (𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡, 𝑤ℎ𝑒𝑛, 𝑛𝑜𝑡𝑖𝑓𝑦), 𝑤ℎ𝑒𝑟𝑒 𝑛𝑜𝑡𝑖𝑓𝑦 ∈

 {𝑌, 𝑁}). 

6.7.4.1 Preference of User for Personal Data Retention 

Under this policy, the user or data owner expects the service 

provider to have an obligation to notify the data owner when retaining 

personal data in specific storage types and locations over a specific 

period.  

6.7.4.2 Preference of user for retention notification 𝒑𝒍𝒂𝒄𝒆𝒓𝒆𝒕  

Here, the user preference is for the service provider to notify the 

user when personal data in the set of types typeset for retention are 

triggered. The data subject needs to be notified 𝑡 − 𝑣𝑎𝑙𝑢𝑒 time before that. 

Retention obligation for retention notification: 

  

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑹𝒆𝒕𝒆𝒏𝒕𝒊𝒐𝒏𝑵𝒐𝒕𝒊𝒇𝒊𝒄𝒂𝒕𝒊𝒐𝒏(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝑤ℎ𝑒𝑛  

 𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑹𝒆𝒕𝒆𝒏𝒕𝒊𝒐𝒏𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 

 

6.7.4.3 Preference of User Retention Delay Decision 

𝒘𝒉𝒆𝒏 (𝒓𝒅𝒆𝒍𝒂𝒚)  

𝑤ℎ𝑒𝑛 = (𝑟𝑑𝑒𝑙𝑎𝑦) 𝑟𝑑𝑒𝑙𝑎𝑦 refers to a delay in retention decision, that 

is, 𝑤ℎ𝑒𝑛, 𝑟𝑑𝑒𝑙𝑎𝑦 = 𝑑𝑑, besides any global delay (𝑔𝑑𝑒𝑙𝑎𝑦), where 𝑑𝑑 is a 

numerical retention delay value, namely, 𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1 + 𝑑𝑑] 

specifies the time 𝑡𝑖𝑚𝑒2 between 𝑡𝑖𝑚𝑒1 and 𝑡𝑖𝑚𝑒1 + 𝑑𝑑. Retention 

obligation for data retention: 

  

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑫𝒂𝒕𝒂𝑹𝒆𝒕𝒆𝒏𝒕𝒊𝒐𝒏(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒇𝒓𝒐𝒎𝒘𝒉𝒆𝒓𝒆, 𝒕𝒊𝒎𝒆𝟐, [𝒕𝒊𝒎𝒆𝟏, 𝒕𝒊𝒎𝒆𝟏 + 𝒅𝒅]) 𝑊ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑰𝒏𝒊𝒕𝒊𝒂𝒕𝒆𝑹𝒆𝒕𝒆𝒏𝒕𝒊𝒐𝒏𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆𝟏). 
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6.7.4.4 Preference of User Retention Delay at Global Level 

𝒘𝒉𝒆𝒏 (𝒈𝒅𝒆𝒍𝒂𝒚)  

𝑤ℎ𝑒𝑛 = (𝑔𝑑𝑒𝑙𝑎𝑦) gdelay refers to the retention delay period when 

the data should not be retained after the user has unregistered from the 

service. 

Therefore, if 𝑔𝑑𝑒𝑙𝑎𝑦 = 𝑔𝑑, the user’s preference is to have personal 

data retained within the global delay period even after the user unregisters 

from the service. Retention Obligation for Data Retention:  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑫𝒂𝒕𝒂𝑹𝒆𝒕𝒆𝒏𝒕𝒊𝒐𝒏 (𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒇𝒓𝒐𝒎𝒘𝒉𝒆𝒓𝒆, 𝒕𝒊𝒎𝒆𝟐, [𝒕𝒊𝒎𝒆𝟏, 𝒕𝒊𝒎𝒆𝟏 + 𝒈𝒅]) 𝑊ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑼𝒏𝒓𝒆𝒈𝒊𝒔𝒕𝒆𝒓(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆𝟏) 

 

6.7.5 User Preference 𝑹𝒇𝒘  

User preference Rfw = (𝑐𝑜𝑛𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝, 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦, 𝑛𝑜𝑡𝑖𝑓𝑦 ). 

6.7.5.1 Preference of User for Consent: 𝒄𝒐𝒏𝒔 = Y => Match with the 

Obligation 

There is an expectation of the following obligation from the service 

provider side to obtain consent before sharing or transferring personal 

data to another service provider:  

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝑪𝒐𝒏𝒔𝒆𝒏𝒕(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝑤ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑭𝒐𝒓𝒘𝒂𝒓𝒅𝒊𝒏𝒈𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 

 

Inconsistency can occur when a service provider does not receive a 

corresponding cons = N. This means that no consent has been provided 

for data collection in the following obligation: Forwarding obligation for 

consent:  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑪𝒐𝒍𝒍𝒆𝒄𝒕𝑪𝒐𝒏𝒔𝒆𝒏𝒕(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝑤ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑭𝒐𝒓𝒘𝒂𝒓𝒅𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆) 
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6.7.5.2 Preference of User for Personal Data Forwarding Purpose 

𝒇𝒘𝒑𝒖𝒓𝒑 

The user preference for forwarding requires the service provider to have 

an obligation to conduct personal data transfer whenever there is a 

request for personal data forwarding. Forwarding obligation for 𝑝𝑢𝑟𝑝𝑜𝑠𝑒:  

 

𝑊ℎ𝑒𝑛 𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑭𝒐𝒓𝒘𝒂𝒓𝒅𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒑𝒖𝒓𝒑𝒐𝒔𝒆𝒔), 𝑡ℎ𝑒𝑛 

𝑺𝒖𝒃𝒔𝒆𝒕𝑶𝒇 (𝒑𝒖𝒓𝒑𝒐𝒔𝒆𝒔, 𝒇𝒘𝒑𝒖𝒓𝒑) 

 

6.7.5.3 Preference of User for Third-party Forwarding 

Purpose 𝟑𝒓𝒅𝒑𝒂𝒓𝒕𝒚 

The user preference for third-party forwarding of personal data 

creates an obligation to list who the third-party recipient is of the user’s 

personal data for verification and audit purposes. Forwarding obligation 

for 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦 forwarding:  

 

𝑊ℎ𝑒𝑛 𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑭𝒐𝒓𝒘𝒂𝒓𝒅𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝟑𝒓𝒅𝑷𝒂𝒓𝒕𝒚 ), 𝑡ℎ𝑒𝑛 

𝑺𝒖𝒃𝒔𝒆𝒕𝑶𝒇 (𝒑𝒖𝒓𝒑𝒐𝒔𝒆𝒔, 𝒇𝒘𝒑𝒖𝒓𝒑, 𝟑𝒓𝒅𝑷𝒂𝒓𝒕𝒚) 

 

6.7.5.4 Preference of User for Third-party Forwarding Notification 

𝒏𝒐𝒕𝒊𝒇𝒚  

This user forwarding preference means that the user expects the 

service provider to send a notification to the user if the user’s personal 

data are about to be forwarded to another service provider. Forwarding 

obligation for notification:  

 

𝐷𝑜 𝑨𝒄𝒕𝒊𝒐𝒏𝑭𝒐𝒓𝒘𝒂𝒓𝒅𝒊𝒏𝒈𝑵𝒐𝒕𝒊𝒇𝒊𝒄𝒂𝒕𝒊𝒐𝒏(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 − 𝒕𝒗𝒂𝒍𝒖𝒆) 𝑤ℎ𝑒𝑛 

𝑻𝒓𝒊𝒈𝒈𝒆𝒓𝑭𝒐𝒓𝒘𝒂𝒓𝒅𝒊𝒏𝒈𝑷𝒆𝒓𝒔𝒐𝒏𝒂𝒍𝑫𝒂𝒕𝒂(𝒕𝒚𝒑𝒆𝒔𝒆𝒕, 𝒕𝒊𝒎𝒆 
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6.7.6 Compliance Check Syntax Evaluation 

To match the SaaS service provider’s privacy policy with the data 

subject’s preferences, the SaaS-PPL engine will match based on the rule 

that a SaaS service provider policy is less (or equally as) permissive than 

the data subject’s security and privacy preferences, as captured in the 

NDPR, was followed. 

For example, in the collection phase, both service provider policy 

(𝑃𝑜𝑙) and customer requirements (𝑅𝐸𝑄) were matched to show how 

compliance can be achieved using the properties expressed below. 

6.7.6.1 Property 1 

(𝑃𝑜𝑙 ≤  𝑅𝐸𝑄) if (for every 𝑃𝑜𝑙_𝑡𝑦𝑝𝑒𝑠𝑒𝑡_1 in 𝑃𝑜𝑙 there is a 𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡_1’ in 

𝑅𝐸𝑄 such that 𝑃𝑜𝑙_𝑡𝑦𝑝𝑒𝑠𝑒𝑡_1 ≤  𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡_1 ) 

Property 1 means the service provider complies with the privacy and 

data protection regulations when every service provider policy typeset is 

less than or equal to the user preferences If and only if there are 

corresponding, or matching typesets in the user preference typesets. 

6.7.6.1 Property 2  

𝑃𝑜𝑙_𝑡𝑦𝑝𝑒𝑠𝑒𝑡_1 ≤  𝑅_𝑡𝑦𝑝𝑒𝑠𝑒𝑡_1’ 𝑖𝑓𝑓 𝑡𝑦𝑝𝑒𝑠𝑒𝑡_1’ ⊆  𝑡𝑦𝑝𝑒𝑠𝑒𝑡_1, 𝑎𝑛𝑑 𝑃𝑐𝑜𝑙 

≤  𝑅𝑐𝑜𝑙, 𝑃𝑝𝑟𝑜𝑐 ≤  𝑅𝑝𝑟𝑜𝑐, … , 𝑃𝑟𝑒𝑡 ≤  𝑅𝑟𝑒𝑡 

Property 2 means the service policy is in compliance with the privacy 

and data protection regulations when 𝑃𝑜𝑙_𝑡𝑦𝑝𝑠𝑒𝑡 is less than or equal to 

the user preferences 𝑅_𝑡𝑦𝑝𝑠𝑒𝑡 and if, and only if, the typeset is a subset 

of the user preferences subsets and the data collection 𝑃𝑐𝑜𝑙 is less than 

or equal to the user preferences in the 𝑅𝑐𝑜𝑙 subsets. 

6.7.6.2 Property 3 

𝑃𝑐𝑜𝑙 ≤  𝑅𝑐𝑜𝑙 𝑖𝑓𝑓 (𝑃𝑐𝑜𝑙. 𝑐𝑜𝑛𝑠 =  𝑁 & 𝑅𝑐𝑜𝑙. 𝑐𝑜𝑛𝑠 =  𝑁) or 𝑃𝑐𝑜𝑙. 𝑐𝑜𝑛𝑠 =

 𝑌, 𝑎𝑛𝑑 𝑅𝑐𝑜𝑙. 𝑐𝑜𝑛𝑠 𝑐𝑎𝑛 𝑏𝑒 𝑁 𝑜𝑟 𝑌, and (𝑃𝑐𝑜𝑙. 𝑐𝑝𝑢𝑟𝑝 ⊆ 𝑅𝑐𝑜𝑙. 𝑐𝑝𝑢𝑟𝑝) 
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The data collection obligation properties of the sub-policy 𝑃𝑐𝑜𝑙 are 

less than or equal to the user preferences for data collection 𝑅𝑐𝑜𝑙 if and 

only if the input sub-policy element 𝑃𝑐𝑜𝑙.𝑐𝑜𝑛𝑠 is equal to No and the user 

preference element 𝑅𝑐𝑜𝑙.𝑐𝑜𝑛𝑠 is equal No – otherwise, where the service 

provider sub-element for consent 𝑃𝑐𝑜𝑙.𝑐𝑜𝑛𝑠 is equal to Y and the 

corresponding user preference is either N or Y, and the service provider 

sub-policy element 𝑃𝑐𝑜𝑙.𝑐𝑝𝑢𝑟𝑝 typeset is a subset of user preferences 

subsets of 𝑅𝑐𝑜𝑙.𝑐𝑝𝑢𝑟𝑝. 

6.7.6.3 Property 4 

𝑃𝑝𝑟𝑜𝑐 ≤  𝑅𝑝𝑟𝑜𝑐 𝑖𝑓𝑓 (𝑃𝑝𝑟𝑜𝑐. 𝑐𝑜𝑛𝑠 =  𝑁 & 𝑅𝑝𝑟𝑜𝑐. 𝑐𝑜𝑛𝑠 =

 𝑁) 𝑜𝑟 𝑃𝑝𝑟𝑜𝑐. 𝑐𝑜𝑛𝑠 =  𝑌 and 𝑅𝑝𝑟𝑜𝑐. 𝑐𝑜𝑛𝑠 𝑐𝑎𝑛 𝑏𝑒 𝑁 𝑜𝑟 𝑌, and 

(𝑃𝑝𝑟𝑜𝑐. 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝 ⊆ 𝑅𝑝𝑟𝑜𝑐. 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝) (𝑃𝑝𝑟𝑜𝑐. 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐 ⊆

𝑅𝑝𝑟𝑜𝑐. 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐) (𝑃𝑝𝑟𝑜𝑐. 𝑛𝑜𝑡𝑖𝑓𝑦 ⊆ 𝑅𝑝𝑟𝑜𝑐. 𝑛𝑜𝑡𝑖𝑓𝑦) 

The data processing obligation properties of the sub-policy 

𝑃𝑝𝑟𝑜𝑐 are less than or equal to the user preferences for data processing 

𝑅𝑝𝑟𝑜𝑐 if and only if the input sub-policy element 𝑃𝑝𝑟𝑜𝑐.𝑐𝑜𝑛𝑠 and the user 

preference element 𝑅𝑝𝑟𝑜𝑐. 𝑐𝑜𝑛𝑠 are equal to N – otherwise, where the 

service provider sub-element for processing 𝑃𝑝𝑟𝑜𝑐. 𝑐𝑜𝑛𝑠 is equal to Y and 

the corresponding user preference is either N or Y, and the service 

provider sub-policy elements 𝑃𝑝𝑟𝑜𝑐. 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑃𝑝𝑟𝑜𝑐. 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐, and 

𝑃𝑝𝑟𝑜𝑐. 𝑛𝑜𝑡𝑖𝑓𝑦 typesets are subsets of the user preferences subsets of 

𝑃𝑝𝑟𝑜𝑐. 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑃𝑝𝑟𝑜𝑐. 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐, and 𝑃𝑝𝑟𝑜𝑐. 𝑛𝑜𝑡𝑖𝑓𝑦. 

6.7.6.4 Property 5 

𝑃𝑠𝑡𝑟 ≤  𝑅𝑠𝑡𝑟 𝑖𝑓𝑓 (𝑃𝑠𝑡𝑟. 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 =  𝑁 & 𝑅𝑠𝑡𝑟. 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 =  𝑁) or 

𝑃𝑠𝑡𝑟. 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 =  𝑌 𝑎𝑛𝑑 𝑅𝑠𝑡𝑟. 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 𝑐𝑎𝑛 𝑏𝑒 𝑁 𝑜𝑟 𝑌, and 

(𝑃𝑠𝑡𝑟. ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 ⊆ 𝑅𝑠𝑡𝑟. ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒) (𝑃𝑠𝑡𝑟. 𝑛𝑜𝑡𝑖𝑓𝑦 ⊆ 𝑅𝑠𝑡𝑟. 𝑛𝑜𝑡𝑖𝑓𝑦) 

The service provider policy obligations for storage sub-policy 𝑃𝑠𝑡𝑟 

are less than or equal to the user preferences for data storage 𝑅𝑠𝑡𝑟 if the 
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input sub-policy element 𝑃𝑠𝑡𝑟. 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 is equal to No and 

𝑅𝑠𝑡𝑟. 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 are equal to N – otherwise, where 𝑃𝑠𝑡𝑟. 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 is 

equal to a Yes and the user preferences for 𝑅𝑠𝑡𝑟. 𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 is Yes for 

each data storage location, and where the service provider sub-policy 

elements for 𝑃𝑠𝑡𝑟. ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒 are a subset of the user preferences subset 

of 𝑅𝑠𝑡𝑟. howstore, then 𝑃𝑠𝑡𝑟. 𝑛𝑜𝑡𝑖𝑓𝑦 is a subset of the user preferences in 

𝑅𝑠𝑡𝑟. 𝑛𝑜𝑡𝑖𝑓𝑦. 

6.7.6.5 Property 6 

𝑃𝑟𝑒𝑡 ≤  𝑅𝑟𝑒𝑡 𝑖𝑓𝑓 (𝑃𝑟𝑒𝑡. 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 =  𝑁 & 𝑅𝑟𝑒𝑡. 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 =  𝑁) or 

𝑃𝑟𝑒𝑡. 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 =  𝑌 𝑎𝑛𝑑 𝑅𝑟𝑒𝑡. 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 𝑐𝑎𝑛 𝑏𝑒 𝑁 𝑜𝑟 𝑌, and 

(𝑃𝑟𝑒𝑡. 𝑟𝑑𝑒𝑙𝑎𝑦 ⊆ 𝑅𝑟𝑒𝑡. 𝑟𝑑𝑒𝑙𝑎𝑦) (𝑃𝑟𝑒𝑡. 𝑔𝑒𝑙𝑑 ⊆ 𝑟𝑒𝑡. 𝑔𝑒𝑙𝑑) (𝑃𝑟𝑒𝑡. 𝑛𝑜𝑡𝑖𝑓𝑦 ⊆

𝑃𝑟𝑒𝑡. 𝑛𝑜𝑡𝑖𝑓𝑦) 

The service provider policy obligations for the data retention sub-

policy is compliant when 𝑃𝑟𝑒𝑡 is less than or equal to the user preferences 

for data retention 𝑅𝑟𝑒𝑡 if and only if the input sub-policy element 

𝑃𝑟𝑒𝑡. 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 and 𝑅𝑟𝑒𝑡. 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 are equal to N – otherwise, where 

𝑃𝑟𝑒𝑡. 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 is equal to Y and the user preferences for 𝑅𝑟𝑒𝑡. 𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡 

are Y, and retention policy elements on delay are compliant when service 

provider policy elements 𝑃𝑟𝑒𝑡. 𝑟𝑑𝑒𝑙𝑎𝑦, 𝑃𝑟𝑒𝑡. 𝑔𝑒𝑙𝑑, and 𝑃𝑟𝑒𝑡. 𝑛𝑜𝑡𝑖𝑓𝑦 are 

subsets of the user delay preferences 

𝑅𝑟𝑒𝑡. 𝑟𝑑𝑒𝑙𝑎𝑦, 𝑃𝑟𝑒𝑡. 𝑔𝑒𝑙𝑑, and 𝑃𝑟𝑒𝑡. 𝑛𝑜𝑡𝑖𝑓𝑦. 

6.7.6.6 Property 7 

𝑃𝑓𝑤 ≤  𝑅𝑓𝑤 𝑖𝑓𝑓 (𝑃𝑓𝑤. 𝑐𝑜𝑛𝑠 =  𝑁 & 𝑅𝑓𝑤. 𝑐𝑜𝑛𝑠 =  𝑁) or 𝑃𝑓𝑤. 𝑐𝑜𝑛𝑠 =

 𝑌 𝑎𝑛𝑑 𝑅𝑓𝑤. 𝑐𝑜𝑛𝑠 𝑐𝑎𝑛 𝑏𝑒 𝑁 𝑜𝑟 𝑌, and (𝑃𝑓𝑤. 𝑓𝑤𝑝𝑢𝑟𝑝 ⊆

𝑅𝑓𝑤. 𝑓𝑤𝑝𝑢𝑟𝑝) (𝑃𝑓𝑤. 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦 ⊆ 𝑅𝑓𝑤. 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦) (𝑃𝑓𝑤. 𝑛𝑜𝑡𝑖𝑓𝑦 ⊆

𝑅𝑓𝑤. 𝑛𝑜𝑡𝑖𝑓𝑦) 

On data forwarding, the service provider is compliant when the 

service provider data forwarding policy 𝑃𝑓𝑤 is less than or equal to the 
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user data forwarding preferences of the user 𝑅𝑓𝑤. The service provider is 

also compliant with the data protection regulation if and only if the sub-

policy element for consent 𝑃𝑓𝑤. 𝑐𝑜𝑛𝑠 and 𝑅𝑓𝑤. 𝑐𝑜𝑛𝑠 are equal to N – or 

when 𝑃𝑓𝑤. 𝑐𝑜𝑛𝑠 and 𝑅𝑓𝑤. 𝑐𝑜𝑛𝑠 are equal to Y. Additionally, the service 

provider sub-policy for forwarding purpose 𝑃𝑓𝑤. 𝑓𝑤𝑝𝑢𝑟𝑝 is a subset of the 

user preferences for forwarding 𝑓𝑤𝑝𝑢𝑟𝑝, and the list of recipients 

𝑃𝑓𝑤. 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦 is a subset of 𝑅𝑓𝑤. 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦. 

6.8 Chapter Summary  

In this chapter, the research question (RQ3) on how privacy and 

data protection requirements are achieved by presenting the SaaS-PPL 

specification language alongside PPL evaluation. SaaS-PPL extended 

the logic, syntax, and semantics for reasoning about security, privacy, and 

data protection. Thus, achieving the research objective three (3). The 

language’s logic is motivated by the principles of PbD and the end-to-end 

concept of the data life cycle (Vinh, 2018)]. The syntax is based on PPL 

syntax, where an obligation is expressed using the Trigger–Action pair.  

Service providers and user preferences were defined, as were the 

sub-policies for each of the stages of the data life cycle and the semantics 

for each of the policies. Last, detailed user preference obligations and 

triggers were provided for each sub-policy element based on the extended 

PPL structure and semi-formal methods and logic. This systematic 

development of the language helped avoid the ambiguous semantics that 

has plagued other privacy languages.  
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CHAPTER SEVEN  

7.0 Case Study: Smart Petrol Station SaaS Application  

In this chapter, the researcher illustrates the semi-formal 

specifications and concepts mentioned in Chapter 6 using a smart petrol 

station scenario powered by a SaaS retail application. Based on this semi-

formal illustration, several concrete design recommendations are made to 

the proposed system developers. Specifically, consent and collection 

purpose notifications, in compliance with the NDPR, should be 

implemented to allow data subjects to exercise their rights. 

7.1 Overview  

The Smart point of sale (POS) pay-at-the-pump petrol station 

platform is an innovative SaaS solution aiming to provide unique services 

and time-saving experiences for customers. Customers request services 

and receive feedback from the interactive system. However, the NDPR 

forbids data collection and data processing from customers without a 

mechanism for consent and authentication that complies with the NDPR. 

Figure 40 depicts interactions between different actors in a system that 

deals with customer requests in an NDPR-compliant manner.  
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Figure 40: Pay-at-the-pump POS system 

 

1. The user enters their personal data, such as their name, 

address, and payment information to pay for services using 

the SaaS pay-at-the-pump POS system. 

2. The SaaS pay-at-the-pump service provider collects, 

processes, retains, stores, and shares the user’s data with 

other service providers such as identity, payment service, 

banking, and storage service providers who do not have any 

data handling obligations to the user or data subject. 

3. The payment gateway processes the personal data and 

payment information in conjunction with the identity and 

banking service provider. 

4. The banking service provider responds with an approval or 

denial of request message, depending on the account 

balance. 
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5. On behalf of the service provider, the storage service provider 

stores the personal data and transaction history in the 

transaction chain. 

6. SaaS pay-at-the-pump POS system service provider share 

and store personal data on the storage service provider’s 

infrastructure. 

In the smart petrol station scenario above, customers or data 

subjects interacts online with the smart SaaS-enabled pay-at-the-pump 

POS system to pay for fuel and other services. 

The SaaS application enables the use of petrol station services 

using a pay-at-the-pump POS system to serve two utility goals: allowing 

a customer to pay for products and allowing them to receive notifications 

about the transaction's completion from the POS SaaS application 

platform. All interactions with the SaaS application are directed towards 

the service provider, the third-party payment platform, and the storage 

service provider. 

The POS platform reduces the number of challenges the customer 

faces in service delivery. The customer is the data subject in this context. 

However, third-party service providers, such as the payment gateway and 

the storage company, can obtain the data subject’s sensitive and personal 

data from the SaaS application platform's transaction information. They 

have no direct obligations of privacy and data protection to the data 

subject or customer. More security- and privacy-focused POS SaaS 

application solution can rely on SaaS-PPL to deliver transaction 

information to the customer, the SaaS application service provider, and 

any other third-party service providers in a way that enforces the principles 

of the NDPR and ensures data privacy and protection.  

However, the POS SaaS application relies on third-party services 

for computing, storage, and other services, making it difficult for the 
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service provider to ensure compliance with data protection regulations, 

such as the NDPR, in transactions such as in this scenario. 

This research proposes a privacy policy language approach for the 

specification of properties of data protection regulations. SaaS-PPL 

intends to specify these properties at a granular level to enable the 

platform to ensure privacy from the data collection stage and regulate how 

data are shared with third parties across the entire transaction cycle. The 

diagram below depicts how personal data flow in the platform, including 

how the obligation engine matches the service provider and user 

preferences. 

 

 
Figure 41: Pay-at-the-pump POS system SaaS-PPL enabled 

 

7.2 Roles, Responsibilities, and Properties 

SaaS-PPL identifies different roles for actors, as identified in the PPL 

and data protection regulations such as data subject, the data controller, 

and third-party data controller, and properties such as  

𝑐𝑜𝑛𝑠, 𝑐𝑝𝑢𝑟𝑝, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑤ℎ𝑜𝑐𝑎𝑛𝑢𝑠𝑒, 𝑛𝑜𝑡𝑖𝑓𝑦 
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There are two relations between the properties enabling compliance by 

matching service provider preferences and user preferences at each data 

life cycle level.  

Table 9: SaaS-PPL actors 

Role Responsibility Properties 

Data 

subje

ct 

Is responsible for providing 

consent and personal data, 

such as registration and 

payment information data 

 

𝑐𝑜𝑛𝑠 

▪ 𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝐶𝑜𝑛𝑠𝑒𝑛𝑡 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 −

𝑡𝑣𝑎𝑙𝑢𝑒) 𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

Data 

contr

oller 

Is responsible for clarifying 

the purpose of collection and 

processing, identifying who is 

allowed to use the data, and 

notifying the data subject  

𝑐𝑝𝑢𝑟𝑝, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝 𝑤ℎ𝑜𝑐𝑎𝑛𝑢𝑠𝑒 𝑛𝑜𝑡𝑖𝑓𝑦 

 

▪ 𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝐶𝑜𝑛𝑠𝑒𝑛𝑡 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 −

𝑡𝑣𝑎𝑙𝑢𝑒)𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Data 

contr

oller 

Is responsible for providing 

the location of the encrypted 

storage service 

𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒 

𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑠𝑝𝑘𝑒𝑦, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒), 

 𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

 

7.3 Evaluation and NDPR Compliance Consideration/Basis 

The salient goal of the proposed pay-at-the-pump POS system is to 

achieve compliance with the NDPR. Many of the requirements of the 

NDPR have been expressed in the logic. For simplicity, five specific 

requirements for the collection, usage, storage, retention, and forwarding 

of data that can be met – and even then only when the data subject’s 

preferences (see Section 6.7) match the data controller’s obligations (see 

the NDPR’s requirements in Section 5.1.4) – are listed below. 

7.3.1 Privacy and Utility 

There are two utility goals of SaaS-PPL-enabled pay-at-the-pump 

POS. First, customers should be able to pay for services and receive 

feedback in the form of a notification at the end of the service fulfilment 
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without any violation of their data's security and privacy. Incorporating 

SaaS-PPL can help achieve this utility goal and promote privacy and data 

security goals. The second utility goal is data protection regulation 

compliance. 

7.4 Evaluation Examples 

• Data Collection: To serve the customer at the smart petrol station, 

the customer’s personal and payment data should be collected 

using a SaaS retail application. To fulfil service requests such as 

refuelling and car servicing, the following values are expressed: 

𝑃𝑐𝑜𝑙 = (𝑐𝑜𝑛𝑠, 𝑐𝑝𝑢𝑟𝑝) (𝑐𝑜𝑛𝑠 = 𝑌, 𝑐𝑝𝑢𝑟𝑝 

= {𝑝𝑎𝑦𝑚𝑒𝑛𝑡, 𝑟𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛, 𝑏𝑢𝑦𝑃𝑒𝑡𝑟𝑜𝑙, 𝑏𝑢𝑦𝑆𝑛𝑎𝑐𝑘𝑠}). 

According to Section 2.3 of the NDPR,  

- No data shall be obtained without making the specific purpose of 

collection known to the data subject. 

- The data controller is under the obligation to ensure that consent of 

the data subject has been obtained without fraud, coercion, or 

undue influence. 

• Processing: At this stage, the service provider of the retail SaaS 

application processes the customer’s personal data to serve the 

data subject (i.e. the customer). In this case, the following values 

are expressed: 

𝑃𝑝𝑟𝑜𝑐 = (𝑐𝑜𝑛𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝, 𝑤ℎ𝑜𝑐𝑎𝑛𝑢𝑠𝑒, 𝑛𝑜𝑡𝑖𝑓𝑦) (𝑐𝑜𝑛𝑠 = 𝑌, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝

= {𝑝𝑎𝑦𝑚𝑒𝑛𝑡, 𝑟𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛, 𝑏𝑢𝑦𝑔𝑎𝑠, } 𝑤ℎ𝑜𝑐𝑎𝑛𝑢𝑠𝑒

=  {𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒𝑑 𝑝𝑒𝑟𝑠𝑜𝑛𝑛𝑒𝑙, 𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒𝑑 𝑡ℎ𝑖𝑟𝑑

− 𝑝𝑎𝑟𝑡𝑦, 𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒𝑑 𝑖𝑑𝑒𝑛𝑡𝑖𝑡𝑦 𝑠𝑒𝑟𝑣𝑖𝑐𝑒 𝑝𝑟𝑜𝑣𝑖𝑑𝑒𝑟}, {𝑛𝑜𝑡𝑖𝑓𝑦 

=  𝑌 𝑣𝑖𝑎 𝑒𝑚𝑎𝑖𝑙 𝑜𝑟 𝑆𝑀𝑆 𝑡𝑜 𝑐𝑜𝑛𝑓𝑖𝑟𝑚 𝑑𝑎𝑡𝑎 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔}) 

According to Part 2, Section 2.2 (subsections (a–e)) of the NDPR, the 

service provider must have a lawful basis and obtain the data 

subject's consent before processing personal data. 
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• Storage: At this stage, the personal data are stored to serve the 

data subject based on the subject’s data handling preferences. The 

SaaS service provider can store the data on third-party storage 

infrastructure depending on the data storage and processing 

purpose. In this case, the following values are expressed:  

𝑃𝑠𝑡𝑟 = (𝑤ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒, ℎ𝑜𝑤𝑠𝑡𝑜𝑟𝑒, 𝑛𝑜𝑡𝑖𝑓𝑦), 𝑤ℎ𝑒𝑟𝑒 𝑑𝑒𝑐𝑙{𝑌, 𝑁} (𝑊ℎ𝑒𝑟𝑒𝑠𝑡𝑜𝑟𝑒

=  {𝑆𝑃𝑠𝑡𝑜𝑟𝑎𝑔𝑒, 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑡𝑜𝑟𝑎𝑔𝑒} 

𝐻𝑜𝑤𝑠𝑡𝑜𝑟𝑒 = {Available meaning, data are accessible to the service 

provider, hidden meaning data are encrypted and inaccessible to 

the service provider}, {notify = Y via email, SMS, point of sale to 

confirm and accept data storage request}) 

According to Part 2, Section 7 (subsection (h)) and Section 12 of the 

NDPR, organisations are required to enforce data protection when 

they collect, store, or process data only for the required purposes 

for which they are collected and stored. 

• Retention: Relying on consent and lawful purposes for retention as 

required by the NDPR, the SaaS service provider and their third-

party partners retain or destroy personal data to maintain 

compliance. In this case, the following values are expressed:  

𝑃𝑟𝑒𝑡 = (𝑝𝑙𝑎𝑐𝑒𝑟𝑒𝑡, 𝑤ℎ𝑒𝑛, 𝑛𝑜𝑡𝑖𝑓𝑦), 𝑤ℎ𝑒𝑟𝑒 𝑛𝑜𝑡𝑖𝑓𝑦 ∈  {𝑌, 𝑁}, ) 𝑃𝑙𝑎𝑐𝑒𝑟𝑒𝑡 =

 {𝑚𝑎𝑖𝑛𝑠𝑡𝑜𝑟𝑎𝑔𝑒, 𝑏𝑎𝑐𝑘𝑢𝑝𝑠𝑡𝑜𝑟𝑎𝑔𝑒, 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑡𝑜𝑟𝑎𝑔𝑒}, 𝑊ℎ𝑒𝑛 = 

({𝑟𝑑𝑒𝑙𝑎𝑦, 𝑔𝑑 𝑛𝑢𝑚𝑒𝑟𝑖𝑐𝑎𝑙 𝑟𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛 𝑑𝑒𝑙𝑎𝑦 𝑣𝑎𝑙𝑢𝑒}, 𝑛𝑜𝑡𝑖𝑓𝑦 =

 𝑌 {𝑒𝑚𝑎𝑖𝑙, 𝑆𝑀𝑆, 𝑃𝑂𝑆 𝑡𝑜 𝑐𝑜𝑛𝑓𝑖𝑟𝑚 𝑑𝑎𝑡𝑎 𝑟𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛 𝑝𝑜𝑙𝑖𝑐𝑦 𝑝𝑟𝑒𝑓𝑒𝑟𝑒𝑛𝑐𝑒𝑠}) 

In Section 7 and subsection (h) of the NDPR, the data subject’s right 

to be forgotten, to erasure, and to retention or deletion is stated. 

The data subject shall have the right to ask the controller the erasure 

or delete their personal data without undue delay, and the controller 

shall be obligated to comply. 
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• Data Forwarding: At this stage, the SaaS service provider, as the 

data controller, is responsible for the personal data that will be 

collected to enable interactions and services. Data forwarding 

obligations are matched with the preferences and consent of the 

owner, giving the following values: 

𝑃𝑓𝑤 = (𝑐𝑜𝑛𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝, 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦, 𝑛𝑜𝑡𝑖𝑓𝑦, 𝑑𝑒𝑐𝑙), 𝑤ℎ𝑒𝑟𝑒 𝑑𝑒𝑐𝑙 ∈ {𝑌, 𝑁}, 𝑐𝑜𝑛𝑠 

=  {𝑌, 𝑁}, (𝑐𝑜𝑛𝑠 = {𝑌}, 𝑓𝑤𝑝𝑢𝑟𝑝 

= {𝑣𝑒𝑟𝑖𝑓𝑦𝐼𝑑𝑒𝑛𝑡𝑖𝑡𝑦, 𝑐𝑜𝑙𝑙𝑒𝑐𝑡𝑃𝑎𝑦𝑚𝑒𝑛𝑡, } 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦 

= {𝐿𝑖𝑠𝑡𝐷𝑎𝑡𝑎𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑜𝑟𝑠, 𝑖𝑑𝑒𝑛𝑡𝑖𝑡𝑦𝑃𝑟𝑜𝑣𝑖𝑑𝑒𝑟, 𝑝𝑎𝑦𝑚𝑒𝑛𝑡𝐺𝑎𝑡𝑒𝑤𝑎𝑦𝑠} 𝑛𝑜𝑡𝑖𝑓𝑦

=  𝑌 { 𝑒𝑚𝑎𝑖𝑙, 𝑆𝑀𝑆, 𝑃𝑂𝑆 𝑡𝑜 𝑐𝑜𝑛𝑓𝑖𝑟𝑚 𝑑𝑎𝑡𝑎 𝑓𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔 𝑝𝑜𝑙𝑖𝑐𝑦 𝑝𝑟𝑒𝑓𝑒𝑟𝑒𝑛𝑐𝑒𝑠} 𝑑𝑒𝑐𝑙

= {𝑌}) 

In Section 7 (subsection (e)) of the NDPR, it is stated that any transfer 

of personal data that are undergoing processing or are intended for 

processing after transfer to a third country or an international 

organisation shall take place only if the data are subject to the rights 

of the data subject, such as the right to know the legitimate interests 

of the third party, the right to know the recipients or the category of 

the recipients, and the right to know about the existence or absence 

of an adequate decision by NITDA, when the transfer is to a third 

country or international organisation.  

These compliance requirements were expressed and specified for the 

use case of the NDPR by relying on abstract extension properties 

to check for a match or a mismatch and by relying on the data 

subject’s obligations/preferences and data controller’s 

obligations/preferences using a matching policy (see Section 7.0)  
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7.5 Example 2: Data Processing Social Media Data Profiling 

Scenario  

 

 

 

Figure 42: Data Processing Social Media Data Profiling Scenario 

7.5.1 Overview 

The ability to detect and collect user or customer personal and 

financial data, preferences, usage behaviours help service providers to 

discover new ways and prospects with comparable preferences and 

characteristics when they process and analyse social data (Bello, et al. 

2016). Social data is the data that social media users publicly disclose, 

such as location, language, personal data, and shared links. Marketers 

use social data to get insight into their customers, leading to more sales 

or votes (Aggarwal 2011). Social data includes tweets from Twitter, 

Facebook posts, Pinterest pins, Tumblr postings, and Foursquare and 

Yelp check-ins (Manovich 2011). For example, Facebook for Business 

and Twitter Advertisements allow marketers to target individuals likely to 

respond to their ads. 
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Social media users willingly make most of their data public, giving 

businesses easy access. If a ticketing SaaS provider observes that a 

customer travels a route often, it may target advertisements to encourage 

them to purchase cheaper tickets.  

For example, if someone has posted that they are looking for a new 

phone, an organisation or business may show them relevant 

advertisements based on their previous postings in a scenario where data 

is shared between the social media platform and the SaaS platform. 

The first step in developing a customer or user profile is gathering as 

much data as possible from the social media platform, such as socio-

demographic and sales data from current customers who have bought 

services or goods from the organisation via social media profiling to 

enhance the effectiveness and accuracy of the organisation their 

marketing efforts and strategies. 

1. Data Source- SaaS application or Platform 

In the above example, organisations directly collect personal and financial 

usage, cookies and preferences data from the users' browser to service 

the user from the SaaS application or platform, thus serving as the data 

source.  

2. Collection – Personal data 

After collecting consent to collect the data, the organisation must satisfy 

relevant data protection regulation requirements and provide information 

relating to the lawful purpose of collecting personal data. 

3. Purpose of processing - Marketing 

The purpose of processing the collected data, including personal data, is 

for the organisation to target advertisement efforts to the most likely to buy 
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or subscribe to their services. Additionally, the organisations can best 

determine the effective ways of advertisement by using the data to narrow 

down the targeted audience by language, age, location, and even gender. 

Another purpose may be to help the organisation to engage with its 

existing customers. 

4. SaaS-PPL engine 

The SaaS-PPL engine in this scenario is applied to ensure that the 

service provider obligations are matched with the user preferences 

based on the NDPR data protection regulation. 

5. Lawful processing 

Here,  the SaaS-PPL engine checks that the data collected from the social 

media platform has a lawful basis of the processing for marketing 

purposes and that consent has been collected before processing and in 

line with the provisions of the NDPR. 

6. Third-party processor 

Finally, within the scenario above, third-party processors process the data 

for marketing purposes after the SaaS-PPL has established that the data 

source, consent, purpose, and lawful basis have been satisfied to be 

processed or used in marketing. 

7.6 Chapter Summary 

In this chapter, a case study was presented using a SaaS-

application-enabled petrol station scenario to demonstrate the approach’s 

feasibility and validate SaaS-PPL. Furthermore, examples of collected 

data types were provided at each level of the data life cycle with concrete 

values. Similarly, an evaluation of SaaS-PPL was conducted for privacy, 

security, and data protection scenarios. However, more work needs to be 

done to enrich and implement the language and its sub-policies in a real-
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life SaaS application context, such as a customer relationship 

management (CRM) or Microsoft Office implementation context. 
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CHAPTER EIGHT  

8.0 Conclusion 

8.1 Summary of Thesis 

Security, privacy, and regulatory data protection compliance are 

important concerns to organisations and individuals today. Regulatory 

compliance expectations are complex and challenging for modern 

enterprises and individuals alike to understand and manage. Thus, there 

is a strong need for a generic, semi-formal policy language for classifying 

text-based privacy and data protection policies and legal requirements 

into specific sub-policies at each level of the data life cycle. These sub-

policies can then be applied to organisations’ IT systems and 

infrastructures, such as SaaS applications. 

In this chapter, the researcher summarises the previous chapters 

and puts the study’s contributions into perspective. The chapter also 

highlights the inherent limitations of the thesis and discusses grounds for 

future research. 

Chapter one provided a general overview of the thesis. The chapter 

highlighted the research context: the security, privacy, and safety of 

personal data and challenges SaaS applications face in complying with 

data protection regulations. The chapter also discussed the research 

challenges and motivation, formulated the research questions and 

objectives, outlined the research contributions, and presented an 

overview of the research methods. Finally, the chapter presented a 

summary of the thesis as a whole. 

Chapter two presented a comprehensive literature review of the 

fundamentals of SaaS applications; the concepts of privacy, personal 

data, and privacy by design; and approaches to and challenges of 
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implementing privacy by design. Furthermore, the chapter established a 

link between SaaS applications, security, privacy, and data privacy. 

Additionally, the chapter discussed data protection and data 

regulations relevant to the research, such as the NDPR (2019) and GDPR 

(2018). Finally, the chapter discussed security, privacy, and data 

protection issues in SaaS applications in detail and listed existing 

approaches to achieving compliance, such as 

• Manual internal audits 

• Third-party auditing services 

• SLAs 

• Privacy policy languages 

A narrative summary of each of the approaches was presented through 

the lenses of SaaS applications, security, privacy, and data protection. 

Chapter three presented the chosen methodology, provided the 

rationale for choosing the methodology, and described the research 

methods. The collection methods used to gather requirements for the 

SaaS-PPL and answer the research questions were presented.  

Further, the chapter presented the principles of design science 

methods such as the following: 

• Design as an artefact 

• Problem significance or relevance 

• Design evaluation 

• Research contributions 

• Rigour of the research 

• Design as a search process 

• Communication of the research. 

Similarly, the chapter presented semi-formal methods used to 

design a semi-formal policy language for the specification of compliance 
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properties in SaaS business applications (referred to as the ‘artefact’). A 

combination of design science and semi-formal methods was applied to 

the context of the NDPR using the example of a petrol station scenario. 

The chapter also presented semi-formal mathematical proofs to 

evaluate the formalised artefact’s properties. The evaluation’s objective 

was to determine whether the design process developed in this study was 

successful in specifying and matching the privacy and data protection 

compliance properties of the service provider and users' preferences 

within the context of NDPR-compliant SaaS applications. 

Chapter four presented the principles of the NDPR (2019) and 

compared the NDPR with the GDPR. The scopes of the two regulations 

and their personal, material, territorial scopes, and the applicability of the 

NDPR were discussed. 

Definitions of key terms of the NDPR, such as rights, enforcement 

mechanisms, civil remedies, data subjects, data controllers, and 

processors, were provided and the possible executions of third-party data 

transfers were discussed. Similarly, other concepts, such as the data life 

cycle and the mapping of the compliance requirements and properties, 

were presented. 

Chapter five presented the results of the data collection and 

analysed them. Furthermore, the chapter provided data visualisations and 

themes that emerged from the questionnaires and focus group session. 

These findings and themes were used to understand the concerns 

expressed by respondents.  

Chapter six presented the SaaS-PPL specification language and 

evaluated PPL. Further, SaaS-PPL extensions, including their logic, 

syntax, semantics for reasoning and specifying security, privacy, and data 

protection, were discussed. The logic is motivated by the end-to-end 

concept of the data life cycle (Butin, Métayer 2015). The syntax is based 
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on the PPL syntax, where an obligation is expressed using the Trigger–

Action pair. 

Additionally, service providers and user preferences were defined 

alongside sub-policies for each stage of the data life cycle. Each policy’s 

semantics were defined and the detailed user preferences for each 

obligation and trigger considered. These were expressed for each of the 

elements of the sub-policies based on an extended PPL structure,  semi-

formal methods and logic. 

Lastly, to match the SaaS service provider’s privacy policy preferences 

with the data subject’s preferences, a semi-formal proof procedure and 

logic was used based on the rule in the NDPR that a SaaS service 

provider policy is less (or equally as) permissive than the data subject’s 

preferences. 

Chapter seven presented a case study using a SaaS-application-enabled 

petrol station scenario to demonstrate the SaaS-PPL approach’s 

feasibility and validate SaaS-PPL as a language. Furthermore, the privacy 

language was evaluated by using it to express the security, privacy, and 

data protection provisions of the NDPR. The researcher was able to 

express the main security, privacy, and data protection provisions of the 

NDPR and show that the regulation exercises all features of SaaS-PPL. 

Additionally, the language applies to regulations such as the GDPR 

because it consists of primarily similar provisions regarding permitted 

communications and forbidden communications. The different contexts of 

these requirements are captured accurately in SaaS-PPL logic. 

The semi-formalised provisions of the NDPR in Section 6.6 through 

6.7.6 are useful for evaluating the expressiveness of the logic of privacy, 

utility, and data protection and all of the stages of the data life cycle. 

However, they are limited to the data life cycle stages to enforce 

compliance with the NDPR and because achieving complete formalisation 
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of the security, privacy, and data protection provisions of the regulation is 

a significant undertaking. Therefore, the researcher focused on specific 

provisions relating to the data life cycle that were relevant to the research 

context.  

Furthermore, the chapter provided examples of data types collected 

at each level of the data life cycle with concrete values. Finally, an SaaS-

PPL evaluation was conducted using privacy, security, and data 

protection scenarios to validate the language. 

8.2 Overview of Thesis Contributions 

Here, the researcher highlights the significance of the thesis 

contributions in the context of the existing body of knowledge. 

The first contribution is a SaaS model focused research and NDPR 

compliance approach with particular emphasis on achieving privacy, 

security by complying with data protection regulations such as the NDPR 

in the areas of privacy of data, security, location, multi-tenancy, usage, 

storage and data forwarding within the context of SaaS applications. The 

focus on  SaaS applications resulted in new knowledge that may be used 

as an initial benchmark for policy language extensions. That should be 

considered when proposing extensions for implementing the language in 

different scenarios, such as in an On-premises SaaS scenario. 

The second contribution is mapping the security and privacy provisions 

of the NDPR and aligning them to the data life cycle for ease of encoding 

and specification. SaaS application service providers collect users’ data 

to offer their applications or services, thus creating the need for 

organisations to ensure compliance with data handling regulations. This 

research considers a scenario in which data are collected and transferred 

from the data subjects to the service provider’s infrastructure. However, 

this contribution creates a new perspective; the data’s handling could 
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conflict with the data subject’s data handling preferences, raising privacy 

and data protection concerns (Alkhater, Walters et al. 2018) over a 

potential loss of control over personal data (Trapero, Modic et al. 2017). 

This was achieved by analysing data controllers’ obligations, as detailed 

in the NDPR principles, allowing for the specification of policies across 

data collection stages, usage, storage, deletion and retention, and 

forwarding. 

The third contribution is the condensed conversion of the data 

protection regulation requirements to apply to SaaS applications and 

presenting them using a semi-formal policy language. This was done by 

maintaining the fundamental roles defined in PPL. Syntax was used to 

specify and express the data protection properties of the NDPR, and the 

syntax of the policy language was defined and aligned to the data life 

cycle. 

The fourth contribution is using the compliance check syntax to show 

proof of compliance when all properties are matched and to demonstrate 

the validity and applicability of SaaS-PPL in the context of SaaS 

applications. The compliance check syntax was designed to show proof 

of conformance when a service provider’s preferences are matched with 

the data subjects’ preferences.  

The last contribution stemmed from the survey of policy languages 

proposed in different contexts. The policy language approach review is a 

new addition to the security, privacy, and data protection literature. To the 

best of the researcher’s knowledge, no similar review exists. Furthermore, 

the survey was presented as a narrative summary, with insights into each 

approach provided and inadequacies highlighted. Thus, this study 

contributed to the body of knowledge on privacy security and data 

protection. 
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8.3 Thesis Limitations 

In this research, the researcher considered the context of SaaS 

applications and the NDPR regulation within a retail scenario and, 

therefore, not a generalisation of every scenario or case. Likewise, the 

specification and encoding only considered the personal data regulatory 

obligations imposed by the NDPR at every stage of the data life cycle. 

This practice may differ from the requirements of other technologies and 

systems with different elements and features.  

Furthermore, the study is entirely from the SaaS model perspective. 

Thus other models such as IaaS and PaaS or even sub-models such as 

CaaS and FaaS may have different data protection compliance 

requirements. 

Furthermore, the methodology approach of design science and semi-

formal method were used at different stages. Therefore, depending on the 

stage, different limitations of the methods were identified. A significant 

limitation experienced at the qualitative stage was the collected volume, 

making analysis and interpretation time-consuming and difficult. 

Additionally, the researcher found it difficult to avoid being present during 

the focus group session, affecting their responses. 

One significant challenge was ensuring that the translation and 

encoding of the compliance requirements of the data protection provisions 

of the NDPR would accurately capture the semantics of the NDPR. The 

semi-formal methods had several known limitations: (1) the refinement 

rules were not sufficient to guarantee that a specification would satisfy the 

user’s fundamental requirements if it satisfied the specification; (2) the 

existing refinement rules were not always applicable in theory during 

successive refinements; and (3) the refinement rules were challenging to 
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apply effectively in practice because of various kinds of uncertainties and 

resource constraints (Shaoying Liu, R. Adams 1995, Serna, Serna 2017). 

The extensions of SaaS-PPL were carried out using semi-formal 

techniques (an approach considered difficult) (Parnas 2010). A more 

lightweight extension, such as the unified modelling language UML 

profiling or business process model and notation (BPMN) approach, might 

have been easier and could have been reused and applied to other 

contexts (P. Ballarini, M. Batteux et al. 2018). 

In the research, consideration was given to evaluating the policy 

language against privacy, security, and data protection scenarios; while it 

is challenging to evaluate a privacy language scientifically, evaluating a 

portion of the logic of security, privacy, and data protection can be carried 

out by using syntax for checking policy consistency, combining policies, 

and enforcing compliance. Policy combination, which is problematic in 

PPL, is formulated easily using logical conjunction and disjunction. 

Another significant limitation discovered in the research is the 

enforcement of the NDPR. While the NDPR is similar to the GDPR, it is 

very different when it comes to enforcement. The responsibility for 

enforcing NDPR is embedded within the bureaucracy of the NITDA in 

Nigeria, which does not have the resources and mechanisms to effectively 

enforce compliance with the NDPR at the national level thus creating an 

urgent need for rethinking the NITDA structure the adoption of 

mechanisms such as the SaaS-PPL into the NITDA enforcement 

architecture.  

To the best of the researchers’ knowledge, the approach to 

compliance with data protection regulations proposed in this research is 

the most appropriate. It provides a specification language to help 

organisations express data protection regulation requirements of the 

NDPR and any other similar requirements. Overall, the proposed 
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approach mainly demonstrated that it is feasible to comply with data 

protection regulations by employing the privacy policy language approach 

and expressing the requirements at a higher level of abstraction. 

8.4 Future Research Perspectives  

In the inevitable big data future, critics and sceptics argue that 

privacy will have no place. The researcher disagrees with this argument. 

However, the researcher argues that the concept of privacy properly 

understood within the perspective of a data driven world, privacy rules will 

be an essential and valuable part of our digital future, especially if human 

values on which today’s political, social and economic institutions have 

been built are retained. 

The researcher makes three significant points. Firstly, the thinking 

around the concept of ‘’privacy’’ is not merely about the right of the 

individual to be left alone and his data, but the concept of privacy should 

be perceived as the regulations we employ to regulate how information is 

collected and used stored, and shared. Therefore, privacy and data 

protection rules can be understood as rules on how to handle data, and in 

today’s information age, where societies are built on how they utilise data, 

regulation of data or information becomes sacrosanct or inevitable.  

Secondly, having the right to be left alone as encapsulated in the 

concept of privacy should not be the only stimulating factor or basis of 

privacy, but rather human values should be at the core of the quest to 

enhance the privacy of the individual's data and the society at large. These 

human values must encompass other areas that overlap with privacy 

principles, such as trust issues, security, and other issues relating to 

identity and equality. 

Third, the researcher argues that with advancements in the cloud, 

blockchains, AI, IoT’s, intelligent systems and even central and 
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decentralised platforms, personal data, big data must be kept private and 

securely in many different ways. Data protection regulations are one way 

of achieving that through compliance systems and tools. However, the 

development of new ideas around ethical notions of personal data 

handling will be highly required. 

To that effect, the researcher has already started engaging with the 

Nigerian government through the NITDA agency and lawmakers on the 

need to further look at the data protection regulation and restructure it to 

effectively enforce the privacy and security of personal data. 

8.5 Future Research Directions 

Furthermore, based on the limitations raised above, a summary of 

future works providing a basis for either consolidating the outcomes of this 

thesis or further extending the research’s method or approach towards 

supporting the development of variations of policy languages for SaaS 

applications scenarios.  

The following are some of the directions for future work: 

• As the research focused mainly on SaaS and retail context, future 

research areas may consider the sub-models of the cloud computer 

such as FaaS, DaaS and CaaS to enforce data protection 

compliance on social data collected from containerised solutions 

Container as a Service (CaaS) implementations. 

• Future studies may wish to consider another industry or scenario, 

such as in the banking sector, to investigate and explore compliance 

efforts in areas such as their processes and how they process 

personal data. 

• Additionally, future studies can develop a cloud-based tool using the 

theoretical and specification design provided in this thesis and 
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deploy it as a containerised Docker tool on the Azure platform for 

compliance checking. 

• Future studies can extend the proposed SaaS-PPL to capture cloud 

models such as PaaS and IaaS to make them more versatile and 

capable of specifying requirements across all cloud variants of the 

computing paradigm.  

• Future studies can extend and improve the SaaS-PPL in the area of 

compliance check procedures for matching service provider 

preferences and data protection requirements, which are usually 

mapped to user preferences and expectations.  

• The research used only a single domain, SaaS applications, and a 

pay-at-the-pump example to explore the policy language approach 

to compliance with the NDPR. Further investigation is necessary for 

other SaaS domains, such as banking, education, and healthcare, 

to enhance our understanding of the research findings. 

• The Nigerian government should consider reviewing the NDPR 

(2019), taking away the role of enforcement from the NITDA, and 

establishing the office of information commissioner or a directorate, 

which will be solely charged with the enforcement of the regulation. 

There is currently some ambiguity in applying the NITDA regulation, 

and it is slowing compliance efforts. 

Finally, suppose the Nigerian government wants to be identified as 

a genuinely interested government and understands the urgent 

need for security and privacy of personal data in government and 

private organisations. In that case, policymakers will need to enforce 

NDPR implementation strictly. Similarly, the government should 

develop and execute a nationwide data protection awareness 

programme to highlight citizens' personal data's importance and 
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value. Other developing countries in similar situations may adopt the 

same suggestion. 

8.6 Concluding Thesis Remarks 

This thesis has established that approaches to achieving 

compliance with data protection regulations, including those proposed for 

implementing policy languages in different contexts, have fallen short of 

helping achieve compliance with regulations such as the NDPR and 

GDPR within the context of SaaS applications. Similarly, other compliance 

approaches, such as manual audits and industry and propriety 

certifications, have fallen short in security, privacy, data protection 

compliance, verification, coverage, and scope. Given the established 

limitations of the existing approaches, this thesis presents a semi-formal 

SaaS-PPL specification language that can support the specifications of 

compliance requirements at each granular level of the data life cycle for 

end-to-end compliance with the NDPR (Schaar, 2010).  
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Appendix 1: SaaS-PPL extended Triggers, Actions, Conditions and Obligations 

Case Trigger Action Obligation 

Case 1.0 Personal 
Data Collection-
Consent Collection 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝐶𝑜𝑛𝑠𝑒𝑛𝑡(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑣𝑎𝑙𝑢𝑒)  Do 𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝐶𝑜𝑛𝑠𝑒𝑛𝑡(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 −

𝑡𝑣𝑎𝑙𝑢𝑒) 𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Case 1.1 Personal 
Data: Purpose of 
Data Collection 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑃𝑢𝑟𝑝𝑜𝑠𝑒𝑠(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠) 

 

Condition for Purpose: 

𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑐𝑝𝑢𝑟𝑝)  

𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠), then 

𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑐𝑝𝑢𝑟𝑝) 

Case 2.0 Personal 
Data Processing 
Consent Collection 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

𝐴𝑐𝑡𝑖𝑜𝑛𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝐶𝑜𝑛𝑠𝑒𝑛𝑡 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 𝑡𝑣𝑎𝑙𝑢𝑒)  

 

Do 𝐴𝑐𝑡𝑖𝑜𝑛𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝐶𝑜𝑛𝑠𝑒𝑛𝑡 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 

𝑡𝑖𝑚𝑒 𝑡𝑣𝑎𝑙𝑢𝑒) 𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 𝑡𝑣𝑎𝑙𝑢𝑒) 

Case 2.1 Personal 
Data Processing 
Purpose 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (

𝑡𝑦𝑝𝑒𝑠𝑒𝑡 , 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠)  

 

Condition for Purpose:  

𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝)  

 

𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡 , 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠), then 

𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑝𝑟𝑜𝑐𝑝𝑢𝑟𝑝) 

Case 2.2 Personal 
Data Processing 
whocanproc 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 

𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦) 

 

Condition for 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐: 

𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦, 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐) 

 

𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦) , 

 then 𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑏𝑦, 𝑤ℎ𝑜𝑐𝑎𝑛𝑝𝑟𝑜𝑐) 

Case 2.3 Personal 
Data Processing – 
Notification 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

𝐴𝑐𝑡𝑖𝑜𝑛𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 )  

 

Do 𝐴𝑐𝑡𝑖𝑜𝑛𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 ) 𝑤ℎ𝑒𝑛  

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 ) 

Case 3.0 Personal 
Data Storage 
Obligation Encrypted 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (

𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑠𝑝𝑘𝑒𝑦, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒)  

 

𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (

𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑠𝑝𝑘𝑒𝑦, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒)  

when 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Case 3.1 Personal 
Data Storage 
Obligation – Saved in 
Plain Text 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝑃𝑙𝑎𝑖𝑛𝐷𝑎𝑡a ( 𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒 )  

 

𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝑃𝑙𝑎𝑖𝑛𝐷𝑎𝑡a ( 𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒 ) when 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Case 3.2 Personal 
Data Storage 
Obligation – 
howstore Hidden 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒)  

 

𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑛𝑜𝑡𝑠𝑝𝑘𝑒𝑦, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒) 𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑛𝑜𝑡𝑠𝑝𝑘𝑒𝑦, 𝑆𝑝𝑂𝑤𝑛𝑆𝑒𝑟𝑣𝑒𝑟, 𝑡𝑖𝑚𝑒) 

, when 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 



   

2 
 

Case 3.3 Personal 
Data Storage 
Obligation – 
howstore Available 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒)  

 

𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑠𝑝𝑘𝑒𝑦, 

3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑒𝑟𝑣𝑒𝑟𝑠,𝑡𝑖𝑚𝑒)  

 

𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑠𝑝𝑘𝑒𝑦, 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑆𝑒𝑟𝑣𝑒𝑟𝑠, 𝑡𝑖𝑚𝑒), 

when 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡a (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Case 3.4 Personal 
Data Storage 
Obligation –
 𝒉𝒐𝒘𝒔𝒕𝒐𝒓𝒆 𝐂𝐥𝐢𝐞𝐧𝐭𝐩𝐥𝐚𝐜𝐞 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒)  

 

ActionSaveEncryptedData (typeset, notspkey, 𝑐𝑙𝑖𝑒𝑛𝑡𝑝𝑙𝑎𝑐𝑒, 

time)  

 

𝐷𝑜 𝐴𝑐𝑡𝑖𝑜𝑛𝑆𝑎𝑣𝑒𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑛𝑜𝑡𝑠𝑝𝑘𝑒𝑦, 𝑐𝑙𝑖𝑒𝑛𝑡𝑝𝑙𝑎𝑐𝑒, 𝑡𝑖𝑚𝑒), 𝑤ℎ𝑒𝑛  

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑆𝑡𝑜𝑟𝑒𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Case 4.1 Personal 
Data Retention – 
Notification 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

𝐴𝑐𝑡𝑖𝑜𝑛𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝑡𝑖𝑜𝑛𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 ) Do 𝐴𝑐𝑡𝑖𝑜𝑛𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 −

𝑡𝑣𝑎𝑙𝑢𝑒)𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Case 4.2 Personal 
Data Retention 
Obligation – Trigger 
Data Retention  
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐼𝑛𝑖𝑡𝑖𝑎𝑡𝑒𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒1) 

 

𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑓𝑟𝑜𝑚𝑤ℎ𝑒𝑟𝑒, 𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1

+ 𝑑𝑑])  

 

Do

𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑓𝑟𝑜𝑚𝑤ℎ𝑒𝑟𝑒, 𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1 +

𝑑𝑑])  𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐼𝑛𝑖𝑡𝑖𝑎𝑡𝑒𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒1) 

Case 4.3 Personal 
Data Retention 
Obligation – Trigger 
Data Retention -
Global delay 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑈𝑛𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒1) 

 

𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑓𝑟𝑜𝑚𝑤ℎ𝑒𝑟𝑒, 𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1

+ 𝑔𝑑])  

 

Do

 𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑎𝑡𝑎𝑅𝑒𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑓𝑟𝑜𝑚𝑤ℎ𝑒𝑟𝑒, 𝑡𝑖𝑚𝑒2, [𝑡𝑖𝑚𝑒1, 𝑡𝑖𝑚𝑒1 +

𝑔𝑑]) 𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝑈𝑛𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒1) 

Case 5.0 Personal 
Data Forwarding 
Obligation – Consent 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝐶𝑜𝑛𝑠𝑒𝑛𝑡(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑣𝑎𝑙𝑢𝑒)  

 

Do 

𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑙𝑙𝑒𝑐𝑡𝐶𝑜𝑛𝑠𝑒𝑛𝑡(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒

− 𝑣𝑎𝑙𝑢𝑒)𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

Case 5.1 Personal 
Data Forwarding 
Obligation – Purpose 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔𝑃𝑢𝑟𝑝𝑜𝑠𝑒𝑠(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠) 

 

Collection Condition for Purpose: 

 𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝)  

 

𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠) 𝑡ℎ𝑒𝑛 

𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝) 

Case 5.2 Personal 
Data Forwarding 
Obligation – Third-
party List 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑3𝑟𝑑𝑃𝑎𝑟𝑡𝑦𝑅𝑒𝑐𝑖𝑝𝑖𝑒𝑛𝑡 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 3𝑟𝑑𝑝𝑎𝑟𝑡𝑦) 

 

Condition for 3rdpartyForwarding:  

 𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝, 𝑓𝑤3𝑟𝑑𝑃𝑎𝑟𝑡𝑦)  

 

𝑊ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, ),then 

𝑆𝑢𝑏𝑠𝑒𝑡𝑂𝑓 (𝑝𝑢𝑟𝑝𝑜𝑠𝑒𝑠, 𝑓𝑤𝑝𝑢𝑟𝑝, 3𝑟𝑑𝑃𝑎𝑟𝑡𝑦) 

Case 5.3 Personal 
Data Forwarding 
Obligation – 
Notification 
 

𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒) 

 

𝐴𝑐𝑡𝑖𝑜𝑛𝐷𝑒𝑙𝑒𝑡𝑖𝑜𝑛𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 − 𝑡𝑣𝑎𝑙𝑢𝑒 ) Do 𝐴𝑐𝑡𝑖𝑜𝑛𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔𝑁𝑜𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 (𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 −

𝑡𝑣𝑎𝑙𝑢𝑒) 𝑤ℎ𝑒𝑛 𝑇𝑟𝑖𝑔𝑔𝑒𝑟𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑖𝑛𝑔𝑃𝑒𝑟𝑠𝑜𝑛𝑎𝑙𝐷𝑎𝑡𝑎(𝑡𝑦𝑝𝑒𝑠𝑒𝑡, 𝑡𝑖𝑚𝑒 
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Appendix 2: Ethical Approval 
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Appendix 3: Questionnaire PIS 
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Appendix 4: Questionnaire Survey Questions 
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Appendix 5: Focus Group Questions 
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Appendix 6: Focus Group PIS 
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Appendix 7: Non-Disclosure Agreement- Focus Group 
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Appendix 8: Focus Group Consent Form 
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