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ABSTRACT

Food production and storage is of major importance in the modern world. Markets and
industry must guarantee supply to millions of people. Storing these quantities of food require
a lot of management skills and large spaces with good conditions to ensure food quality. One
particular area is the olive oil industry which requires large spaces and large tanks prepared
with dozens of thousands of liters of capacity.

This storage can sometimes create problems in the management caused by misinfor-
mation provoked by human error in checking storage the status. One such Institution where
this problem has appeared is Cooperativa Agricola de Beja e Brinches (CABB), Portugal,
which inspired us to study and develop the product of this thesis. In CABB it was verified
that sometimes, due to its storage conditions, the registered quantities of olive oil stored in
the tanks would not correspond to the real state, sometimes varying as much as 20 000 liters.

In this work, to facilitate olive oil management in CABB, we suggest the use of Internet
of Things (IoT) technologies. This can rectify the verification of quantities of olive oil stored
in tanks and indirectly improve the quality of information needed for better management of
olive oil.

Tests revealed that the technology developed during this project might improve the
functioning of CABB, making it better to read values associated to olive oil levels inside tanks.

Key words: Olive oil storage monitoring, liquid level reading, Internet of Things, Cyber Phys-
ical Systems
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Resumo

A producdo e armazenamento de comida é de maior importancia no mundo moderno,
os mercados e a industria tém de garantir produtos a milhdes de pessoas. Armazenar estas
quantidades de comida requer muita qualidade de gestao e largos espacos com boas condi-
¢Oes para garantir a qualidade da comida. Uma indtstria onde se verifica esta necessidade é
na producdo de azeite que necessita de grandes depésitos com dezenas de milhares de litros
de capacidade.

Este armazenamento pode por vezes criar problemas de gestdo causados pela ma infor-
magcao provocada por erro humano. Uma das instituigdes onde se verificou o aparecimento
deste problema foi na Cooperativa Agricola de Beja e Brinches (CABB), Portugal, que nos ins-
pirou para desenvolver o produto estudado nesta tese. Na CABB foi verificado que por vezes,
dadas as condi¢oes de armazenamento, o registo de quantidades de azeite dentro dos tanques
nao corresponde ao estado real, por vezes com variagao de valores acima dos 20000 litros.

Neste documento, para facilitar a gestao de azeite na CABB sugerimos o uso de servigos
de Internet of Things (IoT). O uso desta tecnologia pode retificar verificacdo de quantidades
de azeite armazenado em tanques e indiretamente melhorar a qualidade de informacao ne-
cessdria para a gestdo de azeite.

Os testes revelam que a tecnologia desenvolvida durante o projeto podera melhorar o
funcionamento da CABB corrigindo a leitura de valores associados ao nivel de azeite armaze-
nado nos tanques.

Palavras-chave: Monitorizacao do armazenamento de azeite, leitura de nivel de liquidos, In-
ternet of Things, Cyber Physical Systems
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1
INTRODUCTION

1.1 Motivation & problem domain

Food production and storage is of major importance in the modern world, markets and
industry must guarantee supply to millions of people. Food products come mostly from
farms, but before consumption, this food must be processed and monitored in quality and
state for it to be then dis-tributed and sold. With improvement in mind, many industries have
been applying electronic devices (sensors, actuators, microprocessors, among others) to their
production lifecycle, which can give valuable information during the whole process in real
time. These devices can be installed in inaccessible places for humans and work for long time
windows while being continuously exchanging information to a base. Also, technology ad-
vances have improved the quality of many electronic devices as well as their power consump-
tion, so the collected data is generally reliable.

These circuits can be connected to networks, being able to transfer information for long
distances. As the data is digitalized it becomes easier to monitor and generate statistics and
predict future states of the production line. In addition, it is possible to have the factory spread
around the world providing quality of life to workers. Another advantage using this technol-
ogy is the insight it provides to managers and decision makers outside factory boundaries.
The subjects that study these appliances are known by Internet of Things (IoT) and Cyber
Physical Systems (CPS).

IoT and CPS can benefit industry by making it more efficient and reliable. Electronic
devices remove human error from the production cycle while working continuously for long
periods. This technology can change the mechanisms to control a production, machinery no
longer needs the constant presence of a supervisor to start and prepare materials, most of
these can be prepared from another place besides the physical place of the machine.

Currently, in Portugal many industries are being pushed to this digital transformation,
as is the case of the olive oil production industry. One of the key drivers for such transfor-
mation is the need to monitor, in real-time, the level of olive oil inside the storage tanks in
order to enhance the management of the storage and packaging processes in the olive oil pro-
duction. In this context, Faculdade de Ciéncias e Tecnologia teamed up with AnaliticaES Lda!
to develop and install an IoT system on an olive oil warehouse, the Cooperativa Agricola de

! AnaliticaES Lda is a Portuguese inspecting entity of electrical installations acknowledged by IPAC (Instituto
Portugués de Acreditacdo) and DJEG (Diregdo Geral de Energia e Geologia) with several years of experience on
the certification of electric installations



Beja e Brinches?. This system should be able to monitor the amount of olive oil stored inside
the tanks supported by an IoT platform, deliver information quality, improving the manage-
ment of the product and reducing costs. As such to create an efficient system, a study is per-
formed to identify its needs and the technologies used on similar projects.

1.2 Research context

According to PORDATA in (“PORDATA - Lagares e Produgao de Azeite - Continente,”
n.d.), between 2011 and 2018, Portugal produced around 7.655.152 hectoliters of olive oil mak-
ing around 956.894 hectoliters per year. The product is processed in large quantities and
stored in large opaque tanks, however one of the main identified difficulties is to measure
accurately the level of olive oil in such tanks.

With some tests performed in Cooperativa Agricola de Beja e Brinches it was possible
to check that the levels and quantities of the product stored in tanks are uncertain compared
to the expected values. These values, i.e., the amount of olive oil that is stored in the tanks,
influence the production and packaging rates, and the whole production lifecycle manage-
ment, so it is extremely important that they are real. To surpass this problem, this work pro-
poses an intelligent system designed to monitor and control the amount of olive oil that is, in
fact, stored in the warehouse, while keeping this information refreshed and available on a
network. The process can also benefit of an alarm system to detect unexpected situations/pos-
sible failures of the procedures, warning managers about these situations.

In this research work, it is intended to improve the information access and quality of the
olive oil storage. Olive oil is a very important product in the Mediterranean market, and it is
produced in very large quantities. As olive oil is stored in large opaque tanks, it is difficult to
have access to viable values of the quantities of the good while stored in the tanks. In this
context, this work is suited by the following question:

“How to organize and control information about olive oil stored in a warehouse tank to
support storage monitoring and provide an efficient production management?”

A possible solution to this problem is to design a viable information acquisition system
to provide the needed values, connect it to a small network and store it in a data base. Then it
would be possible to develop a program to analyze the information and share it in a wider
network accessible outside the warehouse. With the access to the data base, it would be pos-
sible to perform many types of analyses that could then predict future states helping manage-
ment. Then it could be installed some actuators to actuate in the flow of stored olive oil from
one tank to another without the presence of a worker and design a software to control it over
the internet or another wide network.

2 Cooperativa Agricola de Beja e brinches is a Portuguese group of olive oil producers where it is produced stored
and packaged olive oil to be sold



1.3 Research methodology

This project tries to find a solution for the current olive oil management problem caused
by miss information on olive oil quantities in CABB. To accomplish this objective, we will be
analyzing each challenge and study technologies to overcome the difficulties. Starting in the
hardware choices to read volume inside tanks, to the communication technologies, and then
interfaces to display information to the operators. To simplify development, we separate each
work phase, so it is possible to focus on simpler tasks, each of these phases will be studied
and developed following these steps:

1. Problem
2. Technologies
3. Development/Tests
Following, it is shown the structure of the document and described each section subject.

1.4 Work contributions and document structure

This work intends to improve the technology currently used in olive oil storage, by in-
stalling an efficient and intelligent system to monitor the amount of olive oil stored inside the
tanks on a warehouse. Such system aims to prevent olive oil waste and contribute to a better
management of the storage and packaging process, minimizing costs. In order to get this goal,
an analysis and research of the technologies already used, and their advantages/throwbacks
is conducted and will contribute with the:

* Design of a system to monitor olive oil tanks.

* Development of a small microcontroller/sensor network.

* Development of an IoT platform.

* Design of an application to visualize/monitor and control the enclosed tanks.
The remainder of this document is divided in 5 parts:

1. Section 2 - A review on the State of the Art: In this section it is analyzed and
studied the technologies available on the literature and market and their applications.

2. Section 3 - Solution proposal - In this section it will be analyzed the system
requirements and use cases necessary for the development.

3. Section 4 - Solution implementation - Choices of the Architecture and technol-
ogies to develop the system.

4. Section 5 - Tests and results - this section is reserved for test results and small
observations where it is described the developed product.

5. Section 6 - Conclusions and future work - In this last section it is reviewed the
whole project and it is suggested some future implementations and improvements.



2
Background

In this section it is studied some background information as well as many technologies
that can be used to solve our problem. First it is studied olive oil to understand its needs in
production and storage. Then there will be studied some technologies used to measure:

¢ Liquid’s volume
e Liquid’s temperature
e Olive oil acidity

Following, it is analyzed some CPS/IoT technologies, and some application examples

that have some similarities with this project. Finally, it is descried CABB's current state and

explained some of the problems this project is trying to solve.

2.1 Olive oil production

Olive oil is extracted from the olive fruit, and it is very important for food industry,
mainly on Mediterranean. The olive oil industry must follow some steps, guaranteeing the
quality of the product. The following subsections will give an overview of the olive culture
and the production of its oil.

211 Story of Olive and Olive oil

The olive (Olea europaea L.) had its origins in Asia minor (Turkey, Syria), it is known
that the oil that comes from its fruit has been used for more than 5000 years, since the Meso-
potamian battles. The olive culture grew on the 14th century BC when it entered in the Greek
market. Creating a big impact in economy. It was used as: food, medicine, perfume, illumina-
tion fuel, among others. The olive tree and its fruit were the face of some coins and were pre-
sented on old tumulus, symbolizing immortality. Today, olive oil, is still used extremely in
culinary and health products. In Mediterranean countries, where it is mostly produced, is still
very important for the economy and its food culture.

The production of this good is fully mechanical in order to maintain its chemical prop-
erties. Any chemical reactions could change its composition and deteriorate its beneficial char-
acteristics. When the olive fruit gets to the industry, it is subject to various steps to extract its
oil and get a product of quality at the end of the production. Based on (Souilem et al. 2017)
and being present in some production lines, the highlighted steps on olive oil production are:

e Leaf removal - it is common to find leaves, rocks, and dirt when the fruit gets to the

production line. These impurities raise the olive oil acid, making it less valuable in the



market, also they might affect the product flavor so to keep quality, the fruit passes on

a vibrating or rotating grid.

¢ Olive washing - before taking the fruit to the grinding, it must be washed to remove

dirt particles and any trace of pesticides.

e Crushing - after cleaned and washed, the olive fruit will be crushed to form a paste, it
will have all the fruits components: skin, lump, and the core. All these parts have im-

portant nutrients.

e Squeezing - the paste produced on the last step will then be slowly pressed to release
its oil, it is a slow procedure for around an hour. After this, we have the first glance at

the product.

e Storage - The product is stored in big tanks to let it rest and let the sediments go to the
bottom. This phase can be different from producer to producer, in small companies,
sometimes the product is bottled right after the squeezing and given to the people that

brought the fruit. Saving a part to the industry that will sell it later.

The technology on olive fruit processing might vary considerably depending on the fac-
tory age and investment. The processes can also vary with the quantity of product to be pro-
cessed. In (Scheffer-Dutra, Nufiez-Reyes, and Bordons 2002), it is shown one application of

the process as illustrated in figure 1:
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Figure 1- An example of Olive oil extraction method, (Scheffer-Dutra, Ntfiez-Reyes, and Bordons 2002)



This process can change from factory to factory, and the way they work can be different.
In some cases, after getting the product, it can be added some conserving chemicals, to ensure
that the product remains in eating condition for longer.

2.1.2  Olive oil storage

Olive oil is produced in large quantities being the Mediterranean Europe one of the most
important markets, (Souilem et al. 2017). The producers need to store hundreds of thousands
of liters of oil. Usually, the bigger mills are equipped with many tanks to keep the oil in good
conditions over the year. Tanks need to be resistant to corrosion and be strong enough to bear
the weight. These should also be opaque, (Caponio et al. 2005) demonstrates the problems
caused by light exposure. The most common material used to build these deposits is inox due
to its resistance to corrosion, the walls must be thick enough to bear high pressures. As secu-
rity, they are reinforced with inox rings parallel to the base.

In Cooperativa Agricola de Beja e Brinches, an olive oil manufacturer and warehouse,
the storage tanks of olive oil are made of inox with around 10m in height with an area of
almost 14m?. Due to the big dimensions of the deposits and their opacity, it is not simple to
verify the volume of oil inside them, which create a problem managing the product. In this
case it is favorable to design an electronic system capable of getting a trustworthy value on
the volume inside the deposits. This would improve the managing by giving the real quanti-

ties present in the tanks.

2.2 Liquid state readings

In this next section, the characteristics of the liquids and the technologies to read them
are explored. When working with the food industry, it is necessary to keep track of some
properties of the goods, which can vary from temperature to acidity. Nowadays, there are
already a good number of sensors that can communicate with integrated circuits, so it is pos-
sible to connect and adapt them to IoT/CPS.

221 Height and Volume

Volume is one important measure while preparing any food product, it is needed to
control additives and control the production rate. Also, when in critical levels, might damage
the equipment. In most cases we cannot take the volume right away but can find the height of
liquid in the storage tanks. After getting the height value it is possible (knowing the tank
shape) to find the volume of liquid inside. In this section there will be analyzed some methods
for height reading. In (Nikolov, Nikolova, and Nikolov 2008) we can find a resume of the used
methods.

» Direct readings

This kind of method works by checking the height on a marked object. It is very practical
for small and fixed distance. The user can directly read the height looking at a scale on the
object. This type of method is not very common when using informatized systems. For this



method of measurement, the user can use Rulers which are used for very small measures,
usually less than 1 meter. Another common instrument is the Metric Tape, a metric tape is a
very useful object when needing to read fixed distances that do not need a very certain read-
ing. There are tapes for a lot of ranges, like for example, 2m, 5m, 10m, 20m.

e Measuring tank

A measuring tank is very useful for reading small quantities of a liquid. This type of
object is often used in its small equivalent for cooking with measuring cups. The disadvantage
is it needs a full visible tank. It also can get bad readings if the liquid is oily or “dirty”.

» Mechanical systems

This type of method works using mechanical properties of an object. Usually, these sys-
tems use a pulley connected to a float. The float follows the liquids height and the pulley rotate
to a position directly proportional to the float’s height.

e Floats

Floats are relatively simple to explain, we chose an object with the right density to float
on the liquid and not on its vapor, then we measure its height, which is the harder part. Early
float systems used mechanical components such as cables, tapes, pulleys, and gears to indicate
the level. These may introduce some errors like float displacement, or it might get stuck in
some place.

Latter float systems use electric or magnetic circuits to indicate the level. In (Kumar and
Mandal 2016) they used a float to implement a capacitive circuit, using the liquid as a dielec-
tric. The capacitance of the circuit would vary with the position of the float. The test results
were satisfactory with the standard derivation around 0.04 (in comparison with the “best fit-
ted value” for the liquids level).

e Magnetic Level Gauges

These kind of system uses a strong magnet attached to a float which will affect another
magnet inside a gauge as shown in figure 2 found in (“Magnetic Liquid Level Gauges
Working Principle - Level Measurement - Instrumentation Forum” n.d.). These magnets in-
teract via magnetic forces on a magnetized bar. Then this bar will light up some led at the
level of the magnet. On this type of system, the tank walls need to be non-magnetic, or it might
influence the system readings.
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Figure 2 - Magnetic level gauges, (“Magnetic Liquid Level Gauges Working Principle - Level
Measurement - Instrumentation Forum” n.d.)

» Electronic Pressure readings

With this kind of electronic device, it is possible to obtain the pressure in a point of
measurement. With pressure values it is usually very direct to calculate volume if we have a
regular form tank, following the next formula:
Weight gxm pxgxV

Area A A
Where g represents gravity acceleration, h the height of the liquid, p is density, A sym-

Pressure = =pXgXh

bolizes area and V for volume. We can use these readers on some different ways, for example
we can put the sensor on the bottom of the tank with a pressure reference in one side of the
sensor, or we can instead use a bubbler type system with the point of the tube on the place we
want to measure pressure.

o Bubbler-type/differential pressure (DP)

These machines measure the pressure needed to send bubbles out of a tube. A tube is
attached to the tank at bottom with a hole to flow liquid and air. Then a machine on the top
of the tank will put pressure on the tube till it sends bubbles out, then we know the pressure
in the tube and can calculate the height of liquid outside the tube. If we know the density of
the liquid, we can check the height and then calculate the volume inside the tank.

e Submersible pressure transmitter

Another application of the DP sensors is the submersible ones. On this method we can
put the sensor on the bottom of the tank and give the sensor a pressure reference with an air
tube for example. In (Nikolov, Nikolova, and Nikolov 2008) it is proposed a method to calcu-
late liquid height and its density, using 2 DP sensors, in that experience, it is limited to 10m
height but it can be expanded changing the hardware.
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Figure 3 - Submersible pressure transmitters (differential pressure sensors)

» Weight readers

In many cases it is very simple to put a weight reader under a tank, the weight (when
the density is constant) is directly proportional to the volume, making it simple to get the
value of volume and height.

Mass = Volume X Density

e |oad Cells

There are many types of load cell, Pneumatic, Hydraulic, Capacitance, or Strain Gauge.
These devices work by measuring the force applied on them. If we have the liquids density,
we can easily calculate the volume inside the tank. It is then possible to get the level of product
inside the tank if we know its shape.

The strain Gauge cell can check little distortions on a metal bar (the bar will deform with
the pressure applied on it). These distortions vary with the pressure inside the box, so after
getting these values it is possible to calculate the weight, and once again, we can then calculate
the volume.

In (Wang et al. 2018) it was installed a system to measure water level using a gauge. In
this test, the gauge was installed on the top of the tank with a PVC tube working as a float, as
the level of water rises, the air inside the tube will be pushed upwards and it will apply a force

on the gauge. This force is directly proportional to the level of water.
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Figure 4 - Using a load cell to calculate water level, (Wang et al. 2018)

» Using electric constants

Usually, each material has different electric constant values, we can use this property to
get the height values, as the height of the material will change the electric properties of the
system. One example is the capacitance value of a fluid. Making a capacitor using the air (or
another gas/liquid) and the liquid it is meant to measure; the capacitance value will vary with
the height of the liquid.

e Capacitance Transmitters

On this type of technology, we simulate a capacitor with two dielectric materials, the
air, and the liquid inside the tank. Fluids generally have dielectric constants significantly dif-
ferent from that of air, this technology requires a change in capacitance that varies with the
liquid level. Then we can make a direct comparison with the capacity and the liquid level.
This method was used in (Chetpattananondh et al. 2014) for water level monitoring, the re-
sults were very satisfactory with less than 1cm error during the tests. A rectangular pulse is
sent to the capacitor, which will attenuate its fast changes in voltage, the changes are propor-
tional to the circuit’s capacitance. Then, a computerized method will analyze the capacitance
equation and deduct the height of liquid and air in between the capacitor plates. Figure 5
represents the system used in (Chetpattananondh et al. 2014).
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)

AT AT

» Send/Receive interval signal

On this category the concept is similar among these technologies. An output signal is
sent to the liquid triggering a timer, the output signal will then reflect on the product and
come back, when de receiver detects the signal, the timer is stopped. The time of travel will
be determined by the liquid height. Once again, with the height it is simple to get the volume
inside the tank. A very similar system is used on boats to detect the height of water under the
ship, represented in figure 6, found on (“Application of SONAR in Ships | Download
Scientific Diagram” n.d.).

. /4 = .
Figure 6 - Sonar working method, (“Application of SONAR in Ships | Download Scientific Diagram”
n.d.)

e Magneto strictive Level Transmitters

An electrical signal is sent with a coil to a float on the liquid, this float is equipped with
strong magnets which will make a distortion on the signal. The time needed to detect this
distortion determines the height.

e Ultrasonic Level Transmitters

Distance is measured by the time it takes for an ultrasonic to be sent and come back. It
is known that the speed of sound is around 340m/s, so we can directly calculate the distance
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it travelled before coming back. The disadvantage is that it only works in air or nitrogen and
around 15°C.
e Laser Level Transmitters

Works similarly to Ultrasonic Level Transmitters but instead of sound, uses a light sig-
nal. The disadvantage is it only works with opaque products.
e Radar Level Transmitters

This is another system that works following the same principal, but now the signal is
sent via a horn or an antenna. The disadvantage on this method is it only works for liquids
with a high dielectric constant (r). The reason is that the amount of reflected energy at micro-
wave (radar) frequencies depends on it. If r is low, most of the radar's energy enters or passes
through.

» Optical

Optical technology for level reading is mostly used when it is risky to implement electric
circuits near the liquid. In some cases, like for metering the level of petroleum or another in-
flammable liquid, it might be dangerous to install any kind of circuit that can create a spark.
In (Antunes et al. 2015) it was used optical fiber to transmit a light signal throw a cable with
“grooves”. As the liquid rises, these grooves will be fulfilled with the content on the tank and
the signal power would change. With the study of this power change, it is possible to estimate
the liquids height.

» Summary

The trend today is to replace mechanical and pressure-based measurement tools with
systems that measure the distance to the fluid surface by a timing measurement. Magneto
strictive, ultrasonic, guided-wave radar, and laser transmitters are among the most versatile
technologies available. These can be very useful and relatively low priced, putting them
among the best choices for most applications. In this next table we will find a resume on the

advantages/limitations of each technology.
Table 1 - Liquid level reading technologies

Technology Advantages Limitations

Floats Adaptable to wide variations in

fluid densities

High installation cost; Floats
might displace or get stuck inside the
tank

Bubbler-type

Simplicity of design; Low initial purchase
cost

Needs a pressurizer to get
values; Is constantly putting gas that
might affect the contents of the tank

Submersible pressure
transmitter

Inexpensive, Wide range measurements; Can
be isolated safely from the process; Measurements
can be digitally networked for remote computer
access

Need power and active
electronic; Depends on the density
and the temperature of the liquid

Load Cells

Does not need to be in contact with the
product

Needs to be installed under the
tank, which is unviable
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Magnetic Level Reluctant to errors Complex installation
Gauges Needs a structure outside the
tank
Capacitance Very precise Hard to install with large
Transmitters distances
Magneto  strictive Very precise Contact with the product
Level Transmitters
Ultrasonic Level Easy to install; Non-contact measurement; No Need high  power; Low
Transmitters moving parts; Can measure corrosive and accuracy; Not operate on vacuum or
volatile liquids high-pressure applications;
Expensive; Temperature correction
is needed
Laser Level No Contact; Used in vessels with numerous Expensive; Fails if dust, smoke,
Transmitters obstructions; etc. Sensitive to dirt
High level of accuracy (better than 1 mm)
Radar Level Non-contact measurement; The transmission Internal piping and multiple
Transmitters time is unaffected by ambient temperature and | reflections can cause erroneous
pressure fluctuations (can be used in closed readings; Transmitter setup can be
tanks, where the liquid is turbulent and in the | tedious and changes in the process
presence of obstructions and steam condensate) environment can be problematic; The
appropriate  licenses must be
obtained
2.2.2 Temperature

Temperature metering is very important on the food industry, some aliments will be-

come poisonous when not conserved under some temperature. Also, with temperature con-

trol it might be possible to detect malfunctions on the temperature control systems.

Temperature readings have been of most importance throughout the years, so the meth-

ods to gather these values have been vastly developed. Usually, it is simple to find a cheap
and easy to use chip/sensor to measure temperature values, if we have a relatively small tem-
perature spectrum. In (Holloway, Nwaoha, and Onyewuenyi 2012) we find the table repre-
sented in figure 9, in which are shown some of the technologies for temperature reading and
its advantages/limitations.

» Contact

e Thermocouple

Based on (“Sensors Modules Thermocouple | Sensors Modules” n.d.), in some metals it
is possible to create voltage between two pieces of the same metal at different temperatures,
a thermocouple converts that voltage to a temperature gap between 2 points. This technology
is usually used in temperature gaps of -270 to 3000 °C.
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Figure 7 - Thermocouple device diagram, (“Sensors Modules Thermocouple | Sensors Modules” n.d.)

In (Yashiro, Ogawa, and Sasahara 2013) it was applied to measure the temperature in a
cutting point of two carbon fibers. It is a good technology for rough works that do not need
to much precision, it is relatively simple and cheap.

e Resistance Temperature Detectors (RTD)

RTD'’s are an electronic method of measuring temperature. The resistance of an electric
component varies with its temperature, based on this theory, it is possible to track its temper-
ature in function of its resistance. It is mostly used on projects with a wide range of tempera-
tures (0-400 °C). Based on (Maher et al., n.d.) we can verify that the resistance varies with a
quadratic formula with the temperature as the variable. In this test, the function of resistance
is almost linear using platinum with a 0.05% of rhodium.

> Contactless

e Infrared readers

This type of device read the infrared radiation emitted from an object, this radiation is
proportional to the body’s temperature. In (“What Is Infrared Radiation? IBT Informs! -
Infrabiotech” n.d.) we can check the relation between infrared and thermal radiation as illus-
trated in figure 8. This technology can be used in industrial applications when it is important
to keep track of machines and products temperature, it is practical to get values as it does not
need direct contact between the worker and the machine (typically it can read a wide range
of values like -20-500°C). A portable infrared thermometer is often used as a common garage
device, it can measure an engine temperature or even the temperature of meat while grilling
it. The range of error in this kind of devices can vary, usually it is better as the cost rises but,
in some cases, the extra certainty in its value might not be indispensable. In (Mahan et al. 2010)
they compared two different type of infrared sensors, the idea was to verify if it was advan-
tageous to choose the cheaper device. At the end of the study, as the values were close and
the application did not need to much precision, it could be advantageous to choose the
cheaper device.
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Table 2 - Technology to read temperatures, (Holloway, Nwaoha, and Onyewuenyi 2012)

Sensor Advantages Limitations
Thermocouple Self-powered Nonlinear
Simple Low voltage
Rugged Reference required
Inexpensive Least stable
Wide variety Least sensitive
Wide range

RTD

Infrared

Bimetallic

Liquid-filled glass

Most stable and accurate

Area sensing

More linear than thermocouple
Most repeatable
Contamination resistant

No contact required

Very fast response time

Good stability over time

High repeatability

No oxidation/corrosion to affect sensor

Simple, robust, and inexpensive

Has good accuracy

Can measure temperature in the range —40 1o
550°C

Can withstand 50% overage temperature
measurement

More economical, versatile, widely used

Rugged in construction, low maintenance

Can be used for remote indication

Stable in operation

System provides enough power to drive the
control mechanism

Expensive

Current source required

Slow response time

Low sensitivity to small temperature change
Self-heating

High initial cost

More complex support electronics

Spot size restricts application

Emissivity variations affect readings

Accuracy affected by dust, smoke, and
background radiation

Not recommended for measurement of
temperature above 550°C

The metals undergo permanent warp distortion

Use limited to local mounting

Compensation necessary for ambient
(surrounding) temperature changes and long
capillary tube

For accuracy the pressure bulb should be large

In case of error the entire system has o be
replaced

223  Acidity

Acidity is one important factor when choosing an olive oil, it varies with the quality of

the fruit and the production methods. Also, acidity on olive oil is sensible to light and tem-

perature, so it is important to keep the product stored in a controlled room to keep its original

properties and the products quality. Although not the most important factor when choosing

the product for eating purposes (its acidity does not change the flavor of the oil), it is still a

value that many people have in mind when buying it. However, olive oil is not an aqueous

solution, its acidity comes from the free fatty acids, so it cannot be determined with a simple

pH sensor.
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Nowadays, the used methods to measure acidity in olive oil are mostly done on labora-
tory. This product is not an aqueous solution, so it cannot be analyzed with a simple pH sen-
sor, it is usually determined using titration. There are some studies testing electrochemical
methods to take this value, making the test cheaper and simpler. In (Baldo et al. 2019), a
method using “platinum disk microelectrode, with the PLS regression method, EVOO acidity
can be accurately quantified even at low FFA levels down to 0.2%”. In (Grossi et al. 2014) it is
suggested to estimate olive oil acidity by analyzing electrical impedance spectroscopy. The
project pretended to develop a relatively cheap device and tested it in 39 different olive oil

samples.

2.3 Cyber Physical Systems/Internet of Things

Based on (Liu et al. 2017), Cyber physical systems (CPS) are multidisciplinary systems
to conduct feedback control on widely distributed embedded computing systems by the com-
bination of computation, communication and control technologies. In (Broy, Cengarle, and
Geisberger 2012), is stated that: “The vision of Cyber-Physical System (CPS) is that of open,
ubiquitous systems of coordinated computing and physical elements which interactively
adapt to their context, are capable of learning, dynamically and automatically reconfigure
themselves and cooperate with other CPS (resulting in a compound CPS), possess an adequate
man-machine interface, and fulfil stringent safety, security and private data protection regu-
lations.”

This technology links cyber systems with a physical state of a process in a loop. The
constant feedback permits to keep track of the process state, helping the decision making of
the machine and registering statistics of the procedure, if necessary. This interaction is imple-
mented with the use of sensors and interfaces/connections between machines/systems. CPS
supports the communication between distinct devices which can be applied in diverse areas,
in (Broy, Cengarle, and Geisberger 2012) there are shown 2 scenarios related to Smart Health
and Smart Mobility. A very simple application of this technology is a smart car lock, where a
user with a smart phone or another device with Bluetooth connectivity can lock/unlock the
car. The car is connected to a microcontroller device (equipped with Bluetooth technology)
and if it receives a specific message, locks/ unlocks the doors.

Internet of Things (IoT) is known as the interaction between various machines, comput-
ers, sensors, and actuators that communicate via a network. “For about 30 years, it has been
working with the idea of making all everyday objects a little more interactive”, says (“IoT in
Action - Towards Data Science,” n.d.). It changes the way we get access to information and
can be helpful in a lot of cases.

The concept had one of its first cases in 1982 with a Coca-Cola vending machine. In
(Ornes n.d.) it is said that a group of computer science graduate students at Carnegie Mellon
University in Pittsburgh, used to drink “Coca-Cola”, but the vending machine was on the
third floor and it was common to find that the stock was gone, or the drinks were not cool. To
avoid these problems, they connected the machine to the university’s computer network,
providing them the information on stock and temperature. Since this event, the concept has
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changed a bit and spread to other research areas although the basic and simple idea is repre-
sented in this situation, a system that communicates via a network. In this given example it is
possible to understand the interaction between CPS and IoT and its advantages, there is a CPS
system implemented on the machine that permits to know its temperature and stock, then
there is an IoT system connecting the information between floors. These technologies are com-
monly applied together, so many times most people will only say IoT instead of IoT/CPS.

IoT/CPS is not a specific word for a specific technology, there are studies to apply it on
several areas, like smart houses, autonomous cars, or smart cities. We can see it already being
used in smaller scales like smartphones connected to smartwatches or the car Bluetooth sys-
tem. The potential of this technology keeps growing with the development of scientific areas
like smart cities or smart cars, but it must be tested in small steps to guarantee security and
efficiency before real applications.

The consensual definition of IoT is given by Veljko Milutinovic in (Kocovic et al. 2017):

“The Internet of Things is an emerging topic of technical, social, and economic
significance. Consumer products, durable goods, cars and trucks, industrial and
utility components, sensors, and other everyday objects are being combined with

Internet connectivity and powerful data analytic capabilities that promise to trans-

form the way we work”.

Below, it is presented an example of an IoT/CPS application and some research on the
state of hardware/technology used to install these systems.
» Automatic meter readings as an example of 10T/CPS in smart cities

Automatic meter reading (AMR) is a technology that permits collecting data automati-
cally from sensor and send it via some network. This concept is majorly mentioned when
talking about smart cities. The idea is to avoid periodical trips to the readers (electricity, water,
gas) at each building, reducing time and people resources needed to do this kind of work.
This technology is then used to make automatic billing, troubleshooting, and compute analyt-
ics. AMR systems take the advantages given by IOT and are being studied to be applied on
real world situations. One example is given in (Holloway, Nwaoha, and Onyewuenyi 2012),
where it is presented a project to apply AMR in water circuits in Vietnam.

In (Mlaki¢, Nikolovski, and Alibasi¢ 2017), it was created an AMR system to read power
on 3 electrical wires using open-source components, after analyzing its results, it was possible
to see that a simple system of AMR can be economic and practical. This kind of technology
can be expanded to share all kind of data if there is a sensor reader to give the right values.

2.3.1 Connection

Connection between devices is now a standard for nowadays technology electronics, for
that, a communication protocol must be chosen. There is a variety of ways to connect more
than one device, error detection, among others. In this section there will be introduced some
of these connections and explain its applications with specifications for device reachability,

power consumption and reliability.

17



>  Wireless
e Cellular

On a cellular network, there can be more than one access point. This technology works
by sending electromagnetic waves from a device to an antenna, then the antenna sends that
signal by cable to the receiver antenna, which then sends another electromagnetic wave to the
receiver. It is mostly used for mobile communication as it can be very fast (specially post 3G
communication). It is possible to connect microcontrollers to a phone antenna if we have a
SIM card, which may need payment for it to be available.

Nowadays, this technology is very present because many people are phone users. The
great thing of this protocol is that it is available almost all over the globe, so it significantly
extends the range of the network in an IoT application. In (Souza et al., n.d.), it was designed
a fire detecting system, using cellular communication to send alert systems when detecting
any strange values. To use this service, the user pays a tariff, but as there are many options, it
is usually a low-cost service, depending on what the user demands.

e Wi-Fi

Wi-Fi permits a very fast transmission rate, it is ideal for the transmission of heavy files,
like the streaming of a video. It has a big impact on IoT as it can connect many devices, its
range vary with the quality of the devices, making it a great protocol to manage a factory with
many sensors. The setback on this technology is its power consumption, it is very power hun-
gry reducing the working time on battery powered devices.

e Bluetooth

Bluetooth is very similar to Wi-Fi in the working process, but at a much lower transmis-
sion rate. It is mostly used when transmitting small blocks of data for example, word files,
music, or small videos. It lacks in range, theoretically it can communicate at 100m but on real
time situations it is limited to around 50m or less. It is low power hungry, making it a good
technology for battery powered devices, like portable speakers.

o ZigBee

According to (“Zigbee Wireless Networking - Drew Gislason - Google Books” n.d.),
“ZigBee”, “Wireless control that simply works”. While most communication technologies
tend to maximize the communication speed, ZigBee keeps it on low speeds to improve power
consumption. This tech is used to control a led or keep track of states that do not need too
much of a check rate. In this same book it is said that a ZigBee module can achieve 4+ years
of working with only the power of 2 AA batteries, if the circuit is well dimensioned. Zigbee’s
practical speed is around 25Kbps which is enough to transfer a few blocks of data per minute
if the circuit monitoring just needs an update per minute (or a few per hour) this technology
might be more than enough for the needs of the project. In (Miladinovic and Schefer-Wenzl
2018) it was used this protocol to communicate with a temperature and a light sensor in a
medical surgery room. Light data would communicate via ZigBee and heavy data was di-
rectly connected to the base station.
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» Low power wide area network (LPWAN)

LPWAN is a type of communication developed to improve IoT systems that do not need
high-rate data transfer. Some projects can benefit from sacrificing fast communication in favor
of better power lifetime. In a case where a farmer needs to check ground humidity in a plan-
tation each km in line, it is not practical to install an electrical grid to power the sensors and
the microcontrollers or replace batteries each week on the devices. In this case where we
would probably rather have 2 readings per hour and a longer battery life instead of readings
each second, it is of much use to install a LPWAN communication protocol. Bellow, based on
(Mekki et al. 2018), there will be resumed 3 of these protocols.

e Sigfox

Sigfox is a limited half-duplex communication protocol developed to consume very low
energy and to have very wide range. It can send a message to a device 40 km away in a rural
setting, this reduces to around 10 km in an urban environment. Sigfox technology is limited
to 140 daily messages each limited to 12 bytes which is around 6 messages per hour. The com-
munication speed is around 100bps. REF

e LoRaWAN

This communication protocol allows half-duplex communication and higher speeds
compared to Sigfox. Also, its messages can have 243 bytes so it can send more information in
each message. In this technology there is not a limit number of daily messages (besides the
time needed for each message).

e NB-loT

“NB-IoT is a narrowband LPWAN technology which can coexist in LTE or GSM under
licensed frequency bands.” This technology can connect to 100K devices per cell and has a
range from 1km up to 10km in a rural environment. NB-IoT offers a half-duplex communica-

tion and is the only that works on licensed LTE frequency bands (among these 3 examples).
> Wired

e Ethernet

Ethernet is a wired technology, is very fast, reliable, and works at lower power con-
sumption. It is great for standing still devices that need a high data transfer rate. It is full
duplex (can send and receive simultaneously), it is very common on gaming applications has
it is stable. Sometimes Wi-Fi is unstable while transmitting too much data, giving a variable
ping which might have some negative effects on some applications. The disadvantage of this
protocol is it needs wires, so it is not great for mobile devices like a laptop or a mobile phone.

e Ethernet/powerline

Powerline is a technology that uses the power cables on a building to transfer data, it
is very stable, and most times is still faster than Wi-Fi. It is a good option when the user has
an old router, or the building walls attenuate most of wireless signals. It avoids having more
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cables spread around the building, making it an advantage compared to Ethernet, but it is also
not as fast.
> Wired vs Wireless

In recent years, much attention has been paid to Wireless technologies due to their prac-
ticality, it is one less cable for each device. It works perfectly with laptops and phones as the
user does not need to be in a specific place in the building. On the other hand, wired connec-
tions can reach much higher speeds due to having less devices in the line, reducing the risk of
overlapping the transmission. Also, it is easier to recover and retransmit data as the points
can check if the line is available or in use. Another point to check is the power consumption,
Wi-Fi for example is very practical but it is power hungry, and when working with battery
powered devices might be problem to choose the battery. To combat the power need on some
of these protocols, there have been in development some LPWAN, these have some applica-
tions in smart cities as most needed information does not need to be refreshed every second

permitting to use battery powered devices and not supercharge the electrical grid.

2.3.2 Hardware and communication

Over the years, there were developed many microprocessors with connection capabili-
ties, these have a big impact on the development of IoT and CPS. Characteristics like reacha-
bility and power consumption are very important for the work, as well as a system compatible
with a certain type of sensors. In this section it is compared some of these components, ana-
lyzing its advantages and disadvantages.

> Arduino

Arduino is an opensource hardware and software company. Arduinos are built in
boards and are capable of reading inputs and then process outputs. There are a lot of different
kinds of Arduino, also, the software for these devices has a wide range of libraries making it
compatible with many electronic devices. These boards are equipped with a microcontroller
instead of a microprocessor, and to program these devices it is needed an outside source (usu-
ally a computer), but after programmed, it is only needed a power supply and the software
will run normally.

Arduino has been chosen for many projects, its uses vary from the simpler “turn on led”
tutorial (“Getting Started with the Arduino - Controlling the LED (Part 1)” n.d.), to more com-
plex applications, like controlling a motor speed over the internet, (“Motor Control Using
NodeMCU - Arduino Project Hub” n.d.). Because it is open source, cheap, and has many us-
ers, it is very simple to find tutorials for a vast type of applications, being one of the preferred
choices among teachers.

» Raspberry Pi

The Raspberry Pi is a low cost, credit-card sized computer, it can be plugged to a screen,
mouse, a keyboard, and it will work just like a normal computer. The single board computers
from Raspberry Pi were developed thinking about teaching applications. The brand wants
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this device to be used by kids all over the world as an introduction to programming and ro-
botics subjects as it is a very easy way to learn how computers and programming works. This
board can interact with the outside world and is used in a large variety of projects, from music
machines to weather stations, (“5 Musical Instruments You Can Build With a Raspberry Pi”
n.d.; “Build Your Own Weather Station - Introduction | Raspberry Pi Projects” n.d.).

> BeagleBone

BeagleBone is very similar to Raspberry Pi, both work like a computer and have simi-
lar sizes (90mm X 60mm).\ BeagleBone boards have good components and are fast for a mi-
crocomputer, also, these devices do not need an external SSD to work as they come with in-
ternal memory. In (Desai and Alex 2017), it was developed a device to monitor air pollution
using BeagleBone. This gadget was connected in an IoT system that would store information
on a cloud. It was also installed a machine learning service that would take data stored in the
cloud and preform analysis to predict future pollution related results.

> Minnowboard MAX

Just like Raspberry Pi and BeagleBone, Minnowboard MAX is a small board micro-
computer. It is powered by Intel and runs on a 1.91GHz Atom E3845 processor. The board’s
schematics are available for download and the Intel graphics chipset has open-source drivers,
(“MINNOWBOARDMAX-DUAL Reference Design | Application Processor | Arrow.Com”
n.d.), also, it runs on Linux distributions being a good challenge for people who want to learn
the way computers process data. It is fully open source making it a good instrument for people
who want to develop software and test it directly on a processor. Like Beagle Bone, as the
community is much smaller, it is much harder for a new user to start using the device (less
tutorials, less drivers, and less people to help solving the problems).

» Libelium Waspmote

Waspmote is an open-source wireless sensor platform specially focused on the imple-
mentation of low consumption nodes. This device was designed to help the development of
smart cities, this electronic use low power and slow data transfer (air pressure, temperature,
humidity, are examples of information that occupy a few bytes, so the device does not need
to use very fast communication protocols), making it very power efficient.

In (Azmi and Kamarudin 2017) it was developed a system to monitor the state of some
patients, the device was equipped with a skin temperature sensor, a pulse sensor and a Wasp-
mote. The choice of the Waspmote and the IEEE802.15.4 protocol was made due to its low
power needs, providing a longer life cycle before it needed a recharge/replacement.

2.3.3 Cloud Computing

“Cloud computing is the on-demand delivery of IT resources via the internet”, says
(“What Is Cloud Computing,” n.d.). It takes care of some of the needs for an IT application,
like for example providing some memory to store data. Cloud Computing offers a lot to an

enterprise, especially on the investment of IT equipment. In a case an enterprise needs to store
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a big amount of data and making it available around the world it would need: servers, pro-
grammers, server maintenance, technicians to handle support, among others, instead, the
manager can hire a service and put those responsibilities on the service provider.

During the last decade, the amount of service providers has increased, this type of ser-
vice can generate advantages for the providers and for the buyers. For the buyer it diminishes
a lot the investment on electronic products, software developers and employees training, the
provider set a cost to the service. The cost to each provided service depends on what will be
offered to the buyer. Usually there are 3 kinds of services, reducing the buyer responsibilities
to maintain. The 3 levels of services are known as: Software as a service (SaaS), Platform as a
service (PaaS), Infrastructure as a service (IaaS). Based on (Camarinha-Matos 2010; “SaaS vs
PaaS vs laaS: What's The Difference and How To Choose - BMC Blogs” n.d.), the 3 cases are
resumed in the next two tables.

Table 3 - Cloud Computing services advantage/disadvantages

Service Advantages Disadvantages
SaaS ¢ Managed from a central lo- e Asall the service is managed
cation by the provider if anything

Accessible over the internet
Users not responsible for
hardware or software up-
dates

fails or is not as we expect
we cannot control its change
As all the service is managed
by the provider if anything
fails or is not as we expect
we cannot control its change
As all the service is managed
by the provider if anything
fails or is not as we expect
we cannot control its change
As all the service is managed
by the provider if anything
fails or is not as we expect
we cannot control its change

PaaS

As all the service is man-
aged by the provider if any-
thing fails or is not as we ex-
pect we cannot control its
change

As all the service is man-
aged by the provider if any-
thing fails or is not as we ex-
pect we cannot control its
change

As all the service is man-
aged by the provider if any-

Security on the cloud is al-
ways an unknown variable
If the buyer wants to change
his PaaS provider, the cur-
rent seller may not support
the changing data, making it
difficult to transact

If the buyer wants to change
his PaaS provider, the cur-
rent seller may not support
the changing data, making it
difficult to transact
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thing fails or is not as we ex- The PaaS might not be opti-
pect we cannot control its mized for the language cho-
change sen for the buyer
As all the service is man- The control over the opera-
aged by the provider if any- tive system is managed by
thing fails or is not as we ex- the provider which may
pect we cannot control its limit some performance
change
IaaS The most flexible cloud Online security, all data is
computing model accessed by the internet and
Easy to automate deploy- so the buyer must trust in the
ment of storage, network- service provider security
ing, servers, and processing system
power Has all the management is
Hardware purchases can be made by the customer, it is
based on consumption needed some investment on
Clients retain complete con- IT teams and some worker
trol of their infrastructure formation
Resources can be purchased
as needed
Highly scalable
Cost varies depending on
consumption
Table 4 - Cloud computing service managing
On permises laas Paas Saas
Applications Applications Applications Applications
Data Data Data Data
Runtime Runtime Runtime Runtime
Middleware Middleware Middleware Middleware
0S 0S 0S (ON)
Virtualization Virtualization Virtualization Virtualization
Serevers Serevers Serevers Serevers
Storage Storage Storage Storage
Networking Networking Networking Networking
you manage
other manages

» Cloud platforms

Cloud platforms deliver cloud computing services. Cloud computing is growing in the
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commercial market sector as it offers low cost access to computing, storage and networks re-
sources, (Bunch et al. 2010). The development and management of an efficient cloud platform
needs scalable and fault tolerant structured data, besides all the supporting hardware with
high data transferring rates and fast processing microprocessors. For an enterprise it might

become much more affordable to rent the services instead of developing an IT department.




There are many cloud platforms in the market, and it generates valuable revenue, we
can find big enterprises investing in these services like: Google App Engine, Microsoft Azure,
Amazon Web Services.

> 1oT Platforms

In (Hejazi et al. 2018) we find the following definition, “IoT platforms consist of a huge
number of objects connected around the world. It connects the edge of devices, gateways, and data net-
works to cloud services and applications”. In (Al-Fuqaha et al. 2015) it is said that for an IoT plat-
form to work, there are needed 6 layers:

1. Identification - Distinction between devices connected along the network

2. Sensing - Raw data collectors (sensors/actuators)
Communication - Connectivity between devices
Computation - Data processing layer

Services - Information Aggregation Services

AU

Semantics - Ability to extract knowledge

It is said in (Hejazi et al. 2018) that there are more than 30 IoT platforms, among them
we can find Intel® IoT Platform, Microsoft Azure IoT Suite and IBM IoT Foundation Device
Cloud.

> Big Data Analytics

Big data analytics is where advanced analytic techniques operate on big data sets,
(Russom and Org 2011). It is about big data, analytics, and the way they work together. Big
data was a problem in early 2000’s, computation did not have sufficient processing power nor
memory storage, but with the evolution of electronics following Moore’s law, this problem
was solved. When applied to Business Intelligence (BI), data analytics can be used to find
patterns, or helping to find new opportunities on the market, taking advantage of Machine
Learning (ML)/ Artificial Intelligence (Al) technology. Al usually refers to an artificial creation
of a system that can learn and get human like thinking. ML lets a computer space to learn
from the data analyzed. Combining these two technologies, we get a program that can look
for specific patterns, helping in many study areas.

In (Celesti et al. 2018), it is developed a system to prevent accidents on the roads. It
proposes to connect devices (equipped with GPS, smartphone) to a network and for it to be
constantly sending information about its position to a database. This data is analyzed to cal-
culate speed, acceleration, detect sudden stops, among others. After the data processing the
system can detect patterns and predict the state of the traffic, in a case of an accident or a
sudden stop, it sends an alert signal to the cars near it possibly avoiding more accidents. In
(Ingle and Phute 2016) it is said that Tesla uses a software called “map matcher” to detect
traffic, any traffic congestion is automatically detected in each road segment.
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2.34  Application examples

In this section it is shown and studied three projects that implemented IoT platforms,
“Water Factories in Vietnam using Automatic Meter Reading”, “Monitoring the oil of a trans-
former” and “Online Monitoring and Controlling Water Plant System Based on IoT Cloud
and Arduino Microcontroller”. The first project particularity is that there are three distinct
devices using different communication protocols for their distinct objectives. The second pro-
ject has installed an alert system which is important for this work. Third project gives two
distinct modes to manage water while giving all the information gathered through an inter-
face connected to an IoT platform.

» Water Factories in Vietnam using Automatic Meter Reading

On 2018, a study about automatic meter readings (AMR) was published by Vu Chien
Thang, (Chien Thang 2018). Automatic Meter Reading consists in the installation of automatic
systems on the public services network, like water, gas, or electricity. These systems avoid
people trips to get meters values and states. “The goal of AMR system is to help collect the
meter measurement automatically and possibly send commands to the meters”. This project
developed three distinct devices: one to monitor water tanks (smart water sensor), another to
check water flow on the pipes (smart water meter), and an internet gateway used to send
information over the internet.

e Smart water sensor

This device reads pH, electroconductivity, and temperature of water in each tank, then,
it sends these values to the base to be processed. With this gadget it is possible to get water
monitoring in real time of the tanks around the country (if they are equipped with the device),
also it is very practical to detect problems on the water without the delaying of human analy-
sis.

For communication it was chosen General Packet Radio Service network (GPRS), this
technology is standard for 2G and 3G protocols in mobile networks. The microcontroller cho-
sen for this application was the Texas Instruments TivaC TM4C123GXL. This ultra-low-power
device connected the 3 sensors (pH, electroconductivity, and temperature), and the Sim 908
module used for the GPRS communication.

ELECTRO- TIVAC TM4C123 MODULE SIM 908
—» CONDUCTIMITY
SENSOR

POWER SUPPLY

Figure 9 - The Functional Block Diagram of the Smart Water Sensor, (Chien Thang 2018)
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> Smart water meter

The smart water meter has 2 functions, it measures the water flow automatically and
send the water consumption periodically to the centre of operations. With this device it will
not be needed to contract people to go to every house get the water readings, the readings will
be sent via Zigbee networks to an internet gateway and then delivered through the internet.

This device has a flow sensor that detects and reads the flow passing through the sensor
and with that value, it estimates the water consumed during that time interval. The protocol
used for communication on this gadget is Zigbee, a very low power consuming technology.
For this objective it was installed a DRF1605H, a Texas instrument with low transmission
speed, low energy consumption, and low cost. The disadvantage using this protocol is that it

will need another device prepared for the long-distance communication.

— -

ESSTO0EVdSIN

DRF1605H .

POWER SUPPLY

Figure 10 - Functional Block Diagram of the Smart Water meter, (Chien Thang 2018)

e Internet gateway

This device is used to receive and send the smart water meter values over the internet.
It is used to allow the long-distance communication missing in the Zigbee protocol. To build
this project it was once more chosen a Texas instruments device, TM4C1294 KIT. This board
is equipped with a programable microcontroller that enables many communication interfaces.
The choice for the Zigbee communication was again the DRF1605H and for the long commu-

nication it was used the ethernet available on the Texas board.
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VA C TMAC1294

Figure 11 - Block Diagram of the Internet Gateway, (Chien Thang 2018)

» Monitoring the oil of a transformer

In (Pawar, Wagh, and Deosarkar 2018), it was studied a system to monitor the oil on a
transformer. The block diagram can be found in figure 13. It comprises several sensors to get
the values from the oil, an ADC to convert these signals and a PIC18F4550 to process them.
Then, the values would be displayed in an LCD and stored on a buzzer. The system was de-
veloped in a way that any strange values would be communicated via GSM/GPRS protocols.
This system is simple, it does not have many components and it is relatively small. The com-
munication protocol used on the project gives a wide range if used with the cell phone net-

works.
POWER
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Figure 12 - Block diagram of distribution transformer monitoring system, (Pawar, Wagh, and Deosarkar
2018)
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» Controlling water circuit

Water is essential to society’s life and to preserve it, in (Abdullah 2017) it was devel-
oped an IoT system to monitor access to two water tanks. The system was accessible through
a wireless network, the user had an interface with the information provided by the device.
With the information given it was possible to manage the water tanks manually or automati-
cally. The system was equipped with two ultrasonic sensors to read the water level, two
pumps to move it, a relay to the water processing, an Arduino to communicate with these

which was connected to a router.
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Figure 13 - Water Monitoring device, (Abdullah 2017)

To conclude, in these three systems we can find some similar challenges faced in this
project. In the first project there are explained 3 distinct devices and the solutions used for the
communication; the project connects 3 sensors to one microcontroller that communicate over
the GPRS network. In our work, as the sensors are inside a warehouse with some metal ob-
jects, a Faraday cage effect weakens communication for the outside. The GPRS is not fully out
of the game as it might be used as in the second project as an alert system installed outside
the warehouse. In the third study, we analyze possible alerts to control with our system, as
the example of trying to remove water (oil) from an already empty deposit. Also, it is im-
portant to study the behavior of the pumps changing with the mode the system is being con-
trolled. There are some solutions in the market to monitor olive oil, but they are quite expen-
sive and with proprietary management rights. Indea Technologies (a Spanish enterprise)
claims to have one solution to the problem, using [Alma/System] ™, nevertheless it requires
the olive oil industry to make an extreme economic investment either in equipment or ser-
vice/application management. The approach proposed in this work aims to give a less expen-

sive solution.
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2.4 CABB Current state

24.1  Story and services

According to (“Associagdes Filiadas | Cooperativa Agricola de Beja e Brinches, CRL”
n.d.), CABB was the result of a coalition between 2 agricultural cooperative, Beja and Brinches.
This occurred in 2008 in a historical movement in the Beja region. It became one of the princi-
pal agricultural producers of olive oil in Portugal. This coalition helped both cooperatives as
the solutions completed each other, Beja was strong in the cereal production and Brinches was
enormous in the production of olive oil.

In this work the focus is on the warehouse/meal in Brinches. In Brinches, the product
arrives in the form of olive fruit. The fruit will go through the process described in the start of
section 2 where it will be transformed to olive oil. Depending on the harvest as well as in the
transformation process, the olive oil will get some characteristics that will define it. These
characteristics are acidity, peroxide, organoleptic and spectrophotometry values. This new
product will then be moved to large tanks on a warehouse. The olive oil will be kept stored
until it is needed to be packed for selling. The facility is equipped with a packaging line that
puts the olive oil in bottles, which will then be grouped in a larger package and then sold.

24.2  Existing processes & necessities

CABB produces and store large quantities of olive oil. This plant is equipped with a
large mill that processes tons of olive fruit, which are then transformed in olive oil and stored
in several tanks in a warehouse. Currently, these tanks are equipped with a small tube that
goes along its height, which is used to verify the height of product inside. These tanks are
around 10m high and 14m? of base. It is required a person (operator) to look at this tube and
verify the height of oil inside, which gets harder the fuller the tank is. It was possible to verify
that sometimes the expected volume was not right with the real volume.

User interface and accessibility is also a big throwback in the installed method, infor-
mation only passes in conversation, and the warehouse state is not represented anywhere.
This provides errors and misinformation, which has been revealing bad for product manage-
ment. Following, there is described the managing state of CABB in topics:

» Data Storage

Values are registered in paper and stored in an office outside the warehouse. Sometimes
a paper is suspended in the tank with the information relative to the olive oil inside. There is
no interface for data visualization, to view its level the worker needs to check the records or

go to the warehouse.
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» Accessibility

The information is only available on the warehouse and might not be actualized.
> Data visualization

There is no interface available, nor the information is automatically computerized.
> QOil Transfers between tanks

The oil transfers between tanks are made with the use of a pump, all pumping is man-
aged manually, a worker will install the hoses on the tanks and connect them to the bombing
system, then some other worker will turn on/off the bomb. There is no system to verify the
oil mass/volume bombed besides having someone with a flashlight looking at a tube, so the

control is always estimated.

» Monitoring

There is no informatized monitoring in the current state of the facility. Many problems
might occur only to be verified days/weeks after as for example the transfers, we were told
by the managers that sometimes oil would be pumped from the wrong tank creating problems
related with flavor and other specifications. Another verified mistake was the wrong quanti-
ties registered in each tank; differences superior to 10 000 liters.
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3

Solution proposal

In this section it is studied the requirements and the intended use cases of this system,
which will be used as guidelines for the development of the product. Considering this first
part, we will follow to the study of an architecture to implement the system, analyzing its
levels and their purposes.

3.1 Requirement’s identification

3.1.1 Context identification and understanding

This work intends to improve the information gathering of the amount of olive oil stored
in a warehouse. This improvement will rely on the accessibility and fidelity of data by autom-
atizing the system. This should bring workers comfort, reduce human error on data gathering,
and increase confidence to the managers during decision making.

In the current state, not having an efficient and trustworthy system to get the volume
inside the tanks has revealed to be a problem to the management of the cooperative. Eye in-
formation is not reliable (as the tubes get dirty) and the low number of readings might mislead
the managers. It is very important to know the amounts of product to plan the sales and the
tank cleaning schedule.

The permanent needing of a worker in the warehouse is also a problem that would ben-
efit improvement. In the present, it is not simple to get information on the quantities outside
the building, forcing the presence of someone in the warehouse.

Records are kept in papers, which are not very practical and occupy unnecessary space.

As the data is not informatized, there is no automatic interface to show data to the user.
Also, it would be very positive to have a perceptible image representing the state of a tank
and a list of the records during the times.

By the end of this project, it should be possible for a worker to get access to the amount
of product as well as the description (acidity, peroxide, organoleptic values, ...) of the oil inside
the tanks in the warehouse. It should also register all alerts related to the level during the
storing of the product. In order to identify all the involved actors and understanding the func-
tionality of the system, some scenarios were defined, as follows:
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e Scenario 1 — Stored olive oil

The olive oil is stored in large opaque containers inside a warehouse, there is no method
to gather information on quantities inside the tanks as there is not enough light to view the
transparent part of a tube following the tanks height.

The new system should constantly verify the level of oil on the tank (using an electronic
device) and show it on an interface through a computer screen, the value would also be reg-
istered in a database, containing the volume and the time stamp of the moment which the
value was verified. It should also be possible to save the characteristics of the specific oil in-
side, so it could easily be checked. This will improve the oil management quality of life by
having the needed information on the distance of a few clicks.

e Scenario 2 — Historic

The product is stored for many days and will sometimes be partially moved from tank
to tank. The registered values, if in paper, most of the times will not be presented in a graph,
which sometimes can lead to unexpected volumes of oil. The new system should automati-
cally generate a graph with the values registered in a data base, presenting the user a historic
of the level of oil in a specific tank. If sometime a user verifies that the quantity of oil in a tank
is not expected, the user can look for the change in level of oil during a time window and look
for when it changed. All values should be stored in a data base with easy access. This system
should present the data in an easy and understandable graphic. It should also provide the
historic of transfers in a list. All this information would be available on a data base which
would reduce the number of papers on the office and improve the data presentation. Besides
the levels and the transfers, there would also be the historic of alerts. These are needed to
detect anomalies that might be caused by an accident (for example a leak in a tank), the system
would be capable of detecting these variations and register them in the database.

e Scenario 3 — Adding/updating information

The oils are tested after being put on the tanks, this new system would let the user create
new oils with its specific characteristics and save on the database.

Olive oil tanks will change their contents and the new oils will need to be added/up-
dated to stay true.

Some workers will change their position in the factory, for example a machine worker
that becomes a supervisor with new authorizations which will then be able to do other type
of functions.

e Scenario 4 — Transfer oil inside the warehouse

Sometimes it is needed to mix the content of two tanks, it might be to change the flavor
or the acidity. This requires the pumping of product and the verification of volume trans-
ferred. This system would do it automatically with the use of bombs and the height controlling
system. The user would only have to define which tank to take from and to and then chose
the quantity to move. This would reduce human error by showing all the characteristics of the
oils in the transfers and requiring an administrator to allow the transfer.
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Having into consideration the scenario examples of the proposed system, the main ac-
tors of the system are identified as:
1. Technician - Preparation of the software and connection between points in the
network. Management of accesses to the information to the data base.
2. Administrator - Administrator will be able to work all the information but the
levels read from each device.
3. User Employee - View the information registered in each tank and verify alerts

related with volume change.

3.1.2 Functional & non-functional requirements
The requirements analysis focuses on establishing the system characteristics in terms of
user needs and is essential in the process of a system design and development. Starting from
the description of the scenarios, a set of functionalities that the system should offer were iden-
tified. The functionalities are organized into two main categories: functional requirements and
non-functional requirements.
» User Requirements

The proposed system should deliver reliable information on the amount of product in-
side the tanks and show it in an explicit interface. The user should not only be shown the
amount of olive oil but also the fullness of the tank. This can avoid some overfilling and acci-
dents inside the warehouse. The system can also present another info useful to the user, like
the type of olive oil inside each tank, with all its main characteristics defined.

» Functional Requirements

The principal problem that the CABB is facing, is the misinformation on the level of
olive oil in each tank, so this system should propose the development of a technology that
would show the user the levels of olive oil inside the tanks.

This system should concentrate information in a single device, making it easier to or-
ganize data for presentation. This will demand a connection between several devices.

Information should then be stored in a database. This will demand an API capable of
receiving information and then communicate it to the database. Information should have the
level and the time stamp associated. This value should not change much in time, so there is
not much difference in sending the time stamp so much as saving it in the database time stamp
(time at which the message was received).

It is important to know the product inside each tank, the installed product should be
able to save and present this information to the user. Also, the installation can expand, and
some functions should only be made by a supervisor, in order to guarantee this, a user access
and permission approach has to be explored. It is also important that the data is available on
the cooperative network, this could reduce the amount of people working and walking on the
warehouse and favor working on other places connected to this network.

Finally, this system will need a user interface, this should make data reading easy and
provide all the interfaces to use the data base. It is very important that it shows all the desired
information in a simple way.
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Table 5 - Functional Requirements

Requirement ID Requirement Ne- Comment
cessity
1 Autonomous olive Must Should be Con-
oil level reading tactless
Periodical Reading Must
Sensor Wireless Net- Want There is no need
work for high-speed commu-
nication
4 Database with the Must
values/timestamp/ dis-
positive
5 Database with other Want
relevant information
6 Interface  showing Must
each tank and correspond-
ing level
7 Interface  showing Must
the level during a deter-
mined period
8 Interface for extra Want Used for each tank
information? describing its content
9 Login system with Want
different user types and
permissions
10 Alert system detect- Must
ing oscillations on the
level of the tanks
11 Pumping Actuators Want Pump a controlled
quantity of olive oil to
another tank

3 We want to save additional data in the project, helping management and organization (olive oil characteristics,
list of transfers related to a tank, list of alerts, user databases...).
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» Non-functional Requirements

This work will consider a set of restrictions to the good functionality of the system. Data
must be very reliable as the new application might not leave space for the worker to read the
values in case of a breakdown. It should be secure to grant that the data is not lost or changed
overtime. The system needs to be simple to use, this should avoid major problems when han-
dled by a new user. It should also respect the different types of users as the access and per-
missions should vary from a common user to a supervisor. The development of the new sys-
tem should be open for scalability and improvement, built in layers making it easier for
changes during the time.

3.1.3 Use cases

Starting from the list of functional requirements identified in the previous section, a set
of use cases of the proposed system were identified. These use cases are represented via a
diagram of use cases. In this requirement analysis process, two main diagrams were elabo-
rated, one for the installation phase (Figure 14) and another for the operation phase (Figure

15).

Instal a new
electronic device

Create users

Figure 14 - Installation phase use case

Add the device fo the
network

Technician

Add user to the data
base
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Figure 15 - Operation phase use Cases diagram

Developing this phase of the project should open doors to a future scenario where there
would be a fully automated system capable of transferring the product tank to tank, with a
simulation functionality and possible predictions for future states.

3.2 Conceptual Architecture

In this section it will be presented the conceptual architecture for the proposed system
based on the requisites shown before.
The system will be divided in 3 parts:

1) Infrastructure - The infrastructure will contain the devices installed in the warehouse, will
be responsible for their communication and for the data validation. The processed infor-
mation should then be uploaded to the service layer.

a) IoT connectivity - Sensor network gathering information
b) Storage and resources management - Information analysis and error detection

2) Service - This layer will be responsible for the data saving and management, will also work
as a bridge for the communication being connected with the other 2 layers. It is of major
importance as it will work as the brain of the system. It will receive all the information
from the other 2 layers, process it and answer requests.

a) Transfers management - Registration of transfers of olive oils and possible sales

b) Historic data management - Histogram of olive oil quantities registered from each de-
vice

c) User registry - Information and permissions for each user

d) Alerts - Data analysis and detection of possible problems
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e) Data analytics - Processing of data to predict possible future scenarios
f) Tanks monitoring - Page showing all the sensors installed on the warehouse (each one
representing a tank)

3) Web Application - The web application will be the interface for the human/machine, it
will present the data and permit the user to work with the system layer. It will process the
data given from the user and validate it to send requests to the service layer.

a) Updated data - automatic update of data keeping the information fresh and valid

b) Requests processing - Process the user requests to the service layer

c) Validation and notification - validation of data before making the requests to the ser-
vice layer and presentation of information in a user-friendly way

INFRASTRUCTURE

Resources

10T connectivity Storage

management

management

!

Users registration &
access/permissions
management

Alerts &
recommendation Data Analytics )
system : Tanks monitoring

Web application

Organized requests Data validation & user
to the service layer notification

SERVICE

Historic data
management

Transfers
management

Refresh data
pericdically

[
I

Figure 16 - Conceptual architecture

To implement the infrastructure layer there should be installed a network for commu-
nication. A network transmitting values/requests and communicating overtime with a central
device connected to the service layer. The data sent to the service layer should be evaluated
and verified before saved or communicated, this will reduce errors and unnecessary occupied
space. If there is a pumping system, this information should be previously analyzed to avoid
possible problems, for example, pumping from an empty deposit.



The service layer will receive and process data from both other layers, information from
the warehouse to monitor and from the web application to process/save. This would be the
memory and the brain of the whole system, containing all the information and history about
the warehousing of the olive oil, the information about users, and others (alerts, transfers, ...).

The web application layer will work as an interface human/machine, will offer user
friendly interface for requests, and will process the data received from the service layer and
present it in an intuitive way for the user. All the processing done in this layer should be
mainly to reduce unneeded requests to the service layer, for example a login without the user

space filled.
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4

Solution implementation

This section presents the implementation of the proposed conceptual architecture.
Firstly, the proposed general system architecture is described and then the implementation
aspects are defined considering all the involved limitations, advantages and disadvantages. It
is also analyzed the development and constraints of the proposed system to install in the

CABB. Same choices made during the development of the project are further justified.

4.1 System architecture

The system will be divided in 3 main parts as proposed on section 3, Infrastructure,
service, and web application, each of these will then be divided for a total of 5 main parts:
e Infrastructure

o Sensor Network

A sensor network to gather all the information needed for each tank, the information
should be gathered and then sent to the network base
o Network base

In this part, all the information should be processed, if a value does not make sense, it
might be worth to wait some extra seconds and receive a new value to verify instead of in-
stantly uploading it. Also, it is not needed to spam the same value for hours, it should only
send new information when the value changes (maintaining a maximum delay guarantying
it is possible to verify if the system is still working).

e Service

o ThingsBoard

ThingsBoard will be used as a simple free way to test the system in real life, it offers us
a free online database. In the future, ThingsBoard and the local server can emerge and be
deployed in an online server.
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o Local server

In the local server it will be saved extra information (olive oils characteristics, transfers,
user database...) and processing it, it will be the backend and will be responsible to connect
with ThingsBoard while processing the requests from the Web application.

e Web application

o Web application interface

The web application will be responsible for the interaction with the user, presenting all
the needed information while providing the tools necessary to manage all the information.

Local Server

Sensor
Network

ol

%ThingsBoard

Web Application
Interface

Figure 17 - High-level communication architecture

4.2 Components & technologies
» Reading System

There are several methods possible to obtain the distance values, so there were evaluated
their advantages/disadvantages and talked to the administrators about the options. During a
brainstorming about the devices, its characteristics, and prices it was decided that it would be
preferable to use a contactless reading system due to the following reasons: Olive oil drops
some sediments, which will require the CABB to clean the tanks time to time, so the options
would be to either make a strong and reliable system that could take the pressure of cleaning
the tanks, or a system simple to remove and then install again; It is important to avoid contact
with food products and guarantee its quality; Submersible pressure devices are expensive and
it would be complicated to take them out for the tank cleaning, besides the reading system
would have to be prepared to deal with the lees.
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After some research and discussion it was decided to use the Lidar Lite V3, a Garmin
device, , which is Arduino compatible. Lidar Lite V3 is a “near infrared laser” dispositive
used to calculate distance by measuring a time delay between a sent signal and its reflection
(“Lidar Lite v3 Operation Manual and Technical Specifications,” n.d.). In the data sheet it
claims that for distances >5m the distance error is smaller than 100mm (100mm/10000mm =~
1%) so the measured error (in our system) should always be inferior to 1%. This device is
compatible with Arduino language, when installed with the connections shown in Annex 1.
The device should use I2C protocol to communicate with the Arduino device. I2C protocol
provides easy communication without data loss, uses only two wires for communication and
it is a fast communication protocol (Mankar et al. 2014). To assembly the laser we will need to
install a capacitor and wire 4 cables:

e Power supply (5V)
e GROUND (reference voltage)
e SDA (Serial Data line)

e SCL (Serial Clock line)

» Processing laser values

Lidar Lite is compatible with Arduino language which facilitates the work, Arduino
boards are relatively cheap and there are many to choose for the different uses. Also, Arduino
has a wide range of user tutorials and applications. To communicate between the laser and
the board it will be used the I2C communication protocol, so the board needs the 4 pins re-
ferred in the previous item (5V, GROUND, SDA, SCL). There will also be needed 2 specific
libraries, “Wire.h” used to communicate via cable and “LIDARLite.h” which is a library used
for the laser setup and communication.

» Communication protocol between devices

The warehouse is a workplace with people walking around in low light environment,
with a slippery floor, also, while transferring oil between tanks there are installed hoes on the
passage. Considering this we thought it would be preferable to have the minimum number of
objects laying around on the hall and choose a wireless communication protocol. After evalu-
ating the available technologies, it was opted to choose Bluetooth Low Energy.

In this phase of the project in particular, it is not needed a very fast communication
protocol, information is only a few bytes long and a few data blocks per hour. But as there is
also the possibility of expanding the project, it is important to design a system that is fully
prepared for further development.

» Choosing the main board

Choosing the board, there was a focus on the compatibility, performance, and commu-
nication possibilities. For single device systems it is common to use the Arduino Uno which
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is a low-priced board with a good controller performance. For wireless networks it is usually
used the ESP86 which is equipped with Wi-Fi technology. Very similar to the ESP86 is the
ESP32 which is equipped with not only the Wi-fi but also Bluetooth communication protocol.
There are other boards with other possibilities but using one of these there is space for expan-
sion, for example creating a control system for a pump that would require a fast communica-
tion protocol. Another characteristic of the ESP32 is that it is compatible with Arduino. Con-

sidering the information given before we opted to use the Espressif ESP32 Devkit as the mi-
crocontroller (Figure 18).
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Figure 18 - Espressif ESP32 Devkit

In (“Getting Started with the ESP32 on Arduino IDE [Full Guide 2020]” n.d.) we can find
the pin layout for the board as illustrated in Figure 19.
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Figure 19 - ESP32-WROOM-32 Pin layout

» Warehouse central device

After having the values from the ESP’s, it will be needed to send it to a data base. This
will require a device connected via cable to outside of the warehouse. It is also needed a device
with some independency and ability to reprogram in case of needing to solve bugs, there will
not be full access to the CABB, and it would be really useful to have remote access. We also
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have to consider that due to its location it needs to be a small object. One such device that
offers these abilities is the Raspberry Pi. With its credit card size and low power consumption
it is fairly easy to place anywhere (as long as there is a power font and an ethernet cable). In
this project it was opted to use the raspberry as normal desktop to access remotely, this way
it is possible to connect the client ESP32 via USB, as illustrated in Figure 20. The information
given from the Bluetooth network will be processed and then uploaded to ThingsBoard.

= - T

Bluetooth Low Energy

e

- =

Figure 20 - Electronic installation sketch

4.3 ThingsBoard

“ThingsBoard is an open-source IoT platform that enables rapid development, manage-
ment and scaling of IoT projects. Our goal is to provide the out-of-the-box IoT cloud or on-
premises solution that will enable server-side infrastructure for your IoT applications.”,
(“What Is ThingsBoard? | ThingsBoard” n.d.).

ThingsBoard offers cloud computing services, more specifically IaaS services. It is
mostly designed for sensor networks. ThingsBoard is equipped with many widgets and inter-
faces to visualize data, which can be helpful for people that do not need a special interface
and are only making tests. A big advantage in using this platform is its python REST API (they
also provide a Java REST API), having a prepared API will be very helpful and reduce the
work needed in communication between platforms. ThingsBoard let the user choose assets,
devices, telemetry names, being very simple to set a bigger system as it can be very organized.

ThingsBoard offers free IoT services and has online services that will be important for
the development and test of this system. In this project, ThingsBoard is used to connect the
system over the internet and utilize its data processing tools for simpler progress. The com-
munication relies, as previously mentioned, on the REST API available as a python library.
The use of an API will simplify the development speeding of the whole process.

ThingsBoard will be saving values sent from the CABB as well as its timestamps that
will be important for the design of evolution graphs. Figure 21, represents the data model
implemented in ThingsBoard.
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Asset H Device H Readings

Name MName Time Stamp

Location Value

Figure 21 - ThingsBoard data model

Readings will be saved in on different devices that will let us know which tank they
represent. The asset is meant to represent the building where the service is installed, in the
current study case it will not be fully used as there is only one installation.

4.4 Web development tools & technology

To save additional information we chose to keep it on a local server for further develop-
ment. In the future and after some tests, it should be possible to deploy the full system to an
online server and access it from any browser.

On this Data Base there will be saved a few types of data with the information on tanks,
users, alerts, types of olive oils, logins, and transfers. The data will be saved in SQL format,
using SQLite, “SQLite is a C-language library that implements a small, fast, self-contained,
high-reliability, full-featured, SQL database engine”, (“SQLite Home Page” n.d.).

In order to present data to the user it was decided that it would be a good choice to
develop a web application, this would permit to make it available in most phones tablets and
PC’s, thus not needing a different application for each device/operative system. This part is
divided in two phases, the backend that would be responsible for the data management and
store part of it and the implementation of the services, and the frontend that would be respon-
sible for the interaction with the user.

441 Django

In this phase it is described the development of the backbone of our application, it
should gather all the information and organize it, this requires the implementation of the
ThingsBoard API to communicate with ThingsBoard and then answer the information re-
quested from the frontend. It is also this part that verifies the users and logins (information
available might vary with the user logged). In other words, it will be responsible for: security,
communication, and organization. To develop the backend, it was chosen Django python
tools.

“Django is a high-level Python Web framework that encourages rapid development and
clean, pragmatic design”, (“The Web Framework for Perfectionists with Deadlines | Django”
n.d.). Web sites can be separated in two classes, static (display the same information for every
user) or dynamic (change the information based on each user), (“Static vs Dynamic Website:
What Is the Difference?” n.d.). If building a small and simple website with 2 or 3 information
pages, a static website developed in html is the way to go. It does not need the complexity of
a recursive connection with a database, and it will always show the same information. A dy-
namic website will show information based on a state which will usually require a database
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and user interaction. For this project it is required a dynamic website that will refresh period-
ically and will change interactions depending on the user.

Django offers database tools that are employed in this project. The implemented data-
base follows the model of Figure 22:

Alerts

Tank —=] AlertlD
Tanki TimeStamp
DiplD TankiD
oiip Previous Value
Area Verify
Height
Liquid distance read Qlive Qil
Last Alert Value QillD
Verify state Organoleptic

Acidity
\1 Peroxids
Transfer Spectophotometry
TransferlD
From
To Users B —— Login
Date Username Token
il Password UserlD
Quantity Usertype Password
Usersession
Timelimit

Figure 22 - Django data model

There are many ways to develop a dynamic website, it is possible to install many fea-
tures and change appearance based on the client needs. With experience on developing these
sites it can get a little frustrating because, although most sites are different, many features end
up working similarly and it gets annoying to reinvent those same features, so developers end
up creating libraires and optimizing them, these are called frameworks, (“Python Web
Development with Django - Jeff Forcier, Paul Bissex, Wesley ] Chun - Google Books” n.d.).
Django is a consequence of many developers working together for the same final, it is an
opensource framework that simplifies the development of websites.

In this project it will be majorly used the database calls developed in this framework.
Django let us create data structures and will automatically prepare the database to save them
with call methods. We will also use the update and library management that let us change a
structure without having to recreate the whole saved data.

Our backend will be divided in 4 major files explained in the next table:
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Table 6 - Data Processing files in the backend

Models (python) This file is responsible to specify the data structures that
we will be saving in the local database. This will simplify man-
aging the data and will help in the creation of new blocks if
needed.

Serializers (python) Serializers will be used to facilitate communication, they
will automatically verify if the JSON formats are valid before

they are processed.

URL (python) The URL'’s page is responsible to send the requests to the

right function.

Views (python) Views is the main file of the backend, it is responsible to
process the requests, validate data, control user access and also
communication with ThingsBoard. It will also be responsible
to convert the Distance values measured by the laser in tons
(by converting the distance in height of liquid, then measure

volume, and finally with the density, calculate the mass).

The communication between ThingsBoard and the Django will be made via internet to
improve remote development and testing. As said before, it will be used ThingsBoard REST
API for python that simplifies the requests. A simple representation is shown in the following

image (Figure 23):

Local Server Online DataBase
(Django/SQLite) (ThingsBoard)

Internet
pp— Internet

=]

Figure 23 - ThingsBoard and Django

Although we developed this platform, we kept ThingsBoard on the cycle as it would let
us test the project installed in the facility, and so we needed to install and test an API to facil-
itate our work, tb-rest-client. Tb-rest-client translates and process our requests without need-
ing to develop our own requests to ThingsBoard from root.

Using the tb-rest-client to communicate with ThingsBoard revealed to be a goof choice
and practical to use although it was needed some time to test and get used to the functioning.
The tests were mostly meant to enlighten the format of the messages received from the Things-
Board, this required several attempts to understand the work process and the meaning of
variables in the requests. To help developing this phase of the project it was used Swagger
online tools (“API Documentation & Design Tools for Teams | Swagger” n.d.), which simpli-
fied the course of software development taken for the project. Sometimes we would not get
the intended information from the API calls which would later reveal (most cases) to be re-
questing formats as well as missing information on the JSON messages.
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4,5 Interface

4,51 Frontend

In this phase, the part responsible for the user interface is developed. The communi-

cation with the backend is performed by sending requests in JSON format. Then, the infor-

mation delivered by the backend is presented to the user. To develop the frontend, it was used

JavaScript and its libraries, particularly React. These tools let us develop an interactive and

user-friendly page, necessary for a practical product. It was considered the client preferences

for the interface, focusing on the presentation of the information required for each page, and

implemented them.

The frontend is the more complex in number of files, but this organization will facilitate

the development by having each file dedicated to a simpler function. Some features will only

be available for the administrators, these are indicated with the word admin. Following, there

are described some important files for the development of this interface.

Table 7 - Frontend Files

Admin Alerts Responsible to show the management of alerts for the ad-
ministrators.

Admin Oils This tab will let the user add a new oil entry to the database.
This will then be available to select on the tank descriptions and
the oil used in the transfers.

Admin Page This page is a tab pane that permits the administrator to
choose the data that will be edited.

Admin Tank In this tab, the administrator can create, edit, or delete a

tank.

Admin Transfers

Here we can manage the transfers of oils done in the coop-

erative.

Admin users

User management.

Homepage For now, it is just the reception page, but we can prepare it
to show curiosities or news about the cooperative.

Login Page This page will permit login/logouts in the system, the re-
sult of the actions on this page will influence the appearance of
the site.

Tank Design It is responsible for the tank presentation.

Tank Details Tank Details is a page with the details of the selected tank,
these are the history in volume, the oil inside and the alerts his-
tory of the tank.

Tanks In this page we will be presented an interface with all the

tanks with a system installed, it is the most important page in the
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program. The page will refresh every 2 minutes to present oscil-
lations in the tanks (which might trigger alerts).

4.6 Full system overview

Finally, it is presented the full system model in Figure 24. Starting from the top left we
can find the lasers connected to the ESP32’s via cable using the I2C communication protocol.
Next, a Bluetooth low energy network connects the ESP’s, using a request/response method.
The client ESP (on the right), requests the values to the server ESP’s (on the left). These values
are sent to the Raspberry Pi via USB. With the help of a router with internet connection, the
Raspberry Pi sends the values to the ThingsBoard and these are saved in a different “disposi-

tive” that represent the Laser which reads the distance value.
I2C
- fSPad ESP3Z—
3 BLE & USB

-—-- ﬂ Ethernet

Internet connection
(the communication
protocol is not important)

= <

Local Server [\ .
( ) s Client

———————
S
Figure 24 - Full system architecture

The second phase consists of the local server. An API is used to communicate with the
ThingsBoard. The local server saves the other necessary data and processes the client re-
quests/responses. The client is provided with a webpage with a friendly interface where
he/she can access/manage data.

This system is very flexible, most parts are independent, which permits expansion, and
it can easily change for other applications. Reusable software has a great impact on the devel-
opment of new tools, it reduces time and resources investment by not requiring the "reinvent
of the wheel". In this particular case, with a few changes on the ESP32’s, the sensor and the
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interface, the application could read temperatures instead of distances, becoming a whole dif-
ferent product in spite of using mostly the same software. In another different scenario could
also do both just by adding a new sensor and change the messages format (and later adapt the
interface).
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5
Tests and Results

5.1 Tests

In this section it is analyzed the result tests done within the development of this project.
The tests were conducted for all levels progressively. At each new phase we advanced with
the system, we will present the tests in the sequence which they were made.

> Warehouse

Inside the warehouse we face a closed building full of inox tanks and metal components.
The olive oil is stored inside the tanks, which are around 10m height. The room is a big block
of around (60 X 15)m area. The space between tanks is a thin rectangle from one limit to an-
other following the 50m line. There is a network cable from the office to the warehouse that
will be connected to the router with internet access. The room is equipped with 20 + 4 tanks,
20 of 10m height 120 000 liters and 4 of 8m height (Figure 25). The taller tanks are equipped
with a tube (transparent in one side) needed to verify the filled height of the tank although
smaller ones have a float locked in a cable that will move a metallic object outside the tank.
Both methods are limited, in case of the tube, olive oil leaves debris that dirty the tube; in case
of the float, administrators already verified that the metallic object sometimes would get stuck
and not move at all.

Figure 25 - Olive Oil Warehouse
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The access to the top of the tanks is very limited: they are very tall (almost to the limit
of the ceiling); floor is slippery; there is no space for an elevator machine; it is not simple to
mount an access structure. Liquid movements are made from tubes that are only installed

when needed, these will connect to a pump and allow passage to where the oil is needed.

» Testing the reading values

The lidar LITE v3 was assembled to an Arduino Uno board and uploaded a fast cycle to
the Arduino. It consisted of presenting the laser value each millisecond. This was meant to
test the laser capacity for fast cycles as well as its variance. As expected from reading the laser
sheet, it was verified that the values would vary +/-8 cm although the product sheet assert
that the values may vary +/-10cm from the real distance. The laser was tested for different
distances although all in the range of our application, 0.2m-12m. In bigger distances there was
some limitations in space, so the tests started from pointing the laser to the roof in 3-4m dis-
tance, later using walls to test.

In this kind of tests, it was needed some carefulness with angles, in a 3m distance, a 10°
angle will vary the value in ~5cm, (1 — cos (10) = 1.519%) as illustrated in Figure 26. Alt-
hough 5cm seems a small error, in a 12m distance it would be 20cm, which in our application
could mean 2500 liters. Some of the variance we obtained during tests may have come from
the lack of precision on the laser position.

2950 0000 2995 5085

L

Figure 26 - 10° difference in distance (values in mm)
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Later, it was discussed it would be better to have the laser installed inside a tube with a
float inside, this would fix the laser position and the float would be made in a (near infra-red,
905nm wavelength) reflective material. To test how the laser would respond to the tube it was
bought a 2” PVC pipe which worked very well as the laser would perfectly fit and stay in the
right position. The results were great as the values would not float near as much as in open
air, later it was assembled a very simple object to verify the floating idea. The test consisted of
a carboy cut at the top with part of a PVC pipe stick with tape (Figure 27).

Figure 27 - Carboy with a taped PVC tube

Figure 28 - Float inside the PVC tube
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With this small device we verified if the laser would follow the level of water inside and
tested if the float would not get stuck. In Figure 28 it is shown the second float, the first one
was slightly larger and would sometimes get stuck, the second float worked fine with the
tests.

At some point we verified that sometimes the laser would stop responding and we
would only be able to read “nack” (meaning error) on the console. Later, we realized it was
due to a broken cable that would lose connection in some positions. Since we mounted a new
cable, we never verified that same error again.

> BLE network

The first tests to experiment the BLE network were based on only 2 devices. There were
some tests inside a building with walls. The results were good enough to proceed with the
idea, we had some walls that would require signal reflection to communicate. There was noise
in this path which would make it harder to detect the signal (Wi-Fi, GPRS, Bluetooth). The

objective was to verify the communication reach, how it would respond with disconnect-

i

a

5 ]

ing/reconnecting, and if it were able to reach the destiny with obstacles.

Figure 29 - Testing ESP32 reach with obstacles

Moving the right ESP32 upwards on the diagram would make it harder to make a con-
nection, although sometimes it would be able to communicate. In the positions represented
on the diagram there would always be a connection. In a straight line it can reach distances of
20+ meters which would be more than enough to proceed the experiment to the real applica-
tion.

After the reaching tests there were added more devices to the network, the limit was 4
devices, 1 server and 3 clients the client would not be able to connect with a fourth server with
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the code developed. As it is also possible to install a laser on the client, this means we can have
4 deposits in each network.

Although we were able to communicate between devices, sometimes the ESP32 re-
started (periods over 10 hours) and was not able to reconnect. Also, sometimes it randomly
loses connection between devices. After some more testing we realized that the right sequence
to assure it to connect would always pass by starting the server after all the clients were ready.
To solve this problem, we decided to make a reboot sequence that would reboot after the
occurrence of some errors, for example the disconnection of a client for more than 2 minutes.
Although it is not the most efficient procedure, it works very fine, as communication losses
rarely pass ten minutes. After some testing, it was opted to develop a software following the
chart presented in Figure 30:

Disconnected
someone?

Missing a
device for over 2
minutes?

Yes

Found wanted
devices?

Try connection

Connection
succeeded?

Mo

Request values to all
connected devices

Restart device

Figure 30 - ESP32 behavior sequence

» Sending information to ThingsBoard

As explained in section 4 of this work, the network (Bluetooth low energy network,
ESP32’s) data would be sent to a raspberry using an USB cable (which would also power the
client ESP device). To read the information it was chosen to use the “serial” library. It was
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developed a cycle that would upload the data to ThingsBoard when receiving new infor-
mation. The first connections were made using MQTT Paho library that is available for python
language. It is quite simple to use as the user would only need to initiate the program with
his ThingsBoard credentials and set a line to upload. This test was running for 3 weeks before
it started giving problems. After a while, ThingsBoard stopped communicating and accepting
new values. Verifying audit logs, it was concluded that this unsuccess was due to the high
uploading rate that the tests were using, there were uploadings each 2 seconds which was
extremely unnecessary for this type of data. It was then added a much bigger delay (10 mi-
nute) between updates that apparently solved the problem (the error did not appear during
the 2-month testing period).

After some more time and experience, it was decided to change the MQTT Paho library
for the tb_rest_client. This software seems more organized and complete. For the time being
this is still the library used in the project.

Olive oil inside the deposits is mostly a stationary value and it is unnecessary to period-
ically save a constant number. When this technology matures, we will change the conditions
to upload and adapt to the needs of the project. For the time being it was chosen to kee the
periodic updates as we have two of the servers generating random values (Figure 31). These
are used to verify the distance which we can communicate in the CABB's warehouse (as the
values are random, the watchdog would not make sense).

wait for new values > wait for new values

Has this device
uploaded in the last 10
minutes?

Has this device
uploaded in the last 10
minutes?

Upload value Mo

Did the value
change?

Figure 31 - Comparison of behaviors (installed vs intended)

Another throwback that was encountered during the test phase was the power supply
of the CABB. During the testing period, CABB has been having some trouble with its switch-
board that would casually shutdown the network and the Raspberry Pi. To bypass this prob-

lem, the raspberry was settled up to run a script that would initiate the program on its launch.
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This also allowed us to verify when the problem occurred, we just had to navigate to Things-
Board and verify the time which there had not been updates (using the ThingsBoard online
dashboard tool).

» Local server and ThingsBoard requests

The local server started from being a simple site host that would request data from
ThingsBoard to become a total platform with most of the data processing and analyzing. This
processing and request handling capabilities became important to develop a product that
made sense, and so there were a lot of tests between each phase. In the next table it is presented

a little resume on the responsibilities of this part of the project.

Table 8 - Data base and methods

Data Data processing
Users Verification of users and their access to certain requests
Tanks Verification of level, possible alerts, and the type of olive oil
inside

Alerts Notification in the principal page and registry in their tank
Olive oils Characteristics of each oil
Transfers Registry of transfers

> Interface

The interface did not have many limitations, only one important request: it should show
all the list of tanks in the cooperative and change color dependently on the percentage filled.
A suggestion mockup as how the user could visualize the tank's level is depicted in Figure 32.
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Figure 32 - Visualization of the tank's level mockup

Based on the mockup we came to one of the first iterations of the tanks page, shown in
Figure 33. Each circle represents a tank, with this design we can present more tanks which
was one of the client requests for the interface.

- |
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Sremean L CENCASETICWLOGA

Tank 1 Tank 2 Tank 3

Tank 5 Tank 6

Tank 4

Figure 33 - First version of tanks page

At this point there were still many problems in design and functioning: the tanks would
have to be added in the source code instead of being added by a user, the colors were not
working, calls to ThingsBoard were not polished, there was still data missing, the webpage
was not centered, and the dimensions would not change depending on the monitor dimen-
sions, among others. Later iterations of the webpage solved most of these issues, the current
application is presented in the following figures.
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Figure 34 - Homepage

The home page (Figure 34) is very simple, it is only meant to welcome the user and
present shortcuts for the remaining pages as well as to provide the links for the partnerships
made in this work.

ADMINISTRATOR TOOLS @ Fct D N D L iTl C Q @

FACULDADE DE
ot g CIENCIAS £ TECHOLOGUA
B IDR L ureamnace mova st

username password

LOGOUT

Figure 35 - Login page

In the login page (Figure 35), the user as the possibility to login and to logout. The tools
provided to the user will differ on its user type, administrators are provided with more func-
tionalities which are important for the cooperative, for example, the possibility to add a new
tank, eliminate users, verify alerts, among others.
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Figure 36 - Tank’s page

In the tanks page (Figure 36), it is presented all the tanks registered in the platform. If
well set up, they show the mass of product inside the tanks in tons. This measure unity was
chosen by the manager of the cooperative (the quantity of olive oil is registed using mass
instead of volume). The red square limiting the fourth tank means that there is an unverified
alert related to that tank.

tank 7 oil id: azeite 2021
organoleptic: 12
acidity: 0.01

peroxids: 32

spectrophotometry: 321

Figure 37 - Tanks page with a chart showing the level during a time interval

When clicking any of the tanks in that list, a smaller page will appear (grey page under
the list), in this page there will be presented the characteristics of the olive oil inside (Figure
37). It is also possible to verify the history of level of product during a closed time interval.
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> Real case test

It was installed a version of the system inside CABB, which has been running since 8t
April 2021. We have been testing durability, reluctance to electrical problems, network capa-
bility, and reconnection issues.

Figure 38 - View from the top of the test tank

In Figure 38 it is shown the warehouse from the top of tanks, the four closer tanks are
the reserve ones, and are the less volatile in terms of volume changing. As the risk was smaller,
CABB used one of these to make the tests. In zone 1 we have the electrical devices used to test
the system and in zone 2 (at ground level, 6-8meters lower than the image) there are 2 extra
devices generating random values. These are being used to test the network resistance to the
environment.

In Figure 39 we can check what is marked has zone 1 in Figure 38. Inside the box there
is a raspberry pi connected via Lan, an ESP32 client connected via USB to the raspberry and

another ESP32 server connected to a laser inside the tank via cable.
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Figure 39 - Assembly on top of the principal tank

5.2 Discussion

When testing in the real field, we were faced with a new problem. Most days we verified
that we would lose connection at around 7PM (only gaining access on the next day at 9AM on
weekdays). On weekends we would not regain access which could be caused by 2 different
problems, either the system would lose internet connection, or the electricity would go down.
As we are using VNCviewer which let us use raspberry remotely, we verified that no matter
which programs we opened, the next day all were closed, leading us to deduct that the elec-
tricity was cut during night periods and weekends.

This creates 2 problems; we need to reconnect the whole Bluetooth network; the soft-
ware must be running at start. The microcontrollers software always starts with the booting
so as long as they are able to reconnect, the system can work. For the raspberry it will be used
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its starting features to start the software with the booting. Crontab* let us schedule the start of
a script. We tried using it with its “reboot” option but unsuccessful. Following some sugges-
tions on the raspberry forums we found one that advises the user to instead try the “Auto-
Start” document. This was successful and it was chosen as the way to go. This solution has
been working since 13 April 2021, and to avoid sudden shutdowns, it was installed an UPS

with some battery that can extend the periods in which the raspberry is working.

The overall testing results were very positive as the assemble worked together with no
major problems. In each phase we had to retouch some loose ends clean up bugs and adapt
the system to the real case use, which highly improved the capacity to adapt to other problems
that were yet to come. We firmly believe that it is a good addition to the CABB.

The project is highly adaptable, and it has the chance to become a good tool for future
projects. The technologies used were all opensource reducing the overall cost of the system.
The combination of tools/technologies used to implement the project leave room for further

development.

4 Crontab is a program from Unix that lets the user schedule the execution of a command in the device.
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6

Conclusions and future work

Every day IoT technologies and devices are increasing their influence in the industrial
world, principally in monitoring applications. It is very important for small industries to keep
up with technology as it can reduce costs and improve the efficiency of the systems.

Internet services are growing and becoming simpler every day. It has become an im-
portant tool as it works really efficiently and simplifies development of new systems. Alt-
hough it works really efficiently and it is a great technology, it is required a whole other sys-
tem to interface with the real world for then to be presented in the computer screen. However,
this interface is not as easy to project and build, thus requiring some planning and studies,
and this is the problem we are trying to fix in this investigation.

6.1 Synthesis of the developed work
The main objective of this work was to imagine, project, and install an IoT platform
capable of monitoring the storage of olive oil. The development of this work is divided into 5
main phases:
» Study of olive oil production, storage, and characteristics

» Review on monitoring technologies, sensors and loT technologies
» Analysis of system requirements and possible architectures

» System development

» Tests and results

Based in the study and after verifying technologies we rapidly realized that for this pro-
ject we would focus mainly on volume control, the technology to evaluate acidity is mostly
done in laboratory and temperature is not really a key factor on producing and storing this
product.

In this specific application it was opted to use what we thought it was the best applica-
tion, to test other technologies we would require much more investment. More accurate sys-
tems are expensive and may require other hardware/software to function, besides the instal-
lation does not need that much precision to perform.
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With this work we can emerge the olive oil production in the technologic world and
improve the performance of the production and storage. We built a central base with the pos-
sibility of extension to more complex features, meaning that there is still space for future im-
provement.

6.2 Suggestions for future work
» Big Data analytics and Avrtificial intelligence

Big data analytics has been gaining influence in the technology world as it is very im-
portant for Artificial intelligence. It can help us predicting future states making it a great tool
to planning. In this particular project, it could help preventing food waste, which is one of the
big contemporary themes.

> Automatic transfer of fluids

We intend to fully automatize the final system, this would minimize operator risks and
would overcome human limitations on the process. It is one of the bigger steps as in this case,
a bad test could cost a lot of olive oil loss. It is also one big investment, requiring electrical
valves on every in/out tube.

> More efficient network

In the current state of installation, the Bluetooth low energy seems to be a good commu-
nication protocol, but in further development it might be required a faster communication
with fewer reconnections throughout the time, particularly in case of developing the auto-
matic transfer of fluids.

» Extension of the system

For further development and a better system, it would be good if at least we could have
4 lasers working in the planned state. This would permit us to test the setup one step further
and transform the system into something that CABB could really rely on.

» Better interface and extra features (if wanted/necessary)

The interface was built on user preference, but as it took much time to install the real
interface in the CABB network (due to the pandemic constraints) it was not possible to fully
adjust the interface with the administrator’s feedback. It is very important that the system is
adapted to the user, or it may be much less valuable to the system.

» Deploying the project on the internet

In future iterations of the server/interface, it might be worth to deploy the system in an
online server. This would get us another type of power over the system and extend its use.

67



For now, it is possible to get the olive oil height values online, but the users/local server is
only hosted in a local platform which limits the online features (This will also be required to
review security features and adapt to the intended scenario).

» Adding other sensors

In future it could also add new sensors to network without changing much of the al-
ready developed platforms, this system was developed modularly and left space for improve-
ment and extensibility. Itis quite easy to add a new sensor to the ESP32s such as a temperature
meter or a humidity sensor. We would then just need to adapt the network by changing the
messages format and adapt their processing in the central base.
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Annexes

12C Connection Diagrams PWM Wiring
Standard 12C Wiring

I

Trigger pin on microconiroller Oo vect the other side of the resisior 1o the
frigger pin on your microconirolier.

Monitor pin on microcontrolier | Connect one side of the resisior o the mode-
control connection on the device, andto a
manitoring péin on your microcontrolier.
Power ground (-) connecton Black Wire

680pF electrotyic capad o Yo. must obsenve e correct polarnity w
instaling the capacitor.

Power ground {-) connection Black wire

o 12C SDA connection Blue wire 9
1k resistor
(4) 12C SCA connecfon Greenwire (4) Q) resisto
i conny n Yellow it
@ 5\Vdc power () connection Red vire @ Mode-control connectior ellow vive
The sensor operates at 475 through 5.5 Vdc, @ |5 Vécpower (#) connecton Redwire

with a max. of 6 Vdc.

The sensor operates at 4.75 through 5.5 Vdc,
vitha max. of6 Vdc.

Standard Arduino I2C Wiring

PWM Arduino Wiring

ftem Description
680pF electrofytic capactor

st observe the comect polarty when
nstaling the capadior.
12C SCA connecfion Green wire

@

The sensor operates at 4.75 through 5.5 Vdc,
vitha max. of6 Vdc.
Power ground {-) connecfion Black Wire

12C SDA connecfion Blue wire

Power ground {-) connection Black wire

5Vdc power (+) connection Red wire
The sensor operates at 4.75 through 5.5 \dc,
with a max. of 6 Vdc.

00 ee

Monitor pin on microcontrolier | Connect one side of the resisior o the mode-
control connection on the device, andto a
manitoring pin on your microcontrolier.
Trigger pin on microcontrolier | Connect the other side of the resisior b the
Frigoer pin on your microcontrolier.

1k(} resstor

tem
@
(2]
9 Mode-control connection Yellow wire
4]
(5]
6]

Figure 40 - Lidar lite v3 datasheet
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