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Abstract

T his article  is d ev o ted  to the analysis o f  issues regard ing  the  p rob lem s and prospects o f  legal 
regu la tion  o f  d ig ita l eco n o m y  in a  m odern  state. It is no ted  th a t in the  cu rren t legal system  o f  the 
R ussian  F ed eratio n  re la tions re la ted  to  the d evelopm en t o f  d ig ita l p ro cesses are no t reg u la ted  in a 
com preh en siv e  and system atic  m anner. In particu lar, at bo th  the leg isla tive  and by-law  levels, such 
institu tions o f  the dig ital eco n o m y  as "block chain ," c ryp to  cu rrency" , "startup ," "sm art-con tact", 
"ICO " (prim ary  p lacem en t o f  ob lig a tio n s in the m arket o f  c ryp to  cu rrency) and som e o thers are still 
not p roperly  regu la ted . W ith in  the fram ew ork  o f  this w ork , the au thors have a ttem p ted  to define  the 
pecu liarities o f  the legal regu la tion  o f  the d ig ital econom y in R ussia  and in the  w orld , to h igh ligh t 
som e d iscussion  an d  p ro b lem atic  p o in ts on this p rob lem  and to express their ow n position  fo r their 
so lu tion . A t the  end  o f  the study, the authors p ropose  how  to use  fo reign  p ositive  ex p erien ce  in this 
d irec tion  and de te rm in e  the d irec tio n s o f  its refrac tion  in the R ussian  legal system .

Keywords: L egal R egu la tion , D ig ita lization , D igital E conom y, D ig ita l E conom y Institu tions, 
In form ation  Society , Innovations, N ational Program .

Introduction

It should  be no ted  that cu rren tly  in the R ussian  Federation  and in the w orld  there  is a d ig ita lizatio n  o f 
v arious spheres o f  soc iety , conn ec ted  w ith the active  app lication  o f  in form ation  techno log ies in the 
d ev elo p m en t o f  the in fo rm ation  society . O ne o f  the segm ents o f  general d ig ita liza tio n  is the d igital 
econom y, the e ffec tiv e  function ing  o f  w hich  as a w hole and its ind iv idual in stitu tions seem s 
im p o ssib le  w ithou t a  q ua lita tive  (a rb itrary  and n on-com petitive) legal reg u la tio n  o f  the re levan t 
sphere  o f  social re la tions. M eanw hile , it shou ld  be  no ted  that in the  cu rren t legal system  o f  the 
R ussian  F ed eration , re la tions re la ted  to the dev elo p m en t o f  d ig ita l p ro cesses a re  not su ffic ien tly  
reg u la ted  in an in teg rated  and system atic  m anner. In particu lar, at both the leg isla tive  and by-law  
levels, such  in stitu tions o f  the d ig ita l econom y as "b lock chain ," c ryp to  c u rren cy ”, "startup", "sm art- 
con tact", "IC O " (p rim ary  p lacem en t o f  ob liga tions in  the m arket o f  c ryp to  cu rrency) and som e o thers 
are still no t p ro p erly  regu lated . T h is situation , as confirm ed  by a num ber o f  sc ien tists  [1], causes gaps 
in the  lega l reg u la tio n  o f  the d ig ita l econom y, as w ell as various legal co n flic ts that actually  lead to 
the  d isp lacem en t o f  a n u m b er o f  d ig ita l transac tions, carried  ou t p rim arily  by  sm all and m ed ium -sized  
businesses, in to  an illegal financial and econom ic  field . M oreover, resources a ttrac ted  by dom estic  
business en tities in v irtua l w orld  capital m arkets, fo r exam ple, as a resu lt o f  the  issue o f  c ryp to
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currenc ies are qua lified  by  the law  en fo rcem en t agencies o f  the R ussian Federation  as "operations fo r 
the illegal im p o rt o f  cap ital,"  w hich  is the basis fo r adm in istra tive  and crim inal liability .

In fo reign  co u n tries , too , the  legal v acuum  in the regu la tion  o f  the d ig ita l econom y causes serious 
p rob lem s in the soc ial sphere. T hus, N. Jones, as an exam ple  o f  such  a  situation , c ites the  in troduction  
o f  such  in novative  tech no logy  as U ber in the sphere  o f  serv ices p ro v ision , as a resu lt o f  w hich  the 
trad itiona l m odel o f  legal regu la tion  o f  transport se rv ices p rov ision  w as no t app licab le  in a nu m b er o f  
coun tries , in p a rticu la r in Ind ia  [2]. M oreover, som e W estern  scien tists be lieve  that the developm en t 
o f  the d ig ita l econom y can sign ifican tly  change the estab lished  goals, tasks and functions o f  public 
au tho rities and even  in fluence  national sovereign ty  [3].

In this regard  w ith in  the fram ew o rk  o f  th is article , it seem s appropria te  to re fe r to the defin ition  o f 
pecu lia ritie s  o f  the lega l regu la tion  o f  the d ig ita l econom y in R u ssia  and in the  w orld , to h igh ligh t 
som e d iscussion  and  p ro b lem atic  po in ts on  this p rob lem  and to  express the  au tho rs ' v iew  on their 
so lu tion .

Methodology

The m ethodological basis o f  the study is based on the application o f  various popular scientific techniques 
and m ethods o f scientific know ledge (analysis, synthesis, derivation, induction, system -structural, formal- 
logical approaches), as well as private scientific m ethods - form al-legal, com parative-legal and 
interpretative.

Discussion and Results

B efore  co n sid erin g  the p ecu liarities o f  the legal regu lation  o f  the  dig ital eco n o m y , it seem s logical, 
from  our p o in t o f  v iew , to turn to  the concep t o f  legal regu la tion  as a w hole. N ote  that "regulation" 
(from  lat. reg u la re  - to put in o rder) in social, political, p sycho log ical, and econom ic  dom ains can 
take m any  form s: legal restric tions p rom oted  by a g o v ernm en t au thority , con tractua l agreem en ts (for 
exam ple, con tracts be tw een  reg u la tions and regu la tions 4 norm s), co -regu lation , th ird-party  
regu la tion , certifica tion , accred itation  or m arke t regu la tion  [5].

T h is ap p ro ach  m akes it poss ib le  to speak  o f  legal regu la tion  as a w ho le  as a dynam ic  system  
(process), includ ing  the  fo rm ation  o f  legal norm s; their effec t w hich  resu lts  in legal re la tions arising  
or changing ; rea liza tio n  o f  sub jective  righ ts and ob liga tions th rough  w hich  the ob jec tives o f  legal 
regu la tion  are ach ieved  [6; 7 , 8; 9].

As fo r the co ncep t o f  "digital econom y," the em ergence  o f  the co rresp o n d in g  concep t in the 1990s is 
re la ted  to the nam e N. N egropon te, w ho, using  the m etaphor abou t "the transition  from  atom  
p rocessing  to b it p ro cess in g ", no ted  the lack o f  classic  goods in th e ir "physical" em b o d im en t such as 
w eigh t, raw  m ateria ls , transport, and declared  advantages o f  a new  econom y based  on lack o f  goods 
w eigh t, v irtua lity , lack  o f  d em and  fo r raw  m ateria ls, in stan t g lobal m o vem en t [10]. In the legal 
literatu re, in p a ralle l w ith  the concep t o f  "digital econom y," the  term  "in tellec tua l econom y" is also 
found . T he au th o rs  o f  this term  associate  the function ing  o f  th is eco n o m y  type  w ith  the w ide use  o f  
innovation , inc lu d in g  artificial in te lligence  [11].

A s the C om petition  C o m m ittee  o f  the F inance and B usiness O ffice  o f  the O rg an iza tion  fo r E conom ic 
C o -o p eratio n  and D ev elo p m en t (O E C D ) notes the concep t o f  "dig ital econom y" is the basis for 
referring  to  m ark e ts fo cu sed  on d ig ital techno log ies that are gen era lly  invo lved  in the trade of 
in fo rm ation  g o ods or serv ices th rough  electron ic  com m erce. T he d ig ital eco n o m y  operates on a 
m ultilevel basis w ith  separa te  segm en ts re la ted  to data  transm ission  [12].

It shou ld  be  no ted  that the  spec ific  ch aracte ris tics o f  the dig ital econom y, w hich  d iffe r from  the post- 
industria l m odel o f  recen t tim es [13], requ ire  a q ualita tively  d ifferen t m odel o f  legal regu la tion , to the 
p ecu liarities o f  w hich  w e p ropose  to re fer in m ore detail.
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First, let us d raw  a tten tion  to  the fact that the d ig ital eco n o m y  is m ore  g lo b a lized  than  trad itional 
m odels o f  eco n o m ic  re la tions. D ue  to that certain  regu larities and u n iv ersal p rin c ip les  o f  its legal 
regu la tion  at the in te rn a tio n a l and  national levels in d ifferen t coun tries can  b e  found , so  that the  w ays 
o f  so lv ing  em erg in g  p ro b lem s in legal regu la tion  fo und  in d ifferen t cou n tries  w ill a lso be  identical. 
T hus, in R ussia  and in the w orld , there  is u n certa in ty  and fragm en ta tion  in the  legal regu la tion  o f  the 
d ig ita l econom y institu tions, w hich  cause  p ro b lem s at the in te rnational level.

T he m ain d ifficu lty  in th is m atter is the specificity  o f  the  sub ject m atter o f  the legal regu lation . The 
fact is that the  d ig ita l eco n o m y  canno t be described  as a single stru c tu red  system , and therefore  
can n o t be regu la ted  by a "package" o f  law s or by pub lic  ad m in istra tion  refo rm  in this area. This 
system  is co m plex , in clu d es a w ide varie ty  o f  in stitu tions and activ ities and  does no t cover all sectors 
o f  e conom ic  activ ity .

T h e  specifics o f  the  legal regu la tion  in this field  can be d escribed  in the fo llo w in g  exam ple. T hus, in 
2009 , the report o f  the A ustra lia  G overnm en t D epartm ent o f  B roadband , C o m m unications and 
D igital E conom y, se tting  ou t a stra tegy  fo r the developm en t o f  the dig ital eco n o m y  in the country , 
no ted  that the  deve lo p m en t o f  the  sec to r requ ired  concerted  action  by society , industry  and the State, 
w hose ro le w as to fill m arket gaps, avo id  social inequality  and ensure the leg itim ate  and effic ient 
function ing  o f  m arkets. T h e  m ain task  o f  the S tate  is to p ro v ide  opportu n ities  fo r all sub jects to take 
advan tage  o f  d ig ita l o p p ortun ities th rough  the creation  o f  appropria te  in fras tru c tu re , the p rom otion  o f 
innovation  and the  con so lid a tio n  o f  a  favourab le  legal regim e. [14]

T h e  m ain  id ea  o f  th is rep o rt is a  pe rfec tly  fa ir ind ication  th a t "digital" reg u la tio n  and "digital" 
develo p m en t based  on it in all spheres o f  social re la tions is possib le  on ly  on the basis o f  clear 
stra teg ic  con cep tu a l p lann ing . T his p rincip le  o f  legal regu la tion  o f  the d ig ital econom y in the R ussian 
F ederation  has been em b o d ied  in the re levan t strategic docum ents.

T he m ain  stra teg ic  docum en t that estab lished  the legal defin ition  o f  the d ig ita l econom y in the 
R ussian  F edera tio n , is the D ecree o f  the P residen t o f  the R ussian  Federation  No. 203 o f  09 .05 .217 
"O n the S tra tegy  for the D ev elo p m en t o f  the In form ation  Society  in the R ussian  Federation  from  
2017 to 2030," w hich  estab lished  the purposes, tasks and  m easu res fo r im p lem en tation  o f  dom estic  
and fo reign  p o licy  o f  the R ussian  Federation  in scope  o f  in fo rm atio n  and com m unica tion  
techno log ies, a im ed  at the d ev elo p m en t o f  the in fo rm ation  society , the fo rm atio n  o f  the national 
d ig ital econom y, the  p rom otion  o f  national in terests and the im p lem en tation  o f  stra teg ic  national 
p rio rities. A ccord ing  to this regu la tion , the dig ital econom y is econom ic  activ ity , the p roduction  key 
facto r o f w hich is dig ital data, p rocessing  o f  large vo lum es and use o f  the resu lts o f  analysis. If to 
co m pare  w ith the  trad itiona l fo rm s o f  econom ic  m anagem ent they  allow  to increase  s ign ifican tly  the 
e ffic iency  o f  va rio u s types o f  p rod u c tio n , technolog ies, eq u ipm en t, sto rage, sa le, de livery  o f  goods 
and serv ices [15].

T he docu m en t spec ify in g  the S tra tegy , in term s o f  the d ig ita l eco n o m y , is R eso lu tion  o f  the 
G o v ern m en t o f  the R ussian  F ed eratio n  N o. 234 o f  02 .03 .2019  "On the S ystem  o f  M an ag em en t o f  the 
Im p lem en tation  o f  the  N ational P rogram  "D igital E conom y o f  the R ussian  F edera tio n "[1 6 ], w hich 
estab lished  the func tional struc tu re  o f  the m anagem ent system ; p rocedure  fo r developm ent, 
m on ito ring  and contro l o f  federal p ro jec ts im p lem en tation ; responsib le  au tho rities and o rgan izations. 
T h is d o cu m en t "replaced" the p rev ious p rogram  o f  the sam e nam e, bu t re ta ined  m ost o f its 
sh o rtcom ings, nam ely , the lack  o f  a defin ition  o f  the concep t o f  the d ig ital eco n o m y  and its structure; 
in com plete  q u an tita tive  ind ica to rs o f  the fu ture  developm en t o f  its national secto r; poor developm ent 
o f  issues o f  in teg ration  o f  dom estic  sub jects o f  econom ic  re la tions in the virtual segm en t (lack  o f  an 
ind ica tion  o f  the  in stitu te  "b lock chain"); p reten tiousness, n o n -availab ility  w ith sp ec ific  legal 
requ irem en ts [1, p. 70].

Foreign  ex p erien ce  in the legal regu la tion  o f  the p rob lem  is o f  in te rest in this study. In particu lar, 
since 2016 , the  U n ited  S tates has developed  and im plem en ted  a co m p reh en siv e  program  fo r the 
deve lo p m en t o f  the  d ig ita l econom y "D igital E conom y A genda" [17, p. 51], w hich regulates 
s im ultaneously  the  access liberaliza tion  and in form ation  security  o f  c itizens on the Internet, as well as
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a nu m b er o f  issues to  su p p o rt the activ ities o f  IC T  producers and sellers in the N orth -A m erican  and 
w orld  industry  m arkets. T h e  analysis o f  the m ain  prov isions o f  this d o cu m en t show s that it is, to 
som e ex ten t, p ro tec tio n ist tow ards d ig ital p roducers. A t the  sam e tim e, the p rogram  is a im ed  at (a) 
im p rov ing  th e  e ffic ien cy  o f  an titru st leg isla tion  in th e  field  o f  d ig ita l tech n o lo g ies  and v irtual 
econom y sec tors; (b) stim u la ting  econom ic  acto rs operating  in these  m arkets; (c) im prov ing  the  legal 
sta tus o f  en tities o f  the  v irtual sec to r o f  the d ig ita l econom y, such  as v irtua l corpora tions, financial 
and cred it in stitu tio n s (in te rnet banks and investm ent funds, e tc .; (d) d ev e lo p m en t o f  legal regu lation  
o f  financia l and  econom ic  transac tions carried  ou t using  cryp to  currency ; (e) o p tim iza tio n  o f  com plex 
regu la to ry  and  legal support o f  sm art-co n trac tin g  institu tion .

A ccord ing ly , the po sitiv e  ex p erien ce  o f  such  legal regulation  can a lso  be accep ted  by the dom estic  
system  o f  legal regu la tion  o f  the IC T  m arket in such areas as en su ring  co m p etitiv en ess and openness 
o f  p roduction  and sale o f  IC T  fo r sta te  and m unicipal needs; fu ll in troduction  o f  an titru st com pliance  
in the activ ities o f  econom ic  actors; system ic and in teg rated  p u b lic -p riv ate  p a rtnersh ip  in ICT; 
p rom otion  o f  d o m estic  tech n o lo g ies in develop ing  IC T  m arke ts o f  "friend ly" sta tes w ithin the 
fram ew ork  o f  econom ic  b locks such  as the E A E U  and B R IC S.

In o rd er to im p lem en t the d irec tions m entioned  above, it is p roposed  to so lve  the fo llo w in g  m ain 
issues.

F irst, w hile  m o d ern iz in g  the  legal regu la tion  o f the  d ig ital econom y, it is n ecessary  to m ake a 
th o ro u g h  analysis and assessm en t o f  the  re levance  o f  ex isting  legal m odels, as w ell as the ex istence 
o f  conflic ts and gaps in ex is ting  leg isla tion  [18].

T here  is a v iew  th a t in the sphere  o f  the d ig ital econom y there is a g reater d em and  not fo r forw ard- 
look ing  (fo recast-b ased ) legal regu la tion , bu t fo r an approach  a im ed  at s tream lin in g  a lready  ex isting  
social re la tio n s a fte r their em erg en ce  on the basis o f  the in fo rm ation  availab le  at that tim e [2, p. 24]. 
T h is approach  can hard ly  be  considered  abso lu te ly  ju s tified  fo r o u r legal system , as it is suggested  by 
the rep resen tative  o f  W estern  c iv ilization , w here the m ain reg u la to r is p receden t. A s fo r the analy tical 
co m ponen t o f  the  law -m ak in g  p rocess in the d ev elopm en t o f the re lev an t legal and regu lato ry  
fram ew ork , its feasib ility  is bey o n d  doubt.

Second , ad m in istra tive  barrie rs to  the func tion ing  o f  the dig ital econom y in stitu tions need to be 
rev iew ed  and, if  possib le , e lim ina ted  (th is is, in ter alia, the exam ple  g iven  at the beg inn ing  o f  this 
a rticle  on business in virtual w orld  m arkets).

T hird , to crea te  u n ified  approaches fo r all m em ber states o f  the E urasian  E conom ic  U nion in the field  
o f  legal reg u la tio n  o f  the  d ig ita l econom y, w hich  con tribu te  to  the d ev elo p m en t o f  the  d igital 
econom y in the  co rresp o n d in g  legal space;

Fourth , to d evelop  and approve the necessary  m ethodo log ical docu m en ts (regu la tions) a im ed  at 
fo rm ing  ap p ropria te  com p eten ces in the field  o f  d igital econom y fo r law yers, pub lic  servan ts and 
o th er persons d irec tly  invo lved  in the  d rafting  process, adop tion  and im p lem en tation  o f  regu la to ry  
legal acts in  the sph ere  o f  regu la tion  o f  the dig ital econom y in the  territo ry  o f  the R ussian  Federation , 
and  und ertak e  the  necessary  m easures to  develop  these com petenc ies (p ro fessional re tra in ing , 
ad v anced  tra in ing , conferences, etc.).

Conclusion

As a  resu lt o f  the  study carried  ou t on the p ro b lem s and p ro sp ects o f  legal reg u la tio n  o f  the d igital 
econom y in the R ussian  Federation , the fo llow ing  conclusions can be draw n:

- T he d ig ita l econom y, as a  sub ject o f  legal regu lation , is ch aracte rized  by  its g lobal nature, 
and th erefo re , at the in te rnational and national levels, there  are certain  pa tte rn s and universal 
p rincip les fo r  its reg u la tio n  in various countries;
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- T h e  d ig ital econom y does not have a unified , hom ogeneous s truc tu re  and canno t be 
reg u la ted  by a "package" o f  law s or by pub lic  adm in istration  reform  in this area; it is an in tegrated  
system  that b rin g s to g eth e r d iverse  IC T -based  institu tions and activ ities;

- "D igital" lega l reg u la tio n  and "digital" develo p m en t based on it is po ss ib le  on ly  on the 
basis o f  c lear s tra teg ic  conceptua l p lann ing , w hich  is re flected  in the  re lev an t stra teg ic  docum ents 
nam ed and briefly  analysed  in o u r work;

- T he use  o f  fo reign  experience  in m odern izing  the system  o f  legal reg u la tio n  o f  the d igital 
econom y is o f  som e in terest[ 18, p  3850].

Thus, basing  on  the analysis o f  v arious ap proaches to  the study  o f  o p tim izing  the  legal regu la tion  o f 
the d ig ital econom y, it can be  concluded  that in this a rea  it is necessary  to c rea te  a legal reg im e that 
w ould  ensure, on the  one  hand , the  sm ooth  d ev elopm en t o f innovation  and, on the o ther, m inim ize 
the possib le  risks asso c ia ted  w ith  the inab ility  to p red ic t the dev e lo p m en t o f  in stitu tions o f  the digital 
econom y fo r a long  p e rio d  o f  tim e.
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