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BUSINESS WARFARE 

TOM C.W. LIN* 

Abstract: Businesses are under attack. State and non-state adversaries are as-
saulting companies using drones, mercenaries, cyberweapons, sanctions, and re-
strictions. Instead of military installations and government institutions, private 
firms are often the preferred targets in this mode of warfare. Instead of soldiers 
and squadrons with bullets and bombs, the weapons of choice are frequently eco-
nomic hostilities and cyberattacks. This is the new war on business. 
 This Article offers an original examination of contemporary business warfare, 
its growing importance to national and corporate affairs, and the need for better 
pragmatic approaches to understanding and addressing its rising threat to our 
economic stability, national security, and social welfare. It begins by providing an 
overview of the business theater of war, investigating the combatants, targets, 
and weapons. Next, this Article analyzes recent episodes of business warfare in-
volving the United States, Russia, Iran, Saudi Arabia, and China to ground the 
theoretical discussion in the real world. These case studies illustrate the complex 
matrix of considerations posed by business warfare. The Article then contends 
with the fundamental legal and practical tensions of economic impact, business 
hostilities, cyberattacks, and non-state actors that emanate from business warfare. 
Finally, moving from problems to solutions, this Article proposes three workable 
initiatives to better protect firms and nations against the risks of business warfare. 
Specifically, it argues for robust business war games, smart cybersecurity guid-
ance and incentives, as well as greater supply chain and market diversification. 
Ultimately, this Article aspires to provide a practical blueprint for government 
and corporate leaders to reflect, plan, and act with more urgency about the con-
sequential realities of business warfare. 

INTRODUCTION 

Nations and businesses compete.1 They clash with one another.2 They 
contend for critical supplies, scarce talent, market share, know-how, influence, 
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and power in an interconnected world.3 This competition has been made self-
evident during the COVID-19 pandemic, as governments and corporations 
race to find therapies, vaccines, and policies to curb the deadly spread of a mu-
tating virus.4 Some of this competition is friendly, cooperative, and mutually 
beneficial.5 Other competition is hostile, contentious, and imperious.6 In recent 
years, this competition between and among nations and businesses has grown 
alarmingly and increasingly adversarial and combative as nation-states and 
non-state actors target specific businesses for attacks, sanctions, and recrimina-
tions with new intensity and methods.7 This growing contemporary war on 
business has serious legal, economic, and social implications. 

Over the last decade or so, the world has witnessed the emergence of this 
new mode of business warfare.8 For example, the United States banned 
Huawei, one of China’s largest and most prominent technology companies, 
from doing business in the United States due to national security concerns.9 
Foreign drones affiliated with Iran attacked oil installations of state-owned 

                                                                                                                           
1 See generally JOSEPH E. STIGLITZ, GLOBALIZATION AND ITS DISCONTENTS REVISITED: ANTI-

GLOBALIZATION IN THE ERA OF TRUMP 28 (2018) (describing “a system of globalization under which 
countries competed in every way possible to attract business”); MICHAEL E. PORTER, ON COMPETI-
TION, at xi (2008) (“Competition is pervasive, whether it involves companies contesting markets, 
countries coping with globalization, or social organizations responding to societal needs.”). 

2 See DAVID ROTHKOPF, POWER, INC.: THE EPIC RIVALRY BETWEEN BIG BUSINESS AND GOV-
ERNMENT—AND THE RECKONING THAT LIES AHEAD 195 (2012) (“[C]orporations have grown in 
influence worldwide and in every instance have played a role in paring away key prerogatives of the 
state.”). 

3 See THOMAS J. WRIGHT, ALL MEASURES SHORT OF WAR: THE CONTEST FOR THE TWENTY-
FIRST CENTURY AND THE FUTURE OF AMERICAN POWER 130 (2017) (“Countries are competing with 
each other but they are also closely linked; consequently, they are gradually exploring how to use 
these linkages to their own advantage.”). 

4 See David E. Sanger, David D. Kirkpatrick, Sui-Lee Wee & Katrin Bennhold, A Global Race to 
Figure Out a Silver Bullet, N.Y. TIMES, Mar. 20, 2020, at A1; Yasmeen Serhan, Vaccine Nationalism 
Is Doomed to Fail, THE ATLANTIC (Dec. 8, 2020), https://www.theatlantic.com/international/archive/
2020/12/vaccine-nationalism-doomed-fail/617323/ [https://perma.cc/7LX3-TNRA]. 

5 See DANIEL W. DREZNER, THE SYSTEM WORKED: HOW THE WORLD STOPPED ANOTHER 
GREAT DEPRESSION 24–27 (2014) (discussing how nations worked together to solve a global financial 
crisis in the years following 2008). 

6 See DANIEL YERGIN, THE NEW MAP: ENERGY, CLIMATE, AND THE CLASH OF NATIONS 423 
(2020) (“The world has become more fractured, with a resurgence of nationalism and populism and 
distrust, great power competition, and with a rising politics of suspicion and resentment.”). 

7 See J. Benton Heath, The New National Security Challenge to the Economic Order, 129 YALE 
L.J. 1020, 1024 (2020) (“Major geopolitical disputes now play out within trade and investment institu-
tions rather than outside them.”). 

8 See JUAN C. ZARATE, TREASURY’S WAR: THE UNLEASHING OF A NEW ERA OF FINANCIAL 
WARFARE 384 (2013) (“The conflicts of this age are likely to be fought with markets, not just militar-
ies, and in boardrooms, not just battlefields. Geopolitics is now a game best played with financial and 
commercial weapons.”). 

9 Steve Lohr, U.S. Moves to Ban Huawei from Government Contracts, N.Y. TIMES, Aug. 8, 2019, 
at B6. 
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Saudi Aramco, one of the most valuable companies in the world.10 Members of 
China’s military hacked into the American data corporate giant, Equifax, to 
gather private, sensitive information about American officials and intelligence 
officers for bribery and blackmail.11 North Korea initiated an unprecedented 
attack on Sony in response to a movie portraying North Korea’s president in an 
unflattering manner.12 Hackers affiliated with Russia targeted large American 
corporations and large swaths of the federal government.13 Regardless of form, 
motivation, and severity, these hostilities against individual businesses raise 
critical, interlocking questions about law, commerce, society, and warfare. 

This Article reviews the contemporary war on business, its growing im-
portance to corporate and national affairs, and the pressing need for better, 
pragmatic approaches to understanding and addressing these rising threats to 
our economic stability, national security, and social welfare. This Article offers 
a descriptive and normative examination of the contemporary acts of warfare 
and aggression that many businesses currently face. It explores the combatants, 
targets, and weapons of this conflict in the present-day context; highlights crit-
ical legal and practical tensions; and proposes workable initiatives to better 
protect business stakeholders and nations against the looming threats presented 
by this new war on business. 

Building and drawing on the author’s prior works,14 and a rich, interdisci-
plinary literature relating to law, management, history, international relations, 
national security, and cybersecurity, this Article seeks to make three contribu-
tions.15 First, this Article aims to provide an original preliminary narrative for 
                                                                                                                           

10 Ben Hubbard, Palko Karasz & Stanley Reed, Saudi Oil Supply Is Put in Danger by Drone 
Strikes, N.Y. TIMES, Sept. 15, 2019, at A1. 

11 Katie Benner, Justice Dept. Charges 4 Chinese in Equifax Hack, N.Y. TIMES, Feb. 11, 2020, at 
A1. 

12 See BEN BUCHANAN, THE HACKER AND THE STATE: CYBER ATTACKS AND THE NEW NORMAL 
OF GEOPOLITICS 70–80 (2020) (chronicling the cyberattack on Sony by North Korea). 

13 Nicole Perlroth, David E. Sanger & Julian E. Barnes, Russian-Owned Software Company Eyed 
as Entry Point for Wide Breach, N.Y. TIMES, Jan. 7, 2021, at A20. 
 14 Some of the ideas discussed in this Article stem from and build on research and base material 
included in the author’s previous work, edited and published by the Minnesota Law Review in 2016. 
See Tom C.W. Lin, Financial Weapons of War, 100 MINN. L. REV. 1377 (2016) (discussing the grow-
ing importance and capabilities of financial weapons). 

15 See id. at 1377–78 (discussing cybersecurity); see, e.g., IVAN ARREGUÍN-TOFT, HOW THE 
WEAK WIN WARS: A THEORY OF ASYMMETRIC CONFLICT 2–15 (2005) (history and international 
relations); CHRISTIAN BROSE, THE KILL CHAIN: DEFENDING AMERICA IN THE FUTURE OF HIGH-
TECH WARFARE 25–27 (2020) (cybersecurity); JENNIFER RIEL & ROGER L. MARTIN, CREATING 
GREAT CHOICES: A LEADER’S GUIDE TO INTEGRATIVE THINKING 122 (2017) (management); DAVID 
E. SANGER, THE PERFECT WEAPON: WAR, SABOTAGE, AND FEAR IN THE CYBER AGE 121–25 (2018) 
(cybersecurity and international relations); Derek E. Bambauer, Ghost in the Network, 162 U. PA. L. 
REV. 1011, 1062–63 (2014) (cybersecurity); Mehrsa Baradaran, Regulation by Hypothetical, 67 
VAND. L. REV. 1247, 1319 (2014) (law); Kristen E. Eichensehr, The Law and Politics of Cyberattack 
Attribution, 67 UCLA L. REV. 520, 522–26 (2020) (law and cybersecurity); Oona A. Hathaway et al., 
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explaining and understanding contemporary business warfare in an integrative 
manner that cuts across disciplines. Second, building upon this narrative, this 
Article aims to identify and analyze larger legal and practical tensions relating 
to business warfare given the crosscutting concerns of global economics, na-
tional security, and corporate governance. Third, it aims to offer a set of prag-
matic proposals for national policy-makers and corporate stakeholders seeking 
to address the important consequences posed by business warfare.16 

In pursuit of these objectives, this Article is mindful of the serious and 
varied national security and military considerations implicated by contempo-
rary business warfare, but it aims to provide a more crosscutting, civilian-
oriented perspective.17 At the same time, the Article is also cognizant of the 
longstanding, traditional legal perspective that generally views economic and 
financial hostilities targeting businesses as actions that fall short of traditional 
categorizations and terminologies of war.18 Nevertheless, this Article argues 
for a more nuanced, novel view on the matter as the traditional boundaries of 
private business, public policy, and national security blur and break down in a 

                                                                                                                           
The Law of Cyber-Attack, 100 CALIF. L. REV. 817, 837 (2012) (law and cybersecurity); Eric Talbot 
Jensen, Cyber Warfare and Precautions Against the Effects of Attacks, 88 TEX. L. REV. 1533, 1534–
36 (2010) (history and cybersecurity); Neal K. Katyal & Laurence H. Tribe, Essay, Waging War, 
Deciding Guilt: Trying the Military Tribunals, 111 YALE L.J. 1259, 1260 (2002) (history and national 
security); Harold Hongju Koh, Remarks, The State Department Legal Adviser’s Office: Eight Decades 
in Peace and War, 100 GEO. L.J. 1747, 1772 (2012) (international relations); Tom C.W. Lin, The New 
Market Manipulation, 66 EMORY L.J. 1253, 1287–93 (2017) (law and cybersecurity); Heath P. Tar-
bert, Modernizing CFIUS, 88 GEO. WASH. L. REV. 1477, 1495 (2020) (national security); Andrew 
Verstein, The Corporate Governance of National Security, 95 WASH. U. L. REV. 775, 777–80 (2018) 
(national security). 
 16 See infra Part IV. 

17 For a small sampling of the rich national security and military-oriented writings related to busi-
ness warfare, see, for example, CHRIS NISSEN, JOHN GRONAGER, ROBERT METZGER & HARVEY 
RISHIKOF, DELIVER UNCOMPROMISED: A STRATEGY FOR SUPPLY CHAIN SECURITY AND RESILIENCE 
IN RESPONSE TO THE CHANGING CHARACTER OF WAR 7–14 (2018), https://www.mitre.org/sites/
default/files/publications/pr-18-2417-deliver-uncompromised-MITRE-study-26AUG2019.pdf [https://
perma.cc/L724-AMA9]; Robert Chesney, Military-Intelligence Convergence and the Law of the Title 
10/Title 50 Debate, 5 J. NAT’L SEC. L. & POL’Y 539, 542–45 (2012); Gerhard Wheeler, Operational 
Resilience: Applying the Lessons of War, CAPCO INST. J. FIN. TRANSFORMATION, May 2021, at 134, 
134–35; Gary Corn, Cyber Operations and the Imperfect Art of “Translating” the Law of War to New 
Technologies, LIEBER INST. W. POINT: ARTICLES OF WAR (Sept. 3, 2020), https://lieber.westpoint.
edu/cyber-operations-imperfect-translating-law-war-new/ [https://perma.cc/NE7U-DJMH]. 

18 See, e.g., NILS MELZER, INT’L COMM. OF THE RED CROSS, INTERPRETIVE GUIDANCE ON THE 
NOTION OF DIRECT PARTICIPATION IN HOSTILITIES UNDER INTERNATIONAL HUMANITARIAN LAW 
31–36, 71–73 (2009), https://www.icrc.org/en/doc/assets/files/other/icrc-002-0990.pdf [https://perma.
cc/3N56-5FV5]; Matthew C. Waxman, Cyber-Attacks and the Use of Force: Back to the Future of 
Article 2(4), 36 YALE J. INT’L L. 421, 422 (2011) (“Most economic and diplomatic measures, even if 
they exact tremendous costs on target states (including significant loss of life), are generally not 
barred by the U.N. Charter, though some of them may be barred by other legal principles.”). 



6 Boston College Law Review [Vol. 63:1 

new age of global commerce and conflict.19 The ineffable nature of modern 
global conflicts renders traditional dictions and doctrines of warfare insuffi-
cient along multiple vectors, and readily makes stale attempts at drawing new 
theoretical bright lines.20 While law and policy might be lacking in appropri-
ately cogent categories and clear terminology for what is happening, the reali-
ties of the world are not lacking in troubling cases and the need for practical—
albeit inelegant—proposals. In response to that void, this Article aspires to 
provide an original, pragmatic mirror and searchlight for reflecting, conceptu-
alizing, and guarding against the consequential realities of contemporary busi-
ness warfare. 

This Article constructs this mirror and searchlight in four parts. Part I re-
veals the emerging form of business warfare.21 It describes contemporary busi-
ness warfare as a form of asymmetrical warfare that can be waged by nation-
states and non-state actors against their adversaries by targeting individual 
businesses and industries. It identifies the business targets, combatants, and 
weapons used in business warfare. It also explains why the United States and 
its businesses are particularly vulnerable to this form of warfare. Overall, this 
Part provides a broad conceptual survey of the business theater of war. 

Moving from conceptual to concrete, Part II examines recent episodes of 
business warfare.22 It studies actions by the United States, Russia, Iran, and 
China to reflect and highlight the novel complexities involved in this new form 
of hostility. In analyzing these recent episodes, this Article foretells the practi-
cal and legal challenges posed by business warfare. 

Part III grapples with those practical and legal challenges.23 It argues that 
business warfare raises serious implications for an interconnected global econ-
omy. It then contends that business warfare tests longstanding legal rules and 
norms concerning economic hostilities, cyberattacks, and non-state actors. It 
deconstructs and highlights the structural deficiencies of traditional conven-
tions on war and armed conflict as they relate to business warfare.24 

Advancing from reflection and examination to protection and preemption, 
Part IV offers an early searchlight for navigating and addressing the rising 

                                                                                                                           
19 See Heath, supra note 7, at 1032 (observing “the growing overlap between national security 

policy and the ordinary trade and investment rules since the end of the Cold War”). 
 20 See, e.g., JOHN SEXTON WITH THOMAS OLIPHANT & PETER J. SCHWARTZ, BASEBALL AS A 
ROAD TO GOD: SEEING BEYOND THE GAME 211 (2013) (defining ineffable as “[t]hat which we know 
through experience rather than through study, that which ultimately is indescribable in words yet is 
palpable and real”). 
 21 See infra notes 27–171 and accompanying text. 
 22 See infra notes 172–238 and accompanying text. 
 23 See infra notes 239–320 and accompanying text (finding that the laws and norms of traditional 
military conflict did not account for cyber or business warfare when they were originally drafted). 
 24 See infra notes 265–320 and accompanying text. 
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threats of business warfare.25 It recommends three workable, near-term action 
items for public policy-makers and business stakeholders to adopt while key 
nations in the global community deliberate larger, international policy and le-
gal matters. In particular, it advocates for robust business war games, smart 
cybersecurity guidance and incentives, and supply chain and market diversifi-
cation to sidestep the abyss of open international and geopolitical issues and 
focus on the urgent present. 

This Article ends with a short conclusion that reflects on the looming 
dangers of business warfare, and looks forward optimistically to the hope of 
mitigating business warfare threats to create a safer and more prosperous glob-
al community.26 

I. THE BUSINESS THEATER OF WAR 

The global marketplace is the emerging new theater of contemporary 
global conflict. Issues and concerns about national security, economic pros-
perity, and corporate governance have become more intertwined.27 Whereas 
traditional wars have been contested in air, land, and sea, the skirmishes of to-
day are frequently fought in a new business theater of war.28 First, Section A of 
this Part delves into the business theatre of war and the difficulties associated 
with business warfare’s asymmetrical nature.29 Next, Section B explores the 
familiar combatants involved in business warfare and their preferred targets.30 
Lastly, Section C analyzes the types of cyberweapons, old and new, that to-
day’s combatants utilize in their attacks.31 

A. The New Asymmetrical Warfare 

Contemporary business warfare represents a new variation of asymmet-
rical warfare that is especially prevalent against the United States and Ameri-
can businesses.32 This asymmetry manifests along multiple vectors in business 

                                                                                                                           
 25 See infra notes 321–384 and accompanying text. 
 26 See infra notes 347–384 and accompanying text (suggesting practical solutions and ideas that 
can help protect businesses from business warfare). 

27 See Verstein, supra note 15, at 777–80 (discussing the growing links between the national se-
curity agencies of governments and private corporations). 

28 ZARATE, supra note 8, at 384. 
 29 See infra notes 32–58 and accompanying text. 
 30 See infra notes 59–100 and accompanying text. 
 31 See infra notes 101–171 and accompanying text. 

32 See, e.g., SCOTT JASPER, RUSSIAN CYBER OPERATIONS: CODING THE BOUNDARIES OF CON-
FLICT 28–32 (2020) (discussing Russian asymmetric warfare tactics against the United States); NIS-
SEN ET AL., supra note 17, at 28–29 (discussing the public-private blended asymmetrical nature of 
modern warfare). 
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warfare.33 First, there is an asymmetry between the force of a nation-state or 
non-state actor and that of a business entity, or between warring nation-states.34 
For instance, if North Korea decided to unleash an attack on Apple operations 
around the world, there would exist a significant imbalance between Apple’s 
capabilities and defenses relative to those possessed by North Korea. No pri-
vate business, no matter how wealthy or sophisticated, can really fight on 
equal footing against a nation-state with military armed forces. Second, asym-
metry exists in the economic power and prowess of adversaries.35 For example, 
a poorer country could attack many business targets of an economically 
stronger country. 

Third, asymmetry exists in the techno-network effects of business war-
fare, namely between technologically advanced, well-networked countries ver-
sus less technologically advanced and networked countries.36 This means that 
an attack on the businesses of some countries will have greater ripple effects, 
both in that country and beyond. For example, on one hand, an attack that sig-
nificantly disrupts or disables a highly networked American company like 
Goldman Sachs or Microsoft would have deleterious economic effects within 
the United States and around the world.37 On the other hand, an attack on the 
largest state-owned banks or technology companies in North Korea would like-
ly not be as impactful because North Korea is not as networked domestically, 
and is not as interlinked with the global community.38 

                                                                                                                           
33 See, e.g., ARREGUÍN-TOFT, supra note 15, at 2–15 (providing an overview of asymmetric con-

flicts among nation-states). 
34 Id. at 2–15. 
35 David L. Buffaloe, Defining Asymmetric Warfare, in THE LAND WARFARE PAPERS 2006, at 3, 

22 (Inst. of Land Warfare, Assoc. of the U.S. Army, Land Warfare Paper No. 58, 2006), https://www.
ausa.org/sites/default/files/LWP-58-Defining-Asymmetric-Warfare.pdf [https://perma.cc/B7X3-T8MJ]. 
 36 Ian Bremmer, The Technopolar Moment: How Digital Powers Will Reshape the Global Order, 
FOREIGN AFFS. (Nov./Dec. 2021), https://www.foreignaffairs.com/articles/world/2021-10-19/ian-
bremmer-big-tech-global-order [https://perma.cc/4AGR-AAEV]. 

37 See, e.g., TED KOPPEL, LIGHTS OUT: A CYBERATTACK, A NATION UNPREPARED, SURVIVING 
THE AFTERMATH 55–75 (2015) (discussing how cyberattacks on critical networks managed by various 
types of companies within the United States could have deleterious effects domestically and interna-
tionally); Jason Healey, Patricia Mosser, Katheryn Rosen & Alexander Wortman, The Ties That Bind: 
A Framework for Assessing the Linkage Between Cyber Risks and Financial Stability, CAPCO INST. J. 
FIN. TRANSFORMATION, May 2021, at 94, 94–95 (explaining how cyber risks can create systemic 
financial instability); Elizabeth A. Rowe, RATs, TRAPs, and Trade Secrets, 57 B.C. L. REV. 381, 384 
(2016) (documenting the rise of cyber espionage against American companies and the estimated $1 
trillion in intellectual property losses in 2009 alone). 
 38 See EMMA CHANLETT-AVERY, LIANA W. ROSEN, JOHN W. ROLLINS & CATHERINE A. THEO-
HARY, CONG. RSCH. SERV., R44912, NORTH KOREAN CYBER CAPABILITIES: IN BRIEF 1 (2017) (de-
scribing North Korea as having “one of the smallest Internet presences in the world”); Scott Snyder, 
North Korea’s Challenge of Regime Survival: Internal Problems and Implications for the Future, 73 
PAC. AFFS. 517, 517 (2000) (documenting North Korea’s inadequate and destitute infrastructure). 
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The United States is particularly vulnerable to the asymmetrical nature of 
business warfare, given the prominence of American business on the global 
stage. By engaging in business warfare, enemies that could not otherwise win 
traditional wars of soldiers and arms with the United States, given its super-
power strengths, now seek to attack American business interests directly to 
inflict harm on American national security and economic welfare.39 Many 
prominent American businesses, with their size, value, and influence, serve as 
attractive targets for enemies of the state who would otherwise be reticent to 
engage the United States in traditional battles.40 

Despite its struggles with the unfolding pandemic, the United States re-
mains the world’s lone superpower.41 Its economic power, military might, and 
global influence remains second to none. In terms of economic power, at the 
end of 2020, the gross domestic product (GDP) of the United States stood at 
around $21 trillion, despite the global recession caused by the pandemic.42 To 
put this in perspective, China’s GDP, which was the second largest, stood just 
under $15 trillion; Japan’s GDP, which was the third largest, was around $5 
trillion; and Germany, which was the fourth largest GDP, was around $4 tril-
lion.43 Moreover, the U.S. dollar is the world’s reserve currency and the most 
trusted investment during times of distress, accounting for over 60% of foreign 
exchange reserves.44 Almost 90% of trading around the world uses the U.S. 
dollar.45 Additionally, American capital markets dominate global finance.46 

                                                                                                                           
39 See, e.g., Farhad Manjoo, Opinion, We Really Must Stop Starting Wars, N.Y. TIMES (Jan. 9, 

2020), https://www.nytimes.com/2020/01/09/opinion/iran-war-us.html [https://perma.cc/Y8VM-ZJ74] 
(“Technology is turning armed conflict into an endeavor increasingly dominated by what war scholars 
call ‘asymmetric warfare’—meaning that weaker powers like Iran can now marshal so much strength 
that they are no longer very weak, exacting a mighty cost of victory even to the world’s pre-eminent 
global superpower.”). 

40 See ROBERT D. BLACKWILL & JENNIFER M. HARRIS, WAR BY OTHER MEANS: GEOECONOM-
ICS AND STATECRAFT 1–3 (2016) (discussing general economic warfare against American interests by 
foreign states); BUCHANAN, supra note 12 (detailing the targeting of American companies by foreign 
adversaries). 
 41 See Ed Yong, How the Pandemic Defeated America, THE ATLANTIC, https://www.theatlantic.
com/magazine/archive/2020/09/coronavirus-american-failure/614191/ [https://perma.cc/TN79-J4U9] 
(Aug. 4, 2020) (documenting the United States’ struggles during the coronavirus pandemic); Robert 
Kagan, A Superpower, Like It or Not: Why Americans Must Accept Their Global Role, FOREIGN AFFS. 
(Mar./Apr. 2021), https://www.foreignaffairs.com/articles/united-states/2021-02-16/superpower-it-or-
not [https://perma.cc/9CQT-MNZR] (describing the United States as the lone superpower). 

42 News Release, Bureau of Econ. Analysis, Gross Domestic Product, (Third Estimate), GDP by 
Industry, and Corporate Profits, Fourth Quarter and Year 2020 (Mar. 25, 2021), https://www.bea.
gov/news/2021/gross-domestic-product-third-estimate-gdp-industry-and-corporate-profits-4th-quarter-
and [https://perma.cc/PNP2-NLLV]. 

43 WORLD BANK, GROSS DOMESTIC PRODUCT 2020 (2021), https://databank.worldbank.org/data/
download/GDP.pdf [https://perma.cc/3KYW-XVUX]. 

44 See ZARATE, supra note 8, at 9 (describing the history of financial warfare, and how the U.S. 
dollar has come to serve as the dominant currency and trusted global currency reserve); Kimberly 
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In terms of military might, the United States possesses the world’s best 
trained military, most sophisticated weapons, and largest defense budgets.47 The 
United States spends about $700 billion annually on defense.48 To put that in 
context, U.S. defense spending amounts to 38% of global defense spending, and 
it represents more defense expenditures than the next ten countries combined.49 

Considering global influence, the United States remains the most influen-
tial country on the global stage.50 American economic, military, and diplomatic 
powers continue to steer global agendas and policies. Moreover, American soft 
power in terms of ideas, entertainment, and culture continues to play a leading 
role around the world.51 

Given its structural advantages in terms of economy, military, and influ-
ence, adversaries of the United States resort to battles in unconventional thea-
ters of warfare, using alternative tactics, to avoid an almost certain defeat in 
the traditional terrain of war. In recent years, adversaries have resorted to wag-
ing asymmetrical warfare against specific American businesses and business 
interests, using these as proxies for the country, to gain an advantage in con-
flicts and disputes.52 
                                                                                                                           
Amadeo, Why the US Dollar Is the Global Currency, THE BALANCE, https://www.thebalance.com/
world-currency-3305931 [https://perma.cc/6UBH-H8FP] (July 23, 2020) (“As of the fourth quarter of 
2019, [the U.S. dollar made] up over 60% of all known central bank foreign exchange reserves.”). 

45 MONETARY & ECON. DEP’T, BANK FOR INT’L SETTLEMENTS, TRIENNIAL CENTRAL BANK 
SURVEY: FOREIGN EXCHANGE TURNOVER IN APRIL 2019, at 3 (2019), https://www.bis.org/statistics/
rpfx19_fx.pdf [https://perma.cc/E6T4-9XZB] 

46 See PWC & THE ECONOMIST INTEL. UNIT, CAPITAL MARKETS IN 2030: THE FUTURE OF EQUI-
TY CAPITAL MARKETS 5, 10 (2019) https://www.pwc.com/gx/en/audit-services/capital-market/
publications/capital-markets-2030.pdf [https://perma.cc/68M4-GENA] (reviewing stock exchanges 
and the strong growth of U.S. exchanges compared to their Asian and European counterparts). 
 47 See, e.g., Poppy Koronka, The 20 Most Powerful Military Forces in the World, NEWSWEEK 
(Aug. 24, 2021), https://www.newsweek.com/most-powerful-military-forces-world-america-china-
russia-1621130 [https://perma.cc/VG83-SDZM] (ranking the United States military as the most pow-
erful); 2021 Military Strength Ranking, GLOB. FIREPOWER, https://www.globalfirepower.com/
countries-listing.php [https://perma.cc/HQ6T-57RF] (same). 

48 NAN TIAN ET AL., STOCKHOLM INT’L PEACE RSCH. INST., FACT SHEET: TRENDS IN WORLD 
MILITARY EXPENDITURE, 2019, at 2 (2020), https://www.sipri.org/sites/default/files/2020-04/fs_2020_
04_milex_0_0.pdf [https://perma.cc/XA6Y-4R2X]. 

49 Id. at 2, 3; U.S. Defense Spending Compared to Other Countries, PETER G. PETERSON FOUND. 
(July 9, 2021), https://www.pgpf.org/chart-archive/0053_defense-comparison [https://perma.cc/4YQU-
93NH]. 
 50 See, e.g., The USA’s International Influence: The Role of the US as a World Power, BBC: 
BITESIZE, https://www.bbc.co.uk/bitesize/guides/z6frqp3/revision/2 [https://perma.cc/XHD4-XG78] 
(reviewing the United States’ global influence); The USA’s International Influence: Involvement in 
International Organisations, BBC: BITESIZE, https://www.bbc.co.uk/bitesize/guides/z6frqp3/revision/
3 [https://perma.cc/XF4M-E928] (same). 

51 See JOSEPH S. NYE, JR., SOFT POWER: THE MEANS TO SUCCESS IN WORLD POLITICS 33–41 
(2004) (chronicling the United States’ soft power and cultural influence on the rest of the world). 

52 See, e.g., infra notes 201–205 and accompanying text (describing the cyberattacks attributed to 
Iran against the U.S. financial industry). 
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This form of business warfare echoes asymmetrical wars of the past.53 
During the Vietnam War, the Viet Cong of North Vietnam waged asymmetrical 
warfare against the United States and South Vietnam for years, using guerrilla 
tactics to exhaust and defeat a much more powerful military.54 The Vietnam 
War also represented a form of proxy warfare whereby North Vietnam and 
South Vietnam served as stand-ins for the United States’ fight against the 
spread of communism led by the Soviet Union.55 More recently, on September 
11, 2001, Al-Qaeda terrorists attacked the United States using commercial air-
planes in an audacious act of asymmetrical warfare against an exponentially 
larger, stronger opponent.56 

In sum, although traditional asymmetrical warfare still exists, the business 
arena has emerged as a new theater of war for such fights among geopolitical 
actors. Whereas traditional warfare tactics have often become too bloody, cost-
ly, and futile, attacks via business warfare have grown more attractive and 
prevalent.57 To be clear, although the United States and its businesses are fre-
quently the targets of such attacks, other geopolitical players engage in and 
initiate business warfare as well, including the United States itself.58 

B. The Targets 

Businesses are often prime and preferred targets in modern conflicts. 
They are relatively exposed and unguarded compared to traditional military 

                                                                                                                           
53 See generally John F. Kennedy, President, United States Military Academy Commencement 

Address (June 6, 1962), https://www.americanrhetoric.com/speeches/jfkwestpointcommencement
speech.htm [https://perma.cc/29PS-NNVZ] (“[Asymmetrical warfare] is another type of war, new in 
its intensity, ancient in its origin––war by guerrillas, subversives, insurgents, assassins, war by am-
bush instead of by combat; by infiltration, instead of aggression, seeking victory by eroding and ex-
hausting the enemy instead of engaging him.”). 

54 See ARREGUÍN-TOFT, supra note 15, at 155–60 (analyzing the asymmetric warfare tactics used 
during the Vietnam War); H.R. MCMASTER, DERELICTION OF DUTY: LYNDON JOHNSON, ROBERT 
MCNAMARA, THE JOINT CHIEFS OF STAFF, AND THE LIES THAT LED TO VIETNAM 157–60 (1997) (de-
scribing the guerrilla warfare by the North Vietnamese against a large, superior American military). 

55 MICHAEL LIND, VIETNAM: THE NECESSARY WAR 4–5 (1999). 
56 See NAT’L COMM’N ON TERRORIST ATTACKS UPON THE U.S., THE 9/11 COMMISSION REPORT 

1–14 (2004), https://www.9-11commission.gov/report/911Report.pdf [https://perma.cc/RYV8-8HVA] 
(reporting how terrorists committed the September 11th attacks through the hijacking of commercial 
airplanes); MICHAEL W.S. RYAN, DECODING AL-QAEDA’S STRATEGY: THE DEEP BATTLE AGAINST 
AMERICA 106–07 (2013) (describing the nature of the asymmetrical warfare between Al-Qaeda and 
the United States). 

57 See T. Casey Fleming, Eric L. Qualkenbush & Anthony M. Chapa, Professional Commentary, 
The Secret War Against the United States, CYBER DEF. REV., Fall 2017, at 25, 26–28 (reviewing Chi-
na’s asymmetrical approach through non-traditional military means such as business warfare). 
 58 See, e.g., David E. Sanger & Nicole Perlroth, U.S. Escalates Online Attacks on Russia’s Power 
Grid, N.Y. TIMES (June 15, 2019), https://www.nytimes.com/2019/06/15/us/politics/trump-cyber-
russia-grid.html [https://perma.cc/VW5S-7L8R] (describing U.S. cyberattacks on Russia). 
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targets. Businesses normally do not possess military-grade defensive or offen-
sive capabilities comparable to those of nation-states. And perhaps most im-
portantly, a successful attack on a key business can have a devastating impact 
on an adversary.59 

This Section discusses four crosscutting categories of businesses that are 
particularly noteworthy targets: (1) high-value companies;60 (2) state-owned 
enterprises;61 (3) nationally significant businesses;62 and (4) politically con-
nected businesses.63 To be clear, a business can fall into multiple categories. 
For instance, Saudi Aramco, the state-owned energy company of Saudi Arabia, 
is one of the largest and most valuable companies in the world.64 By virtue of 
being the largest energy company in the world and being owned by the Saudi 
ruling family, Saudi Aramco is also a nationally significant as well as a politi-
cally connected business.65 

1. High-Value Companies 

Considering high-value companies first, these make for obvious targets 
because a successful attack against one could have a devastating psychological 
and economic impact on an adversary. Today’s largest high-value companies 
are akin to nation-states in many ways.66 The revenues and market cap of the 
largest technology companies in the world rival and surpass the GDP of many 
large nations.67 For example, Apple, the most valuable company in the world, 
had a 2020 fiscal year revenue of nearly $275 billion, and it had a market cap 

                                                                                                                           
 59 See, e.g., KOPPEL, supra note 37, at 55–75 (outlining the serious consequences that an attack 
can have on the U.S. financial system); Healey et al., supra note 37, at 94–95 (explaining how a 
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 60 See infra notes 66–81 and accompanying text. 
 61 See infra notes 82–88 and accompanying text. 
 62 See infra notes 89–96 and accompanying text. 
 63 See infra notes 97–100 and accompanying text. 

64 See Jasper Jolly & Jillian Ambrose, Saudi Aramco Becomes Most Valuable Listed Company in 
History, THE GUARDIAN (Dec. 11, 2019), https://www.theguardian.com/business/2019/dec/11/saudi-
aramco-shares-soar-as-it-becomes-world-largest-listed-company [https://perma.cc/77AF-QTPT] (de-
scribing Saudi Aramco and its initial public offering (IPO)). 
 65 See Gretchen Frazee, What Americans Should Know About Saudi Aramco’s IPO, PBS NEWS-
HOUR (Dec. 11, 2019), https://www.pbs.org/newshour/economy/making-sense/what-americans-should-
know-about-saudi-aramcos-ipo [https://perma.cc/N53K-ZP4W] (reporting that after its IPO, the Saudi 
government still holds 98.5% of the company’s shares). 

66 See ROTHKOPF, supra note 2, at 195 (“[C]orporations have been able to gain unprecedented 
power relative to the states that once gave life to them.”). 

67 See Raul Amoros, Who Is More Powerful—Countries or Companies?, HOWMUCH.NET (July 
11, 2019), https://howmuch.net/articles/putting-companies-power-into-perspective [https://perma.cc/
3QMQ-CWVE] (comparing companies’ market caps against countries’ GDPs). 
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exceeding $2 trillion.68 This means that Apple’s 2020 market cap would have 
placed it as the tenth largest nation in the world in terms of GDP, ahead of 
countries like Italy, Russia, South Korea, Australia, and Spain.69 By early 
2022, Apple’s market cap had grown to exceed $3 trillion.70 

Additionally, the global reach and user base of some companies outnum-
ber the population of many nation-states. Meta/Facebook (Facebook), for in-
stance, has almost 2.9 billion monthly active users on its namesake platform.71 
This figure rises to over 3.5 billon active users if one includes its other plat-
forms like WhatsApp, Instagram, and Messenger.72 If Facebook were a country 
and active monthly users its headcount, it would be the largest country in the 
world.73 Facebook also has created its own currency system and an independ-
ent oversight board that acts like its own version of the  Supreme Court to ad-
judicate disputes with its members.74 These nation-like traits of Facebook have 
led some to refer to it as “Facebookistan.”75 

Further complicating matters is the fact that many high-value technology 
companies are becoming more involved in defense and national security work, 
blurring the traditional lines of public and private.76 Firms like Microsoft, Am-
                                                                                                                           

68 See Jessica Bursztynsky, Apple Becomes First U.S. Company to Reach a $2 Trillion Market Cap, 
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(discussing the rebranding of Facebook to Meta); Statista Rsch. Dep’t, Facebook: Number of Monthly 
Active Users Worldwide 2008–2021, STATISTA (Nov. 1, 2021), https://www.statista.com/statistics/
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U.S. CENSUS BUREAU, https://www.census.gov/popclock/world [https://perma.cc/CA6B-YFGY] 
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76 See Alex Press, Big Tech’s Unholy Alliance with the Pentagon, NEW REPUBLIC (Feb. 7, 2019), 

https://newrepublic.com/article/153044/big-techs-unholy-alliance-pentagon [https://perma.cc/M33D-
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azon, and Google all provide lucrative and critical services for the U.S. mili-
tary.77 This big-tech-military fusion increases the value of these firms. At the 
same time, it also increases the size of the targets on their backs to adversaries. 
A successful attack could have the dual benefit of directly hurting American 
national security and a major American firm, as many adversaries view these 
high-value companies as extensions of the American government.78 

If high-value companies are prime targets, then the United States has 
many rich targets for business warfare. As of early 2021, of the world’s ten 
largest companies by market cap, seven were American companies.79 When 
measured by brand value, American companies account for six out of the ten 
most valuable brands.80 Although adversaries cannot win a traditional war with 
the United States, they can engage in business warfare against high-value 
American companies and cause significant harm to American interests and cit-
izens, given the large and diverse investor population in the United States.81 

2. State-Owned Enterprises 

State-owned enterprises are another category of prime targets in business 
warfare. According to the Organisation for Economic Co-operation and Devel-
opment (OECD), state-owned enterprises are “enterprises where the state has 
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C.W. Lin, Incorporating Social Activism, 98 B.U. L. REV. 1535, 1558 (2018) (discussing “[t]he con-
vergence of government and business”). 

77 See April Glaser, Thousands of Contracts Highlight Quiet Ties Between Big Tech and U.S. Mil-
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significant control through full, majority, or significant minority ownership.”82 
Businesses fitting the definition of state-owned enterprises can serve as exten-
sions of the state. Whereas an adversary might be reluctant to take aggressive 
action against a military installation or an official governmental office, the 
commercial nature of state-owned enterprises can create a perceived degree of 
distance from directly engaging in hostilities with a state. 

Today, state-owned enterprises make up some of the largest and most im-
portant businesses in the world.83 According to the International Monetary 
Fund, in 2020, state-owned enterprises held assets worth forty-five trillion dol-
lars––roughly half of the world’s GDP.84 Many international airline companies 
like Singapore Airlines and Vietnam Airlines are state-owned enterprises.85 In 
China, all of the most critical and valuable businesses are state-owned enter-
prises, even the publicly-listed ones and including those on American stock 
exchanges.86 This includes companies across all sectors of the Chinese econo-
my, from energy to banking to transportation to communications.87 In many 
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countries around the world, business enterprise is synonymous with state-
owned enterprise. 

Related to the importance of state-owned enterprises is the rising tide of na-
tionalism in business, as many countries act to promote their own businesses for 
geopolitical and national security reasons, particularly in the areas of technology, 
communications, and cybersecurity.88 This rising nationalism will make state-
owned enterprises even larger targets in business warfare as adversaries will in-
creasingly see little to no daylight between the state and their enterprises. 

3. Nationally Significant Businesses 

Nationally significant businesses are ripe targets for business warfare. 
These businesses include those engaged in “critical technologies” or “critical 
infrastructure” like utilities, communications, food supply, financial services, 
and medicine, among other industries.89 They also include businesses involved 
in defense, like Lockheed Martin and Boeing in the United States, as well as 
businesses that produce so-called “dual-use” products with military and civil-
ian utility.90 In the United States, nationally significant businesses are designated 
as part of sixteen “critical infrastructure sectors” by the Cybersecurity and Infra-
structure Security Agency.91 A targeted strike on a nation’s critical infrastructure 
could have a devastating effect on a country’s security and economy. 

In many countries, including the United States, many nationally signifi-
cant businesses are privately-owned, in whole or in part, touching on all as-
pects of daily life.92 In the United States, electricity, communications, financial 
services, and defense manufacturing are often provided by large, publicly-
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traded companies and used by civilians and the military.93 Furthermore, some 
private companies are nationally significant in warfare because they serve like 
modern mercenaries for their home state as well as foreign states. For example, 
in 2021, it was reported that a private Israeli company provided critical spy-
ware to allow countries to hack into the systems and phones of their adver-
saries and critics.94 

Acts of aggression against any one of these businesses could have serious 
adverse effects on the military, economy, and general welfare of a country. For 
instance, imagine if a terrorist organization disabled all the leading broadband 
Internet service providers and the cellphone services of an entire nation, caus-
ing massive disruptions of government, banking, and commercial activities. 
This is not too far-fetched of a scenario. In 2007, banks and media companies 
in Estonia were ambushed by a massive cyberattack attributed to Russia that 
led to unrest in the streets and a nearly devasting standstill of economic activi-
ty in much of the country for days.95 Similarly, in 2017, major businesses in 
Ukraine were subjected to a major, crippling cyberattack attributed to Russia 
that then rippled through businesses around the world.96 

4. Politically Connected Businesses 

Politically connected businesses represent another critical category of mod-
ern business warfare targets. These businesses are singled out because of their 
ties to leading political figures and stakeholders, yet they do not fall squarely 
into the other categories. Politically connected businesses could be attractive for 
adversaries seeking targets to attack, or entities to use and manipulate as vehicles 
to sow discord in a competitor’s country. A prime example of this category is a 
business affiliated with former President Donald Trump. Although a Trump-
affiliated hotel or Trump Tower may not be a high-value company relative to 
large, publicly-traded companies, a state-owned enterprise, or a nationally signif-
icant business like a major energy company, the fact that it is affiliated so closely 
with the former President’s family makes it an alluring target for U.S. adver-
saries, requiring a great deal of security, protection, and scrutiny.97 Among 
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American politicians, former President Trump was more the exception than the 
rule when it came to owning or being affiliated with highly visible businesses 
during his time in office or after leaving office.98 That said, in many countries, 
the political elites are often the business elites as well, possessing significant 
wealth and economic capital.99 For instance, the immediate and extended family 
members of the most senior government officials in China are often also some of 
the wealthiest and most powerful businesspeople in the country.100 As such, an 
adversary could inflict damage on a country by attacking a politically connected 
business or use it as a means to funnel money into a country to curry favor with 
certain members of the political elite. 

C. The Weapons 

The weapons of business warfare are as diverse as the tools of busi-
ness.101 The public and private mechanisms that fuel commerce, innovation, 
and economic growth can also be used to attack and cripple adversaries. The 
weapons of business warfare can be bifurcated into two broad categories: (1) 
analog weapons and (2) cyberweapons.102 Analog weapons include state policy 
actions like targeted rules, economic sanctions, banking restrictions, and anti-
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money laundering regulations.103 Cyberweapons include distributed denial-of-
service attacks, data manipulation, destructive intrusions, ransomware, and 
other nefarious technological actions.104 During conflict, business warfare of-
ten involves the concerted use of both analog and cyberweapons. 

1. Analog Weapons 

Analog weapons of business warfare consist of state policy tools to weak-
en an adversary by restricting its access to the global financial system and tar-
geting specific businesses and industries. Although such state policy tools have 
long been part of a nation’s geopolitical arsenal, their use has arguably grown 
more prevalent and creative.105 

Analog weapons have long been a part of global conflict.106 Ancient 
Greek and Roman empires, for example, used financial and economic policies 
to cripple their adversaries.107 In the early years of the American republic, the 
United States imposed the Embargo Act of 1807 to punish the British Empire 
during its war with France.108 During the Cold War, the United States imposed 
a series of economic sanctions against the Soviet Union and its Communist 
allies.109 In the days following the September 11, 2001 attacks on the United 
States, the United Nations Security Council unanimously adopted Resolution 
1373, applicable to all member states, which required compliance with its In-
ternational Convention for the Suppression of the Financing of Terrorism.110 
Additionally, the G7 nations, through their Financial Action Task Force, adopt-
ed several recommendations against terrorist financing.111 
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In the post-September 11th era, analog weapons of business warfare have 
grown more prevalent and creative.112 The United States has effectively used 
many analog weapons against its adversaries in recent years to block funding 
streams for terrorist organizations like Al-Qaeda and ISIS.113 Likewise, it has 
cut off access to global financial and economic systems to respond to aggres-
sive actions of North Korea, China, Syria, Iran, and Russia.114 For instance, in 
2014, the United States and its allies imposed a series of severe economic 
sanctions against Russia and several Russian citizens following Russia’s an-
nexation of Crimea.115 

Other influential countries have behaved similarly. Chinese military offi-
cials have publicly opined on how best to use weapons of business warfare in 
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international conflicts.116 Over the last decade plus, China has used embargoes 
of rare earth minerals that are predominantly mined in China and crucial to 
electronics, to exert pressure on Europe, Japan, and the United States.117 Most 
recently, the United States enacted the Anti-Money Laundering Act of 2020, as 
part of the National Defense Authorization Act for Fiscal Year 2020, to put into 
place comprehensive safeguards to prevent financing for rogue regimes and 
terrorist organizations.118 

Although analog weapons manifest in a wide variety of ways, they can be 
organized into two crosscutting categories: (1) general restrictions to the global 
marketplace119 and (2) targeted regulation on specific companies and indus-
tries.120 

First, general restrictions to the global marketplace can be an incredibly 
powerful weapon of business warfare, given the interconnectedness and inter-
dependence of modern finance and commerce.121 They frequently come in the 
form of economic sanctions, anti-money laundering prohibitions, and banking 
restrictions. Well-designed and executed restrictions can isolate a nation-state 
or organization from the global economic system and render it unable to secure 
resources for its war efforts and ordinary economic activities.122 

Although other nations regularly utilize these restrictions as weapons of 
business warfare, the United States plays a central role. Because of the leading 
role of the United States in global finance and commerce, it wields incredible 
analog weapons in this space.123 This is the case because legitimate financial 
and business institutions fear the reputational risks of being associated with 
rogue organizations in the eyes of American regulators, policy-makers, and 
businesses.124 In recent conflicts with Russia, Syria, Iran, and North Korea, the 
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United States and its allies imposed strict anti-money laundering regulations as 
a tactic against its adversaries.125 Similarly, in America’s battles against ISIS, 
one of the most well-funded terrorist organizations in history, the U.S. Treas-
ury Department’s Office of the Comptroller of the Currency was on the front 
line of this battle by choking off funding for terrorism.126 ISIS has been esti-
mated to possess in excess of $500 million in assets through ransom, looting, 
extortion, and its capacity to generate $500 million from oil revenue annually, 
to fund its reign of terror.127 Because money is so critical to effectuating any 
attack or defense, these analog weapons of business warfare designed to cut off 
financing are just as important in this battle as the traditional weapons of 
bombs and bullets. 

Second, targeted regulations on specific businesses and industries are an-
other major category of analog weapons in business warfare. Unlike the gen-
eral restrictions to financial and economic markets, these weapons focus on 
particular foreign businesses and industries. These regulations are designed to 
punish home countries and advantage the country deploying these policies as 
weapons. For instance, in 2019, the Trump Administration invoked national 
security interests to levy an array of targeted sanctions and tariffs against a 
wide range of businesses and industries in China, Mexico, and Japan.128 Alt-
hough the targeting of specific companies in global conflict is not new, it has 
historically focused on companies directly related to national security, such as 
defense contractors. 

Targeted regulations in modern business warfare are different than other 
categories of analog weapons because they are more expansive and capture 
more than companies and industries narrowly associated with national defense. 
China, for instance, has passed onerous regulations requiring all foreign tech-
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nology companies doing business in China to give the state access to all their 
Chinese user data in the country.129 This type of regulation has serious national 
security implications, as it could provide foreign adversaries with access to 
critical technology and data. Furthermore, such regulatory weapons attempt to 
overtly harm the economic interests of adversaries by constructively or explic-
itly banning them from operating in the country. China, for instance, explicitly 
bans Facebook, Google, and Twitter from operating within its borders.130 Chi-
na has also been reported as a leading aggressor in misappropriating intellectu-
al property from prominent American technology companies like Apple and 
Google.131 Similarly, Russia requires that technology equipment sold into the 
country be preinstalled with software that allows the state to track its users and 
disseminate information.132 

In sum, the analog weapons of business warfare are state policies and regu-
lations that are utilized to cripple and defeat an adversary by restricting general 
access to the global financial system and sabotaging specific businesses and in-
dustries. These weapons have been used more prevalently and creatively as na-
tions combat each other in a shared global financial and economic marketspace. 

2. Cyberweapons 

In addition to analog weapons, modern business warfare also involves 
cyberweapons because of the highly intermediated electronic networks that 
serve as the informational infrastructure of commerce and geopolitics.133 In-
creasingly, cyberweapons are becoming a preferred tool of warfare between 
nation-states.134 The volume and variety of cyberattacks on business institu-
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tions, like all cyberattacks, increases annually.135 As such, many countries, in-
cluding the United States, have dedicated intelligence and military divisions 
focused solely on cyberattacks.136 

In modern warfare and global conflicts, the first shots of battle are often 
fired in cyberspace at business targets.137 In an early incident of cyberweapons 
being used in warfare, during a geopolitical dispute in 2007, Russia launched a 
nationwide cyberattack on Estonia’s cyber infrastructure that temporarily crip-
pled the country’s financial system and economy.138 In 2012, a terrorist organi-
zation that some believed had ties to Iran, called the Izz ad-Din al-Qassam 
Cyber Fighters, launched a sophisticated cyberattack on six major American 
banks and the New York Stock Exchange that rendered those institutions tem-
porarily inaccessible to their customers and clients.139 In 2013, Iran unleashed 
a round of persistent denial-of-service attacks on several major American 
banks in retaliation for American sanctions and policies in the Middle East.140 
In 2015, it was reported that China hacked into the computer systems of the 
Office of Personnel Management and acquired the private information of over 
21.5 million people with ties to the federal government, which at the time 
amounted to what is believed to be the most pervasive cyberattack on the 
American government’s cyber infrastructure.141 A few years later, China would 
also attack credit reporting giant Equifax, to steal the personal information of 
millions of Americans.142 And again in 2021, China was accused of hacking 
Microsoft email systems that leading businesses, governments, and militaries 
around the world were using.143 These cyberattacks and others, in aggregate, 

                                                                                                                           
135 See Lin, supra note 14, at 1405–06, 1406 n.156 (citing FIN. INDUS. REGUL. AUTH., REPORT ON 

CYBERSECURITY PRACTICES 1 (2015), https://www.finra.org/sites/default/files/2020-07/2015-report-on-
cybersecurity-practices.pdf [https://perma.cc/9K7E-SSVR]). 

136 Jennifer Valentino-DeVries & Danny Yadron, Cataloging the World’s Cyberforces, WALL ST. 
J. (Oct. 11, 2015), http://www.wsj.com/articles/cataloging-the-worlds-cyberforces-1444610710 [https://
perma.cc/FUY5-637C]. 
 137 See Lin, supra note 14, at 1406. 

138 See Landler & Markoff, supra note 95 (recounting the cyberattack on Estonia). 
139 See Lin, supra note 14, at 1407 & n.168 (citing Nicole Perlroth, Attacks on 6 Banks Frustrate 

Customers, N.Y. TIMES, Oct. 1, 2012, at B1 (describing the cyberattack on American banks and its 
effects)). 

140 See, e.g., Nicole Perlroth & Quentin Hardy, Bank Hacks Were Work of Iranians, Officials Say, 
N.Y. TIMES, Jan. 9, 2013, at B1 (documenting the effects of serious cyberattacks on American banks). 

141 See Lin, supra note 14, at 1410 & n.183 (citing Julie Hirschfeld Davis, Hacking Exposed 21 
Million in U.S., Government Says, N.Y. TIMES, July 10, 2015, at A1). 

142 Brian Barrett, How 4 Chinese Hackers Allegedly Took Down Equifax, WIRED (Feb. 10, 2020), 
https://www.wired.com/story/equifax-hack-china/ [https://perma.cc/U4Z5-LJAH] (revealing that the 
Equifax hack exposed the personal information of 143 million U.S. citizens). 

143 Zolan Kanno-Youngs & David E. Sanger, U.S. and Key Allies Accuse China in String of 
Global Cyberattacks, N.Y. TIMES, July 20, 2021, at A1. 



2022] Business Warfare 25 

gave the Chinese government an enormous treasure trove of sensitive data on 
millions of Americans and thousands of American businesses. 

The tactics involving cyberweapons in business warfare are multivariate. 
Common tactics involve distributed denial-of-service (DDoS) attacks, data 
manipulation or semantic attacks, destructive intrusion hacks, and ransom-
ware.144 First, DDoS attacks are cyber incursions that attempt to disrupt and 
suspend the service of an online host for its users.145 DDoS attacks inundate a 
site or server with fraudulent and malicious activity until it ceases to function 
properly, or at all.146 In 2015, it was reported that China possessed cyberweap-
ons that could intercept and redirect a tsunami of Internet traffic to sites that it 
wanted to shut down.147 

Second, data manipulation hacks or semantic attacks describe cyber ag-
gressions that plunder or maliciously alter data towards destructive ends.148 
Such attacks can be designed to disrupt trading markets, steal intellectual 
property, and embezzle funds from the private businesses of adversary 
states.149 These attacks can cause serious economic and psychological damage 
because investors and consumers lose faith in businesses’ abilities to safeguard 
the integrity of markets.150 

Third, destructive intrusion hacks are used to gain valuable intelligence or 
destroy valuable physical assets by gaining unauthorized access into an adver-
sary’s information systems.151 In 2011, the United States and Israel reportedly 
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released Stuxnet, a computer virus super-worm, deemed by some at the time as 
“the most sophisticated cyberweapon ever deployed,” to destroy an Iranian 
nuclear weapons facility.152 Stuxnet destroyed the centrifuges in the nuclear 
facility by gaining illegal access into its computer system and clandestinely 
reprogramming the centrifuges to overwork until destruction.153 More recently, 
in 2021, it was reported that numerous nation-states used spyware developed 
by a private Israeli company to hack into the systems of foreign adversaries, 
opposition activists, and critical journalists.154 

Fourth, ransomware attacks are cyber-aggressions to lock a party out of 
their own files and systems until a ransom is paid.155 Ransomware attacks can 
target individual files, standalone computers, or entire networks and sys-
tems.156 Such attacks can be highly lucrative for bad actors and cause serious 
economic disruptions to businesses and states.157 In 2017, the WannaCry ran-
somware attack, widely attributed to North Korea, caused significant disrup-
tions to businesses and government entities around the world when it infected 
numerous computer systems, including the National Health Service of the 
United Kingdom.158 Over time, ransomware attacks have grown more preva-
lent and pernicious.159 In 2021 alone, one of the largest pipelines in the United 

                                                                                                                           
supra note 15, at 1306–07; Nicole Perlroth & David E. Sanger, Cyberattacks Seem Meant to Destroy, 
Not Just Disrupt, N.Y. TIMES, Mar. 29, 2013, at B1; John Seabrook, Network Insecurity: Are We 
Losing the Battle Against Cyber Crime?, NEW YORKER (May 13, 2013), https://www.newyorker.com/
magazine/2013/05/20/network-insecurity [https://perma.cc/NY9J-R2HT]. 

152 See Lin, supra note 14, at 1408 & n.178 (first quoting William J. Broad, John Markoff & Da-
vid E. Sanger, Israel Tests Called Crucial in Iran Nuclear Setback, N.Y. TIMES, Jan. 16, 2011, at A1; 
then citing KIM ZETTER, COUNTDOWN TO ZERO DAY: STUXNET AND THE LAUNCH OF THE WORLD’S 
FIRST DIGITAL WEAPON 52–70 (2014)). 

153 See id. & n.179 (citing Broad et al., supra note 152). 
154 See Ronen Bergman & Patrick Kingsley, Spyware Report Brings Scrutiny to Israeli Firm, 

N.Y. TIMES, July 19, 2021, at A1; Dana Priest, Craig Timberg & Souad Mekhennet, Private Israeli 
Spyware Used to Hack Cellphones of Journalists, Activists Worldwide, WASH. POST, https://www.
washingtonpost.com/investigations/interactive/2021/nso-spyware-pegasus-cellphones/ [https://perma.
cc/2P5H-G9BR] (July 18, 2021). 

155 See MULTI-STATE INFO. SHARING & ANALYSIS CTR., RANSOMWARE GUIDE: SEPTEMBER 
2020, at 2 (2020), https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware
%20Guide_S508C_.pdf [https://perma.cc/Y3XT-5HKE]. 

156 Kim Zetter, What Is Ransomware? A Guide to the Global Cyberattack’s Scary Method, 
WIRED (May 14, 2017), https://www.wired.com/2017/05/hacker-lexicon-guide-ransomware-scary-
hack-thats-rise/ [https://perma.cc/6AVW-S369]. 

157 Id. (estimating, conservatively, that ransomware attacks extort at least $5 million each year). 
158 See David E. Sanger, U.S. Accuses North Korea of Cyberattack on British Health System, 

N.Y. TIMES, Dec. 19, 2017, at A18; Josephine Wolff, Opinion, How Ransomware Puts Your Hospital 
at Risk, N.Y. TIMES, Oct. 19, 2020, at A25 (estimating that the WannaCry malware cost the hospital 
around $118 million). 

159 See PERLROTH, supra note 134, at 333–40; Lynsey Jeffery & Vignesh Ramachandran, Why 
Ransomware Attacks Are on the Rise—and What Can Be Done to Stop Them, PBS NEWSHOUR (July 
 



2022] Business Warfare 27 

States, Colonial Pipeline, and one of the largest meat processors in the world, 
JBS, were both attacked with ransomware attributed to Russian hackers.160 In 
both incidents, national and global supply chains for energy and food experi-
enced serious disruptions, and both companies ultimately paid millions of dol-
lars each to their attackers to regain control of their systems.161 

Although the tactics of cyberweapons on business warfare may be multi-
variate, the overarching singular goal is to weaken adversaries by damaging 
their public institutions and private businesses. American businesses and inter-
ests are particularly vulnerable to cyberweapons in business warfare because 
of their heavy reliance on high-tech informational networks.162 Numerous 
business surveys and studies highlight how cyberattacks are consistently one 
of the main concerns of American business leaders.163 In recent years, reports 
found that American companies were subjected to over 15,000 cyberattacks an-
nually, and those threats are growing and costing the economy billions of dollars 
every year.164 To be clear, while cyberattacks are commonplace in business war-
fare, it should be noted that not all cyberattacks are related to businesses warfare. 
Many cyberattacks against businesses are purely criminal in nature by bad actors 
who seek illicit gains without any national security implications. 

In response to the rising and evolving threats posed by cyberweapons, the 
federal government and private businesses have both responded with greater 
efforts and investments to combat these threats.165 Both the federal government 

                                                                                                                           
8, 2021), https://www.pbs.org/newshour/nation/why-ransomware-attacks-are-on-the-rise-and-what-
can-be-done-to-stop-them [https://perma.cc/BT98-TF32]. 

160 See David E. Sanger, Clifford Krauss & Nicole Perlroth, Major Pipeline Forced to Close by 
Cyberattack, N.Y. TIMES, May 9, 2021, at A1; Rebecca Robbins, Meat Processor Paid Hackers a 
Ransom Worth $11 Million, N.Y. TIMES, June 10, 2021, at A15; Editorial, The Plague of Ransom-
ware, N.Y. TIMES, Aug. 1, 2021 (Sunday Review), at 8. 

161 Editorial, supra note 160. 
162 See Waxman, supra note 18, at 424 (“[E]lectronic and informational interconnectivity creates 

tremendous vulnerabilities, and some experts speculate that the United States may be especially at risk 
because of its high economic and military dependency on networked information technology.”); 
DEP’T OF DEF., THE DEPARTMENT OF DEFENSE CYBER STRATEGY 2 (2015), https://www.hsdl.org/
?view&did=764848 [https://perma.cc/QKC4-MJ3X] (“A disruptive, manipulative, or destructive 
cyberattack could present a significant risk to U.S. economic and national security if lives are lost, 
property destroyed, policy objectives harmed, or economic interests affected.”); Nicole Perlroth & 
Elizabeth A. Harris, Cyberattack Insurance a Challenge for Business, N.Y. TIMES, June 9, 2014, at 
B1 (describing the increase in insurance for cyberattacks). 

163 Matthew Goldstein, Firms Wary of Breaches by Hackers, Not Terrorists, N.Y. TIMES, Feb. 4, 
2015, at B8. 

164 See Lev Grossman, The Code War, TIME, July 21, 2014, at 18, 20 (noting that “the average 
American company fielded a total of 16,856 cyberattacks in 2013”); Devon Hourihan, 15 Alarming 
Cyber Security Facts and Stats, CYBINT (Dec. 23, 2020), https://www.cybintsolutions.com/cyber-
security-facts-stats/ [https://perma.cc/79YL-WLVW]. 

165 See, e.g., Hathaway et al., supra note 15, at 874–77 (identifying legal and policy challenges 
presented by cyberattacks); MARK BOWDEN, WORM: THE FIRST DIGITAL WORLD WAR 48–53 (2011) 
 



28 Boston College Law Review [Vol. 63:1 

and private businesses have reportedly taken innovative and controversial 
steps, like participating in zero-day markets for software vulnerabilities, 
whereby they purchase vulnerabilities in software for fixing or exploitation; or 
the Central Intelligence Agency establishing its own venture capital fund, In-
Q-Tel, to support the development of intelligence-related technologies in the 
private sector.166 

For the avoidance of doubt, the United States does not only play defense 
on cyber warfare; it is also one of the most capable users of cyberweapons. 
Publicly released, classified information suggested that the United States initi-
ated over two hundred offensive cyberattacks in 2011, many with important 
military and economic implications, against China, Iran, Russia, and North 
Korea.167 A few years later, the United States reportedly embedded “surveil-
lance and sabotage tools” in targeted computer systems of its adversaries in 
Iran, Russia, Pakistan, China, Afghanistan, and other countries.168 More recently, 
in 2020, the United States initiated a massive cyber offensive against the world’s 
largest botnet reportedly affiliated with Russia in advance of the 2020 election, 
to prevent it from disrupting the American economy and presidential race.169 

In sum, modern business warfare involves not only the use of traditional, 
analog weapons, but also the use of powerful, tactical cyberweapons. These 
weapons could cause massive financial chaos, destroy profitable businesses, 
and create an economic crisis, to say nothing of the psychological and emo-
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tional toll it can exact on its victim countries and companies.170 As more busi-
nesses adopt advanced technologies like artificial intelligence, blockchains, 
and other new innovations, the threats of cyberweapons in business warfare 
will only loom larger.171 

II. RECENT EPISODES 

The threats of business warfare are not merely theoretical or academic in 
nature. Countries and companies, wittingly or unwittingly, are on the frontlines 
of this new theater of conflict on a daily basis. Recent episodes involving Rus-
sia, Iran, China, and the United States highlight variations and manifestations 
of business warfare and its geopolitical implications on law, business, and so-
ciety. Section A of this Part first reviews the hacks perpetrated by Russia dur-
ing the COVID-19 pandemic.172 Section B then examines the attacks orches-
trated by Iran against both Saudi Arabia and the United States.173 Finally, Sec-
tion C analyzes the contentious history of cyberattacks between China and the 
United States.174 

A. Russia and the Pandemic Hacks 

In 2020, as the world paused much of its regular activities to confront a 
global pandemic, Russia continued its decades-long post-Cold War assault on 
the United States and other Western democracies.175 Rather than engage in tra-
ditional armed conflict via proxies, like it did during the Cold War, Russia’s 
preferred methods of engagement now appear to be using cyberattacks and 
high-tech misinformation campaigns to steal, damage, and disrupt its adver-
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saries.176 Most notably, in 2016, Russia used cyberweapons to influence the 
outcome of the U.S. presidential election through persistent hacking, misin-
formation, and data manipulation campaigns.177 The targets of these latest 
cyberattacks are government entities, but more and more they are also private 
business entities. In 2020, Russia or Russian-affiliated actors reportedly 
launched at least two major cyberattacks during the global pandemic.178 

First, Russia launched cyberattacks on American and British pharmaceu-
tical companies working on the coronavirus vaccines with the hope of plunder-
ing research to produce a vaccine for Russia, which had lost over 186,000 citi-
zens to the pandemic by the end of 2020.179 In July 2020, the U.S. National 
Security Agency and its counterparts in the United Kingdom and Canada dis-
covered and accused Russia of trying to steal intellectual property and scien-
tific information from private and public institutions working on a coronavirus 
vaccine.180 The United States, Canada, and the United Kingdom attributed the 
attack to a unit affiliated with Russian intelligence known as APT29, or Cozy 
Bear.181 This was the same group linked to the attacks on the Democratic Party 
and the American electoral process in 2016.182 At the time of the disclosure in 
July 2020, American and British companies, Pfizer, Moderna, and AstraZene-
ca, were at the forefront of developing an effective COVID-19 vaccine.183 

Second, in December 2020, it was revealed that Russia had engaged in an 
unprecedented cyberattack on the highest level of American government and 
American business.184 Using a “tainted software update” by SolarWinds, an 
American software company, hackers associated with the top Russian intelli-
gence agency (S.V.R.) gained access into the servers of almost every agency in 
the federal government, including the Defense, Homeland Security, State, and 
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Treasury Departments.185 The hackers also breached a number of large Ameri-
can corporations, many of which used SolarWinds software.186 This Russian 
cyberattack has been viewed by many as one of the largest and most conse-
quential intelligence and defense failures in American history.187 U.S. Senator 
Dick Durbin called the attack “virtually a declaration of war.”188 Then Presi-
dent-elect Joe Biden called for stronger cyber defenses as well as preemptive 
offensive action: “A good defense isn’t enough; we need to disrupt and deter 
our adversaries from undertaking significant cyberattacks in the first place.”189 
Brad Smith, the President of Microsoft, lamented the wide-scale attack on 
businesses as well as government agencies, calling for “a clear set of rules that 
put certain techniques off limits.”190 What Mr. Smith recognized, perhaps ear-
lier than many of his political and business counterparts, was the rising threats 
of business warfare where countries target businesses without any clear inter-
national norms or rules to govern their aggression.191 

These two cases involving Russia highlight how diminished, yet powerful 
Cold War adversaries use business warfare to continue to wreak havoc on the 
global stage against a superior United States, with grave economic, political, 
and national security consequences.192 

B. Iran, Saudi Aramco, and American Finance 

Iran has had a long, complicated, conflict-filled relationship with the 
United States and many of its regional neighbors.193 Centuries and decades-
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long disputes in the Middle East have resulted in numerous skirmishes, wars, 
assassinations, bombings, terrorist acts, and other forms of aggression between 
and amongst countries.194 Not surprisingly, with the emergence of business 
warfare, Iran has also pursued this evolving form of hostility against its adver-
saries. Two episodes, one involving Saudi Arabia, and another involving the 
United States, highlight Iran’s use of business warfare against its adversaries in 
global conflicts.195 

With regards to Saudi Arabia, on September 14, 2019, drones and mis-
siles unleashed an attack on the state-owned company Saudi Aramco’s facili-
ties in Abqaiq and Khurais.196 The United States, Saudi Arabia, and many of its 
allies later attributed the attacks to Iran, even though the Houthi movement of 
Yemen claimed sole responsibility.197 The attacks caused major fires, damage, 
and destruction at both facilities, forcing the company to shut down production 
at both sites.198 Because of the importance of Saudi Arabia to global oil mar-
kets, the attack and subsequent shut down ostensibly led to a five percent de-
cline in global oil production and caused global economic disruptions.199 The 
attack on state-owned Saudi Aramco was particularly consequential because 
Saudi Arabia was in the process of taking the company public through what 
still remains the largest IPO in world history.200 This attack on Saudi Aramco 
serves as one of the most aggressive and public cases of modern business war-
fare. 

                                                                                                                           
WAR: THE SECRET HISTORY OF AMERICA’S THIRTY-YEAR CONFLICT WITH IRAN 5–10 (2012) (ex-
plaining the complex and conflict-filled relationship between the United States and Iran); JOHN 
GHAZVINIAN, AMERICA AND IRAN: A HISTORY, 1720 TO THE PRESENT, at xii–xviii (2021) (same). 

194 See generally GHATTAS, supra note 193, at 2–4 (documenting the disputes in the Middle 
East). 
 195 See infra notes 196–200 (describing 2019 attacks on the Saudi Arabian company, Saudi Ar-
amco, that the United States and Saudi Arabia attributed to Iran); infra notes 201–205 (describing 
Iranian attacks from 2011 to 2013 against U.S. finance corporations). 

196 Hubbard et al., supra note 10. 
197 Id. 
198 Id. 
199 Stephen Kalin, Rania El Gamal & Dmitry Zhdannikov, Attacks on Saudi Oil Facilities Knock 

Out Half the Kingdom’s Supply, REUTERS (Sept. 13, 2019), https://www.reuters.com/article/us-saudi-
aramco-fire/attacks-on-saudi-oil-facilities-knock-out-half-the-kingdoms-supply-idUSKCN1VZ01N 
[https://perma.cc/KH8G-SZZG]; Laila Kearney, Oil Jumps Nearly 15% in Record Trading After At-
tack on Saudi Facilities, REUTERS (Sept. 15, 2019), https://www.reuters.com/article/us-global-oil/oil-
prices-surge-15-after-attack-on-saudi-facilities-hits-global-supply-idUSKBN1W00UG [https://perma.
cc/3VC4-8868]. 

200 See Kate Kelly & Stanley Reed, A $2 Trillion Wish That the Markets Just Couldn’t Grant, 
N.Y. TIMES, Dec. 7, 2019, at B1; Aya Batrawy, Saudi Aramco Stock Gains 10 Percent After It Begins 
Trading, PBS NEWSHOUR (Dec. 11, 2019), https://www.pbs.org/newshour/economy/saudi-aramco-
stock-gains-10-percent-after-it-begins-trading [https://perma.cc/K47Q-AK8V] (announcing that Saudi 
Aramco’s IPO was the largest in history). 



2022] Business Warfare 33 

With regard to the United States, between 2011 and 2013, Iran launched a 
series of sustained cyberattacks on the American financial sector in response to 
American sanctions.201 The attack targeted some of the largest financial institu-
tions, including household names like Bank of America, J.P. Morgan, Citigroup, 
and the New York Stock Exchange.202 These attacks led to serious business 
disruptions and denial-of-services throughout the American financial sector 
and the American economy.203 The attacks slowed and harmed the flow of 
funds in the American financial system, which serves as the lifeblood of the 
American—and global—economies. In announcing charges against Iranians 
tied to the attacks, the Department of Justice in 2016 observed that “[t]hese 
were no ordinary crimes, but calculated attacks by groups with ties to Iran’s 
Islamic Revolutionary Guard and designed specifically to harm America and 
its people.”204 In the years following these audacious cyberattacks on Ameri-
can finance and as tensions remained high between the two countries, Iran 
would continue to target American businesses as a means to hurt the United 
States.205 

In both cases, rather than engage in outright, costly, full-scale traditional 
wars that it would likely lose against its better-resourced adversaries, Iran en-
gaged in business warfare, using cyberattacks to target valuable businesses in 
Saudi Arabia and the United States. 
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C. China, Huawei, and TikTok 

The relationship between the United States and China has grown continu-
ously more contentious over the last decade, as the American superpower con-
fronts the rising power of China on the global stage.206 Because of economic 
interdependence, the two countries have engaged in business warfare as they 
compete for economic supremacy and global dominance, rather than engage 
one another in traditional, open warfare and armed conflict.207 This contentious 
economic engagement is illustrated by two well-publicized episodes from 2020 
involving the Chinese technology companies Huawei and TikTok. 

In terms of Huawei, in recent years, the United States placed severe re-
strictions on the Chinese company given its close ties with the Chinese gov-
ernment and allegations of intellectual property theft, espionage, and other 
misconduct.208 Based in Shenzhen, China, Huawei is one of the largest tech-
nology companies in the world.209 It is a leading manufacturer of telecommu-
nications equipment and smartphones.210 After Samsung, it is the second larg-
est producer of smartphones in the world.211 In 2018, the United States prohib-
ited the federal government and federal contractors from using Huawei equip-
ment for national security reasons.212 The American intelligence community 
had long worried about the Chinese government leveraging Huawei equipment 
to spy and steal from American businesses and government agencies.213 This 
restriction meant that most businesses operating in the United States could not 
use Huawei equipment, given the federal government’s far-reaching procure-
ment breadth.214 In December 2018, the United States ordered the arrest of 
Huawei’s chief financial officer, Meng Wanzhou, in Canada; Ms. Meng is also 
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the company founder’s daughter.215 In 2019, the Commerce Department put ad-
ditional restrictions on Huawei for violating U.S. sanctions against Iran that pro-
hibited American companies from doing business with the company without a 
special federal license.216 In 2020, the United States would expand its re-
strictions and sanctions on Huawei by banning the use of American software or 
equipment in computer chips designed by the company and sold to the compa-
ny.217 Because of the prevalent use of American software and equipment in chip 
production around the world, this latest sanction further crippled Huawei’s abil-
ity to do business.218 As a coda, Ms. Meng was released in 2021 after a contro-
versial exchange of seized business executives, which resulted from years of 
tense negotiations among Canada, China, and the United States.219 

In terms of TikTok, in 2020, then President Trump ordered TikTok’s Chi-
na-based parent company, ByteDance, to sell its controlling stake in the com-
pany or be forced to shut down its operations in the United States.220 TikTok is 
a popular video-sharing social media platform where users of the app can cre-
ate and share videos with other users.221 In 2020, TikTok reportedly had “100 
million monthly active U.S. users.”222 This popularity raised U.S. national se-
curity concerns that the company would gather huge droves of private data 
from Americans and share it with the Chinese government for espionage, sur-
veillance, and other nefarious ends.223 In response to the executive action by 
the Trump Administration, ByteDance entered into advanced discussions to 
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sell parts of TikTok to American companies Oracle and Walmart.224 Such a 
deal would be subject to the approval of the Chinese government, which was 
unlikely to assent to it.225 In addition to pursuing partnerships with American 
companies in response to President Trump’s executive order, ByteDance filed 
suit in federal court to overturn the ban.226 In December 2020, a federal judge 
granted TikTok a victory by blocking President Trump’s ban.227 As a coda, in 
June 2021, newly elected President Biden revoked former President Trump’s 
executive order on TikTok and replaced it with a broader, more precise execu-
tive order focused on protecting the data of Americans from foreign adver-
saries, namely foreign technology companies.228 

The episodes involving Huawei and TikTok are not isolated incidents be-
tween China and the United States; instead, they are part of a larger business 
warfare battle in technology that reflects a generational struggle between these 
great powers.229 The actions of the United States are neither unilateral nor un-
provoked.230 China has long placed restrictions, conditions, and bans on Amer-
ican companies, particularly technology companies, behind what some have 
dubbed “The Great Firewall of China.”231 As a result of Chinese government 
actions, many of the top American technology companies, like Google, Face-
book, Snapchat, and Dropbox, are outright and officially banned in China.232 
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China’s “Great Firewall” is coupled with what some experts have dubbed 
a “Great Cannon” that has operationalized years of cyberattacks and aggres-
sions on American private businesses and government agencies to steal intel-
lectual property, disrupt operations, or commit espionage.233 These actions 
were done to advance the intertwined interests of the Chinese government and 
Chinese businesses.234 Thus, it is not entirely surprising that the United States 
has responded more aggressively in the last few years. At the end of 2020, the 
United States prohibited Americans from investing in companies that it be-
lieved had ties to the Chinese military, including some of the largest technolo-
gy companies based in China and listed on American stock exchanges.235 Ac-
cordingly, in early 2021, the New York Stock Exchange moved to delist sever-
al multi-billion dollar Chinese companies in response to the order.236 Addition-
ally, later in 2021, the Securities and Exchange Commission warned about in-
vesting in Chinese companies and moved to increase scrutiny of companies 
attempting to raise capital listed in the United States.237 

As the United States and China continue to compete for global supremacy 
and influence in the coming years and decades, American and Chinese busi-
nesses will continue to find themselves in the crossfires of the business warfare 
between these two powerful nations.238 

*  *  * 
The business warfare episodes highlighted here involving the United 

States, Russia, Iran, and China are not isolated incidents, but rather reflective 
of larger trends in international affairs and conflicts. Rather than engage in 
costly, uncertain, and bloody traditional battles, adversaries are antagonizing 
one another through their business and economic interests. To be sure, business 
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warfare is not entirely new, but its intensity, volume, and variation has shifted 
and will likely increase over time. 

III. CRITICAL LEGAL AND PRACTICAL TENSIONS 

The unpredictability and savagery of new wars and conflicts often render 
laws and norms of past and peace inadequate.239 Conceptions and visions of 
war and peace have evolved over time, with the differences between war and 
peace becoming less and less distinct.240 Many of the old rules, paradigms, and 
ways of the past are not suitable for addressing some of the challenges of the 
present and the emerging future of war and peace.241 Cicero, the great Roman 
politician and philosopher, stated, “In time of war, law is silent.”242 This is the 
fundamental legal and practical quandary of business warfare. There are few 
clear examples of roadmaps or battle plans from the past to address this new 
type of threat that inextricably intertwines national security, economic order, 
and private firms.243 The challenge posed by the rising specter of business war-
fare finds root in deep legal and practical tensions between the longstanding 
international laws of war and the shifting realities of modern business. In par-
ticular, Section A of this Part first discusses the rising economic impact result-
ing from business warfare.244 Second, Section B explains the tension that busi-
ness hostilities create because of the lack of clear international law.245 Third, 
Section C considers the various views on cyberattacks, and whether they consti-
tute actual acts of war.246 Fourth and lastly, Section D examines the problematic 
and complicated nature of cyberattacks conducted by non-state actors.247 
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A. Of Economic Impact 

One of the chief tensions of business warfare is its unintended domestic 
and global economic impact as countries engage in inextricably braided na-
tional security and economic strategies.248 Attacking another country’s busi-
nesses could not only hurt the target country, but also, the attacking countries, 
as other states retaliate with aggressions and sanctions of their own.249 This 
ricocheting dynamic could leave some countries reticent to engage in business 
warfare or to retaliate after an act of business warfare despite having legitimate 
cause and political will to do so.250 For instance, many companies and coun-
tries are reticent to antagonize or offend China because it represents one of the 
largest markets and manufacturing bases for many businesses.251 This dynamic 
also motivates some countries to act aggressively to exploit the linkages in an 
interdependent global economic system.252 

The modern world is deeply interdependent with allies as well as adver-
saries, especially on matters of economics.253 An economic issue in one coun-
try—friend or foe—invariably creates ripple effects, some foreseeable, many 
unforeseeable.254 This is true not just of economic distress in major economies 
like the United States and China, but also of smaller economies. For instance, 
the Greek debt crisis that started in 2009 had significant ripple effects across 
Europe, Asia, and the United States for nearly a decade because of the inter-
linked nature of global debt markets.255 

Because business warfare often involves asymmetrical powers, some na-
tions simply cannot engage in, or retaliate to business warfare in the same way 
as other nations because of competing economic and political considerations. 
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For instance, the United States, as an economic superpower with many high-
value business targets, cannot engage in business warfare without serious con-
sideration for its economic and political consequences.256 American politicians 
thinking about the next election may not be able to fully engage in business 
warfare and risk a prolonged recession.257 In contrast, authoritarian countries 
like Russia and China can engage in business warfare, including hurting their 
own domestic companies, with long term strategic imperatives in mind, with-
out the same kind of fear of its political impact because they are not subject to 
free and fair democratic elections.258 

That said, the United States in recent years has taken a more aggressive 
view on the links between national security and business interests, particularly 
when it involves foreign investments.259 This is manifested partially in the 
more aggressive scrutiny of cross-border deals by the Committee on Foreign 
Investment in the United States (CFIUS), which has the power to block any 
transaction involving a foreign company or person.260 CFIUS is an inter-
agency committee headed by the Secretary of the Treasury that includes the 
Secretaries of State, Defense, Homeland Security, Commerce, and Energy, the 
Attorney General, and the U.S. Trade Representative.261 The Foreign Invest-
ment Risk Review Modernization Act of 2018 (FIRRMA) recently further en-
hanced and updated CFIUS’s broad powers by expanding its scope, authority, 
and funding to review and block business transactions on national security 
grounds.262 For instance, in 2019, the United States ordered a Chinese firm to 
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sell its holdings in Grindr, “the largest social-networking app for gay, bi, trans, 
and queer people” for fear of the Chinese government using the personal data 
on the app for blackmail.263 Again, in 2020, CFIUS blocked a Chinese compa-
ny from purchasing a fertility clinic in San Diego near strategic military bases 
for fear that the Chinese government would acquire and exploit sensitive 
health and genetic information of American military personnel.264 

Nevertheless, despite a more aggressive posture by the United States in 
recent years, the economic impact of business warfare remains a key consider-
ation in this new mode of battle. 

B. Of Business Hostilities 

One of the fundamental tensions in business warfare is the fact that there 
are no clear, longstanding laws or widely accepted norms governing attacks 
that are economic and financial in nature, even though the damage can be quite 
devastating in many respects.265 The international laws and norms of war—the 
jus ad bellum and jus in bello principles—have long understood and defined 
war and wartime conduct primarily in the context of armed conflicts between 
and among nations.266 These laws and norms did not fully contemplate a world 
where nations would target individual businesses of their adversaries, and in-
dividual businesses would become as valuable and important as entire nation-
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states. The laws and norms did not fully comprehend a world where everything 
would become part of warfare and national security.267 

Traditionally, international laws and norms governing war reflected the 
view that economic hostilities are best understood through frameworks of 
commerce, crime, and diplomacy, but not warfare.268 The laws of war have 
long understood that economic coercion is generally not considered a prohibit-
ed use of force for purposes of international law.269 When nations were work-
ing on the United Nations Charter in the aftermath of World War II, they open-
ly considered and rejected the view that economic coercion should be a prohib-
ited use of force among warring nations.270 In fact, since its formation, the 
United Nations and its individual member states have regularly used economic 
sanctions as a key enforcement mechanism, thereby establishing the interna-
tional norm that economically coercive or harmful policy actions are not illegal 
or prohibited uses of force among and between nations in conflict.271 

Although international investment and trade law offer some avenues for 
redress against acts of economic hostility, such as through bodies like the 
World Trade Organization (WTO), these are often too slow and ill-suited to 
address urgent acts of aggressions against select businesses, particularly ag-
gressions that are part of a concerted effort to attack a country.272 International 
investment and trade laws are not well designed to address economic hostilities 
that impact both domestic economic issues and national security issues that 
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implicate foreign affairs.273 These laws were never intended to govern hostili-
ties in the new era of business warfare, where longstanding borderlines con-
cerning economic and non-economic aggressions have broken down. 

Furthermore, the historical demarcation between economic and non-
economic hostilities has become less meaningful and more complicated with 
modern business warfare.274 Direct hostile actions against an individual busi-
ness with the intent to harm another sovereign state blurs the economic and 
non-economic triggers for the laws of war. This is particularly true because 
acts of business warfare often do not distinguish between civilians and non-
civilians.275 

Actions against American businesses in the last decade alone highlight 
some of the fading away of old understandings of war, or a greater willingness 
by some international principals to push the bounds of longstanding norms.276 
China has been suspected of concerted state-sponsored cyberattacks and espio-
nage against private American businesses for many years, aimed at stealing 
critical intellectual property for its own businesses and national defense.277 The 
Russians have hacked into the NASDAQ and many other private and govern-
ment financial institutions with the intent to plunder and destabilize capital 
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markets.278 Iran has worked to destabilize our banking system through persis-
tent cyberattacks on our largest financial companies, like Bank of America, 
Citigroup, and JPMorgan Chase.279 Had any of these countries used soldiers to 
physically trespass on the premises of an American government agency or con-
tractor with the intent to destroy it, there would be little debate under tradition-
al understandings of the laws and norms of war as to whether it violated such 
standards. Because American private businesses, rather than government ac-
tors, face these aggressions, which are often by way of cyber tools, the legal 
repercussions are less clear, even though the impact is clearly devastating. 

This fundamental tension between the traditional understandings of law 
and the contemporary realities of war and conflict among nations will persist 
as business warfare grows more prevalent. As cool and cold wars grow warmer 
and hotter, the antiquated demarcations between economic and non-economic, 
private and public, and peace and war will fade away and give rise to more 
vexing tensions concerning business hostilities.280 

C. Of Cyberattacks 

The laws and norms of war established decades ago in the post-World 
War II period dominated by foot soldiers, bombs, and bullets are not well-
suited to govern the cyberweapons and cyberattacks common in today’s busi-
ness warfare.281 Cyberweapons are appealing because they are “so cheap to 
develop and so easy to hide” relative to traditional arms.282 Legal and practical 
tensions arise relating to business warfare because there is no clear, broad con-
sensus among critical international stakeholders on fundamental issues con-
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cerning cyberattacks.283 Chief among them are interrelated issues of govern-
ance, jurisdiction, and methods and effects. 

First, there are disputes among key international stakeholders on the most 
appropriate approach for governing cyber issues, which has created a void in 
international law on cyberattacks.284 Although traditional warfare and armed 
conflict are largely governed by over a century of established and widely 
agreed upon rules and norms, business warfare involving cyberweapons lacks 
such widely agreed-upon rules among key nations.285 The United States gener-
ally prefers a model of cyber governance rooted in existing rules, customs, and 
norms of international law, whereby states, international organizations, and 
private actors all share a role in governance.286 Alternatively, China and Russia 
generally favor a nation-oriented model of governance that gives individual 
sovereign states most of the regulatory power over cyberspace.287 Not surpris-
ingly, each of these global powers has acted in accordance with their preferred 
view of governance. The United States has pushed for more collaborations and 
wider acceptance on cyber issues based on existing international law principles 
and practices.288 China and Russia, on the other hand, have promulgated a se-
ries of laws that empower them with greater control over cyber issues within 
their respective countries.289 For example, in early 2015, pursuant to prefer-
ence of cyberspace governance, China issued a series of regulations mandating 
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foreign and domestic companies with operations in China to give the govern-
ment “backdoor” access to all of their technological systems in the country.290 

Second, cyberattacks used with business warfare create tensions concern-
ing legal and practical issues of jurisdiction.291 Under international law, a na-
tion-state can generally govern people and activities within its borders, but 
cyberattacks in business warfare give little to no respect for national bor-
ders.292 Traditional wars and armed conflicts occur within less disputed juris-
dictions, be it “land, air, sea, [or] space,” and are defined by laws and norms 
rooted in geographic boundaries.293 Cyberattacks in business warfare occur in 
cyberspace, but require real world actions and impose real effects on multiple 
sovereigns, therefore rendering geographically-bound tools of enforcement 
less potent. For instance, an Iranian cyberattack against American investment 
bank Goldman Sachs’ operations around the world could originate in Moscow 
using servers based across countries in Europe and Asia and affect operations 
throughout multiple continents. Presuming that attribution is even possible, 
how should the United States respond to such an aggression across so many 
jurisdictions on behalf of a private company?294 To date, there remains no 
global consensus or strategy to answer this type of question.295 That said, it is 
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hard to imagine that the United States would go to war with another country 
because of a destructive cyberattack on Goldman Sachs, Facebook, or another 
prominent American company. Although many countries, including the United 
States, China, and Iran, have openly recognized cyberspace as a military do-
main for purposes of international conflict, there remains no shared under-
standing on the critical questions of jurisdiction.296 

Third, the methods and effects of cyberattacks used with business warfare 
present vexing practical and legal tensions when juxtaposed with traditional 
legal norms and rules governing war and armed conflict.297 In terms of meth-
ods, cyberweapons are usually not designed to harm adversaries in the same 
violent or fatal manner as traditional weapons of war, like foot soldiers, bombs, 
and bullets.298 Traditional definitions of wartime concepts like illegal use of 
force and armed conflict seem inappropriate for cyberweapons and cyberat-
tacks that can manifest in so many different forms.299 Furthermore, in terms of 
effects, business warfare cyberattacks are often designed to destabilize and 
damage an adversary’s economy, rather than produce human casualties or a 
regime change. This can manifest in a wide variety of consequences that span 
from the temporary denial of critical company services to the destruction of a 
nuclear weapons facility.300 Given the plethora of methods and effects, it can 
be incredibly difficult to apply international rules and norms designed for ag-
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gressions that kill humans and physically destroy government structures, to 
attacks that disrupt and decimate business computer systems.301 

Although many of the aforementioned fundamental legal issues concern-
ing cyberattacks remain unresolved among key players in the international 
community, it is important to note that significant progress has been made to 
promote some norms in cyberspace in recent years.302 Efforts like the NATO-
initiated Tallinn Manual on the International Law Applicable to Cyber War-
fare, the Wassenaar Arrangement, an agreement governing international arms 
sales that included intrusion software as a restricted dual-use technology, and 
the United Nations Group of Governmental Experts on Advancing Responsible 
State Behaviour in Cyberspace are all meaningful steps forward.303 Additional-
ly, the United States and other nations have taken initiative to better protect 
their respective homelands in the face of growing cyber threats, even while a 
larger global consensus remains elusive.304 Nevertheless, much more progress 
is needed on the vexing legal and normative issues surrounding cyberattacks as 
business warfare grows more pernicious and prevalent. 

D. Of Non-state Actors 

Non-state actors—such as stateless terrorist organizations—can present 
thorny legal and practical challenges for nations and the international commu-
nity, because many of the established rules and norms governing war and 
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armed conflicts are designed with nation-states in mind.305 This is particularly 
true as non-state actors engage in business warfare using cyberweapons, mak-
ing these challenges more pressing.306 The tensions concerning non-state actors 
involved in business warfare are based on the limitations that exist by the very 
nature of them lacking a sovereign state. 

Because non-state actors lack a traditional state and all the features that 
come with it, like an internationally recognized government and national as-
sets, nation-states are limited in how they can deal with them. For one, nation-
states can readily enter into legal agreements that govern their wartime behav-
ior and reasonably expect one another to cooperatively abide by them.307 The 
same kind of accord and reciprocity, however, cannot be as easily achieved with 
stateless terrorist organizations.308 Any agreements between and among states 
would not be binding on non-state actors.309 Furthermore, it is much harder to 
hold a non-state actor accountable for aggressions in business warfare relative to 
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nation-states.310 With state-based adversaries, traditional tools of international 
law and diplomacy can be used to hold them accountable (to some extent) for 
breaches of wartime laws and norms.311 For instance, in recent years, the United 
States has taken actions against Russia and China in response and retaliation for 
cyberattacks on American public and private interests.312 Non-state adversaries 
like hacker collectives, terrorists, and lone-wolf combatants are frequently much 
more difficult to trace and find, let alone hold accountable, because they do not 
have obvious targets for response and retaliation.313 

A further complication concerning non-state actors is the fact that these 
adversaries frequently hide and reside in locales governed by less-than-friendly 
or cooperative states, creating practical obstacles to pursue non-state actors 
within these foreign nations.314 The United States confronted this issue in the 
pursuit of Osama Bin Laden and Al-Qaeda in the years after the September 11, 
2001 attacks.315 The pursuit ultimately resulted in a raid on a compound in Pa-
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INOLOGY 711, 715 (2008) (“[N]on-state actors have no expectation of accountability for their non-
compliance.”); and then citing Joseph S. Nye Jr., Nuclear Lessons for Cyber Security?, STRATEGIC 
STUD. Q., Winter 2011, at 18, 20 (examining how state actors might be more vulnerable to cyberat-
tacks by non-state actors)). 

314 See Matthew J. Sklerov, Solving the Dilemma of State Responses to Cyberattacks: A Justifica-
tion for the Use of Active Defenses Against States Who Neglect Their Duty to Prevent, 201 MIL. L. 
REV. 1, 38 (2009) (acknowledging the rigidity of the jus ad bellum framework as applied to non-state 
actor cyberattacks, while noting some avenues for recourse and retaliation available to victim-states); 
George K. Walker, Information Warfare and Neutrality, 33 VAND. J. TRANSNAT’L L. 1079, 1190–95 
(2000) (discussing the issue of neutral states in cyberwarfare). 

315 PETER L. BERGEN, MANHUNT: THE TEN-YEAR SEARCH FOR BIN LADEN FROM 9/11 TO AB-
BOTTABAD 20–30 (2012). 
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kistan to kill Bin Laden without informing Pakistan, and a costly two-decade 
war in Afghanistan.316 

Although many legal and practical issues concerning non-state actors 
have achieved greater understanding in the decades since the September 11, 
2001 attacks on the United States, much more progress needs to be made in 
developing a set of workable tools, weapons, and strategies as non-state actors 
engage in business warfare to disrupt the affairs of nation-states.317 

*  *  * 
War—its sources, methods, and effects—moves and changes swiftly, but 

the laws often evolve so slowly.318 Business warfare is yet another iteration of 
modern conflict. The core of the Geneva Conventions, the monumental corpus 
of treaties established after World War II governing wartime conduct, remains 
largely unchanged, despite many changes in warfare and weaponry over the 
years.319 This disconnect between the laws and realities of war leads to legal 
and practical tensions as nations try to solve difficult problems of business war-
fare.320 As they attempt to safeguard their interests in an uncertain, dangerous 
world, they especially must confront the tensions that business warfare poses for 
economic impact, business hostilities, cyberattacks, and non-state actors. 

IV. KEY RECOMMENDATIONS 

The emergence of business warfare will require new international laws 
and norms concerning war and armed conflict to better address the new ten-
sions and questions it presents for the global order.321 While those larger issues 
are being debated and deliberated through lengthy legal and political process-
es, nation-states and businesses—particularly the United States and American 
                                                                                                                           

316 See id. at 196–201; Thomas Gibbons-Neff, A Solemn Pullout in a Lost Fight’s Last Hours, 
N.Y. TIMES, Aug. 31, 2021, at A1. 

317 See David Ronfeldt & John Arquilla, What Next for Networks and Netwars?, in NETWORKS 
AND NETWARS: THE FUTURE OF TERROR, CRIME, AND MILITANCY 311, 350–54 (John Arquilla & 
David Ronfeldt eds., 2001) (discussing the need to develop a variety of mechanism to address the 
non-state actors). 

318 See Eichensehr, supra note 292, at 358 (“New technologies pose challenges for law and for in-
ternational law in particular. For as cumbersome and slow as domestic law appears in many circum-
stances, developing international law is often even more difficult.”); INTEL. & NAT’L SEC. ALL., 
CYBER INTELLIGENCE: SETTING THE LANDSCAPE FOR AN EMERGING DISCIPLINE 6 (2011) (“National 
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worldwide.”); Koh, supra note 15, at 1772 (remarking on the legal challenges posed by emerging 
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321 See Heath, supra note 7, at 1096–98 (calling for development of a new international legal 

model to deal with the emergence of new age cyber warfare). 
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businesses—can take immediate actions to better safeguard their interests 
against the threats of business warfare. In particular, Section A of this Part first 
suggests that nations and companies can lead initiatives on business war 
games.322 Next, Section B advocates for an increase in cybersecurity incen-
tives.323 Lastly, Section C proposes that diversification of supply chains and 
markets is needed in order to better prepare for the perils of business warfare.324 

A. Business War Games 

Nation-states and businesses should regularly engage in war games be-
tween and among themselves to better prepare for the threats of business war-
fare.325 War games have long been used by nations to improve their readiness 
and defenses.326 One of the earliest forms of war games was a variation of pre-
sent-day chess that dates back to 3000 B.C.327 War games simulate potential 
attacks and decision points in a semi-controlled environment where its partici-
pants can test and assess their strengths and vulnerabilities in a dynamic set-
ting.328 During and since the Cold War, the Pentagon has regularly run hypo-
thetical and operational exercises to test the efficacy of the U.S. military in 
facing adverse scenarios around the world.329 Just as war games have long as-
                                                                                                                           
 322 See infra notes 325–346 and accompanying text. 
 323 See infra notes 347–368 and accompanying text. 
 324 See infra notes 369–384 and accompanying text. 

325 See, e.g., Baradaran, supra note 15, at 1319 (suggesting financial war games for businesses as 
beneficial); John Crawford, Wargaming Financial Crises: The Problem of (In)experience and Regula-
tor Expertise, 34 REV. BANKING & FIN. L. 111, 168–74 (2014) (discussing the benefits of using finan-
cial crises simulations). 

326 See Lin, supra note 14, at 1437 & n.335 (citing Baradaran, supra note 15, at 1319 (“The mili-
tary has used war games for many years, both as a test of the military’s responsiveness to crises and as 
a way to devise military strategies.”); Elizabeth M. Bartels, Building Better Games for National Secu-
rity Policy Analysis: Towards a Social Scientific Approach 61–63 (Mar. 2020) (Ph.D. dissertation, 
Pardee RAND Graduate School), https://www.rand.org/content/dam/rand/pubs/rgs_dissertations/
RGSD400/RGSD437/RAND_RGSD437.pdf [https://perma.cc/HSG8-2KMB] (discussing the design 
of war games to best prepare a party)). 

327 See Lin, supra note 14, at 1437 & n.336 (citing FRANCIS J. MCHUGH, FUNDAMENTALS OF 
WAR GAMING 27 (3d ed. 1966)). 

328 See id. & n.337 (citing JOINT CHIEFS OF STAFF, JOINT PUB. 1-02, DEPARTMENT OF DEFENSE 
DICTIONARY OF MILITARY AND ASSOCIATED TERMS 395 (Nov. 8, 2010, as amended through Dec. 31, 
2010), https://www.hsdl.org/?abstract&did=11391 [https://perma.cc/J2RC-NHUR] (defining a war 
game as “[a] simulation, by whatever means, of a military operation involving two or more opposing 
forces using rules, data, and procedures designed to depict an actual or assumed real life situation”)). 

329 See id. & n.338 (citing Thomas B. Allen, Twilight Zone in the Pentagon, in THE COLD WAR: 
A MILITARY HISTORY 230, 230–34 (Robert Cowley ed., 2005) (describing how war games operat-
ed)); ANTHONY H. CORDESMAN & ASHLEY HESS, THE EVOLVING MILITARY BALANCE IN THE KO-
REAN PENINSULA AND NORTHEAST ASIA, VOLUME II: CONVENTIONAL BALANCE, ASYMMETRIC 
FORCES, AND US FORCES 178 (2013) (recounting war games between the United States and South 
Korea designed by the Pentagon); Ralf Emmers, Security and Power Balancing: Singapore’s Re-
sponse to the US Rebalance in Asia, in THE NEW US STRATEGY TOWARDS ASIA: ADAPTING TO THE 
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sisted policy-makers in preparing for war in the theaters of land, air, and sea, 
these recommended war games can help public and private institutions better 
steel themselves for conflicts in the theater of business.330 

These war games should be done by and between governments and busi-
nesses, because modern business warfare frequently involves both public and 
private actors. The federal government can run business war games to better 
prepare American interests for business warfare.331 Various Departments and 
agencies of the federal government, like Defense, Homeland Security, and the 
Treasury, can lead and coordinate these exercises, marshalling military, public, 
and private expertise and resources. The participation of private business is 
particularly important in these exercises because businesses are often on the 
frontline of modern conflicts.332 

Similarly, large private businesses should stress test their defenses and 
capabilities by regularly running war games within their institutions. These 
internal war games would push corporate boards and senior executives to carry 
out their fiduciary duties to their shareholders more thoughtfully, as they think 
collectively and strategically about their risks, and move beyond siloed, tacti-
cal processes that have become all too common in contemporary business 
management.333 While businesses alone usually cannot and should not defend 
                                                                                                                           
AMERICAN PIVOT 143, 147 (William T. Tow & Douglas Stuart eds., 2015) (documenting the war 
games performed with Singapore). 

330 For an introduction to the role of war games throughout history, see generally MCHUGH, su-
pra note 327; PETER P. PERLA, THE ART OF WARGAMING: A GUIDE FOR PROFESSIONALS AND HOB-
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ERS & ROBERT MARTINAGE, CTR. FOR STRATEGIC & BUDGETARY ASSESSMENTS, FUTURE WARFARE 
20XX WARGAME SERIES: LESSONS LEARNED REPORT (2001), https://indianstrategicknowledge
online.com/web/R.20011201.FutureWarXX.pdf [https://perma.cc/GCW8-AGH2]. 

331 See, e.g., Robert C. Rubel, The Epistemology of War Gaming, 59 NAVAL WAR COLL. REV. 
108, 112 (2006) (“Games allow players and observers to see relationships—geographic, temporal, 
functional, political, and other—that would otherwise not be possible to discern. Seeing and under-
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332 See Lin, supra note 14, at 1436 & n.331 (first citing Richard K. Gordon, Losing the War 
Against Dirty Money: Rethinking Global Standards on Preventing Money Laundering and Terrorism 
Financing, 21 DUKE J. COMPAR. & INT’L L. 503, 510–17 (2011) (explicating on the important role of 
private firms in combatting terrorism financing); then citing Sales, supra note 275, at 1567 (“[T]he 
private sector should play an active role in establishing industry-wide cyber-security standards . . . .”); 
then citing Matthew Goldstein, Wall St. and Law Firm Plan Cooperative Body to Bolster Online Se-
curity, N.Y. TIMES, Feb. 24, 2015, at B7 (describing the current threats of large cyberattacks bringing 
together private companies, such as banks and law firms, and the federal government; and then citing 
DEP’T OF DEF., DEPARTMENT OF DEFENSE STRATEGY FOR OPERATING IN CYBERSPACE 8–9 (2011), 
https://csrc.nist.gov/CSRC/media/Projects/ISPAB/documents/DOD-Strategy-for-Operating-in-
Cyberspace.pdf [https://perma.cc/A784-BVAA] (urging more frequent collaborations between gov-
ernment entities and private businesses to bolster cybersecurity)). 

333 See GILLIAN TETT, THE SILO EFFECT: THE PERIL OF EXPERTISE AND THE PROMISE OF 
BREAKING DOWN BARRIERS, at ix–xii (2015) (observing how during the 2008 financial crisis, 
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themselves against attacks by a foreign nation-state, these internal war games 
could help boards and senior executives understand their institutional vulnera-
bilities and better prepare for potential risks, responses, and recoveries when 
an attack eventually occurs on their businesses.334 War games can help situate 
executives to think from a more militaristic perspective and to work through a 
military-like “kill chain,” a combat decision process that prevents unnecessary 
casualties and damage within the context of their enterprises.335 These war 
games can also help public and private institutions play out and imagine for-
merly unseen attacks and approaches in warfare that leverage new technology 
and business practices, like cryptocurrencies and artificial intelligence.336 Alt-
hough some businesses may prefer to remain neutral or above the fray on con-
flicts between states, recent history, particularly in the cyber realm, suggests 
that neutrality is not an option for many businesses.337 

This recommendation for business war games that includes governments 
and businesses is not radical or entirely unprecedented. In 2009, the U.S. mili-
tary and intelligence officials conducted one of the first reported economic war 
games at the Johns Hopkins University Warfare Analysis Laboratory in Laurel, 
Maryland, to test the use of economic weapons against the United States by a 
foreign nation like China.338 Since 2011, the Securities Industry and Financial 
Markets Association has been running major cyberattack simulations, called 
Quantum Dawn, with private partners and federal agencies to better prepare 
the financial industry against a systemic cyberattack.339 And for more than a 
decade following the financial crisis of 2008, the Federal Reserve has been 
                                                                                                                           
“[p]eople were trapped inside their little specialist departments, social groups, teams, or pockets of 
knowledge . . . inside their silos”). 
 334 STANLEY MCCHRYSTAL & ANNA BUTRICO, RISK: A USER’S GUIDE 270–72 (2021). 

335 BROSE, supra note 15, at xviii–xix. 
336 See ANNIE JACOBSEN, THE PENTAGON’S BRAIN: AN UNCENSORED HISTORY OF DARPA, 

AMERICA’S TOP-SECRET MILITARY RESEARCH AGENCY 313–30 (2015) (chronicling how war games 
aided government officials in responding to unexpected attacks and extreme events); Bailey Reutzel, 
What Is Cryptocurrency? Here’s What You Need to Know About Blockchain, Coins and More, CNBC 
(Sept. 22, 2021), https://www.cnbc.com/select/what-is-cryptocurrency/ [https://perma.cc/9JA3-359W] 
(explaining cryptocurrency); Darrell M. West, What Is Artificial Intelligence?, BROOKINGS (Oct. 4, 
2018), https://www.brookings.edu/research/what-is-artificial-intelligence/ [https://perma.cc/ZRG7-
AR7G] (explaining artificial intelligence). 

337 See Eichensehr, supra note 78, at 696–73 (discussing the limitations of neutrality as relating to 
businesses in conflicts among nation-states). 

338 See Lin, supra note 14, at 1439 & n.347 (citing ERIC J. WEINER, THE SHADOW MARKET: HOW 
A GROUP OF WEALTHY NATIONS AND POWERFUL INVESTORS SECRETLY DOMINATE THE WORLD 13–
14 (2010)). 

339 See id. & n.349 (first citing SIFMA, FACT SHEET: QUANTUM DAWN 3, at 1, https://www.
sifma.org/wp-content/uploads/2017/09/quantum-dawn-fact-sheet.pdf [https://perma.cc/5DQ9-G6GB]; 
then citing SIFMA, STANDING TOGETHER FOR FINANCIAL INDUSTRY CYBER RESILIENCE: QUANTUM 
DAWN 3 AFTER-ACTION REPORT 3 (2015), https://www.sifma.org/wp-content/uploads/2017/04/
QuantumDawn-3-After-Action-Report.pdf [https://perma.cc/T7J9-WAZ7]). 
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running regular stress tests on systemically important financial institutions.340 
That said, governments and businesses across various industries can become 
more thoughtfully engaged in business war gaming to better think like the en-
emy and gain valuable insights as the threats of business warfare loom larger 
with each passing day.341 

Although no war game can perfectly simulate or recreate an actual battle 
or attack, a good war game can nonetheless be incredibly illuminating to pub-
lic and private institutions, pushing them to prepare for business warfare so 
that they do not react in a haphazard, untested manner during times of crisis.342 
Well-designed war games can create cross-learning opportunities for business-
es and governments to anticipate and prepare for the threats of contemporary 
business warfare.343 Better preparation, although not always highly predictive, 
is especially necessary given the high velocity and uncertainty of global eco-
nomic and financial markets.344 As former President Dwight Eisenhower, who 
served as the Supreme Commander of the Allied Expeditionary Force in Eu-
rope in World War II, famously remarked about war planning: “In preparing 
for battle I have always found that plans are useless, but planning is indispen-
sable.”345 Therefore, as the threats of business warfare grow, better planning 
for it through smart war games that thoughtfully engage nation-states and pri-
vate firms is urgently indispensable.346 

B. Cybersecurity Guidance and Incentives 

Governments, particularly the U.S. federal government, should regularly 
provide strong cybersecurity guidance and incentives for private firms across 
                                                                                                                           

340 See RIEL & MARTIN, supra note 15 (discussing the importance of integrative thinking in busi-
ness strategy and management). 

341 See, e.g., U.S. GOV’T ACCOUNTABILITY OFF., supra note 112, at 34–35 (discussing the need 
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342 See Lin, supra note 14, at 1439 & n.350 (citing Lawrence A. Cunningham & David Zaring, 
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344 See, e.g., Tom C.W. Lin, The New Investor, 60 UCLA L. REV. 678, 711–13 (2013) (discussing 
the high speed of modern financial markets). 

345 Lin, supra note 14, at 1439 & n.351 (citing RICHARD M. NIXON, SIX CRISES 235 (1962) (quot-
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all industries, given that so much of business warfare involves attacks and ag-
gressions on private actors in cyberspace. Thoughtful government leadership 
and coordination is necessary to counteract some of the collective action prob-
lems and easy business inclinations to underinvest in cybersecurity up-
grades.347 A smart and strong public-private partnership is necessary to con-
front the cybersecurity challenges of business warfare.348 

First, in terms of guidance, the federal government should work with lead-
ing companies in the private sector to provide guidance on the latest and best 
cybersecurity protocols and practices. Although some industries, like the fi-
nancial, utilities, and technology sectors, have significant regulatory guidance 
and compliance resources on cybersecurity, others do not.349 For instance, in 
the financial sector, regulators like the Federal Reserve and the Securities and 
Exchange Commission regularly offer cybersecurity-related guidance for finan-
cial institutions.350 As such, large financial institutions are often at the forefront 
of significant regular investments in cybersecurity to protect their companies.351 

Nevertheless, it is not enough that only some companies in some indus-
tries have strong cybersecurity. Because of the interlinked nature of modern 
information networks and an interdependent global economic system, all of the 
public and private sectors must be vigilant and work jointly in their cybersecu-
rity defenses, as one vulnerability can lead to destructive cascades and grave 
systemic risk across multiple industries and countries.352 The serious Russian 
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cyberattack of 2020 was the result of a vulnerability in the widely used soft-
ware of the publicly-traded company, SolarWinds, and the breach of the public 
and private institutions was discovered in part by FireEye, another publicly-
traded company.353 As such, to better fortify cybersecurity in the presence of 
business warfare, governments and businesses must work together in crafting 
and following best practices guidance. 

Second, in addition to guidance, the federal government should provide 
meaningful incentives to encourage private firms to regularly upgrade their 
cybersecurity systems.354 Because much of the technological infrastructure that 
makes up the cyber domain is owned and operated by private firms that are fre-
quently motivated by profits, smart incentives may be necessary to encourage 
timely cybersecurity improvements, investments, and information-sharing.355 In 
the absence of public incentives, investments in cybersecurity may remain 
stagnant as businesses focus on short-term cost savings and profits, rather than 
long-term stability and systemic safety.356 Furthermore, properly designed in-
centives can encourage more proactive and timely investments and infor-
mation-sharing, rather than reactionary moves in response to a major security 
breach from the private sector.357 

Informed guidance, coupled with smart incentives, can manifest in a 
number of policies to enhance corporate cybersecurity for public and private 
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for encouraging better cybersecurity); Tom C.W. Lin, The New Financial Industry, 65 ALA. L. REV. 
567, 614 (2014) (“[A]s a matter of principle, policymakers should use affirmative incentives in addi-
tion to negative penalties to help encourage industry participants to behave sensibly.”). 



58 Boston College Law Review [Vol. 63:1 

sectors alike. Tax policy, for example, can be used to encourage companies to 
improve their cybersecurity readiness on a regular basis.358 Through a mix of 
bonus depreciation, tax credits, and increased deductions, the government can 
encourage and subsidize the upgrades of outdated, vulnerable information sys-
tems and spur investment in more secure systems.359 In the same way that the 
government used tax policy in the American Recovery and Reinvestment Act 
following the financial crisis of 2008 to incentivize private businesses to accel-
erate and enlarge capital investments to stimulate the economy, it can act simi-
larly to enhance business cybersecurity.360 

Additionally, the federal government can use its large procurement pow-
ers across all private sectors to encourage timely cybersecurity improvements 
by private firms, for example, by giving contracting preferences to firms that 
meet certain government cybersecurity benchmarks and conditions.361 Because 
the federal government is one of the largest purchasers of goods and services 
in the world, such contracting preferences could lead to significant system-
wide improvements in cybersecurity.362 The federal government already has 
cybersecurity requirements for many of its vendors, but it can do more to make 
sure that its cybersecurity requirements reflect the latest cyber threats.363 In 
fact, in 2015, the Office of Management and Budget initiated a review of cur-
rent acquisition practices with an eye towards enhancing cybersecurity through 
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361 See id. at 1430 & n.299 (first citing Bambauer, supra note 15, at 1062–64 (suggesting imple-
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Purchaser, 43 PRESIDENTIAL STUD. Q. 225, 225–29 (2013) (examining the power of the President to 
shape policy using procurement)). 

363 See id. & n.301 (citing 48 C.F.R. § 552.239-71 (2021) (mandating the contractor be responsi-
ble for IT security)). 
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the federal procurement process and has continued to seek ways to enhance 
cybersecurity in a similar fashion since then.364 

Furthermore, carefully crafted legal safe harbors to shield companies from 
certain liabilities could encourage more timely information-sharing about cy-
bersecurity vulnerabilities and threats with government agencies and other in-
dustry peers. In the absence of such protections, companies might be reticent 
to share critical information for fear of exposing themselves to lawsuits and 
other liabilities. In recent years, a few states and the federal government have 
proposed and adopted safe harbor provisions related to cyberattacks to encour-
age best practices on information-sharing and timely disclosures.365 Neverthe-
less, these safe harbors thus far represent only small steps. More comprehen-
sive efforts are needed to encourage businesses to adopt cybersecurity best 
practices and share breaches within their systems in a timely manner, in the 
best interests of the larger network.366 

Although many large companies already invest significant resources in 
cybersecurity, many still do not.367 To better protect against cyberattacks and 
other threats in cyberspace emanating from business warfare, all businesses 
and all industries could urgently use better guidance and incentives from the 
government. As former President Barack Obama remarked about cybersecurity 
in 2015: “[N]either government, nor the private sector can defend the nation 
alone. It’s going to have to be a shared mission––government and industry 

                                                                                                                           
364 See id. & n.302; Our Focus Areas, U.S. CHIEF INFO. OFFICERS COUNCIL, https://policy.cio.

gov [https://perma.cc/J76Q-LW2N] (listing initiatives taken toward better cybersecurity). 
365 See David Farber, David Manek, Ted Theisen & Colleen Yushchak, New Proposed Laws In-

clude Safe Harbor When Aligned with NIST Privacy Framework, JD SUPRA (Aug. 4, 2021), https://
www.jdsupra.com/legalnews/new-proposed-laws-include-safe-harbor-2986211/ [https://perma.cc/
ALS7-TL2P] (documenting the new trend in cybersecurity laws introducing safe harbor clauses); 
Cynthia Brumfield, States Enact Safe Harbor Laws Against Cyberattacks, but Demand Adoption of 
Cybersecurity Frameworks, CSO (Mar. 29, 2021), https://www.csoonline.com/article/3613176/states-
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[https://perma.cc/N9BC-PP3G] (discussing recent legislative initiatives to offer liability protection 
against cyberattacks, but only if the victim followed best security practices); Jeffrey T. Ganiban & 
Alex Eschenroeder, HHS Issues Final Cybersecurity Safe Harbor and Exception, NAT’L L. REV. 
(Dec. 15, 2020), https://www.natlawreview.com/article/hhs-issues-final-cybersecurity-safe-harbor-
and-exception [https://perma.cc/WRC4-8VRQ] (discussing the safe harbor instituted under the Anti-
Kickback Statute (the AKS Cybersecurity Safe Harbor)); Medicare and State Health Care Programs: 
Fraud and Abuse; Revisions to Safe Harbors Under the Anti-Kickback Statute, and Civil Monetary 
Penalty Rules Regarding Beneficiary Inducements, 85 Fed. Reg. 77,684 (Dec. 2, 2020) (to be codified 
at C.F.R. pt. 1001, 1003). 

366 NISSEN et al., supra note 17, at 30 (proposing litigation reform). 
367 Alex Blau, The Behavioral Economics of Why Executives Underinvest in Cybersecurity, 

HARV. BUS. REV. (June 7, 2017), https://hbr.org/2017/06/the-behavioral-economics-of-why-executives-
underinvest-in-cybersecurity [https://perma.cc/5W24-QXTA] (discussing why entities underinvest in 
cybersecurity). 
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working hand in hand, as partners.”368 Importantly, as such, government efforts 
to develop cybersecurity guidance must reflect an iterative process that active-
ly engages with industry leaders, capitalizing on their firsthand experience to 
inform policies and respond to emerging technologies. 

C. Supply Chain and Market Diversification 

Government and business leaders should work urgently and creatively to 
diversify their supply chains and markets to better steel themselves from the 
disruptions and threats of business warfare.369 Toward that end, firms and na-
tion-states should work together to create greater domestic capacity for certain 
key supplies, industries, and markets. 

A more diversified supply chain and marketplace would allow businesses 
to better withstand aggressions from adversaries and engage in business war-
fare while mitigating economic blowback. For instance, a firm like Apple, 
which is largely reliant on contract manufacturers and rare earth suppliers in 
China, would be particularly vulnerable to punitive actions from the Chinese 
government.370 Because Apple is one of the most valuable companies in the 
world and one of the most widely-held securities in the portfolios of Ameri-
cans, a sustained attack on Apple could have serious repercussions on the 
American economy and psyche. 

More troubling is that a single flawed or vulnerable supply chain compo-
nent can create many soft points of entry for an adversary, especially when a 
foreign state serves as a critical node in the production process.371 The unprec-
edented Russian hack of 2020 of American business and government interests 
was the result of a supply chain vulnerability, whereby adversaries used a 
third-party vendor’s product to attack its target.372 Similarly, the world current-
ly relies heavily on two companies, Samsung and Taiwan Semiconductors 
                                                                                                                           

368 Barack Obama, President, Remarks by the President at the National Cybersecurity Communi-
cations Integration Center (Jan. 13, 2015), https://obamawhitehouse.archives.gov/the-press-office/
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cc/S7VN-SW9N]. 

369 See Kevin B. Hendricks & Vinod R. Singhal, Supply Chain Disruptions and Corporate Per-
formance, in SUPPLY CHAIN DISRUPTIONS: THEORY AND PRACTICE OF MANAGING RISK 1, 1–3 
(Haresh Gurnani, Anuj Mehrotra & Saibal Ray eds., 2012) (discussing the recent immergence and 
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then-coronavirus-hit-11583172087 [https://perma.cc/L92Q-QEST] (Mar. 3, 2020). 
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NOLOGY 21–25 (2020), https://s3.documentcloud.org/documents/20463382/final-memo-china-strategy-
group-axios-1.pdf [https://perma.cc/KE82-L7H8] (discussing the importance of decoupling critical 
technology supply chains between the United States and China for national security purposes). 

372 Sanger, supra note 353. 
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Manufacturing Company, for semiconductors that are essential for almost eve-
rything involving electronics, from automobiles to ventilators.373 As such, a 
disruption of the production processes of either companies would have delete-
rious effects that would ripple across numerous countries and companies.374 

Rather than becoming too reliant on one supply chain or one marketplace 
for inputs and revenues, firms should seek more diversification on these fronts, 
which would create greater resilience for them to weather attacks from adver-
saries in business warfare.375 Admittedly, moves towards greater supply chain 
and market diversification could hurt short-term revenues and profits, which 
will likely make such moves difficult for myopic corporate executives.376 Nev-
ertheless, greater market and supply chain diversification should pay off over 
the long run for many businesses, providing greater stability to boards and 
shareholders. 

In addition to firm-based efforts to diversify supply chains and markets, 
government agencies should work with key businesses to create domestic ca-
pacity for certain critical supplies and industries to blunt any deleterious eco-
nomic impact that could result from business warfare.377 Through a combina-
tion of mandates and incentives, governments can foster domestic capacity to 
support more diversified supply chains and markets.378 This public-private ef-
fort would make nations better positioned to withstand attacks on their busi-
nesses and their economies in the same way that the United States possesses 
the National Strategic Stockpile for public health crises and the Strategic Petro-
leum Reserves for energy crises.379 For instance, the federal government has 
                                                                                                                           

373 EURASIA GRP., THE GEOPOLITICS OF SEMICONDUCTORS 3–5 (2020), https://www.eurasia
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 374 Id. 

375 There is a rich, longstanding management and economics literature on the benefits of market 
diversification for businesses. See, e.g., Jean-Emile Denis & Daniel Depelteau, Market Knowledge, 
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377 NISSEN et al., supra note 17, at 24–28. 
378 Id. 
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broad authority over private business under the Defense Production Act to 
mandate that firms create products for national security.380 

During peace times when capital and supplies are free-flowing, creating 
domestic capacity for critical supplies and industries may seem unnecessary. 
During times of war and crises, however, the lack of domestic capacity for crit-
ical supplies and industries can render a nation particularly vulnerable. The 
COVID-19 pandemic made this uncomfortable truth evident in the United 
States. Thousands of Americans died each day as the county lacked the ready 
capacity to produce personal protective equipment, ventilators, swabs, and 
other critical supplies, the manufacturing of which is located primarily in Chi-
na.381 Rather than be subject to economic attack of foreign adversaries, gov-
ernments should work proactively with the private sector to identify and create 
meaningful domestic capacity for certain critical supplies and industries. Not 
surprisingly, about one month into his presidency in 2021, President Biden 
ordered a review of the United States’ critical supply chains “to ensure our 
economic prosperity and national security.”382 

To be clear, this recommendation should not be viewed as an opposition 
to the virtues of free and fair trade or the economic principles of comparative 
advantage that have produced incredible prosperity and wealth.383 Rather, it 
should be understood as a sensible step that can better safeguard a country’s 
interests in the face of rising threats of business warfare. Furthermore, even in 
the absence of ongoing or looming threats, greater market and supply chain 
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diversification will help better fortify our economic security and national secu-
rity for an uncertain future.384 

*  *   * 
Business warfare will continue to impact many aspects of law, business, 

and society in ways large and small. While progress is being made on the 
longstanding geopolitical and international law issues affecting business war-
fare, the recommendations provided in this Article offer a workable trio of pol-
icies and actions that business and government leaders can take in the near-term 
to prepare for the inevitability of these attacks. Undoubtedly, the complex chal-
lenges of realizing these proposals will lie in the actual drafting, implementation, 
compliance, and enforcement of any new rules and policies. Nevertheless, the 
discussion here offers meaningful, principled guideposts for business and gov-
ernment leaders as they confront the challenges of modern business warfare. 

CONCLUSION 

The harsh and complicated realities of business warfare will present some 
of the most difficult decisions for political leaders, corporate executives, mili-
tary commanders, legislators, and regulators for the foreseeable future. The 
convergence of global conflicts, private business, and war will have serious 
lingering legal, economic, and social implications. Contemporary business 
warfare threatens and impacts every nation, every firm, and every citizen. 

This Article offers an original, critical perspective of this growing, con-
temporary war on business. It examines the combatants, targets, and weapons 
of this looming mode of conflict, highlights critical legal and practical ten-
sions, and proposes workable initiatives to better protect business stakeholders 
and nations against the looming threats of business warfare. Throughout its 
examination, this Article is mindful of the serious military and national consid-
erations implicated by this form of warfare, as well as the longstanding legal 
and political principles concerning economic hostilities that have made re-
forms in this area so elusive for companies and countries. Instead of advocat-
ing for an elegant, grand framework that may theoretically solve all of the 
challenges of business warfare or clearly redefine longstanding legal doctrines 
of war for a new age, this Article provides a more crosscutting, civilian-
oriented perspective that advocates for three workable proposals. Although 
more modest in theory, they are more meaningful in practice. In particular, the 
Article argues for robust business war games, smart cybersecurity guidance 
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and incentives, as well as greater supply chain and market diversification as 
means to immediately confront the emerging threats and risks of business war-
fare while the larger issues of international and geopolitical consideration re-
main open. In the end, this Article hopes to provide a pragmatic framework for 
thinking, planning, and acting anew—with greater urgency—to address the 
dangers posed by business warfare. 
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