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ABSTRACT

Naval Postgraduate School and the Naval Surface Warfare Center Philadelphia
Division, University of Connecticut, and Clemson University propose to advance the
response speed, power density, efficiency, and altitude capability of circuit breaker
technology by developing a fast lightweight altitude-ready solid state circuit breaker for
hybrid electric propulsion (FLASH). This thesis describes the procedure and methods
used to create a nondestructive testbed that identifies the potential issues in the circuit
breaker related to electromagnetic interference (EMI) susceptibility. The testbed uses
magnetic and electric field injection to simulate harsh EMI environments and pinpoints
the exact areas within a system that are susceptible to EMI. Furthermore, this thesis
recommends low-cost solutions to correct the identified problematic areas and
components. Lastly, the testbed designed in this thesis can be used on the FLASH circuit
breaker as well as a wide range of other applications and electrical circuits. This thesis
will identify the potential issues in the circuit breaker related to EMI and proposes
solutions that will help the team integrate the solutions in the circuit breaker design. In
addition, it develops a tool used to enhance the EMI performance of the circuit breaker
components. Lastly, this thesis documents the results of the full power test and validates

the proposed solutions with experimental data.
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I. INTRODUCTION

Electromagnetic interference (EMI) creates significant problems for electronic
systems by disrupting the systems intended operation. These problems occur between
electronic and electrical systems and have been documented and studied for decades. EMI
susceptibility refers to the vulnerability of a system to electromagnetic energy radiated by
another electronic or electrical system or device. Engineers do not want EMI emission or
susceptibility issues to occur in their circuits, so they must design the system to reduce or
prevent the effects of EMI from occurring. Critical systems on ships, aircraft, or spacecraft
need to be designed, constructed, and tested to minimize the severity and impact of EMI.
Reducing system EMI susceptibility and emissions will ensure long lasting and reliable

operation.

A. SIGNIFICANCE OF RESEARCH

An effective nondestructive test platform is needed to efficiently test the
electromagnetic compatibility (EMC) and robustness of electronic and electrical circuit
boards and reduce their EMI susceptibility [1], [2]. Electronic and electrical systems have
the ability to unintentionally radiate large magnetic or electric fields that can corrupt their
own signals and nearby systems [3], [4]. Often, EMI is overlooked in the initial design
phase and then the complete system experiences noise issues that can be difficult to
troubleshoot and eliminate. This EMI noise can degrade the systems performance,

reliability, and lifespan [1].

Existing EMI susceptibly testing consists of inducing large amounts of energy into
the equipment under test (EUT), which often results in permanent damage to the electrical
components being tested [5]. Naval Postgraduate School (NPS) is constructing a testbed to
perform nondestructive EMI testing. This testing will ensure robust operation of the logic
boards associated with the fast light-weight altitude-ready solid state circuit breaker for
hybrid electric propulsion (FLASH) system. This thesis presents the testbed developed to
test the FLASH logic board for EMI susceptibility problems and identify components that
are susceptible to EMI failures. This EMI susceptibility testbed can be used to test electrical

1



circuits that may be exposed to a harsh EMI environment. After the testing described in
this thesis is complete, the system can be redesigned to mitigate or eliminate the areas of
the board that are electromagnetically weak [1], [5]. This removes the need for other more

costly EMI corrective actions, such as filtering and shielding [5], [6].

Issues caused by EMI are becoming more relevant and costly throughout the U.S.
military. The Navy is beginning to integrate new high power radar systems and electric
drive ships into the fleet, resulting in new potential EMI issues [7]. The large amounts of
power needed to operate these radars and propulsion plants can have adverse effects on
themselves, other systems, and nearby vessels. For example, in June 2000 the minesweeper
HMAS Huon lost control of its steering gear and nearly hit the frigate HMAS Anzac [8§],
[9]. As the two ships approached, the HMAS Anzac radars induced EMI into the HMAS
Huon electronic steering control system, resulting in a total loss of control [8]. This
example of a near-miss highlights the importance of proper design and testing of critical
systems to ensure they are resilient to the effects of EMI. The Australian National Audit
Office conducted a review of the incident and concluded a lack of proper test and

evaluation (T&E) on both ships was the reason the two ships nearly collided [8], [9].

The work described in this thesis will show why testing electrical systems for EMI
early in the design process is important, and more efficient and reliable than simply
shielding components [1], [5]. Specifically, for components that will be installed on
spacecraft and satellites, shielding is very heavy and costly, and can be improperly

reworked, reducing its performance over time [10].

In a new study published in Space Weather, researchers from the
Massachusetts Institute of Technology (MIT) say that solar flares,
geomagnetic storms and other forms of electromagnetic radiation may be to
blame for up to 26 failures in eight geostationary satellites owned by
London-based telecommunications company Inmarsat that took place over
16 years of operation... Designed to last for up to 15 years, the satellites are
heavily shielded to protect sensitive electronic components from solar
radiation; however, say MIT researchers, over time radiation can penetrate
the shielding and affect the performance of these components... Results
from the study indicated that the majority of the Inmarsat satellite failures
overlapped with periods of high-energy electron activity during declining
phases of the solar cycle. The researchers believe that this particle flux may
have accumulated in the satellites over time, creating internal charging that

2



damaged the amplifiers responsible for strengthening and relaying signals
back to Earth. While most satellites carry back-up amplifiers, says
Lohmeyer, over time this supply may run out. (Banana Skins 816, 2014) [9]

For electrical components installed on spacecraft, extra design and testing precautions must
be taken to ensure components or subsystems do not become susceptible to EMI over time
[10]. Therefore, the electrical components need to be designed and tested for EMI
susceptibility with sufficient margin so reliance on shielding and filtering can be reduced

or even eliminated.

The U.S. Navy has been severely impacted by EMI problems in the past [11]. In
1967, the tragic fire that occurred on the aircraft carrier USS Forrestal was caused by EMI,
and resulted in the death of 134 Sailors and injury of 161 Sailors [11]. The massive fire
was caused by the inadvertent ignition of a Zuni rocket that was carried on a F-4B Phantom
aircraft. The Zuni rocket struck the fuel tank of a nearby A-4 Seahawk, causing jet fuel to
be spilled all over the flight deck area. The official inquiry revealed a shipboard radar and
degraded shielding on the Zuni rocket firing mechanism triggered the rocket to fire,
initiating the incident [11], [12]. Since then, the Navy has revised it requirements and

standards for EMI and explosive ordinance to prevent similar accidents from occurring.

The FLASH program and other Navy applications need a robust testing system that
improves EMI susceptibility [7]. Traditional EMI susceptibility methods can damage the
EUT and may not provide adequate system robustness [5]. EMI susceptibility problems
have often been mitigated by using filtering and shielding [6], this is not a cost effective or
practical solution for the FLASH program. This thesis describes the methods EMI can enter
into a system, the procedure used to test for EMI susceptibility, and low-cost fixes that can

be used to improve the system robustness.

B. RESEARCH PROBLEM SPACE

The Department of Defense (DOD) is concerned with EMI and EMC within solid-
state circuit breakers because the next generation weapon systems and sensors require
direct current (DC) power distribution and control as part of their integration into ship

power systems. Protecting these systems and loads from unintentional electromagnetically



induced faults is crucial to ensure the operability and proper maintenance of vital loads
during combat operations and conditions [10]. Therefore, there is an effort from the Naval
Surface Warfare Center Philadelphia Division (NSWCPD) to develop a new family of solid
state medium voltage DC (MVDC) circuit protection devices capable of providing the fault
detection and response times needed for the next generation of DC power distribution
systems. The circuit breaker being developed is a 1 kV, 1 kA DC circuit breaker with the
clearing time less than 1 ms and a power density of 18 MW/m? and weighs 200 lbs [7].
The system has been developed and tested at TRL 5 at sea [7].

The Naval Postgraduate School, teamed with the Naval Surface Warfare Center
Philadelphia Division (NSWCPD), Naval Air System Command Weapon Division
(NAVIR-WD), University of Connecticut, Virginia Tech and Clemson University,
proposes to advance the response speed, power density, EMI robustness, and altitude
capability of circuit breaker technology by developing a fast light-weight altitude-ready
solid state circuit breaker for hybrid electric propulsion (FLASH) system. The solid-state
circuit breaker is based on mature and cost-effective Silicon (Si) insulated-gate bipolar

transistors (IGBT), which must meet the following specifications:

Block 2 kV

Carry 1.2 kA continuously

Higher than 99.5% efficiency

Interrupt up to 5 kA current within 10 ps

Power density greater than 100 kW/kg

Limit the peak fault current to 5 kA

Altitude operation condition of 35 kft or higher

Operation up to 160° F coolant

Technology readiness level (TRL) 6 and demonstration at NASA in
2023 (Note: TRL 6 is requires a system/subsystem model or prototype
demonstration in a relevant environment)

e Scalable to 10 kV and 10 kA for future applications [7]

This effort to design and test FLASH will significantly improve upon the existing
Navy 1kV, 1 kA dc circuit breaker technology to achieve the efficiency, power density,
and altitude capability targets specified by NASA [7]. The FLASH solid state circuit
breaker will be integrated in a full power demonstration using the NASA Electric Aircraft

Testbed (NEAT) in 2023 [7].



The FLASH solid state circuit breaker needs logic circuit boards that are not
susceptible to failure from the large electromagnetic transients during operation of the circuit
breaker. The electronic circuits need to be designed, tested, and constructed to be robust in a
severe EMI environment, ensuring reliable operation. Traditionally, only shielding and
filtering have been used to protect electric circuits from EMI, but this adds additional weight
and failure modes for the aircraft/spacecraft that will operate the FLASH hybrid propulsion
system [5], [10]. As a result, extensive EMI testing is required to identify and correct

electromagnetically weak points on the circuit boards, creating a robust system [1].

C. RESEARCH QUESTION

Can EMI susceptibility issues be identified with nondestructive near field testing

on electrical systems and components?

D. APPROACH

The purpose of this thesis is to describe the importance and methods used to safely
simulate the high-transient, low-duty cycle events that occur within electrical systems. A
nondestructive testbed was constructed at NPS to examine the effects of radiated magnetic
and electric fields on electrical and electronic components. The testbed injects radiated
fields into the EUT using small near-field test probes. One test probe is used to create
magnetic fields and the other probe is used to create electric fields. An example circuit
board was tested to demonstrate how the EUT responds to the electric and magnetic fields.
The goal of the test is to inject electric and magnetic fields using near field test probes and
pinpoint the components that are susceptible to electric or magnetic fields coupling. The
frequency and amplitude of the radiated fields are controlled by the user. Once the weak
points in the system have been identified, the engineers or board designers can use this
information to correct the problematic areas and increase its robustness. This improves the
overall operational performance of the EUT and ensures the product is robust to unwanted

EMI [1], [5], [10].

The basic concept being used was created by Dr. Michael Schutten and has been
patented under Patent No: U.S. 6,242,925 B1 on June 5, 2001. The test setup has been

modified to incorporate newer equipment and tools. The radiated waveform has high
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instantaneous energy and very low average power [5]. Thus, the radiated signal will have
large instantaneous field strength and very low duty cycle. This represents the potentially

dangerous EMI environment that circuits may be exposed to during transient events in the

field [4], [5].

E. THESIS ORGANIZATION

The EMI theory and the different electric and magnetic coupling methods are
discussed in Chapter II. The challenges EMI presents on the FLASH project are reviewed
in Chapter III. Chapter IV describes the testbed setup and testing procedures. Chapter V
covers the test implementation and results. Lastly, Chapter VI outlines the future work that

will be conducted for the FLASH project.



II. EMI THEORY

To explain the rationale of this thesis work, some basic EMI theory and concepts

are reviewed and explained in this chapter.

A. CAUSES OF EMI

Understanding EMI requires knowledge of magnetic and electric field coupling [4].
Electrical system corruption is caused by the induced currents and voltages that are coupled
into the system by the electric or magnetic fields. Specifically, the electric fields induce
ground referenced common mode currents and magnetic fields induce differential mode
voltages. This externally induced energy can cause interference within a device, circuit,
system, or subsystems [1], [4], [13]. A coupling path is required to allow the electric and/or
magnetic fields to be received by the system [14]. The diagram shown in Figure 1 describes

how energy may be radiated, coupled, received, and then corrupt a circuit [1].

Radiator of Vgﬁg: ?)r Corrupted
energy . Coupling path . current . component
(emitter) (receiver)

Figure 1.  Energy coupling flow path needed to cause EMI

Reduction or removal of any of the steps in the flow path will decrease EMI
susceptibility within the system. Therefore, the system designers or testers should focus on
individual reduction of each step in the flow path. There are three ways to successfully
prevent EMI susceptibility issues as described in Paul (2006):

1. Suppress the emission at its source.

2. Make the coupling path as inefficient as possible.
3. Make the receptor less susceptible to the EMI [induced energy]. [4]



A reliable and efficient way to reduce EMI susceptibility is to limit the emitter as
much as possible at the source [4]. To detect possible emitters without constructing the full
testbed described in this thesis, an EMC near field test probe can be used to scan the
emission source and detect EM induced energy while in normal operating conditions. Once
the problematic components/emitters are identified the circuit can be redesigned to reduce
or eliminate the unintentional emission of EM energy. There are other ways to fix EMI
susceptibility issues as well, and all solutions should be tested to reduce EMI as much as
possible during the system design phase [2], [3]. In general, there are four ways to fix EMI

issues within an electric circuit or system [1].

1. Reduce the amount of transmitted or radiated energy from the source
(emitter). First, try to reduce the size of transmission loops and surfaces
present on the circuit board. This can be done by redesigning the board
layout to have minimal loop and surface areas on critical circuit regions.
Also, try to slow down the rise/fall times within the systems operating
frequency. These sharp rise/fall create high dv/dt and di/dt within the
system. Often, these solutions are beyond the engineer’s or operator’s

control.

2. Reduce the coupling path efficiency. The typical coupling path is often
through the air. Therefore, increasing the spacing of the components on
the board will reduce the coupling paths strength. This is often not a

realistic solution due to the boards predefined size.

3. Reduce the receiver efficiency. The goal should be to reduce the receiver
loop and surface areas. This will require the board to be redesigned in a
more efficient manner, which is very low or no cost, and provides robust,

repeatable results.

4. Reduce or attenuate the incoming high frequency energy. The three
primary ways to attenuate the incoming high frequency are to install
shielding, filters, or RF bonding. All three options will be discussed later

in this thesis.



The most efficient and cost-effective way to evaluate the system overall EMI
susceptibility is to induce electromagnetic energy into the system and measure its
resistance to EMI [4], [5]. This method is more effective and practical because it provides
a long-term and repeatable solution. The circuit/system is only as strong as the weakest
node. To effectively redesign the system, the user must systematically look for the weak or
vulnerable points, and then correct them [1], [5]. Therefore, the intention of this thesis is
to conduct non-destructive testing to identify the weak point/nodes and use this information

to electromagnetically harden the system.

B. COUPLING METHODS

The most common coupling paths for EMI are free space (i.e., air) or electrical
traces within the board [15]. The transfer of electromagnetic energy can be broken down
into subgroups as defined in MIL-STD 461G [6]. The following bullet list describes the
ways electromagnetic energy can be unintentionally transmitted from the emitter to a

receiver [4], [6], [16], [17].

o Radiated Emissions (RE) — electromagnetic energy produced by a
current or accelerated charge flowing through a wire or conductor

[4]. Typically, from an AC power cord [13], [17].

o Radiated Susceptibility (RS) — any component (i.e., antenna) that is
susceptible to electromagnetic energy propagating in free space

[13], [17].

J Conducted Emissions (CE) — noise current that propagates through

AC power cords [16], [17].

o Conducted Susceptibility (CS) — products can be susceptible to a
wide variety of interference signals that enter it via the ac power

cord. An example is lightning-induced transients [4], [17].

Typically, longer lengths of cables are more efficient at emitting or picking up

electromagnetic energy [1], [4], [6], [10]. Therefore, a longer cable or power cord (Im or
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more) will act like an “antenna” and pick-up or radiate energy. Radiated energy refers to
energy transferred by propagating electromagnetic waves via free space [15]. Conducted
energy refers to electromagnetic energy that is transferred on metal surfaces [4], [13].
Usually, conducted waves transfer unintentional electromagnetic energy more efficiently

than radiated waves [4], [10], [13].

There are four major coupling methods to induce EMI into a system: magnetic field
coupling, electric field coupling, common impedance coupling, and electromagnetic

(antenna) coupling [1]. The next sections will describe each coupling path in greater detail.

1. Magnetic Field Coupling

Magnetic field coupling is created by a current flowing in a closed loop conductor
in an alternating current (AC) circuit. This magnetic field can potentially be coupled into a
system and have adverse or unintended effects on its performance [4], [13]. When a

magnetic field is coupled into a circuit it acts like an induced differential mode voltage
source, and is fundamentally inductive, represented as e = M di/ dt’ where e is the

induced voltage in the receiving loop, M the mutual inductance between the loops, and i
the current flowing in the transmitting loop. Thus, it is caused by a time changing magnetic

flux and responsible for many EMI problems.

The magnetic flux is coupled between two or more circuits via loops or turns of a
wire [4], [13]. For a transformer to maximize magnetic flux transmission, the loops must
be physically near each other, have a relatively large loop area, use a high permeability
coupling material, and be orientated parallel to one another [1], [4]. These are the same
principles that apply to an air core transformer. Therefore, to reduce EMI susceptibility,
the designer should try to make a bad air-core transformer [1]. This can be accomplished
by reducing the loop areas, increasing the loop spacing, use low permeability coupling

materials, or interrupting the magnetic flux coupling [1].

Faraday’s Law mathematically explains what is happening between the magnetic
field probe and the circuit board. Recall, the time rate of change of magnetic flux linkages

that are “cutting the loop” induces a voltage in the closed loop [1].

10



VxE=—0B/s or ¢ E-di=—[f. M/ .ds (1)

In (1), Vs the curl of the electric field E, 0B / ¢ represents the time changing

magnetic flux. Furthermore, u is the permeability of the magnetic flux path, for free space

it is 4n*107 H/m ~ 1 pH/m [1]. The time changing magnetic field intensity is represented

OuH
by K /at'

Typically for the purpose of EMI susceptibility testing, the number of “turns in the
loop” (NV) for the product is usually one. The magnetic field injection test probe used in this
thesis has a three-turn loop and an area of about 1 in?. The induced voltage is proportional

to the loop area and time derivative of magnetic flux density.

V = —N x Area(Loop) x a‘UH/at ()

The steady-state excitation voltage v that is induced while the system is producing
a constant frequency f will be calculated while the system is under normal operating

conditions [1], [18]. The voltage will become:
|v]| = N x 2nf x uH x Area 3)

Therefore, for a fixed magnetic field intensity (H), as the frequency (f) increases,
the induced voltage (v) will increase proportionally. Engineers can expect to see more

board failures at higher frequencies due to this magnetic field coupling mechanism.

2. Electric Field Coupling

Electric field coupling occurs when there is a time changing electric flux (0D /dt)
between two surfaces or metal plates, which referred to as a displacement current. The time
changing electric flux, (dD/dt) requires an AC signal and it induces an AC conduction
current in the circuit. When there is a displacement current, there will also be a conduction
current flowing. Displacement current is due to a time changing electric flux, while
conduction current is due to moving charges. Conduction current is what engineers refer

to when they say a “current is flowing.” Displacement current is the principle used in

11



capacitors to transfer energy between two metal plates or surfaces. The time changing
voltage between the metal plates have a displacement current between them. Since the two
surfaces are part of a closed loop current path, a conduction current will also exist within

the system. This is the basic principle of electric field coupling [1].

Ampere’s Law is used to describe how a magnetic field is created by a conduction

current (J) and a time changing electric flux (0D /dt) across a capacitor.
VxH=]+ 9D/, (4)

The electric flux (dD/dt) will begin on one of the surfaces and terminate on the
other. This will be added to the conduction current density (J). The two surfaces within the
capacitor will develop a displacement current, which creates magnetic fields identical to a
conduction current [1], [18]. The resulting displacement current is due to the dv/dt between
the two surfaces. This displacement current is part of a closed loop current conduction path,

and is the basic concept of electric field coupling.

Electric fields can be electrically coupled into surfaces located within a circuit. If
an electric flux is radiated around a circuit board, then this electric flux will develop a
displacement current on a circuit board. This displacement current that flows then becomes
part of the conduction current path within the closed loop of a circuit. This unintended
conduction current may corrupt the intended operation of the circuit, resulting in EMI

problems.

3. Common Impedance Coupling

Common impedance coupling requires two or more common electrical connections
or circuits carrying currents in a mutual wire. This type of EMI is typically referred to as
crosstalk and engineers will often consider the problem as “noise.” Figure 2 shows a simple

circuit to demonstrate common impedance coupling [1].

12
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Figure 2. Example circuit of common impedance coupling. Adapted from

[1].

The system setup shown in Figure 2 is problematic because the voltage of Circuit
a (Vaa) 1s influenced by the current in Circuit b (ip). The equations below show the voltage

seen by Circuit a and Circuit b [1]:
Via = Va—(ia +is)*Zc1 and Vip = Vi — (ia + i) *Zc1 — is*Zc2 (5)

The voltage of Circuit a is dependent on the current from Circuit b. If Circuit b is a
digital circuit and experiences high frequency currents, Circuit a will experience a voltage
induced from this current. This is potentially problematic if the engineer does not want
Circuit a to interfere with Circuit b. Therefore, circuits should not share a common current

conduction path, if possible [1].

4. Electromagnetic Coupling

Antennas are the primary emitter and receiver that use electromagnetic coupling
[4],[10], [13]. As electromagnetic waves travel in free space, they can potentially be picked
up by circuit boards that have unintentional antennas on them [4]. Traces on circuit boards,
or wires in a system, can appear as dipole antennas and are most efficient when greater
than 1/4 of the transmitted signal wavelength. For example, a 100 MHz signal will have a
wavelength of 3.0 m. Therefore, if the length of the antenna is greater than 3.0/4 = 0.75 m
or ~30 inches, the signal can efficiently couple into a system. As frequency increases the

wavelength decreases, making electromagnetic coupling problematic at higher frequencies

[1], [10].
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Electromagnetic coupling may also occur between multiple layers of a printed
circuit board (PCB) [1], [13]. The striplines or microstrip lines located within a PCB can
act as a transmission line and result in the radiation of EM energy [13]. As seen in [13, p.
395] a stripline consist of a trace symmetrically located between two planes and functions
as a transverse electromagnetic (TEM) transmission line. Conversely, Ott states [13, p.
392] a microstrip line consist of a trace above a reference plane and functions as a non-
TEM. Longer striplines or microstrip lines (i.e., > 1m) act like antennas while operating at
high frequencies (i.e., > 30 MHz) and produce an electromagnetic field that can be coupled
into nearby systems [13]. Often, striplines produce a smaller electromagnetic field and
result in fewer electromagnetic coupling issues. Due to the complexity of striplines, they

are more expensive than microstrip lines.

The most common type of unintentional antennas that can cause a system to have
EMI susceptibility issues due to electromagnetic coupling are long wires [4], [13]. This
includes power cables that may be energizing the circuit board. Navy ships and aircraft are
particularly prone to electromagnetic coupling because of the long cable runs needed to
power nearby equipment [10]. There are several regulations for commercial and military
applications out lined in “Manual of Regulations and Procedures for Federal Radio

Frequency Management” [19].

C. PATH OF LOWEST IMPEDANCE

The current that flows in a circuit must return to the source via the path of lowest
impedance. EMI issues are typically caused by an unknown or an uncontrolled current
return path [1]. As circuit boards are being designed, the engineer must closely track where
the currents are flowing and understand why currents flow in that path. Lower frequency
signals, typically less than 1 kHz will take the path of lowest resistance. Higher frequency
signals, typically greater than 10 kHz, will take the path of lowest inductance, which is
typically the smallest loop area. It is important to understand that currents must return to
the source and form a closed loop [1]. Understanding where current flows is key to

preventing EMI.
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D. SHIELDING

Magnetic field shielding needs to be electrically thick to reduce or prevent magnetic
field coupling. The thickness of the shielding is measured in skin depths and depends on
the frequency of the coupled magnetic field. At higher frequencies the skin depth becomes
smaller, and for a fixed thickness increases the overall effectiveness of the shielding [1],
[20]. As the shielding thickness increases, the effectiveness also increases. Magnetic field
shielding does not require the shield to be grounded or referenced to a defined potential,

and the shield acts like a “shorted turn” [21].

For electric field shielding, the shield thickness does not matter, and the shield must
be grounded or referenced to a defined potential. The metal shielding needs to be connected
to its reference potential (ground) using a relatively shore wire. The length of the wire
needs to be much shorter than a wavelength (A) / 20. The shield can be considered a
capacitor plate that is connected to reference potential, or to ground. Therefore, the induced

common mode current will be directed away from the system [1].

EMI can be shielded using sheets of metal to make the coupling or receptor path
less efficient or susceptible. However, shielding is not always the ideal solution. Shielding
can be installed or serviced incorrectly, eliminating its usefulness. Over the life of the
product, the shielding may need to be uninstalled and re-installed many times, presenting
the possibility of installation errors or shield degradation. Also, shielding is a physical
component, so adding shielding adds weight, volume, and cost to any system. This trade-
off is not economical or practical for aircraft systems. Larger shielding on cables is also
counter-productive for aircraft systems because electrical conductors will need to be larger

to account for heat dissipation through the shield.

E. OTHER COMMON ISSUES

Many engineers do not consider the risks of EMI susceptible systems during the
initial design of an electrical circuit or system. Once the design is complete and the physical
board is tested in the lab, the operator may notice unplanned or unexpected operation. This

is the result of poorly designed systems that emit or receive unintended energy, causing the
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board or system to not function correctly. Reasons why EMI is difficult for engineers to

reduce are as follows: [1], [4]

1.

Parasitic inductances and capacitances. The parasitic inductance and
capacitance do not appear on the circuit schematic, but they often impact
the system. Also, the way these impact the system can be counterintuitive

and cause confusion.

The current return path is not well controlled while designing the circuit.
This unintentional current flow can induce EMI within multiple parts of

the circuit.

Multiple EMI problems can occur at once. Having more than one problem
within a system makes it difficult to identify and uncouple the individual

problems (e.g., EMI from magnetic and/or electric field coupling).

Engineers often classify EMI as ‘noise” and discount the impact. This
implies that there is no easy solution and noise is simply accepted as

byproduct of the electrical circuit physical components.

Most engineers have not had formal training or education on EMI or
EMC. The causes and effects of EMI are not taught in many academic
environments, leading to engineers unfamiliar with their signs and

symptoms.

KEY TAKEAWAYS

Several principles related to signal emission, coupling, and reception were

discussed throughout this chapter. Below is a short list of ways to reduce EMI susceptibility

of a circuit efficiently and effectively. To reduce EMI susceptibility, the circuit engineer

should try to:

o Reduce the amount of transmitted or radiated energy from the
source (emitter).
o Reduce the efficiency of the coupling path.
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thesis.

Reduce the receiver efficiency.

Reduce or attenuate the incoming high frequency energy.

Furthermore, below is a list of key takeaways that are referenced throughout this

Magnetic field coupling is proportional to the transmitting loop
current frequency and amplitude. This means the radiated signal

will increase proportionally as frequency or amplitude increase.

Magnetic field injection will appear as a differential mode voltage
source induced into the electrical circuit. The circuit loop
inductance is important for the equivalent circuit, and is
proportional to the square of the number or turns, and the loop

arca.

Electric field injection coupling is represented by an induced
ground referenced common mode current source augmented into

the circuit under test.
Electromagnetic coupling can be caused by long power cables.

EMI issues are often caused by an unknown or an uncontrolled
current return path. The current that flows through a circuit must

return to the source via the path of lowest impedance.

The effectiveness of magnetic field shielding depends on its
thickness and does not need to be referenced or grounded. The
effectiveness of electric field shielding does not depend on the
shield thickness; however, the shield must be grounded, or

referenced to some other defined potential.

Shielding is often not the best solution for EMI susceptibility

issues because it is heavy, costly, and can degrade over time.

17



THIS PAGE INTENTIONALLY LEFT BLANK

18



III. CHALLENGES PRESENTED BY EMI WITHIN THE FLASH
CIRCUIT BOARD

The solid-state circuit breaker developed in the FLASH project is rated 2 kV and
1.2 kA. During a system fault, the fault current can rise as high as 5 kA. Clearing such high
fault currents within tens of microseconds leads to high dv/dt and di/dt and severe EMI
issues. To achieve the ambitious high-power density goals of FLASH, the size of the circuit
breaker is minimized. Thus, the unintentional coupling between noise sources and loads is
made worse, increasing the EMI design challenges. This chapter will focus on the EMI

challenges presented by the FLASH circuit board.

A. FLASH SYSTEM SPECIFICATIONS

The circuit diagram for the solid-state circuit breaker is shown in Figure 3.

Positive pole

Negative Pole

Figure 3. Topology of the solid-state circuit breaker in the FLASH system
(image taken from FLASH team)

The unit consists of two identical circuit breakers, one in each dc pole. Each circuit

breaker includes two IGBTs with anti-parallel diodes. These two IGBTs are connected
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anti-series to block bipolar voltage and carry bidirectional current. A voltage clamping
circuit (VCC) is connected across the two IGBTs to absorb energy when clearing the fault

current. The key specifications of the system are listed in Table 1.

Table 1.  Key specifications of the FLASH solid-state circuit breaker

Rated voltage | +/- 1.0 kV (or 0-2.0 kV)
Rated current | 1.2 kA continuously
Response time | 10 ps
Maximum fault current | 5 kA
Specific power density | >100 kW/kg
Efficiency | 99.5%

Figure 4 shows the proposed solid state circuit breaker system. Its mechanical
dimension without external busbar is 0.34mx0.38mx0.16m and its weight is about 18 kg.

So, the specific power density is about 130 kW/kg and the power density is 116 MW/m?.

Figure 4. NASA FLASH solid state circuit breaker design (image taken from
FLASH team)
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The circuit breaker has a metal frame and some metal panels. This provides
mechanical support and acts like a partial shield for EMI. However, due to mechanical
design and insulation design constraints, this chassis is not a good Faraday cage. Thus, it

cannot provide effective shielding from EMI.

The internal structure of the circuit breaker is displayed in Figure 5.

IGBT Gate

| Driver Board # 1

Communications

Board I

Thyristor Gate
Driver Board

IGBT Gate
Driver Board # 2

Figure 5. Topology of the proposed circuit breaker (image taken from
FLASH team)

For each pole, there are two gate drive circuit boards for the two IGBT modules
and one gate drive circuit board for the thyristor module. The two breakers share a digital
control board. All the circuit boards are close to the high-power components. For example,
the busbar can carry 5 kA, which must be cleared in less than 10 us and radiates a very
strong magnetic field. The communication board is located on the rear of the circuit breaker
and mounted vertically. If any of the logic circuit is compromised, it can lead to false

trigging of the circuit breaker and permanently damage the power devices. This design
21



makes the circuit breaker compact, but also limits the amount of shielding that can be used

around the logic boards. Therefore, each of the logic boards must be tested for EMI

susceptibility, and then redesigned to be more robust in its operating environment.

B. POTENTIAL DESIGN / OPERATING CHALLENGES

The logic boards within the FLASH circuit breaker are exposed to a hostile EMI

environment created by the FLASH circuit breaker itself, and other systems on the aircraft.

The potential causes of EMI that will impact the FLASH system logic boards are:

Fast switching within the circuit breaker creates a high dv/dt and
the resulting electric flux induces a common mode current to flow
internally within the chassis. This common mode current may flow
through the logic boards and corrupt their intended operation. For
example, a low or “OFF” signal can be unintentionally switched on

a high or “ON” signal, causing the logic board to malfunction.

The common mode current will flow in a closed loop within the
circuit breaker. Such common mode currents are generated
internally as mentioned above, or externally by other components
in the system. However, in either case, the induced currents may be

created and then coupled into the nearby logic boards.

A current with a large di/dt through the negative and positive bus
creates a significant magnetic field problem. This magnetic field
can couple into the logic boards and induce a voltage into the
circuit under test [1]. Recall from Chapter II, magnetic field
coupling will induce a differential mode voltage that can affect the

intended operation of a logic board.

The frame is not a Faraday cage. Therefore, the frame may act like
an antenna and pick-up EM energy from other sources in the
operating environment. Furthermore, other nearby components

(not associated with the FLASH circuit breaker) will produce
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additional noise which can be coupled into the FLASH logic
boards through magnetic field, electric field, or radiation coupling

and can corrupt the boards.

The external sources of EMI cannot be controlled. Thus, the effects they have on
the FLASH logic boards must be mitigated. Therefore, testing the FLASH logic boards for
EMI susceptibility early in the design process is very important. Potentially susceptible
components or areas of the boards need to be identified so they can be redesigned to be
robust in this harsh EMI environment. The testbed designed in this thesis will identify the

weak points on the circuit boards so they can be made more robust and resistant to EMI.

Figure 6 shows how the current flows within the FLASH circuit breaker.

Current flowing
between negative
and positive bus

Figure 6. Current paths within the FLASH circuit breaker (image taken from
FLASH team)
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As the current flows between the positive and negative buses as shown in Figure 6,
a magnetic field is produced. The logic boards are located near the path of current flow.
Due to the close proximity of the gate driver boards to the generated magnetic field, these
logic boards will be especially susceptible to EMI through magnetic and electric field
coupling. Again, this is where many of the internal challenges or risks related to EMI

susceptibility will occur.
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IV. TESTBED DEVELOPMENT

Previous EMI susceptibility testing required large amount of energy to be coupled
into systems until the point of failure [5]. This method was often destructive to the EUT
and did not identify which specific component was susceptible to EMI within the system
[22]. Often, the EUT would be destroyed by the large amounts of induced energy before
useful data could be collected. Also, this type of testing is very costly and often does not
provide useful information after the test has concluded [22]. One method used to conduct
EMI susceptibility testing is called bulk current injection (BCI), it requires the user to inject
high frequency currents into a wire harness [23]. This method also tests the system as a
whole, but does not identify the individual components that are susceptible. Further, BCI

can damage the EUT [5], [23].

The testbed and the related test procedures described in this thesis are significant
because they are nondestructive and can pinpoint the individual components susceptible to
EMI. Therefore, the EUT can be repeatedly tested, and the results can be quickly
quantified. Compared to traditional EMI susceptibility testing, the near field injection

discussed in this thesis is more time and cost effective [22], [23].

A. TESTBED SETUP

The procedures used for the proposed testbed are crucial to conducting
nondestructive EMI susceptibility testing. The method described in this section will outline
how the different pieces of equipment are connected. This section lists the make/model of

the equipment used for running the proposed tests.

1. How to Connect the Testbed Equipment

The following is a description of the equipment and the procedure used to replicate
an EMI environment that the FLASH circuit breaker and any logic board may experience
throughout its operating life cycle. The system shown in Figure 7 is used to couple

magnetic and electric fields into the circuit boards to test their EMI susceptibility.
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Figure 7. Drawing of testbed setup

Figure 7 shows how the equipment is connected. The numbers (#) on each piece of

equipment are used as a reference. The list below outlines the components used to construct

the testing platform needed to inject magnetic and electric fields.

1.

Arbitrary signal generator (1) — Generates the trapezoidal envelope signal
for the electric or magnetic field waveform with a low (e.g., 1%) duty
cycle. The amplitude and frequency of this waveform is controlled from
the front of the signal generator. Adjusting the amplitude determines the
slope of the trapezoidal waveform. Adjusting the frequency will determine
how many of these trapezoidal waveforms are generated per second. The
sync channel is connected to the other arbitrary signal generator (2), this
signal is used as a gated trigger. The reason why a trigger is needed will be

discussed below in section B.

Arbitrary signal generator (2) — This component has two purposes. First,
create a sinusoidal waveform that is modulated by the trapezoidal signal
from Channel 1. Second, to create a gated trigger from the sync signal via

Channel 2. Channel 1 Output: The trapezoidal signal outline from (1)

connects to the I/O modulation external input of (2). A controllable
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sinewave is modulated with the trapezoidal signal to create the waveform
shown in the next section of this chapter. The resulting waveform is
connected to the RF amplifier (3) using a BNC cable. The amplitude and
frequency of the sinewave are controlled by the dial on the front of the

arbitrary signal generator (2). Channel 2 Output: The sync signal from (1)

connects to the external input of (2) and then used to create a gated trigger.
This new gating signal is sent into Channel 2 of the Oscilloscope (4). The
purpose of this gated trigger will be discussed in later in section B of this

chapter.

RF power amplifier (3) — The amplifier is used to increase the RF signal
power generated by the arbitrary signal generator (2). This ensures the
signal sent to the magnetic and electric field injector probes is large

enough to impact the EUT.

Oscilloscope (4) — Connected to the trigger line of the arbitrary signal

generator (2) via Channel 2. Channel 1 Purpose: Depending upon the

equipment being tested, Channel 1 may or may not be connected to the
EUT. For example, when injecting energy into an IGBT gate drive board,
we may monitor the gates emitter voltage with the oscilloscope. Then we
would ensure the gate source does not improperly turn on or off in the
presence of injected magnetic or electric fields, as the probes are moved or

scanned over the EUT. Channel 2 Purpose: A trigger is set on Channel 2

to ensure the oscilloscope is only displaying/updating when RF energy is

injected into the system.

Magnetic field injector probe (5) — This probe is connected to the RF
Power Amplifier output using a BNC cable that injects a single frequency,
localized, high-frequency near-field magnetic field into the EUT. The
injected magnetic field will induce a differential mode voltage source into

the EUT.
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6. Electric field injector probe (6) — This probe is connected to the RF Power
Amplifier output using a BNC cable that injects a single frequency,
localized, high-frequency near-field electric field into the EUT. Recall, the
injected electric field will induce a common mode current source into the

EUT.

7. Equipment Under Test (EUT) (7) — The circuit board or system being
tested for EMI susceptibility.

8. Oscilloscope Probe (8) — Used to connect to Channel 1 of the
Oscilloscope (4) to the EUT.

0. Near Field EMC Test Probe Set (9) — It is used to verify the injector
magnetic and electric fields and it is connected to Channel 1 of the

oscilloscope (4).

A photo of the completed testbed used in this thesis is shown in Figure 8.

Figure 8.  Photograph of the testbed as set up in the laboratory

28



Figure 8 illustrates the size and of the equipment used in Figure 7. The equipment
is intentionally setup to show the sequential flow of the testbed so the reader can understand

how each the piece of equipment is connected.

2. Testbed Operation

The testbed shown in Figure 7 and Figure 8 is used to create a nondestructive EMI
environment that is needed to test components for EMI susceptibility using radiated
magnetic and electric fields. The radiated fields will be generated using two arbitrary signal
generators and then sent to the radio frequency (RF) power amplifier. The modulated RF
signal is then coupled into different points of the circuit board (i.e., EUT) using near field
injector probes. The user can then scan the EUT with the near field injector probes to
determine the points vulnerable to EMI via magnetic or electric field coupling. The near
field injector probes can be moved to different points throughout the EUT to ensure each
subsystem or component within the circuit board is tested individually. Also, the user can
increase the signal frequency and amplitude to verify the EUT operation over a wide range
of operating conditions. The EUT may or may not be connected to an oscilloscope to

display when a nondestructive EUT failure occurs [5].

The purpose of this procedure is to systematically test the EUT for potential EMI
susceptibility issues. As discussed in Chapter II, the magnetic field injector probe will
radiate a near field magnetic field that can be coupled into the EUT via loops on the board.
Magnetic field coupling will induce a differential mode voltage into the EUT and can be
strong enough to corrupt the boards intended operation. Also, the electric field injector
probe will radiate a near field electric field that can be coupled into the EUT via metal
surfaces on the board. Electric field coupling will induce a ground referenced common
mode current to flow in the closed loop of the EUT. This induced current can corrupt the

EUT normal operating conditions or logic signal.

3. Detailed Description of the Equipment used in the Testbed

Table 2 lists the manufacturer and model number for equipment used in the testbed.
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Table 2.

Description of equipment used in the testbed

. Figure
Component | Component Equipment Model Specifications Reference
Number Name Manufacture Number
Number
Arbitrary
6} signal Agilent 33220A BW: 20 MHz Figure 9
generator
Arbitrary
2) signal Rigol DG5252 BW: 250 MHz Figure 10
generator
RF power Amplifier Power: 50 W .
@) amplifier Research (AR) S0A230 BW: 250 MHz Figure 11
“4) Oscilloscope Tektronix DPO 2012 BW: 100 MHz Figure 12
. Schutten
Q) Mggnetlc field Technical N/A Area: 1 in? Figure 13
injector probe .
Consulting
. Schutten . .
6) 'Ek:ctrlc field Technical N/A Size: 0.7:5 in. X Figure 14
injector probe . 0.75 in.
Consulting
Equipment
@) Under Test N/A N/A N/A N/A
(EUT)
Oscilloscone One end BNC 200 MHz
8) P€ | and other test N/A 10 M Q/<10pF |  Figure 15
probe .
clips 10X
Near Field .
©) EMC Test Tekbox tepsor | AFieldand E- | p 16
Field
Probe Set

The arbitrary signal generator (1) used to create the outline of the trapezoidal
waveform is shown in Figure 9. The output signal is going to the modulation input, and the

sync signal is going to the gated pulse input on the other arbitrary signal generator (2).
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Figure 9. Photograph of the arbitrary signal generator (1)

The arbitrary signal generator (2) is used to create the sinewave that is modulated
with the trapezoidal waveform, and is shown in Figure 10. This signal generator also
creates the gated pulse trigger that is sent to the oscilloscope (4). A key feature of this
signal generator is that it allows the user to vary the frequency and amplitude of the

sinewave with the dial on the front of the machine.

RIGOL
cHy

rreq  I130,000,000,00 MMz Frea  10.000,000 Hz

Amgl  20.000,0 Vpp ampt 1.000,0 Vpp

omset 0.000,0 Voo omset 0.000,0 Voo
Delay 0.0ns

Figure 10. Photograph of the arbitrary signal generator (2)
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Figure 11. Photograph of RF power amplifier (3)

The RF power amplifier (3) shown in Figure 11 is used for the testing conducted in
this thesis. However, using a RF power amplifier with a higher bandwidth (greater than
250 MHz) is recommended to ensure all potentially hazardous frequencies are tested. The

RF power amplifier listed in Table 2 is recommended for further testing.

The oscilloscope (4) is used to view the systems response shown in Figure 12.

Notice the oscilloscope is gated using the trigger signal into Channel 2.

Figure 12. Photograph of the oscilloscope (4)
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The test procedures discussed in this thesis describe how the magnetic field injector
probe is acting like half of an air core transformer due to the loop on the near field probe
and the radiated magnetic flux. The other half of the air core transformer is a loop on the
circuit board that may be susceptible to the radiated energy being coupled into it. Therefore,
the testing apparatus is recreating a hostile electromagnetic environment. The magnetic

field probe is one half of the transformer, and the board is acting as the other half. Figure

13 shows photographs of the magnetic field injector probe used to emit a magnetic field

onto the EUT.

i \ & SO LN san i y (SPREERES B ol i

Figure 13. Photograph of top and bottom view of the magnetic field injector
probe

The magnetic field injector probe shown in Figure 13 is constructed using a BNC
connector consisting of a three-turn loop of wire. This three-turn loop is Faraday shielded
using a copper screen. The loop area of the magnetic field injector probe is approximately

1 in?. A high voltage Nomex insulator is glued to the probe.

In this thesis, an electric field injector probe is used to act as a capacitor plate. The
electric field injector probe has a metal plate that emits an electric field and can couple into
different surface areas of the EUT. Circuit boards often have surfaces areas that act like the
other half of the capacitor, where the electric field couples into the system. Once the electric
field is coupled, the induced current will flow in a closed loop within the EUT and may be
strong enough to corrupt the EUT intended operation. The electric field probe is emulating
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large transient events that can happen while the system is operating. As electric field
coupling occurs, the equivalent circuit is a common mode current source that is ground
referenced. The strength of the common mode current source will depend on the amount

of energy being radiated by the electric field probe. Figure 14 shows a photograph of the

electric field probe used in this thesis.

Figure 14. Photograph of the top and bottom view of electric field injector
probe

The electric field injector probe has a BNC connector on one end and the metal
surface on the other. The electric field injector probe is approximately 0.75-inches by 0.75-

inches. A Nomex insulator is bonded to the metal surface of the probe.
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The oscilloscope probe (8) shown in Figure 15 is connected to the oscilloscope (4)

and EUT for the test conducted throughout this thesis. However, connecting the EUT to an
oscilloscope to observe resulting voltage is not always necessary. For example, EUT that
have local displays or indications lights that can alert the user of an error. The oscilloscope
(4) and oscilloscope probe (8) are only required if the EUT does not have an indication of

failure or other means of notifying the tester when a failure occurs.
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Figure 16. Photograph of the near field EMC test probes (9)

The near field EMC test probe set is used to verify the operation of the magnetic
and electric field injector probes. The near field EMC test probe with the largest loop area
is used to verify the operation of the magnetic field injector probe (5) via magnetic field
coupling. The near field, electric field EMC sniffer probe is used to verify the operation of
the electric field injector probe (6).

B. WAVEFORM GENERATION

This thesis describes the importance of performing nondestructive EMI
susceptibility testing on electronic circuits and to identify weak points or components on
the board that are susceptible to either magnetic or electric field coupled EMI. This test
method ensures the test is nondestructive and only a single frequency is injected during
each scanning cycle. This allows EMI weak points to be found and corrected leading to

more robust operation during its life cycle. This specific type of waveform is needed
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because it ensures the EUT will not be destroyed, and only a single frequency is being

injected while conducting EMI susceptibility testing.

1. Method Used to Create Injected Waveform

The simulated waveform is designed to emulate the high transient events that a
circuit board may experience during its normal life cycle. Only one frequency at a time is
injected into the EUT. The waveform needs to have high instantaneous energy and low
average power [5]. This is accomplished by creating a waveform with a very high field
strength and a very low duty cycle. To generate this specific type of signal, a sinusoidal
waveform is modulated with a trapezoidal wave. This produces the described operating
characteristics of an EMI environment and recreates events the system will experience
during unusually high transients. The shape of this waveform will ensure only a single
frequency is injected at a time. The arbitrary signal generator (1) is used to create the

trapezoidal wave shown in Figure 17.

Figure 17. Trapezoidal waveform outline (zoomed view)
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Figure 18.

Oms 0.25ms

0.75 ms

1.0 ms

100 ms

Trapezoidal waveform outline showing long time off

100.25 ms

The trapezoidal waveforms shown in Figure 17 and Figure 18 are created by the

arbitrary signal generator (1) by setting the operating frequency to 10 Hz and then mapping

out the other points manually. Selecting 10 Hz as the operating frequency will result in a

time “ON” period of 1 ms, meaning the system will be radiating the waveform for 1ms and

off for 99 ms (i.e., duty cycle =1%). The location of each point is show in Table 3:

period. Thus, the near field injector probes will be injecting ten pulses per second. One of

Table 3.  Trapezoidal waveform point map
L e | Yol
! (ard 00
2 0.25 1.0
3 0.75 1.0
4 1.0 0.0
5 (égg) 0.0

From Table 3 and Figure 18, the waveform is “ON” for 1 ms out of its 100 ms

the main reasons for the low duty cycle is to ensure the test is nondestructive and the EUT

cannot be damaged due to the high amounts of power being coupled into it. The duty cycle

and frequency of the modulated waveform can be controlled by changing the frequency on

the arbitrary signal generator (1) or remapping the points.
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The next step is to modulate the sinusoidal waveform with the controllable
trapezoid. The arbitrary waveform generator (1) sends the trapezoidal waveform outline to
the arbitrary waveform generator (2), which generates a sinewave and then amplitude
modulates this sinusoidal waveform with the trapezoid. The two waveforms are multiplied
together, resulting in a sinewave with a maximum amplitude equal to the trapezoidal

outline. Figure 19 shows the resulting AM modulated signal.

RIGOL Ultra Station (Express)
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Figure 19. Simulated modulated waveform
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Figure 19 shows the result of amplitude modulating the trapezoidal outline with
operating frequency of 10 Hz and amplitude 1 Vpk, and a sinewave with operating
frequency of 50 kHz and amplitude of 1 Vpk. The frequency and amplitude of the sinewave
is controlled by the arbitrary signal generator (2). As the amplitude is changed, the slope
of the trapezoid will increase or decrease. This results in a larger or smaller sinusoidal

signals having higher or lower dv/dt or di/dt.

The next step includes creating a gated trigger and sending it to the oscilloscope
(4). The purpose of the gated trigger is to force the oscilloscope to only show the time

periods in which the modulated waveform is being injected. Since the duty cycle is small,
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a gated trigger will ensure the oscilloscope is only displaying information when the signal
is “ON” and not display the long time periods between pulses. The process of connecting

the equipment to generate the gated trigger is also shown in Figure 7.

To begin setting up a gated trigger signal, we connect the sync output from the
arbitrary signal generator (1) to the external trigger input on the arbitrary signal generator
(2). Next, we program the arbitrary signal generator (2) to use the external trigger input as
a reference for a gated pulse signal. Then send the gated pulse from arbitrary signal
generator (2) Channel 2 output to the oscilloscope (4) Channel 2 via a BNC cable. Then
we configure the oscilloscope (4) to trigger on the gating pulse, which will be concurrent
with the trapezoidal waveform outline created on the arbitrary signal generator (1). Again,
the purpose of the trigger signal from the arbitrary signal generator (2) is to force the
oscilloscope (4) to only display information when the modulated waveform is being

injected into the EUT.

2. Method Used to Verify the Injected Waveform

To begin verifying the injected waveform, the testbed is set up in accordance with
the description from Chapter IV, section A. Then the magnetic field probe is connected to
the RF amplifier (3) and an EMC sniffer test probe (9) is plugged into Channel 1 of the
oscilloscope (4). Then we slowly bring the two probes together and watch the voltage on
the oscilloscope (4). We observe the amplitude of the voltage increase as the probes get
closer to one another. Next, while the probes are touching, we slowly increase the
frequency of the sinewave using the arbitrary signal generator (2) and view the injected
waveforms modulated frequency and amplitude increase on the oscilloscope (4). Figure 20

shows how to place the magnetic field injector probe (5) and EMC test probe (9).
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Figure 20. Photograph showing how to connect or touch the magnetic field
injector probe (5) and the EMC sniffer test probe (9)

As discussed in Chapter II, while conducting magnetic field injection, the amplitude
of the measured waveform will be proportional to the input amplitude and frequency. In
other words, doubling the sinewave input amplitude will double the output waveform
amplitude. Likewise, doubling the input sinewave frequency will double the output
waveform amplitude at this doubled frequency. This is verified in Figure 21 through Figure

23.
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Figure 21. Magnetic field injection verification with input sinewave
amplitude = 5.0 Vpk and frequency = 10.0 MHz

Run Trig*d Moise Filter Off
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Figure 22. Magnetic field injection verification with input sinewave
amplitude = 5.0 Vpk and frequency = 20.0 MHz
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Figure 23. Magnetic field injection verification with input sinewave
amplitude = 10.0 Vpk and frequency = 10.0 MHz

Run Trig*d Moise Filter Off

& 100y zooy 1.00ms

Figure 24. Magnetic field injection verification with input sinewave
amplitude = 10.0 Vpk and frequency = 20.0 MHz

Notice in the figures above that doubling the input amplitude of the sinewave
resulted in a proportional increase in the measured modulated waveform amplitude. Also,
doubling the sinewave input frequency resulted in a proportional increase in the measured

modulated waveform amplitude. Lastly, doubling both the amplitude and frequency on the
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input sinewave at the same time resulted in a 4x increase of the measured waveform

amplitude. Table 4 summarizes the experimental results shown in the figures.

Table 4. Magnetic field injection verification summary

Input Sinewave Input Sinewave Resulting Measured
Anf) litude (Vpk) Frep e | ARl e
P P quency Amplitude (mVpk)
Figure 21 5.0 10.0 65.0
Figure 22 5.0 20.0 130.0
Figure 23 10.0 10.0 130.0
Figure 24 10.0 20.0 260.0

As shown in Table 4, increasing the input frequency has a proportional impact on
the measured waveform amplitude. Doubling both the input frequency and amplitude
results in an 4x increase for the measured waveform at the doubled frequency. We have
now verified a key principle of magnetic field injection discussed within thesis: changing
the input sinewave frequency or amplitude will result in a proportional change in the

measured modulated waveform frequency and amplitude.

Next, we verify the measured modulated signal radiated from the electric field
injector probe (6) with the near field sniffer probe (9). To do this, we begin by removing
the magnetic field injector probe (5) from the output of the RF amplifier (3), and then
connect the electric field injector probe (6). Then we slowly bring the two probes together
until they physically touch. Figure 25 shows how we connect or touch the electric field

injector probe (6) to the near field sniffer probe (9).
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Figure 25. Photograph showing how to connect or touch the electric field
injector probe (6) and near field sniffer probe (9)

Notice the placement of the electric field injector probe (6) and the near field sniffer
probe (9). The two probes can be positioned at this 90° angle or 180° angle. Similarly, to
the verification test of the magnetic field injector probe (5), the shape of the trapezoidal
waveform changes proportionally as amplitude and frequency increase or decrease. As
discussed in Chapter II, the amplitude of the trapezoidal waveform is proportional to the
input frequency and amplitude. Therefore, doubling the input sinewave frequency or
amplitude will result in a proportional increase of the measured waveform amplitude.
Figure 26 through Figure 29 show the results of the different frequency and amplitude

combinations used to verify the electric field injector probe (6) operation.
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Figure 26. Electric field injection verification with input sinewave amplitude
= 5.0 Vpk and frequency = 15.0 MHz

Run Trig*d Moise Filter Off
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Figure 27. Electric filed injection verification with input sinewave amplitude
= 5.0 Vpk and frequency = 30.0 MHz
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Figure 28. Electric field injection verification with input sinewave amplitude
=10.0 Vpk and frequency = 15.0 MHz

Run Trig*d Moise Filter Off
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Figure 29. Electric field injection verification with input sinewave amplitude
=10.0 Vpk and frequency = 30.0 MHz

In Figure 26 and Figure 27, doubling the input sinewave frequency results in a
doubling of the measured waveform amplitude. Also, in Figure 26 and Figure 28, notice
how doubling the input sinewave amplitude resulted in doubling the measured waveform

amplitude. Lastly, doubling both the input sinewave amplitude and frequency at the same

47



time resulted in a 4x larger signal, shown in Figure 29. A summary of the electric field

verification test is presented in Table 5.

Table 5.  Electric field verification summary

Input Sinewave Input Sinewave L iy b e
Anf) litude (Vpk) Frep e || ARl e
P P quency Amplitude (mVpk)
Figure 26 5.0 15.0 5.0
Figure 27 5.0 30.0 10.0
Figure 28 10.0 15.0 10.0
Figure 29 10.0 30.0 20.0

The results shown in Table 5 verify the theory presented in Chapter II of this thesis.
The amplitude of the modulated trapezoidal waveform is directly proportional to both input
sinewave frequency and amplitude changes. High-frequency and/or high-power systems
will emit large amounts of energy that can be coupled into a nearby system through electric

field coupling.
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V. TEST IMPLEMENTATION AND RESULTS

The purpose of this thesis is to develop a nondestructive EMI susceptibility testbed
used for testing circuit boards in harsh EMI environments. Therefore, an example circuit
board with known performance under different electric and magnetic fields is used for
proof-of-concept testing. The FLASH system is one example where the tests described in
this thesis are applicable. The example circuit board used in this chapter is closely related
to the logic circuit boards used in the FLASH system. This proves the theory and operation
of all components described within this thesis, and the application can be applied to any

circuit boards.

A. HOW TO IMPLEMENT THE TESTBED

Before conducting any EMI susceptibility test, we first verify the output of each
near field injector probe, as discussed in Chapter IV, section B. This ensures the testbed is

generating the correct waveform and the test can be controlled by the user.

The test is completed using only one near field probe at a time. This process is
repeated several times for each near field probe, changing the signal generators frequency
or amplitude between sweeps of the entire system. The recommended method we use to

sweep the board is detailed in the following steps:

1. Connect one near field injector probe to RF amplifier (3) output.

2. Verify the signal on the oscilloscope per Chapter IV, section B of this
thesis.

3. Monitor the EUT for any resulting nondestructive failures.

4. Set the arbitrary signal generator to produce a voltage 0.5 Vpp in

amplitude with frequency greater than 0.1 MHz.

5. Slowly scan the board with the near field injector probe and watch the

oscilloscope screen for changes in the EUT voltage output.
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6. Systematically increase either the frequency or the amplitude of the source

voltage produced by the arbitrary signal generator (2). Then repeat Step 5.

7. Continue to systematically increase either the input sinewave frequency or

amplitude until all frequency and amplitude ranges are tested.

8. Document any areas of the board that show susceptibility problems. This
will indicate areas of the EUT that are susceptible to EMI from magnetic

or electric field couplings.

The near field injection tests can be conducted over a range of frequency and
amplitudes which should be determined based on additional system analysis. For example,
the frequency range can be between 0.1 MHz and 200 MHz. In this thesis, the tests are
conducted between 0.1 MHz and 30 MHz. The bandwidth is increased in incremental steps
to ensure the entire bandwidth is thoroughly tested. For example, we start the test at 0.1
MHz and then we increase the frequency by a fixed ratio (e.g., 5%) after each sweep. The

amplitude is also increased.

B. MAGNETIC FIELD INJECTION TEST RESULTS

For this thesis, an example circuit board is provided by Schutten Technical
Consulting LLC and is used as the EUT to prove the theory and procedures presented. A
photograph of the printed circuit board is shown in Figure 30 and its electrical circuit is
shown in Figure 31. This circuit board is used to verify both the magnetic and electric field

principles discussed in this thesis.

50



10Q .
J4.. |~

n e

J3.

J12
10nF 330Q

| 14" g
Area | opiq o5 U
J5+4]

Demo Board @

Note: The example circuit board shown in Figure 30 was provided by Schutten Technical
Consulting LLC, (518) 847-8334.

Figure 30. Photo of the example circuit board* used as the EUT
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Figure 31. Electrical drawing of example circuit board

As the magnetic field injector probe is applied to the “Loop” shown in Figure 31,
the radiated magnetic field is coupled into the example circuit board. This induces a

differential mode voltage into the circuit. Also, the 1.25-inch by 1.25-inch single turn
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square loop has a parasitic inductance of about 100 nH. Figure 32 shows how the magnetic
field injector probe should be coupled into the “Loop” area on the example circuit board
while testing. The equivalent circuit resulting from the magnetic field probe injector is

applied to the “Loop” area, as seen in Figure 33.

Mdgﬁetic Field _
Injector Probe ‘Oscilloscope
s et ' Probe

1

E/H Field Coupling Demo Board ®

. e

Figure 32. Photograph showing how to apply the magnetic field injector
probe to the “Loop” area on the example circuit board
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Figure 33. Equivalent circuit drawing of example circuit board while the
magnetic field injector probe is applied to the loop area

Figure 33 shows the equivalent circuit that results from coupling the magnetic field
probe to the area labeled as “Loop” on the test circuit board. The original circuit is
augmented with a differential mode voltage source, and the loop inductance. The amplitude
and frequency of the radiated waveform are represented as the AC source in the bottom
left corner of Figure 33. The LTspice simulations use the drawing shown in Figure 33 to
verify the magnetic field injector test results. Figure 34 shows the equivalent circuit

drawing used to simulate the effects of magnetic field injection.
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Figure 34. LTspice magnetic field injection equivalent drawing
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To begin testing, we connect the example circuit boards to the oscilloscope (4) using an
oscilloscope probe (8), as shown in Figure 32. The sequence used to test the circuit boards
is done with different jumper combinations. The results and testing configurations are
shown in Table 6. The “x” under the jumper column indicates when the jumper is connected
to the circuit board. The experimental results were verified with LTspice simulations with
the same operating frequency and the same input voltage that was measured using the EMC

test probe. Table 6 includes the simulated results as well as the experimental measurements.

Table 6.  Results for magnetic field injection testing at frequency = 2.124
MHz and amplitude = 1.0 Vpk

Operating Jumper )
Conditions Configuration: R
Magnetic Field Reference LTspice
Freq: 2.124 MHz [J1 |12 |13 14 |15 Z;e\"}s‘lf)ed R Results
Amp: 1.0 Vpk p Number (mVpk)
EMC test probe 1000 Figure 35|N/A
X X 750 Figure 36 720
X 780 730
X X 780 730
No path X X 0 N/A
X X [x 800 Figure 37 700
X X 800 730
X X X 800 730
No path X X 0 N/A
X X [x 450 Figure 38 460
X X 800 Figure 39 900
X X X 800 900
No path X X X 0 N/A
X X X X 450 Figure 40 460
X [x X 800 Figure 41 900
X X X 800 900
Ground Referencelx [x X 800 No Change 900

54



The results in Table 6 show the measurements with the magnetic field injector
probe radiated on the example circuit board, and also the LTspice simulation results. Again,
the input voltage for LTspice was the same as the voltage measured using the magnetic
field injector and the EMC test probe to ensure consistent results. The oscillographs of the
different operating conditions are shown in Figure 35 through Figure 41. Notice in Table
6 the excellent agreement between the magnetic field injector probe radiated on the test

board and the LTspice simulations.
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Figure 35. Magnetic field injection - oscillograph of test probe verification
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Figure 36. Magnetic field injection — oscillograph(top) and LTspice
results(bottom) with jumpers J4 and J5 inserted
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Figure 37. Magnetic field injection — oscillograph(top) and LTspice
results(bottom) with jumpers J2, J4, and J5 inserted
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Figure 38. Magnetic field injection — oscillograph(top) and LTspice
results(bottom) with jumpers J1, J4, and J5 inserted
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Figure 39. Magnetic field injection — oscillograph(top) and LTspice
results(bottom) with jumpers J1, J3, and J5 inserted
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Figure 40. Magnetic field injection — oscillograph(top) and LTspice
results(bottom) with jumpers J1, J2, J4, and J5 inserted
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Figure 41. Magnetic field injection — oscillograph(top) and LTspice
results(bottom) with jumpers J1, J2, J3, and J5 inserted

From the figures, notice the changes in voltage as different jumper combinations
were installed. The voltage was attenuated by adding resistors and a capacitor. These types
of filters represent a technique engineers can use to redesign a circuit board that is

susceptible to magnetic field coupling [24].

We then repeated the test while the frequency is increased to 4.1 MHz. This
frequency is selected to not aliasing with the oscilloscope sampling frequency. Table 7

displays the results of doubling the injection waveform modulated frequency to 4.1 MHz.
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Table 7. Results for magnetic field injection testing at frequency = 4.1 MHz
and amplitude = 1.0 Vpk

C%I;Zf;litgﬁ: Coanl'llglllrr)Ztrion: el
Magnetic Field Reference LTspice
Freq: 4.1 MHz  |J1 J2 J3 J4 |J5 |Results (mVpk) Figure Results
Amp: 1.0 Vpk Number (mVpk)
EMC test probe 1100 N/A
X X 850 830
X 850 830
X X 850 830
No path X X 0 N/A
X X X 850 790
X X 900 850
X X X 900 850
No path X X 0 N/A
X X X 320 310
X X 2100 2600
X X X 2100 2600
No path X X X 0 N/A
X X X X 320 310
X X X 2100 2600
X X X 2100 2600
Ground Referencelx [x X 2100] No Change 2600

From the results summarized in Table 7, it is clear that doubling the frequency also

doubles the induced voltage. This verifies the theory presented in Chapter II of this thesis

and confirms that circuit boards become more susceptible to magnetic field coupling at

higher frequencies. One of the benefits of near field injection testing is that the amplitude

and frequency of the injected waveform can be quickly controlled by the user to see how

the system will respond. Also, the low duty cycle ensures a high level of instantaneous

energy, but low average power. This ensures the test are nondestructive for the EUT.
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C. ELECTRIC FIELD INJECTION TEST RESULTS

For the electric field injection test, we set up the testbed as described in Chapter [V
and connect the electric field injector probe (6) to the output of the RF amplifier (3). The
oscilloscope probe (8) is connected to the example circuit board, and displays the signal on
Channel 1 of the oscilloscope (4). The electric field injection probe (6) will radiate the
modulated waveform with a controllable input frequency and amplitude. The test begins
with touching the electric field injector probe (6) to the “surface area” on the example
circuit board, as shown in Figure 42. Recall, the electric field injector probe acts as one
half of a capacitor and the “surface area” is acting as the other half, thus allowing a common

mode current to flow into the circuit.

Electric Field
Injector. Probe

‘ Oscilloscope
Probe

100
J4 C‘Jj
J3 2l

101% %%OQ
Loop . "%

1, 1 138
1kQ 3 o
a

§-257x1.25"

)
gE .. §

Coupling Demo Board @

Note: The “Surface Area” can be seen more clearly in Figure 30.

Figure 42. Photograph showing how to apply the electric field injector to the
“surface area” of the example circuit board
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The electric field probe energy is coupled into the board region labeled “Surface
Area.” Applying the electric field injector probe to the “surface area” of the example circuit
boards induces a ground referenced common mode current into the system. The equivalent
circuit for electric field coupling is a ground referenced current source. Figure 43 is the
equivalent circuit of the example circuit board augmented with a current source to model

when the electric field injector probe is applied to the “surface area.”

10Q o

Jumper 4

+———o0 O + + +
Jumper 3 l

|-| Jumper 1 Jumper 2

To Oscilloscope
10 nF —— 330 Q —

l

Figure 43. Equivalent circuit drawing of the example circuit board while the
electric field injector probe is applied to the board “surface area”

The equivalent drawing shown in Figure 43 is used to model the system using
LTspice, so the simulation results can be compared to the experimental test results. Also,
in Figure 43, notice the location of the ground reference current source. Jumper 5 must be
inserted to allow current to flow to the ground located in the top-right corner of the drawing,
Therefore, for all electric field injector testing conducted on the example circuit board,

Jumper 5 is inserted.
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Figure 44. LTspice electric field injection equivalent circuit drawing

Table 8 summarizes the results of testing the example circuit board with an input
frequency of 4.1 MHz and amplitude of 1.0 Vpk with multiple jumper configurations. The

results of the LTspice simulation are also listed in Table 8.
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Table 8.  Results of electric field injection testing conducted at a frequency
=4.1 MHz and amplitude = 1.0 Vpk

85 fﬁ;ﬁgﬁs: Jumper Configuration: | Results:
Electric Field Results Reference LTspice
Freq: 4.1 MHz J1 |J2 113 [J4 []5 Figure Results
Amp: 1.0 Vpk (mVpk) Number (mVpp):
X 1000 | Figure 45 1000
X | X 15 10
X <10 0.1
X | X <10 0.1
X X 300 | Figure 46 247
X X | X 15 10
X X <10 0
X X | X <10 0
X X <10 | Figure 47 33
X X | X <10 3
X X <10 0
X X | X <10 0
X | x X <10 33
X | X X | X <10 3.2
X | X X <10 0
X | x X | X <10 0
Ground Reference X 0 0
Ground Reference X X 0 0
Ground Reference X X |X 0 0

Figure 45 through Figure 47 show the oscillographs and LTspice simulation for the
test results in Table 8. Notice how the input voltage is 1.0 Vpk, but the resulting voltage
when only J5 is inserted is 1000 mVpk. This proves the theory previously stated: the
electric field injector acts like a ground reference common mode current source. While J5
in inserted, the current flows form the ground referenced current source, through J5 and

the 1 kQ resistor, and is then measured by the oscilloscope.
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Figure 45. Electric field injection — oscillograph(top) and LTspice
results(bottom) with jumper J5 inserted
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Figure 46. Electric field injection — oscillograph(top) and LTspice
results(bottom) with jumpers J2 and J5 inserted
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Figure 47. Electric field injection — oscillograph(top) and LTspice
results(bottom) with jumpers J1 and J5 inserted

D. DISCUSSION

The test results presented in this chapter match the theory previously presented and
the simulated results obtained with LTspice models. The ability to couple electric and
magnetic fields into a system using the testbed and test procedures has been confirmed

with the results shown above. Therefore, the feasibility of the testbed has been proven.
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VI. CONCLUSION AND FUTURE WORK

A. CONCLUSION

This thesis describes a new method to safely inject the high transient low duty cycle
event that occurs within electrical systems, to test the EMI susceptibility of a circuit board.
A nondestructive testbed was constructed at NPS to examine the effects of radiated
magnetic and electric fields on electrical components. The testbed allows the injection of
radiated fields into an EUT using custom built, small, near-field injection probes. One test
probe is used to radiate magnetic fields and the other probe is used to radiate electric fields.
An example circuit board was tested for EMI susceptibility to measure its response to
external electric and magnetic fields. The goal of the test is to couple electric and magnetic
fields using the near field test probes and pinpoint the components that are susceptible to
electric or magnetic fields. The frequency and amplitude of the injected fields can be

controlled by the user.

EMI theory was discussed in Chapter II to present the reader different EMI coupling
methods that can induce a voltage or current within a system. Then the test results were
verified using Faraday’s Law and Ampere’s Law. Lastly, the example circuit boards were
simulated in LTspice to further confirm the test results were accurate. Chapter II also

describes why shielding is not an effective solution to many EMI susceptibility issues.

The FLASH solid state circuit breaker specifications and related EMI challenges
were discussed in Chapter III. A detailed description of the FLASH system requirements
was presented. Also, the logic boards that will be susceptible to EMI were shown. The
possible methods EMI may be coupled into the FLASH solid state circuit breaker were
outlined. Lastly, the rational for EMI susceptibility testing and why it is necessary for the

FLASH system and other future systems were discussed.

A detailed description and list of required equipment needed to construct the testbed
was provided in Chapter IV. The radiated waveform needed to generate a high level of
instantaneous energy and low average power was also described. The shape and duty cycle

of the radiated waveform were key design components for this thesis because it enables the
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test to be nondestructive to the EUT. This provides significant benefits over the traditional
EMI susceptibility testing methods, which were often costly and provided less information

about the “weak points” of the system.

Chapter V confirmed the theory discussed in Chapter II by testing a prototype
circuit boards using this testbed. This validated the theory that magnetic field coupling
induces a differential mode voltage, and the electric field injector induced a ground
referenced common mode current into the EUT. The impact of the radiated fields could
then be reduced in the example circuit boards by adding capacitors and/or resistors.
Therefore, proving the EUT was susceptible to EMI through magnetic and electric field

coupling, and then attenuated by implementing different fixes.

B. FUTURE WORK

To continue the research that was started in this thesis, more equipment is needed.
For example, a working logic board designed for the FLASH circuit breaker and the higher
bandwidth RF power amplifier listed in Table 2. The logic boards are still in the prototyping
phase and not ready for testing, and the RF power amplifier has not yet arrived at NPS.
Due to the lack of these items, representative testing on an evaluation board was conducted
to verify the operation of the testbed. However, the testbed designed in this thesis can be
used to test any circuit board that may be exposed to a hostile EMI environment or may be

susceptible to EMI.

Another student at NPS will be continuing this research for the next year. The goal
of his research will be to use the testbed and procedures described in this thesis to test the
FLASH logic circuit board for EMI susceptibility. Upon successful testing of the system,
this student will propose improvement methods to the logic board designers to make the
system more robust in its EMI environment. This will ensure the FLASH program can meet
all specifications required by NASA and not fail due to EMI susceptibility. Designing and
testing the logic board to be resilient in an EMI environment also reduces the need for

expensive and heavy filtering or shielding.
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