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Abstract. Fraud, particularly cybercrime, is an emerging worldwide risk. 
Despite this, the risk of fraud appears underestimated in discussions of fraud 
mitigation and risk management in the context of SMEs. This multivocal 
literature review discusses ways of minimizing fraud for SMEs and IT-supported 
concepts that are currently proposed in literature. The present review shows that 
existing concepts often focus on specific or internal fraud risks and organizational 
countermeasures, but rarely cover newer fraud risks or suggest IT-supported 
measures to reduce the risk of fraud for SMEs. However, some IT security 
approaches have been proposed to mitigate fraud, but the area of internal control 
concepts of compliance and governance appears unconnected to IS approaches. 
This review identifies a lack of integrated fraud-management concepts, which is 
surprising due to the omnipresence of ICT, it found limitations in existing 
concepts and suggests areas for future IS research and academic discussion. 

Keywords: fraud management, framework, SME, IT security, literature review. 

1 Introduction 

The ACFE Report to Nations characterizes fraud as an existing and emerging risk to 
economies worldwide. Small and medium enterprises (SMEs) are considered the 
engine of many economies. In the European Union, nine out of 10 enterprises are SMEs, 
and these organizations generate two-thirds of all jobs [1]. SMEs drive innovation and 
are crucial for competitiveness and employment; for this reason, they are attractive 
targets for criminals [2–6]. ACFE statistics [4, 7, 8] show that small organizations 
(defined as organizations with fewer than 100 employees) are with approximately 30% 
the most common victims of fraud. Median losses of up to USD 200,000 indicates 
greater negative impacts for SMEs compared with larger companies [8]. SMEs tend to 
have fewer anti-fraud controls in place [9], leaving them more vulnerable to fraud. 
However, consultancy or audit service providers are conscious of fraud as business 
risks, particularly for big businesses. Accounting is arguably the best-protected area 
legally because it is a lucrative sector and, therefore, attracts risk. 

In addition to accounting fraud other forms of occupational fraud include identity 
theft, bribery, asset misappropriation, and corruption [10],[11] exist. New forms of 
work collaboration, digitalization, and the use of more information and 



communications technology (ICT) tools present new forms of risk. In addition, the 
Covid-19 crisis has led to a shift to more but often quickly implemented ICTs in home-
office environments, which often do not comply with corporate IT rules. This “shadow 
IT” makes it easier for fraudsters to attack [12],[13], and a significant increase in cyber 
fraud, payment fraud, or identity theft (“CxO-fraud”) [14–18] is expected as fraudsters 
seize the opportunity to exploit the ongoing uncertainty and rapidly adapted work 
processes [12], [19]. Micro enterprises and SMEs [20] with flat organizational 
structures and combined functions in one head are particularly likely to lack internal 
controls [4] and a proper risk or fraud prevention, detection or response management. 

Growing digitalization and the omnipresence of simple-looking IT tools, such as 
email programs, result in a reciprocal relationship between IT and fraud management. 
IT tools are considered vectors for fraud attacks [21] (e.g., email phishing attempts), 
though specific software, hardware tools, real-time and big data analytics [22], [23], 
and even AI [24] can help prevent or detect fraud. However, highly technological or 
ERP-based measures are rarely used in SME contexts. This invites the following 
questions: What technical measures for managing the emerging risk of fraud and 
cybercrime are suitable for SMEs? Are IT-supported concepts or frameworks in place?
Further, what fraud types do they consider, and is cyber fraud one of them? What are 
the likely limitations? 

The present study was designed as a multivocal literature review to follow an 
outcome perspective [25]: First, the current state of academic research was ascertained, 
and potential existing frameworks dedicated to fraud risk management for SMEs were 
identified. Second, this review verified the types of fraud risks these frameworks cover 
and examined potential limitations of these concepts.  

In the following, this article provides an overview of existing fraud management 
principles, explains the methodological approach for the present study, presents and 
discusses the results, and concludes with ideas for future IS-related research. 

2 State of the Field: Fraud Management Principles in Brief 

In legal terms, fraud falls under the umbrella of white-collar crime. The main elements 
of fraud are intention, deception, and damage to another party in terms of financial loss 
(see for example §146 of the Austrian criminal law [26]). The types of activities classed 
as white-collar crime are extensive and include delicts that harm a company directly, 
such as paying a too high salary, as well as delicts that appear to benefit a company at 
first glance, such as corruption to gain a large profitable deal [27]. To differentiate the 
different kinds of fraud, in 2007, Joseph T. Wells developed a classification system for 
occupational fraud and abuse known as the “fraud tree” [10] and covers types of 
misconduct that can be committed by executives, managers, and employees [28]. This 
tree model has been refined over the years and is now considered a state-of-the-art 
definition concept. It splits fraud into three main types: corruption, asset 
misappropriation, and financial statement fraud (also known as accounting fraud). 
These types of fraud can all be summarized as non-compliance and engaging in 
undesired behavior that harms an organization [27] or individual.  



 

 

In the literature, several concepts have been proposed in the context of discussions 
about the facilitators of fraud. Although a range of different fraud models has been 
developed in recent decades [29], the most widely accepted model follows Cressey’s 
approach from the 1950s. Here, three critical elements must apply for fraud to take 
place: incentive/pressure, opportunity, and attitude/rationalization [28]. This approach, 
known as the “fraud triangle,” was further developed by Wolfe and Hermanson [30] 
and supplemented with a fourth dimension and is now commonly known as the “fraud 
diamond.” This added fourth dimension of capability, defined as intelligence, 
creativity, and experience [28], [30], can be interpreted in the sense of technical and 
computational skills and is relevant when considering cybercrime and IT-based fraud. 
In recent research [e.g., 31–35], a fifth dimension of arrogance and its impacts on fraud 
management have been discussed, leading to the “fraud pentagon” approach.  

The interaction and relation of these dimensions indicate the complexity and 
interdisciplinary of fraud management. This complexity confirms the need for 
collaboration between different departments within enterprises and the need to use 
different types of mechanisms to establish effective working fraud-management 
systems [36]. Successful fraud management systems are a combination of people-
related, technology-related, and organization-related measures in the sense of 
sociotechnical systems [37],[38]. A comprehensive fraud management concept 
combines measures for prevention (e.g., training, red-flags systems), detection (e.g. 
audit, monitoring, forensic), and response (e.g., reaction chains) and is embedded into 
the organization’s overall governance and risk management framework [11],[39]. But 
all means must also be tailored to a company’s risk, size, structure, and industry sector.  

3 Methodological Approach – Multivocal Literature Review 

In addition to classical mapping studies or structured literature reviews (LRs), other 
approaches to conducting scientific literature studies include both academic works and 
practitioners’ views and could incorporate “grey literature”. Synder [40] defined this as 
an “integrative LR,” while Garousi et al. [41] termed such approaches “multivocal 
LRs.” Both authors argued in favor of including different types of literature, particularly 
when the LR aims to provide an overview of existing knowledge on a broader topic, to 
critically review or potentially reconceptualize [40]. In situations where the subject is 
complex, and the formal literature output is small, it may be beneficial to combine 
insights and evidence from the industry and academic community [41]. All approaches 
to academic LRs plan and properly document the search process, define the search 
terms and databases (libraries), set clear including–excluding criteria for the selection 
of a source, and use a structured form to extract and compile data. 

The present LR was performed in two stages as an iterative process with the 
intertwined activities of searching and reading literature [25]. This review started in 
June 2020 and applied the structured LR principles suggested by Kitchenham [42], 
Massaro et al. [43], and Fink [44], combining this with the use of strict search strings 
containing “fraud prevention | framework | SME” in three scientific databases 
(Compliance Digital, EBSCOhost, and SCOPUS) to identify peer-reviewed research 



 

 

papers. As this initial search result delivered only five items, a second systematic search 
was performed in December 2020; here, the search strings were more generic, 
synonyms and free search were used, and additional databases (IEEE, ResearchGate, 
Academia) with snowballing and recommender searches were consulted. German- and 
English-language literatures were only included when they were in accordance with at 
least two of the three main search terms (fraud | framework | SME). After this second 
search, the LR still suggested a gap in the academic research on fraud-management 
frameworks for SMEs and revealed mostly case descriptive literature. Search strings 
shown in Table 1 generated 736 hits in total. These were narrowed down to 528 after 
keyword and title-reading and were further narrowed down to 65 after reading the 
abstracts. Of these 65 papers, five were unavailable, although the authors were 
contacted. The final selection of 33 scientific papers was made after a second round of 
abstract or cross reading of the articles to better understand their approaches.  

Table 1. Scientific search engine yield and reason for selecting the database 

Result items per 
database (total 33) 

Reason for  
use of database 

Overview of search strings and terms 

Compliance 
Digital (German) 

2 nearest to 
research field 

• (Betrug*) AND (Rahmenwerk) AND 
(KMU) 

EBSCO  
(Meta Search) 

9 high academic, 
peer reviewed 

• ‘Fraud Prevention’ AND (sme OR ‘small 
and medium sized enterprises’) 

• fraud AND (framework OR model OR 
theory) AND (SMEs OR ‘small and medium 
sized enterprises’) 

• ‘nist cybersecurity framework’ AND 
(‘SMEs’ OR ‘small and medium sized 
enterprises’ OR ‘small businesses’ OR 
‘small companies) 

   

SCOPUS  
(Meta Search) 

10 high academic, 
peer reviewed 

• Same terms as in EBSCO 

Research Gate 
(Meta Search) 

9 recommendation 
search 

• fraud AND (SME OR ‘small and medium 
sized enterprises’ OR ‘small businesses’ OR 
‘small companies’) 

Academia  
(Meta Search) 

2 recommendation 
search 

• Free Search only 

IEEE 1 relevant for IS 
research 

• fraud AND (SME OR ‘small and medium 
sized enterprises’ OR ‘small businesses’ OR 
‘small companies’) 

 
Garousi et al. [41] found that numerous practitioner sources have been ignored in IS 
research projects and argued that the lack of such information can have a significant 
impact on steering the research direction. In this sense, the simple question of whether 
literature on fraud-fighting frameworks for SMEs exists or not was too narrow-minded. 
A broader perspective was needed to be able to integrate different dimensions of 
classical (i.e., organizational) and newer (i.e., technical-based) fraud-management 
concepts to serve as a base for future academic discussions and research. Therefore, 28 
additional sources - mainly textbooks, reports with practitioners’ views or concepts 



 

 

from related areas of fraud forensics or governance, risk and compliance (GRC) - were 
considered. These sources were found by free or recommender searches or coming from 
own previous research. 

Sixty-one items were evaluated until June 2021, and Excel spreadsheets were used 
as the LR protocol to document the performed steps and log decisions for inclusion or 
exclusion. This helped maintain oversight via an index system of how and where each 
source was found and in assessing each item for extracting data. All 61 sources were 
assessed following Garousi et al.’s [41] guidelines. To ensure quality and rigor, 
published journal papers, conference proceedings, and textbooks from graduated 
publishing houses were classified as “white literature,” ending in 50 items. The other 
11 items, classed as “grey literature,” were subsequently classified, and grey-literature 
sources were ranked according to their authority and credibility: eight were from 
academic researchers, and three were attributed to well-established business or trade 
associations. The latter were selected on the basis that they contained relevant domain 
knowledge on fraud management in certain contexts [Guideline 6+9+10]. 

Table 2 shows the statistical count after this assessment. Seven items were 
subsequently excluded for quality reasons [Guideline 11]: three papers were excluded 
due to poor methodology and weak empirical base, one journal article from 2001 was 
considered too old, two publications were doublets based on the same research and 
hence lacked novelty, and one of the grey literature items was excluded due to missing 
contribution to the present research.  

Table 2. Statistical count of sample, exclusions, and grey literature 

 No. of Sources Excluded Final Grey 
Books 22 0 22 1 
Journals and conference papers 29 6 23 0 
Thesis/scholarly work 7 1 6 6 
Other (e.g., reports) 3 0 3 3 
Total 61 7 54 10 

 
The final literature sample consisted of 54 items from the years 2003 to 2021 and 
included 10 items identified as grey-literature sources. All items were indexed by type 
and a counter (e.g., B-001, J-001) and were screened and classified according to the 
following criteria: 

• Schematic allocation of relevant keywords: define scoping and relevance per source 
• Geographic coverage: check transferability to the European economy 
• Empirical method: decide about meaningfulness 
• Qualifiers for content: e.g., discusses whether the source has a framework—if yes, 

which one, and is it related to IT? 
• Classification of perceived usefulness for future IS research 



 

 

4 Results of the Multivocal Literature Review 

The results of this paper are based on a multivocal review of sources from the different 
areas of fraud management, compliance, risk management, auditing, and IT security. 

4.1 Findings from the Literature Review 

This section presents the results of the LR according to the sources’ relevance (keyword 
ranking), geographic coverage, scientific methods, perceived usefulness for potential 
future IS research with some qualifiers of the content. 

Schematic allocation of relevant keywords. The main search terms, “fraud | 
framework | SME,” were used to ascertain how narrowly each source dealt with the 
question of fraud in SME contexts and whether they provided concrete guidelines, 
frameworks, or road books for risk management. Sources that incorporated all three 
terms were considered the most valuable for examining in depth, as shown in Section 
4.2. The label “Other” in Table 3 was applied to literature covering only a specific 
aspect of fraud, such as the psychology of fraud, GRC, IT security, fraud detection with 
data-analytical approaches, or forensic accounting.  

Table 3. Keyword allocation on type of source and reference 
  

Keyword ranking - classification and allocated sources 
Source 
Type 

No. 
items 

Fraud +SME  
+Framework 

Fraud 
+SME  

Fraud 
+Framework 

GRC 
+SME 

Other 

Book 22 2:[9, 45]  0 7:[39, 46–
51] 

1:[52] 12:[28, 
53–63] 

Paper 23 3:[64–66]  12:[67–78] 1:[79] 3:[80–82] 4:[83–
86]  

Thesis 6 1:[87] 3:[88–90] 0 2:[91, 92] 0 

Other 3 0 1:[4] 1:[93] 0 1:[94] 

Total 54 6 16 9 6 17 
 
This approach was chosen because fraud management as a broad and interdisciplinary 
area is related to enterprise risk management, audit, and compliance. Integrating these 
items could provide a comprehensive knowledge base. In total, 28 sources focused on 
the SME context. Only five of the 23 academic journals and conferences papers [64], 
[86], [65], [66], [79] were from IS-related conferences. The majority were published in 
the areas of accounting, general management, criminology, and other social sciences. 

Geographical Reach. The geographical coverage was set according to what was 
stipulated in the source. As shown in Table 4, most sources were focused on North 
America (N.A.) and Australia economic situations, which suggests a need for 
adaptation to European requirements if the results are to be used for future research. If 
no country was mentioned, the code “generic” was applied. 



 

 

Table 4. Geographical reach of sources 

Regional Focus Items   Fraud +SME  
+Framework 

Fraud 
+SME  

Fraud 
+Framework 

GRC 
+SME 

Other 

Generic  21  1 3 4 2 11 
N.A. + Australia 17  3 6 2 1 5 
Europe  8  0 2 2 3 1 
Asia 5  2 2 1 0 0 
Africa 3  0 3 0 0 0 
Total 54   6 16 9 6 17 

 
Methodology used by authors. The scientific methods used were assessed according 
to the described methodology or when the method could be derived from the given 
explanations. As shown in Table 5, only four sources adopted a design science 
approach, which suggested a lack of concrete frameworks. The same was true of the 
seven paper-based compilations of LRs and content synthesis. In contrast, there was 
extensive descriptive research with 12 case-studies or use-case descriptions, 13 
quantitative, and nine qualitative research designs. The quantitative analyses were often 
based on only a small number of valid answers (N ranges from 37 to 250). This low 
level of empirical evidence must be considered when using this research as a basis for 
further study.  

Table 5. Scientific methods used to discuss fraud in SME contexts (multiple allocations) 

Method used  
by author 

Items Fraud +SME  
+Framework 

Fraud 
+SME  

Fraud 
+Framework 

GRC 
+SME 

Other 

Design science 4 3 0 0 1 0 
Literature review 2 0 0 0 1 1 
Content synthesis 5 1 2 0 0 2 
Case study / use case 12 1 1 1 0 9 
Quantitative 13 0 9 1 3 0 
Qualitative 9 1 5 0 3 0 
Expert knowledge 25 2 2 8 0 13 
Total  70 8 19 10 8 25 

 
Potential use in future IS research. Table 6 shows the perceived usefulness of a 
literature source in terms of future IS research projects that might aim to close the 
identified lack of suitable fraud management framework for SMEs. The coding was 
done while reading the papers fully or cross reading the books. Remarkable is that most 
papers related to “fraud + SME” used descriptive statistics in certain countries or 
industries but did not provide advice in terms of a holistic approach that included IT-
supported fraud management measures. This makes these sources suitable to problem 
statements, introductions, and basic considerations about fraud management. This 
assumption also applies to those sources that dealt with fraud management in a generic 



 

 

manner. However, these generic sources often contained concrete advice in the form of 
checklists, framework structures, suggested fraud prevention, detection, or response 
measures, or even showed use cases for a better understanding; here, it is striking that 
these sources came mostly from items labeled “other” and were not necessarily 
scientific papers, but for example training material.  

Table 6. Perceived usefulness for potential use in future IS research (multiple allocations) 

Usefulness Items Fraud +SME  
+Framework 

Fraud 
+SME  

Fraud 
+Framework 

GRC 
+SME 

Other 

Fraud management 22 3 9 4 0 6 
Introduction 37 3 15 5 5 9 
Contains checklists 15 3 3 6 1 2 
Framework structure 14 4 1 5 2 2 
Framework content 33 4 9 8 2 10 
MTO dimension 22 2 5 4 2 9 
Other 24 2 4 3 3 12 
Total  167 21 46 35 15 50 

 
Qualifiers for Content. To obtain a better understanding of the areas of focus, the 
sources were coded whether they suggested frameworks, provided some guidelines, 
discussed fraud types, proposed countermeasures, or covered specific industries, as 
well as how they used IT or analytical approaches. Most papers related to “fraud and 
SME” used descriptive statistics to examine fraud in certain countries or business areas 
but did not provide a prevention or detection approach. Only seven items [47, 61, 64, 
82, 86, 91, 92] considered aspects of IS or IT security. More than half of all sources 
dealt with a particular fraud risk (and 13 of these had an accounting focus). The 
concentration on accounting fraud or other internal-fraud types, such as payroll fraud 
or employee fraud [45, 70–73, 75, 77, 78, 84], indicated a lack of research on handling 
certain fraud types, particularly IT- and cybersecurity-related ones, which are likely to 
take place from the outside. The concentration on specific industry sectors (banking 
[48], construction [79], healthcare [64], steel logistics [66], mobile-phone sector [73], 
and automotive [65]) also signaled a missing holistic or universal approach.  

Use of Referenced Frameworks. Existing frameworks or concepts were used in 28 
different sources of this sample as listed in Table 7: here, it was interesting to note 
whether the frameworks were used passively—meaning they were only mentioned in 
the introduction or theoretical section—or whether they were actively used as a base 
for defining the research questions, building design approaches, or define survey 
questions. The result shows there was a clear trend to refer to the Committee of 
Sponsoring Organizations of the Treadway Commission’s (COSO) “internal control 
framework” [95] in problem statements. Ten academic journals or thesis referenced the 
Fraud Triangle or Diamond in theory sections only. In contrast, IT security–related 
research, particularly items classified as grey literature, used the National Institute of 



 

 

Standards and Technology (NIST) cybersecurity framework [96] for evaluation or to 
propose fraud-management measures. 

Table 7. Referenced framework in publication (multiple allocations) 

Framework  Passive use Active use 
A.B.C. Theory   [53] 
CIA concept   [87] 
CIMA Fraud Cycle [51]   
COBIT [64] [86] 
CORAS   [92] 
COSO [65], [74], [76], [78], [81], [63] [45] 
Ethics Barometer   [28] 
Fraud Free Company   [9] 
ISO norms   [59], [85] 
MTO concept   [90] 
NIST   [87], [92], [82], [91], [86] 
Self-Control Theory [68]   
SOX [39]   
Triangle/Diamond [83], [79], [71], [64], [72], [73], 

[65], [78], [89], [90] 
 

4.2 In-depth Analysis of Fraud-Management Frameworks in SME Contexts 

When considering the six sources that included all three keywords (“fraud,” 
“framework,” “SME”), some remarkable differences were found between the 
approaches. In 2012, Lincke and Green [64] developed a web-based learning tool for 
teaching fraud management principles in the context of healthcare in a small practice 
environment. They provided six teaching case studies to familiarize students with 
concepts such as social engineering, codes of ethics, and designing information 
security. Although this approach is not a framework in a classical sense, it provides 
useful insights, and a transfer to other contexts is possible.  

In contrast, Phuttima et al. (2014) [66] explored steel logistics fraud in Thailand, and 
Aris et al. (2013) [65] focused on procurement fraud in small and medium automotive 
firms in Malaysia. Therefore, these authors discussed fraud mitigation concepts in a 
very specific industry and under a specific set of circumstances that makes the transfer 
of these concepts to other industries or economic environments challenging.  

Although Çalıyurt (2012) [9] followed a generic approach by defining three stages 
of fraud-free company levels and suggesting different measures in terms of 
organizational and corporate governance structures, the fraud-free company model 
concentrated mainly on reporting internal fraud, while no link to technical fraud risks 
was made. Dawson (2015) [45] used also a generic approach by providing 
recommendations and a roadbook for establishing an internal control and fraud-



 

 

prevention program for SMEs. The author focused on the use of the COSO internal 
control framework and did not consider technical measures or IT security–related risks, 
as he concentrated on employee fraud in the American economy. 

Yearwood (2011) [87] developed the most general approach to reducing fraud risk 
in the SME context. The author suggested a conceptual framework that concentrates on 
a company’s risk of fraud and protects this risk target by considering processes, 
technology, and organizational factors. The author also used concepts from IS, such as 
NIST, as well as the CIA principles of preserving confidentiality, integrity, and the 
availability of information.  

All six approaches did not evaluate the proposed guidelines in practice or provide 
any other kind of proof of concept.  

5 Discussion of the Results of the Literature Review 

Looking in the “state of the field” fraud-management concepts that were discussed in 
Section 2, it is notable that concepts like the fraud diamond are on such an abstract level 
that they do not provide concrete advice and cannot serve as a roadbook or framework 
for SME practitioners wishing to establish a fraud risk–management system in their 
organization. An evaluation of other concepts was necessary. 

The present study was designed as a multivocal review to answer questions like: 
What technical measures for managing the emerging risk of fraud and cybercrime are 
suitable for SMEs? Are IT-supported concepts or frameworks in place? Further, what 
fraud types do they consider, and is cyber fraud one of them? What are the likely 
limitations? Incorporating practitioners’ views, as stipulated in textbooks, reports, and 
other examples of grey literature, allowed for different, interdisciplinary perceptions of 
fraud risk management to be compiled. 

As shown in Table 4, many sources focused on Anglo-American economies, which 
suggests a need for adaptation to European requirements if the results are to be used for 
future research. To illustrate this, according to ACFE figures, cheque and payment 
tampering [4] is nearly four times more common in SMEs compared with large 
companies and represents 14% of fraud schemes in the U.S. and Canada. However, 
cheque tampering is less likely to occur in Western Europe because cheques are now 
rarely used as a payment method. Practitioners’ works that contained anecdotal 
descriptions or practical use cases provide insights and serve as an entry point to the 
area of fraud risk management (see Table 6). Along with the scientific literature, such 
sources can serve as a foundation for future IS research, like design science research 
projects that aim to identify IT solutions for fraud as an emerging risk. Another example 
for the need of a careful transfer of results are those sources concentrating on employee 
fraud: they often suggest conducting background checks on employees to figure out 
whether they were living beyond their means or could be prone to unethical behavior. 
This is critical in terms of European regulations for employee protection and the GDPR 
standard. However, use cases or analyses of case studies can yield ideas for fraud-
protection measures in certain contexts. Prenzler [84], for example, analyzed 19 real-



 

 

world projects and identified successful measures based on diagnostics about the 
opportunity factors in fraud and victims’ characteristics.  

A gap in the scientific research for SME-tailored fraud risk–management concepts 
could be derived from Tables 3 and 5. They show that little academic research has been 
conducted on fraud-management concepts and frameworks in the SME context. This 
outcome is in line with the results of a previous structured LR conducted by Behringer 
et al. [80], who examined the academic literature on compliance and corruption in 
family-owned companies. They found that only one-third of all articles reviewed came 
from VHB-ranked journals and focused mainly on comparing companies that adopted 
corporate governance rules with companies lacking such compliance structures. 

The lack of a holistic approach and the failure to consider newer fraud risks, such as 
cybercrime, is visible by the many sources that just concentrated on describing fraud 
situations in certain industries or countries or because they made only suggestions for 
internal control mechanisms for fraud management in particular SME contexts. In many 
cases, research in this area did not relate to IS or consider fraud risk a problem for 
enterprises with an ICT landscape embedded within a sociotechnical environment. This 
finding is illuminated by considering the referenced frameworks (see Table 7): there 
was a clear either-or in favor of using classical organizational control frameworks like 
COSO or IT-supported frameworks, such as NIST. Only seven items at all considered 
IT-security aspects; this could be interpreted as a missing bridge between the wide area 
of IT security and fraud mitigation as a compliance risk. Both fields appear to coexist 
but are not integrated, although some transferable information seems promising. For 
instance, the IT governance framework COBIT-2019 allows different perspectives and 
focus areas, of which one is related to SMEs [97]. The NIST Cybersecurity Framework 
allows SME specific security approaches [98] and the five stages of NIST cybersecurity 
framework (identify, protect, detect, respond, recover) [99] could be applied to fraud 
prevention measures, as well. 

Opportunities and challenges for IT and IS regarding fraud mitigation arise by the 
low usage of such measures. According to the ACFE, in 2020, only 2% of occupational 
fraud was initially detected by IT controls [4], whereas with 43%, giving a hint on a 
suspicious case was the most common type of fraud detection. Unfortunately, the ACFE 
reports offer no explanation for the low detection rate of IT controls and the preference 
for behavioral detection. But a similar picture is given when comparing answers of 
different experts groups: Two interviewees from compliance departments of medium-
sized enterprises who were surveyed during a previous research [90] argued that ethical 
behavior is more important, while an IT security specialist interviewed highlighted the 
efficacy of IT security in preventing fraud intrusion by phishing or hacking attacks 
within his company. However, existing approaches from SAP [23], analytical methods 
for detecting credit card fraud, and even simple anti-virus and malware-detection 
software show that information technology is already an active player in minimizing 
losses caused by fraud attacks. Remarkably, fraud attempts can be detected four times 
quicker using IT tools as an active detection measure [4]. This suggests that a greater 
focus should be placed on IT-related fraud controls because the effectivity and 
opportunity for avoiding financial losses appear high.  



 

 

6 Conclusion 

Only a limited number of scientific papers and sources reviewed in this study dealt with 
all three scope-criteria of “fraud, framework, and SME” which suggests a gap in 
scientific research. Most sources of the sample focused on internal control and 
organizational measures but did not offer comprehensive guidelines or pursue a 
generalized fraud management approach. In many cases, research in this area is neither 
related to IS research nor considered fraud risk as a problem for enterprises that have 
an ICT landscape embedded within a sociotechnical environment. The sources rarely 
covered newer fraud risks or suggested concrete IT-support measures to reduce fraud.  

One limitation of the present study is that this LR was not conducted as a team. This 
made additional efforts necessary in the form of several iterations when classifying the 
sources to reduce bias. Second, the question regarding existing technical measures for 
managing the emerging risk of fraud and cybercrime could not be answered based on 
the sources reviewed in this LR. A different research setup would be necessary to 
answer this topic.  

This study identified the following limitations in existing fraud-management 
approaches in the selected sample, which could represent areas for future research: 

•  Fraud-management concepts, like the fraud-diamond, are not suitable as road book 
for practitioners, they are abstract and offer too little concrete advice and measures. 

• There is a focus on employee fraud and a lack of representation of newer fraud types, 
such as cyber fraud committed by external parties. 

• The quantitative research studies conducted by academic researchers were often 
based on only a small number of valid answers; this likely low level of empirical 
evidence must be considered when extrapolating these results. 

• The specific geographical or regional context of a research must be considered 
before transferring the findings to other areas. 

• Most academic papers related to fraud and SMEs used descriptive statistics to 
discuss fraud in certain countries or business areas but did not offer a holistic 
prevention approach, including IT-supported management measures.  

• Only seven items considered IT-security aspects, which could be interpreted as a gap 
in the research between the wide area of IT security and fraud management. 

Although, the negative impact of the Covid-19 crises was already notified by some 
reports, the focus of this paper was not to discuss these effects on the fraud risk 
situation. Nevertheless, this could open another interesting area for IS research. The 
present review aimed to provide an overview of existing fraud-management concepts 
focused on the specific needs of SMEs to serve as a foundation for future academic 
discussion. Existing internal control-based fraud-mitigation concepts should be 
combined with IT-supported approaches and incorporated into future research to draw 
a link between IT security and conventional fraud prevention, detection, and response 
measures for SMEs. These areas appear unconnected and are yet to be integrated into 
a holistic fraud-management approach, which meet the challenges of the omnipresence 
of ICT and the steady increase in fraud related to cybersecurity breaches.   
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