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Abstract

Let F, be a finite field with g elements. Quadratic residues in number theory and finite fields is an important theory that has many
applications in various aspects. The main problem of quadratic residues is to find the solution of the equation x> = a, given an
element a. It is interesting to find the solutions of x* = a in F,. If the solutions exist for a we say that a is a cubic residue of F,,
and x is a cube root of a in F,. In this paper we examine the solubility of x* = a in general finite fields. Here, we give some results
about the cube roots of cubic residue, and we propose an algorithm to find the cube roots using primitive elements.
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1. Introduction

One of the important problem in computational number theory is finding n-th roots in the finite field F,. This
problem is the generalization of quadratic residues of congruence modulo. The problem of finding n-th root has many
applications in other area. In cryptography, pairing-based cryptography "> using elliptic and hyper-elliptic curves over
F, require cube root computations. Another application of cube roots in F; can be found in some methods of point
compression* for elliptic curves. A method of calculation n-th root is used in some polynomial factorization algo-
rithms*. In dimensional analysis, the problem concerns volume suggests cube roots as a simplifying transformation.
The cube root has often been applied to precipitation data, which are characteristically right-skewed and sometimes
include zeros”.

Let (a,m) = 1 and m > 0. We say that a is cubic residue mod m if x> = a( mod m) has a solution. Otherwise, a is
a cubic nonresidue mod m. If a is a cubic residue, then x is called a cube root of @ mod m. For example, if m = 13
then there are exactly four cubic residues ( mod 13), that is 1,5, 8 dan 12. Cube roots of 1,5,8 and 12 mod 13 are
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3,7,6 and 4, respectively. Note that in mod 13, each cubic residue exactly have three cube roots. For example, cube
roots of 1 are 1,3, and 9. By Hensel’s Lemma and Chinese Remainder Theorem (for more details, see Rosen ®) we
can reduce the problem of finding cubic residues and cube roots mod m into mod p with p is a prime.

Cubic residues is the development theory of quadratic residues in number theory. Quadratic residue theory starts
from the problem of whether there are integers x such that x> = a( mod p) for an integer a and a prime p. The primary
source for basic information about quadratic residues is the DisquisitionesArithmeticae’. Quadratic residues has been
applied extensively in modern cryptology. Quadratic residues also used to maintain security when verifying identifica-
tion numbers using electronic cards, electronic money, electronic banking and other similar types of communication
based on a zero-knowledge proof discovered by Adi Shamir?.

Cubic residues have been studied extensively by several authors in Namli °, Sun '°, Sun '', Xing et al. !> and Ireland
and Rosen '*. It is well known that we can determine whether the integer a is a cubic residue by Euler’s criterion. It
was proved by L. Euler in 1761 (see Euler '4)

L 12

Theorem 1. [Euler’s Criterion] If p is an odd prime and x is a positive integer with (x, p) = 1, then x is a cubic
residue mod p if and only if

xP7Y3 = 1( mod p)

Proof. See Namli 1> O
A more general result is also given by Euler as written in the following theorem.

Theorem 2. A number a # 0( mod p) is a power residue of degree n modulo a prime number p if and only if
p-1
a’s =1( mod p)

where § = lem(p — 1,n).

We may divide the study of cubic residue in congruence modulo prime number into two major problems, the first
is finding elements which is a cubic residue. The second problem is computing cubic roots from a cubic residue.
The study of quadratic residue and cubic residue can be generally developed in finite field structure. This can occur
because of numbers in congruent mod p with p is a prime can be regarded as an element of a finite field. In order to
compute cube roots in finite fields, there are two standards algorithms, that is the Adleman- Manders-Miller 16 whose
complexity is O(log* ¢), and the Cipolla-Lehmer '8 algorithm whose complexity is O(log* ¢). The first algorithm is
a generalization of the Tonelli-Shanks square root algorithm '*?’. In Faisal and Gazali?', they provide an algorithm
for finding square root in finite fields using the properties of primitive element. Based on their result, we develop an
algorithm for computing the cube root in finite fields.

Based on the importance of finding cube root, we interested to solve the cubic root problems in finite fields. Using
the property of finite fields, the cubic residue and cube root problem can be solved algebraically. In this paper, we also
propose an algorithm for finding cube roots in general finite field.

The remainder of this paper is organized as follows: In Section 2, we collect some basic properties of finite field
F, to support this research. In Section 3, we write the research methodology. In Section 4, we introduce the notion
and results about cubic residues in finite field F; and we give the root extraction formula in ', and we present a cube
root algorithm based on primitive elements of finite field. Finally, in Section 5, we give a summary of our result.

2. Literature Review

In this section we discuss the fundamental theory and results of finite fields. The next result plays important role in
the problem of finding the number of cubic residues of finite fields.
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Theorem 3. Let F be a field and let f(x) be a nonzero polynomial of degree n. The polynomial f has at most n distinct
roots in F.

Proof. See Irving > O

We collect some important properties of finite fields.
Theorem 4. Every finite field has prime power order.

Proof. See Irving > O

If F is a field, we denote by F*, the set of all nonzero element of F. It is clear that F* is a group under the
multiplication. In particular, for finite fields we have the following property.

Lemma 1. If F is a finite field, the group F* is cyclic.

Proof. See Howie . O

If F is a finite field with ¢ elements, then by lemma 1 we can write F* = {g, g%,...,g%"'} for some g € F*. Such
element g is called a primitive element of F. The following result guarantee the existence of a primitive element in
finite fields.

Theorem 5. Every finite field has at least one primitive element.

Proof. See Irving 2 O

Since F* is cyclic for every finite field F. We have the following consequence.
Lemma 2. If F, is a finite field with q elements and x # 0 € F, then x1 = x, forall x in F,.

Proof. See Ling and Xing **. O

Theorem 6. If F is a finite field, then F is isomorphic to F,[x]/(r(x)) for some prime p and some monic irreducible
in Fplx].

Proof. See Irving ? O

Suppose p is a prime number, by Theorem 6, a finite field F,, with p elements is isomorphic to Z,, .

3. Methodology

This type of the research is a qualitative research. The results of this study are obtained by proving the properties
of a finite field, that is a mathematical system which satisfy some certain conditions. We derive the formula the cube
root by exploring the theory of quadratic residues and cubic residues in finite fields. This research method is divided
into several stages:

Finding similar results for n-root problems.

Collect basics and important properties of finite fields.
Finding the number of cubic residues in finite fields.
Characterize cubic residues in finite fields.

Finding the formula of cube root ini finite fields.
Design the algorithm from the formula of cube roots.
Implementation the algorithm in Python programme.

NonAE RN~
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4. Results
4.1. Cubic residues of Finite Fields

Generally, we can extend the cubic residue notion into finite fields.

Definition 1. Let a be a nonzero element of a finite field with g elements F,. We say a is a cubic residue of F, if
there exists x € F, such that x> = a. Otherwise, a is a cubic nonresidue of F’ P

We denote the set of cubic residues of a finite field F; by CR(q). It is well known that for a prime number p with

p =2 mod 3, we have [CR(p)| = p — 1. We also have similar result for a finite field with p” elements for some prime
number p.

cr.append (a

ncr.append (a)

primitive = cr[0]

primitivel = (primitive*#®*3)3g
gmod= g % 3

test = primicive3d

gmnod = 0: % case g congruent 0 modulo 3
k=qgf3
root = c**k % g
("the modular cube root of this integer: ",root)
gmod = 2: # case g congruent 2 modulo 3
k={g-2)/3
t=g-2
cp= c**k % g
i= cp**t % q # inverse modulo of ¢
i=int (i}
root = i
", root)
w
(test == c):
root = primitive
=i
(test '=c):
r = r+l
test = (primitive3¥%#*r)3iq
root = primitive**r3qg
r==(g-1}/3:
(cest '=c):
(c,™ is a cubic nonresidue™)
("a modular cube root of this integer: ",root)

Fig. 1. cube root in Z,

Theorem 7. Let g = p" with p is a prime number. If ¢ # 1 mod 3, then every nonzero element of F, is a cubic
residue.

Proof. 1If ¢ = 0 mod 3, then g = 3k for an integer k. Let a be an element of F, with a # 0. By Lemma 2, (a3
Pl

= a. It follows that a is cubic residue. Now, suppose that ¢ = 3k + 2 for a non-negative integer k. By lemma 2 we
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obtain that

Equivalently, a = (a7%)?. We conclude that a is a cubic residue in F - O

Note that a* = (a=")* = (a¥)~! for all element a € F, q

Theorem 8. Let g = p" with p is a prime number. If ¢ = 1 mod 3, then the number of cubic residues in finite field
F,is ‘%1.

Proof. Since F, is a finite field, there exist a primitive element g € F,. Suppose that ¢ = 3k + 1 for an integer k. We
can write F, = {g,¢%,...,¢"}. If a € F}, is equal to g"” with m is divisible by 3, then a € CR(q). Note that the number
of such elements in F; is k. It follows that q% = k < |CR(q)|. Suppose that f(x) = xt-'—1eF plx]. We may write
f(x) = x* — 1. By Lemma 2, every nonzero element a € F, is a root of f, that is, a?~' — 1 = 0. Now, consider the

polynomial A(x) = x* -1 € F, 4[x]. Suppose that a € F, is a cubic residue. Thus, there exists element y € F; such that
a = y3. It follows that

h@)=d -1=0p)*-1=y*-1=0.

It follows that a is a root of 4. But from theorem 3, the polynomial A(x) has at most k different roots. We conclude
that |[CR(p)| < k = ”T_l. This completes the proof. O

We summarize the results regarding cubic residues of finite fields.

Corollary 1. Let F, be a finite field with q elements.

1. If g # 1( mod 3), then CR(q) = F,
2. if g = 1( mod 3), then CR(q) = (g%, 8% ...,8%%) with q = 3k + 1 and g is a primitive element of F,.

4.2. Cubic roots of Cubic Residues in Finite Fields

In this section we will discuss the cube roots of a cubic residue in finite fields. We propose an algorithm that will
help us find the cube roots of a cubic residue in finite fields. First, we give a result on the uniqueness of the cube root
of any cubic residue of F, for ¢ # 2( mod 3).

Lemma 3. Let F, be a finite field with g # 1( mod 3). Ifa € F is a cubic residue, then there exists a unique element
x € Fy such that ¥ =a

Proof. If ¢ = 0( mod 3), then a** = a or equivalently (a*)* = a. Hence, x = a is a solution of x> = 4. Since every

nonzero element is a cubic residue, we have one-to-one correspondence F;, — F; defined by a a*. This proves the
. . . . q-2 . q-2 . .
uniqueness statement. Similarly, if ¢ = 2( mod 3), then a = (a"T)3. Setting x = (a'T)’l, it can be checked that x is
. . . -2
a solution of x> = a. Again, there exists one-to-one correspondence F , — F, defined by a — (a5) . O

For the case ¢ = 1( mod 3) there are exactly three cube roots for every cubic residue element in F,.

Lemma 4. Let I, be a finite field with g # 1( mod 3). If a € F, is a cubic residue, then the equation x* = a has
exactly three solution in F.
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Proof. Let f(x) = x* —a be a polynomial in F,[x]. Since a is a cubic residue, the polynomial f has at least one root in
F,. By Theorem 3, the polynomial f has at most three distinct root in F,. Define a subset CR, = {x € F, q|x3 = a} for
any a € CR(q). Assume that there exist b € CR(q) such that |CR,| < 3. Letk = q%l, by pigeonhole principle there exist
an element ¢ € CR(g) such that |CR.| > 4. Indeed, |F;| —|CRy| is equal to 3k — 1 or 3k —2 and |CR(q)| - [{b}| = k- 1. If
|CR.| > 4 then the equation x3 = ¢ has more than 3 distinct solution x in F 4- Itis a contradiction, since the polynomial
x> — ¢ has at most three distinct root in F,. We conclude that |[CR, = {x € Fq|)c3 = a}| = 3 for any a € CR(q). This

completes the proof. O

4.3. A Cube Root Algorithm

For the case of g with ¢ = 1( mod 3) cubic residues of F, can be determined completely using primitive elements.
This gives an idea for finding the cubic roots of a cubic reside element of F, using primitive element. For the case of
g = 0( mod 3), it is easy to see that the cubic root of non-zero element a of F, is a* with k = % For the case of ¢

with ¢ = 2( mod 3), based on the proof of Theorem 7 the cubic root of non-zero element a of F;, can be computed

. . q-2 . . . . .
using the equation a = (a~7 )>. Next, we give the main result of this paper, that is an algorithm to find the cube roots
of cubic residues in general finite field F, using primitive elements. Note that step 3 in the Table 1 is the process

Table 1. Cube root algorithm in finite fields

Algorithm cubic root for a cubic residue of finite field F,,

Input:a € F,
Output A cube root x such that x> = a
1:if g = 0( mod 3) then x = af
2:if ¢ = 2( mod 3) then
y aq%z
x—y!
3: else
Pick a primitive element g in F,
g < g
ifa=gopthenx « g
else
k1
while g’é # ado
k—k+1
1< ()
x gk
if k= 4*
break
if ¢ # a then a is a cubic nonresidue
else
x is a cube root of a

of finding the root cube in the case finite field F,, with g = 1( mod 3). This algorithm only gives one root of three
roots of a cubic residue in the case ¢ = 1( mod 3). To get all three roots we can take another primitive element when
choosing go. We implement the above algorithm in the Python program by taking the case of the prime finite field Z,
with ¢ is a prime number. The programme was run in Python 2.7.10 with the running time is O(g?). The source code
of our cubic root programme can be seen in Figure 1.
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5. Conclusion and Future Works

We present an algorithm to find cube roots in general finite F, with g element using the properties of finite fields.

A cube root of a € F, is an element x € F, which satisfies the equation x* = a. The algorithm is divided into three

cases based on the value of ¢( mod 3). The first case is ¢ = 0( mod 3) where the solution of the equation x> = a

is x = a3. The second case is g = 2( mod 3), while the cube root of a is the inverse of a7 . The last case is when

g = 1( mod 3), we obtain that a cube root of a is g* for some integer 1 < r < % where g is a primitive element. The

time complexity of our algorithm is O(¢g?). However, the implementation can be further optimized by improving the
process for finding primitive element (for more detail, see the link https://cp-algorithms.com/algebra/primitive-root.
html#: :text=First%2C%?20find%20%CF%95(n),g%?20is%20a%?20primitive %20root). Next, we expect to generalize
our algorithm to find the n-th roots of an element in finite field.
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