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Abstract

Graphics Processing Units (GPUs) are massively parallel processors offering perfor-
mance acceleration and energy efficiency unmatched by current processors (CPUs) in
computers. These advantages along with recent advances in the programmability of
GPUs have made them widely used in various general-purpose computing domains.
However, this has also made testing GPU kernels critical to ensure that their behaviour
meets the requirements of the design and specification.

Despite the advances in programmability, GPU kernels are hard to code and analyse
due to the high complexity of memory sharing patterns, striding patterns for memory
accesses, implicit synchronisation, and combinatorial explosion of thread interleav-
ings. Existing few techniques for testing GPU kernels use symbolic execution for test
generation that incur a high overhead, have limited scalability and do not handle all
data types.

In this thesis, we present novel approaches to measure test effectiveness and gen-
erate tests automatically for GPU kernels. To achieve this, we address significant chal-
lenges related to the GPU execution and memory model, and the lack of customised
thread scheduling and global synchronisation. We make the following contributions:

First, we present a framework, CLTestCheck, for assessing the quality of test suites
developed for GPU kernels. The framework can measure code coverage using three
different coverage metrics that are inspired by faults found in real kernel code. Fault
finding capability of the test suite is also measured by the framework to seed different
types of faults in the kernel and reported in the form of mutation score, which is the
ratio of the number of uncovered faults to the total number of seeded faults.

Second, with the goal of being fast, effective and scalable, we propose a test gen-
eration technique, CLFuzz, for GPU kernels that combines mutation-based fuzzing for
fast test generation and selective SMT solving to help cover unreachable branches by
fuzzing. Fuzz testing for GPU kernels has not been explored previously. Our approach
for fuzz testing randomly mutates input kernel argument values with the goal of in-
creasing branch coverage and supports GPU-specific data types such as images. When
fuzz testing is unable to increase branch coverage with random mutations, we gather
path constraints for uncovered branch conditions, build additional constraints to rep-
resent the context of GPU execution such as number of threads and work-group size,
and invoke the Z3 constraint solver to generate tests for them.

Finally, to help uncover inter work-group data races and replay these bugs with

fixed work-group schedules, we present a schedule amplifier, CLSchedule, that sim-



ulates multiple work-group schedules, with which to execute each of the generated
tests. By reimplementing the OpenCL API, CLSchedule executes the kernel with a
fixed work-group schedule rather than the default arbitrary schedule. It also executes
the kernel directly, without requiring the developer to manually provide boilerplate
host code.

The outcome of our research can be summarised as follows:

1. CLTestCheck is applied to 82 publicly available GPU kernels from industry-
standard benchmark suites along with their test suites. The experiment reveals
that CLTestCheck is capable of automatically measuring the effectiveness of test
suites, in terms of code coverage, faulting finding capability and revealing data

races in real OpenCL kernels.

2. CLFuzz can automatically generate tests and achieve close to 100% coverage
and mutation score for the majority of the data set of 217 GPU kernels collected

from open-source projects and industry-standard benchmarks.

3. CLSchedule is capable of exploring the effect of work-group schedules on the

217 GPU kernels and uncovers data races in 21 of them.

The techniques developed in this thesis demonstrate that we can measure the ef-
fectiveness of tests developed for GPU kernels with our coverage criteria and fault
seeding methods. The result is useful in highlighting code portions that may need de-
velopers’ further attention. Our automated test generation and work-group scheduling
approaches are also fast, effective and scalable, with small overhead incurred (average

of 0.8 seconds) and scalability to large kernels with complex data structures.



Lay Summary

Graphics processing units (GPUs) are equipped with thousands of computing units
working in parallel and originally designed to process images and videos for comput-
ers. In recent years, due to their power efficiency, massive parallelism and simplified
programming model, GPUs are used to accelerate various general-purpose computing
domains such as artificial intelligence, scientific simulations and critical systems, in-
cluding autonomous driving. This has made checking the correctness of GPU kernels
critical.

Testing is a solution to address this issue. Software testing is the process of ensur-
ing that a given computer kernel is correct and has the expected behaviour. It involves a
repeated execution of the kernel with a set of test inputs, observes that the software be-
haviour conforms to expectations. Test inputs can be manually created by developers,
and automated test input generators also exist for programs written in some particular
programming languages. However, general testing techniques are not suitable for GPU
kernels as GPU architectures are distinct from CPUs and other devices in the 3-level
memory layout, the execution model with thousands of threads clustered in hundreds
of work-groups and the programming framework, resulting in the gap in techniques
for test quality measurement and test input generation.

In this thesis, we propose the first criteria to judge the effectiveness of tests de-
veloped for GPU kernels by taking into account their characteristics of the hardware
and programming model. This is useful to highlight portions of the kernel that have not
been adequately tested by existing test inputs. An automatic test generation framework
is then presented to generate high-quality test inputs with high code coverage and fault
finding capabilities. This framework is also equipped with our schedule amplifier - the
first simulator that is able to execute GPU kernels with customised work-group sched-
ules. A poorly-developed GPU kernel can be fragile when the schedule changes when
it is running on different platforms. In summary, our testing techniques help provide

confidence in the correctness of GPU kernels.
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Chapter 1
Introduction

Software is playing an integral role in modern life. Nowadays, the growing number
of users, the expanded application domains and fast-evolving technologies have raised
increasing demand of computational workload [8]. Taking natural language processing
as an example, training a widely-used model, BERT, takes around 10° floating-point
operations on millions of parameters [9].

Thanks to the improvement of availability and programmability of computing ac-
celerators such as Graphics Processing Units (GPUs), processing data using thousands
of threads in parallel has been made easy and convenient [10, 11, 12].

Compared with traditional multi-core CPUs, GPUs have a higher order of magni-
tudes of threads (hundreds vs. tens) and wider peak memory bandwidth (hundreds of
gigabytes vs. tens) [13], which makes them attractive to the growing need of high
performance computing. Consequently, general-purpose graphics processing units
(GPGPU) are now present everywhere [14]. Scientists can analyse complicated mod-
els such as fluid [15], the atmosphere [16] and the universe [17] using GPU clusters.
We can intuitively experience this from more accurate weather predictions and smart
voice assistants powered by natural language processing and artificial intelligence.

In addition to daily applications and scientific simulations, GPUs are also used
in safety-critical systems, including autonomous driving, for accelerating perception
tasks, such as object detection and tracking [18]. In such systems, it is extremely
important to ensure the correctness and safety of the GPU implementation.

A survey on deep learning developers [19] shows that 52% participants have en-
countered faults related to the usage of GPU devices, and 27% of these faults are rated
as critical severity. Example faults include failed parallelism, incorrect state sharing

between sub-processes and faulty transfer of data to a GPU device.

1



2 Chapter 1. Introduction

The research community have devoted efforts to GPU programs verification [20,
21, 22, 23]. However, these techniques are challenged by the combinatorial explosion
of thread interleavings and space of possible data inputs. Given these difficulties, it
becomes crucial to understand the extent to which a GPU program has been analysed

and tested, and the code portions that may need further attention.

1.1 Testing GPU Programs is Different from CPUs

An important practice to ensure the correctness of GPU programs is software testing
- the process of executing the software under test (SUT) to check if the behaviour
is the same as expected [24]. This often involves running the SUT with test input,
comparing the actual output with the expected output and catching other exceptional
behaviour such as program crashes and infinite loops.

However, the execution model, memory hierarchy and programming framework of
GPU programs are different from CPU programs. Therefore, these challenges need to

be overcome to test GPU programs effectively.

1.1.1 SIMT Execution Model

Firstly, GPUs have a different parallel model. Modern CPUs commonly have less
than 16 cores, and each core can launch a process independently. However, GPUs can
spawn hundreds of work-groups, each usually with 32 threads. Within the same work-
group, threads follow the SIMT (single instruction, multiple threads) execution model
in which all threads execute the same instruction but on different data.

If there exist control flows such as if statements and loops, threads within the
same work-group may diverge when the condition of the control flow is dependent on
the data each thread processes. The different execution paths are scheduled sequen-
tially until the control flows reconverge and lock-step execution resumes. Sequential
scheduling caused by divergence results in a performance penalty, slowing down the
execution of the kernel.

Some test effectiveness measurement techniques such as code coverage requires
code instrumentation, which insert extra statements to the original program to record
runtime information. To minimise the overhead introduced by coverage measurement,
the inserted code should take the SIMT execution model into consideration and avoid

using control flows and other expensive statements as much as possible. In addition,
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different threads within the same work-group may enter different control flows, result-
ing in different per thread code coverage. Therefore, the design of the data structure to
record code coverage should be able to gather the results into one place while reducing

the overhead introduced by inter-thread communication.

1.1.2 GPU Programming and Memory Management Restrictions

Even if both popular GPU programming models, OpenCL [25] and CUDA [26], are
based on C and C++ programming languages, there are still essential but unsupported
standard C/C++ features that hinder the test effectiveness measurement for GPU pro-
grams. Such features include dynamic memory allocation (OpenCL only), global
scope variables and library functions, including standard and file I/O'. When testing
CPU programs, these features make runtime information recording convenient: 1) as
time goes, the size of the data structure for recording execution logs can be extended
by dynamic memory allocation. 2) when the program is composed of multiple sub-
routines, this data structure can be shared by them via a global pointer. 3) recorded
runtime information can be stored in files or printed via the standard output.

However, due to restrictions of the GPU architecture, dynamic memory allocation
is not allowed. Therefore, the size of the data structure should be fixed before the
compilation of the program. In addition, due to the lack of global scope variables,
the data structure should only reside in the main function and be shared with others by
passing references via function parameters. As the GPU cannot store this data structure
to disks, it should transfer it back to the CPU for further analysis, and this procedure
introduces extra memory bandwidth consumption and transfer overhead in addition to

these resources used by the program data.

1.1.3 Lack of Customised Thread Scheduling and Global Synchro-

nisation

Existing GPU architecture, simulators and programming models do not provide a
means to control work-group schedules [27]. In addition, synchronisation is also not
possible for threads from different work-groups.

As aresult, the ordering of work-groups when a kernel is launched is non-deterministic

and there is, presently, no means for checking the effect of schedules on test execution.

'/O: Input and Output



4 Chapter 1. Introduction

In addition, this non-determinism of thread scheduling also introduces the randomness

to program execution and makes the replay of tests harder.

1.2 Goal

Comprehensive testing for GPU programs is a crucial part of the development process
that ensures correct behaviour, reliability and quality of the developed GPU applica-
tions. This involves test effectiveness measurement, automated test generation and

execution with customisable work-group scheduling.

1.2.1 Test Effectiveness

Test effectiveness measurement indicates how effective a testing method is based on
a given criterion [28]. These criteria can be code coverage that reports how many
lines, code blocks or other quantities of code are exercised and mutation score that
reports how many of the inserted faults are revealed by test cases. Test effectiveness
measurement is important for testers and developers to understand the extent to which
the subject program has been analysed and tested. It can also highlight code portions
that may need further attention.

Test effectiveness measurement is a well-studied field for CPU programs and many
tools have been developed for programs written in different programming languages [29].
GPU programs, however, do not have metrics for test effectiveness measurement and
a comprehensive framework to perform this task.

Code coverage and mutation analysis have been explored to measure test effec-
tiveness for CPU programs. For code coverage measurement, there exists coverage
metrics including control flow and data flow coverage to report the extent to which
the test suite explores the structure of the program under test [30]. Mutation analysis
is also used to measure test effectiveness [31]. Mutants of the program are generated
by inserting bugs into the program and executed with the test suite. A mutation score
which is the ratio of detected mutants to the total number of mutants is calculated and
used as an indicator of test effectiveness. These methods could be revoluted to mea-
sure the quality of test suites developed for GPU programs. In the general case, GPU
programs are written in C-like programming models and share a similar code structure
with traditional CPU programs. Code analysis and instrumentation framework also

exist as a good ground to analyse and generate mutants for GPU programs [32]. With
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the right tooling and the proper consideration of characteristics of GPUs such as thread
scheduling, they could allow us to measure test effectiveness for GPU programs based

on code coverage and mutation score.

1.2.2 Test Case Generation

Test case generation for sequential and concurrent CPU programs has been well-studied
over the past decades [33, 34, 35, 36]. Researchers have developed random, search-
based and model-based test generation for CPU programs [37, 38, 39].

However, considering the challenges of testing GPU programs discussed in Sec-
tion 1.1 that the programming framework, execution model and memory hierarchy of
GPU programs are different from CPU programs, we need to come up with new test
generation algorithms.

Due to the lack of global synchronisation of GPU threads, different thread sched-
ules may lead to different program output when synchronisation bugs exist in the pro-
gram under test. However, when executing the program with the test input and un-
determined thread schedule, such bug is not guaranteed to be uncovered. Although
existing model checking techniques introduce a 2-threaded model to reduce the com-
plexity of thread interleaving explosion, false positives still present in their verification
results [40].

Therefore, thread schedule should also be included as part of testing and a sched-
uler needs to be implemented for this end.

The goal of this thesis is to achieve these goals by defining coverage criteria suit-
able for GPU programs and a faulting seeding system to measure the test effectiveness,
generating test inputs automatically aiming at high test quality and executing GPU pro-

grams with different thread schedules.

1.3 Contributions

This thesis makes three main contributions. Figure 1.1 presents these contributions in

a unified workflow to test GPU programs.

1.3.1 Test Effectiveness Measurement

A GPU test effectiveness measurement framework, CLTestCheck, is designed and im-

plemented with the aim to help developers assess how well the GPU program has
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Figure 1.1: Thesis contributions

been tested and code regions that require further testing. CLTestCheck defines code
coverage metrics considering synchronisation statements, branch conditions and loop
boundaries. It is able to automatically instrument the GPU program to record code cov-
erage and generate artificial faults of this program. After code instrumentation, mutant
generation, test suites along with the program are executed to report code coverage and

mutation score achieved.

1.3.2 Schedule Amplification

CLSchedule, a schedule amplifier for GPU programs is developed to force work-
groups to execute in a particular order in a GPU program execution. This is done in an
attempt to reveal test executions that produce different outputs for different work-group

schedules which inevitably point to problems in inter work-group interactions.

1.3.3 Test Case Generation

The final contribution is a tool named CLFuzz, which combines fuzz testing with SMT
solving, to generate test inputs for GPU programs. Fuzzing is first performed to gener-
ate a number of tests quickly and code coverage achieved by these tests are measured
by CLTestCheck. When the fuzzer is unable to reach full (or high) coverage of the

GPU program, SMT solving is used to generate inputs for uncovered branches. The



1.4. Publications and Research Impact 7

test inputs generated by the SMT solver combined with test inputs from the fuzzer

form the complete test suite achieving high kernel code coverage.

1.4 Publications and Research Impact

The ideas, tools and results presented in this thesis are based on three previous peer-
reviewed publications. Tools developed for our project have also attracted interest from

technological companies from different countries.

1.4.1 Publications

The overall design and research proposal of this thesis was published as a doctoral

symposium paper in:

1. C. Peng, “On the correctness of gpu programs,” in Proceedings of the
28th ACM SIGSOFT International Symposium on Software Testing and
Analysis (ISSTA), pp. 443447, 2019 [1].

Contribution 1.3.1, the CLTestCheck framework for test effectiveness measurement

was published as a research paper in:

2. C. Peng and A. Rajan, “Cltestcheck: Measuring test effectiveness for
gpu kernels,” in International Conference on Fundamental Approaches to
Software Engineering (FASE), pp. 315-331, Springer, 2019 [2].

Contribution 1.3.3, automated test case generation was published as a research

paper in:

3. C. Peng and A. Rajan, “Automated test generation for opencl ker-
nels using fuzzing and constraint solving,” in Proceedings of the 13th
Annual Workshop on General Purpose Processing using Graphics Pro-
cessing Unit (GPGPU), pp. 61-70, 2020 [3].

In addition, Publications 2 and 3 present the work-group scheduler as well as sched-
ule amplification (Contribution 1.3.2) and discuss how this work is integrated with test

effectiveness measurement and test generation, respectively.
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1.4.2 Research Impact

CodePlay is a company based in Edinburg that works on open programming stan-
dards, especially for complex processors and heterogeneous systems. They develop
self-driven car systems running on GPUs and expressed interest in using our tools to
test their critical systems. The tool integration has not been commenced at the time of
writing.

Huawei Munich Research Centre works on the implementation of OpenCL on their
mobile platforms. They have drafted a proposal in applying CLFuzz to test OpenCL

programs on Android.

1.5 Organisation

The rest of the thesis is organised as follows:

Chapter 2 discusses background information on the GPU architecture, program-
ming model and potential bugs. Concepts and techniques of software testing that are
relevant to this thesis are also introduced in this chapter.

In Chapter 3 we provide a literature review on existing research that is related to all
the contributions of this thesis: static and dynamic analysis of CPU and GPU program
verification, test amplification for GPU programs, global work-group scheduling and
GPU test case generation.

The definition of the coverage metrics for GPU programs is presented in Chapter 4.
The automated test effectiveness measurement framework, CLTestCheck, with code
coverage, fault seeding and mutation score capabilities is then discussed in this chapter.

Chapter 5 addresses the needs of test case generation aiming at high test quality.
Random fuzzing and SMT solving are adapted to testing GPU programs and evaluated
using 217 industry-standard GPU programs. The work-group scheduler, CLSchedule,
is also presented in this chapter. The scheduler allows the GPU program to be executed
with the generated tests in different work-group schedules.

Finally, this thesis concludes in Chapter 6 with a summary of contributions and
main findings of this thesis. This chapter also provides a critical review and discusses

potential future work.



Chapter 2
Background

In this chapter, we provide necessary background information on various aspects and
concepts of software testing and general-purpose GPU programming that are relevant
to the scope of this thesis.

Section 2.1 illustrates the foundations of general-purpose computing on GPUs
(GPGPUs) including hardware architecture (Section 2.1), execution model (Section 2.1.2)
and memory hierarchy (Section 2.1.3). Section 2.2 describes common GPGPU pro-
gramming models. A simple toy program is built in this section and used as a motivat-
ing example to better describe potential bugs in GPGPU programming. In Section 2.3,

we describe the software testing workflow and concepts involved in the testing process.

2.1 General-purpose Computing on GPUs

GPUs were originally designed to rapidly process images for output to a display device.
Nowadays, they are widely used in general-purpose computing due to their highly
parallel structure [41]. GPUs do not work alone but is controlled by CPUs and they

together form a heterogeneous system.

2.1.1 GPU Architecture

Figure 2.1 shows the a typical general-purpose-computing-capable GPU architecture.
It is organised into threaded streaming multiprocessors (also known as compute units)
which in turn contain one or more streaming processors (also known as processing
elements). A threaded streaming multiprocessors serves as a core in the GPU, which

reads and executes program instructions. A Streaming processor is an ALU (Arith-

9
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Figure 2.1: GPU Architecture

metic Logic Unit) which is the most basic processing unit in the GPU and executes
individual GPU threads. A GPU thread is the sequence of kernel instructions that can

be executed concurrently by these streaming processors.

2.1.2 SIMT Execution Model

GPUs follow the SIMT (single instruction, multiple threads) execution model. Stream-
ing processors within the same unit share one instruction counter, and instructions are
fetched and executed in lock-step, i.e. all streaming processors execute the same in-
struction but on different data.

SIMT is intended to save the overhead of fetching and decoding instructions from
the memory and benefits high performance execution despite considerable latency in
memory access operations [42]. However, if the control flow executed by the threads
within the same work-group diverges, different execution paths are scheduled sequen-
tially until the control flow reconverge and lock-step execution resumes. For instance,
when the condition of an if-statement is to determine whether the thread ID is 0, Thread
0 and other threads will reconverge at the end of this if-statement and continue together

when all these threads reach this point. Thus, sequential scheduling caused by diver-
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gence results in a performance penalty, slowing down the kernel execution.

2.1.3 GPU Memory Hierarchy

GPU has four types of memory regions: global and constant memory shared by all
processors across compute units, local memory shared by processors within the same

compute unit and private memory for each processor.

* Global memory is large but slow. Performance can be improved by coalesced
accesses during execution, i.e. all processors access consecutive addresses in

global memory.

* Constant memory is a read-only portion of global memory. Processors only have

read access to this region. It has a special cache that enables faster read accesses.
* Local memory is shared within the compute unit it belongs to.

* Private memory is only accessible to individual processors.

GPU processors do not have direct access to the hard disk or CPU memory. There-
fore, before the program is executed, the CPU is needed to read input data from the
hard disk or other storage devices and move them to the GPU memory. For the same
reason, output data is also moved from the GPU memory back to the CPU memory

after kernel execution.

2.2 Programming GPUs with OpenCL

The success of GPUs in the past few years has also been due to the improved pro-
grammability brought by the CUDA [26] and OpenCL [25] parallel programming mod-
els, which abstract away architecture details. In these programming models, the devel-
oper uses a C-like programming language to implement algorithms. The parallelism
in those algorithms has to be exposed explicitly: both OpenCL and CUDA provides
standard interface functions for the developer to query device configurations such as
number of available threads, handle resource and task allocation in the algorithm based
on this information.

OpenCL is used by the thesis for three reasons.
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Figure 2.2: The OpenCL Abstraction of GPU Architecture

1. OpenCL is an open and non-profit standard maintained by Khronos Group [43]
and is supported by most mainstream GPU vendors [44] including NVIDIA,
AMD, Intel, Qualcomm, Apple, etc. By contrast, CUDA is developed by NVIDIA
and is only applicable to NVIDIA GPU devices.

2. OpenCL uses a similar abstraction of GPUs with CUDA and mitigating CUDA
programs to OpenCL can be automated [45]. This is the major reason why we

select OpenCL to illustrate our testing techniques for GPU programs.

3. OpenCL is not only designed for GPUs but can also be used for multicore CPUs
and other accelerators such as FPGAs [46], which potentially enlarges the appli-

cable domains of our contributions.

2.2.1 OpenCL Overview

OpenCL is a programming framework and standard set from Khronos, for heteroge-
neous parallel computing on cross-vendor and cross-platform hardware.

The OpenCL abstraction of GPUs is illustrated in Figure 2.2. In the OpenCL
architecture, the CPU-based Host controls multiple Compute Devices (for instance
CPUs and GPUs are different compute devices). Each of these coarse-grained com-

pute devices consists of multiple work-groups. Each work-group contains one or more
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Figure 2.3: OpenCL Program Structure

threads.

The functions executed by the GPU threads are called kernels with the file exten-
sion .cl. Kernels are launched by the CPU and executed on the GPU.

The basic OpenCL program structure is illustrated in Figure 2.3 with an example
OpenCL kernel for vector addition. The host and device code are executed by the CPU
and GPU respectively. The host code written in C or C++ contains the OpenCL "boil-
erplate” code necessary to setup the GPU device, pre-process the input data, transfer
them to the GPU memory, compile and launch the OpenCL kernel and read the output
produced by the kernel back. These operations are defined as standard functions in
the OpenCL API and called by the host code. The kernel part is written in OpenCL.
During execution, each thread executes an instance of the kernel using the data located
in the global memory transferred from the host device.

Considering a function that takes two arrays as input, computes the summation
of their elements at the same location and writes the result to another array, the C
implementation shown in Listing 2.1 uses a loop to iterate through input arrays. The
execution time is linear to the size of input arrays.

Figure 2.3 shows the corresponding implementation in OpenCL. The number of
launched threads is the same as the number of array elements and is specified by the
host code. At the kernel size, each thread retrieves its unique id and performs the

addition operation on the array element it corresponds to.

Listing 2.1: vecAdd implemented in C

void vecAdd (int arraySize, const float* a,
const float* b, float* result) {

for (int 1 = 0; 1 < arraySize; ++1i) {
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result[i] = al[i] + bl[i];

When the number of requested threads is greater than the number of physically
available threads, OpenCL launches, in turn, available threads to perform part of the
job until all requested threads are finished. In this vector addition example, if the num-
ber of available threads is 128 and this kernel is used for arrays of 1024 elements, these
128 threads may first calculate for elements 0 to 127, then 128 to 255, etc. However,
the order is not guaranteed to be from lower ids to higher ids. The OpenCL specifi-
cation and GPU vendors do not have any explicit rule on this [27]. Therefore, it is
possible for OpenCL to calculate elements, for example, 876 to 1023 in the beginning
and O to 127 in the very end. This may introduce synchronisation bugs when the com-
putation in one work-group relies on elements assigned to different work-groups. We

will look into this further in the following sections.

2.2.2 Data races, Barriers and Barrier Divergence
2.2.2.1 Data Races

A data race occurs when two or more threads access the same memory location at the
same time and at least one of these threads performs a write operation [23].
Data races can be classified into inter and intra work-group data races according to

the memory region in which the data race takes place.

1. Inter work-group data race is referred to as a global memory location is writ-
ten by one or more threads from one work-group and accessed by one or more

threads from another work-group.

2. Intra work-group data race is referred to as a global or local memory location is

written by one thread and accessed by another from the same work-group.

Figure 2.4 shows an example parallel algorithm to compute partial summations for
an input array. In this example, the input array is divided into small parts and each
part is handled by work-groups of threads. Data elements are first copied to local
memory regions of the work-groups and the reduction summation is calculated by
threads within each work-group.

Listing 2.2 shows an OpenCL kernel implementation of this algorithm. However,

this example exposes both intra and inter work-group data races.



O 0 9 O U B W N =

10

12
13
14
15
16
17

2.2. Programming GPUs with OpenCL 15

Global Memory

0] 1 2] 3] 4 5] 6] 7] 8 9| 10] 11 12] 13] 14] 15] 48 49] 50 51 52] 53 54] 55 56] 57| 58 59 60] 61 62 63
T % FOE 0 E 0 0 T O & % 05 S e e i i i i

Local Memory Local Memory
| Globat'Memory
3]
(557 - |42

- - -~ Synchronisation (barrier)

Figure 2.4: Parallel Partial Sum Algorithm

Listing 2.2: partialSum implemented in OpenCL with data races

__kernel void sum(__global const int *array,
__local int *localSums) {
int globalID = get_global_id (0);
int locallID = get_local_id (0);
int groupSize = get_local_size (0);

localSums[localID] = arrayl[globalID];
for (int stride = groupSize / 2; stride > 0; stride /= 2) {

if (locallID < stride) {

localSums [localID] += localSums[locallID + stride];

array[get_group_id (0)] = localSums[0];

At Line 6, threads of the work-group copy elements from the input array to their
shared local memory and at Line 10, these threads add two elements in the shared
memory using proper stride based on the input size. An intra work-group data race is
possible to happen at Line 10, if the element one thread refers to is not yet copied from
the global memory by another thread. On the other hand, at Lines 14 - 16, the thread

with local ID 0 is used to copy the result from its work-group to global memory reusing
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the global array to save space. An inter work-group data race is possible to happen, if
work-group 1 finishes execution before threads from work-group O starts copying their
elements (at Line 6). In this case, thread 1 from work-group O tries to read global data
element 1 and the value of this element is the result stored by work-group 1 instead of

the initial input value.

2.2.2.2 Barriers

To prevent intra work-group data races, the barrier function can be used as a syn-
chronisation mechanism for threads within a work-group. All threads from the same
work-group must execute the barrier before any are allowed to continue execution be-
yond the barrier [25].

With barriers, the example OpenCL kernel is improved as shown in Listing 2.3.
The barrier at Line 9 ensures threads do not proceed until all values are updated and
the parameter of this barrier function is used to queue a memory fence to ensure correct
ordering of memory operations in local memory.

The barrier at Line 15, however, cannot guarantee that the memory operation is
free of data races. Firstly, the last iteration of the previous loop is always done by
thread O and the following write access to the global memory region is also performed
by this thread. Therefore, the local memory fence is not needed. Secondly, barriers
can only be used to synchronise threads within the same work-group. The OpenCL
specification and GPU vendors do not provide a means to synchronise threads from
different work-groups [27]. To solve this problem, we need to introduce a separate

global array to store results.

Listing 2.3: partialSum implemented in OpenCL with barriers

__kernel void sum(__global const int *array,
__local int *localSums) {
int globalID = get_global_id (0);
int localID = get_local_id (0);
int groupSize = get_local_size (0);

localSums[localID] = array[globalID];

for (int stride = groupSize / 2; stride > 0; stride /= 2) <
{
barrier (CLK_LOCAL_MEM_FENCE) ;
if (locallID < stride) {

localSums[localID] += localSums[locallID + stride];
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barrier (CLK_LOCAL_MEM_FENCE | CLK_GLOBAL_MEM_FENCE);
if (locallID == 0) {
arraylget_group_1id (0)] = localSums[0];

2.2.2.3 Barrier Divergence

When the barrier is placed inside a control flow of a conditional statement of a loop,
barrier divergence could occur if threads in the same group reach different barriers, in
which case kernel behaviour is undefined [23] and may lead to intra work-group data
race or indefinite loops.

In the previous example, if the barrier is placed in the if statement, a barrier di-
vergence is likely to happen at runtime as in each work-group, the number of threads
enabled to enter the branch is halved after each iteration, resulting in some of them

executing the barrier while the rest not.

2.3 Software Testing

Software testing is a process, or a series of processes, designed to make sure computer
code does what it is designed to do and that it does not do anything unintended [47].
The goal of testing is to demonstrate that the behaviour of the software is as intended.
This process usually involves executing the software with a set of test inputs and check-

ing whether the actual outputs are the same as the expected output.

2.3.1 Terminology and Software Testing Workflow

Identical ideas may have different names or be described using informal words in the
literature. To avoid confusion and be consistent, we provide in this section a set of

definitions of terms used in this thesis.

* software/system under test (SUT): software or system that is tested.

* test oracle: a mechanism for determining whether a test has passed or failed.
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Figure 2.5: Software Testing Workflow

* software specification: a description of the intended behaviour of the SUT and

the foundation of the test oracle.
* test input: the input data used to execute the SUT.

* test output: the real output data associated with a specific test input generated

by the SUT after execution.
* expected output: the expected output data of a specific test input.
* test case: the test input and its expected output.
* test suite: a set of test cases.

* test failure: the real output is not always the same as the expected output. Test
failure can also be used to describe when the SUT encounters indefinite loops or

other exceptions.
* test result: indication of whether a test is passed or failed.

Figure 2.5 illustrates the software testing workflow. Firstly, test generation is per-
formed to produce the test suite. The SUT is then executed repeatedly, once with each
test input from the test suite and produces a set of real outputs. After the execution,
the real outputs are compared with the expected output and test results are reported for
each test case.

For example, when we test the partial sum program presented in Listing 2.3, this
program is referred to as the SUT. The array of numbers shown in Figure 2.4 is one
possible test input and the resulting array is the expected output of this test input. When
barriers are used properly, the real output might be different from the expected output

due to data races. In this case, the test result is said to be a failure.



2.3. Software Testing 19

2.3.2 Example: Partial Sum

To better illustrate these concepts involved in software testing, we take the partial sum
program presented in Listing 2.3 as the software under test and the software specifica-

tion is the following:

1. Should accept an array of integer values, the size of partitions and the size of the

array as input.

2. The number of working items should be the size of the array and the size of

work-groups should be the same as the size of partitions.

3. Partitions are consecutive sub arrays of the input array and a partial sum is cal-

culated by adding all the elements within this sub array.

4. Should return calculated partial sums as first elements in the input array.

Test Input
Test ID - — - Expected Output
array array size | partition size
{1,2,3,4,5,6} 6 3 {6,15,3,4,5, 6}
2141,2,3,4,5,6} 6 2 {3,7,11,4,5,6}

Table 2.1: Example tests for the partial sum OpenCL program.

Table 2.1 gives an example test suite with two test cases for the partial sum OpenCL
program. The software specification requires an array of integers, the size of the array
and the size of partitions as input. Therefore, the test input of each test case contains
one integer array and two integer scalar values. The expected output for this program
is based on the specification and manually calculated by the developer to check the

program correctness.

2.3.3 Test Effectiveness

To understand to what extent the SUT is tested, we can measure the the test suite

effectiveness in aspects of code coverage achieved and fault finding capabilities.
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2.3.3.1 Code Coverage

Code coverage measures the degree to which the source code of the SUT is exercised
by the test input. It can be measured using different coverage criteria with different

interests [48].

* Statement coverage is the most basic coverage criterion that reports how many

of the statements are executed by the test suite.

* Branch coverage measures the ratio of covered branches to all the branches.
An if statement has two branches - true and false while a switch statement has

multiple branches, each introduced by one case keyword.

* Loop coverage is an indication of how loops are exercised. Loops can be com-
pletely skipped by unsatisfying the loop condition, executed exactly once, exe-

cuted multiple times or jumped out if there is a break statement.

2.3.3.1.1 Mutation Testing Mutation testing is a type of testing method that injects
errors by modifying the source code of the SUT, executes the SUT with the test suite
and checks if the test cases are able to reveal these injected errors [49].

Each modified copy of the SUT is called a mutant. Possible operations to generate

a mutant include:

Statement deletion - delete one statement.
 Statement duplication - duplicate a statement and add its copy after it.

* Constant replacement - replace a constant value with another value, such as nav-

igating the number, replacing O by 1 or true by false.

* Variable replacement - replace a variable with another variable from the same

scope.

 QOperator replacement - replace an operator with another one that is applicable to

this place.

The following listing gives an example of a statement with two mutable operators

< and ++:

Listing 2.4: Original Statement

if (id < size) 1i++;




2.3. Software Testing 21

By applying operator replacement, four mutants can be generated as shown in List-

ing 2.5 - 2.12. The first five mutants are generated by changing the < to <=, >, >=,

!=and ==.
Listing 2.5: Generated Mutant 1
if (id <= size) i++; /* Mutant 1 changes < to <= */
Listing 2.6: Generated Mutant 2
if (id > size) 1i++; /* Mutant 2 changes < to > */
Listing 2.7: Generated Mutant 3
if (id >= size) i++; /* Mutant 3 changes < to >= */
Listing 2.8: Generated Mutant 4
if (id != size) i++; /* Mutant 4 changes < to != */
Listing 2.9: Generated Mutant 5
if (id == size) 1i++; /* Mutant 5 changes < to == */
The remaining changes the operator ++ to —— and the place of these operators for
variable i.
Listing 2.10: Generated Mutant 6
if (id < size) i--; /* Mutant 6 changes i++ to i-- */
Listing 2.11: Generated Mutant 7
if (id < size) --1 /* Mutant 7 changes i++ to --i */
Listing 2.12: Generated Mutant 8
if (id < size) ++1; /* Mutant 8 changes 1i++ to ++i */

It is worth noticing that in this scenario, the original program and Mutant 8 are
semantically the same. These types of mutants are called equivalent mutants.

When a number of mutants are generated, the test suite is executed with each of
them. If one mutant is failed with the test suite, this mutant is said to be killed. The
percentage of the killed mutants is the mutation score of the test suite, which has the

positive correlation with the quality of the test input set [49].
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2.4 Test Generation

Test generation is the process of creating a set of test cases for a software system. As
creating test cases are very labour intensive, if this process could be automated, we
can significantly reduce the cost of the process of software development [50]. Various
algorithms exist to guide the creation of test cases and arch across from one end of

black-box random testing to the other end of white-box symbolic execution [33].

2.4.1 Random and Fuzz Testing

The simplest method of test case generation should be selecting test inputs fully at
random [51]. The selection can be optimised by introducing some probability distri-
butions or guided by some bias chosen by the developer that lead to program-specific
corner cases. Fuzz testing or simply Fuzzing is an evolved technique that aims at gen-
erating random data as test inputs to uncover exceptions such as crashes and memory
leaks [52].

Depending on how the initial inputs are generated, fuzz testing can be classified
to generation-based fuzzing and mutation-based fuzzing [53]. Generation-based
fuzzing generates inputs from scratch based on the input model provided by the user.
For instance, a compiler fuzzer takes the syntax of the target programming language as
the input model and generate random syntactically correct programs to test the com-
piler. A mutation-based fuzzer, on the other hand, takes existing test input as seed and
generate new inputs by mutating them. For example, an image viewer fuzzer takes a
valid image file as a seed and modifies metadata or pixels of the original image and

tests the image viewer.

Fuzzers are now widely used in various application domains and have been shown
to be fast and surprisingly effective [54, 55, 56, 57]. For example, libFuzzer is provided
along with the Clang C/C++ compiler to test programs written in these languages. For
Java and .Net programs, Randoop can be used to generate random test inputs and

automatically store them as unit tests.

However, random tests are not guaranteed to explore all branches of the program,
especially when the program under test has some deeper branches or some branches
with strict conditions, such as requiring a specific value. One complementing strategy

is symbolic execution.
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2.4.2 Symbolic Execution

Symbolic execution [58] analyses the program by representing computations as func-
tions of symbolic values and conditional expressions as constraints of these symbolic
values. It then builds a tree with nodes of these constraints. Possible inputs to enter
a certain branch can be then generated by solving all the constraints leading to that
branch.

Consider the following C program that determines if the given year is a prime year.

Listing 2.13: A C program to check if the given year is a leap year

bool isLeapYear (int year) {
if (year % 400 == 0) {
return true;
} else if (year % 100 == 0) {
return false;
} else if (year % 4 == 0) {
return true;

} else {

return false;

During symbolic execution, the input value year is treated as a symbolic value.
When the first condition is reached, the path constraint to reach the then branch is
year % 400 == 0 and year % 400 != 0 for the else branch. When the second con-
dition is reached, it will evaluate year % 400 != 0 && year % 100 == 0 and year
% 400 !'= 0 && year % 100 != 0. Similarly, for the last condition, the symbolic
execution will evaluate year % 400 != 0 && year % 100 != 0 && year % 4 ==
0 and year % 400 != 0 && year % 100 != 0 && year % 4 != 0.

A satisfiability modulo theory solver (SMT Solver) is then used to solve these
constraints and generate proper values for each condition. For this example, the Z3
SMT solver gives 0, -300, 104 and 1 to enter these four branches.

Limitations of symbolic executions include path explosion, memory aliasing, ar-

rays, etc.

1. Path explosion. The number of paths in a program grows exponentially with
the programs introduces new embedded control flows. The overhead of solving

constraints of large programs can be significant.
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2. Memory aliasing. Symbolic execution is not feasible when some memory lo-
cations are pointed using different names, especially when dynamic pointers are
used. For instance, if the collected path constraints contain values with aliasing
relations (one value is the alias of another) and are sent to the solver, the solver
does not have the information of aliasing relations, leading to inaccurate results.

Therefore, extra pointer analysis is needed in this case.

3. Arrays are collections of a number of values. The symbolic analyser must
choose to either treat each element as a separate value, or the entire array as
one value. For the first choice, when the array index in the program is dynami-
cally assigned, it is hard to determine which value it refers to. The second case,
however, requires a symbolic representation for arrays, which is not easy to do
so as arrays accesses are represented using symbolic indices which can generate

more paths to be explored [59].

2.4.3 White-box Fuzzing with SMT Solving

A white-box fuzzer leverages program analysis to systematically increase code cover-
age or to reach specific critical program locations. In the above example, we ran an
experiment to generate 100 random integer numbers as test inputs and got Branches
1, 3 and 4 covered. We can then apply the SMT solver to solve the second constraint

only, which solves the overall overhead.

2.5 Program Instrumentation and Clang LibTooling

Program instrumentation is a technique to measure performance, diagnose errors and
collect trace information by inserting extra code to the program under test [60]. The
inserted code is harmless to the original functionality of the program.

Some representative examples of program instrumentation include:

1. Profiling [61] measures dynamic program behaviours by running the program.
This can help the developer analyse some information that cannot be measured

by static analysis and improve the program before launching them.

2. Timing and performance estimation [62] inserts timers to code fragments that

are computation-extensive or performs major tasks of the program. This infor-
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mation can be used to report overhead and reveal the time-consuming part of the

program.

3. Logging execution information [63] includes recording code coverage, crashes
and other major events. This type of instrumentation can help report test effec-

tiveness achieved by executing the program with a given test suite.

In this thesis, program instrumentation is needed to add code blocks to record cov-
erage information at runtime and inject faults to original GPU kernels to check the
fault finding capabilities of test suites. We discuss details of our approach in the next
chapters.

There exist a vast variety of tools designed to instrument programs written in dif-
ferent languages [64, 65, 66]. The LibTooling framework ! is an outstanding tool to
instrument C, C++, OpenCL and CUDA programs. The most significant advantage
of this tool is that it supports all syntactic structures and provides semantic analysis
as it is built on top of the Clang compiler. LibTooling is equipped with a rich set of
functions to query information from the compiler instance before instrumenting the
program. After the compiler instance is setup, LibTooling traverses the abstract syntax
tree (AST) of the program. For each AST node, there is a corresponding data structure
containing all the information for that node. For instance, a node of a binary expres-
sion contains the operator type and two pointers to other nodes that acts as its operands.
This information is used to determine if the currently visited node is of interest and for
all the interested nodes, the developer can write code by calling LibTooling APIs to

insert, modify or delete AST nodes.

2.6 Summary

In this chapter, we introduce background information related to the problem and our
approach presented in this thesis. The introduction to the GPU architecture, SIMT
execution model, memory hierarchy and the OpenCL framework is essential for un-
derstanding the challenge and our solutions in this thesis. Information on the software
testing process and test generation demonstrates the importance of testing GPU pro-
grams and gives an overview of how programs are tested. Finally, the sections on

program instrumentation discusses basic techniques used by our approach.

"https://clang.llvm.org/docs/LibTooling.html
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Chapter 3

Related Work

In this chapter, we present a literature review of existing work related to each con-
tribution of this thesis. We begin in Section 3.1 with the state-of-the-art research on
concurrency bug detection for multithreaded CPU programs. GPU kernel verification
and analysis is then presented in Section 3.2. In Section 3.3 , we discuss existing work
on testing GPU programs in the context of test effectiveness measurement and test
case generation for GPU kernels in Sections 3.3.1 and 3.3.2 respectively. Finally, in

Section 3.4 , we present studies on inter work-group synchronisation techniques.

3.1 Why CPU Concurrency Bug Detection Is Inadequate
for GPU Kernels?

Detecting concurrency bugs is a long-standing problem since the appearance of concur-
rent programs and many techniques have been proposed by the research and industry

community [67, 68].

3.1.1 Lockset Based Approaches

Static lockset based concurrency bug detection technique employs race-violation rules
and checks whether locks are held correctly for all shared variable accesses. This
technique has been applied to multithreaded Java [69, 70, 71, 72, 73, 74] and C pro-
grams [75]. To locate the faults in concurrent programs, Savage et al. [76] present
Eraser based on a dynamic lockset algorithm that reports the file and line number
when a data race is detected. Park et al. [77] propose a lockset based dynamic analy-

sis approach to detect data races for distributed memory parallel CPU programs. This
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approach first executes the program and finds sets of statement pairs that could poten-
tially lead to data races and confirms the data race by fixing the thread schedule and
execute the marked statements.

However, GPU kernels use barriers for synchronisation instead of locks. In addi-
tion, threads from the same work-group follow the SIMT execute model and cannot
be rescheduled, making this lockset based approach inappropriate for testing GPU ker-

nels.

3.1.2 Happens-before Based Approaches

Lamport [78] proposes a happens-before based approach that records read and write
accesses to shared variables by tracking synchronisation events. If to the same shared
variable, there exist two accesses in an undetermined order, a data race error is re-
ported. Smaragdakis et al. [79] introduce a new generalisation of Lamport’s happens-
before algorithm, named causally precedes, which is able to observe more races with-
out losing a lot of accuracy and completeness. To improve accuracy. Hybrid lockset
and happens-before based approaches are also explored by existing literature. Choi et
al. [80] use a hybrid lockset and happens-before based approach to detect data races
and propose a weaker-than relation to minimise the number of accesses that need to
be considered, which reduces the overhead. RaceTrack [81] is another low overhead
hybrid tool to detect data races using an adaptive approach that directs the analysis to
more suspicious areas.

Unlike concurrent CPU programs, GPU kernels usually spawn thousands of threads

for execution, making recording memory accesses to this amount of threads infeasible.

3.1.3 Model Checking and Symbolic Execution

To detect concurrent bugs for CPU programs, mathematics based techniques, model
checking and symbolic execution, are also applied to verify software and hardware
systems.

Model checking. Qadeer et al. [82] propose a context-bounded model for concur-
rent bug detection. This technique can find bugs within a bounded number of context
switches where a context means an uninterrupted sequence of actions of a single thread.
The context-bound model has been improved since then in supporting different pro-
gram abstractions and eliminating model complexity [83, 84, 85, 86, 87, 88, 89]. In ad-

dition to the context-bounded model, partial order techniques are also applied to reduce
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equivalent thread interleavings and reduce the search space [90, 91, 92, 93, 94, 95, 96].
However, computing the precise dependence relation may be as hard as verification
itself [93].

Symbolic execution. Symbolic execution is also useful in verify concurrent CPU
programs. Some predictive bug detection methods based on satisfiability modulo the-
ory (SMT) solvers have been presented to build a symbolic predictive model by tracing
the execution and use SMT solvers to check the potential interleavings for concurrent
bugs [97, 98]. However, symbolic execution has the limitation of state explosion prob-
lem when the number of threads grows, while having thousands of threads is common
in GPU kernels.

In summary, these concurrency bug detection techniques that are designed for CPU

programs are not suitable for GPU kernels for the following reasons:

1. Number of threads. GPUs usually spawn thousands of threads while concurrent
CPU programs only use tens of threads in most cases. For this reason, it is not
practical to record all memory accesses and check data races using recorded

conflicts.

2. Memory hierarchy. There are two types of shared memory regions in GPUs,
global memory and local memory, shared by threads from different work-groups
and threads within the same work-group respectively. Barriers can only fence
memory accesses to the local memory while global memory accesses cannot be

synchronised. However, multithreaded CPUs does not have this issue.

3. SIMT execution model. GPUs follow the SIMT execution model in which
threads within the same work-group follow the lock-step execution i.e. execut-
ing the same instruction at any given time. This makes lock-based analysis not

suitable to check data races for GPU kernels.

3.2 GPU Kernel Verification and Analysis

Verifying and analysing GPU kernels is a critical problem, which has received a lot
of attention from academia and industry, having both static, dynamic and hybrid tech-
niques explored [40].

Static analysis is the analysis of a program on the source code or object code level
without executing it. Dynamic analysis, by contrast, is performed by tracing the exe-

cution of the program and analysing information gathered at runtime. Both techniques
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User
Bug Types False False L L
Tool Participation ~ Other Limitations
Supported Positives ~ Negatives )
Required
Data race T
PUG [20] o Y Y Scalability issue.
Barrier divergence
No full programming
. Data race feature support.
GPU Verify [23] o Y )
Barrier divergence No inter work-group
data race detection.
GRace [21]
Data race Y
GMRace [22]
No intra work-group
LDetector [99] Data race Y
data race detection.
Test
) ) Data race Y
Amplification [100]
No full programming
feature support.
KLEE-based Data race .
L No inter work-group
[101, 102, 103] Barrier divergence .
data race detection.
Scalability issue.
ESBMC-GPU [87, 86]  Data race Y Y Y
Hardware-

Only a prototype and not currently available. No barrie divergence detection
accelerated [104]

Table 3.1: Summary of Existing GPU Kernel Verification and Analysis Techniques

have been explored in GPU kernel verification and analysis for data race and barrier
divergence detection. In this section, we present existing work using static, dynamic
and hybrid techniques for GPU kernel verification and analysis. The summary of these

techniques is presented in Table 3.1.

PUG. Li et al. [20] introduce a scalable and comprehensive symbolic verifier for
GPU kernels written in CUDA and implement an automated tool named Prover of User
GPU (PUG). PUG employs a C frontend based on the LLNL Rose framework [105]
with customised extensions to support CUDA features. To verify a CUDA kernel, the
user needs to specify the number of threads and PUG captures all possible interleav-
ings between CUDA threads as compact SMT formulae. During verification, PUG
avoids modelling all captured interleavings to improve efficiency based on the fact
that in many cases, a data race between one pair of variables can be predicated on the
existence of data races between other variables. PUG also proposes a model of the
semantics of barriers and generates SMT formulae to help verify that all barriers are
well synchronised.

Limitations. The main drawback of PUG is scalability. With an increasing number of

threads, the number of possible thread interleavings grows exponentially, making the
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analysis infeasible for a large number of threads. In addition, PUG may report false
alarms when it fails to parse complicated loops and in this case, the user is required to

provide more information as a config to the parser.

GPUVerify. To avoid reasoning about thread interleavings, GPU Verify [23] aims
at data races and barrier divergence detection by 2-threaded symbolic static analy-
sis. This approach is based on formal operational semantics for GPU programming,
synchronous delayed visibility (SDV) semantics. According to the SDV semantics,
group execution is synchronous, allowing precise intra work-group divergence detec-
tion. Each access to the shared memory is logged and the visibility of write accesses by
one thread to the group is delayed until an intra work-group synchronisation is reached.
This logging enables race detection when threads synchronise at the barrier and the de-
laying ensures that the threads do not see the memory synchronised before the barrier,
considering the fact that the group execution is not always fully synchronous. GPU-
Verify is built on top of the Boogie verification system [106]. To verify a GPU kernel,
GPU Verify first translates it into a sequential Boogie program that models the lock-
step execution of two threads based on the SDV semantics and the correctness of this
Boogie program implies the absence of barrier divergence and data races.

Limitations. The main drawback is that GPU Verify does not support full kernel pro-
gramming features such as atomic operations. In addition, false positives are not avoid-
able for static analysis based approaches. More importantly, GPUVerify’s 1-group

2-threaded model does not support the detection of inter work-group data races.

GRace and GMRace. Zheng et al. present GRace [21] and GMRace [22] to
detect data races based on static and dynamic analysis. GRace first uses static analysis
on statements with read and write accesses to the shared memory. When the accessed
address can be proved to be identical using static approaches, they are reported as
data races. For the remaining statements with shared memory accesses to addresses
that cannot be determined by static analysis, GRace executes the kernel, monitors the
exact memory index and checks for data races. With the runtime information, GRace
eliminates the problem of false positives brought by static analysis. GMRace, on the
other hand, reduces the overhead of GRace by refining its engineering details.
Limitations. GRace and GMRace are limited to detect only data races and neither of
them supports the detection of barrier divergence. In the dynamic analysis stage, both
tools can only detect data races in the covered branches and do not generate new inputs
as an effort to exercise code blocks that are not exercised. As a result, these tools may

miss some data races in GPU kernels.
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LDetector. Instead of using static analysis to reduce the number of memory ac-
cesses to be recorded as introduced in GRace and GMRace, Li et al. [99] present
LDetector which redirects global memory accesses to a work-group local copy which
is not visible to other work-groups. With this copy, LDetector executes the kernel
twice. In the first run, LDetector detects writes of a work-group by comparing stale
values with the local copy and these writes of all work-groups are then compared to
find write-write conflicts. In the second run, LDetector returns a work-group with new
values from other work-groups and compares new results with the previous one to re-
port read-write conflicts.

Limitations. The design of LDetector does not take intra work-group data races and
barrier divergence into consideration, leaving these two types of bugs unsupported. In
addition, data races are detected by value checking, which makes this method incom-

plete and may lead to false negatives.

Test amplification. Leung et al. [100] propose a flow-based test amplification
based on hybrid static and dynamic analysis to verify CUDA kernels. This approach
first logs memory accesses by executing the kernel with some fixed test inputs and a
particular thread interleaving. If no data race is detected by dynamic race checking,
static information flow is built based on pointer analysis and taint tracking. It can be
determined that the control flow taken during execution is independent of the fixed
input data, the kernel is considered as free of data races. Otherwise, this approach
cannot approve the presence of data races.

Limitations. However, this technique focuses on data races only and have no support
for barrier divergence, which is also a common bug for GPU kernels. In addition, this
approach only amplifies the space of test inputs rather than thread schedules, which can
also lead to data races. Finally, this approach only checks the absence of data races,

not the presence.

Symbolic execution. Symbolic execution is also used to verify GPU kernels and
various tools are built to verify CUDA and OpenCL kernels based on the KLEE [107]
symbolic execution engine [102, 101, 108, 103]. We discuss these techniques as fol-

lows.

GKLEE. Li et al. [102] present GKLEE to check data race for CUDA kernels.
Since KLEE works on LLVM bytecode, GKLEE first compiles the CUDA kernel into
bytecode with an additional CUDA syntax handler and creates memory objects based
on the state model. To generate schedules and check for data races, GKLEE pursues

one canonical schedule where each thread is fully executed within a barrier interval and
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then the next thread is executed. During the execution of all the threads in a certain
barrier interval, all read and write accesses to the shared memory is recorded and for
each access pair with conflicts, the SMT solver is employed to determine if it is a data
race. After the execution, detected bugs are reported and tests generated during the
execution are produced to a concrete test file to replay the bug.

Limitations. GKLEE is restricted by the need to specify a certain number of threads,
and the lack of support for custom synchronisation constructs. Although working with
a certain number of threads allows precise defect checking, scalability is an issue with
GKLEE. Li et al. [103] then scale GKLEE based on parameterised flows [103] to
restrict race checking to only consider certain pairs of threads. This is similar to the
2-threaded model employed by PUG and GPU Verify but results in the loss of precise

modelling of kernels and miss some inter-thread communications.

KLEE-CL. KLEE-CL [101] is built on top of KLEE and KLEE-FP [108], an ex-
tension to KLEE offering support on reasoning on the equivalence between floating-
point values, for crosschecking the original C or C++ program against its GPU ac-
celerated version using OpenCL and detecting data races in the OpenCL kernel. For
the first capability, equivalence checking, KLEE-CL first builds symbolic expressions
from the output of both the original program and the OpenCL version by applying a set
of canonicalisation rules to make two expressions in a canonical form and compares
the expressions syntactically. To detect data races, for each byte in the shared memory,
KLEE-CL keeps a memory access record (MAR) consisting of the identifier of the
thread that most recently makes the access to this byte, the identifier of the work-group
that most recently access to this byte and four flags indicating whether this byte is
written by one or more threads, read by one or more threads, read by many threads and
read by many work-groups. When a new memory access is made, the MAR is queried
and a data race is reported when write-read and write-write conflicts are identified ac-
cording to the record.

Limitations. Similar to GKLEE, KLEE-CL also relies on the number of threads exe-

cuting the kernel, which limits scalability.

ESBMC-GPU. Monteiro et al. present ESBMC-GPU [87] using Bounded Model
Checking and Satisfiability Module Theories with explicit state-space exploration to
check data races and function correctness. In addition, the novel combination of tech-
niques such as 2-thread model and state hashing allows ESBMC-GPU to reduce the
complexity of state-space exploration and eliminate redundant interleavings without

ignoring program behaviours.
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Limitations. The main limitation of ESBMC-GPU is false positives and false nega-
tives [109]. In addition, although ESBMC-GPU can automatically check CUDA ker-
nels, it still requires the user to place assertions for function correctness checks.
Hardware-accelerated. Detecting data races with the help of the hardware is also
explored in the literature. Unlike techniques recording memory accesses per thread,
Holey et al. [104] propose a hardware-accelerated mechanism, HAccRG, to track per-
memory accesses on the hardware. For this purpose, they design the Race Detection
Unit (RDU) which is able to record shadow entries of memory accesses. These entries
are used to report data races when read-write and write-write conflicts exist within a
given synchronisation point.
Limitations As RDU are not currently available on GPUs, HAccRG is now only im-
plemented as an extension to a GPU simulator. In addition, the memory-recording

mechanism is not applicable to detect barrier divergence.

3.3 Testing GPU Programs

Testing has some benefits than verification in that it can minimise false positives by
executing the program, supports all program features by using real inputs and reduces
overhead brought by the computation-intensive static analysis. Some existing work

has explored test effectiveness measurement and test input generation.

3.3.1 Test Effectiveness Measurement

Measuring test quality in terms of code coverage and fault finding is common for
CPU programs [110, 111]. GKLEE [102] is able to measure code coverage achieved
by tests it generated by translating the GPU code to its sequential version using Perl
scripts and applying the Gceov utility which is the code coverage measurement tool
provided by the GNU Compiler Collection. However, this method disregards the GPU
programming model. GKLEE can also report coverage achieved at the bytecode level
as their execution depends on the bytecode virtual machine, but it is hard to map the
coverage to the source code level for the developer’s reference.

Zhu et al. [112] apply mutation testing to evaluate the quality of tests for GPU
kernels written in CUDA. Similar to our approach discussed in Section 4.2.2, they
generate mutants from the original program and measure the quality of tests by check-

ing if these tests are able to kill the mutants. Their work was published more than
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one years later than our CLTestCheck [2] and focuses more on CUDA-specific muta-
tion operators on the CUDA host code (written on the CPU side) while our approach
targets the kernel code. In addition, we port more traditional mutation operators to

OpenCL and investigate the effect of code coverage on measuring mutation score.

3.3.2 Test Input Generation

Symbolic execution has been applied to generate test inputs for both CUDA and OpenCL
kernels [102, 101] while other test input generation techniques remain unexplored. In
this section, we discuss existing work on test input generation for GPU kernels.

GKLEE [102] is the only technique in the literature that provides test generation
capability for CUDA kernels. As discussed in Section 3.2, GKLEE selects tests gen-
erated during symbolic execution to help reproduce the detected data race. However,
test inputs generated by GKLEE are in the form of hexadecimal values that are meant
to run on the KLEE virtual machine. They cannot be used directly to execute the orig-
inal kernels and are not human readable. In addition, GKLEE has the disadvantage
that it does not support floating-point data types which are widely used in scientific
computation GPU kernels.

Finally, GKLEE suffers from high overhead in test generation as they rely on sym-
bolic execution and SMT solvers. Scalability to large kernels is also an issue because
of the high overhead and the path explosion problem associated with symbolic execu-
tion.

Fuzz testing. To mitigate the overhead and scalability problems associated with
symbolic execution, we use fuzz testing in our test generation approach. Fuzz testing,
or simply fuzzing, is based on randomly generating or mutating test inputs and has
been shown to be fast and surprisingly effective [54, 55]. However, fuzz testing for
GPU kernels has not been explored previously.

One noticeable limitation of fuzzing is that fuzzing based on random mutations,
typically finds it hard to reach program parts protected by complex checks. As a result,
other techniques including SMT solving and search-based testing have been proposed
to guide fuzzing in finding inputs that are capable of reaching these program parts.
The combination of SMT solving and fuzzing has been effective in detecting security
bugs in CPU, mobile and web applications [113, 114]. For instance, Sapienz [115]
utilises search-based exploration and random fuzzing for testing Android applications

and uncovered 558 previously unknown crashes in the top 1,000 Google Play apps. A
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comprehensive overview of fuzz testing techniques over the last decade can be found
in [116, 53].

In Chapter 5, we discuss how we combine the fast and scalable nature of fuzz
testing with the rigour of SMT solving to produce an effective test generator for GPU

kernels.

3.4 Inter Work-group Synchronisation

Barrier functions in the OpenCL specification [25] help synchronise threads within the
same work-group. There is no mechanism, however, to synchronise threads belonging
to different work-groups, which highlights the importance of inter work-group data
race detection.

One solution for this problem is to split a program into multiple kernels with the
CPU executing the kernels in sequence providing implicit synchronisation. However,
as discussed in Section 2.2.1, when running multiple kernels, the CPU needs to setup
the device and transfer input data to the GPU before running the GPU kernel and
read output data after the kernel finishes execution. Even some kernels are executed
consecutively, they cannot pass data directly to each other. In summary, the drawback
of this method is the considerable overhead incurred in launching multiple kernels.

Lock-baserd global synchronisation. Xiao et al. [117] propose two approaches
for inter work-group synchronisation using barriers. The first approach is called lock-
based synchronisation, uses a global mutex variable to count the number of work-
groups that reach the synchronisation point and let work-groups to proceed when the
variable is equivalent to the number of work-groups. In each work-group, the thread
with ID O first adds 1 to the global variable and this operation is conducted by an
atomic addition operation to avoid write-and-write conflicts. This thread then enters
a loop which only exits when the value of the global mutex variable is equivalent to
the number of work-groups. All other threads in the same work-group are blocked by
an intra work-group barrier and can only proceed execution when the thread with ID 0
exits the loop.

Lock-free global synchronisation. The second approach, lock-free synchronisa-
tion, replaces the global mutex variables with two global arrays, Arrayin and Arrayout
of sizes equivalent to the number of work-groups N. At the global synchronisation
point, threads with ID 0 from each work-group set element i to a special value where i

is the ID of the work-group that this thread belongs to. Threads with ID less than N in
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Work-group 1 are used to check if all elements in Arrayin are equivalent to the special
value, with thread i checking element i in Arrayin. After all are set to the special value,
each checking thread then sets the corresponding element in Arrayout to the special
value. Each block only continues execution once its leading thread sees that the corre-
sponding element in Arrayout has the special value.

Limitations. These two approaches, however, rely on the information on the number
of work-groups and are not portable as the number of launched work-groups depends
on the device when the number of required work-groups is greater than the number of
available compute units.

Portable global synchronisation. Sorensen et al. [118] extended [117] to be
portable by developing an occupancy discovery protocol which dynamically computes
a safe estimate of the work-group occupancy for a give GPU and kernel. To achieve
this, all work-groups are required to execute the discovery protocol at the beginning
and each work-group executes a routine that returns a value indicating whether this
work-group is participating. A work-group is said to be participating if and only if it
starts execution before any work-group finishes execution. The estimated number of
work-groups is calculated after this protocol exits.

Their implementation of inter work-group barrier synchronisation is useful when
the developer knows there are interactions between work-groups that needs to be syn-
chronised. However, the detection of global data races remains a challenge for pro-

grams that do not apply these global synchronisation methods.






Chapter 4

Test Effectiveness Measurement for

GPU Programs

4.1 Introduction

The research contributions presented in this chapter are the design and implementation
of the test effectiveness measurement framework, with novel coverage metrics and
fault seeding strategies designed specifically for OpenCL kernels. This chapter de-
scribes the underlying approach, the implementation and evaluation of the framework
using 82 OpenCL kernels from industry-standard benchmarking suites.

We present a framework, CLTestCheck, that measures test effectiveness over GPU
kernels written using the OpenCL programming model [25]. The workflow of the
framework is illustrated in Figure 4.1. Taking an OpenCL kernels as input, CLCov
instruments the kernel to add coverage measurement statements, CLMT generated
mutations of the input kernel with seeded faults and CLSchedule generated different
work-group schedules. The instrumented kernel with coverage measurement is then
executed with test inputs to report code coverage achieved by these test inputs. Muta-
tions of the kernel are also executed to check if the test inputs can reveal seeded faults
which is the implication of their fault-finding capability. In addition, the kernel with its
test inputs are executed using different work-group schedules to check if outputs are
consistent. The inconsistency means inter work-group data races happens, resulting in
data read and write conflicts.

CLTestCheck has three main capabilities.

The first capability is measuring code coverage for OpenCL kernels. The structures

we chose to cover were motivated by OpenCL bugs found in public repositories such
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Figure 4.1: CLTestCheck Workflow

as Github and research papers on GPU testing [23]. We define and measure coverage
over synchronisation statements, loop boundaries and branches in OpenCL kernels.

The second capability of the framework is creating mutations by seeding different
classes of faults relevant to GPU kernels. We assess the effectiveness of test suites in
uncovering the seeded faults. Knowing the fault finding capability, we measure the
correlation between coverage achieved and fault finding. As with empirical studies
over sequential and concurrent CPU programs [119, 120, 121], we take a strong corre-
lation between them to mean that coverage achieved is a good proxy for fault detection
capability of that test suite.

The final capability of CLTestCheck is a technique called schedule amplification to
check the execution of test inputs over several work-group schedules. Existing GPU
architecture and simulators do not provide a means to control work-group schedules. In
addition, the OpenCL specification provides no execution model for inter work-group
interactions [27]. As aresult, the ordering of work-groups when a kernel is launched is
non-deterministic and there is, presently, no means for checking the effect of schedules
on test execution. We provide this monitoring capability by building a simulator that
can force work-groups in a kernel execution to execute in a certain order. This is done
in an attempt to reveal test executions that produce different outputs for different work-
group schedules which inevitably point to problems in inter work-group interactions.

We empirically evaluated CLTestCheck using 82 kernels with their associated test

input workloads from industry-standard benchmarks. The schedule amplifier in CLTestCheck

could detect deadlocks and inter work-group data races in benchmarks. We could de-
tect barrier divergence and kernel code that requires further tests using the coverage

measurement capabilities of CLTestCheck. Finally, the fault seeding capability could
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expose unnecessary barriers and unsafe accesses in loops.

The CLTestCheck framework aims to help developers assess how well the OpenCL
kernels have been tested, kernel regions that require further testing, uncover bugs sen-
sitive to work-group schedules. In summary, the main contributions in this chapter
are:

1. Schedule amplification to evaluate test executions using different work-group

schedules.

2. Definition and measurement of kernel code coverage considering synchronisa-

tion statements, loop boundaries and branch conditions.

3. Fault seeder for OpenCL kernels that seeds faults from different classes. The
seeded faults are used to assess the effectiveness of test suites with respect to

fault finding.

4. Empirical evaluation on a collection of 82 publicly available GPU kernels, ex-

amining coverage, fault finding and inter work-group interactions.

The rest of this chapter is organised as follows. CLTestCheck capabilities are pre-
sented in Section 4.2. The experiment setup of our empirical evaluation is then dis-
cussed in Sections 4.3. In Section 4.4, we discuss the coverage and fault finding re-
sults, along with their correlation for the subject OpenCL kernels in our experiment.

Finally, Section 4.5 concludes this chapter.

4.2 CLTestCheck: Measuring Test Effectiveness for GPU

Kernels

In this section, we present the CLTestCheck framework that provides capabilities for
kernel code coverage measurement, mutant generation and schedule amplification.

To understand the kinds of programming bugs' encountered by OpenCL devel-
opers, we surveyed several publicly available OpenCL kernels and associated bug fix
commits. A summary of our findings is shown in Table 4.1. We found bugs most
commonly occur in the following OpenCL code constructs: barriers, loops, branches,
global memory accesses and arithmetic computations. Atomic operators are not in-
cluded in our approach as it does not have the implication to cause synchronisation

bugs such as barrier divergence and data races based on the OpenCL specification

IThese are kernel bugs that violate the specification of the program or are associated with executions
that lead to undefined behaviour.
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while barriers have undefined behaviours. In addition, atomic operators are well-
studied in the literature focusing on performance issues [122, 123]. We seek to aid
the developer in assessing the quality of test suites in revealing these bug types using
CLTestCheck. A detailed discussion of CLTestCheck capabilities is presented in the

following sections.

# | Code Structure Bug Type Repository
Winograd-OpenCL[124],
1 ] Missing barriers histogram [100],
Barrier

reduction [100],0P2 [101]

2 Removing unnecessary barriers | Winograd-OpenCL[124]

3 Incorrect condition mcxcl[125], particles[126]

4 | Loop Incorrect boundary value cISPARSE[127]

5 Missing loop boundary Pannotia [27]

6 Missing else branch liboi[128]

Branch mexcl[125],

7 Incorrect condition
ClGaussianPyramid[129]
Parboil-spmv [130],

8 | Global memory access Inter work-group data race lonestar-bfs [27],

lonestar-sssp [27]

] ) ) ) ) mcxcl[125],
9 | Arithmetic Computations | Incorrect arithmetic operators

ClGaussianPyramid[129]

Table 4.1: Summary of bug fixing commits we collected

4.2.1 Kernel Code Coverage

We define coverage over barriers, loops and branches in OpenCL code to check the

rigour of test suites in exercising these code structures.

4.2.1.1 Branch Coverage

GPU programs are highly parallelised, executed by numerous processing elements,
each of them executing groups of threads in lock-step, which is very different from the
parallelism in CPU programs, where each thread executes different instructions with

no implicit synchronisation, as seen in lock-step execution. Every GPU thread has its
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own thread ID, and typically processes a portion of the input data (that is assigned
according to the scale of data and the number of threads). Kernel code for all the
threads is the same. However, the threads may diverge, following different branches
based on the input data they process. As seen in Table 4.1, uncovered branches and
branch conditions are critical classes of OpenCL bugs. Lidbury et al. [130] report
in their work that branch coverage measurement is crucial for GPU programs but is
currently lacking. To address this need, we define branch coverage for GPU programs

as follows,

# db h
branch coverage = coverea orancies 100% 4.1
total #branches

Branch coverage measures the adequacy of a test suite by checking if each branch of

each control structure in GPU code has been executed by at least one thread.

4.2.1.2 Loop Boundary Coverage

In our survey of kernel bugs shown in Table 4.1, we found bugs related to loop bound-
ary values and loop conditions were fairly common. For instance, bug #3 found in the
mcxcl program allowed the loop index to access memory locations beyond the end of
the array due to an erroneous loop condition. The bug was revealed on the NVIDIA

GPU architecture.

We assess the adequacy of test executions with respect to loops by considering the

following cases,

1. Loop body is not executed,
2. Loop body is executed exactly once,
3. Loop body is executed more than once

4. Loop boundary value is reached

#loops satisfying case_i

Loop boundary coverage qse i = x 100% 4.2)

total #loops

where case; refers to one of the four loop execution cases listed above. Each of these
cases is viewed as covered when any of the threads can execute the loop accordingly.

Loop boundary coverage measures the adequacy of a test suite by checking if each
loop body in GPU code has not been executed, has been executed once, more than

once, and if the boundary of the loop condition has been reached.
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4.2.1.3 Barrier Coverage

Barrier divergence occurs when the number of threads within a work-group executing
a barrier is not the same as the total number of threads in that work-group. Kernel
behaviour with barrier divergence is undefined. Barrier related bugs, missing barriers
and unnecessary barriers, are common classes of GPU bugs according to our survey.
We define barrier coverage as follows.

# d barri
barrier coverage = covere ar‘rlers x 100% 4.3)
total #barriers

Barrier coverage measures adequacy of a test suite by checking if each barrier in GPU
code is executed correctly. Correct execution of a barrier without barrier divergence,

covered barrier, is when it is executed by all threads in any given work-group.

4.2.2 Fault Seeding

Mutation testing is known to be an effective means of estimating the fault finding effec-
tiveness of test suites for CPU programs [131]. We generate mutations using traditional
mutant operators, namely, arithmetic, relational, bitwise, logical and assignment oper-
ator types. In Table 4.1, bug fixes #3, #7 and #8 show that traditional arithmetic and
relational operator mutations remain applicable to GPU programs. In addition, we de-
fine three mutations specifically for OpenCL kernels: barrier mutation, image access
mutation and loop boundary mutation inspired by bug fixes #1 to #5.

The barrier mutation operator we define is the deletion of an existing barrier func-
tion call, to reproduce bugs similar to #1 and #2 in Table 4.1.

OpenCL provides 2D and 3D image data structures to facilitate access to images.
Multi-dimensional arrays are not supported in OpenCL. Image structures are accessed
using read and write functions that take the pixel coordinates in the image as param-
eters. We perform image access mutations for 2D or 3D coordinates by increasing or
decreasing one of the coordinates or exchanging coordinates.

Types of loop boundary mutations include:
1. Skipping the loop by injecting a false statement to the loop condition.

2. Allowing n-1 iterations of the loop by put a minus 1 to the boundary value, when

applicable.

3. Allowing n+1 iteration of the loop by put an add 1 to the boundary value, when

applicable.
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The mutant operators we use in this paper are summarised in Table 4.2

Type of Operator Mutants

Binary | +,-,*,/, %

Arithmetic
Unary | -(negation), ++, —-
Relational <, >, ==, <=, >, 1=
Logical &&, ||, !
Bitwise &, [,7,7, <<, >>
Assignment =, 4=, -5, =, /=, Y=, <<=, >>=, &=, |5, =
Barrier Delete barrier function call

Image coordinates Change coordinates when accessing images

Loop boundary Change the boundary value in loop condition check

Table 4.2: Summary of mutation operators

4.2.3 Schedule Amplification

When a kernel execution is launched, the GPU schedules work-groups on compute
units in a certain order. Presently, there is no provision for determining this schedule
or setting it in advance. The scheduler makes the decision on the fly subject to the
availability of compute units and readiness of work-groups for execution. The order
in which work-groups are executed with the same test input can differ every time the
kernel is executed. OpenCL specification has no execution model for inter work-group
interactions and provides no guarantees on how work-groups are mapped to compute
units. In our approach, we execute each test input over a set of schedules. In each
schedule, we fix the work-group that should execute first. All other work-groups wait
till it has finished execution. The work-group going first is picked so that we achieve
a uniform distribution over the entire range of work-groups in the set of schedules.
The order of execution for the remaining work-groups is left to the scheduler. For a
test case, T over a kernel with G work-groups, we will generate N schedules, with
N < G, such that a different work-group is executed first in each of the N schedules.
The number of schedules, N, we generate is much lesser than the total number of
schedules which is typically infeasible to check. The reason we only fix the first work-
group in the schedule is that most data races or deadlocks involve interactions between
two work-groups [23]. Fixing one of them and picking a different work-group each

time, significantly reduces the search space of possible schedules. We cannot provide
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guarantees with this approach. However, with the little extra cost we are able to check
significantly more number of schedules than is currently possible. This approach is
shown to be effective in our experiments as discussed in Section 5.2.3.

To illustrate this, we consider the following kernel example co-running on four

work-groups each with a single thread. This example is inspired by Betts et al. [23].

Listing 4.1: Inter work-group data race example with 4 threads

int tid = get_group_id(0);
int buf, x, y, i, 7;
if (tid == 0) x = 4; else x

] Il
R
-~ o~

if (tid == 0) y = 1; else y
buf = 1 = 0;
while (i < x) {
j = 0;
while (J < y) {
barrier (CLK_LOCAL_MEM_FENCE | CLK_GLOBAL_MEM_FENCE);
A[(1 - buf) * 4 + tid] = A[buf * 4 + (tid + 1) % 4];
buf = 1 - buf;
Jti

i++;

The CLTestCheck schedule amplifier will insert code on the host and GPU side,

shown in Listings 4.2 and 4.3, to generate different work-group schedules.

Listing 4.2: Schedule OpenCL kernel (CPU-side)

// Generate a value in the range of [0,4)
int target_group = randint (4);
// Pass the value as a macro to GPU code

sprintf (clOptions, "-DTARGET_GROUP=%d", target_group);

Listing 4.3: Schedule OpenCL kernel (GPU-side)

if (my_group_id == TARGET_GROUP) {

// Original code here executed by target group
A[(1 - buf) * 4 + tid] = Af[buf * 4 + (tid + 1) % 4];
atom_increase (num_threads_finishes);

} else |
while (num_threads_finishes != group_size) continue;
// Original code executed by other groups

A[(1 - buf) * 4 + tid] = Albuf * 4 + (tid + 1) % 4];
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In this example, before the GPU kernel is launched, the host side generates a ran-
dom value in the range of available work-group ids. This value is the id of the se-
lected work-group to be executed first and is passed to the kernel code using a macro
definition. On the kernel side, each thread determines if it belongs to the selected
work-group. Threads in the selected work-group proceed with executing the kernel
code while threads belonging to other work-groups wait. After the selected work-
group completes execution, the remaining work-groups execute the original kernel in
an order based on mapping to available compute units (occupancy bound execution
model [118]). With different work-group schedules generated by the schedule ampli-
fier, we could detect the presence of inter work-group data races using a single GPU
platform. Betts et al. [23], on the other hand, focus on intra work-group data races on
different GPU platforms.

4.2.4 Implementation

CLTestCheck is implemented using Clang LibTooling [32]. We instrument OpenCL
kernel source code to measure coverage, generate mutations and multiple work-group
schedules automatically. Our implementation is available at https://github.com/
chao-peng/CLTestCheck.

Coverage Measurement. To record branches, loops and barriers executed within each
kernel when running tests, we instrument the kernel code with data structures and
statements recording the execution of these code structures. For each work-group,
we introduce three local arrays, whose size is determined by the number of branches,
loops and barriers accessible by threads in that work-group. The reason why we do not
introduce arrays for every thread is that we do not want to occupy too much memory
and according to the OpenCL specification, writing and reading data in the work-group
memory using atomic operators is efficient enough.

To measure branch coverage, we add statements at the beginning of each then- and
else-branch to record whether that branch is enabled. Similarly, statements to record
the number of iterations of loops are added at the beginning of each loop body. An
assignment expression with or operator in the format of ||(boundary_not _reached =
false) is also added to every loop condition to record if the boundary of this loop is
reached. When the boundary is reached, the loop condition turns to be false so that the

added expression is enabled. On the other hand, if the loop condition is true, according
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to the rule of C99 standard which OpenCL complies to [25], the expression we added
will not be executed because it does not affect the final value of the whole condition
expression. At the end of the kernel, the information contained in the data structures is
processed to compute coverage.

Fault Seeder and Mutant Execution. The CLTestCheck fault seeder generates mu-
tants and executes them with each of the tests in the test suite to compute mutation
score, as the fraction of mutants killed. In order to generate mutants effectively, our
approach does not generate one mutant at a time as every time when running the tool,
the overhead of calling the Clang library costs some time due to the expensive analysis
of the abstract syntax tree. Instead, the CLTestCheck fault seeder translates the target
kernel source code into an intermediate form where all the applicable operators are
replaced by a template string containing the original operator, its ID and type. The
tool then generates mutants from this intermediate form. An example of this process

1s illustrated as follows.

Listing 4.4: Sample original statement

if (id<size) i++;

Listing 4.5: Intermediate translation of sample statement

if (1dS${opl_<B}size) 1S{op2_++U};

Listing 4.6: Mutants generated from intermediate form

// 4 mutants generated

if (id<=size) 1i++; /* Mutant 1 changes < to <= */
if (id>size) i++; /* Mutant 2 changes < to > */
if (id>=size) 1i++; /* Mutant 3 changes < to >= */
if (id!=size) 1i++; /* Mutant 4 changes < to != */
if (id<size) 1i--; /* Mutant 4 changes ++ to -- */

Once mutants are generated, the tool executes each of the mutant files and checks
if the test suite kills the mutant. We term the mutant as killed if one of the following
occurs: program crashes, deadlocks or produces a result different from the original
kernel code.

Schedule Amplification. As mentioned earlier, we generate several schedules for
each test execution by requiring a target work-group to execute the kernel code first
and then allowing other work-groups to proceed. The target work-group is selected

uniformly across the input space of work-group ids. To achieve coverage of this input
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space, we partition work-group ids into sets of 10 work-groups. Thus if we have N
work-groups, we partition them into N/10 sets. The first set has work-group ids 0 to
9, the second set has ids 10 to 19 and so on. We then randomly pick a target work-
group, W;, from each of these sets to go first and generate a corresponding schedule of
work-groups, {W;,Sy_1}, where Sy_ refers to the schedule of remaining N — 1 work-
groups generated by the GPU execution model which is non-deterministic. For N/10
sets of work-groups, we will have N /10 schedules of the form {W,,Sy_1} (a W, first
schedule). The test input is executed using each of these N/10 W, first schedules. Due
to the non-deterministic nature of Sy_1, we repeat the test execution with a chosen W;
first schedule 20 times. This will enable us to check if the execution model generates

different S)y_; and evaluate executions with 20 such orderings.

4.3 Experiment

In our experiment, we evaluate the feasibility and effectiveness of the coverage metrics,
fault seeder and work-group schedule amplifier proposed in Section 4.2 using OpenCL

kernels from industry-standard benchmark families and their associated test suites.

4.3.1 Research Questions

We investigate the following questions:

Q1. Coverage Achieved: What is the branch, barrier and loop coverage achieved by

test suites over OpenCL kernels in our subject benchmarks?

To answer this question, we use our implementation to instrument and analyse
kernel source code to record visited branches, barrier functions, loop iterations

along with information on executing work-group and threads.

Q2. Fault Finding: What is the fault finding capability of test suites associated with

the subject programs?

For each benchmark, we generate all possible mutants by analysing the kernel
source code and applying the mutation operators, discussed in Section 4.2, to
eligible locations. We then assess the number of mutants killed by the tests
associated with each benchmark. To check if a mutant is killed, we compared
execution results between the original program and mutant. This comparison

process is tailored for each benchmark based on the format of its results. Finally,
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we compare coverage achieved to the percentage of killed mutants for each of

the benchmarks.

Q3. Deadlocks and Data Races: Can the tests in the test suite give rise to unusual
behaviour in the form of deadlocks or data races? Deadlocks occur when two
or more work-groups are waiting on each other for a resource. Inter work-group
data races occur when test executions produce different outputs for different
work-group schedules. For each test execution in each benchmark, we gener-
ate 20« N /10 different work-group schedules, where N is the total number of
work-groups for the kernel, and check if the outputs from the execution change

based on the work-group schedule.

4.3.2 Subject Programs.

We used the following benchmarks for our experiments.

1. Parboil [132] is an open-source benchmark suite with benchmarks collected
from throughput computing application researchers in many different scientific
and commercial fields including image processing, biomolecular simulation,
fluid dynamics, and astronomy. Applications in the benchmarks perform a va-
riety of computations including ray tracing, finite-difference time-domain sim-
ulation, magnetic resonance imaging, 3-D stencil operation. Each benchmark
includes several implementations targeting specific CPU and GPU architectures.
The benchmarks are also accompanied by test suites specific to the OpenCL pro-

gramming model. We use 9 benchmarks with 23 OpenCL kernels from Parboil.

2. Scan [133] with 3 kernels, computes parallel prefix sum, a common task found
in a significant portion of the kernels of real applications. Test inputs are large
arrays of floating-point data designed to measure the performance of the parallel

prefix sum algorithm.

3. Rodinia [134] is a benchmark suite for heterogeneous computing. Each of the
applications in this benchmark suite has multiple implementations for different
computing infrastructures including multi-core CPUs and GPUs. We use 5 ap-
plications containing 13 kernels in Rodinia benchmark suite. The applications
we picked were based on the capability of verifying execution results, a feature

needed for determining mutation scores.
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4. PolyBench [135] is a collection of 30 benchmarks spanning linear algebra, data
mining and stencil computations. The benchmarks are accompanied by test data
sets that we evaluate coverage, mutation score and data races over. There are a

total of 43 kernels in the 30 benchmarks.

4.3.3 Experiment Setup

The configuration of the machine we used for the experiments is presented in Table 4.3.

CPU Intel Core i5-6500 CPU @ 3.20GHz
GPU Intel HD Graphics 530 (Skylake GT2)
RAM 16 GB

Operating System | Ubuntu 16.04 LTS

Clang 6.0.0

OpenCL SDK Intel OpenCL SDK 2.0

Table 4.3: Experiment platform configurations

4.3.3.1 Coverage Measurement

We first compile and run all the original benchmarking programs and record their ex-
ecution time. For each program, we extract OpenCL kernel files from its source code
directory and check the number of kernel functions in each kernel file. We then use
our tool (discussed in Section 4.2) to instrument the kernel code to record coverage
information. The tool also generates host code for allocating and initialising arrays,
transferring these arrays from the host (CPU) to the kernel (GPU) and reading them
back. In many cases, we modify the generated host code slightly because each program
typically contains different variables to record OpenCL error code, different implemen-
tations to deal with OpenCL failures, and different wrappers to OpenCL SDK calls to
set kernel function arguments.

We execute each of the benchmarks, after instrumentation, with associated test
suites (or test data sets) to record coverage. Execution of the test suites produces data
files that have information on triggered branch conditions, barrier functions, number of
loop iterations executed by threads. We compute coverage by analysing the data files.
Additionally, we record the execution time of the instrumented kernel, comparing it to

the original, unmodified kernel.
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4.3.3.2 Mutant Execution

The process of generating mutants for each benchmark is fully automated, as described
in Section 4.2. The tool first reads the source code of kernel programs, replaces original
operators with templates and computes all possible mutants. Each mutant is written to
a single file.

To check if a mutant is killed, we compare execution results between the original
program and mutant. This comparison process is tailored for each benchmark based on
the format of its results. We do not use any extra tests in measuring the percentage of
mutants killed than what was used for coverage measurement. We use Python scripts
for each benchmark to automatically replace the original kernel file with one mutant
at a time, execute the mutant 10 times with all tests and, finally, record the results in
each of these 10 runs. The results in the 10 runs are not always consistent in all the

benchmarks. This is further discussed in Section 4.4.

4.3.3.3 Schedule Amplification

Before scheduling the subject programs, we perform an initial run to see how many
work-groups they launch. For programs with multiple kernels, we use the summation
of the number of work-groups launched by each kernel as the total number for that
program. The number of work-groups launched by different programs ranges from 4
to 277873 as each program has its own characteristics such as algorithm complexity
and input data size. Catering to this big range of number of work-groups, we divide
the work-group IDs into chunks with the size of 10. Then we randomly pick one work-
group from each trunk, execute the scheduled version 20 times and compare the output
against the original output.

To make kernels able to be scheduled, we manually insert pieces of code as de-
scribed in Section 4.2 to original kernel programs. The host program is also modified
to generate a random number within the range of work-group IDs of each chunk, and
send the ID to the GPU side.

The process of execution and validation is automatically performed by a script

which is similar to the one used mutation execution.

4.3.4 Experiment Summary

Tables 4.4, 4.5 and 4.6 summarise the different subject programs, their characteristics

and number of generated mutants.
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Benchmark | #Kernels | #Branches | #Barriers | #Loops | #Work-groups | #Mutants
bfs 1 12 3 2 4 40

cutcp 1 6 2 4 48410 322

histo 5 38 3 11 389 584

Ibm 1 4 0 0 18000 666
mri-gridding | 9 54 18 12 271873 1304

sad 3 6 0 5 144720 606
spmv 1 2 0 1 765 22

stencil 1 2 0 0 63240 57

tpacf 1 14 2 6 201 273

Table 4.4: Parboil experiment summary

Benchmark | #Kernels | #Branches | #Barriers | #Loops | #Work-groups | #Mutants
scan 3 12 8 4 192 163

Iud 3 10 6 16 4033 565

nn 1 2 0 0 669 30
pathfinder 1 12 3 1 40000 91

srad 6 38 4 5 5334 522
gaussian 2 6 0 0 170 137

Table 4.5: Scan/Rodinia experiment summary

4.4 Results

For each of the subject programs presented in Section 4.3, we ran the associated test
suites and report results in terms of coverage achieved, fault finding and overhead in-
curred with the CLTestCheck framework. We executed the test suites 20 times for each
measurement. Our results in the context of the questions in Section 4.3 are presented

below.

4.41 Coverage Achieved

Branch coverage pointed to code regions that were not adequately exercised by
existing test suites. Barrier coverage identified a barrier divergence in the scan

kernel.

Branch and Loop coverage (with 0, exactly 1 and > 1 iterations) for each of the
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Benchmark #Kernels | #Branches | #Barriers | #Loops | #Work-groups | #Mutants
coorelation 4 10 0 4 16408 155
covariance 3 6 0 3 16400 97
2mm 2 4 0 2 8192 94
3mm 3 6 0 3 3072 132
atax 2 4 0 2 256 44
bicg 2 4 0 2 32 44
doitgen 2 4 0 1 128 123
gemm 1 2 0 1 1024 50
gemver 3 6 0 2 65568 78
gesummv 1 2 0 1 16 43
mvt 2 4 0 2 256 44
syr2k 1 2 0 1 4096 71
syrk 1 2 0 1 4096 50
lu 1 4 0 0 16392 79
adi 6 12 0 2 24 410
convolution-2d | 1 2 0 0 65536 189
convolution-3d | 1 2 0 0 256 512
fdtd-2d 3 8 0 0 49152 173
jacobi-1d-imper | 2 4 0 0 32 35
jacobi-2d-imper | 2 4 0 0 8192 117

Table 4.6: Polybench-ACC experiment summary

subject programs in the three benchmark suites” is shown in the plots in Figure 4.2.
The first row shows branch coverage, the second loop coverage. Mutation score and
surviving mutation types shown in the last two rows of Figure 4.2 are discussed in the

next Section 4.4.2.

Barrier Coverage is not shown in the plots since for all, except one, applications with
barriers, the associated test suites achieved 100% barrier coverage. The only subject
program with less than 100% barrier coverage was scan, which had 87.5% barrier
coverage. The uncovered barrier is in a loop whose condition does not allow some
threads to enter the loop, resulting in barrier divergence between threads. We find that

less than 100% barrier coverage is a useful indicator of barrier divergence in code.

220 applications in Parboil counting different test suites separately, 6 in Scan/Rodinia, and 20 in
PolyBench
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Branch Coverage. For most subject programs in Parboil and Scan/Rodinia, test suites
achieve high branch coverage (> 83%). The histo benchmark is an outlier with a low
branch coverage of 31.6%. Its kernel function, histo_main, contains 20 branches in
a code block handling an exception condition (overflow). The test suite provided with
histo does not raise the overflow exception, and as a result, these branches are never
executed. We found uncovered branches in other applications, with > 80% coverage,
in Parboil and Scan/Rodinia to also result from exception handing code that is not
exercised by the associated test data.

Branch coverage achieved for 13 of the 20 applications in PolyBench is at 50%.

This is very low compared with other benchmark suites. Upon investigating the kernel
code, we found that all the uncovered branches reside within a condition check for out
of range array index. Tests associated with a majority of the applications did not check
out of range array index access, resulting in low branch coverage.
Loop Coverage. Test suites for nearly all applications (with loops) execute loops more
than once. Thus, coverage for > 1 iterations is 100% for all but one of the applications,
srad in Rodinia suite, that has 80%. The uncovered loop in srad is in an uncovered
then-branch that checks exception conditions. We also checked if the boundary value
in loop conditions is reached when > 1 iterations are covered by test executions. We
found pathfinder in Rodinia to be the only application to have full coverage for > 1
iterations but not reach the boundary value. The unusual scenario in pathfinder is
because one of the loops is exited using a break statement.

We find that test suites for most applications are unable to achieve any loop cover-
age for 0 and exactly 1 iteration. The boundary condition for most loops is based on
the size of the work-groups which is typically much greater than 1. As a result, test
suites have been unable to skip the loop or execute it exactly once. The only exceptions
were applications in the Parboil suite - bfs, cutcp, mri-gridding, spmv, and two
applications in Rodinia- 1ud, srad, that have boundary values dependent on variables
that may be set to O or 1.

Overhead. For each benchmark and associated test suite, we assessed overhead in-
troduced by our approach. We compared the time needed for executing the bench-
mark with instrumentation and additional data structures that we introduced for cover-
age measurement against the original unchanged benchmark. Overhead varied greatly
across benchmarks and test suites. Overhead for Parboil and Rodinia benchmarks was
in the range of 2% to 118%. Overhead was lower for benchmarks that took longer to

execute as the additional execution time from instrumentation is a smaller fraction of
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the overall time. Overhead for most programs in PolyBench ranges from 2% to 70%,
which is similar to Parboil and Rodinia benchmarks. The overhead for 1u, fdtd-2d
and jacobi-2d-imper programs are > 100%. The code for kernel computations in
these benchmarks is small with fast execution. Consequently, the relative increase in

code size and execution time after instrumentation with CLTestCheck is high.

4.4.2 Fault Finding

7

Arithmetic operator and relational operator mutations that changed < to <=, >
to >= or vice versa were hard to be killed by existing test suites. More rigorous
tests are needed to kill these mutations. Barrier mutations serve as an indicator

to unnecessary barrier uses.

Fault finding for the subject programs is assessed using the mutants we generate
with the fault seeder, described in Section 4.2. The mutation score, percentage of
mutants killed, is used to estimate fault finding capability of test suites associated with
the subject programs. Each test suite associated with a benchmark is run 20 times to
determine the killed mutants. A mutant is considered killed if the test suite generates
different outputs on the mutant than the original program in all 20 repeated runs of the
test suite. In addition to killed mutants, we also report results on “Undecided Mutants”,
that refers to mutants that are killed in at least one of the executions of the test suite,
but not all 20 repeated executions. Changes in GPU thread scheduling between runs
cause this uncertainty. We do not count the undecided mutants towards killed mutants
in the mutation score. The mutation score for all subject programs in each benchmark
suite is shown in the third row of plots in Figure 4.2.

Mutation Score. In general, we find that test suites for subject programs achiev-
ing high branch, barrier and loop coverage also have high mutation scores. For in-
stance, for spmv and stencil, their test suites achieving 100% coverage, also achieved
100% mutation score. An instance of a program that does not follow this trend is
mri-gridding that has 100% branch, barrier, and loop (> 1 iterations) coverage but
only 82% mutation score. On analysing the survived mutants, we found a signifi-
cant fraction (160 out of 232) were arithmetic operator mutations within a function
named kernel_value that contained variables defining a fourteenth-order polynomial
and a cubic polynomial. The effect of mutations on the polynomials did not propagate

to the output of the benchmark with the given test suite. The histo program with low
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branch coverage, 100% barrier and loop coverage has 65.9% mutation score. Nearly
two-thirds of the branches in histo cannot be reached by the input data. As a result,
all the mutations in the untouched branches are not killed, resulting in a low mutation
score. A few of the programs in PolyBench have mutation scores that are between 60 —
70%. In these programs, most surviving mutations are arithmetic operator mutations.
As seen in the last row of Figure 4.2 showing surviving mutations by operator
type, arithmetic operators are the dominant surviving mutations in all three benchmark
suites. Control flow adequate tests can kill arithmetic operator mutations only if they
propagate to a control condition or the output. Data flow coverage may be better suited
for estimating these mutations. Around 20% of relational operator mutations also sur-
vive in our evaluation. Most of the surviving relational operator mutations made slight
changes to operators, such as < to <=, or > to >= and vice versa. The test suites
provided with the benchmarks missed such boundary mutations.
Undecided mutants occur during executions of 9, out of the 46 subject programs and
test suites across all three benchmark suites. The number of undecided mutants during
the 9 executions is generally small (<= 5). The only exception is tpacf in the Parboil
benchmark suite, that resulted in 18 undecided mutants when executing one of its test
suites. Undecided mutants point to non-deterministic behaviour in the kernel, that is
dependent on the GPU thread execution model. A large number of undecided mutants
is alarming and developers should examine kernel code more closely to ensure that the
behaviour observed is as intended.
Barriers were not used in all benchmarks. Only 5 out of the 9 benchmarks in Parboil,
and 4 of the 6 in Scan/Rodinia had barriers. PolyBench programs did not use any bar-
riers. Mutations removed barrier function calls in these benchmarks and we recorded
the number of mutants killed by test suites. The percentage of killed barrier mutations
is generally low across all benchmarks with barriers. For instance, removing 2 out
of 3 barriers in the histo program in Parboil, and removing all barriers in the cutcp
program had no effect on the outputs of the respective program executions. This may
either mean that the test suites are inadequate with respect to the barrier mutations or
it could be an indication that these barriers are superfluous with respect to program
outputs, and the need for synchronisation should be further justified. For the programs
in our experiment, we found barriers, whose mutations survived, to be unnecessary.
Coverage versus Mutation Score. The plots in Figure 4.2 illustrate the total mutation
score over all types of mutations for each subject program and test suite. We also

compute mutation scores specifically for branches, barriers, and loops using mutations
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relevant to them. We do this to compare against branch, barrier and loop coverage
achieved for each of the subject programs. We found that mutation score for branches
closely follows branch coverage for most subject programs. Outliers include adi,
nn, convolution-2d and convolution-3d. Mutations that change < to <= are not
killed in these kernels; these comprise one third of all branch mutations.

The mutation score for barriers is quite different from barrier coverage. This is
because test suites are able to execute the barriers and achieve coverage. However,
they are unable to produce different outputs when the barriers are removed. This may
be a problem with the superfluous manner in which barriers are used in these programs.

Loop coverage with > 1 iterations is 100% for all but one subject program (srad
in Rodinia). Mutation score for loops on the other hand is variable. In general, tests
achieving loop coverage are unable to reveal loop boundary mutations. Histo and srad
are worth noting with high loop coverage but low loop mutation scores. We find that
mutations to the loop boundary value in these two benchmarks survive, which im-
plies that access to loop indices outside the boundary go unchecked in these programs.
These unsafe values of loop indices should be disallowed in these kernels and loop

boundary mutations in our fault seeder help reveal them.

4.4.3 Schedule Amplification: Deadlocks and Data Races

The scheduler amplifier can uncover deadlocks when the work-group selected
to execute first has an ID that exceeds the number of available compute units.
It also revealed inter work-group data races in the spmv kernel from the Parboil

benchmark.

Kernel Deadlocks: When we used the CLTestCheck schedule amplifier on our bench-
marks, we found kernel executions deadlock when the work-group ID selected to go
first exceeds the number of available compute units. As there are no guarantees on
how work-groups are mapped to compute units, we allow work-group IDs exceeding
the number of compute units to go first in some test executions using our schedule
amplifier. However, it appears that the GPU makes unstated assumptions on what
work-group IDs are allowed to go first. As noted by Sorenson et al. [118], “execution
of a large number of work-groups is in any occupancy bound fashion, by delaying the
scheduling of some work-groups until others have executed to completion.” They ob-
served deadlocks in kernel execution due to inter work-group barriers. However, in the

benchmarks in our evaluation, there is no explicit inter work-group barrier. It may be
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the case that developers made implicit assumptions on inter work-group barriers us-
ing the occupancy bound model and our schedule amplification approach violates this
assumption. Nevertheless, our finding exposes the need for an inter work-group exe-
cution model that explicitly states the details and assumptions related to the mapping
of work-groups to compute units for a given kernel on a given GPU platform.

Inter Work-group Data Races: We could reveal a data race in the spmv application
from the Parboil benchmark suite. We found that when work-groups 0 or 1 are chosen
to go first in our schedules, the kernels execution always produces the same result.
However, when we pick other work-group ids to go first, the test output is not consis-
tent. Among twenty executions for each schedule, the frequency of producing correct
output varies from 45% to 70%.

We observe similar behaviour in the tpacf application in Parboil when we delete
the last barrier function call in the kernel. The kernel execution produces consistent
outputs when we pick work-group 0 or 1 to go first. When we pick other work-
groups to go first using our schedule amplifier, the kernel execution results are non-
deterministic.

We observe no unusual behaviour in any of the PolyBench programs. These pro-
grams split the computation into multiple kernels and the CPU program launches GPU
kernels one by one. The transfer of control from the GPU to the CPU between kernels
acts like a barrier as the CPU will wait until a kernel finishes before launching the next
kernel. In addition, care has been taken in the kernel code to ensure threads do not
access the same memory location. As a result, we observe no data races in PolyBench

with our schedule amplifier.

4.4.4 Threats to Validity

A potential threat to internal validity is bugs in CLTestCheck’s implementation. To
mitigate this threat, we conducted careful code reviews and extensive testing. We also
conducted manual inspection to check if the instrumented kernels are correct. Further,
the implementations are publicly available for other researchers and potential users to
check the validity of our results.

A potential threat to the external validity is related to the fact that our dataset may
not be an accurate representation of all aspects of OpenCL kernel development. We
attempt to reduce the selection bias by using different benchmarking suites with kernels

from a variety of application domains.
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4.5 Summary

In this chapter, we have presented the CLTestCheck framework for measuring test
effectiveness over OpenCL kernels with capabilities to measure code coverage, fault
seeding and mutation score measurement, and finally amplify the execution of a test
input with multiple work-group schedules to check inter work-group interactions.
Our empirical evaluation of CLTestCheck capabilities with 82 publicly available
kernels revealed the following,
1. The schedule amplifier could detect deadlocks and inter work-group data races
in Parboil benchmarks when higher work-group ids were forced to execute first.
This finding emphasizes the need for transparency and clearly stated assump-

tions on how work-groups are mapped to compute units.

2. Barrier coverage served as a useful measure in identifying barrier divergence in

benchmarks (scan).

3. Branch coverage pointed to inadequacies in existing test suites and found test

inputs for exercising error handling code were missing.

4. Across all benchmark suites, we found arithmetic operator and relational oper-
ator mutations that changed < to <=, > to >= or vice versa were hard to kill.

More rigorous test suites to handle these mutations are needed.

5. The use of barrier mutations revealed several instances of unnecessary barrier
use. Barrier usage and its implications are not well understood by developers.

Barrier mutations can help reveal incorrect barrier uses.

6. Loop boundary mutations helped reveal unsafe accesses to loop indices outside
the loop boundary.
In sum, the CLTestCheck framework is an automated, effective and useful tool that
will help developers assess how well OpenCL kernels have been tested, kernel regions
that require further testing, uncover bugs with respect to work-group schedules.

In the next chapter, we explore automated test input generation for OpenCL ker-
nels. We also address the limitation that CLTestCheck can only fix one work-group
to be executed first by presenting an automated kernel execution engine which is able
to test OpenCL kernels without the host code and provides the all work-group sched-
ule capability. With this execution engine and test input generator, the developer can
generate high-quality test inputs to uncover data races and barrier divergence, without

bothering with writing the boiler-plate host code.






Chapter 5

Automated Test Input Generation for

GPU Programs

5.1 Introduction

Chapter 4 provides a set of metrics with an automated framework, CLTestCheck, to
measure the effectiveness of test suites developed for OpenCL kernels. CLTestCheck
can report code coverage achieved and fault finding capabilities for kernels with their
test suites. Our empirical evaluation demonstrates that the framework is useful in guid-
ing kernel developers to uncover data races and barrier divergence.

However, there is an urgent need for a fast, effective and scalable technique to gen-
erate test inputs for GPU kernels. In this chapter, we present the CLFuzz framework,
which takes only the kernel as input, generates test inputs and different work-group
schedules, executes the kernel with these inputs and schedules without asking the de-
veloper to write boiler-plate host code and finally analyses the output to report code
coverage and checks for data races as well as barrier divergence. The overall workflow
is illustrated in Figure 5.1.

To make this happen, we propose a testing technique that combines fuzz testing
with SMT solving. A fuzz tester (or fuzzer) is a tool that iteratively and randomly gen-
erates inputs with which it tests a target program. Fuzz testers were found to be sur-
prisingly effective when compared to more sophisticated tools involving SMT solvers,
symbolic execution, and static analysis of security applications. For instance, the pop-
ular fuzzer AFL has been used to find hundreds of bugs in popular programs [136, 137]
and found 76% more bugs when compared to a symbolic executor (angr) in a 24-hour

period [138]. Currently, there are no available fuzz testers for GPU kernels. The first
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Figure 5.1: CLFuzz Workflow

contribution in this chapter is the development of a fuzz tester for OpenCL kernels. We
evaluate the effectiveness of the generated inputs from the fuzzer by measuring branch
coverage and fault finding (using seeded mutations) over the OpenCL kernels.

It is well known that fuzzers, although fast and effective, can struggle with deter-
mining specific inputs to pass complex checks within programs. The second contribu-
tion in this chapter addresses this weakness. When our fuzzer is unable to reach full
(or high) coverage of the kernel, we complement it with an SMT solver! that is tasked
with generating inputs for uncovered branches. The test inputs generated by the SMT
solver combined with test inputs from the fuzzer form the complete test suite achieving
high kernel code coverage.

A final contribution lies in the execution of the generated tests with a work-group
schedule amplifier. As mentioned in Chapter 2, existing GPU architecture and simu-
lators do not provide a means to control work-group schedules and the OpenCL spec-
ification provides no execution model for inter work-group interactions [27]. As a
result, the ordering of work-groups when a kernel is launched is non-deterministic
and there is, presently, no means for checking the effect of schedules on test execu-
tion. We present a partial scheduler by only fixing the first work-group in Chapter 4.
Schedules generated by the partial scheduler are not realistic, and resulted in creating
deadlocks in some kernel executions. In this chapter, we provide a simulator that can

provide complete orderings over all the work-groups, addressing limitations in the par-

"We invoke an SMT solver to generate inputs satisfying constraints for uncovered paths.
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tial scheduler. For a test case 7; in test suite 7'S, instead of simply executing it once
with an arbitrary schedule of work-groups, we execute it many times with a different
work-group schedule in each execution. We build a simulator that can force work-
groups in a kernel execution to execute in a certain order. This is done in an attempt to
reveal test executions that produce different outputs for different work-group schedules
which inevitably point to problems in inter work-group interactions.

We empirically evaluate our test generation technique using 217 GPU kernels from
open-source projects and industry-standard benchmark suites. Tests generated by the
fuzzer achieves more than 90% branch coverage and mutation score in 86% and 51%
of the subject kernels, respectively. For the 31 kernels with uncovered branches, we
augmented tests from the SMT solver to achieve full branch coverage. The average
mutation score improved significantly (54% to 73%) with the combined approach for
these kernels. We found most of the surviving mutants to be arithmetic operator mu-
tants that are hard to kill with control flow adequate tests. We plan to explore data
flow guided test generation to kill such mutations in the future. Our schedule amplifier
could uncover data races in 21 kernels. The overhead of our test generation technique
is very small (average of 0.8 seconds over all kernels). Overall, we find our test gen-
eration framework, CLFuzz, provides a fast, effective and scalable means for testing
OpenCL kernels.

In summary, the main contributions in this chapter are:

1. Fuzz tester that automatically generates tests using random mutations.

2. SMT-solver based test generation to complement the fuzz tester for uncovered

kernel code.

3. Schedule amplification to evaluate test executions using different work-group

schedules.

4. Empirical evaluation on a collection of 217 publicly available GPU kernels, ex-

amining coverage, fault finding and inter work-group interactions.

5.2 CLFuzz: Automated Test Generation and Execution

for OpenCL Kernels

In this section, we present the CLFuzz framework that provides automated test input
generation using 1. Mutation-based fuzzing and 2. Selective SMT solving for control

conditions that remain uncovered with fuzz-based tests. The framework also provides a
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schedule amplifier that generates several work-group schedules and executes the gen-
erated tests with the numerous schedules to detect potential data races. We discuss
each of these capabilities in the rest of this section.

Test Input Definition. With the aim to check for the presence of data races and
classify them, we consider a test input is comprised of a test input and a work-group
schedule and we do not need an expected output. As discussed in the previous section,
if the kernel produces inconsistent outputs by running it multiple times, the presence
of the data race is confirmed. Work-group schedules can also affect the test output
of OpenCL kernels when there are data races. When running the kernel with a fixed
work-group schedule rather than the random schedule by default, inter work-group

data race can be confirmed if outputs become consistent.

5.2.1 Mutation-based Fuzzing

Our technique for mutation-based fuzzing is illustrated in Algorithm 1.

Algorithm 1 Mutation-based Fuzzing Algorithm

Input: Kernel argument type list K
Output: List of test inputs 7, branch coverage B = [b;,by,..,b,] (n = number of
branches and Vb € B is a boolean value indicating if the corresponding branch
is covered
1: T <[] // Empty list
2: Generate a random seed test ¢ based on type list K
3: Addrto T
4: B < coverage achieved by running ¢ with coverage measurement
5: while MAX_NUM_ATTEMPT not exceeded && b € B is FALSE do
6 timp <— mutate one value of
7 By ew < coverage achieved by running #,,, with coverage measurement
8 if B,,.,, has more TRUE than B then
9 Add typ to T

10: B+ B,.,
11: 14— timp
12:  endif

13: end while

In the algorithm, test inputs is generated using the following steps,
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Category | OpenCL API Type Description
cl_char Signed, 8-bit
cl_uchar Unsigned, 8-bit
cl_short Signed, 16-bit
cl_ushort Unsigned, 16-bit
cl.int Signed, 32-bit
Scalar cl_uint Unsigned, 32-bit
cl_long Signed, 64-bit
cl_ulong Unsigned, 64-bit
cl_float Floating point, 32-bit
cl_double Floating point, 64-bit
cl_half Floating point, 16-bit
Vector scalarn A vector of n scalar values, e.g., int2, float16
Struct struct A struct comprised of scalar and vector values
Image imagend_t An n-dimensional image, e.g., image2d_t

Table 5.1: Summary of kernel argument data types

1. Generate a random seed with values for each argument (adhering to its data type)

of a given kernel.

2. Execute the seed and record branch coverage achieved over the kernel code. Add

the seed to the test suite.

3. Pick a test from the test suite, generate another test by mutating the value of one

of the arguments of the kernel, keeping the other argument values unchanged.

4. Execute the new test and measure branch coverage achieved.

5. If the new tests result in additional branches being covered, add it to the test suite

and go to Step 3.

6. If no new branches are covered, discard the test and go to Step 3.

Our approach for mutation-based fuzzing supports all data types in OpenCL, as

seen in Table 5.1. We use CLTestCheck to measure branch coverage of test executions

(used in Steps 2 and 4 above). We enhanced the CLTestCheck framework to check if

tests cover additional branches (Steps 5 and 6 above).
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5.2.1.0.1 Fuzzer Limitation. Since our mutation-based fuzzer randomly mutates
inputs, albeit with the goal of increasing branch coverage, the generation of a “spe-
cific” input required to pass complex checks in the kernel (i.e., condition checks that
require inputs to have a particular value or very few values) is extremely unlikely.

Consider the example kernel code snippet in the listing below.

Listing 5.1: Example OpenCL Kernel

__kernel void complexCheck (__global int x) {

if (x == -2987) |{

specialCalc () ;

The above kernel function checks if the kernel argument x matches —2987. If a match
occurs then a special calculation is done. However, due to the nature of fuzzing, it is
extremely unlikely that a fuzzer will ever satisfy the predicate. The mutation-based
fuzzing technique will cover the false predicate easily and apply random mutations on
the existing path with a very small chance of setting x to the specific value of —2987
(likelihood of 1 out of 232).

5.2.2 Selective SMT Solving

We address the limitation of mutation-based fuzzing in determining specific inputs to
pass complex checks using selective SMT solving with the algorithm shown in Algo-
rithm 2.

When the fuzzer is unable to increase branch coverage after going through a pre-
determined amount of mutations (proportional to the number of kernel arguments), we
consider the fuzzer to have reached its limit. We then invoke selective SMT solving to
generate tests for uncovered branches in the kernel.

For each uncovered branch, selective SMT solving first gathers path constraints to
reach the uncovered code location. This is done with the aid of a control flow graph
built from the abstract syntax tree (AST) of the kernel code 2. We traverse the CFG,
recording path constraints, until the uncovered branch condition is reached. We then

feed the path constraints to the Z3 [139] SMT solver to determine an input that will

2Qur implementation of CFGs for OpenCL kernels is available at https://github.com/
chao-peng/CLFuzz
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Algorithm 2 Selective SMT Solving Algorithm
Input: Control flow graph cfg, not covered branches B

Output: List of test inputs 7'

1: T <[] // Empty list

2: for b€ Bdo
P < path constraints to b from cfg
Solving result s, generated input ¢ <— Z3 SMT Solver solving <— P
if s == TRUE then

AddrtoT

end if

end for

e I A L

satisfy the constraints. If such an input can be found, it is added to the test suite as a
test exercising the uncovered branch. We repeat this for all uncovered branches.

SMT solvers incur high overhead, proportional to the number and complexity of
path constraints. The advantage of selective SMT solving is that we keep the number
of path constraints given to the SMT solver to a reasonable number. Mutation-based
fuzzing complemented by selective SMT solving, thus, helps achieve fast, effective
and scalable test generation. This is in contrast to existing approaches such as GKLEE
and KLEE-CL, which use symbolic SMT solving to generate all the tests, incurring
high overhead with limited scalability.

5.2.3 Schedule Amplification

As mentioned earlier in Chapter 2, no mechanism is provided by GPU vendors to
manipulate and set work-group schedules. As a result, the work-group schedule used in
kernel executions is non-deterministic and can cause data races. To allow monitoring
for such data races, the schedule amplifier provides the following two capabilities,
1. Generates multiple work-group schedules, and 2. Executes kernels with different
work-group schedules and checks for discrepancies in outputs. We built the schedule
amplifier as an extra layer over the standard OpenCL built-in functions.

To better understand our approach for generating multiple work-group schedules,
we first present how work-groups are typically launched on GPUs. Consider the exam-
ple in Figure 5.2 that illustrates 8 work-groups required for the execution of a kernel.
Assume there are only 4 available physical processing elements on the GPU. As a re-

sult, at any given time, at most 4 work-groups can be running in parallel. The default
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schedule will pick four work-groups to execute on the 4 processing elements. We as-
sume the default schedule chooses work-groups O to 3 to go first. Once one of them
finishes, it will launch the next work-group. This is repeated until all the work-groups
finish execution. When a work-group is running, threads in this work-group acquire
thread IDs and the work-group ID by calling built-in functions get_global id() and
get_group_id(). These IDs are then typically used by the threads to locate the region of
input data to process.

To generate different work-group schedules, the schedule amplifier manipulates
the values returned by the built-in functions. To do this, we maintain an array new_id
storing a sequence of numbers from O to the number of groups — 1 in a shuffled order.
When the kernel function asks for its work-group ID, the modified function gives the
value of new _id[global id] rather than the global id. The modification of global id does
not affect the semantics of the kernel code and is used solely to launch work-groups
in different orders on the compute units. An example of shuffled work-group order is
shown in blue in Figure 5.2 where work-groups 3, 5,2, 6 are launched first, followed by
4,1,0,7. Although the example shows a 1-dimensional work-group schedule execution
model, our schedule amplifier is capable of supporting multi-dimensional work-group
schedules.

Kernels usually launch hundreds of work-groups, which makes it impractical to
generate all possible work-group schedules. In this thesis, we randomly generate 10
different work-group schedules for every test execution over every kernel in our ex-
periment. Our schedule amplifier allows the user to specify the number of work-group
schedules to be generated.

The schedule amplifier launches every kernel execution with each of the generated
work-group schedules and checks if there are any discrepancies in kernel output. Dif-
ferences in kernel output indicate problems in inter work-group interactions. Thus,
with little extra cost, we are able to check significantly more number of schedules than
is currently possible, achieving better coverage of the work-group schedule space.

The partial schedule generator in CLTestCheck generates work-group schedules by
only manipulating and fixing the first work-group while using the default schedule (set
by the GPU) for the remaining work-groups. This technique for partial scheduling is
not effective as it results in unrealistic schedules that cause deadlocks from launching
work-group ids that exceed the number of available compute units. We avoid this
problem in our approach with complete work-group scheduling that ensures work-

groups launched match available compute units and produces valid schedules with no
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Figure 5.2: Schedule controlled by the enhanced scheduler

deadlocks for the subject kernels in our experiment. The kernel developer also has

better control over work-group schedules with our schedule amplifier.

5.2.4 Host Code Generation and Kernel Execution

GPU kernels are only responsible for computation over input data residing in the GPU
memory. Other tasks, such as reading data from a file, transferring data to and from
the GPU memory, executing the kernel and validating the output, are implemented in
the host code that runs on a CPU by the developer. Writing host code to do these
tasks can be laborious and time-consuming. To ease the burden on the developer, we
automatically generate host code by analysing the kernel interface and allocating GPU
memory as needed.

Generated test inputs and work-group schedules are stored in a file adhering to a
pre-defined format. By unifying the format of the data file storing the generated test
input and work-group schedule, the kernel execution engine is able to automatically
read the input data from this file, allocates GPU memory and sends the data to the
allocated memory according to data types and sizes, compiles and executes the kernel,
reads the output from the GPU and stores the output in another file.

Our approach frees kernel developers from writing the redundant and tedious host

code and allows them to focus on the kernel code itself.

5.2.5 Implementation of the Framework

The CLFuzz framework is implemented using Clang LibTooling [32]. Building a CFG
from AST, gathering path constraints, extracting kernel interface are all implemented
within this framework. The kernel interface comprising kernel arguments, their data
type and scope is stored on a data file, shown in Table 5.2. The developer can modify
this data file to specify attributes, such as the desired size of arrays and if the argu-
ment is an input or output parameter. The framework is written in Python and uses
PyOpenCL API [140] for kernel execution and PyZ3 [139] for SMT solving. We use
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Property of an argument | Description

The address apace qualifier of para-
cl_scope meters which can be global, local,

private, and constant.

cl_type Data type of the parameter.
pointer True if the parameter is an array.
size Desired size of an array.
. True by default indicating it needs
fuzzing '
random input.
init_file The user can specify an initial
initial_value value or provide a file to initialise
the parameter if needed.
True if it is used to store the output
result
of the kernel.
The position of the parameter in the
pos

interface. .

Table 5.2: Kernel interface information

the CLCov and CLMT tools from the CLTestCheck framework [2] to measure code
coverage and fault finding achieved by the generated tests. The implementation of our

CLFuzz framework is available at https://github.com/chao-peng/CLFuzz.

5.2.5.1 Kernel analysis and information extraction.

The framework analyses the kernel code using the AST (abstract syntax tree) traversing
capability provided by Clang LibTooling and extracts the following information for test

input generation:

1. Kernel interface for random input data generation.

The framework iterates all kernel arguments stored in the AST, gathers their
properties including data type and scope etc. and stores them in a data file. The
content in the data file is shown in Table 5.2. The kernel developer can modify
this data file to supply the desired size of the arrays and specify which array is

used to store the output of the kernel.

2. Control flow for SMT solving.
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As discussed in Section 5.2.2, basic blocks, conditions and the linkage of them
representing the control flow of the kernel are gathered from the AST to build

constraints.

5.2.5.2 Test Input Generation.

CLFuzz first randomly generates a test input for kernel arguments according to the ker-
nel interface and measure branch coverage achieved by the CLTestCheck framework.
The fuzzer keeps mutating the test input to increase branch coverage and when the
coverage stops increasing, it turns to the SMT solver. With the control flow informa-
tion, the SMT solver gathers constraints that can lead to the uncovered branch, solves

them and produces new test input if the constraints are satisfiable.

5.2.5.3 Schedule Amplification

We provide wrappers for the standard OpenCL API functions to enable different work-

group schedules as shown in the following code listing.

Listing 5.2: OpenCL API Wrapper for Schedule Amplification

int get_group_id(int dimindx, __global uint3* cl_schedule_map) {
int 1id;
int dimension = get_work_dim();
if (dimension == 1) {
id = get_group_1id (0);
} else if (dimension == 2) {
id = get_group_1id (0) + get_group_id(l) * get_num_groups (0);
} else if (dimension == 3) {
id = get_group_1id (0) + get_num_groups (0) * (get_group_1id (1) + ¢
get_num_groups (1) * get_group_id(2));
}
if (dimindx == 0) {
return cl_schedule_map[id].x;
} else if (dimindx == 1) {
return cl_schedule_map[id].y;
} else {
return cl_schedule_map[id].z;
}
int get_global_id(int dimindx, __global uint3* cl_schedule_map) {
int new_group_id = get_group_id_new (dimindx, cl_schedule_map);
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return new_group_id * get_local_size (dimindx) + get_local_id (¢

dimindx) ;

The schedule generated on the host side is passed to the kernel by the parameter,
cl_schedule_map array. For instance, if there are 4 work-groups in total and the new
schedule is 3, 2, 1, 4, the new get_group_id function uses the real work-group ID as
the index and returns the corresponding array element to the statement which queries
the work-group ID. Therefore, the first launched work-group (Work-group 0) gets 3
and will execute the kernel for data originally allocated for Work-group 3. Similarly,
for statements querying their global ID, the new get _global_id function also checks
the map and returns the shuffled value based on the generated schedule.

As OpenCL supports launching kernels in 1-dimensional. 2-dimensional and 3-
dimensional spaces, we also enabled the wrapper to check the launched number of

dimensions and query the new schedule number accordingly.

5.3 Experiment

In our experiment, we evaluate the feasibility and effectiveness of mutation-based fuzz
testing, selective SMT solving and schedule amplification proposed in Section 5.2 us-
ing 217 OpenCL kernels from open-source projects and industry-standard benchmark

suites. We investigate the following questions:

Q1. Effectiveness of Fuzz Testing: What is the branch coverage and fault finding
achieved by test inputs generated by the fuzzer? We measure branch coverage
using the coverage measurement tool, CLTestCheck. For fault finding, we gener-
ate mutants by analysing the kernel source code and applying mutation operators
provided by CLTestCheck to eligible locations. We then assess the number of
mutants killed by the generated tests for each benchmark. To check if a mutant

is killed, we compared execution results between the original kernel and mutant.

Q2. Effectiveness of Selective SMT Solving: Can selective SMT solving generate
tests that enhance coverage and fault finding achieved by fuzz tests? For kernels
over which fuzz tests do not achieve 100% branch coverage, we augment the test
suite with tests from selective SMT solving and check if there is an improvement

in coverage and/or mutation score.
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Q3. Effectiveness of Schedule Amplification: Is the schedule amplifier able to de-
tect inter work-group data races? Inter work-group data races occur when test
executions produce different outputs for different work-group schedules. For
each test, we generate 10 different work-group schedules with the schedule am-
plifier. The kernel is then executed with the test using each of the 10 different

work-group schedules, and we check if the outputs from the executions differ.

5.3.1 Subject Kernels.

We use 217 kernels collected from the following benchmark suites for our experiments:

* 24 kernels collected from open-source projects bilateral, clpractical, DeepCL

and gaussian-blur,
* 38 kernels from the OpenDwarfs benchmark suite,
* 25 kernels from the Parboil benchmark suite,
* 47 kernels from the Polybench benchmark suite,
¢ 45 kernels from the Rodinia benchmark suite and,
* 38 kernels from the SHOC benchmark suite.

Our subject kernels span a wide range of application domains including scientific com-
puting, image processing, biomolecular simulation, linear algebra, data mining, het-
erogeneous computing, stencil computations, among others. The large and diverse set
of subject kernels varying in size and complexity, ranging from 12 to 2235 lines of
code, containing all OpenCL supported data types, allows us to evaluate the feasibility,
overhead and scalability of our test generation approach.

Our experiments are performed on a desktop with an Intel Core 15-6500 3.2GHz
quad-core CPU and an Intel HD Graphics 530 GPU using the Intel OpenCL SDK 2.1.

5.4 Results

For each of the 217 subject kernels in our experiment, we generated test inputs using
CLFuzz and report results in terms of coverage achieved, fault finding and overhead
incurred. We executed the test suites 20 times for each measurement. Our results in

the context of the questions in Section 5.3 is presented below.
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5.4.1 Effectiveness of Fuzz Testing

Mutation-based fuzzing on its own produced 100% branch coverage for 186 of
the 217 kernels and > 90% mutation score for 110 kernels. Across all kernels,
the fuzzer achieved 91.5% branch coverage 74.9% mutation score. Kernels with
branches requiring a specific value, boundary checks of arrays or nested control

flows with strict conditions were hard to get full coverage by the fuzzer.

Figure 5.3 presents a frequency plot with the number of kernels for which fuzz
testing achieved branch coverage and mutation score in the ranges specified on the x-
axis. We stop fuzz testing when branch coverage achieved does not increase after 50
mutation attempts. The average number of generated tests across all subject kernels is
45 and the median is 29. The kernel with the most generated tests is MD from SHOC
with 143 tests. The maximum time taken for generating tests is 2 seconds (for the
MD kernel). On average, test inputs generated by the random fuzzer achieved 91.5%
branch coverage and 74.9% mutation score across all subject kernels.

As seen in Figure 5.3, fuzz testing is able to achieve full coverage for 186 out of
217 kernels, and 92% for one of the other kernels. With respect to mutation score, fuzz
testing achieves 100% for 70 kernels and over 90% for 40 kernels. In the subsequent
paragraphs, we analyse why fuzz testing was not as effective in achieving high branch

coverage and mutation scores for some of the other kernels.

5.4.1.1 Branch coverage

For 31 out of 217 kernels, fuzz testing does not achieve full branch coverage with
the generated test inputs as shown in Table 5.3. Upon investigation, we found the
following principal reasons for uncovered branches with the fuzzer.

1. Requiring a specific value for one or some of the array elements is the main
limitation for fuzzers, and appears in 17 kernels. As inputs are generated and mutated
randomly, if a branch condition requires a specific input value for its satisfaction, there
is a very low likelihood of the fuzzer being able to satisfy such a condition.

The following listing illustrates a code snippet from a subject kernel (Hidden
Markov Model) from the OpenDwarfs benchmark suite to exemplify this issue. In
this example, variable idy represents the ID in the y-axis of the current thread whose
maximum value is the number of threads (1024 in our experiment). When generating

a value for integer variable obs_t which is used in the branch condition, the probability
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Benchmark | Kernel Coverage by Fuzzing
nqueensl 14.71%
calculate_potential 18.75%
bwa_hmm _opencl_11 50.00%
bwa_hmm_opencl 16 50.00%

OpenDwarfs | bwa_hmm _opencl_17 50.00%
kmean_2 66.67%
bwa_hmm_opencl_13 75.00%
nqueens?2 83.33%
cfd_kernel _1 83.33%
Ibm 50.00%
sad2 50.00%

Parboil convs 75.00%
cutcp 75.00%
tpact 83.33%
bfs 91.67%
heartwall 17.07%
srad_3 40.00%
dwt2d_3 50.00%
srad_6 50.00%
srad 4 62.50%
leukocyte _track_ellipse_kernel | 73.08%

Rodinia cfd 4 75.00%
leukocyte_find_ellipse kernel_1 | 75.00%
leukocyte_find_ellipse kernel 2 | 75.00%
srad_5 75.00%
hotspot 80.00%
B+tree 2 85.71%
hybridsort_mergesort_2 85.71%
B+tree_1 87.50%

Table 5.3: Kernels with less than 100% coverage by fuzzing
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Figure 5.3: Frequency of branch coverage and mutation score across subject kernels

that it will match the exact value of idy is very low.

Listing 5.3: The acc_b_dec kernel from bwa_hmm_opencl_11

__kernel void acc_b_dev( int obs_t, //current observation
other arguments...) {
unsigned int idx = get_group_1id(0) * get_local_size (0) + <
get_local_id (0);
unsigned int idy = get_group_id(l) * get_local_size (1) +
get_local_id (1);

if (other conditions && obs_t == idy) {

//Computations using idx and idy

The following example illustrates a similar issue in the condition check. Instead of
asking a specific value of a variable, it requires a data element in the input array to be

0 and the possibility is further less, making the fuzzer hard to enter the true branch.

Listing 5.4: The scale_b_dev kernel from bwa_hmm_opencl_13

__kernel void scale_b_dev( int obs_t, //current observation

other arguments...
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unsigned int idx = get_group_id (0) * get_local_size (0) + <
get_local_id (0);

unsigned int idy = get_group_id (1) * get_local_size(l) + <
get_local_id (1);

if (b_d[(idy * nstates) + idx] == 0) {

//Computations using idx and idy

2. Boundary check before accessing elements of input arrays results in low cov-
erage among 6 subject kernels (kmean_2 in the OpenDwarfs benchmark, sad2, convs,
tpacf, bfs in Parboil, srad_6, leukocyte_find_ellipse_kernel 1 and leukocyte_find_ellipse_
kernel 2 in Rodinia). The following code listing extracted from the bfs kernel illus-
trates this issue. For this kernel, the fuzzer generates values for no_of nodes that sets
the branch condition to true. However, it is unable to find values that can set the con-
dition to false, leaving the false branch uncovered. For this kind of circumstances, it is
obvious that the SMT solver can easily give us a value of no_of_nodes that is less than
the number of available nodes and the false branch can be exercised. However, there
is no out-of-boundary error handling in these kernels and developers usually provide
the kernel with the original number used for allocating the array in the memory. We

do not envision that tests not covering these false branches is a big problem.

Listing 5.5: Example boundary check of OpenCL kernel

__kernel void BFS_kernel( int no_of_nodes, //number of array <
elements
other arguments...) {

int tid = get_global_id (0);

if (tid < no_of_nodes) {
int pid = gl[tid]; //the current frontier node

//Computations on the frontier node

3. Nested control flows with strict conditions is challenging for mutation-based
fuzz tests to satisfy and this issue appears in 6 kernels. This is because the likelihood
of random inputs satisfying conditions with specific value checks further reduces when

the checks are nested. We discuss the effectiveness of the SMT solver addressing this
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issue in the next Section.

5.4.1.2 Fault Finding

Fault finding for the subject kernels is assessed with the help of the mutant generation
component in the CLTestCheck framework. The framework produces kernel mutants
by mutating arithmetic, relational, logical, bitwise, assignment operators and barriers.
The mutation score, percentage of mutants killed, is used to estimate fault finding ca-
pability of test inputs with the subject kernels. Each kernel is run 20 times to determine
the killed mutants. A mutant is considered killed if the test suite generates different
outputs on the mutant and original kernel on all 20 repeated runs of the test suite.

In general, we find that fuzz-based test suites achieving high branch coverage also
achieve a high mutation score. For 110 kernels, tests suites achieving full branch
coverage achieved more than 90% mutation score. However, for 66 kernels with full
branch coverage, mutation scores achieved are not very high, between 60% and 89%.
This is because control flow adequate tests are not designed to be effective in killing
mutations that do not affect the control flow, like many of the arithmetic operation
mutants. Relational operator mutations also survive in our evaluation. Most of the
surviving relational operator mutations made slight changes to operators, such as < to
<=, or > to >= and vice versa. The test inputs generated by the fuzzer missed these
boundary mutations. Data flow coverage adequate tests may be better suited at killing
such mutations.

A smaller fraction of kernels (44 out of 217) has low mutation scores, less than
50%. Many of the surviving mutants are arithmetic operator mutants and boundary
mutations. It is worth noting that 31 kernels in our evaluation do not have full branch
coverage with fuzzer tests. In the next section we check if increasing branch cover-
age with tests generated by SMT solving helps increase the mutation score for these

kernels.

5.4.2 Effectiveness of SMT Solving

The SMT Solver can generate test inputs for uncovered branches by the
mutation-based fuzzer. For these 31 kernels, the average mutation score was

increased from 61% to 77%.

For the 31 kernels that do not have full branch coverage with fuzz tests, we run
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the SMT solver to generate tests for uncovered branches. We find that all the path
constraints generated for uncovered branches could be satisfied for all 31 kernels. As
a result, fuzz tests combined with the tests generated by the Z3 solver achieved 100%
branch coverage over all 31 kernels. We did not use the SMT solver over the remaining
kernels as they were fully covered using just fuzz tests.

More specifically, the 17 4- 6 kernels involving uncovered branches with conditions
checking a specific value or boundary before accessing elements of arrays, as described
in Section 5.4.1 are easily covered by the SMT solver by assigning the desired value
indicated in the constraint. The overhead in solving such constraints is small, and only
takes 0.2 seconds. With the SMT solver tests, the average mutation score of these
kernels increases from 60.9% to 77.3%.

Among the 6 kernels with nested control flows and strict conditions, the hotspot
kernel from Rodinia takes the least time (1 second) for generating tests satisfying the
path constraints for an uncovered branch condition that requires a variable to be within
range for entering the true branch and out of range for entering the false branch. It is
also worth noticing that the nqueensl kernel from the OpenDwarf benchmark has a
deep and nested control flow of 5 levels but only takes 1.3 seconds for the SMT solver
to reach the deepest path. This is because the constraints for the control flow conditions
were quite simple, only requiring an array element to be within different ranges.

The most time-consuming SMT solving happens in the mergesort kernel from
Rodinia that takes 1 minute. The implementation of the mergesort algorithm handles 4
different possibilities that check the presence of elements in array A and array B. When
both arrays have elements, an additional branch compares the elements and stores them
in the correct location within the result array. Solving these different possibilities along
with values for all array elements and their data dependencies takes longer than other
kernels with simpler path constraints. The mutation score of this kernel is increased
from 53% to 95% with the SMT solver tests.

Figure 5.4 illustrates a comparison of mutation scores achieved by fuzz tests versus
fuzz + SMT solver tests for the 31 kernels that used the SMT solver. The average
mutation score for the 31 kernels increases from 54.3% to 73.3% with the combined
approach. We find that including tests from the SMT solver improves the mutation
score significantly for 14 out of the 31 kernels. Among the remaining kernels with
unchanged mutation scores, for 8 of them, the SMT solver generates tests to cover
false branches of conditions. There is no kernel code within the false branch. As a

result, no new mutations are exercised. Surviving mutants in all 17 kernels, as with
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Figure 5.4: Mutation score achieved over the 31 kernels using “Only Fuzzing” versus

“Fuzzing + SMT solving”.
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Benchmark Kernel Type of Data Race
SHOC MD, rdwdot, reducel, spmv3 Inter work-group
Rodinia cdf 4 Inter work-group

2mm_1, 3mm_1, 3mm_2, 3mm_3,
Polybench Inter work-group

adi_2, covariance_1, mat_2, syrk, syr2k

Parboil sgemm Inter work-group
cfd_1, swat 2 Intra work-group
OpenDwarf
hmm_3, hmm_15, sad_1 Inter work-group
Open-source Project | deepcl_forward_1 Inter work-group

Table 5.4: Kernels with data races
fuzz tests, are either arithmetic operator mutations or boundary mutations. We will

explore augmenting our test generation technique with data flow coverage to kill these

mutant types.

5.4.3 Effectiveness of Schedule Amplification

s a

The scheduler amplifier can shuffle work-group schedules for subject kernels
and uncovered data races in 21 kernels (2 with intra work-group data races and
19 with inter work-group data races). These inter work-group data race was hard
to be uncovered with a fixed work-group schedule but can be reproduced using

the schedule amplifier with shuffled schedules.

Each test generated by the fuzzer and selective SMT solver is executed with 10
different schedules generated by the schedule amplifier. It is worth noting that the
schedules generated by our schedule amplifier were all valid — there were no instances
of kernel deadlock resulting from launching work-group ids that exceed the number
of available compute units. On the other hand, work-group schedules generated by
the partial scheduler in CLTestCheck had several instances of kernel deadlock due to
unrealistic work-group schedules. 3

Our schedule amplification technique could detect data races in 21 kernels, as
shown in Table 5.4. Tests executed on these kernels produced different outputs on

at least 2 out of 10 different work-group schedules. Each work-group schedule is ad-

30ur experiment includes all 82 kernels used in the evaluation of CLTestCheck and also 135 addi-
tional ones.
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ditionally executed 20 times.

19 out of the 21 kernels with data races, produce the same output when the kernel
is repeatedly executed with a fixed work-group schedule and test but the outputs across
different work-group schedules is inconsistent. This observation confirms inter work-
group data race that occurs when threads from different work-groups make read/write
or write/write access to the same global memory location.

2 out of the 21 kernels (cdf_1 and swat _2 from the OpenDwarf benchmark suite)
produce inconsistent output across repeated executions with a fixed work-group sched-
ule and test. This indicates intra work-group data race that occurs when threads within
the same work-group have memory access conflicts.

When further investigating the root cause of data races, we found that some of
them can be avoided by providing valid inputs instead of randomly generated inputs.
All kernels from Polybench fall into this case and we use the following code listing

from the 2mm_1 kernel as an example.

Listing 5.6: 2mm_1 kernel from Polybench

__kernel void mm2_kernell (
__global DATA_TYPE *tmp,
__global DATA_TYPE *A,
__global DATA_TYPE *B,
int ni,
int nj,
int nk,
int nl,

DATA_TYPE al) {
int j = get_global_1id (0);
int 1 = get_global_id (1);

if ((1 < ni) && (3 < nj)) |
tmp[i * nj + j] = 0;
int k;
for (k = 0; k < nk; k++) {
tmp[i * nj + j] += al * A[i * nk + k] * B[k * nj + Jl;

The output array tmp is access by using the expression i xnj 4+ j, which is a calcu-

lation based on the number of threads and thread IDs. The number of threads (variable
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nj) is passed as a kernel argument rather than queried at runtime. Our random fuzzer
cannot understand the usage of this argument and generate a random number for it,
which leads to duplicated write accesses to the same location by the wrong result of

the expression.

5.4.4 Scalability and Overhead

Our approach can scale to the largest kernel with 2235 lines of code. Random
fuzzing took 0.01 to 2 seconds and SMT solving took 0.2 seconds to 1 minutes
for subject kernels. The average overhead of our approach is 0.8 second which

is negligible.

The largest kernel in our data set is the heartwall kernel from the Rodinia bench-
mark suite with 2235 Lines of Code. Our technique for test generation easily scales
to this kernel, only taking 51 seconds to achieve full branch coverage. The kernels in
our data set cover all the basic data types supported by OpenCL and include complex
data structures. We could verify that CLFuzz could generate tests efficiently for all the

kernels supporting all data types and constructs.

Time consumed by fuzz testing ranges from 0.01 seconds (reduce_1 kernel from
SHOC with 1 test) to 2 seconds (MD kernel from SHOC with 143 tests) for the 217
kernels. Factors affecting the overhead of the fuzzer are the number of tests generated
and the data structure of the kernel input. The MD kernel uses a OpenCL-specific
data type, double4, which is a vector of 4 double values. Additional time is needed by

CLFuzz for converting and storing the test inputs for such special types.

SMT solving takes between 0.2 seconds to 1 minute across the 31 kernels to gen-
erate tests for uncovered branches. However, since we only use the SMT solver selec-

tively, for uncovered branches, the overhead incurred is not considerable.

The schedule amplifier does not introduce noticeable overhead as our framework
for manipulating schedules is implemented at the OpenCL interface level. The sched-
ule amplifier ensures there is no idle computing resource when executing the generated
work-group schedules. In contrast, the partial schedules used in the previous chapter
does not make efficient use of the compute units. When the first work-group is execut-
ing, the initial approach requires other work-groups to wait till execution of the first

one is finished, making kernel execution slower.
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5.4.5 Threats to Validity

A potential threat to internal validity is bugs in CLFuzz’s implementation. We used
Clang LibTooling for kernel interface parsing the control flow graph generation, and
Python to implement the test generation and execution engine. We had a careful code
review and made our work publicly available.

For threats to external validity, we used 217 kernels from industry-standard bench-
marks and open-source OpenCL projects in the experiment to evaluate our approach.
Although they are from different application categories and their code covers a variety
of features of OpenCL programming, a thorough study on more OpenCL kernels can
further improve the validity of our approach.

A threat to construct validity is caused by restricting the number of attempts for the
mutation-based fuzzer to 50. Restriction to 50 attempts was based on our observation
that for most of the kernels, if the coverage was not improved after 50 random tests,

the branch coverage remained unchanged.

5.5 Summary

In this chapter, we present a test generation technique for OpenCL kernels that com-
bines mutation-based fuzzing and selective SMT solving aimed at achieving high branch
coverage. Our mutation-based fuzzer generates tests by randomly mutating kernel ar-
gument values with the goal of increasing branch coverage. Our fuzzer supports all
OpenCL data types. When the fuzzer is unable to increase coverage, we gather path
constraints for uncovered branches and use the Z3 SMT solver to generate tests for
them. We also provide a schedule amplifier, that generates multiple work-group sched-
ules with which to execute each of the generated tests. The schedule amplifier helps
uncover inter work-group data races.

We evaluated our test generation and schedule amplification technique using 217
OpenCL kernels, varying in size and complexity. We find mutation-based fuzzing on
its own produces 100% branch coverage for 186 of the 217 kernels. For 31 kernels
that did not have full coverage, we augmented the fuzz tests with tests generated by
the SMT solver to achieve 100% branch coverage. Fault finding for 110 (out of 217)
kernels with mutation-based fuzzing was > 90%. Average fault finding achieved with
fuzz-based tests across all kernels was 74.9%. For the 31 kernels that were augmented

with SMT solver tests, the average mutation score increased from 61% to 77%. Mu-
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tations that were not killed by the generated tests were primarily arithmetic operator
mutations and boundary value mutations. Control-flow adequate tests are not effective
in catching such mutations. In the future, we will explore test generation techniques
that also target data flow in kernels. We could uncover data races in 21 kernels with
our schedule amplifier. The overhead of our test generation technique was negligible
(average 0.8 second). In summary, we find our test generation technique combining

fuzzing with SMT solving, and schedule amplification is fast, effective and scalable.






Chapter 6
Conclusion

This thesis presents novel techniques to assess the correctness of GPU kernels by test
effectiveness measurement, automated test input generation and execution with sched-
ule amplification.Our proposed techniques address challenges related to the SIMT ex-
ecution model, GPU programming and memory management restrictions and the lack
of customised thread scheduling and global synchronisation, which is not encountered

in CPU systems and is not addressed by existing techniques.

6.1 Contributions

This thesis makes three main contributions:

Test Effectiveness Measurement

Test effectiveness is an important indicator of the quality of test inputs used for GPU
kernels. The thesis proposed CLTestCheck, a test effectiveness measurement frame-
work based on our coverage metrics including branch, loop and barrier (synchronisa-
tion) coverage specifically designed for GPU kernels considering their memory and
execution model. The framework is also able to measure fault finding capabilities of
test inputs by seeding faults using traditional operator and GPU-specific mutants. The
empirical evaluation on 82 publicly available kernels and associated test inputs from
industry-standard benchmarks illustrated that the framework was useful in accessing
how well OpenCL kernels were tested by their test inputs. Code coverage measurement
could reveal kernel regions that required future testing and the fault seeding capability

could expose unnecessary barriers and unsafe loop accesses.

89
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Test Case Generation

Based on fuzz testing and SMT solving, we proposed CLFuzz, an automated test input
generation framework for OpenCL kernels. The random fuzzer is first used to analyse
the interface of the subject kernel and generate seed inputs and mutate these inputs to
achieve higher code coverage. If full coverage is not achieved after a threshold num-
ber of iterations, the SMT solver is then deployed to analyse uncovered branches and
generate inputs by solving constraints of conditions of these branches. Experimental
results showed that mutation-based fuzzing on its own could achieve full branch cov-
erage and reveal 75% seeded faults for the majority of kernels in our data set with neg-
ligible overhead. The SMT solver, although time-consuming compared to the fuzzer,
could achieve full coverage for the remaining kernels and increased the overall fault

finding capability from 61% to 77%.

Test Execution with Schedule Amplification

To study how work-group schedules affect the execution of OpenCL kernels, we im-
plemented the first simulator, CLSchedule, that is capable of shuffling work-group
schedules rather than following the arbitrary default schedules. CLSchedule is also
able to automatically execute the kernel with test inputs generated by CLFuzz without
the host code, which eliminates testers’ effort in writing boiler-plate code and help
them focus on testing. With the scheduler, CLFuzz uncovered inter work-group data

races in 21 OpenCL kernels in our experiment.

6.2 Critical Analysis

The novel approach presented in this thesis remains a prototype and several issues need

to be addressed before it can be applied to test real world GPU applications.

Limited Scope of GPU Programming Frameworks

The thesis discusses test effectiveness and test input generation techniques for OpenCL
kernels as the target GPU programming framework as it supports most GPU vendors as
discussed in Section 2.2. However, there exist many other GPU programming frame-
works such as CUDA for NVIDIA GPUs. It is unclear and hard to estimate how many
of existing GPU programs are written in CUDA but it is reported that NVIDIA has the
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77% market share for desktop GPUs as of 2020 [141]. On top of CUDA itself, NVIDIA
has devoted much effort to CUDA libraries such as cuFFT [142] and cuDNN [143] for
computing Fourier transforms and training deep learning models respectively. cuDNN,

for example, has been used in many popular deep learning frameworks such as Ten-
sorFlow [144] and PyTorch [145].

Given that NVIDIA GPUs and CUDA libraries are widely-established, measuring
test effectiveness for CUDA kernels in these libraries can serve as a promising ground
for their developers to understand the extent to which these kernels are tested. In

addition, CLFuzz can also help find potential synchronisation bugs for these kernels.

Scalability to Large GPU Kernels

Subject kernels used in our experiments presented in Sections 4.3 and 5.3 are col-
lected from benchmarking suites and open-source projects. These kernels, although
represents real-world algorithms for different application domains, are domain-specific
functions, each for one fine-grained computation procedure. However, in industrial de-
velopment, a kernel function can be complicated and designed in the context of busi-
ness logic, with a set of algorithms with more nested control flows. Achieving full
branch coverage for these kernels are not as straightforward as benchmarking kernels
used in the thesis and those deep and nested control flows may challenge our selective
SMT solver.

Limited Scope of Accelerators

With the fast development of computing devices, there are more types of accelerators in
addition to GPUs. Tensor Processing Units (TPUs), for instance, is an accelerator de-
veloped by Google as a application-specific device for TensorFlow applications. Com-
pared with GPUs, TPUs support 8-bit low-precision floating point computation while
the the OpenCL abstraction only supports 16-, 32- and 64-bit floating point numbers
as presented in Table 5.1 in Section 5.2. In addition, with a more energy-efficient input
and output mechanism, TPUs are better suited for CNNs (Convolutional Neural Net-
works) while GPUs have more advantage for fully-connected neural networks [146].
These application-specific accelerators have more benefit in their domains where GPU

kernels are not competitive and prominent.
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6.3 Future Work

All the issues discussed in the previous section serve as a direction of future work. In

this section, we discuss potential solutions for the future research.

Adoption for Kernels Written in CUDA and OpenACC

As discussed in Section 2.2, there exist other programming frameworks for heteroge-
neous systems including CUDA [26], OpenMP 4 [147], OpenACC [148], SYCL [149],
etc. Among them, CUDA was developed by NVIDIA specifically for NVIDIA GPUs
but shares the similar 3-level memory hierarchy and execution model with OpenCL.
Therefore, mitigating our test effectiveness measurement, test input generation and
schedule amplification techniques to CUDA kernels should involve only engineering
efforts.

OpenMP was originally developed to program multi-threaded C programs. Begin-
ning with version 4.0, OpenMP supports offloading to GPUs. OpenACC (Open AC-
Celerators) is designed to simplify parallel programming of heterogeneous CPU/GPU
systems. Both OpenMP and OpenACC use directives (pragmas) in their programs to
mark code blocks that can be executed in parallel and provide a set of support functions
to initialise the parallel model, control synchronisation and query runtime information.

SYCL is another high-level programming model for hardware accelerators devel-
oped by the Khronos Group in addition to OpenCL. However, instead of putting the
GPU code in kernels, SYCL is a single-source embedded language based on pure C++
17. SYCL shares a similar memory and execution model with OpenCL.

These programming frameworks are supported by mainstream GPU vendors and
compiler developers including NVIDIA, Intel, GNU Compiler Collection (GCC), etc.
We plan to mitigate our testing techniques designed for OpenCL kernels to these frame-

works taking into consideration their own characteristics.

Support for Other Types of Accelerators

In addition to GPUs, there exist other hardware accelerators such as FPGAs (field-
programmable gate arrays), DSPs (digital signal processors) and TPUs (tensor process-
ing units). These accelerators are either general-purpose (FPGAs) or domain-specific
(DSPs and TPUs). OpenCL kernels and SYCL programs are also compiled to these

platforms or hybrid CPU/accelerator systems. As the abstracted memory and execu-
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tion model is unchanged, we plan to apply our techniques proposed in the thesis to

more accelerators and hybrid systems.

6.4 Concluding Remarks

Although costly and time-consuming, software testing plays a critical role in the pro-
cess of software development. Owing to distinct characteristics of the programming
framework, three-level memory hierarchy and SIMT execution model, OpenCL ker-
nels require special testing techniques when testing them. This thesis proposes a novel
approach to generate test inputs for OpenCL kernels automatically, measure the effec-
tiveness of test inputs and execute subject kernels with different work-group schedules
to check for synchronisation bugs.

Our experimental results on industry-standard benchmarks are promising but there
is also work to be done to enable the adoption of this approach to other heterogeneous
devices such as FPGAs and GPU kernels written in programming frameworks other
than OpenCL. In addition, the evolving GPU architectures and programming models
can introduce new challenges in the future.

However, current computing demands rely heavily on accelerators like GPUs and
this reliance is meant to go up as artificial intelligence and machine learning is applied
more widely in our daily lives. The author of this thesis hopes that the presented
research and techniques can inspire developers and testers, and serve as a basis for

future research on testing heterogeneous computing systems.
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