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The paper presents the results of the
development of amethod for assessing the

on the Lotka-Volterra model. Security
models of cyber-physical systems are
proposed: “predator-prey” taking into
account the computing capabilities
and focus of targeted cyberattacks,
“predator-prey” taking into account
the possible competition of attackers in

taking into account the relationships

species”,
into account the relationship between
“prey species” and “predator species”.
Based on the proposed approach, the
coefficients of the Lotka-Volterra model
o=0.39, B=0.32, v=0.29, $=0.27 were
obtained, which take into account
the synergy and hybridity of modern
threats, funding for the formation and
improvement of the protection system,
and also allow determining the financial
and computing capabilities of the
attacker based on the identified threats.

The proposed method for assessing
the security of cyber-physical systems is
based on the developed threat classifier,
allows assessing the current security
level and provides recommendations
regarding the allocation of limited
protection resources based on an
expert assessment of known threats.
This approach allows offline dynamic
simulation, which makes it possible to
timely determine attackers' capabilities
and form preventive protection measures
based on threat analysis. In the
simulation, actual bases for assessing
real threats and incidents in cyber-
physical systems can be used, which
allows an expert assessment of their
impact on both individual security
services and security components (cyber
security, information security and
security of information).

The presented simulation results do
not contradict the graphical results of the
classical Lotka-Volterra model, which
indicates the adequacy of the proposed
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1. Introduction

ical systems (CPS) require continuous improvement and

The creation of large critical infrastructure systems,
intensification of research on the dynamics of cyber-phys-

updating of the existing apparatus for modeling and control
of dynamic systems [1—5]. Recently, there has been a shift
in the focus of research towards the development of a meth-




odology for dynamic time-variant systems. Using methods
for analyzing such systems makes it possible to dramatically
expand the range of tasks to be solved.

Modern practical requirements for the study of complex
cyber-physical systems have led to the emergence of a new class
of systems — developing ones [1-3]. These systems are charac-
terized by the time dependence of their structure, changes in
the development of a set of input and output system parameters,
a significant level of a priori uncertainty about the system’s
functioning regularities. At present, there is no satisfactory
solution to the problems of modeling developing cyber-physical
systems based on causal information and data from periodically
observed development processes. The fundamental difficulties
of the structural synthesis of the model are usually replaced
by assumptions about the laws of system evolution, followed
by reducing the problem to parametric uncertainty within the
framework of the classical theory of dynamical systems. The
problems of decision-making in developing cyber-physical sys-
tems, when target settings are determined by a specialist using
vague instructions are at the initial stages of research.

The development of cyber-physical systems in recent years
has significantly changed the infrastructures of modern not
only information-cybernetic systems (ICS), but also criti-
cal infrastructures (CI), as well as Internet-of-things sys-
tems (IoTS). Synthesis of these infrastructures makes it possi-
ble to significantly expand range of digital services, on the one
hand, but also increases the level of cyber threats [6—9]. At the
same time, the rapid growth of computing technologies allows
attackers to form targeted, hybrid attacks that give a syner-
gistic effect [6,8,9]. In such circumstances, an integral part
of security systems is the ability not only to timely respond to
incidents in infrastructure elements, but also to form them cor-
rectly. An important task is the timely and correct allocation of
limited security resources in the face of constant changes in the
vector of cyberattacks. To timely change the structure of pro-
tective resources, assess the necessary and current state of the
security system, security models should be used. This approach
can significantly reduce the cost of restoring the network infra-
structure, allows taking timely preventive measures with the
required costs of security mechanisms. However, the division of
security into separate components: information security, cyber
security, security of information in normative regulators leads
to the formation of their models in each of the component [8, 9].
This approach does not allow taking into account the hybrid-
ity and synergy of threats, the possibility of their integration
with social engineering methods, and formation of targeted
attacks. One of the directions that provide the conceptual basis
for building IoTS security systems is the security maturity
model [1, 2]. At the same time, security maturity refers to the
degree of confidence that the current state of security meets
all the needs of the organization and security requirements [1].
Security maturity provides not only an assessment of the cur-
rent security level, its necessity, benefits, but also the cost of
maintaining it. The factors that need to be weighed in such an
analysis include specific threats to the organization’s industry
vertical, regulatory requirements, unique risks in the environ-
ment, and the organization’s threat profile [1]. However, it is
proposed to build a security system according to a hierarchical
structure with subsequent division into security segments. In
addition, such a model does not take into account the capabil-
ities of attackers to form their networks, to resist each other
when implementing threats per “prey”.

Thus, there is a need for a timely assessment of the current
state of the security level of cyber-physical systems (CPS) in

the face of modern threats, taking into account the synthesis
of infrastructure elements of ICS with IoTS in conditions of
dynamic changes in the situation.

2. Literature review and problem statement

The analysis of global trends in cyber threats showed that
today security cannot be ensured in full. So, the works [3, 4]
provide the analysis of cyber threats for 2017-2019. The
analysis shows that the vector of cyber threats is changing
with trends in the development of digital services, the In-
ternet of Things and cryptocurrencies based on blockchain
technology. The work [5] presents 10 main cybersecurity
trends in 2021, which confirms the trends of cyberattacks in
the context of a pandemic, first of all on cryptocurrency ex-
changes, secondly on private VPN channels (in connection
with remote work), and thirdly based on social engineering
methods — phishing emails in PDF format within corporate
mail. In [6], methodological aspects of building a security
system based on crypto-code constructions, their applica-
tion in various critical infrastructure facilities, as well as the
ability to resist modern threats are considered.

In [8], it is proposed to use dynamic models based on
the methods of the theory of differential games and differ-
ential transformations, while assessing the current state of
the system in offline mode. However, such methods require
significant computing resources, which significantly reduces
the possibility of their practical implementation. In [9], the
authors consider the use of dynamic models in various systems
of information space. However, the models do not take into ac-
count the possibility of increasing the computing capabilities
of attackers, their combining into groups in order to achieve
the attack objectives. In [10], the authors consider economic
aspects that can affect the construction of not only a security
model, but also its practical implementation in the informa-
tion security system of the transport system. However, the
authors do not take into account the aggregation of threats,
their synergy and hybridity, which allows forming target (in-
tegrated) threats using social engineering methods.

The analysis of models for constructing protection sys-
tems [6—10] showed that an approach has developed based
on the representation of the process of its processing in the
form of the abstract computing environment. In this environ-
ment, a set of subjects (users and processes) operate simulta-
neously with a set of objects (resources and datasets). In
this case, the construction of a protection system consists in
creating a protective environment as a set of restrictions and
procedures. It must be able, under the control of a security
kernel, to prohibit unauthorized and implement authorized
access of subjects to objects and protect the latter from in-
tentional and accidental external and internal threats. This
approach is based on the theoretical security models of Hart-
son, Bell-LaPadula, MMS Landwehr and McLean, Beebe,
Clark-Wilson, etc. and is static in nature. These models are
considered to be tools for developing security policies that
define a set of requirements that must be met in a specific
implementation of the system. However, theoretical models
were developed in the 70s-80s of the last century, and do not
take into account modern realities of computing technology,
digital services, as well as signs of synergy and hybridity of
targeted threats. It is only possible to provide a safety loop
for continuous vital processes, which significantly reduces
not only the quality of user services, but also threatens the



development of the company’s/enterprise’s production, etc.
In addition, new types of cyber terrorists/intruders have
appeared, whose actions are aimed at total destruction. New
political hackers, whose actions are aimed at changing the
course of countries, new and/or modified targeted cyberat-
tacks with signs of hybridity and synergy perform hacking
of security systems based on different models and concepts
of their construction. At the same time, the rapid growth of
cyber-physical systems, the Internet of things forms multi-
systems, which, on the one hand, expand the range of digital
services, and, on the other, simplify targeted cyberattacks.

The second approach is to use the principle of sufficiency
in the framework of a proactive protection strategy when
potential threats are assessed at the design stage and pro-
tection mechanisms are implemented. However, the infra-
structure of modern ICS is closely related to the elements of
cyber-physical and Internet of things systems, which greatly
complicates the security of such systems and networks.

One of the solutions proposed in [11] is the concept of
building a security system based on the IIC IoT Security Ma-
turity Model (IoT SMM). A systematic approach to the choice
of protection options is provided by combining practices into
appropriate domains according to the effect of their application:
security management and organizational measures (Gover-
nance); security by design (Enablement); security strength-
ening (Hardening) [11]. The model allows making the right
choice of security measures, forming the choice architecture
based on a hierarchy of security practices. However, a signif-
icant drawback of such a system is the hacking of upper-level
domains, followed by a chain reaction of hacking the entire sys-
tem, the lack of taking into account the synergy and hybridity
of targeted attacks and their modifications. In addition, as in
theoretical models, modern computing resources of attackers,
as well as signs of targeted threats, are not taken into account.

Dynamic models are a promising direction to form se-
curity systems. However, they often cannot be used due to
management’s misunderstanding of their expediency, sig-
nificant growth in economic and computing costs compared
to classical (stationary) models. Of particular interest in
this direction is the Lotka-Volterra model and its modifica-
tions (“predator-prey”), which allows taking into account not
only technical and economic aspects when building a security
system, but also the possibility of attackers’ “competition”,
formation of networks for targeted attacks on the “prey”.

The work [12] provides a mathematical apparatus for
using the Lotka-Volterra model in various fields — the en-
vironment, political science, biology, medicine and physics.
However, the lack of research on their implementation does
not allow using these models in the field of security. In [13],
the authors consider using the “prey-predator” model in bi-
ology, which makes it possible to interpret approaches to the
field of information and communication systems/cyberspace,
considering it as an ecosystem. However, the work does not
take into account the possibilities of modern threats, which
significantly hinders their practical implementation.

The work [14] considers the possibility of practical use
of the model in assessing the safety level of transport infra-
structure facilities. However, the use of a security system
as a “predator” does not allow taking into account changes
in the vector of cyber threats, especially signs of synergy
and hybridity, as well as conditions of limited economic
resources. In [15, 16], studies of various cybersecurity mod-
els based on the Lotka-Volterra model are presented. The
proposed approach allows determining vectors of cyber

threats, however, without taking into account their synergy
and hybridity, integration with social engineering methods,
which significantly reduces their practical value. In [17, 18],
cyberspace is viewed as a digital ecosystem, in which sys-
tems can adapt and evolve, allowing systems engineering to
create “species” that function and adapt in that ecosystem.
However, the authors do not take into account trends in the
development of computing resources, capabilities of intrud-
ers, which does not allow adequate use of this approach in
modern conditions. [19] explores the predator-prey analogy
for the Internet and presents results on how different levels
of species diversification affect network resilience, and dis-
cusses the relationship between diversification, competition,
antitrust laws, and national security. In [20], an analogy
is proposed between malware and ecological principles of
“species” behavior — mediation, parasitism, predation, and
density-dependent population regulation. However, the lack
of studies of modern threats, their modifications and the
emergence of new ones do not provide the required level of
reliability in assessing the security of CPS. In [21], the au-
thors propose to use the biological principles of ant-based cy-
ber defense (ABCD) — mobile resilient defense that provides
a set of wandering, bio-inspired, digital ant agents working
with stationary agents in a hierarchy headed by a human su-
pervisor. In [22], the authors propose a simplification of the
Lotka-Volterra model by using the modulation function. The
function is multiplied by both sides of the Lotka-Volterra
model, and the model is converted to linear equations with
parameters to be estimated by fractional integration. In [23],
the authors propose an analysis of the predator-prey model
based on characteristics such as the Allee effect, fear effect,
cannibalism, and immigration. However, the works [17-23]
do not take into account changes in the vector of cyber
threats, their hybridity and synergy, which gives an emer-
gent effect when implementing targeted attacks.

The work [24] proposes a conceptual approach to using the
Lotka-Volterra model in describing the relationships and key
elements of the information security system infrastructure in
responding to incidents. However, the authors consider only
the use of the model in one of the security components, without
taking into account the integration of threats with social engi-
neering methods, signs of hybridity and synergy.

In [25], it is proposed to use the Lotka-Volterra model
to assess the dependence of personal data protection on the
amount of information in the system and trust in social net-
works. As a result of research, the authors proved that the
dependence of personal data protection on trust is propor-
tional with other protection parameters unchanged. Howev-
er, the assessment of threats does not consider trends of their
development and improvement, the connection with social
engineering methods, which does not allow taking into
account the possibility of synergy and hybridity of threats.

Thus, this approach (“predator-prey” model) should be
considered taking into account the modern development of
computing resources, financial capabilities of both “attack-
ers” and “defenders”. It is also necessary to take into account
changes in the vector of targeted attacks, considering their
hybridity and synergy in all security components.

3. The aim and objectives of the study

The aim of the work is to develop a method for assessing the
security of cyber-physical systems based on the Lotka-Volterra



predator-prey model. The method should take into account the
computing and financial capabilities of attackers, signs of hy-
bridity and synergy of targeted attacks on all security compo-
nents, relationships between “prey species” and “predator spe-
cies”. This approach will allow timely dynamic changes in the
security level, forming preventive measures in the offline mode
based on pre-configured security scenarios/profiles while sav-
ing financial resources for security infrastructure components.

To achieve the aim, the following objectives were set:

— to develop security models for developing cyber-physical
systems, taking into account the computing capabilities and
focus of targeted cyberattacks, possible competition of attack-
ers in relation to the “prey”, the possibility of attackers/cyber
groups grouping in order to achieve the cyberattack goals;

— to develop security models for cyber-physical systems
based on the “predator-prey” model, taking into account
relationships between “prey species” and “predator species”;

— to develop a method for dynamic assessment of the se-
curity of cyber-physical systems based on the Lotka-Volterra
“predator-prey” model;

— to conduct research on the practical implementation of
the proposed approach.

4. Research materials and methods

To assess the security of cyber-physical systems under
the influence of modern targeted cyber threats with signs
of hybridity and synergy, their integration with social engi-
neering methods on infrastructure elements is taken into ac-
count. At the same time, the classical Lotka-Volterra model
uses the main approaches based on the following paradigms:

—in the absence of “predators”, “prey” multiply expo-
nentially;

— in the absence of “prey”, “predators” die out exponentially.

At the same time, the works [8,9, 12, 17-19, 24, 25] generally
consider IS incidents/attackers as a “prey”, and protection mea-
sures/protection system elements as a “predator”. This looks il-
logical in terms of the ecosystem, which means cyberspace. Math-
ematically, the “predator—prey” model can be described as [14]:

dN,
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where Nj is the number of prey, Ny is the number of pred-
ators, o is the fertility rate of prey, B is the coefficient of
predator’s influence on the prey (predation coefficient), ¢
is the predator’s mortality rate, v is the coefficient of prey’s
influence on the predator.

However, to assess the security of cyber-physical sys-
tems, the following concepts are proposed:

— “prey” — asystem or element of a system/infrastructure
of an information and communication system/cyber-physical
system that is subject to targeted threats with signs of syn-
ergy and hybridity;

— “predator” — a target threat or threat to separate security
components (cybersecurity (CS), information security (IS),
security of information (SI)), on a system or element of a
system/infrastructure of an information and communication
system/cyber-physical system or Internet of Things system;

—security of information resources (IR) — the state of
IR security, characterized by the ability of users, technical
means and information technologies to ensure confidentiali-
ty, integrity, authenticity and availability when processed in
ICS with IoTS;

— cybersecurity of IR (CS IR) — a set of security tools,
strategies, principles, security guarantees, risk management
approaches, actions, training, insurance and technologies to
protect the cybersecurity of ICS with IoTS, resources and
users of cyber-physical systems;

— information security of IR (IS IR) — the state of se-
curity of the information environment of ICS with 0TS,
ensuring its formation, use and development in the interests
of citizens and ICS with 10TS;

— hybridity of IS, CS, SI threats — a set of several threats
to information resources by security components: informa-
tion security, cybersecurity, security of information, aimed
at a separate security service: confidentiality, integrity or
authenticity. This provides the maximum effect of their
integration;

—synergy of IS, CS, SI threats — the combined impact
of several threats on security components: information se-
curity, cybersecurity, security of information with security
services: confidentiality, integrity, authenticity. It is char-
acterized by the fact that their combined effect significantly
exceeds the effect of each threat and their simple sum;

—emergence of ICS/CPS — a set of special ICS/CPS
properties that do not belong to its subsystems and units, as
well as the sum of elements that are not connected by special
system-forming links. Based on the assessment of the syner-
gy and hybridity of threats to security components, the costs
of investing in a security system are minimized to ensure the
efficiency and reliability of information transfer;

—security level of information resources — a qualita-
tive (quantitative) indicator of the ability of the ICS/CPS
protection system to resist synergistic and hybrid threats to
security components: information security, cybersecurity,
security of information;

— business continuity — a property of the system ensur-
ing the uninterrupted operation of internal and external
applications, which allows interrupted operation of subsys-
tems and services during planned downtime and unplanned
failures. It also ensures that critical business data is backed
up and stored and can be recovered within a reasonable peri-
od of time in the event of an unexpected incident or disaster;

— security loop of business processes — the minimum per-
missible set of protection means for information resources and
related business processes. The execution of business processes
in a given sequence allows achieving the organization’s goals.

Fig. 1 shows the relationship of the proposed defini-
tions. The main difference from the known approaches is
the ability to take into account not only the integration of
threats, formation of targeted attacks, but also their impact
on individual security components. This approach provides
a detailed description of today’s threats, and simplifies
the understanding of their impact on the security level in
general.

To determine the relationship between the “prey” and
the “predator,” the threat classifier and expert assessment
steps proposed in [25] and presented in Fig. 2, 3 are used.
This approach takes into account characteristics and signs
of modern threats, minimizes funds to support information
security systems (ISS), considering business continuity.
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To account for the computing resources of attackers, the ap-
proach proposed in [26] is used. Simulation of models: “predator—
prey” taking into account the computing capabilities and focus of
targeted cyberattacks, “predator—prey” taking into account the
possible competition of attackers in relation to the “prey”, “pred-
ator—prey” taking into account relationships between “prey
species” and “predator species”, “predator—prey” taking into
account relationships between “prey species” and “predator
species” using a Java Script software package presented on the
web resource [27]. In the expert assessment of threats ((https://
bdu.fstec.ru/threat) 28], weighting factors of expert compe-
tence are proposed for the objectivity of expert judgments. The
selection of experts from the scientific community is based on
the analysis of publications in science-metric databases, re-
search directions, as well as practical examination experience.

5. Results of the development of security models of cyber-
physical systems based on the “predator-prey” model

5. 1. Development of security models for developing
cyber-physical systems, taking into account the comput-
ing capabilities and focus of targeted cyberattacks, possi-
ble competition of attackers in relation to the “prey”, the
possibility of attackers/cyber groups grouping in order to
achieve the cyberattack goals

Development of security models for developing cy-
ber-physical systems, taking into account the computing
capabilities and focus of targeted cyberattacks.

— estimation of the cost of successful implementation of the attack on the i- th resource Jfrom the
C! — the cost of the attack on the i-th resource from the attacker side.

To use the “predator-prey” model for modeling the func-
tioning dynamics and assessing cyber-physical systems, it is
necessary not only to give a substantive interpretation of the
basic model in terms and concepts of the security system, but
also to parameterize the model. In other words, it is neces-
sary to determine the values of the coefficients included in
the model equations, as well as to set the initial values of the
studied variables.

We begin the parametrization of the model with its first
equation.

We estimate the number of protection elements of the
business continuity security loop based on the following
assumptions:

1. Threats are aimed at the corresponding security ser-
vices, which are represented by the 3rd platform in the threat
classifier [26].

2. For each of the security services, the security loop
has means that provide those services. The distribution
of these means over the considered range of services is
described by the vector (AiC,Af,Af‘,Af‘“,AiAff), where Af
is the weighting factor that provides the confidentiality
service; A’ is the weighting factor that provides the in-
tegrity service; A” is the weighting factor that provides
the management avallablhty service; A™ is the weighting
factor that provides the authenticity service; AY is the
weighting factor that prov1de§ the affiliation service. In

this case, the equality holds ZA{ =1, where j is security

i=1
services, i is the threat to the CPS infrastructure elements.



3. A threat is considered hybrid if it simultaneously tar-
gets all security services.

The number of objects representing the targets of at-
tacks, taking into account their hybridity, can be represent-
ed as follows:

Q(Nf"fo+N1’ifo+Nf><AiA+J @

N =
=2 +NM X A+ N x AMT

i=1

where variable indices correspond to basic security services:
C — confidentiality; I — integrity; A — availability; Au — authen-
ticity, Aff — affiliation; N¢ — the number of objects providing
the confidentiality security service; for other security ser-
vices — the same; Q — the total number of known cyber threats.

We assume that the coefficient of introduction of new
elements of the information security system o, corresponds
to the security level of the elements that provide security
services for the CPS. The security level, according to [9], is
estimated in relative units: 1 — corresponds to the maximum
security level provided by the security system, 0 — the secu-
rity system provides no protection of information resources.

We assume that the cost of attacks and the cost of pro-
tection measures have a normal distribution. In this case, the
probability of the threat being realized with the maximum
capabilities of defense A and attack B will be determined by
the difference between the probability densities F(B)—F(A),
where A is the maximum defense capabilities, B is the max-
imum attack capabilities. In other words, F(B) determines
the proportion of attacks out of their total number, which
can be implemented by attackers based on the resources
available to them. Similarly, F(A) determines the proportion
of attacks that the security system can protect from based on
the resources available to it. Under these assumptions, the
value S=F(B)—F(A) determines the proportion of unprotect-
ed targets of cyberattacks. Then the security level will be
defined as the proportion of information resources protected
from cyberattacks. This value can be calculated as:

S=1-F(B)-F(4)=

:f1'ﬂ%aﬁ A%y, 3)
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where S is the system security level, F(B) and F(A) are the
shares of resources of the parties to the cyber conflict, ¢ is the
integration variable that determines the level of available re-
sources of the “predator” and “prey”, u and ¢ are the values that
determine the mathematical expectation and variance of the
statistical distribution of the resources available to the parties.
The assessment of the maximum capabilities of the parties
to a cyber conflict is based on the cost estimates of implement-
ing and preventing the threat, as well as on the assessment of
the benefits of implementing and preventing the threat [26].
The introduction of cost indicators of threats makes it
possible to implement an algorithm for rating potential threats
and importance of information resources to be protected.
When implementing the algorithm, it is assumed that
the parties to the conflict determine the criticality of cyber
threats, which are economically feasible and /or from which
the IR must be protected first. Then we define the algorithm:
75t step. Identification of cyber threats, the effect of
which exceeds their cost:

Tr? ={Tn~ |(13A—c;*)>o}vni eTr, )

where Tr,? is the set of potential threats, which are effective for
the attacker; T, — the threat to the i-th information resource;
P" — estimation of the cost of successful implementation of the
attack on the i-th resource from the attacker side; CiA — the cost
of the attack on the i-th resource from the attacker side.

2 step. Determination of the direction of protection
that provides a higher effect than its cost.

1i? ={Tr, |(P” - CP)> 0} VT, e Tr, 5)

where TrCD — the set of threats, the protection from which is
economically expedient; P” — estimation of the cost of losing
the i-th information resource for the defense side; R.D — the cost
of protecting the i-th information resource for the defense side;

3" step. Determination of importance coefficients for
attackers. They are defined as the share of gain of the total
gain that can be obtained potentially when implementing
the entire complex of threats for attackers:

A_ A
K= 2GS wTret, M=[n], (6)
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where K/ is the rating coefficient (importance) of the threat
to the i-th information resource; M is the cardinality of the set
of selected potentially effective threats for the attacking side.

4" step. Determination of importance coefficients for
defenders. They are defined as the share of gain of the total
gain that can be obtained potentially when implementing
the entire complex of protective measures:

D_ D
BECymene, N=|y), %)

where K7 is the rating coefficient (importance) of protec-
tion of the j-th information resource.

5t step. Selection of critical threats for which, based on
the assessment, the product of the attacker’s and defender’s
importance coefficients is maximum:

Tr,=arg max K K. 8)

YT el

Then the fertility rate of “prey” is proposed to be calcu-
lated as:

o M ©)
2

where J{Tr,}| is the set of critical cyber threats against which
the information security system (ISS) has no protection
means or they are partially available, but the implementation
of the threat can lead to significant and /or critical destruction
of the security loop, Q is the total number of known cyber
threats.

The coefficient obtained in this way provides manage-
ment’s understanding of the need for additional protection
means against the identified critical attacks.



The equation for changes in the number of modern
threats to the CPS with 0TS is presented as a set of threats
to the CPS, taking into account the possibility of their signs
of synergy and hybridity:

(10)

Nz =N, x |{Whyhn'd c,I,A,Au,A/}

)
synerg

where |{Whybn'd C,1AAu,Af }|
hybrid threats (i. e., thelr number), and { hbrid C.1AAu A/}\ o
is the set of hybrid threats, which, according to the accepted
assumption, are defined as a set of threats to all security
services simultaneously. The calculation of individual com-
ponents is given in [26].

To assess the impact of modern threats on protection
means, we use the expression in [26], then the coefficient B
is represented as:

e is the cardinality of the set of

M
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where M the number of threats chosen by the expert from the
set {i } , which is the subset of the entire set of the classifier
threats, that is, M < Q. We , Wiy, Wpy , Whe ) wpl — the
expert weighting factors of security services: confidentiality,
integrity, availability, authenticity and affiliation; x* — the
weighting factor of security services: confidentiality, integ-
rity, availability, authenticity and authenticity of manifesta-
tion of the attack of the i-th threat.

To determine the coefficient of the attacker’s computing
capabilities ¢, we use the attacker classification, presented
in [26], and represent it as:

ZV X p,; X (12)

motm )

where v = Wg’ SNWESNT — weighting factors of attack-
er’s capabilities;

pyj — the probability of implementation of at least one
threat to the j-th asset, i — threat, Vien, n — number of
threats, j — information resource (asset), Vjem, m — num-
ber of assets;

rmotiv — the probability of the attacker’s motivation to
implement the threat;

W, — attacker’s computing resources (from [27]);

nggf — attacker’s financial resources (from [27].
Table 1 shows the initial data of criteria and indicators
of expert assessment of the weighting factor of the attacker’s

computing capabilities.

Table 1

Initial data of criteria and indicators of expert assessment of
the weighting factor of the attacker’s computing capabilities

weighting factor
Category B e {B,'CPS}
Wees TCPS Wwers Py Tmoriv
» cash
critical 1 1 1 1 1
high 0.75 0.75 0.75 0.75 0.75
medium 0.5 0.5 0.5 0.5 0.5
low 0.25 0.25 0.25 0.25 0.25
very low 0.001 0.001 0.001 0.001 0.001

The coefficient of the possibility of preventive measures
is presented as:

K B . .
KXBZZ(H;?EXM’%)’

k=1 g=1

(13)

where pj, — the weighting factor of the g-th metric of the j-th
security service for the k-th expert. Rationing of weighting
K B

factors: . Y i, =1, wj, — the value of assessment of the g-th

P
characteristic of the ISS mechanism by the k-th expert for the
Jj-th security service in the case when the degree of system se-
curity and the destructive actions of attackers are independent.
Wherein B={cryptographic resistance (C,), Key data amount,
S,, encryption/decryption of data complexity, Og}. Thus, we
have such a set of characteristics of the ISS technical means:
u'—|{Cj S/ Oj}| u’ —{Cj S.,0 }, which corresponds to the
security level of the 1SS cryptographlc means. To descrlbe
the set of characteristics, we use the index g: ug, where {g}

Thus, using the expressions obtained, the Lotka-Volterra
model can be represented as follows:

VT el
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ybrid C,I,A,Au,Af synerg

d

Thus, the proposed approach of the security model of
cyber-physical systems allows, from a practical point of view,
considering cyberspace as an ecosystem, taking into account
the computing capabilities of attackers and focus of targeted
cyberattacks. In addition, cyberattacks are considered tak-
ing into account their integration with social engineering
methods, which allows attackers to form targeted attacks.
The proposed model takes into account the possibility of
manifestation of targeted attacks in the ecosystem of signs
of synergy and hybridity, which significantly affects the
quantitative indicators of assessing the current state of the
security level.

Development of a security model for cyber-physical
systems based on the “predator—prey” model, taking into
account the possible competition of attackers in relation to
the “prey”.

One of the advantages of the Lotka-Volterra model is the
ability to use the “biological” aspects of the “predator-prey”
model, taking into account the possible struggle between
the “predators” themselves under a decrease in the “prey”
population. In terms of the modern development of the world
community, certain manifestations of competition are already
manifested in the environment of cyber intruders/cyber
groups. This, on the one hand, can increase the population



of “prey”, that is, increase the ability of the information
protection system to resist threats, and/or timely prepare
preventive measures to counter them. On the other hand,
reduce the number of “predators”, that is, reduce the variety
of threats, which will allow a timely response to them.

Based on the above assumptions, the “predator-prey”
model is presented as:

(arg max K XKA)
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where the number of “predators” belongs to the set {1\72’ },
jel,..w

Thus, the proposed security model of cyber-physical
systems takes into account the possible competition of at-
tackers in relation to the “prey”. This makes it possible to
timely determine not only the direction of threats, but also
the attackers’ computing resources, and their “simultaneous”
impact can reduce the risk of cyber threats.

Development of a security model for cyber-physical
systems based on the “predator—prey” model, taking into
account the possibility of attackers/cyber groups grouping in
order to achieve the cyberattack goals

The Lotka-Volterra model takes into account not only
the competitiveness of “predators,” but also their unification.
At the same time, as in any ecosystem, the emergent proper-
ties of “predators” can be manifested, which in terms of secu-
rity can lead to a significant decrease in the resistance of the
protection system of the business process loop or to hacking
and destruction of business continuity. Based on the above
assumptions, the “predator—prey” model is presented as:

N, :(arg max KDXKA)

dt VTr,ETrL
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Thus, the proposed security model of cyber-physical sys-
tems based on the “predator-prey” model takes into account

the possibilities of intruders/cyber groups grouping in order
to achieve the cyberattack goals. This approach makes it
possible to predict the “worst” options for the development of
cyberattacks, as well as to formulate appropriate preventive
measures.

3. 2. Development of a security model for cyber-phys-
ical systems based on the “predator—prey” model, taking
into account relationships between “prey species” and
“predator species”

In [27], the authors consider the m-dimensional case, which
takes into account interactions in the “environment” of “pred-
ators”, as well as interactions in the “environment” of “prey”.
This model is interesting, first of all, in terms of the interaction
of “prey”, which are considered as means/mechanisms of the
information security system. At the same time, one of the
principles of ISS formation — the principle of sufficiency is
taken into account. In addition to this interaction in the
“environment” of “predators”, various trends from simple
cooperation to confrontation are taken into account. In the
proposed model:

NizNi'f(N)’

where f(N): r+||A||><N, My, ..., Ny, are the sizes of popula-
tions of m-different “predator” and “prey” species that inter-
act in one environment, N is the vector composed of these
unknowns. The parameters in the vector r are responsible
for the success (probability) of “fertility” (the emergence of
new cyber threats, or means of protection, respectively, from
species) (r>0) or “mortality” (;<0).

The matrix |A| describes the relationships between
“predators” or “prey” of different species, while [27] a;; de-
scribes the influence of species j on species i, a;; describes the
influence of species i on species j. Moreover, if both values a;;
and a;; are positive, the individuals benefit from the interac-
tion, if both are negative, they are at enmity with each other.

If @;>0, a;;<0, then species i is a predator, and species j
is prey for it. The values a;; describe the effect of the species
on itself.

Taking into account the above assumptions, the “preda-
tor-prey” model is presented as:
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where the coefficients g, {>0, and describe the damage in-
flicted by the “prey” and “predator” on themselves, respec-
tively.



5. 3. Development of a method for assessing the secu-
rity of cyber-physical systems based on the Lotka—Volt-
erra “predator—prey” model

One of the features of cyber-physical systems is the
absence of ISS in the infrastructure elements, signal trans-
mission from sensors over open channels, and provision of
management and administration based on cloud technologies.
This significantly reduces the possibility of forming a security
loop, and increases the number of critical points for imple-
menting cyberattacks. In such conditions, security assessment
must be carried out offline, which makes it possible to take
into account the dynamics of both cyber threats, on the one
hand, and the ability of protection means to resist them.

Fig. 4 shows the block diagram of the proposed assess-
ment method.

At the first stage, the following are formed and/or cal-
culated:

— metric coefficients of threats;

— weighting factors of threat manifestation;

— determination of the implementation of each threat;

— determination of the implementation of threats to the
security service;

— determination of the total threat to the security com-
ponent;

— determination of economic costs of attack prevention.

At the second stage. Based on the analysis of stage 1, the
Lotka-Volterra model is chosen, and the corresponding coef-
ficients and components of expressions are calculated using
formulas (2)—(18).

At the third stage, based on expressions (19)—(21), the
current state of security of the cyber-physical system is
determined.

The proposed method is based on assessing the security
of cyber-physical systems over time. A descriptive charac-
teristic of changes in the current state of CPS security is its
intensity I(t) — the average number of changes that happened
to the current state of CPS security per unit of time. To esti-
mate the time intervals Az, , between changes in the CPS
security level, we use the formula:

At[i—q] (t)

K
@,

where K — total number of security level changes;

I(t) — intensity of security level changes;

i,ge [1;n] — serial numbers of changes; i>gq.

We describe changes in security levels as a finite-state ma-
chine H®PS, the states of which are described by the formula:

(19)

HS =<Sl,value,T,Sé>, (20)
where S is the finite state of the CPS security level;

value is the value of changes in the CPS security level;

T is the function of transitions of the CPS security level
from state k to state j;

S, is the initial state of the CPS security level.

We estimate the function of transitions of the CPS secu-
rity level T from state & to state j by the formula:

T=S, xvalue— S'. 21)

To determine security states, we use one of the proposed
Lotka-Volterra models, taking into account the capabilities
of both “prey” and “predators”.
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Fig. 4. Block diagram of the method for assessing the security of cyber-physical systems based on
the Lotka-Volterra “predator-prey” model



The use of the proposed models for the method of assess-
ing the security of cyber-physical systems based on the Lot-
ka-Volterra model is determined in Fig. 3. For modeling, the
values of the parameters included in the expressions for the
coefficients of the Lotka-Volterra equations are determined
using the threat classifier, which already partially contains
quantitative indicators. Thus, the values of the weighting
factors of the manifestation of threats are determined quan-
titatively. On the other hand, some of the indicators con-
tained in the threat classifier need to be quantified.

As a conditionally real CPS, we consider the automated
banking system (ABS) of banking sector organizations, which
not only belongs to the CPS, but also to critical infrastruc-
ture systems. To assess the ABS security, we assume that the
information security system has 25 technical means of infor-
mation protection, which provide security services to bank
information resources (BIR), that is, Ny=25, the number of
threats Q=194 (https://bdu.fstec.ru/threat). Their description
and expert assessment of the distribution of impact on security
services are given on the resource (http://skl.hneu.edu.ua/),

which allows using the proposed models to automate the
calculations of the remaining indicators. Fig. 5 shows the
relationship between security services and special security
mechanisms, which allows determining the number of re-
quired technical protection means (security mechanisms) to
provide the corresponding security services.

The formation of a dynamic model for assessing the secu-
rity of cyber-physical systems begins with the formation of
metric coefficients of threats, calculated as
CPS CIF _ii < CPS CIF (22)
j = ik

i=1 k=1

where @Spg, ©hpgy ©opsy o, WAL are the expert weight-
ing factors of the security services: confidentiality, integrity,
availability, authenticity, and affiliation, as specified earlier.

Itis proposed for expertsin [26] to form the weighting fac-
tors of the cyber threat impact on security services using the
values ™ 9" €{0; 0.1; 0.25; 0.33; 0.5; 0.66; 0.75; 0.9; 1}.
27 experts were involved in the expert assessment.
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Fig. 5. Relationship between services and special security mechanisms



Table 2 shows the results of distribution of the weighting
factors of the main services by experts: confidentiality, integ-
rity, availability and authenticity, as well as average values of
the weighting factors of the distribution of technical protection
means for security services.

Table 2

Results of expert assessment of the weighting factors of the
impact of cyber threats on security services

No. of Weighting factors of impact .of cyber threats on security
) services
threat, i A A A A A
1 0.28 0.22 0.2 0.21 0.09
2 0.19 0.22 0.23 0.23 0.13
3 0.22 0.15 0.25 0.28 0.1
4 0.21 0.19 0.13 0.3 0.17
5 0.15 0.2 0.36 0.22 0.07
190 0.24 0.21 0.15 0.4 0
191 0.15 0.19 0.15 0.5 0.01
192 0.35 0.17 0.12 0.36 0
194 0.32 0.31 0.12 0.18 0.07
average values of weighting factors for security service
wCPSCIF Weps; Weps." wcpsf1 wCPSl{ wcps;w
! 0.26 0.22 0.26 0.25 0.01

Then, based on the average values of the weighting fac-
tors for the security service, we determine the distribution of
the ISS technical means as:

xJC_PSCIF =N/ xwaS o (23)
where j is the security service, N is the number of “prey”
objects (ISS technical means). A limitation of the modeling
is the assumption that the technical means of the ISS cannot
provide several security services.

To determine the cost indicators of attacks, we use the
table of probable loss magnitude of the FAIR (Factor Anal-
ysis of Information Risk) risk assessment method [29, 30].

We estimate the costs of attackers for attacks on the
assumption that they amount to no more than 10 % of the
probable loss magnitude of the prey (Table 3).

Table 3
Probable loss magnitude (PLM) (USD)
No. losses lower limit upper limit
1 Critical 10,000,000 -
2 High 1,000,000 9,999,999
3 Significant 100,000 999,999
4 Medium 10,000 99,999
5 Low 1,000 9,999
6 Very Low 0 999

Then the coefficients of the model are calculated according
to the previously derived relationships.

The fertility rate of “prey” in accordance with the proposals
on the available resources of “prey” and “predators” (Table 2)
and the total number of threats

a=m=ﬁ=o.15. (24)
Q

194

To calculate the coefficient of predator’s influence on
the prey (B), assume that the number of “predators” (in-
truders and/or groups of cyber intruders) is Ny=>5, and
Wisbrid ¢.1.44u.47 syners| = 0-03, we choose the maximum weighting
factor of the impact of each threat 0.33, i. e. each of 194 threats
is implemented by cybercriminals every day. The coefficient 8
of the impact (3; modern threats on protection means, presented

. _ c 1 A Au Aff \,, CPS
earlier as f= Z(wcm N@eps; Neps; NWepg;* NWeps; )Xi )

largely deperllgis on expert assessments. Based on expert
opinions, we obtain the value of the coefficient f=0.32.

To calculate the predator mortality rate (¢), we use the data
from Table 1, and we also consider that M =E{Tr, }| Based on
the estimates given in [25, 26, 28], as well as expert estimates,
we obtain the numerical value of the coefficient ¢, which deter-
mines the mortality rate of “predators” in the Lotka-Volterra
model ¢=0.29.

To calculate the coefficient of prey’s influence on the pred-
ator (y), we use the indicator B=3 — security services, where
cryptographic protection means (confidentiality, integrity,
authenticity) are used. In this case, we assume that the set of
characteristics of cryptographic protection means of the secu-
rity information system u’ = HC{ ,87,0] }L the weighting fac-
tors for symmetric systems are equal to 0.75, for asymmetric
cryptosystems 0.9. The final value of the coefficient y, which
determines the prey’s influence on the predator, is 0.27.

The initial values of “prey” and “predators” are, respectively.

N, =55x0.26+49%0.22+73x0.26+17x0.25 = 48,

Ny =Ny X \Wyiiac.1.mu07 sners| = DX 9 = 4.

The number of hybrid threats is determined according to
the threat classifier.

The calculations performed provide the numerical values
of the coefficients included in the Lotka-Volterra equations.

Parameterized equations allow modeling the dynamics of
the development of the cyber-physical system in conditions of
hybridity and synergy of threats. The results of modeling the
behavior of the conditionally real system are shown in Fig. 6-12.

Fig. 6 shows the dynamics of changes in the number of
potential targets and threats.

As the number of critical attacks increases, the interac-
tion between prey and predators becomes more intense, i. e.
the period between the growth and decline in the number of
both sides of the cyber conflict decreases (Fig. 7).

A more visual representation of the simulation results can be
obtained by presenting the results as a phase portrait. A phase
portrait (phase diagram) is a graphical representation of how
the quantities describing the system state (dynamic variables)
depend on each other. In our case, this is the number of predators
and prey. A typical phase portrait for dynamic variables of the
Lotka-Volterra model is shown in Fig. 8 (the model coefficients
correspond to the calculated ones of the considered problem).

As the number of critical threats increases, the total number
of threats also increases, and therefore the coefficient a chang-
es. For the new values of the number of critical threats and
fertility rate of “prey”, the phase portrait is as shown in Fig. 9.

As the coefficient B increases, i. e. the influence of predators
on prey becomes more intense even with increasing potential
targets (prey), the number of predators decreases rather than
grows. This can be explained by the fact that with a more in-
tense impact, the same amount of compromised resources can
be reached by fewer predators (Fig. 10).
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Fig. 6. Dynamics of changes in the number of potential targets and threats, with a=0.29, $=0.39, y=0.29, ¢=0.28
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Fig. 8. Phase portrait of CFR dynamics (basic version), with a=0.25, $=0.32, y=0.29, ¢=0.27



An increase in the mortality rate of predators, as shown  in the number of prey, but leads to more intensive predator
by simulation experiments, has little effect on the increase  attacks (Fig. 11).
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Fig. 9. Phase portrait depending on prey fertility rate, with a=0.39, $=0.32, y=0.29, ¢=0.27
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Fig. 10. Phase portrait of the system with increasing predators’ influence on prey (more aggressive cyberattacks),
with «=0.25, =0.76, y=0.29, ¢=0.27
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As the coefficient of prey’s influence on the predator
increases, the phase portrait is as shown in Fig. 12. The re-
sults obtained can be interpreted as the need to increase the
number of predators in order to achieve goals with the same
or even smaller number of prey.
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The coefficient, the change of which leads to more significant
changes in security level, is determined. The most significant
factor that leads to changes in the considered coefficient is
defined. Measures leading to such changes are determined.
Table 4 shows the comparative results of the analysis of the
practical use of the meth-
od for assessing the secu-
rity state of cyber-physical
systems based on the Lot-
ka-Volterra model.

The analysis of Table 4
shows that almost all prac-
tical security assessment
approaches operate in the
static mode, that is, during
working hours, incident de-
tection systems (deviations
from normal operation) re-
cord incidents/threats, and
their analysis is carried out
during non-working hours.
This approach does not al-
low timely consideration of
the synergy and hybridity
of targeted attacks, the need
for preventive measures. The
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Fig. 12. Phase portrait of the system with increasing coefficient of prey’s influence on the
predator, with a=0.25, f=0.32, y=0.29, ¢=0.54

6. Discussion of the results of the study of security
models of cyber-physical systems based on the Lotka-
Volterra model

The analysis of the simulation results (Fig. 6—12) allows
us to make a general conclusion that in conditions of limited
financial resources for the development and implementation of
new security service tools, they should be allocated as follows.

proposed method and the
methods in [14, 24] use secu-
rity assessment approaches
based on the Lotka-Volterra
model, which allows for dy-
namic assessment (real-time
assessment of the dynamics and capabilities of threats). Howev-
er, the works [14, 24] do not take into account the synergy and
hybridity of modern threats, the possibility of integrating them
with social engineering methods. In the proposed method,
based on the proposed classifier, these signs of threats are taken
into account, which makes it possible to obtain the coefficients
of the model and, knowing the number of threats, to determine
the number of threats with these signs.

Table 4

Results of the study of the practical use of the method for assessing the security state of cyber-physical systems based
on the Lotka-Volterra model

Criteria
assessment of .
Method qualitative | quantitative |comprehensive asss;zr;l;&igitti}geat ec.onborni'c @Inpliance jfgigr\ziiszse assessment
assessment | assessment | assessment optimization | with regulato- mode
hybridity | synergy ry standards feasures
NIST + - - - - - - - stat.
FAIR - + - — - + stat.
EBIOS + - — — — - + stat.
MEHARI — + — — - - stat.
OCTAVE + — — - - - - - stat.
IT-GRUNDSHULTZ + — — — — — — + stat.
IRAM + - — - — — - — stat.
RISK WATCH - + - - - - + stat.
FRAP + - - - - - - - stat.
CRAMM + - - - - +/- stat.
MAGERIT + + — — — — — — stat.
Method in [14] + + - - - - - +/- dynamic
Method in [24] + + - - - - - +/- dynamic
Proposed method + + + + + + + +/— dynamic




So in the reviewed example, with the total number of
threats Q=194, the coefficient of predators’ influence on the
prey (predation coefficient) allows determining the number
of threats with signs of synergy and hybridity (with =0.32,
the number of threats Qgyners=QxB=194x0.32=62.08). In
addition, it depends on the introduction of new security ser-
vice means; as an investment, it makes sense to choose those
protection means (confidentiality, integrity, authenticity),
the weighting factor of which has the maximum value. As
mentioned earlier, the weighting factor for asymmetric cryp-
tographic protection means is 0.9, unlike symmetric (0.75).
Available resources should be first directed to the develop-
ment of these protection means.

The threat assessment analysis presented in [31-35]
shows that the number of targeted attacks (attacks with
signs of synergy and hybridity, as well as integration with
social engineering methods) on cyber-physical systems is
growing every year in direct proportion with the growth
of computing resources and digital services. Various chan-
nels are used to hack systems, but usually mobile Internet
channels (59 %), while external sources of attacks account
for 26 % [35]. In the simulation, statistics on attacks on the
banking sector were used, and the models made it possible
to determine the coefficient of predators’ influence on the
prey (predation coefficient). This corresponds to the assess-
ment of static data and gives 31 % of threats with signs of
synergy and hybridity. All this confirms the adequacy of the
proposed approach.

It is necessary to point out the limitations of the research
performed. First of all, these are the limitations that follow
from the constraints of the model itself. The model equations
used are linear, since the values of “predators” and “prey” are
included in the linear equation and there are no terms that
include both variables simultaneously. This simplified repre-
sentation of the model does not allow obtaining and investi-
gating more complex nonlinear effects that can demonstrate
synergistic effects. The second limitation of the study is the
assumption that the “predator-prey” community is closed.
This assumption means that the processes of the emergence
of new attackers and new types of attacks are not considered,
that is, the variety of attacks is determined using the exist-
ing threat classifier.

Overcoming these limitations can be considered as di-
rections for the development of the research performed. As
additional areas of research, it is proposed to study the stability
of the existing “predator—prey” system, in particular, the rela-
tionship between the model coefficients (and, accordingly, the
processes defining them), describing equilibrium points.

7. Conclusions

1. Security models of cyber-physical systems have
been developed, taking into account the computing ca-
pabilities and focus of targeted cyberattacks, possible
competition of attackers in relation to the “prey”. The
models also reflect the possibilities of grouping in order to
achieve the cyberattack goals, relationships between “prey
species” and “predator species”. Based on the proposed
approach, the coefficients of the Lotka-Volterra model
a=0.39, B=0.32, y=0.29, ¢=0.27 were obtained, which
take into account the synergy and hybridity of modern
threats, funding for the formation and improvement of
the protection system, and also allows determining the
financial and computing capabilities of the attacker based
on the identified threats.

2. Modification of the “predator-prey” model allows
grouping not only “prey species”, but also “predator species”,
which affects not only the formation of collective protection,
but also gives a synergistic effect of cyber threats in order
to achieve the cyberattack goals based on the relationships
between “prey species” and “predator species”.

3. A method for assessing the security of cyber-physical
systems based on the Lotka-Volterra predator-prey model
has been developed. The method is based on the proposed
threat classifie, taking into account hybridity and synergy.
The classifier structure reflecting the hybridity and synergy
of threats is presented. The proposed method, unlike the
existing ones, makes it possible to assess the security level
of developing cyber-physical systems and security systems,
that is, to make a dynamic assessment rather a static one, as
suggested in previous studies.

4. Studies on the practical implementation of the pro-
posed approach have been carried out. In the course of
practical implementation, not only assessment of the se-
curity level of the cyber-physical system was carried out,
but also simulation of the development dynamics of the
“predator-prey” system for the conditional cyber-physical
system and its security system. The assessment provides
recommendations regarding the allocation of limited re-
sources to effectively protect objects that are targets of
hybrid and synergistic attacks. The simulation allowed
not only visualizing the relationships between “predators”
and “prey”, but also determining research areas, in which
the dynamic behavior indicators of the parties to a cyber
conflict can be reduced. This ultimately eliminates drastic
changes in the number of potential threats and resulting
prevention measures.
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